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Introduction

The NATO Communications and Information Agency (NCIA) hereby provides notification of
the following Procurement Opportunity in accordance with the Procedure for NATO
Competitive Procurement (link). This notification is issued to foster open and fair competition
among eligible vendors from participating nations. This notification does not constitute a
commitment to award a contract.

Vendors are invited to review the requirements described herein and to submit their bids in
accordance with the instructions provided in this notification and subsequent solicitation
documentation. All interested vendors are reminded that timely registration and compliance
with eligibility requirements are essential, as deadlines for submission may not be extended.
Vendors are advised to regularly check for updates to this notification.

This opportunity reflects NATO’s commitment to transparency, equal treatment of suppliers,
and the efficient delivery of goods, works, and services in support of NATO missions and
participating nations.

All eligible and responsible sources may submit a quotation, bid, or proposal, which shall be
considered by the NCIA.

1. Title of Procurement Opportunity

Commercial Cloud Service Provider (CCSP) Marketplace, with the immediate requirement to
support the Protected Business Network (PBN).

2. Description of Requirement
NCIA intends to establish a CCSP Marketplace to provide access to commercially available
Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS), and related cloud

services required to support current and future NATO enterprise workloads.

The immediate requirement is to provide commercially available CCSP services in support of
PBN.

Detailed technical, operational, security, contractual, and evaluation requirements will be
provided within the formal solicitation documentation.

3. Vendor Eligibility

Participation in this Procurement Opportunity is restricted to vendors from participating NATO
nations.

4. Access to Solicitation Documentation

Interested vendors may participate to and access the solicitation documentation for this
Procurement Opportunity as of the Anticipated Solicitation Release Date as follows:

a. Vendors must obtain a valid Declaration of Eligibility (DoE) through their National
Authorities in order to be included in the Bidder’s List and to participate should
the solicitation be issued.

b. A template of the DoE is provided in the Annex to this NPO for reference and
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completion.

c. The prospective Bidder is responsible for arranging for their National Authority
to complete the form. The signed DoE must be transmitted directly by the
National Authority to the Point of Contact (PoC) identified in this NPO.

d. The DoE must be received by NCIA’'s PoC not later than 2 September 2026,
which is 35 calendar days after the date of this NPO.

e. Prospective Bidders are advised to initiate this process early, as NCIA cannot
request or obtain a DoE on behalf of a prospective Bidder. Failure to ensure that
a valid DoE has been received by the PoC may result in exclusion from the
solicitation process.

5. Security Requirements
This opportunity is classified as NATO UNCLASSIFIED (NU) and interested vendors are
required to meet the above-mentioned security level.

6. Language of Solicitation and Bid Submission
Solicitation Documentation and Proposal Submission Language(s): English

7. Additional Engagement Opportunities
The NCIA may organize the following engagement activities:
a. Industry Day: Not Applicable.
b. Pre-Bid Conference: Approximately 10 days following RFP release.
c. Capability Statement & Feedback Response, as described below.

8. Follow-on Industry Engagement
a. Attached to this NPO are:

i. A draft notional cloud consumption scenario: this is intended to support
market engagement and validate whether the proposed assumptions,
service categories, volume metrics, and consumption profile are
reasonable for purposes of a future solicitation

ii. Draft contract Terms and Conditions: this is provided to obtain early
industry feedback on the proposed contractual framework, identify any
provisions that may materially affect competition, pricing, risk allocation
or service delivery, and allow the Purchaser to consider appropriate
refinements before issuing the formal solicitation.

Both documents are preliminary, non-binding and subject to revision.

b. Interested suppliers are invited to submit a Capability Statement and Feedback
Response, not exceeding five pages, addressing the following:

i. Corporate profile and relevant enterprise cloud experience;
ii. Experience delivering commercial cloud services to government,
defence, or similarly regulated organizations;
iii. Relevant certifications, accreditations, and global support capability;
iv. Feedback on the draft notional scenario, including whether the service
categories, volume metrics, assumptions, and proposed consumption
profile are clear and suitable for pricing and evaluation purposes;
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v. Feedback on the draft Terms and Conditions, including any provisions
that may materially affect competition, pricing, risk allocation, data
sovereignty, security compliance or service delivery;

vi. Any commercial, technical, or contractual considerations NCIA should
address before release of the RFP.

c. Capability Statements and Feedback Responses are requested solely to
support market research and procurement planning. They will not be evaluated
for contract award purposes.

d. Following review of Capability Statements and Feedback Responses, NCIA may
invite suppliers to participate in one-on-one sessions in order to clarify any of
the information provided by the supplier.

e. Participation in one-on-one discussions is optional and will not constitute
qualification for, or provide any competitive advantage in,
the subsequent procurement. NCIA may limit participation in such meetings
based on the relevance of supplier capabilities, experience, and feedback
received.

Enclosures:
A. Declaration of Eligibility template
B. Notional cloud consumption scenario
C. Draft terms and conditions

End of Notification
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Enclosure A

Date:

Declaration of Eligibility for NATO Competitive Procurement’

To: NCIA Procurement Authority
Subject: Declaration of Eligibility for NATO Competitive Procurement

Reference: Solicitation Number:

This Declaration of Eligibility (DoE) must be read in conjunction with the Notice of Procurement
Opportunity (NPQ), or other applicable solicitation document, which may include opportunity-
specific or additional DoE requirements.

1. With reference to the above-mentioned NATO Competitive Procurement (NCP)
opportunity, the following [insert Country of Origin] vendor has expressed an interest in
receiving the solicitation document:

a. Vendor Name:
b. Address:
c. Point of Contact/Title: Mr./Ms.:
d. Email Address:
e. Phone #:
2. | certify that this vendor has the necessary financial, technical and professional
competence to be admitted by the Government of [insert Country of Origin] as a bidder
were it responsible for awarding a contract of this nature. The vendor listed above is

eligible to initiate the process required to be security cleared to up to [insert NATO Security
Classification].

Signature
[Name of National Responsible Authority]
[insert Country of Origin]

! The DoE should be substantially similar to this sample. Prospective Bidders should provide the relevant
information about their company to their National Authority.



Service name

Cloud Object, Block & File Storage.

Infrastructure-as-a-Service (1aaS) Compute

Data Transfer & Network Egress.

Managed Relational Database (SL)

Layer 4 Network Load Balancer

Layer 7 Load Balancer

Function-as-a-Service (FaaS) / Serveriess.

Managed NoSQL Database

Enterprise Fully Managed SQL Server

Managed Kubernetes Service (K8s)

Managed PosigreSQL Database

Managed Cioud Network Firewall

Memory-Oplimised Compute

Dedicated HSM / Key Management (FIPS 140-

213, BYOKIHYOK)

Enterprse Support Plan (2477, Sev-1, TAM)

rofesson!Senices lowance (Cansng
Days)

Onboarding / Transiion-In Professional

Services

Offboarding / Transilion-Out Support

Category

Storage

Compute

Networking

Database

Networking

Networking

Compute

Database

Database

Compute

Database

Security

Compute

Security

Management Support

Management Services.

Management Services.

Management Services.

ENCLOSURE B

Two effective environment iers

Every service s modelled across a lower-cost "Development & Test” tier and  higher-performance “Acceptance &
roducton ter, each with it own representative configuration (size, redundancy, throughput, etc ).

%
Volume rounding

P lral 5 Dov 25%, Test 20%, Acceptance 1%, Product
140% of tota nstance coun

Gased on exsing sppleaton
[applications (120), a volume
Jactual volume would depend on actul dis

CSP (21 applcations ) and proj
571

This is notional and

Catalog coverage

[Profossional senvices and

[Curront st of service names are not cxhaustve I of 1228 and FPaaS senics vl acapt dopanding up use
it modernization, application refactoring efc.

[Consufing efforts assumsd toscalo proporioally it overall ervioment G T3 S ST

(2417 Sev-1. named T indivisible, organization-

12as/Paas; Unit of Measure

laas

Development & Test
environment

uration Spec Summary (Attribute: Economic/Standard | Perf

DevTe:

laaS VM Instances (count)

laaS  Data Transfer

Rosourco Count
11.000

st 00):

- Capecty pr sceount (GB) Ec: 100 s 500
- Redundancy copies: E

oo o e ool

‘AcelProd Tier (Per/HiRes) (n=13000):
- Capacity per account (G8): Perf: 2000 / HiRes: 2000
- Reundancy copies:Port 3, Hite: &
- Accs SSD)/
DevTest T\er (Ewnom\dslandam (n=1000)
-VCPU count: Eco: 2. St
A (@80 o4 151015
- Disk size (GB): Eco: 64/ Std: 128

AcclProd Tier (PerfiHiRes)
“VCPU count: Perf: 8/ HiRes: 16
- RAM (GBY: Perf: 32 HiR
- Disk size (GB): Perf: 256 HiRes: 512

PaaS  Database

DovTest
- Egress volume (GB/mo): Eco: 100 Std: 500
- Destination scope: Ecos Intra-region /Sta: Iter-region

AcclProd Tier (PerfiRes) (n=700)
- Egress volume (GB/mo): Perf: 2000 HiRes: 5000
- Destination scope: Pert Interet (mult-egion) / HiRes: Global multi-region

laaS  Load Balancer I

e (GB): Eco: 32 Sid: 128
" Bakup rtenton (aye): Eco 7/ 81d:35

‘AcelProd Tier (PerHiRes) (i
HiRes: 16

- Storage (GB): Perf: 512 / HiRes: 1024
- Backup retention (days): Perf: 35 HiRes: 35

Paas  Gateway

DevTest
- Rules configured: Eco: 2/ Std: 8
- Backend pool size: Eco: 2/ Sid: 10

150

‘AcclProd Tier (Perf/HiRes) (v=200)
- Rules configured: Perf: 20/ HiRes: 20
- Backend pool size: Perf: 30 HiRes: 50

PaaS  Funclion Apps (coun)

PaaS  Databs

evTest 150
- Listeners configured: Eco: 1/ Std: 4

- Backend pool size: Eco: 2/ Sid: 10

- WAF enabled: Eco: No / Std: No

AcclProd Tier (Perf/HiRes) (n=150)
- Listeners configured: Perf: 10 / HiRes: 10
- Backend pool size: Perf: 25 HiRes: 50
- WAF enabled: Perf: Yes | HiRes: Yes.

DevTest Tier (Economic/Standard) (n=60 60
- Memory allocation (GB): Eco: 0.5/ Sid: 1.5
- Max concurrent executions: Eco: 50  Std: 200

AcclProd Tier (PerfiHiRes) (n=70):
- Memory allocation (GB): Perf: 3.5/ HiRes: 3.5
- Max concurrent executions: Perf: 500 / HiRes: 1000

PaaS  Managed Instances (count)

Dev
—Thmughpul {RUs, proveioned) Eco: 400 St 4000
- Storage (GBY: E
fowclityivet

AcelProd Tier (PerfiHiRes) (n=60):
~Throughput (RUIs, provisioned): Per: 20000 / HiRes: 20000
- Storage (GB): Perf: 500 / HiRes: 500
- Regions: Perf: 2/ HIR
DevTestTer (EconomiciStandard) (=40 40
~VCores: Eco: 4
Sorage (08 Eco- 256151512

AcclProd Tier (Perf/HiRes) i
“VCores: Pert: 16 / HiRes: 32
- Storage (GB): Perf: 2048 | HRes: 4096

Paas.

PaaS  Server Instances (count)

Paas  Firewal

DevTest 2
- Node count: Eco: 2/ Std: 5
~VCPU per node: Eco: 2/ Std: 4
- RAM per node (GB): Eco: 8/ Std: 16

AcclProd Tier (PerfiHiRes) (n=30):

- RAM per node (GB): Perf: 32 / HiRes: 64
DovTest Tier (Economic/Standard) (n=15): 15
-VCores: Eco: 1/1d: 4
- Storage (GB): Eco: 32 / Std: 128

AcclProd Tier (PerfiHiRes) (n=20):
“VCores: Per: 8 HiRes: 16
- Storage (GB): Perf: 512 / HiRes: 1024

DevTest 8
- Thoughout (Gbps): Eco: 17516 5
- Rule collectons: Eco: 1

AcclProd Tier (PerfiHiRes) (n=0)
- Throughput (Gbps): Per: 30 / HiRes: 30
- Rule collectons: Perf: 200/ HiRes: 200

laas
laaS  HSM Instances (count)

‘Support Plans (count)

Consuiting Days (countiyear)

Consuiting

Tier . 8VCPU /64 GB ratio ~8:1), always- g
on production workload. For datalanalytics workloads. Equivalent o 1,440,000 vCPU-hoursiyr.

2dedcated.sgedenant FPS 140 Lovl 3 W deies shoyson (17820 douie hoursi. pos 120 ey 1
‘operationsiyr folded into the per-instance rate. Supporls BYOK/HYOK (Bring/Hold Your Own Key)

1 top-tier enterprise support plan: 24/7 coverage, Severity-1 response SLA, named Technical Account Manager 0
(TAM). F lly the greater of this minimum or ~3-10% of totel
decreasing vith sper

200 consulting
optimisation engagements).

migration, %

curing) '

Conaing Oays (ne-ime.
exercisable at

3  and
‘goverancelautomation baselining — supports outcomes P8.05, 011.03, C10.01. Distinetfrom the recurring annual

or icket, termination,
‘Contract Exit Plan (O11.03) and valdation

already required under O11.03/AQL-32 . This is the actual exi-execution effort, not the rehearsal. Exittime actvity
is production-only, hence no devitest alocation.

forthe 0

13413

‘Acceptance and
P

1200

200

150

Overall Count (DTAP)

24.000

2200

350

300

20270



Consolidated cloud resource volume - NSF and NPCL
usage presenting a high level view at laaS/PaaS level. The data of volume commit has been derived out of existing

consumption of Azure cloud platform for laaS and PaaS. NSF

laaS/Paa$S resources DT - NSF AP - NPCL represents Dev and Test ( DT ) based volume including

844 platform engineering resources as well consumed by NSF

f::;doco):zzttfbd( & File Storage ;ﬁi: 204 central squad. NPCL represents Acceptance and Production (
AP ) based volume.

Data Transfer & Network Egress 14 3

Managed Relational Database (SQL) 73 3 Note - The volume commit data can be considered as an AS-

Layer 4 Network Load Balancer 64 18 IS state of resource volume based on incumbent cloud

Layer 7 Load Balancer 41 39 consumption today ( Azure )

Function-as-a-Service (FaaS) / Serverless 75 31

Managed NoSQL Database 2 0

Enterprise Fully Managed SQL Server 191 114

Managed Kubernetes Service (K8s) 54 5

Managed PostgreSQL Database 9 2

Total 11239 1353



ENCLOSURE C

NPO-C0-424312-CCSP
NCIA Contract General and Special Terms and Conditions
Full text at NCIA website (click here)

Introduction

1. The list of terms and conditions below are taken from the NCIA Contract General Terms and Conditions, and NCIA Contract Special Terms and Conditions.
The full text is available at the link above.

2. Terms and conditions that are not applicable to this procurement are marked as "N/A" in the "Applicable" column

3. For all terms and conditions that are appliable, they are further noted as either "Essential” or "Subject to Industry Dialogue".

4. Atthe NPO stage, nominated bidders are invited to provide feedback on the terms and conditions listed below.

5. The Request for Proposal will invite bidders to include their standard commercial terms to supplement these terms and conditions.

Applicable? Essential?

5 (Per NATO's duties and rights
Clause Title (Standard terms per nature of . .
as International Organisation
cloud contract)

for cloud contract)
GTCA CORE GENERAL TERMS AND CONDITIONS

GTCA.1 GENERAL CONTRACTING TERMS AND CONDITIONS
GTCA.1.1 APPLICATION OF TERMS AND CONDITIONS Yes Yes N/A
GTCA.1.2 ORDER OF PRECEDENCE AND INTERPRETATION Yes Yes N/A
GTCA.1.3 DEFINITIONS OF TERMS AND ACRONYMS Yes Yes N/A
GTCA.1.4 NCIA E-PROCUREMENT PLATFORM Yes Yes N/A
GTCA.1.5 CONTRACTUAL AUTHORITY Yes Yes N/A
GTCA.1.6 CONTRACT SIGNATURE DATE VS. EFFECTIVE START DATE OF CONTRACT Yes Yes N/A
GTCA.1.7 TYPE OF CONTRACT Yes Yes N/A
GTCA.1.8 SUBCONTRACTS Yes Yes N/A
GTCA.1.9 PURCHASER FURNISHED PROPERTY N/A
GTCA.1.10 CONTRACT ADMINISTRATION Yes Yes N/A
GTCA.1.11 PROJECT AND TECHNICAL DIRECTION Yes Yes N/A
GTCA.1.12 WARRANTY N/A
GTCA.1.13 DELIVERY DATES AND MILESTONE DATES Yes Yes N/A
GTCA.1.14 PURCHASER'S USE OF THIRD PARTIES Yes Yes N/A
GTCA.1.15 CONFLICT OF INTEREST Yes Yes N/A
GTCA.1.16 COMMUNICATION AND LANGUAGE Yes Yes N/A
GTCA.1.17 INSURANCE Yes Yes N/A
GTCA.1.18 SEVERABILITY Yes Yes N/A
GTCA.1.19 SURVIVAL Yes Yes N/A
GTCA.1.20 INDEPENDENT CONTRACTORS Yes Yes N/A
GTCA.1.21 WAIVER Yes Yes N/A
GTCA.1.22 CONTRACT CLOSEOUT Yes Yes N/A
GTCA.1.23 BANKRUPTCY Yes Yes N/A

GTCA.2 ACCEPTANCE AND PAYMENT TERMS AND CONDITIONS
GTCA.2.1 ACCEPTANCE OF CONTRACT TERMS AND CONDITIONS Yes Yes N/A
GTCA.2.2 OWNERSHIP AND TITLE N/A
GTCA.2.3 INSPECTION AND ACCEPTANCE Yes Yes N/A
GTCA.2.4 INVOICE AND PAYMENT Yes Yes N/A

GTCA3 REGULATORY TERMS AND CONDITIONS
GTCA.3.1 APPLICABLE LAW Yes Yes N/A
GTCA.3.2 GENERAL REPRESENTATIONS AND WARRANTIES - CONFORMANGCE TO NATIONAL LAWS AND REGULATIONS Yes Yes N/A
GTCA.3.3 NCIA SUPPLIER CODE OF BUSINESS ETHICS AND CONDUCT Yes Yes N/A
GTCA.3.4 TAXES AND DUTIES Yes Yes N/A
GTCA.3.5 PARTICIPATING NATION Yes Yes N/A
GTCA.3.6 SECURITY OF UNCLASSIFIED AND NATO UNCLASSIFIED MATERIALS AND INFORMATION Yes Yes N/A
GTCA3.7 CONFIDENTIALITY AND NON-DISCLOSURE Yes Yes N/A
GTCA.3.8 AUDIT AND ACCESS TO RECORDS Yes Yes N/A
GTCA.3.9 EXPORT CONTROL COMPLIANCE Yes Yes N/A
GTCA.3.10 PRIVILEGES AND IMMUNITIES Yes Yes N/A

GTCA.4 CHANGE AND BREACH OF CONTRACT TERMS AND CONDITIONS
GTCA.4.1 OPTIONS N/A
GTCA.4.2 PRICING OF CHANGES, MODIFICATION, AND CLAIMS N/A
GTCA.4.3 CHANGES Yes N/A Yes Select one
GTCA.4.4 CLAIMS Yes N/A Yes Select one
GTCA.4.5 RELEASE OF CLAIMS Yes N/A Yes Select one
GTCA.4.6 MODIFICATION OF THESE GENERAL TERMS AND CONDITIONS Yes Yes N/A
GTCA.4.7 PURCHASER DELAY OF CONTRACTOR PERFORMANCE Yes Yes N/A
GTCA.4.8 CONTRACTOR NOTICE OF DELAY Yes N/A Yes Select one
GTCA.4.9 DELAY AND LIQUIDATED DAMAGES Yes N/A Yes Select one
GTCA.4.10 INDEMNITY Yes N/A Yes Select one
GTCA.4.11 CUMULATIVE REMEDIES Yes N/A Yes Select one
GTCA.4.12 FORCE MAJEURE Yes Yes N/A
GTCA.4.13 STOP WORK ORDER N/A
GTCA.4.14 TERMINATION FOR CAUSE - FOR DEFAULT Yes N/A Yes Select one
GTCA.4.15 TERMINATION FOR THE CONVENIENCE OF THE PURCHASER Yes N/A Yes Select one
GTCA.4.16 TERMINATION BY MUTUAL AGREEMENT OR CONSENT Yes N/A Yes Select one
GTCA.4.17 CONSEQUENCES OF TERMINATION Yes N/A Yes Select one
GTCA.4.18 STEP-IN RIGHT Yes Yes N/A
GTCA.4.19 ASSIGNMENT OF CONTRACT Yes Yes N/A
GTCA.4.20 TRANSFER AND SUBLETTING Yes Yes N/A
GTCA.4.21 DISPUTES Yes Yes N/A
GTCA.4.22 ARBITRATION Yes Yes N/A
GTCA.4.23 MERGER, ACQUISITION, NOVATION, OR CHANGE OF NAME AGREEMENT Yes Yes N/A

GTCA5 DATA RIGHTS AND SECURITY TERMS AND CONDITIONS
GTCA5.1 HARMFUL SOFTWARE AND TAMPERING RISK Yes Yes N/A
GTCA.5.2 TECHNOLOGY REFRESH AND EVOLUTION Yes Yes N/A
GTCA.5.3 INTELLECTUAL PROPERTY RIGHTS Yes N/A Yes Select one
GTCA.5.4 PATENT AND COPYRIGHT INDEMNITY Yes N/A Yes Select one
GTCA5.5 BASIC SAFEGUARDING OF CONTRACTOR COMMUNICATION AND INFORMATION SYSTEMS Yes Yes N/A
GTCA.5.6 CYBER INCIDENT REPORTING Yes Yes N/A

GTCA.6 NATO AND NCIA PERSONAL DATA PROTECTION TERMS AND CONDITIONS
GTCA6.1 PERSONAL DATA PROTECTION Yes Yes N/A
GTCA.6.2 PURCHASER DATA Yes Yes N/A
GTCA6.3 TERMINATION OF PURCHASER DATA EXCHANGE Yes Yes N/A

GTCA6.4 SECURITY OF INFORMATION TECHNOLOGY Yes Yes N/A


https://www.ncia.nato.int/business/procurement/documents-resources/terms-conditions.aspx

GTCA.6.5
GTCA.6.6
GTCA.6.7
GTCA.6.8

GTCB.1
GTCB.2
GTCB.3
GTCB.4
GTCB.5
GTCB.6
GTCB.7
GTCB.8
GTCB.9
GTCB.10
GTCC.1toC.8
GTCD.1toD.12
GTCE.1toE.12
GTCF
GTCF.1
GTCF.2
GTCF.3
GICF.4
GTCF.5
GTCF.6
GICF.7
GTCF.8
GTCF.9
GTCF.10
GTICG
GICG.1
GTCG.2
GTICG.3
GTICG.4
GTCG.5
GTCG.6
GTCG.7
GTCG.8
GTCG.9
GTCG.10
GICG.11

STC.A
STC.A.1
STC.A.2
STC.A.3
STC.A.4
STC.A.5
STC.A.6
STC.A.7

STC.B
STC.B.6

STC.C

STC.D
STC.D.1
STC.D.2

STCE
STCE.1

STCF
STCF.1

STC G
STCG.1
STCG.2
STCG.3
STCG.4
STC G.5
STCG.6

STCH
STCH.1
STCH.2
STCH.3
STCH.4
STCH.5

STCI
STCI1.1
STC1.2

STC)

STCJ.3

STCJ.4

STCJ.5

STCJ.6

STCL
STCL.1
STCL.2
STCL.3
STCL.4
STCL.5

CYBER INCIDENT

DISASTER RECOVERY AND BUSINESS CONTINUITY
DATA IMMUNITY AND DISCLOSURE REQUESTS
RESPONSIBILITY FOR THE HOSTING ACTIVITY

GENERAL

DOCUMENTATION AND REPORTS

CONTRACTOR’S PERSONNEL

CONTRACTOR'S PERSONNEL WORKING PURCHASER'S FACILITIES
CONTRACTOR-OWNED ASSETS

INSPECTION, TESTING AND ACCEPTANCE OF SERVICES AND DELIVERABLES
INSPECTION AND ACCEPTANCE OF DOCUMENTATION

WARRANTY

OWNERSHIP AND TITLE

SERVICE LEVELS

GENERAL TERMS AND CONDITIONS ON EQUIPMENT

GENERAL TERMS AND CONDITIONS FOR COMMERCIAL-OFF-THE-SHELF (COTS) SOFTWARE OR LICENSES
GENERAL TERMS AND CONDITIONS FOR SOFTWARE DEVELOPED FOR NATO PURPOSES
GENERAL TERMS AND CONDITIONS ON CLOUD SERVICES

GENERAL

RIGHT TO ACCESS AND USE THE CLOUD SERVICE

CHANGES

IMPLEMENTATION, SUPPORT AND SERVICE LEVELS

LOCATION OF THE HOSTING FACILITY

DURATION

SUSPENSION OF THE CLOUD SERVICES

WARRANTY

TERMINATION ASSISTANCE

DISCONTINUATION OF CLOUD SERVICES

GENERAL TERMS AND CONDITIONS ON PROCUREMENT OF ARTIFICIAL INTELLIGENCE (Al) SYSTEMS AND AI-ENABLED SERVICES

GENERAL

RISK MANAGEMENT OF ARTIFICIAL INTELLIGENCE
USE OF DATA SETS AND BIAS MITIGATION
RECORD-KEEPING AND LOGGING
TRANSPARENCY OF THE Al SYSTEM OR AI-ENABLED SERVICE
GOVERNABILITY AND HUMAN OVERSIGHT
INTEROPERABILITY

TRAINING OF USERS

WARRANTIES

INTELLECTUAL PROPERTY AND USE OF DATA SETS
AUDIT

GENERAL STC CLAUSES

Contract Administration and Project and Technical Direction

Incorporation of Core Subsets

Contract Term

Eligible Purchaser

List of Supplemented, Modified, or Replaced NCIA Contract General Terms and Conditions
Interpretation, Definition, and Acronyms

Scope of Work

TYPE OF CONTRACT

Type of Contract: Indefinite Delivery Indefinite Quantity (IDIQ)

ACCEPTANCE AND PAYMENT

SUPPLIER REQUIREMENTS

Performance Guarantee

Key Personnel

CHANGES OR BREACH OF CONTRACT

Limited Liability (Limitation of Liability)

CONTRACTOR’S GENERAL TERMS AND CONDITIONS

Exclusion of Contractor’s General Terms and Conditions

IDIQ CLAUSES

Scope of Work

Task or Delivery Orders

Ordering Procedures

Ordering Limitations

Place and Terms of Delivery

Disposal, Sales and Gainshare Mechanism

CYBERSECURITY TERMS AND CONDITIONS

Cyber Incident Reporting-Alternate 1

Limitation on the Use or Disclosure of Purchaser Furnished Information (PFI)
Limitation on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information
REACH Capability

Service Level Agreement (SLA) for the Provision of REACH Laptops in accordance with Clause STC H.4
SUBCONTRACTORS

Subcontracting to Non-NATO Entities Outside the Local Area

Integration of Work

CONTRACT CLASSIFICATION

Security Requirements for NATO R=stricted (NR) Projects with Escorted Access
Security Requirement for NATO R=stricted (NR) Projects with Un Escorted Access
Security Requirement for NATO S=cret (NS) Projects (Classified Projects)
SOURCE CODE ESCROW

DATA PROCESSING AND TRANSFER AGREEMENT

Data Processing and Transfer Agreement

Personal Data Processing and Transfer Agreement Details

Technical and Organizational Measures

List of Sub-Processors

Glossary
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Yes

Yes
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Yes
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N/A
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N/A
N/A
N/A
N/A
N/A
N/A
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Yes
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Yes
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Yes
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N/A

N/A
Yes

Yes

Yes
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N/A
N/A
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N/A
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Yes
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Yes
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N/A
N/A
N/A
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N/A

Yes
N/A
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Yes
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Yes
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Yes

Yes
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Yes
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Yes
Yes
Yes

N/A

N/A

N/A

N/A

Yes
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Yes
Yes

Yes
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Yes

Yes
N/A

N/A
N/A
N/A
N/A

Yes
Yes
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Yes
Yes

N/A
N/A
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