
NATO  UNCLASSIFIED    
      

 Acquisition Office  
Boulevard Léopold III 
B-1110 Brussels, Belgium 
  

  

 

 

 

 

 

  NATO  UNCLASSIFIED     Page 1 of 18 
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10 October 2025 

 

Market Survey - Request for Information 
 

Capability Program Plan DCIS Systems No. 1 “R1A1+” 
DCIS FMN Spiral-4 and Spiral 5 

Compliancy 
 

NCI Agency Reference: MS-424309-DCIS FMN SPIRAL 4&5 
 

The NATO Communications and Information Agency (NCIA) is seeking information from Nations 
and their Industry regarding the availability of providing potential solutions for the  

DCIS FMN Spiral-4 and DCIS FMN Spiral 5 Compliancy Projects 

  

NCI Agency Point of Contact (POC) for this Market Survey: 
 

Ms. Estefania Nunez, Principal Contracting Assistant, 
E-mail: estefania.nunez@ncia.nato.int 
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To : See Distribution List 

Subject 
: 

NCI Agency Market Survey - Request for Information 

MS-424309-DCIS FMN SPIRAL 4&5 

   

1. The NCI Agency requests the assistance of the Nations and their Industry to identify potential 
solutions for the DCIS PCN and DCIS FMN Spiral-5 Compliancy from their national providers. 
Also to determine what could be made available to NATO to support future operations and 
missions. 

2. A summary of the NATO requirement for DCIS PCN and DCIS FMN Spiral-5 Compliancy is set 
forth in the attached Annex A.  

3. Respondents are requested to reply via the questionnaire at Annex B. Other supporting 
information and documentation of current and future capability programmes is also welcome 
(technical data sheets, marketing, brochures, non-binding catalogue price lists, descriptions of 
existing installations, etc.). 

4. The NCI Agency reference for this Market Survey Request is MS-424309-DCIS FMN SPIRAL 
4&5, and all correspondence and submissions concerning this matter should include this 
number. 

5. Responses may be issued to the NCI Agency directly from Nations or from their Industry (to the 
staff indicated at Paragraph 9 of this Market Survey Request). Respondents are invited to 
carefully review the summary of requirements in Annex A to determine interest. 

6. Responses shall in all cases include the name of the firm, telephone number, email address, 
designated Point of Contact, and a description of the capability available and its functionalities 
(not above NATO Unclassified). This shall include any restrictions (e.g. export controls) for direct 
procurement of the capability by the NCI Agency.  

7. Non-binding product pricing information is also requested as called out in Annex B. 

8. Responses are requested to reach the NCI Agency no later than by 17:00 Brussels time on 27 
November 2025.  

9. Please send all responses via email to the following NCI Agency Point of Contact: 

To Attention of: Ms. Estefania Nunez, Principal Contracting Assistant, 

E-mail: estefania.nunez@ncia.nato.int 

 

10. Bilateral meetings with industry are not foreseen during this initial stage, however technical 
discussions may take place following the submission of responses, with the purpose of clarifying 
or further augmenting those responses where required. 

11. This RFI aims to apply due diligence by ‘testing the market’ to determine the relevant 
technologies and products or services which may provide the basis for the DCIS PCN and DCIS 
FMN Spiral-5 capability development strategy, while also evaluating the potential solutions 
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available to NATO which may include “Adopt”-ing (an existing solution already in-service by 
Nations), commercial “Buy”-ing (acquiring a solution from industry), or “Create”-ing (developing 
a solution exclusive to NATO needs), or a combination thereof. 

12. This Request for Information (RFI) does not constitute a commitment to issue a future request 
for proposal (RFP). 

13. Note that this RFI is not a formal request for submissions as part of a procurement; but rather a 
general request intended to determine whether any possible solutions exist that should be 
considered or included in evaluating the options as part of the system requirements 
development. 

14. Respondents are requested to await further instructions after submission of their responses 
regarding any potential future bidding process, and are requested to contact only the NCI 
Agency POC identified above in Paragraph 9 above with any further requests for information or 
clarification. 

15. Any response to this request shall be provided on a voluntary basis. Responses to this request 
will help identifying and selecting firms eligible for any future procurement that may arise from 
this Market Survey. 

16. In accordance with the NATO Management of Non-Classified NATO Information policy (C-
M(2002)60), this MS-424309-DCIS FMN SPIRAL 4&5 shall not be published on the internet. 

17. Responses to this request, and any information provided within the context of this survey, 
including but not limited to pricing, quantities, capabilities, functionalities and requirements will 
be considered as informational only and will not be construed as binding on NATO for any future 
acquisition. 

18. The NCI Agency is not liable for any expenses incurred by firms in conjunction with their 
responses to this Market Survey, and this Survey shall not be regarded as a commitment of any 
kind concerning future procurement of the items described. 

19. Your assistance/participation in this Market Survey request is greatly appreciated. 

FOR THE CHIEF OF ACQUISITION: 

 

 Estefania Nunez 

 Principal Contracting Assistant 

 

 

Enclosures: 

Annex A: Requirements Summary  

Annex B: Questionnaire 

Annex C: Distribution List 
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Annex D: Potential Industrial Suppliers 

Annex E: Acronyms  
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Annex A  
Requirements Summary  

A.1. FMN Spirals Introduction  

[1] DCIS provides Command and Control (C2) Services for NATO led operations and enables 
collaboration between static and deployed users of the NATO Command Structure (NCS) and 
interaction with deployed elements of the NATO Force Structure and other Mission Participants.  

[2] Non-compliancy with FMN Spiral Specification requirements; affecting the interoperability 
between NATO Command Structure (NCS), NATO Force Structure (NFS), and National entities, 
resulting in a reduced ability to execute C2 functions over forces assigned to NATO exercises 
and operations is identified as a shortfall. 

[3] The interoperability of DCIS capabilities is ensured through compliance with the technical 
requirements of the Federated Mission Network (FMN). The NATO DCIS will achieve a high 
state of interoperability and provide reliable and secure communication and information 
exchange between deployed and static command and control elements by means of the 
capabilities to be acquired by FMN projects.  

[4] The DCIS FMN Compliancy projects will ensure all applicable DCIS services are FMN Spiral 5 
compliant. Protected Core Network (PCN) and Network Monitor Cyber Defence (NMCD) 
functionality is included within the scope of DCIS FMN Spiral project as well.   

[5] This capability will be used during both peace-time and operations, garrisoned as well as in 
theatre. It will provide services in three security domains (NATO Secret, Mission Secret and 
NATO Unclassified).  

A.2. Scope 

[6] Under the DCIS FMN Spiral 4 Compliancy; PCN Architecture Design including Protected Core 
Segment (PCS) Design and Network Monitor Cyber Defence (NMCD) Design will be developed.   

[7] After the development of PCN Architecture Design, PCN is to be configured and deployed on a 
reference facility and on the MAFs. Finally, PCN configuration is to be rolled out and installed to 
all DCIS nodes. 

[8] Under the DCIS FMN Spiral 5 Compliancy; The DCIS systems which are already in service and 
below Spiral 5 Compliancy are to be upgraded to Spiral 5 following the FMN Swim Lanes; 

1. Federated Information Management 

2. Federated Distributed Collaboration 

3. Federated Core Services 

4. Federated Communications 
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A.3. Requirements and Capability Enhancement  

[9] The intended PCN approach for the PCN implementation is in line with STANAGs 5637, 5640. 
[10] The currently planned enhancements under for FMN Spiral 5 project are provided below;  

1. Federated Information Management 
• Provide mission participants the ability to exchange information between their mission 

environment and their own national information sources,  
• Provide the ability to preserve operational information of long term value,  
• Enhance information product management and exchange. 

2. Federated Distributed Collaboration 
• Enhance search capabilities by providing distributed metadata-based search (OPCIS), 
• Provide users the ability to easily find information across separate information 

repositories through distributed free text search (OPCIS), 
• Provide users the ability to ensure and validate the integrity and authenticity of 

documents, 
• Provide the ability to collaborate by real-time sharing of screens, 
• Provide federated Distributed Collaboration at the TACCIS level, 
• Enhance Distributed Collaboration to support exchange between different information 

domains. 
3. Federated Core Services 

• Enhance the ability to share physical infrastructure among mission participants by 
defining management interfaces, 

• Provide initial Middleware Services standards and profiles to harmonize protocols used 
to share information in a federation, 

• Enhance security posture of federated Core Services, 
• Provide an automated process for requesting and processing requests for digital 

certificates from other Mission Network Participants, 
• Provide support for IPv6 in core services necessary for Protected Core Networking, 
• Enhance the usability of federated Core Services by incremental improvements to 

implementation and configuration guidance. 
4. Federated Communications 

• Enhance Network Management and Cyber Defence functionality on the Protected 
Core with interface to SMC, 

• Select and provide waveform profiles for wireless transmission services, 
• Provide a federated identity management plan, 
• Enhance the Protected Core Segment Operational Picture with cyber information 

products, 
• Transition from IPv4 to IPv6 for communications services on the Protected Core, 
• Provide a federated crypto solution for communications security, 
• Provide capabilities to share communications services on the Protected Core in 

multiple concurrent missions, 
• Enhance Network Management and Cyber Defence functionality on the Protected Core 

with better situational awareness, 
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• Provide capabilities for federated spectrum management, 
• Provide profile for communications service interconnection between transmission 

services within TACCIS, 
• Provide capabilities to support the use of public networks as an underlying bearer for 

Protected Core Networking. 
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Annex B  
Questionnaire 
Organisation Name: 

 

 

 

Contact name & details within organisation: 

 

 

 

 
 
Notes 

• Please DO NOT alter the formatting. If you need additional space to complete your text 
then please use a ‘Continuation Sheet’ which you can append at the end of this Annex 
and please reference the question to which the text relates to. 

• Please feel free to make assumptions, HOWEVER you must list your assumptions in 
the spaces provided. 

• Please DO NOT enter any company marketing or sales material as part of your 
answers within this market survey. But please submit such material as enclosures with 
the appropriate references within your replies. If you need additional space, please use 
the sheet at the end of this Annex. 

• Please DO try and answer the relevant questions as comprehensively as possible. 
• All questions within this document should be answered in conjunction with the summary 

of requirements in Annex B. 
• All questions apply to Commercial or Government respondees as appropriate to their 

Commercial off the Shelf (COTS) or Government off the Shelf (GOTS) products. 
• Cost details required in the questions refer to Rough Order of Magnitude (ROM) 

Procurement & Life Cycle cost, including all assumptions the estimate is based upon: 
-  Advantages & disadvantages of your product/solution/organisation, 
- Any other supporting information you may deem necessary including any 

assumptions relied upon. 
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Questions 

 
A. Under the DCIS FMN Compliancy project; PCN Architecture Design including Protected 

Core Segment (PCS) Design and Network Monitor Cyber Defence (NMCD) Design will be 
developed.   

Do you currently have a solution, planning to or currently working to deliver an operational 
PCN and/or NMCD capability similar to the description provided in Appendix 1? Please 
reply to all of the questions in the Appendix 1.  
 

1. If so, when can such solution be made available to NATO, and for how long? 
2. If so, please specify if your solution can be made available to NATO for evaluation 

or use.  
3. If your solution can be made available for NATO use, can you specific any 

restrictions of use, including but not limited to Intellectual Property rights. 
4. If your existing solution cannot be adapted or made available directly to NATO for 

use and evaluation, can you provide an alternative technology or solution? Please 
state any relevant condition(s) necessary for you to provide an alternative solution. 

Answer: 

 

 

 

 

B. Can your solution be demonstrated to NATO staff members within a month notice? 

Answer: 

 

 

 

 

C. Can you describe at what capability lifecycle stage is your PCN-like and NMCD-like 
solution for example, is it at exploratory, experimental, development, operational or 
deprecated stage. 

Answer: 
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D. Are you able to share information on the system description including high-level 
architecture, of this solution? If so, can you provide this information in your response? 

Answer: 

 

 

 

 

 
E. Are you able to share any information that may enable the evaluation of completeness and 

appropriateness of your solution to meet our requirements? 

Answer: 
 
 
 
 

 
F. Is your PCN and NMCD registered as an approved product/solution under any national or 

international bodies` product catalogue? If so, please provide further information. 

Answer: 

 

 

 

 

G. Can you share publicly available product/solution documentation manuals including 
administration guide and other applicable reference materials for your PCN and NMCD 
technology? 

Answer 
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H. Under the DCIS FMN Spiral 5 Compliancy project; MAFs and the DCIS systems which are 
already in service and below Spiral 5 Compliancy are to be upgraded to Spiral 5 following 
the FMN Swim Lanes stated above. (see A.2 and A.3 chapters) 

 

 

 

 
I. Please reply to the questions in Appendixes 2, 3, and 4 for the FMN Spiral 5 Swim Lane of 

Federated Distributed Collaboration. 

Answer 
 
 
 
 

J. Please reply to the questions in Appendixes 5, 6, 7, and 8 for the FMN Spiral 5 Swim Lane 
of Federated Core Services. 

Answer 
 

 

 

 
K. Please reply to the questions in Appendixes 9 and 10 for the FMN Spiral 5 Swim Lane of 

Federated Communications. 

Answer 
 

 

 

 
L. Based on your experience, what do you consider to be the main cost drivers in delivering 

each of the projects (PCN and swim lanes for FMN Spiral 5 separately) described in this 
request for information? 

 Answer 
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M. Please provide Rough Order of Magnitude (ROM) cost estimates for the project activities
described in this request for information (PCN and swim lanes for FMN Spiral 5 separately).
Please include any assumptions that this ROM is based upon.

Answer 
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Please feel free to add any information you may think that may be of value to NCI Agency 
in the space provided below. Should you need additional space, please copy this page and 
continue with the appropriate page numbers. 

Page 

__ Of 
__  
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Enclosures: 

Appendix 1: PCN and NMCD  

Appendix 2: Federated Distributed Collaboration 

Appendix 3: Federated Distributed Collaboration-Calendaring and Scheduling 

Appendix 4: Federated Distributed Collaboration-Informal Messaging 

Appendix 5: Federated Core Services, Distributed Time 

Appendix 6: Federated Core Services, Directory Data Synchronization 

Appendix 7: Federated Core Services, Domain Naming 

Appendix 8: Federated Core Services, Web Authentication 

Appendix 9: Federated Communications 

Appendix 10: Federated Communications, Communication Transport 
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Annex C  
Distribution List for Market Survey 
MS-424309-DCIS FMN SPIRAL 4&5 
 

NATO Delegations (Attn: Investment Committee Adviser): 

Albania  1 
Belgium 1 
Bulgaria 1 
Canada  1 
Croatia  1 
Czechia 1 
Denmark 1 
Estonia  1 
Finland  1 
France  1 
Germany 1 
Greece  1 
Hungary 1 
Iceland  1 
Italy  1 
Latvia  1 
Lithuania 1 
Luxembourg 1 
Montenegro 1 
Netherlands 1 
Norway  1 
North Macedonia 1 
Poland  1 
Portugal 1 
Romania 1 
Slovakia 1 
Slovenia 1 
Spain  1 
Sweeden 1 
Türkiye  1 
United Kingdom 1 
United States 1 
 

Belgian Ministry of Economic Affairs 1 

  
Embassies in Brussels (Attn: Commercial Attaché): 

Albania  1 
Belgium 1 
Bulgaria 1 
Canada  1 
Croatia  1 
Czechia 1 
Denmark 1 
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Estonia  1 
Finaland 1 
France  1 
Germany 1 
Greece  1 
Hungary 1 
Iceland  1 
Italy  1 
Latvia  1 
Lithuania 1 
Luxembourg 1 
Montenegro 1 
Netherlands 1 
North Macedonia 1 
Norway  1 
Poland  1 
Portugal 1 
Romania 1 
Slovakia 1 
Slovenia 1 
Spain  1 
Sweeden 1 
Türkiye  1 
United Kingdom 1 
United States 1 
 

 

NATEXs 

All NATEXs 1 Each 
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ANNEX D  
Potential Industrial Suppliers  
 
Vendor NATO Nation  
Thales  France  
Dainox Germany 
Forcepoint Finland 
ASELSAN Turkiye 
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ANNEX E 
Acronyms  
 

Abbreviation Content 

COTS Commercial off the Shelf 

DCIS Deployable Communication and Information System 

FMN Federated Mission Network  

GOTS Government off the Shelf 

MAF Mission Anchor Function 

NMCD Network Monitor Cyber Defence 

PCN Protected Core Network 

RFI  Request for Information 

RFP Request for Proposal 

RNM Remote Network Module 

ROM Rough Order Magnitude 

SMC Service Monitoring and Control 

STK Small Team Kit 

TACCIS Tactical Communication and Information System 
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APPENDIX 10 


Communication Transport 
 
 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized.   
 


2. Does your solution provide a Public Network Transport Service (TIN-102) that can operate as 
a Public Service with NAT specification (CFG-772)? 


 
3. Can your product deliver a Military Network Transport Service (TIN-103) that supports the 


required Maximum Transmission Unit (CFG-768) of 1500 bytes? 
 


4. Is your offering able to implement a Classified Local Area Network (TIN-92) with the 
mandatory MTU (CFG-768) setting? 


 
5. Do you support a Direct Cable Interconnection (TIN-91) that includes configuration of 


the Point of Interconnection (CFG-764) and the PCN Interface Bearer 
Provider address (CFG-658)? 


 
6. Are you able to deliver the BLOS Narrowband Waveform (CPE-519) based on the Integrated 


Waveform (IWF) Phase 1 edition 1, including the required TACSAT configuration 
items (CFG-870 to CFG-873)? 


 
7. Does your offering extend the IPv4 Identity Management Plan (CPE-525) to include 


the TACCIS allocation tables referenced in the FMN TIDE repository? 
 


8. Can your product manage the PCN Interface Bearer addresses for both 
provider (CFG-658) and consumer (CFG-125) including optional gateway 
configuration (CFG-144) when autoconfiguration is not used? 


 
9. Is the Federated Communications Interface Bearer addressing (CFG-743 and CFG-744) 


supported for both provider and consumer roles? 
 


10. Does your solution implement the Public Network Transport Service security mechanism 
defined in CPE-99 (e.g., encryption, authentication, and COMSEC handling)? 


 
11. Does your platform support the Multicast configuration items for 


NBWF (CFG-349 to CFG-351) including voice-multicast address mapping and last-update 
forwarding address? 


 
12. Can you configure the Priority Management packet-classification group (CFG-860) for 


the NHDRWF service as defined in the specification? 
 


13. Does your solution implements Information exchange across a network running the NATO 
NBWF Waveform/SATOCOM as described in the TIN-147,148,149 
 







NATO UNCLASSIFIED    NCIA/ACQ/2025/07639 
 
 


NATO UNCLASSIFIED 2 
 


 
 


Figure 1: Communications Transmission Standards 
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PCN/NMCD  
 
1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the hardware 
and software components utilized.   
 
2. Please describe how your solution implements intra-PCS communication (ex, SR-
MPLS,  MPLS-TE) and how inter-PCS NLRIs are advertised via the local PCS in a PCN Spiral 5 
environment. 
  
3. Does your solution support the IKEv2 pseudorandom function per CFG 
698 (PRF HMAC SHA2 256, PRF HMAC SHA2 384, PRF HMAC SHA2 512, PRF HMAC SHA2 
384)?  
 
4. Can your product provide the IKEv2 integrity algorithm per CFG 
703 (AUTH_HMAC_SHA2_256, AUTH_HMAC_SHA2_384, AUTH_HMAC_SHA2_512) for PCN 
interface authentication?  


 


5. Does the solution support integrity protection for traffic‑flow confidentiality (e.g., 
HMAC‑SHA2‑256/384/512)? 


 


6. Are the following IKEv2 authentication methods available for Protected‑Core 
interfaces: 


RSA digital signatures 
ECDSA with SHA‑256 (P‑256 curve) 
ECDSA with SHA‑384 (P‑384 curve) 


 
7. Is NAT Traversal for IKEv2 enabled on the PCN interface according to CFG 705 (and 
can it be disabled if required)?  
 
8. Does your solution support the Traffic Flow Confidentiality type “Source Destination 
Hiding” listed in CFG 721?  
 
9. Which IPsec encryption algorithms does your product support for PCN traffic flow 
confidentiality as described in CFG 723 (ENCR_AES_CBC 256 bit, ENCR_AES_GCM_16 256 
bit)?  


 


10.  Is Bidirectional Forwarding Detection (BFD) supported for inter-PCS routing within 
the Protected Core? 


 


11. Is perfect‑forward‑secrecy (PFS) supported for Protected‑Core IPSec associations, 
with DH groups ranging from 3072‑bit MODP up to 8192‑bit MODP and ECC groups (256‑bit 
and 384‑bit)? 
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12. Does your solution provide the integrity algorithms as CFG 
805 (AUTH_HMAC_SHA2_256, AUTH_HMAC_SHA2_384, AUTH_HMAC_SHA2_512) for the 
PCN traffic flow confidentiality profile?  
 
13. Can your product auto configure PCN interfaces using RIPv2 pre shared keys as 
specified in CFG 740 (and does it support both PCN 1 and PCN 2 auto configuration per CFG 
139, CFG 140 and CFG 739)?  
 
14. Is the PCN interface traffic flow confidentiality profile per CFG 732 available for 
selection in your solution?  
 
15. Do you implement Inter-PCS Unicast Routing based on the TIN-104 and STANAG 
5640, 5639 requirement?  
 
16. Do you implement PCN NMCD Information Domain per TIN-348 and TIN-349 
requirement? 


 


17. Does the product provide certificate-based authentication (X.509v3) for both PCN 
interfaces and NMCD IES interactions? 
 
18. Is Generalized TTL Security (GTS) supported for E Nodes per CFG 758? 
 
19. Does your implementation provide Bidirectional Forwarding Detection support for E 
Nodes as defined in CFG 760?  
 
20. Which IKEv2 encryption algorithms does your commercial crypto tunnel support 
per CFG 685 (e.g., AES CBC 256 bit, AES GCM 256 bit), ?  
 
21. What key exchange method groups are available for commercial crypto IKEv2 
according to CFG 686 (e.g., MODP Groups 15 18, random ECP Groups 19 20)?  
 
22. Can a single IPSec Security Association profile be assigned to the commercial crypto 
tunnel per CFG 702?  


 


23. Does the solution provide QoS profiling compliant with STANAG 4711 for federated 
communications interfaces? 
 
24. Are the inter domain routing profiles as CFG 730 configurable (including Keepalive, 
Hold Time, Update Timer, MRAI)?   
 
25. Does your implementation expose a fully qualified domain name for the NMCD IES 
server as required by CFG 778?  
 
26. Can the IP address of the NMCD IES server be configured per CFG 779?  
 
27. Is the client IP address for NMCD IES communication configurable as defined in CFG 
780?  
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28. Does your product support a client identity certificate subject name for NMCD IES as 
specified in CFG 781?  
 
29. Does your solution support inter PCS unicast routing as defined for the Protected 
Core?  
 
30. Does your solution support PCN NMCD Communications Service as defined in the 
TIN-348,351,352,353 and 350 
 
31. Is commercial crypto IKEv2/IPSec dead peer detection with a configurable threshold 
available?  
 
32. Is MTU negotiation (e.g., 1300 octets for BGP peering, 1430 octets for PCore 
transport) handled automatically by the stack? 
 
33. Does the offering support IPv4-to-IPv6 transition for Protected-Core 
communications? 
 
34. Can the solution operate over public networks as a bearer for Protected-Core traffic 
(while preserving security requirements)? 
 
35. Can the solution enforce maximum advertised prefix limits and AS-PATH length 
constraints for BGP within the Protected Core? 


 


36. Does your solution implement a NMCD Information Exchange Service (IES) that can 
act both as a client (querying peers) and a server (responding to peer queries)? 


 


37. Can your IES store and retrieve the full PCSOP data model (static, dynamic, SLA, and 
availability modules) in a local data store? 


 


38. Is the PCSOP data model exposed through RESTCONF as defined in RFC 8040? 
 


39. Is TLS (or equivalent) supported for the NMCD Information Exchange Service (IES) 
between PCS/PCSC and the NMCD IES server? 
 
40. Does the solution support the transport protocol stack indicated in the profile (e.g., 
HTTP/HTTPS over TCP)? 
 
41. Are mutual X.509 certificate-based TLS authentication (RFC 7589) supported for 
client-entity identity verification? 


 


42. Does the solution provide root-resource discovery and resource-URI 
scheme handling as described in the profile? 
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43. Does your solution operate across the three primary layers defined in the document 
– Information Domain, Protected Core (PCN) and NMCD (Network‑Managed 
Communications Domain) – and can it orchestrate interactions among them? 
 
44. Is the YANG 1.1 data-model language (RFC 7950) used to define the PCSOP modules? 


 


45. Does the implementation support JSON encoding of YANG data per RFC 7951? 
 


46. Are the common YANG data types (RFC 6991) and I-JSON format (RFC 7493) used for 
payloads? 


 


47. Can the solution publish metadata objects for PCSes, CCes, SLA, and SLA-report 
modules, including versioning information? 


 


48. Does the product expose static PCS attributes (e.g., PCS identifier, contact, E-node 
list, transit-path list, advertised prefixes)? 


 


49. Does it expose dynamic PCS attributes (e.g., reachable prefixes, traffic-state of 
transit paths, PCN-1/PCN-2 interface statistics, dynamic SLA KPI reports)? 


 


50. Are static CC attributes (CC identifier, originator-ID, contact, protection functionality) 
available? 


 


51. Are dynamic CC attributes (reachable prefixes, PCN-2 interface state, dynamic SLA 
KPI reports) available? 
 


52. Can the IES expose service-class traffic properties, KPI definitions (rate, delay, loss), 
and QoS-metric groupings? 


 


53. Are instance-version grouping metadata (creation-time, revision, etc.) supplied for 
every module instance? 


 


54. Does the implementation conform to the listed IETF RFCs (7950, 7951, 6991, 7493, 
3339, 8525, 4648, 5280, 7468, 8342, 7493, 7589, 6415, 7231, 6241, 3550, 3393, 5640) 
referenced in the document? 


 


55. Is the solution able to import additional YANG modules (e.g., custom extensions) 
while preserving compatibility with the core FMN Spiral 5 data model? 
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56. Does the product support periodic polling of peer entities to keep the PCSOP 
synchronized, as described for the NMCD IES client? 


 


57. Can the IES operate in a multi-hop federation, forwarding received PCSOP data to 
downstream peers? 
 


58. How does your offering handle mission-specific network segmentation (e.g., multiple 
Protected-Core segments) while maintaining a unified management plane? 


 


59. Is the product capable of dynamic scaling (adding/removing nodes) without 
disrupting existing Protected-Core sessions? 


 


60. What failover and redundancy mechanisms are built into the architecture for 
Protected-Core links (e.g., dual-homing, automatic reroute)? 


 


61. Does the solution integrate with existing NATO/Allied standardization agreements 
referenced in the document (e.g., STANAGs, NATO Security Policy)? 


 


62. How does the offering ensure compatibility with legacy FMN Spirals (e.g., backward 
compatibility) while delivering Spiral 5 enhancements 
 


63. What training, documentation and support resources are available to assist FMN 
affiliates in deploying and operating the solution? 
 
 


 
Figure 1 : PCN Pattern 
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Figure 2 : PCN Building Blocks 
 


 
Figure 3 : Interface Auto-Configuration Profile 
 


 
Figure 4 NMCD Building Blocks 
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NMCD Information Exchange Service Profile Conform with Final FMN Spiral 5
NMCD Information Exchange Service


Profile
Web Hosting Services


Web Platform Services


PCSOP Information Exchange


NMCD Administrative Information
Exchange


Communications Access Standards Profiles


NMCD Information Exchange Service Profile - Mandatory 1


RESTCONF Protocol


NMCD Information Exchange Service Profile - Mandatory 2


Web Host Metadata


NMCD Information Exchange Service Profile - Mandatory 3


Service Interface for NMCD Information Exchange


 
Figure 5 : NMCD Information Exchange Service Profile 
 


 
Figure 6 : NMCD Layer Structure 
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APPENDIX 2 


Collaboration 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 specifications? 
Please provide a brief description of your solution, focusing on the hardware and software 
components utilized.   


2. Does your solution provide audio based collaboration as defined in TIN 119? 
 


3. Can your system deliver secure audio based collaboration at the TACCIS level (TIN 197) using 
the required encryption mechanisms? 


 
4. Is your video based collaboration service compliant with the Video based Collaboration 


Profile (5.3.2) and able to interoperate with other FMN participants? 
 


5. Does your solution implement the Push to Talk Tactical Voice capability (TIN 119) including 
the mandatory MELPe  and RTP payload handling as specified in RFC 8130? 


 
6. Are you able to support pre-emption of voice streams based on source IP address and/or 


QoS marking as required by SREQ 1199 under TIN 119? 
 


7. Is IP‑access to half‑duplex radio networks (TIN‑119) supported, allowing integration of radio 
waveforms with the IP‑based voice service? 


 
8. Is the solution able to support informal messaging, text‑based chat, 


and calendar/scheduling services as complementary components of the overall 
collaboration suite? 


 
9. Does your system support the Push to Talk Tactical Voice Relay (TIN 142) with a common 


IPv4 multicast address and port for all relay radios (SREQ 1223)? 
 


10. Is your relay implementation limited to connecting only two radio networks, as mandated 
by SREQ 1224 (TIN 142)? 


 
11. Do you secure SIP signalling between Session Border Controllers (SBCs) with TLS as required 


by SREQ 1300 (TIN 198)? 
 


12. Does the solution implement Session Initiation Protocol (SIP) for call signalling, including 
support for SIP UPDATE, reliability of provisional responses, and session timers? 


 
13. Is IPsec tunnelling used for SIP signalling and RTP media between SBCs in accordance 


with SREQ 1301 (TIN 198)?  
 


14. Are Session Border Controllers (SBCs) included to provide dynamic voice routing, BGP‑based 
media prefix exchange, and NAT traversal? 


 
15. Do you encrypt RTP media streams with SRTP as stipulated in SREQ 1302 (TIN 198)? 


 
16. Can your solution provide end to end media security using SCIP (Secure Communications 


Interoperability Protocol) as defined in SREQ 1303 (TIN 375)? 
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17. Does your service enforce the FMN wide subscriber number format of seven digits that do 


not start with ‘0’ or ‘9’ as required by SREQ 212 (TIN 212)? 
 


18. Is your routing architecture compatible with the Inter Autonomous Systems Routing 
Profile (5.3.3) and able to handle STANAG 4705 prefix structures? 


 
19. Do you support the Media Streaming Profile (5.3.5) and the Priority and Pre-emption 


Profile (5.3.6) to guarantee high priority media streams? 
20. Are the required audio and video encoding formats—such as MELPe  for voice and the 


codecs listed in the mission network JMEI for video—available in your solution 
(referencing 5.3.10 and 5.3.11)? 
 


21. Can your offering be managed by a Mission Network Service Management 
Authority (MNSMA) as described in the roles and responsibilities, ensuring configuration 
control and change management for the media services? 


 
22. Is your solution capable of supporting unclassified audio/video collaboration (SREQ 


205) while also providing a separate pathway for classified media services (SREQ 206)? 
 


23. Do you support the Multi-Level Precedence and Pre-emption (TIN 187) mechanism that 
depends on SIP signalling (SREQ 299)? 


 
24. Can your platform interoperate with STANAG 4705 numbers for A/V media terminals (SREQ 


1229) and register them with a call manager as required? 
 


25. What are the maximum concurrent audio/video sessions, simultaneous PTT groups, 
and bandwidth requirements your solution can sustain while meeting the Call 
Admission Control (CAC) guidelines? 


 
26. Describe how your SBCs handle static and dynamic call routing, BGP-based media 


prefix exchange, and support for variable-length prefixes (SREQ-1308). 
 


27. Do you expose the configuration parameters (e.g., CFG-788 Client Address, 
CFG-895 RTP Payload Type, CFG-864 Radio IP) via an API or automated provisioning 
tool? 


 
28. What mechanisms does your platform provide for MLPP (priority handling, 


pre-emptive routing) and how are they tied to SIP signaling? 
 


29. Which versions of SIP (RFC 3261) and SDP (RFC 3264) does your platform implement, 
and does it support SIP UPDATE (RFC 3311) and session timers (RFC 4028) as 
required? 


 
30. Does the solution support H.264 video encoding for generic audiovisual services, and 


can it negotiate codecs via SDP as defined in the SIP/SDP offer‑answer model? 
 


31. Are media streaming profiles (e.g., SRTP-based secure streaming, IPSec-based 
tunnels) available for transporting video streams across the mission network? 
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32. Does the solution allow media exchange without transcoding (i.e., end-to-end RTP 
transport) as required by the specification? 


 
33. Can the solution handle media infrastructure security using TLS for SIP 


signalling, IPsec for SIP/RTP tunnels, and SRTP for media protection? 
 


34. Is End-to-End Media Security achieved through SCIP (Secure Communications 
Interoperability Protocol) for both signaling and media? 


 
35. Does the solution incorporate certificate issuance, validation, and trust 


management to enable IPSec/TLS and SCIP security modes? 
 


36. Does the solution guarantee QoS markings for voice and video streams to satisfy 
pre‑emption and priority requirements? 


 
37. Are latency and jitter specifications defined for both voice (e.g., MELPe over RTP) 


and video (e.g., H.264) streams to meet mission‑critical performance thresholds? 
 


38. Does the solution provide monitoring and reporting of end‑to‑end media flow, 
including detection of packet loss, congestion, and security incidents? 
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Figure 1:Audio-Based Collaboration Profile 
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Figure 2:Video-Based Collaboration Profile 
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APPENDIX 3 


Service Instructions for Calendaring and Scheduling 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized. 


2. Does your solution support consuming of digital certificates (relying parties) and 
perform certificate validation that includes checking at least: full certificate path 
validation, certificate validity period and certificate revocation status? 


3. Does your solution support user’s calendar to be disseminated via Informal 
Messaging services? 


4. Does your solution support the exchange of iCalendar objects as MIME Entity 
containing the information below? 


• Content-Type = "text/calendar" 
• MIME parameter "method" MUST be supported 
• MIME parameter "charset" MUST be supported (US-ASCII and UTF-8).  


 
5. Does your solution support user’s calendar to be published via Web Hosting 


Services? 
6. Does your solution allow the creation, update, deletion, attendees’ invitation and 


distribution of an event? 
7. Does your solution have the capability to display user’s calendar? 


 


 


 


 


Figure 1. Calendar Dissemination 
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Figure 2. Calendar Dissemination via Web Hosting 


  


 


 


Figure 3. Calendar Dissemination via Email 


 


 


 


 


Figure 4. Event Scheduling 
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Calendaring Exchange Profile
Conform with Final FMN Spiral 5


Calendaring Exchange Profile Calendaring and Scheduling Services


Web Hosting Services


Informal Messaging Services


Calendar Dissemination


Event Scheduling


Calendar Exchange via Web Hosting


Calendar Exchange via Email


Calendaring and Scheduling Standards Profiles


Calendaring Exchange Profile - Mandatory


iCalendar Transport-Independent
Interoperability Protocol (iTIP)


iCalendar Message-Based
Interoperability Protocol (iMIP)


Internet Calendaring and Scheduling
Core Object Specification (iCalendar)


 


Figure 5. Calendaring and Scheduling Exchange Profile 
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APPENDIX 4 


Service Instructions for Informal Messaging 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized. 


2. All connections between email servers shall be protected by TLS with mutual 
authentication. The preferred protocol is TLS 1.3 with TLS 1.2 retained for backward 
compatibility. Does your solution support these? 


3. Does you solution support the proposed TLS 1.3 Cipher Suites?  
• TLS_AES_128_GCM_SHA256 (mandatory)  
• TLS_AES_256_GCM_SHA384 (recommended)  
• TLS_CHACHA20_POLY1305_SHA256 (recommended) 
4. Does your solution support the enforcement of maximum allowed size including 


attachments for both send and receiving of informal messages?  
5. Does your solution support consuming of digital certificates (relying parties) and 


perform certificate validation that includes checking at least: full certificate path 
validation, certificate validity period and certificate revocation status? 


6. Does your solution be able to generate message disposition notifications (MDN)?  
7. Does your solution be able to generate delivery status notifications (DSN)? 
8. Does your solution support labelling with classification and releasability of all email 


messages, and all documents attached to these emails, compliant with the 
Confidentiality Metadata Label Syntax in ADatP-4774 Edition A Version 1 - 
"Confidentiality Metadata Label Syntax"? 


9. Does your solution support the application of standard confidentiality metadata to 
common protocols and file formats according to ADatP-4778.2 Edition A Version 1 - 
"Profiles for Binding Metadata to a Data Object" and ADatP-4778 Edition A Version 1 
- "Metadata Binding Mechanism"? 


10. Does your solution support event logging capability for all email messages and 
system traffic between mail servers including date and time; IP address and name of 
the server or client; IP address of the destination server; message ID; SMTP Sender 
and Recipient address(es); email headers; size; and subject? 


11. Does you solution support transferring attachments in all the file formats included in 
the corresponding “File Format Profile” for: still image coding, word processing 
documents, spreadsheets and presentations as well as document exchange, storage 
and long-term preservation?  
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Figure 1. Email routing Interaction 


Character Encoding Profile
Conform with Final FMN Spiral 5


Character Encoding Profile Informal Messaging Services


Web Hosting Services


Email routing


Web-based Content Hosting


Information Management Standards Profiles


Character Encoding Profile - Mandatory


UTF-8, a transformation format of ISO/IEC 10646


 


Figure 2. Character Encoding Profile 
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Metadata Labelling Profile
Conform with Final FMN Spiral 5


Metadata Labelling Profile Metadata Repository Services


Text-based Communication Services
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Figure 3. Metadata Labelling Profile 
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Figure 4. File Format Profile


File Format Profile
Conform with Final FMN Spiral 5 File
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Informal Messaging Profile
Conform with Final FMN Spiral 5
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Figure 5. Informal Messaging Profile 
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Content Encapsulation Profile
Conform with Final FMN Spiral 5
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Figure 6. Content Encapsulation Profile 
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Transport Layer Security Profile
Conform with Final FMN Spiral 5
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Figure 7. Transport Layer Security Profile 
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Transport Layer Security Fallback Profile Conform with Final FMN Spiral 5
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Figure 8. Transport Layer Security Fallback Profile 
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APPENDIX 5 


Service Instructions for Distributed Time 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized. 


2. Does your solution support the use of the Coordinated Universal Time (UTC) 
Standard? 


3. All exchanges between NTP servers shall be authenticated with symmetric key 
authentication based on MD5 hash algorithm. Does your solution support it?  


4. Does your solution support both client-server NTP synchronization and symmetric 
peer-to-peer synchronization among servers on the same stratum? 


5. Does your solution generate audit-ready logs for NTP servers (e.g., detection of 
rogue time sources, authentication failures, time-skew events)? 


6. Can your solution obtain the time synchronization service from at least two 
independent original time sources (e.g., GNSS, long-wave radio, local high-precision 
oscillator)? 


 


Figure 1. Federation Time Distribution Interaction 
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Federation Time Synchronization Profile Conform with Final FMN Spiral 5
Federation Time Synchronization


Profile
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Figure 2. Federation Time Synchronization Profile 


 


Figure 3. Federation Peer Synchronization Interaction 
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Peer Time Synchronization Profile
Conform with Final FMN Spiral 5
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Figure 4. Peer Time Synchronization Profile 
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APPENDIX 6 


Service Instructions for Directory Data Synchronization 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized. 


2. Does your solution support data exchange mechanisms required in the Hub and 
Spoke topology that enables directory data replication between the different 
Directories of federation participants through a shared Centralized Directory?  


3. Does your solution support LDAP using STARTTLS for protecting all the 
communications?  


4. All connections between Directories and Directory Data Synchronization Services 
shall be protected by TLS with mutual authentication. The preferred protocol is TLS 
1.3 with TLS 1.2 retained for backward compatibility. Does your solution support 
these? 


5. Does you solution support the proposed TLS 1.3 Cipher Suites?  
• TLS_AES_128_GCM_SHA256 (mandatory)  
• TLS_AES_256_GCM_SHA384 (recommended)  
• TLS_CHACHA20_POLY1305_SHA256 (recommended) 


 
6. Does your solution support exchange of directory data using the inetOrgPerson 


object class over LDAP? 
7. Does your solution support filtering of the LDAP data that is available for replication.  
8. Does your solution support consuming of digital certificates (relying parties) and 


perform certificate validation that includes checking at least: full certificate path 
validation, certificate validity period and certificate revocation status? 


9. Does your solution support authenticated access to the Directory Information Tree 
(DIT) protected by name and password? 


10. Does your solution support replication, update, and deletion of Directory data within 
the centralized Directory (Centralized Directory Service Provider) on behalf other 
participants? 
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Figure 1. Brokered (Hub-and-Spoke) Replication 


 


 


Figure 2. Directory Replication Interaction 
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Figure 3. Mediated Directory Replication Interaction 
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Figure 4. Transport Layer Security Fallback Profile 
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Directory Data Structure Profile
Conform with Final FMN Spiral 5
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Figure 5. Directory Data Structure Profile 
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Transport Layer Security Profile
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Figure 6. Transport Layer Security Profile 
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Directory Data Exchange Profile
Conform with Final FMN Spiral 5
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Figure 7. Directory Data Exchange Profile 
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APPENDIX 7 


Service Instructions for Domain Naming 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized.  


2. Does your solution support mission top level domains and country code top level 
domains? 


3. Does your solution support, at a minimum, the SOA-record, NS-record and A-record 
matching to the NS-records?  


4. Does your solution support the reverse zone containing the matching PTR-records?  
5. Does your solution support zone updates via zone transfers? 
6. Does your solution support statically configured zones? 
7. Does your solution support the creation of distinct zone file for each signed zone?  
8. Does your solution support the delegation of the signing for subdomains?  
9. Does your solution support to serve signed zones?  
10. Does your solution support root zone to be signed with one of the following 


algorithms: RSASHA256, RSASHA512, ECDSAP256SHA256, and ECDSAP384SHA384 
11. Does your solution support secure DNS Zone Transfers with Secret Key Transaction 


Authentication for DNS (TSIG)?  
12. Does your solution support anycast with a configurable address? 
13. Does your solution support the respond to the anycast queries using the same 


anycast address that it is listening on? 
14. Does you solution support IPv6 for DNS and the respective RFCs (RFC 3596 - "DNS 


Extensions to Support IP Version 6" and RFC 6724 - "Default Address Selection for 
Internet Protocol Version 6 (IPv6)")? 


15. Does your solution support event logging capability for zone transfers, failed 
requests, and DNSSEC verification failures? 


16. What mechanisms are in place to ensure backward compatibility with earlier FMN 
spirals (e.g., Spirals 3 & 4), regarding root zone signing and anycast usage?  


 


Figure 1. DNS Query Interaction 
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Figure 2. Domain Naming Profile 
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Figure 3. IPv6 Domain Naming Profile 


 


 


 


 


Figure 4. DNS Root Interaction 
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Figure 5. Secure Domain Naming Profile 
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Figure 6. DNS Root Zone Transfer Interaction 
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Figure 7. Zone Transfer Profile 
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Figure 8. Anycast DNS Advertising Interaction 
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Figure 9. Anycast DNS Profile 
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APPENDIX 8 


Service Instructions for Web Authentication 


 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized.  


2. Does your solution support Mesh Topology (establishing direct trusts relationships 
with all the Identity Providers of the remote domains)? 


3. Does your solution support Hub and Spoke Topology (establishing direct trusts 
relationships with the Hubs)? 


4. Does your solution support the issuance of security tokens based on the Security 
Assertion Markup Language (SAML) 2.0? 


5. Does your solution provide security tokens to the Relying Party, including attributes 
from local attribute store? 


6. Does your solution support security tokens to be encrypted using SHA-256 hashing 
algorithm?  


7. Does your solution support security tokens to include the “AudienceRestriction” 
element for preventing wide-spread reuse of a single token? 


8. Does your solution support consuming of digital certificates (relying parties) and 
perform certificate validation that includes checking at least: full certificate path 
validation, certificate validity period and certificate revocation status? 


9. Does your solution support event logging capability including authentication 
attempts; and records of issued tokens, such as identification of the Relying Party 
(url), of Service Consumer (IP address) and the user identifier provided in the token 
(account attempting to use the service)?  
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Figure 1. Mesh Topology 


 


Figure 2. Hub and Spoke Topology 
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Figure 3. Web Authentication Interaction 


 


 


 


 


Figure 4. Web Authentication Brokering Interaction 


 


 


 


 


 


Figure 5. Web Authentication Trust Establishment Interaction 
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Figure 6. Web Authentication Profile 
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APPENDIX 9 


Communications 


1. Do you have a solution that is fully compliant with the latest FMN Spiral 5 
specifications? Please provide a brief description of your solution, focusing on the 
hardware and software components utilized.   


2. Does your solution support the IKEv2 authentication methods listed in CFG-677 (RSA 
Digital Signature; ECDSA with SHA-256 on the P-256 curve; ECDSA with SHA-384 on 
the P-384 curve)? 


3. Which of the following encryption algorithms does your solution implement for 
IKEv2 (CFG-685) and IPSec (CFG-692 / CFG-661)? – ENCR_AES_CBC (256-bit) and 
ENCR_AES_GCM_16 (256-bit). 


4. Does your implementation allow selection of the IKEv2 profile defined in CFG-704 
(Single IKEv2 Profile) and the IPSec SA profile defined in CFG-702 (Single IPSec 
Security Association Profile)? 


5. Which Diffie-Hellman groups does your product support for IKEv2 key exchange 
(CFG-686) and for IPSec PFS (CFG-687 / CFG-693)? – 3072-bit MODP (Group 15), 
4096-bit MODP (Group 16), 6144-bit MODP (Group 17), 8192-bit MODP (Group 18), 
256-bit random ECP (Group 19), 384-bit random ECP (Group 20). 


6. Does your solution provide the pseudorandom functions listed in CFG-687 
(PRF_HMAC_SHA2_256, PRF_HMAC_SHA2_384, PRF_HMAC_SHA2_512)? 


7. Which integrity algorithms are available for IKEv2 (CFG-689) and IPSec (CFG-803 / 
CFG-804)? – AUTH_HMAC_SHA2_256, AUTH_HMAC_SHA2_384, 
AUTH_HMAC_SHA2_512. 


8. Does your product implement the STANAG 4711‑based QoS policy for the federated 
communications interface? 


9. Is bidirectional forwarding detection (BFD) supported for both consumer‑to‑provider 
and provider‑to‑provider routing sessions? 


10. Does your implementation support auto-configuration for NIP routers as indicated in 
CFG-756 (Supported / Unsupported) and CFG-757 (Enabled / Disabled)? 


11. Is GRE tunnelling supported for NIP‑CC, NIP‑RO and related interfaces, with 
configurable provider/consumer address assignments? 


12. Does your solution support auto‑configuration mechanisms (e.g., RIPv2 with 
pre‑shared key) for establishing federated interface connections? 


13. Is there a mechanism for automatic address assignment and discovery of interface 
parameters without manual entry? 


14. Are the GRE tunnel provider/consumer address fields (CFG-750-CFG-755) 
configurable per the specifications? 


15. Does your product support Generalized TTL Security on the BGP session as defined in 
CFG-648 (Enabled / Disabled)? 


16. Can you configure the BGP MTU value (CFG-737) and the BGP MSS (CFG-736) 
according to the FMN requirements? 
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17. Which inter-domain routing profiles (CFG-730) does your solution implement, and 
can you specify keep alive, hold-time, initial update timer, and MRAI values? 


18. What is the maximum advertised prefix count (CFG-733) and AS-PATH length 
(CFG-731) supported by your product? 


19. Does your solution provide support for inter-domain multicast as outlined in 
CFG-714 (MSDP support) and the associated source-discovery parameters (CFG-715, 
CFG-717)? 


20. Can you configure multicast rendezvous points for provider-to-provider signaling 
(CFG-713) and consumer-to-provider signalling (CFG-713 duplicated for both 
directions)? 


21. What are the default lifetimes for IKEv2 SAs (CFG-699 – 86 400 seconds) and IPSec 
SAs (CFG-669 – 28 800 seconds) in your implementation? 


22. Does your product support the commercial crypto IKEv2 profile set (CFG-700) and 
the associated security association lifetime (CFG-699) and dead-peer-detection 
threshold (CFG-697)? 


23. Does your solution provide support IKEv2 Authentication as described in TIN-89. 
24. Does your product support NIP-G Auto-configuration and NIP-CC as described in TIN-


90, TIN-95 
25. Does your solution provide NIP-RO as described in the TIN-242 
26. Can you provide Provider to Provider Inter-domain Routing as described in the TIN-


82 
27. Can your system handle inter‑domain multicast signalling and source‑discovery 


(MSDP) across autonomous‑system boundaries? 
28. Does your solution support coalition waveforms for voice and IP data relay between 


heterogeneous radio networks? 
29. Can your product interconnect asset‑based and standard‑based TACCIS radio 


networks as described in the specification? 
30. Does your offering provide an interoperable cryptographic solution based on NINE, 


including the associated confidentiality protection profile? 
31. Is your solution compliant with the NATO Security Policy and the Policy on Handling 


Unclassified Information as referenced in the document? 
32. Do you adhere to the relevant NATO standardization agreements cited for 


terminology and profiles? 
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Figure 1 : Interface Auto-Configuration Profile 
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Figure 2 : Inter-AS Routing Profile 
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Figure 3:Communications Building Blocks 
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Figure 4: IPSec-Based Media Infrastructure Security Profile 
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Figure 5: IP Quality of Service Profile 
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Figure 6: FMN Spiral 5 IPv4 Transport Services Profile 


 


 


 


Figure 7: IPv4 Transport Services Profile 
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