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Amendment 2 to Notification of Intent to Invite International Competitive
Subject Bids for NR Business Network Outsourcing - Corrigendum

Reference(s) AC/337-D(2016)0014 dated 16 March 2016

B. BC-D(2018)0004-FINAL dated 29 January 2018
BC-D(2019)0129-ADD2 (INV) dated 9 July 2019
NCIA/ACQ/2023/0638 dated 22 May 2023

NCIA/ACQ/2023/06929 dated 02 June 2023

1. In accordance with References A through E, notice is hereby given of the intent of the NATO
Communications and Information Agency (NCI Agency), acting as Host Nation responsible of
implementing the subject requirement, to issue an Invitation for Bid (IFB) for the procurement of
NR Business Network Outsourcing, hereafter referred to as the “Project”.

moow>

2. The NATO Communications & Information Agency (NCI Agency) intends to modernise existing
NR Business Network services through outsourcing back-end infrastructure as Infrastructure-
as-a-Service (laaS) and front-end client services as Device-as-a-Service NR Business Network
back-end infrastructure includes compute, storage and networking elements. Service provision
will include agreed availability target set forth in Service Contract and respective SLAs. Front-
end managed mobile devices are required to support parallel working in different security
domains.

3. A summary of the requirements for this Project is set forth in Annex A hereto. These
requirements are being refined and will be included in further details as part of the IFB.

4. The reference for this Project is IFB-CO-115891-REACH, and all correspondence concerning
this NOI and subsequent IFB should reference this number.

5. The estimated investment cost for the services and deliverables included within the basic scope
of the intended contract is not to exceed 45,000,000 EUR over five years comprising a three (3)
years base contract and two (2) contract options of one (1) year each.

6. The NCI Agency plans to issue a IFB using the International Competitive Bidding (ICB)
Procedure for Best Value (BV) evaluations. The successful bid for this Project, pursuant to the
IFB following this NOI, will be the bid that offers the best value in accordance with predefined
evaluation criteria prescribed in the IFB. The top-level criteria weighting will be 60% Technical
and 40% Price. A single, firm-fixed price contract is planned for the entire scope of work.

7. Eligibility to participate in the subsequent IFB is declared by national authorities. Hence, qualified
and certified companies interested in receiving the IFB for this Project are hereby requested to
provide a Declaration of Eligibility (DoE), sent by their Delegation/Mission to NATO to the NCI
Agency contracting authority not later than 4 April 2024, which is 28 calendar days after the
date of this letter.

a. Inaddition to the certification of the company’s security clearances required under this NOI,
the DoE should include the following information for each of the nominated companies:
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Company name
Company address
Point of Contact (PoC)
PoC email address
PoC telephone number

b. This information is critical to enable prompt and accurate communication with prospective
bidders and should be sent electronically to |[FB-CO-115891@ncia.nato.int.

8. In order to maximize competition the NCI Agency may, at its discretion, accept nominations after
the deadline, so long as the IFB has not been issued. The NCI Agency may even accept, at its
discretion, nominations after the IFB has been issued under the condition that such late
nomination will not be used as the basis to request an extension to the bid closing date.

9. Requests for participation in this competition received directly from individual firms cannot be
considered.

10.Bidders will be required to declare a bid validity of 12 (twelve) months from bid closing date.
Should the selection and award procedure exceed the bid closing date by more than 12 [twelve]
months, companies will be requested to voluntarily extend the validity of their bids accordingly.
Bidders may decline to do so, withdraw their bid and excuse themselves from the bidding
process without penalty.

11.National authorities are advised that the IFB package is anticipated to be NATO
UNCLASSIFIED.

12.The successful bidder will be required to handle and store classified information up to the level
of NATO RESTRICTED. In addition, contractor personnel will be required to work unescorted in
Class Il Security areas. Therefore, access can only be permitted to cleared individuals. Only
companies maintaining such cleared facilities and the appropriate personnel clearances will be
able to perform the resulting contract.

13. Prior to the issuance of the IFB package, the NCI Agency is planning to conduct an Industry
Day with the identified potential bidders on the 15" of March 2024. Further details will be sent
by email.

14.The NCI Agency is not liable for any expenses incurred by companies in conjunction with their
responses to this NOI and such responses shall not be regarded as a commitment of any kind
concerning future procurement of the items or services described herein.

15.Your assistance in this procurement is greatly appreciated.

For the Chief of Acquisition:

Digitally signed
Fj\‘ o by Diana Nedelea
= »W"%) Date: 2024.03.06
16:48:30 +01'00'

Diana Nedelea
Contracting Officer

Page 3 of 17



NCIA/ACQ/2024/ 06648

NATO Communications j¢e>
and Information Agency ""I

Annex A — Summary of Requirements

Page 4 of 17



NCIA/ACQ/2024/ 06648

NATO Communications j¢e>
and Information Agency :\,'z‘\f!

NATO Communications jje™
and Information Agency - G‘E‘N’c!

NR BUSINESS NETWORK (REACH) SERVICES OUTSOURCING

HIGH LEVEL SCOPE
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1. OUTSOURCING OF NR BUSINESS NETWORK SERVICES
1.1.Problem Definition

1.1.1.1. Overview

The NCI Agency currently operates its main NATO Restricted (NR) Business Network (known
as REACH) in five different NATO facility locations including three data centres namely Mons-
Belgium, The Hague-Netherlands and Lago Patria-ltaly.

The NR Business Network is currently facing challenges, especially with infrastructure
suffering from systemic equipment obsolescence, capacity and compatibility issues.
Simultaneously, NR Business Network requirements have increased significantly, initially
driven by COVID and currently by the new international security situation, as well as a growth
in staff and usage.

The current performance and technical debt are both growing concerns requiring immediate
attention. The situation is further aggravated by a sub-optimal quality of services. As a result,
there is an unacceptable risk of system failures and outages for the NCI Agency. The NCI
Agency does not want to manage commodity IT services, it is not our core business. It is not
our core mission, and we are looking into outsourcing to industry.

1.1.1.2. Problem Statement
1.1.1.3. Infrastructure

1.1.1.4. Obsolescence

Within the calendar year 2024, 80% of our backend infrastructure will be considered obsolete.
This includes but not limited to servers/storage /routers/firewalls etc.

1.1.1.5. Space and Capacity

The NCI Agency’s business network capability was designed and delivered back in 2017 and
sized to support 4500 client devices. Currently, The Agency have 6000+ clients connected so
network is no longer able to effectively meet current or future projected growth.

The current data centres are also limited in their ability to grow (capacity/cooling etc.).

1.1.1.6. End User Devices (Laptops, Tablets, Smartphones)

The current, single-domain (exclusively NR or exclusively NU) end user devices don’'t meet
our current and future business needs, which are calling for multi-domain collaboration
capabilities (NR, NU, Internet) on a single end user device.

One identified major business requirement would be to improve our collaboration capabilities
(for example being able to use: MS Teams, CISCO WebEXx, etc.) across NR and NATO
Unclassified (NU) networks with partners (OCIO, Industry, ACO, ACT, etc.).

We also suffer from a lack of coherent approach to the enterprise delivery of end-user devices.

1.1.1.7. Goal and expected outcome

The goals of this competition are;

« Toreplace the current on-premise infrastructure capabilities (processing, storage,
backup, networking, security and virtualization) with an off-premise accredited
cloud and outsource the management to the industry partner.
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« Toreplace the current end user devices with state of art end user device solution
that offers desired multi domain collaboration capabilities and to outsource the
device management to an industry partner.

The final outcome to be a fully managed service contract delivering Infrastructure as a Service
(laaS) on an accredited cloud and End User Devices (Device as a Service-DaaS) with
complete performance metrics and service level agreements to ensure delivery of a quality
and stable service.

1.1.1.8. Main risks, key success factors and user acceptance criteria

1.1.2. Risks

Risks of not taking action to address the above problem statements are;

e Operational risks due to obsolescence — 80% of the current infrastructure will
become obsolete by end of 2024 if no further investments are being made,

« Inelasticinfrastructure — Power/cooling/physical lack of space constraints prevents
from further investments in current on premise locations. Storage service uses a
legacy technology and is no longer expandabile,

« Significantly increased security risks due to end of life support of devices — At the
end of life/support, suppliers will no longer invest in patching or securing older
technologies thereby increasing the risk to the Agency from a security perspective.

1.1.3. Key Success Factors
« Consistency, stability in service delivery,

o Delivery of multi domain capable end user device solution which ensures
collaboration on internet/NU/NR,

e Removal of obsolete equipment on our network, and prevent any
obsolescence in the duration of the contract,

« Improved end user satisfaction,

e« Elastic laaS that can grow and sharing on demand with no major
implementation timelines,

o Clear and accountable Service Level Agreements,

e Clear and accountable performance metrics.

1.1.4. Operational Acceptance Criteria

Operational acceptance criteria are directly correlated to the contractor service deliverables
listed in Section 1.4.

1.1.4A1. High Level outsourced Scope Description
1.1.4.2. Overall Description

1.1.4.3. Contractor Deliverables

All deliverables listed are subject to the constraints below in terms of security and other
elements.
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Infrastructure-as-a-Service (laaS) and Device-as-a-Service (DaaS)

Phase 1 — Discovery & Planning

The Contractor SHALL determine/verify current capacity and needs through
methods defined by the Contractor with the assistance of the Purchaser where
required.

The Contractor SHALL determine future growth needs of the Agency to ensure
the necessary capacity is available for the short to medium term. Longer term
growth assessment will be part of the annual SLA.

The Contractor SHALL, based on the first and the second bullets, provide a
suitable Build and Transition Plan, including a quality assurance plan as part of
the transition.

Phase 2 - Build

The Contractor SHALL deliver laaS services with the latest technologies and
innovation - on an accredited cloud (this can be a NATO accredited to NR level
OR a national equivalent accreditation).

The Contractor SHALL provide high speed connectivity between cloud location
and, initially, the five key NCI Agency locations (The Hague, Mons, Oeiras, Braine
I’Alleud and Brussels).

The Contractor SHALL ensure/upgrade network bandwidth to meet operating
requirements.

The Contractor SHALL upgrade existing Wi-Fi capabilities (if deemed necessary)
at, initially, the five key NCI Agency locations to ensure maximum throughput
across the network.

The Contractor SHALL provide encryption of all data at rest through the use of
NATO issued PKI keys.

The Contractor SHALL provide encryption of all data in transit through the use of
NATO issued PKI keys.

The Contractor SHALL provide Hardware Security Modules (HSM) for managing
encryption keys.

The Contractor SHALL provide hypervisor infrastructure.
The Contractor SHALL provide a block-level infrastructure backup solution.

The Contractor SHALL provide centrally managed DaaS solution integrated with
laaS.

The Contractor SHALL provide a framework for patching services for DaaS
solution.

The Contractor SHALL provide end user device provisioning procedures and
remote support capabilities for all Agency locations including the five NCI Agency
primary locations and all additional satellite offices.

Page 9 of 17



NATO Communications
and Information Agency

1.1.4.7.

1.1.4.8.

NCIA/ACQ/2024/ 06648

aCl

Phase 3 — Transition

The Contractor SHALL provide a transition plan to address all phases of the
contract, training, delivery, deployment and quality assurance, according to
industry standards.

The Contractor SHALL provide all deliverables being in compliance with the
appropriate  NATO standards in relation to, but not Ilimited to:
security/patching/cyber security etc.

The Contractor SHALL provide all necessary instructional materials for the
proposed solution, for end-users/technicians and administrators.

The Contractor SHALL execute the transition plan together with the Purchaser,
and demonstrate to the Purchasers satisfaction that services are delivered and
ready for operation as per service-requirements.

The Contractor SHALL deliver multi-domain, NATO-accredited end-user devices,
which allow end users to work across multiple different network security levels
(Internet/NU/NR).

Phase 4 — Operations

The Contractor SHALL provide secure device-disposal services in accordance
with NATO standards for disposal of equipment and data [AC/322-D(2012)0011,
AC/322-D(2012)0012].

The Contractor SHALL provide continuous monitoring and re-scaling of the
solution on an annual basis with agreement of the Purchaser as per Service Level
Agreement (SLA) term.

The Contractor SHALL provide ad-hoc rescaling of laaS and DaaS on demand.

The Contractor SHALL provide clear and concise costing model/calculator for
expanding laaS and DaaS.

The Contractor SHALL provide immutable storage capabilities to protect against
ransomware attacks on backups.

The Contractor SHALL provide a framework for patching services.

The Contractor SHALL replace obsolete infrastructure and end user devices to
ensure no obsolete equipment remains in operation on NATO networks as per
NATO directive.

The Contractor SHALL provide an asset management capability for DaaS assets:
tag each device in order to ensure full accountability and traceability, in
accordance with the NCI Agency regulations and in coordination with the CIS
Sustainment Support Centre (CSSC).

The Contractor SHALL deploy the Purchasers delivered baseline images onto all
DaaS devices.

The Contractor SHALL provide an advisory and optimization service to work with
the Purchaser to ensure that any base images used for end user devices is
optimized for both performance and deployment.
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1.1.4.9.

1.1.4.10.
1.1.4.11.

The Contractor SHALL execute the patching framework.

General Services

The Contractor SHALL manage service and incident tickets to meet agreed SLAs
(Contractor shall either use the existing Purchaser provided IT Service
Management (ITSM) system, or use their own).

Contractor SHALL support the NCI Agency’s Business Change Management
Office on Strategic Communication (StratCom) with appropriate material.

The Contractor SHALL provide Project Management Plan in keeping with
PRINCE2 or equivalent industry standard project management methodology
deemed efficient for this effort as long as there is a single POC for the project.

The Contractor SHALL provide, in consultation with the Purchaser an exit strategy
in the event it is necessary for either the Contractor or the Purchaser to terminate
the contract agreement.

Constraints

General constraints applicable to all contract

These constraints applicable to laaS, DaaS and general services.

1.1.4.12.

1.1.4.13.

The Contractor SHALL ensure all Purchaser data at rest & in transit must be
encrypted using NATO Public Key Infrastructure (PKI) keys.

The Contractor SHALL provide services to ensure that there is Data Loss
Prevention and Anti-malware tools to protect the network — on an on demand
adhoc basis but also at all network boundaries and interactions with other security
domains within NATO.

The Contractor SHALL ensure all Purchaser data must be hosted within NATO
countries — both primary and secondary sites.

The Contractor SHALL ensure all Purchaser only NATO personnel are able to
manage NATO PKIl keys.

The Contractor SHALL ensure all personnel working on the contract must be
citizens of a NATO countries only.

The Contractor SHALL ensure all personnel who might have access to NATO data
or NATO facilities must have security clearance.

laaS

The Contractor SHALL ensure the cloud infrastructure allocated to this contract
must be accredited up to NATO Restricted level or have an equivalent national
security accreditation level.

DaaS

The Contractor SHALL ensure management of CIS for DaaS must be accredited
up to NATO Restricted level or have an equivalent national security accreditation
level.
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e The Contractor SHALL ensure no end-user device shall be older than 4 years.

e« The Contractor SHALL ensure secure disposal of obsolete/unusable devices in
accordance with NATO regulations.

e The Contractor SHALL ensure all devices must be provided with multi-factor
authentication.

« The Contractor SHALL ensure all devices must meet the minimum technical
specifications, as outlined in Section 1.6.1.2.

1.1.4.14. General Services

If the Contractor decides to use their own ITSM toolset to manage service requests and
incidents, the Contractor SHALL ensure a seamless integration with the Purchasers ITSM
system so that the end user only has a single point of entry.

1.1.4.15. The Contractor / The Purchaser responsibility sharing

The diagram below outlines initial assessment of the division of responsibility within this
contract including shared responsibility. These responsibilities may be adapted/updated
during Phase 1 of the project to ensure both Contractor and Purchasers needs are met in
accordance with Service Level Agreements and also ensuring compliance with NATO
regulations/directives.
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1.1.4.16. Overall Implementation Plan

1.1.417. Project Milestones

The delivery timelines for the project will be ambitious and the Contractor shall make every effort
necessary to avoid delays in execution of the Contract. The phases and delivery milestones of the
project are reflected in below table. The Effective Date of Contract (EDC) will be established at the
time of Contract Award.

Milestone Delivery Date

MS1 - Discovery & Planning EDC + 4 Months
MS2 - Build MS1 + 3 Months
MS3 - Transition MS2 + 3 Months
MS4 - Operations MS3 + 3 Months
MS5 - Final Operating Capability MS4 + 6 Months

Table 1 - Milestones

1.1.4.18. High level implementation strategy

Phase 1 Discovery & Planning — In this phase the expectation is for the Contractor to work with
the Agency to complete site surveys as needed to establish the current capacity and needs of the
current REACH service, as well as establish short to medium term requirements to enable the
Contractor to correctly size their offering. The primary deliverables from this phase will be a Build
plan to meet the capacity needs, in addition to a Transition plan for moving the Agency’s IT assets
into the new service.

Phase 2 Build — This phase is about implementing the above mentioned build plan — key part of
this phase will be quality assurance and testing to ensure build is fit for purpose prior to initiating the
transition plan.

Phase 3 Transition — This phase involves transitioning the Agency’s IT assets from existing
ecosystem into the new Contractor owned ecosystem — transition will require continued testing &
quality assurance to ensure service operations are not affected after transition is complete.
Transition of the assets to the new service MUST be done in a staged manner.

Phase 4 Operations — The Contractor and the Purchaser will monitor the new service provided to
ensure that the services being provided are meeting the requirements from the contract and ensure
that the service level agreements are being met as well as the necessary performance metrics.
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High level plan for integration in enterprise and capability architecture

The Contractor SHALL ensure all provided services and equipment continue to integrate
seamlessly with all existing infrastructure that remains under the control of the NCI
Agency.

The Contractor SHALL ensure that all current capabilities/capacity as discovered in
Phase 1 are met and plan for future requirements in resources and capacity.

The Contractor SHALL ensure with the Purchaser that all current integrations continue
to operate as expected (network/routers/firewalls/switches correctly configured for the
integration traffic).

High level security accreditation plan

The Contractor SHALL ensure that security accreditation shall be performed by a
National Security Accreditation Authority (SAA) (or their delegated SAA) for all
contractors’ CIS including Data Centres that are used to handle (store, process or
transmit) NATO data up to an equivalent level of NATO Restricted. Security accreditation
process for outsourced capabilities is the Contractor’s responsibility and shall ensure
that NATO’s minimum security standards are met as per documents.

The Contractor shall provide necessary support for the security accreditation processes
of the NATO owned CIS with the documentation and paper work.

Overall performance measurement approach

Performance Metrics

Services shall satisfy the following performance requirements, to be reviewed and updated on a
yearly basis, to reflect to the latest Industry technology standards.

1.1.4.23.

laaS
Cloud laaS services with 99.99% availability

High speed connectivity between cloud and agency premises services: Minimum 100
Gb/s with 99.00% connection availability.

The Wi-Fi service and any network capabilities within the scope of contract shall be
upgraded and keep updated to the latest industry standard that satisfies operational
requirements in duration of contract.

Rapid provisioning and orchestration of all virtual resources (servers, network, VLANSs,
Routers,....etc) as needed.

Ability to use automation and scripting for the orchestration of virtual resources

Dashboards and reports providing resource allocation, events, alerts, costs and other
important monitoring capabilities

Encryption of all data, as per given reference NATO Security documents.
Industry standard infrastructure backup service.

Industry standard storage performance.
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The Contactor SHALL deliver minimum RTO/RPO requirements based on the
Purchaser business requirements (industry recommendations may be used when the
Purchaser does not have specific requirements). Any specific RTO/RPO requirements
for the business critical applications will be defined in the discovery phase. The
Contractor SHALL satisfy these RTO/RPO requirements all the time.

Certification of disposal within the number days of obsolescence agreed between the
Contractor and the Purchaser in line with NATO Standard [AC/322-D(2012)0011,
AC/322-D(2012)0012]

DaaS

Certification of disposal within the number days of obsolescence agreed between the
Contractor and the Purchaser in line with NATO Standard [AC/322-D(2012)0011,
AC/322-D(2012)0012].

The Contractor SHALL provide laptop devices meeting following criteria;

o Laptops to be provided with business line, light weight (easy to carry) and durable
for office usage.

o Laptops to be provided with a minimum equipment of an integrated camera,
microphone, speaker, wireless adaptor, external connectivity ports (currently USB
Type-C ports).

o Laptops to be provided with Type-C Ultralight Mini Power Adapter.

o Laptops to be provided with either a smart card reader (that will support use of
NATO PKI certificates) or similar token based alternative that ensures compliance
with the NATO security standards for user access management and MFA.

o Laptops to be provided that support disc encryption that ensures compliance with
NATO security standards.

o Laptops to be provided graphical support for a minimum of two displays with a
minimum of 1920p resolution.

o Laptops to be provided with a minimum CPU of Intel i7 or equivalent.
o Laptops to be provided with a minimum of 16GB RAM memory.

o Laptops to be provided with solid state drive minimum 500GB (this requirement will
be adjusted annual base with the industry standard).

o For limited number of use cases the Contractor SHALL also offer laptops with
embedded GSM sim.

o  Forlimited number of use cases the Contractor SHALL also offer higher end laptops
with higher performance graphic cards/CPU and RAM.

The Purchaser currently uses Apple based iPads and iPhones centrally managed by
Mobile Device Management (MDM) solution. The Contractor SHALL offer the same or
equivalent accredited solution up to NR level.
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Annex B — Distribution List

NATO Delegations:

Albania
Belgium
Bulgaria
Canada
Croatia
Czech Republic
Denmark
Estonia
France
Finland
Germany

Greece
Hungary
Iceland

Italy

Latvia
Lithuania
Luxembourg
Montenegro
Netherlands
North Macedonia
Norway

Embassies in Brussels (Attn: Commercial Attaché):

Albania
Belgium
Bulgaria
Canada
Croatia
Czech Republic
Denmark
Estonia
France
Finland
Germany

NCI Agency — All NATEXs

Greece
Hungary
Iceland

Italy

Latvia
Lithuania
Luxembourg
Montenegro
Netherlands
North Macedonia
Norway

NCIA/ACQ/2024/ 06648

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

The Republic of Turkiye
The United Kingdom
The United States

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

The Republic of Turkiye
The United Kingdom
The United States
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