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SECTION 1. INTRODUCTION

1.1.
1.1.1.

1.2.
1.2.1.

1.2.2.

1.2.3.

1.2.3.1.

1.2.3.2.

Purpose

The purpose of this Invitation for Bid (IFB) is to provide products and
services in support of the Reorganisation Of Ship-Shore-Ship Buffer
Capability, including Associated Communications Systems.

The SSSB is a real time digital link buffer system supporting the
exchange of tactical information between the NATO Air Defence Ground
Environment (NADGE) system, Airborne Early Warning (AEW) systems
and Naval Forces by the use of NATO data Link 1, 11, 11B and Link 22.
The current SSSB equipment is old and suffers from repeated failures.
There is a need to reorganize and recover full functionality of existing
SSSB communication systems due to the obsolescence of presently
installed radio systems and intra-sites communications and to prepare
the floor for the migration to Link 22 and the relevant modernization
driving requirements.

Scope

The current authorisation and consequently any Contract resulting from
this Invitation for Bid (IFB) shall address solely Project 2015/0CM03072-
-02,03&05.

Purpose of the project: The project will replace and modernize existing
SSSB obsolete radio and control equipment in The United Kingdom
(three sites), Greece (six sites) and The Netherlands (four sites).

The scope of the project is to procure Radio Communications Subsystem
and Data Link Communication Upgrade, and includes Site Preparation
and Civil Works.

Procurement of Radio Communications Subsystem and Data Link
Communication Upgrade is mainly related to replacement of HF
transmitters and receivers with new solid-state equipment. Replacement
of UHF amplifier's with new equipment supporting the SATURN
standard. Replacement of HF and UHF antennas, supply and
installation of new time of day cabling, wiring, connectors and all
necessary adaptation to the buildings in terms of penetration and
lightning protection system.

Site Preparation and Civil Works are mainly related to antenna site
preparation, building refurbishment and provision of new buildings to
host radio equipment.
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1.3.
1.3.1.

1.4.
1.4.1.

1.4.2.

1.4.2.1.

1.4.2.2.

1.4.3.
1.4.4.

1.5.
1.5.1.

1.5.2.
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Overview of the Prospective Contract

The Prospective Contract (Book Il) requires the selected Contractor to
deliver the scope of the Project described above as a subject of the
overall SSSB capability. This will be achieved within the framework of
the Contract resulting from this IFB by the means of performance of
Contract requirements further defined in the Statement of Work (SOW).

Governing Rules, Eligibility, and Exclusion Provisions

This solicitation is an International Invitation for Bid and is issued in
accordance with the procedures for International Competitive Bidding set
forth in the NATO document AC/4-D/2261 (1996 Edition). Pursuant to
these procedures, bidding is restricted to companies from participating
NATO Member Nations for which a Declaration of Eligibility has been
issued by their respective government authorities.

Lowest Priced, Technically Compliant Evaluation

The evaluation method to be used in the selection of the successful
Bidder under this solicitation will follow the Lowest Priced, Technically
Compliant Procedures set forth AC/4-D/2261-ADD2 (1996 Edition), and
AC/4-D(2008)0002-REV1 dated 27 April 2009.

The bid evaluation criteria and the detailed evaluation procedures are
described in SECTION 4.

This Invitation for Bid will not be the subject of a public Bid opening.

The Bidder shall refer to the Purchaser all queries for resolution of any
conflicts found in information contained in this document in accordance
with the procedures set forth in paragraph 2.7 Request for IFB
Clarifications.

Security

This Invitation for Bid has been classified as NATO UNCLASSIFIED,
except for part of the Bidders’ Library that is marked NATO
RESTRICTED.

Bidders are advised that Contract signature will not be delayed in order
to allow the processing of security clearances for personnel or facilities
and, should the otherwise successful Bidder not be in a position to accept
the offered Contract within a reasonable period of time, due to the fact
that its personnel or facilities do not possess the appropriate security
clearance(s), the Purchaser may determine the Bidder’'s Offer to be non-
compliant and offer the Contract to the next ranking Bidder. In such a
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1.6.

1.6.1.

1.6.2.

1.6.3.

1.6.4.
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case, the Bidder who would not sign the Contract may be liable for
forfeiture of the Bid Guarantee

Bidders’ Library - Release of Reference Documentation and
Materials

To support the establisment of the bid, the Bidders are hereby provided
with a list of documents described in Table 1 below. In addition, for better
understanding of the scope and local site conditions, photographs and
videos filed in the available CD/DVD shall be reviewed and taken into
consideration by the Bidders when formulating their bid offers.

Upon request, the CD/DVD “Bidders Library” can be provided to Bidders
who have responded with positive intent to bid and returned the signed
Certificate in Annex D IFB-CO-15577-SSSB Non-Dislosure Undertaking
document. This CD/DVD contains the portion of the documents marked
“Yes” in column “F” of the table below as of Serial 2.351, displayed with
the references of column C (i.e. the document names on the CD/DVD
match the references in column C).

The remaining documents are either available publicly or can be
requested through the respective National Delegations, as marked in
column “F”.

The documents labelled “Yes” in column “E” are listed in the SOW.
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C. Reference

D.
Classification

IFB-CO-15577-SSSB

E.
Referenced
in SE &1,
SOW

F. Bidders
Library

1 Technical, System Design and Engineering
Documentation
Tactical Data Exchange - Link 11/11B - Publicly
11 ATDLP-5.11 Edition B STANAG 5511 NU ves Available
Tactical Data Exchange - Link 16 - ATDLP- Publicly
12 5.16 Edition B STANAG 5516 NU Yes Available
13 Tactical Data Link - I__ink 22 - ATDLP-5.22 STANAG 5522 NU Yes Put_)licly
Edition B Available
Standards for Interface of Data Links 1,11 and Publicly
14 11B through a Buffer - ATDLP-6.01 STANAG 5601 Yes Available
Please
obtain
1.5 NATO Zoning Procedures SDIP-28/1 (Dec 2009) Yes through your
National
Delegation
Please
Selection and Installation of Equipment for the obtain
1.6 . Of Equipmen SDIP-29/2 (Mar 2015) Yes through your
Processing of Classified Information 4
National
Delegation
Environmental testing and associated Allied Publicl
1.7 Environmental Conditions Test Publications STANAG 4370 NU Yes olicly
Available
(AECTP)
The Human Engineering Test and Evaluation Publicl
1.8 Procedures for systems, equipment and STANAG 7201 NU Yes licly
facilities Available
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Please
Method of specifying electrical power supplies: obtain
1.9 pectlying P pplies. STANAG 4133 Yes through your
standard types of electrical power ?
National
Delegation
Electrical installations of buildings, Protection Publicly
1.10 for safety, Protection against electric shock IEC-60364, Part 4, Chapter 41 Yes Available
111 Tests on electric gnd optip_al fibre cables under IEC 60332:2020 SER Yes Puplicly
fire conditions Available
112 Test on gases evplved during combustion of IEC 60754 series Yes Puplicly
materials from cables Available
Electric cables - Halogen-free, low smoke,
thermoplastic insulated and sheathed cables . Publicly
113 of rated voltages up to and including 450/750 IEC 62821 series Yes Available
\
Standard Test Method for Specific Optical Publicl
1.14 Density of Smoke Generated by Solid ASTM E662-21 Yes licly
_ Available
Materials
1.15 Standard of Workmanship MIL-STD-454 Yes Publicly
Available
. . . Publicly
1.16 Human Engineering - Consoles/Work Positions MIL-STD-1472D Yes -
Available
1.17 Electromagnetic Interference MIL-STD-461-F Yes PUt.)"Cly
Available
Publicly
1.18 System Safety MIL-STD-882E Yes Available
Evaluation and Control of Personnel Exposure Publicly
1.19 to Radio Frequency Fields, 3 kHz to 300 GHz STANAG 2345 Yes Available
Directive 2002/49/EC of the Publicl
1.20 Environmental Noise Directive European Parliament and of the NU Yes Availab?/e

Council of 25 June 2002
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Please
SATURN, A Fast Frequency Hopping ECCM obtain
1.21 Mode for UHF Radio, Dec 2008, STANAG 4372 Yes through your
NSA/1328(2008)-C3/4372 National
Delegation
Please
Have Quick UHF Secure and Jam-Resistant obtain
1.22 c g : STANAG 4246 Yes through your
ommunications Equipment, Jan 1987 Nati
ational
Delegation
Technical Standards for Single Channel UHF i Publicly
1.23 Radio Equipment STANAG 4205 Edition 3 Yes Available
Please
Final decision on MC 0538/1 NATO Policy on obtain
1.24 the use of STANAG 4372 (SATURN) dated 17 STANAG 4372 (SATURN) Yes through your
March 2017 National
Delegation
125 Specificgtion for the procuremen_t and ASD S1000D Yes Put_)licly
production of technical publications Available
Joint Range Extension Application Protocol Publicly
1.26 (JREAP) STANAG 5518 Yes Available
1.27 Interoperability Performance Standards MIL-STD-188-203A Yes : ublicly
vailable
128 Input/Output Interfaces, Standard Digital Data, MIL-STD-1397 Yes Put_>|ic|y
Navy Systems Available
. Publicly
1.29 Information Technology ISO-8877 Yes Available
Please
obtain
1.30 Digital Data Link - Link 1 (Point-to-Point) STANAG 5501 NU Yes through your
National
Delegation
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Input/Output Interfaces, Standard Digital Data, Publicly
1.31 NAW Systems MIL-STD-1397C (SH) Yes Available
Interface Requirements Specification (IRS) for F;fé;?ﬁ
the Link-Level COMSEC (LLC) segment of the 57 )
1.32 Link 22 (NILE) System, NILE PMO, 28 July NG-278-A011-LLCIRS Yes through your
National
2016 i
Delegation
Please
Segment Specification for the Signal obtain
1.33 Processor Controller (SPC) of the Link 22 NG-278-A011-SPCSS Yes through your
(NILE) System, NILE PMO, 28 July 2016 National
Delegation
Technical characteristic for an Automatic
identification system using time-division Publicly
1.34 multiple access in the VHF maritime mobile ITU-RM.1371-4 Yes Available
band, 04/2010
135 Standard for Interfaci_ng Marine Electronic NMEA 0183 Yes Puk_)licly
Devices Available
RTP Payload for DTMF Digits, Telephony Publicly
1.36 Tones and Telephony Signals (VolIP) RFC 2833 Yes Available
1.37 Session Initialization Protocol (SIP) (VoIP) RFC 3261 Yes Publicly
Available
. Publicly
1.38 Real Time Protocol (RTP) (VolP) RFC 3350 Yes -
Available
1.39 Real Time Protocol (RTP) (VolP) RFC 3351 Yes Publicly
Available
1.40 RolP EUROCAE ED 137 Yes Publicly
Available
141 Hot dip galvanized coating§ on fabricated iron EN 1461 Yes Put_)licly
and steel articles Available
142 Metallic materials. Types of inspection EN 10204 Yes Put_)licly
documents Available
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Hot rolled products of structural steels. Publicly
1.43 General technical delivery conditions EN 10025 Yes Available
Zinc coatings - Guidelines and Publicl
1.44 recommendations for the protection against EN 14713 Yes ICY
- - ; Available
corrosion of iron and steel in structures
1.45 Hot finished structurgl hoIonv sections of non- EN 10210-1 Yes Puplicly
alloy and fine grain steels Available
1.46 Mechanical properties of fasteners made of 1SO 898 Yes Pupllcly
carbon steel and alloy steel Available
Welding - Fusion-welded joints in steel, nickel, Publicl
1.47 titanium and their alloys (beam welding ISO 5817 Yes olicly
; ; : Available
excluded) - Quality levels for imperfections
Welding and allied processes - Classification Publicl
1.48 of geometric imperfections in metallic materials ISO 6520-1 Yes olicly
. . . Available
- Part 1: Fusion welding
149 Northrup Grumman - Link 22 Guidebook NG 278-A018-LLCIRS/B4 Yes s ‘;tl’l':ﬂ}’e
1.50 Northrup Grumman - Link 22 Guidebook NG 278-A018-SPCSS/B4 Yes uplicly
: . NG 278-A018-SPCSS/B4, Appendix Publicly
1.51 Northrup Grumman - Link 22 Guidebook A HF FF Media Yes Available
: . NG 278-A018-SPCSS/B4, Appendix Publicly
1.52 Northrup Grumman - Link 22 Guidebook B. UHF FF Media Yes Available
: . NG 278-A018-SPCSS/B4, Appendix Publicly
1.53 Northrup Grumman - Link 22 Guidebook D, UHF FF Media Yes Available
Please
Technical Standards for Non-Hopping HF obtain
1.54 N ppIng STANAG 4539 Annex D Yes through your
Communications Waveform 7
National
Delegation
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Please
obtain
1.55 AN/ESQ-XXX Data Terminal Specifications SPAWAR-S-850 Yes through your
National
Delegation
. . . - Publicly
1.56 Digital Signalling Circuit EIA RS-232-C Yes Available
1.57 Visual aids for denoting obstacles ICAO Annex 14, Volume 1, Chapter 6 Yes AI\::/uati)lléctR/e
158 Protection against Ii_gh?ning - Part 1: General EN 62305-1:2011 Yes Put_)licly
principles Available
. . Publicly
1.59 Electromagnetic Compatability EN 61000 Yes Available
Please
Interface for Precise Time and Frequenc obtain
1.60 q y STANAG 4430 Yes through your
Transfer )
National
Delegation
2 Civil Works Documentation
Directive 2014/52/EU of the European
21 Environmental Impact Assessment Parliament and of the Council of 16 Yes Publicly
' P April 2014 amending Directive Available
2011/92/EU
Regulation (EU) No 305/2011 of the Publicl
2.2 Certificates of Conformity European Parliament of the Council of Yes lCY
Available
9 March 2011
. ) i . Publicly
2.3 Test of electrical cables under fire conditions IEC 60332:2020 SER Yes -
Available
2.4 Fire Test Technology IEC 60754 series Yes Pupholy
Available
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Elctric Cables - Halogen-free, Low smoke,
Thermoplastic insulated and sheathed cables . Publicly
25 of rated voltages up to and including 450/750 IEC 62821 series Yes Available
V - Part 1: General Requirement

26 Standard Test Mgthod for Specific Optical ASTM E662-21 Yes Puplicly
Density of Smoke Available
27 Specificqtion for the .procurer.nen't and ASD S1000D Yes Puplicly
production of technical publications Available
238 International Specifications for Material ASD S2000M Yes Puplicly
Management Available
International Procedure Specification for Publicly
29 Logistic Support Analysis (LSA) ASD S3000L Yes Available
. , Publicly

2.10 Basis of Structural Design EN 1990 Yes -
Available

Design Guidance and actions for Structural Publicl
2.1 Design of Buildings and Civil Engineering EN 1991 - Euro Code 1 Yes olicly
Available
Works

212 Design of Concrete Structures EN 1992 - Eurocode 2 Yes Pub“Cly
Available
. Publicly

213 Design of Steel Structures EN 1993 - Eurocode 3 Yes -
Available
214 Design of Composite Steel and Concrete EN 1994 - Eurocode 4 Yes Put_)licly
Structures Available
. , Publicly

2.15 Design of Timber Structures EN 1995 - Eurocode 5 Yes -
Available
2.16 Design of Masonary Structures EN 1996 - Eurocode 6 Yes Pupllcly
Available
217 Geotechnical Design EN 1997 - Eurocode 7 Yes Pub“Cly
Available
2.18 Design of Structures for Earthquake Design EN 1998 9 Eurocode 8 Yes :,:m?/e
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2.19 Design of aluminium structures EN 1999 - Eurocode 9 Yes PUt.)"Cly
Available
2.20 Construction Products Directive COUNCIL DIRECTIVE 89/106/EEC Yes oaptely
291 Graphical symbols for use in electro-technical IEC 60617 Yes Puplicly
diagrams Available
2.22 Graphical Symbols for use on Equipment IEC 60417 Yes Publicly
) Available
Equipment for fire protection and firefighting -- Publicl
2.23 Graphical symbols for fire protection plans — ISO 6790 Yes lCy
R Available
Specification
Please
- obtain
2.24 UK MoD Building Performance Standards JSP 315 Yes
through UK
Delegation
Please
295 UK MoD Defence Qonstructlon in the Built JSP 434 Yes obtain
Environment through UK
Delegation
Please
obtain
2.26 UK MoD Defence Estate Management JSP 435 Yes
through UK
Delegation
Please
2.27 UK MoD Infrastructure Estate Policy JSP 850 Yes obtain
' through UK
Delegation
(UK Specific)
2.28 UK Health and Safety at Work Act 1974 N/A Yes Publicly
Available
Buildings and constructed assets - Service life Publicl
2.29 planning - Part 1: General principles and ISO 15686-1 Yes olicly
Available
framework
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Buildings and constructed assets - Service life Publicl
2.30 planning - Part 2: Service life prediction ISO 15686-2 Yes ICY
Available

procedures

2014 Building Construction - Service Life Publicl
2.31 Planning - Part 4: Service Life Planning using ISO 15686-4 Yes Icly
-~ ) . Available

Building Information Modelling

2008 Buildings and constructed assets - Publicl
2.32 Service-life planning - Part 8: Reference ISO 15686-8 Yes lCy
S Lo o Available

service life and service-life estimation

2008 Buildings and constructed assets - Publicl
2.33 Service-life planning - Part 9: Guidance on ISO 15686-9 Yes lCY
g Available

assessment of service-life data
2014 Buildings and constructed assets - ) Publicly
234 Service life planning - Part 11: Terminology SO 15686-11 Yes Available
) EU Council Directive 1999/31/EC of Publicly
2.35 Landfill of Waste 26 April 1999 Yes Available
. e b. Directive 2008/98/EC of the .
2.36 Waste and repealing certain Directives European Parliament and of the Yes :/l;ti)lgct:)lre
Council of 19 November 2008

237 Manholes and Sumps EN-124 Yes Publicly
Available
2.38 UV and Weather Resistence ISO 4892 Yes Pupllcly
Available
2.39 Hot rolled products of structural steels EN 10025-2:2019 Yes Publicly
Available

Hot rolled products of structural steels - Publicl
2.40 normalized rolled weld able fine grain EN 10025-3:2019 Yes ICY
Available

structural steels
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Hot rolled products of structural steels - Publicl
2.41 thermomechanical rolled weld able fine grain EN 10025-4:2019 Yes ICY
Available
structural steels
242 .Hot rolled products qf structural stegls with EN 10025-5:2019 Yes Puplicly
improved atmospheric corrosion resistance Available
Hot rolled products of structural steels - flat Publicl
243 products of high yield strength structural steels EN 10025-6:2019 Yes lCY
. s Available
in the quenched and tempered condition
2.44 Hot rolled sheet piling of non-alloy steels EN 10248-1:1996 Yes Pupllcly
Available
Steels and nickel alloys for fasteners with Publicl
2.45 specified elevated and/or low temperature EN 10269:2013 Yes lcly
( Available
properties
Mechanical properties of fasteners made of Publicl
2.46 carbon steel and alloy steel. Flat washers with EN ISO 898-3:2018 Yes lCy
. Available
specified property classes
Mechanical properties of fasteners made of
247 carbon gteel anq .alloy steel. Bolts, screws and EN 1SO 898-1:2013 Yes Pupllcly
studs with specified property classes. Coarse Available
thread and fine pitch thread
Fasteners. Mechanical properties of corrosion-
resistant stainless steel fasteners. Bolts, ) Publicly
2.48 screws and studs with specified grades and EN 1SO 3506-1:2020 Yes Available
property classes
Mechanical properties of corrosion-resistant Publicl
2.49 stainless steel fasteners. Nuts with specified BS EN ISO 3506-2:2020 Yes olicly
Available
grades and property classes
25 Mechanlcal properties of corrospn—remstant EN 1SO 3506-4:2009 Yes Put_)llcly
stainless steel fasteners. Tapping screws Available
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2 51 Qualification test.ing of welders. Fusion EN 1SO 9606-1:2017 Yes Put_)licly
welding. Steels Available
252 Qualification test of wellders. Fusion welding. EN 287-6:2018 Yes Put_)licly
Cast irons Available
253 Quallﬂcatloq test of welder§. Fusion welding. EN ISO 9606-2:2004 Yes Pupllcly
Aluminum and aluminum alloys Available
254 Basic welded joint details in steel. Pressurized EN 1708-1:2010 Welding Yes Pupllcly
components Available
2.55 Structural timber EN 338:2016 Yes Publicly
Available
2.56 Timber structures EN 14081-2:2018 Yes Publicly
Available
2.57 Structural timber EN 384:2016+A1:2018 Yes Publicly
Available
258 Plastics rainwater piping systems for above EN 12200-1:2016 Yes Put_)licly
ground external use Available
2.59 Eaves gutters and fittings made of PVC-U EN 607:2004 Yes Publicly
Available

Thermal performance of buildings — Publicl
2.60 Transmission and ventilation heat transfer ISO 13789:2017 Yes olicly
>N Available

coefficients

Energy performance of buildings — . Publicly
261 Overarching EPB assessment ISO 52000-1:2017 Yes Available

Thermal performance of building materials and Publicl
2.62 products. Determination of thermal resistance EN 12667:2001 Yes licly
_ Available

or THN equivalent.

Fire Classification of Constructions Products Publicl
2.63 and Building elements - Classification using EN 13501-1:2018 Yes ICY
. . Available

data from reaction to fire tests.
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2 64 Reaction to fire tests_ fqr products — Non- ISO 1182:2020 Yes Put_)licly
combustibility test Available
265 Electrostatics. Protectiop of electronic devices EN 61340-5-1:2016 Yes Put_)licly
from electrostatic phenomena Available

Electrostatics. Standard test methods for Publicl
2.66 specific applications. Electrical resistance of EN 61340-4-1:2004+A1:2015 Yes lCy
. . Available

floor coverings and installed floors

Ceramic tiles. Definition, classification, Publicl
2.67 characteristics, assessment and verification of EN-14411:2016 Yes Icly
Available

constancy of performance

2,68 Anti-slip finish - R13 (Non Slip Tiles) DIN 51130 CEN/TS 16165 Yes Publicly
Available
Ceramic tiles — Part 4: Determination of . Publicly
269 modulus of rupture and breaking strength ISO 10545-4:2019 Yes Available
2.70 Raised access floors EN 12825:2001 Yes Pupllcly
Available

Design, preparation and application of external Publicl
2.71 rendering and internal plastering. External EN 13914-1:2016 Yes ICY
: Available

rendering

279 Specifications for external rend.ers.and internal EN 15824:2017 Yes Puplicly
plasters based on organic binders Available
273 Specificat_ion for mortar for masonry. EN 998-1:2016 Yes Puplicly
Rendering and plastering mortar Available
274 Ceramic tiles — .Part 13_: Determination of ISO 10545-13 Yes Pupllcly
chemical resistance Available
275 Paints and_ varnishes — Deterr_mnatlon of_ wet- 1SO 11998:2006 Yes Put_)llcly
scrub resistance and cleanability of coatings Available
276 Suspended ceilings. Requirements and test EN13964:2014 Yes Put_)llcly
methods Available
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2.77 Burglary resistant class CR4 EN 1627:2011 Yes PUt.)"Cly
Available
2.78 Mechanical resistance M+5 EN 1192:2000 Yes Pupllcly
Available
. Publicly
2.79 Frequency of use f6 (200,000 cycles) EN 1191:2012 Yes Available
2.80 Fire resistance minimum E60/EW60 EN 13501-2:2016 Yes Publicly
Available
2.81 Thermal insulation T3 £2.5 W/m2K EN 10077-1:2017 Yes Publicly
Available
2.82 Airtightness L2 EN 12207:2016 and EN 1026:2016 Yes Publicly
Available
2.83 Water tightness 6A EN 1027:2016 and EN 12208:2000 Yes Publicly
Available
2.84 Wind resistance VC4 EN 12211:2016 and EN 12210:2016 Yes Publicly
Available
285 Galvanized steel base withl a high performing EN 12944-6:2018 Yes Put_)licly
powder coat finish Available
2.86 Door fire resistance E60/EW60 EN 13501-2:2016 Yes Publicly
Available
2.87 Loft ladders EN 14975:2006+A1:2010 Yes Publicly
Available
Regulation (EU) no 305/2011 of the Publicl
2.88 Construction Products European Parliament and of the Yes AvailabI}/e
Council of 9 March 2011
Industrial, commercial, garage doors and Publicl
2.89 gates. Product standard, performance EN 13241:2003+A2:2016 Yes ICY
e Available
characteristics
290 Industrial, commercial and garage doors and EN 12453:2017 Yes Puplicly
gates. Safety in use of power operated doors Available
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Safety of machinery — Safety distances to Publicl
2.9 prevent hazard zones being reached by upper ISO 13857:2019 Yes licly
. Available
and lower limbs
292 Industrial, commercial apd garage doors and EN 12635:2002+A1:2008 Yes Puplicly
gates. Installation and use Available
293 Safety of m_achinery. Electrica_l equipment of EN 60204-1:2018 Yes Puplicly
machines. General requirements Available
Directive 2006/42/EC of the Publicl
2.94 Machinery European Parliament and of the Yes AvailabI}/e
Council of 17 May 2006
. N . Directive 2006/42/EC Latest update: Publicly
2.95 Guide to application of the Machinery 24/05/2016 Yes Available
296 Industrial, commercial and garage doors and EN 12978:2003+A1:2009 Yes Put_)licly
gates Available
297 Industrial, commercial a_nd garage doors and EN 12604:2017 Yes Put_)licly
gates. Mechanical aspects Available
2.98 Eurocode 1. Actions on structures EN 1991-1-4:2005+A1:2010 Yes PUt.)"Cly
Available
299 Safety in use of power operated - iTech EN 12453 Yes Put_)licly
Standards Available
, - . Publicly
2.100 Cabling wiring and earthing EN 60204-1 Yes Available
2.101 Building hardware EN 1125:2008 Yes Publicly
Available
2102 Glass in building EN 12600:2002 Yes Publicly
Available
. . ) Directive 2000/60/EC of the .
2.103 Framework for Co\lvn;rt\::mgisctlon in the field of European Parliament and of The Yes :/L;ti)lgcﬂre
policy Council of 23 October 2000
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Directive 2006/118/EC of the

2.104 Protection of grgu;dtwgtertggamst pollution European Parliament and of the Yes :uﬁllct:)l?/
and deterioration Council of 12 December 2006 vatable
Environmental quality standards in the field of
water policy, amending and subsequently
repealing Council Directives 82/176/EEC, Directive 2008/105/EC of the Publicl
2.105 83/513/EEC, 84/156/EEC, 84/491/EEC, European Parliament and of the Yes AvailabI}/e
86/280/EEC and amending Directive Council of 16 December 2008
2000/60/EC of the European Parliament and of
the Council
2106 Gravity drainage systems inside buiIc_Iings. BS EN 12056-3:2000 Yes (U};usbﬁﬁ;?;ﬂc)
Roof drainage, layout and calculation Avai
vailable
. Publicly
2.107 Quality Management System ISO 9001 Yes Available
2108 Portable fire extiqguishers. Characteristics, BS EN 3-7:2004+A1:2007 Yes (U};usbﬁif;ﬂc)
performance requirements and test methods Avai
vailable
Portable fire extinguishers. Additional (UK Specific)
2.109 requirements to EN 3-7 for pressure resistance BS EN 3-8:2006 Yes Publicly
of CO2 extinguishers Available
Portable fire extinguishers. Provisions for (UK Specific)
2.110 evaluating the conformity of a portable fire BS EN 3-10:2009 Yes Publicly
extinguisher to EN 3-7 Available
2.111 AECTP-230 Climatic Conditions (Edition 1) | > 1ANAG 4370, 266’1'2'30” 7, November NU Yes AP ublicly
vailable
(UK Specific)
2112 Metallic products BS EN 10204:2004 Yes Publicly
Available
(UK Specific)
2.113 General technical delivery requirements BS ISO 404:2013 Yes Publicly
Available

NATO UNCLASSIFIED

Book I, Page I-21




NATO UNCLASSIFIED

IFB-CO-15577-SSSB

(UK Specific)
2114 Hot rolled products of structural steels. BS EN 10025-2/3/4:2019 Yes Publicly
Technical delivery conditions -
Available
e e (UK Specic
2.115 o . . BS EN 10025-5:2019 Yes Publicly
steels with improved atmospheric corrosion -
: Available
resistance
Hot finished structural hollow sections of non- (UK Specific)
2.116 alloy and fine grain steels. Technical delivery BS EN 10210-1:2006 Yes Publicly
requirements Available
Hot finished steel structural hollow sections. (UK Specific)
2117 Tolerances, dimensions and sectional BS EN 10210-2:2019 Yes Publicly
properties Available
Hot finished steel structural hollow sections. (UK Specific)
2118 Technical delivery conditions for high strength BS EN 10210-3:2020 Yes Publicly
and weather resistant steels Available
Zinc coatings — Guidelines and
recommendations for the protection against Publicl
2.119 corrosion of iron and steel in structures — Part ISO 14713-1:2017 Yes ICY
) o . . Available
1: General principles of design and corrosion
resistance
Zinc coatings — Guidelines and
2120 recommenQatlons for the.protectlon against SO 14713-2:2019 Yes Pupllcly
corrosion of iron and steel in structures — Part Available
2: Hot dip galvanizing
Zinc coatings — Guidelines and
2121 recor_nmengiatlons for the_protectlon against 1SO 14713-3:2017 Yes Put_)llcly
corrosion of iron and steel in structures — Part Available

3: Sherardizing
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Mechanical properties of fasteners made of
carbon steel and alloy steel — Part 1: Bolts, 4. Publicly
2122 screws and studs with specified property ISO 898-1:2013 Yes Available
classes — Coarse thread and fine pitch thread
Mechanical properties of fasteners made of
carbon steel and alloy steel — Part 1: Bolts, . Publicly
2123 screws and studs with specified property ISO 898-1:2013 Yes Available
classes — Coarse thread and fine pitch thread
Mechanical properties of fasteners made of
carbon steel and alloy steel — Part 1: Bolts, . Publicly
2124 screws and studs with specified property ISO 898-2:2012 Yes Available
classes — Coarse thread and fine pitch thread
Mechanical properties of fasteners made of
2125 carbon ste.el and a_II.oy steel — Part 3: Flat SO 898-3:2018/AMD 1:2020 Yes Pupllcly
washers with specified property classes — Available
Amendment 1
Mechanical properties of fasteners made of
carbon steel and alloy steel — Part 5: Set Publicl
2.126 screws and similar threaded fasteners with ISO 898-5:2012 Yes olicly
W Available
specified hardness classes — Coarse thread
and fine pitch thread
2127 Fasteners — Preyailing torqug steel nuts — ISO 2320:2015 Yes Puplicly
Functional properties Available
2128 Fasteners — Torque/clamp force testing — ISO 16047:2005/AMD 1:2012 Yes Put_)licly
Amendment 1 Available
2129 Fasteners — Hqt dip galyanlzed coatings — ISO 10684:2004/COR 1:2008 Yes Pupllcly
Technical Corrigendum 1 Available
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Steels and nickel alloys for fasteners with (UK Specific)
2.130 specified elevated and/or low temperature BS EN 10269:2013 Yes Publicly
properties Available
Welding — Fusion-welded joints in steel, Publicl
2.131 nickel, titanium and their alloys (beam welding ISO 5817:2014 Yes Icly
. : . Available
excluded) — Quality levels for imperfections
Welding and allied processes — Classification Publicl
2.132 of geometric imperfections in metallic materials ISO 6520-1:2007 Yes ICY
i . . Available
— Part 1: Fusion welding
Welding and allied processes — Classification Publicl
2.133 of geometric imperfections in metallic materials ISO 6520-2:2013 Yes lCY
i . . Available
— Part 2: Welding with pressure
Paints and varnishes — Corrosion protection Publicl
2.134 of steel structures by protective paint systems 1ISO 12944-2:2017 Yes olicly
) AL ) Available
— Part 2: Classification of environments
Paints and varnishes — Corrosion protection Publicl
2.135 of steel structures by protective paint systems 1ISO 12944-3:2017 Yes olicly
; . . . Available
— Part 3: Design considerations
Paints and varnishes — Corrosion protection
of steel structures by protective paint systems . Publicly
2.136 — Part 4: Types of surface and surface ISO 12944-4:2017 Yes Available
preparation
Paints and varnishes — Corrosion protection Publicl
2.137 of steel structures by protective paint systems ISO 12944-5:2019 Yes lcly
. . . Available
— Part 5: Protective paint systems
2138 Corrigendum 1 - Amendment 2 - Degrees of IEC Yes Publicly
) protection provided by enclosures (IP Code) 60529:1989/AMD2:2013/COR1:2019 Available
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Household and similar electrical appliances - .
Safety - Part 2-88: Particular requirements for IEC 60335-2-88:2002 Household and Publicly
2.139 S : . similar electrical appliances - Safety - Yes -
humidifiers intended for use with heating, Available
— ; e Part 2-88
ventilation, or air-conditioning systems
Household and similar electrical appliances - .
Safety - Part 2-40: Particular requirements for IEC 60335-2-40:2018 Household and Publicly
2.140 . . o similar electrical appliances - Safety - Yes -
electrical heat pumps, air-conditioners and Available
e Part 2-40
dehumidifiers
Energy performance of buildings — Energy
needs for heating and cooling, internal . Publicly
2141 temperatures and sensible and latent heat ISO 52016-1:2017 Yes Available
loads — Part 1: Calculation procedures
Energy performance of buildings. Ventilation
for buildings. Indoor environmental input
2142 parameters for design aqd _assessment pf EN 16798-1:2019 Yes Put_)llcly
energy performance of buildings addressing Available
indoor air quality, thermal environment, lighting
and acoustics
Energy performance of buildings. Ventilation
2143 for buildings. For. non-residential t?un_dlngs. EN 16798-3:2017 Yes Put_)llcly
Performance requirements for ventilation and Available
room-conditioning systems
Energy performance of buildings. Ventilation
2 144 for bwldmgs. Calc.ulat|on meth'ods f.orlthe EN 16798-7:2017 Yes Pupllcly
determination of air flow rates in buildings Available
including infiltration
. L European Council Directive Publicly
2.145 CE Marking Directive 93/68/EEC of 22 July 1993 Yes Available
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Requirements for the control of

2.146 electromagnetic interference characteristics of MIL-STD 461G Yes Put_>I|cIy
_ Available
subsystems and equipment, December 2015.
Substances that deplete the ozone layer Regulation (EC) No 1005/2009 of the Publicl
2.147 amended by Commission Regulation (EU) European Parliament and of the Yes Availany(a
2017/605 of 29 March 2017 Council of 16 September 2009
2148 CE marked and provided with EC Declaration Pressure Equipment Directive Yes Publicly
’ of Conformity 2014/68/EU Available
Efficiency requirements for new hot-water e g .
2.149 boilers fired with liquid or gaseous fuels, gg/rl?g/eEaEnCCgfuznﬂvare%lg\;lg Yes APv l;?llgﬂfe
amended by 93/68/CEE y
Directive (EU) 2018/844 of the
2150 Energy performance of buildings and Directive European Parliament and of the Yes Publicly
) 2012/27/EU on energy efficiency Council of 30 May 2018 amending Available
Directive 2010/31/EU
- . Publicly
2.151 Air Tightness Test EN 12599:2012 Yes -
Available
2.152 Air Ducts EN 13501-1:2018 Yes Publicly
Available
. . Regulation (EU) No 517/2014 of the :
2.153 FIuorlnaéeed Sll:tie(;]nh(()llijgg ﬁzsgjzjggorg pealing European Parliament and of the Yes APv l;?llgﬂfe
9 Council of 16 April 2014
Classification of the resistance to fire Commission Decision of 3 May 2000 Publicl
2.154 performance of construction products, implementing Council Directive Yes Availab?/e
construction works and parts thereof 89/106/EEC
2000/553/EC: Commission Decision Publicl
2.155 External fire performance of roof coverings of 6 September 2000 implementing Yes Availab?le
Council Directive 89/106/EEC
(UK Specific)
2.156 Fire detection and fire alarm systems BS EN 54 series Yes Publicly
Available
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Panic exit devices operated by a horizontal (UK Specific)
2.157 bar, for use on escape routes. Requirements BS EN 1125:2008 Building hardware. Yes Publicly
and test methods Available
2158 Fire resistance tgsts for service installations. BS EN 1366-2:2015 Yes (Uﬁfbﬁi?;f'c)
Fire dampers Avai
vailable
2159 Fire resistaSnce tests for gervice installations. BS EN 1366-8:2004 Yes (U};usbﬁif;ﬂc)
moke extraction ducts -
Available
Fire resistance and smoke control tests for
door and shutter assemblies, openable (UK Specific)
2.160 windows and elements of building hardware. BS EN 1634-1:2014+A1:2018 Yes Publicly
Fire resistance test for door and shutter Available
assemblies and openable windows
Fire resistance and smoke control tests for
door, shutter and openable window (UK Specific)
2.161 assemblies and elements of building BS EN 1634-2:2008 Yes Publicly
hardware. Fire resistance characterization test Available
for elements of building hardware
Fire resistance and smoke control tests for
door and shutter assemblies, openable (UK Specific)
2.162 windows and elements of building hardware. BS EN 1634-3:2004 Yes Publicly
Smoke control test for door and shutter Available
assemblies
Graphical symbols — Safety colours and Publicl
2.163 safety signs — Part 1: Design principles for ISO 3864-1:2011 Yes Avai Y
. : vailable
safety signs and safety markings
2 164 Smoke and heat control systems_. Natural BS EN 12101-2:2017 Yes (Uﬁfbﬁ;ac?;ﬂc)
smoke and heat exhaust ventilators Available
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Smoke and heat control systems. (UK Specific)
2.165 Specification for powered smoke and heat BS EN 12101-3:2015 Yes Publicly
control ventilators (Fans) Available
Reaction to fire tests for building products. (UK Specific)
2.166 Conditioning procedures and general rules for BS EN 13238:2010 Yes Publicly
selection of substrates Available
Fire classification of construction products and (UK Specific)
2.167 building elements. Classification using data BS EN 13501-1:2018 Yes Publicly
from reaction to fire tests Available
Fire classification of construction products and .,
building elements. Classification using data (UK Specific)
2.168 . : ’ . o BS EN 13501-2:2016 Yes Publicly
from fire resistance tests, excluding ventilation -
_ Available
services
Fire classification of construction products and
building elements. Classification using data (UK Specific)
2.169 from fire resistance tests on products and BS EN 13501-3:2005+A1:2009 Yes Publicly
elements used in building service installations: Available
fire resisting ducts and fire dampers
Fire classification of construction products and o
building elements. Classification using data (UK Specific)
2170 ) ; : BS EN 13501-4:2016 Yes Publicly
from fire resistance tests on components of -
Available
smoke control systems
Fire classification of construction products and (UK Specific)
2171 building elements. Classification using data BS EN 13501-5:2016 Yes Publicly
from external fire exposure to roofs tests Available
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Thermal insulation products for building

equipment and industrial installations. Facto (UK Specific)

2.172 quip hdust ’ ry BS EN 14306:2015 Yes Publicly
made calcium silicate (CS) products. -
e Available
Specification

(UK Specific)
2173 Smoke alarm devices BS EN 14604:2005 Yes Publicly
Available

(UK Specific)
2174 Ventilation for buildings. Fire dampers BS EN 15650:2010 Yes Publicly
Available

Extended application reports on the fire (UK Specific)
2175 performance of construction products and BS EN 15725:2010 Yes Publicly
building elements Available

Method of test for resistance to fire of (UK Specific)
2176 unprotected small cables for use in emergency BS EN 50200:2015 Yes Publicly
circuits Available

Electromagnetic compatabilty emission (UK Specific)
2177 requirement for electrical and electronic BS EN 61000-6-3:2007+A1:2011 Yes Publicly
equipment Available

(UK Specific)
2.178 Electromagnetic compatabilty (EMC) BS EN IEC 61000-6-4:2019 Yes Publicly
Available
2179 standard voltages IEC 60038 Yes Publicly
Available
2.180 Electrical installations of buildings IEC 60364 Yes Publicly
Available
2181 Plugs, so_cket-oytlets and couplers for IEC 60309 Yes Put_)licly
industrial purposes Available

Residual current operated circuit-breakers Publicl

2.182 with integral overcurrent protection for IEC 61009 Yes Availab?le

household and similar uses
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2183 Cable management - Cable tray systems and IEC 61537 Yes Put_)licly
cable ladder systems Available
. . Publicly
2.184 Low-voltage surge protective devices IEC 61643 Yes -
Available
Plugs and socket-outlets for domestic and Publicl
2.185 similar general use standardized in member IEC TR 60083 Yes lcly
' Available
countries of IEC
Degrees of protection provided by enclosures Publicly
2.186 (IP Code) IEC 60529 Yes Available
2.187 Luminaires. General requirements and tests EN 60598-1:2015+A1:2018 Yes AI\Dvuati)Ilgﬂ?le
Directive 2014/30/EU of the Publicl
2.188 electromagnetic compatibility European Parliament and of the Yes Availab?le
Council of 26 February 2014
Requirements for the control of Publicl
2.189 electromagnetic interference characteristics of MIL-STD 461G Yes lcly
. Available
subsystems and equipment, December 2015
Directive 2014/35/Eu of The Publicl
2.190 Low voltage directive European Parliament and of The Yes Availab?/e
Council of 26 February 2014
Commission Regulation (EU)
2019/1783 of 1 October 2019
. amending Regulation (EU) No Publicly
2.191 small, medium and large power transformers 548/2014 on implementing Directive Yes Available
2009/125/EC of the European
Parliament
Commission Regulation (EU) No
548/2014 of 21 May 2014 on Publicl
2.192 small, medium and large power transformers | implementing Directive 2009/125/EC Yes olicly
! Available
of the European Parliament and of the
Council
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establishing a framework for the setting of Directive 2009/125/EC of the Publicl
2.193 eco-design requirements for energy-related European Parliament and of the Yes Availab?/e
products Council of 21 October 2009
2194 Additional European requirements. Common EN 50708-1-1:2020 Yes Puplicly
part. Available
Power transformers. Additional European Publicl
2.195 requirements. Medium power transformer. EN 50708-2-1:2020 Yes olicly
) Available
General requirements
Power transformers. Additional European Publicl
2.196 requirements. Large power transformers. EN 50708-3-1:2020 Yes olicly
. Available
General requirements
2.197 HV cables IEC 60183:2015 Yes Publicly
Available
Low-voltage switchgear and control gear Publicl
2.198 assemblies, Busbar trunking systems EN 61439-6:2012 Yes lCy
Available
(busways)
. . . Publicly
2.199 Low-voltage switchgear and control gear EN 60947-2:2017+A1:2020 Yes Available
2.200 Capacitor Bank IEC 60871 Yes Publicly
Available
2.201 Capacitor Bank IEC 60831 Yes Publicly
Available
2.202 Capacitor Bank IEC 61921 Yes Publicly
Available
2.203 Capacitor Bank IEC 60099 Yes Publicly
Available
2.204 Capacitor Bank IEC 60076 Yes Publicly
Available
2.205 Capacitor Bank IEC 61869 Yes Publicly
Available
2.206 Switches IEC 60669 Yes Publicly
Available
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2.207 Switches IEC 60947 Yes Publicly
Available
2.208 Switches IEC 62626 Yes Publicly
Available
2.209 Circuit Breakers IEC 60947 Yes Publicly
Available
2.210 Circuit Breakers IEC 60898 Yes Publicly
Available
2.211 Circuit Breakers EN 61008 Yes PUt.)"Cly
Available
2.212 Circuit Breakers EN 61009 Yes Pub“Cly
Available
Low-voltage fuses — fuses mainly for industrial Publicl

2.213 application. IEC 60269-2 Yes licly
Available
2.214 Contactors IEC 60947-4-2 Yes Publicly
Available
2215 Contactors IEC 60947-4-1 Yes Publicly
Available
2216 Contactors IEC 61095 Yes Publicly
Available
- Publicly

2.217 Earth leakage current circuit-breakers IEC 60364 Yes -
Available
2.218 Electrical Cables IEC 60228 Yes Publicly
Available
2.219 Electrical Cables .IE.C 6.0287'3'2 (Economiq Yes Put_>|ic|y
optimization of power cable size) Available
2990 Basi'c and safety pr'inciples .for ma}n—machine EN 60445:2017 Yes Puplicly
interface, marking and identification Available

Information technology. Cabling installation. Publicl

2.221 Installation planning and practices inside EN 50174-2:2018 Yes Avail b?/
buildings vailable
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2.222 Armoured Cables IEC 60502 Yes PUt.)"Cly
Available
2.223 Armoured Cables EN 50267 Yes Pupllcly
Available
2.204 Armoured Cables EN 60332-1-2 (for single core cables) Yes Publicly
Available
Sheaths and insulation protecting against local Publicl
2.225 climatic condition and assuring sufficient UV EN 50289-4-17:2015. Yes ICY
. Available
resistance
Halogen-free, low smoke, thermoplastic Publicly
2226 insulated and sheathed cables IEC 62821 Yes Available
2.227 Generic cabling for customer premises ISO/IEC 11801 Yes Pub“Cly
Available
Implementation and operation of customer
2.228 _premises cabling - Part 2-1: Planning and ISO/IEC TR 14763-2-1:2011 | Yes Publicly
installation - Identifiers within administration Available
systems
2999 Cabling installation.. Installation specification EN 50174-1:2018+A1:2020 Yes Puplicly
and quality assurance Available
2930 Cabling installgtion: In.stallati_or? planning and EN 50174-2:2018 Yes Puplicly
practices inside buildings Available
2231 Cabling installlation. Ingtallatiqn_planning and EN 50174-3:2013+A1:2017 Yes Puplicly
practices outside buildings Available
2939 Cabling mstallatlon._Testlng of installed EN 50346:2002+A2:2009 Yes Put_)llcly
cabling Available
2.233 Generic cabling systems EN 50173 series Yes Pupllcly
Available
2934 Telecom_mynlcatlons bonding networks for EN 50310:2016+A1:2020 Yes Put_)llcly
buildings and other structures Available
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Fibre optic interconnecting devices and Publicl
2.235 passive components - Fibre optic connector IEC 61754 series Yes olicly
_ Available
interfaces
Specification for the testing of balanced and
2936 coaxial information technqlogy cabllng - Pgrt 1: IEC 61935-1:2019 S Yes Pupllcly
Installed balanced cabling as specified in Available
ISO/IEC 11801-1 and related standards
Implementation and operation of customer . . .
2.237 premises cabling - Part 3: Testing of optical ISO/IEC 14763-3.2014+AMD1:2018 Yes Pub“Cly
7 . CSv Available
fibre cabling
2238 Cable management EN 61537:2007 Yes Publicly
Available
2.239 Galvanised finishes EN ISO 1462 Yes Publicly
Available
2240 Galvanised support steelwork in dry indoor EN 10347 Yes Put_)licly
unpolluted areas Available
2 241 Stainless steel or silicor} steel with 200 g/m2 ISO 1461. Yes Put_)licly
coating Available
2.242 Cable Trays - metal plate EN 10130:2006 Yes Publicly
Available
2.243 Cable Trays - metal plate EN 10131:2006 Yes PUt.)"Cly
Available
2.244 Cable Trays - metal plate EN 10149-3:2013 Yes Publicly
Available
2.245 Cable cleats for electrical installations IEC 61914:2015 Yes Publicly
Available
2.246 Metal arc welding EN 1012 Yes Publicly
Available
Directive 2001/95/EC of the .
2247 Standard power sockets - general product European Parliament and of the Yes Put_)llcly
safety . Available
Council of 3 December 2001
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EC 60884- .

2248 ' P!ugs and socket—outlt'ats for househgld and 1:2002+AMD1:2006+AMD2:2013 Yes Put_)llcly
similar purposes - Part1: General requirements csv Available

System of plugs and socket-outlets for Publicl
2.249 household and similar purposes - Part 1 Plugs IEC 60906-1:2009 IEC Yes Availany(a

and socket-outlets 16 A 250 V ac

Plugs, socket-outlets and couplers for IEC 60309- Publicl
2.250 industrial purposes - Part 1: General 1:1999+AMD1:2005+AMD2:2012 Yes ICY
. Available

requirements Csv

Plugs, socket-outlets and couplers for Publicl
2.251 industrial purposes - Part 4: Switched socket- IEC 60309-4:2006+AMD1:2012 CSV Yes lCy
. . : Available

outlets and connectors with or without interlock

2 952 Luminaires - Part 1: General requirements IEC 60598-1:2020 Yes Put_)licly
and tests Available
2953 Luminaires - Part 2-1: Particular rgqgirements IEC 60598-2-1:2020 Yes Put_)licly
- Fixed general purpose luminaires Available
2 254 Luminaires - Part 2-3: Particular requirements IEC 60598-2-3:2002+AMD1:2011 Yes Publicly
' - Luminaires for road and street lighting CSv Available

60598-2- Public!
2.255 Ground recessed luminaries 13:2006+AMD1:2011+AMD2:2016 Yes lCy
Available

CSV

Luminaires - Part 2-24: Particular Publicl
2.256 requirements - Luminaires with limited surface IEC 60598-2-24:2013 Yes olicly
Available

temperatures
. . Publicly
2.257 LED Life Expectancy IEC 62722-2-1:2015 Yes Available
I IEC ;

2.258 LED modules for general lighting - 62717:2014+AMD1:2015+AMD2:2019 Yes Publicly
Performance requirements csv Available
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Self-ballasted LED lamps for general lighting EC Publicl
2.259 services with supply voltages > 50 V - 62612:2013+AMD1:2015+AMD2:2018 Yes ICY
| Available

Performance requirements Csv
2960 Luminaire'performance - Part 2.-1 : .Particular IEC 62722-2-1:2014 Yes Puplicly
requirements for LED luminaires Available
2 961 LED modules for gqner_al lighting - Safety IEC 62031:2018 Yes Puplicly
specifications Available
DC or AC supplied electronic control gear for . Publicly
2262 LED modules - Performance requirements IEC 62384:2020 Yes Available
2263 Equipment for gen_eral Iigh_ting purposes - IEC 61547:2020 Yes Puplicly
EMC immunity requirements Available
2.264 LED protection against dust and water IEC 60529 Yes Pub“Cly
Available
Luminaires - Part 2-22: Particular IEC 60598-2-22:2014+AMD1:2017 Publicly
2.265 requirements - Luminaires for emergency Yes -
I CSv Available
lighting
Lamp control gear - Part 2-7: Particular
requirements for battery supplied electronic 5.7 . Publicly
2.266 control gear for emergency lighting (self- EC 61347-2-7:2011+AMD1:2017 CSV Yes Available
contained)

2967 Automatic test systems for b_atte_ry powered IEC 62034:2012 Yes Put_)licly
emergency escape lighting Available
2268 Emergency Lighting - Protection against dust IEC 60529 Yes Put_)licly
and water Available
N L Publicly
2.269 Escape lighting luminaire IEC 60598-2-22 Yes Available
2970 Safety of machiqery. Emergency stop function 1SO 13850:2015 Yes Puplicly
— Principles for design Available
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2971 Safety of machinery — I_Electrical equipment of IEC 60204-1:2016 Yes Put_)licly
machines Available
Directive 2006/42/EC of the Publicl
2.272 Machinery European Parliament and of the Yes Availab?/e
Council of 17 May 2006
Low-voltage switchgear and control gear -
Control circuit devices and switching elements IEC 60947-5- Publicl
2.273 : g eler 5:1997+AMD1:2005+AMD2:2016 Yes Icly
- Electrical emergency stop device with Available
. . . Csv
mechanical latching function
Low-voltage switchgear and control gear - Publicl
2.274 Control circuit devices and switching elements IEC 60947-5-1:2016 Yes olicly
. o . Available
- Electromechanical control circuit devices
. Publicly
2.275 Emergency Standby Power (ESP) ISO 8528-1:2018. Yes Available
2976 R(_—:'cipricating ipternal combustionl engine ISO 8528-13:2016. Yes Puplicly
driven alternating current generating sets Available
. . IEC Publicly
2.217 Connectors - EC 60309 industrial type 60529:1989/AMD2:2013/COR1:2020 Yes Available
The Directive 2014/30/EU of the
European Parliament and of the Publicl
2.278 Electromagnetic compatibility Council of 26 February 2014 on the Yes lCy
C Available
harmonisation of the laws of the
Member States
Requirements for the control of Publicl
2.279 electromagnetic interference characteristics of MIL-STD 461G Yes lCy
. Available
subsystems and equipment, December 2015
CE mark and EC Declaration of Conformity in Directive 2006/42/EC of the Publicl
2.280 compliance on machinery, and amending European Parliament and of the Yes Availab?/e
Directive 95/16/EC Council of 17 May 2006
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Reciprocating internal combustion engine

2,981 driven alternating current generating sets — v Publicly
. . i es X
Part 2: Englnes. ISO 8528-2:2018 Available
Reciprocating internal combustion engines —
2982 Performance. —_Part _1: Declaratlpns of power, ISO 3046-1:2002 Yes Pupllcly
fuel and lubricating oil consumptions, and test Available
methods
2.283 Aluminium ladder or platforms ISO 14122 series Yes Pupllcly
Available
- IEC 60529: 1989/ AMD2: 2013/ Publicly
2.284 Power Backup Characteristics COR1:2019 Yes Available
Regulation (Eu) 2016/1628 of the Publicl
2.285 Exhaust Emissions European Parlimant and of the Yes Availab?/e
Council of 14 Sepetember 2016
Reciprocating Internal Combustion Engine - Publicly
2.286 Exhaust Emmission Measurements - Part 4 1SO 8178 Yes Available
s e (U Spesc
2.287 - - - BS 5970:2012 Yes Publicly
installations in the temperature range of - Available
100°C to +870°C. Code of practice
Electrical insulation - Thermal evaluation and Publicl
2.288 designation. IEC 60085:2007 Yes olicly
Available
. IEC 60529: 1989/ AMD2: 2013/ Publicly
2.289 IP 23 protection COR1:2019 Yes Available
. . . . . Publicly
2.290 Portable fire extinguishers EN 3-7:2004+A1:2007 Yes X
Available
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Additional requirements to EN 3-7 for the
construction, resistance to pressure and ) ' .
2.291 mechanical tests for extinguishers with a . I.EN 3_8'2006.; _Portable f_|re Yes PUt.)“Cly
. extinguishers. Additional requirements Available
maximum allowable pressure equal to or lower
than 30 bar
Portable fire extinguishers. Provisions for . ) .
2.292 evaluating the conformity of a portable fire FTN 3.'10'2009 qut_able fire Yes PUt.)“dy
N extinguishers. Provisions Available
extinguisher to EN 3-7
L Publicly
2.293 Plates Tags and Bands Identification MIL-DTL 15024G Yes -
Available
Uninterruptible power systems (UPS) - Part 1: IEC 62040-1:2017/COR1:2019 Publicly
2.294 . - Yes X
Safety requirements Corrigendum 1 Available
Uninterruptible power systems (UPS) - Part 2: Publicl
2.295 Electromagnetic compatibility (EMC) IEC 62040-2:2016 Yes o
. Available
requirements
Uninterruptible power systems (UPS) - Part 3: Publicl
2.296 Method of specifying the performance and test IEC 62040-3:2011 Yes Availab?/e
requirements
Uninterruptible power systems (UPS) - Part 4: Publicl
2.297 Environmental aspects - Requirements and IEC 62040-4:2013 Yes olicly
_ Available
reporting
2.298 Electromagnatic Compatability IEC TS 61000-3-4 Yes PUt.)"Cly
Available
Stationary lead-acid batteries - Part 21: Valve . Publicly
2299 regulated types - Methods of test IEC 60896-21:2004 Yes Available
2300 Stationary lead-acid batteries - Part 22: Valve IEC 60896-22:2004 Yes Put_)licly
regulated types Available
2301 Leaflet 254 atmpsphgric electricity and STANAG 4370 edition 7, AECTP 250 Yes Put_)licly
lightning Available

NATO UNCLASSIFIED

Book I, Page -39



NATO UNCLASSIFIED

IFB-CO-15577-SSSB

Low-voltage surge protective devices - Part
2302 11: Surge protective devices cor.mected to low- IEC 61643-11:2011 Yes Put_)llcly
voltage power systems - Requirements and Available
test methods
Low-voltage surge protective devices - Part
2303 12: Surge protective devices connepted to low- IEC 61643-12:2020 Yes Pupllcly
voltage power systems - Selection and Available
application principles
IEC 61643-22:2015 Low-voltage surge
protective devices - Part 22: Surge protective Publicl
2.304 devices connected to telecommunications and IEC 61643-22:2015 Yes lcy
. ; . o Available
signalling networks - Selection and application
principles
Low-voltage electrical installations - Part 5-54:
2305 Selection gnd erection of electrical equment - IEC 60364-5-54:2011 Yes Put_)llcly
Earthing arrangements and protective Available
conductors
2306 Selection anq Installatioq _of Equipmeqt for the SDIP-29/2, March 2015 Yes Put_)licly
Processing of Classified Information Available
ow-voltage electrical installations - Part 7-714: Publicl
2.307 Requirements for special installations or IEC 60364-7-714:2011 Yes lCY
: S . Available
locations - External lighting installations
2.308 Lighting fixtures - minimum IP 66 IEC 60529 Yes Publicly
Available
Degrees of protection provided by enclosures Publicl
2.309 for electrical equipment against external IEC 62262:2002 Yes licly
S Available
mechanical impacts (IK code)
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LED lights with temperatures guaranteeing Publicly
2.310 excellent performance / efficiency and IEC 62722-2-1:2014 Yes Available
durability of at least 50.000 hrs

c . (GRC
ement Regulation for Concrete Works (Pre- Specific)

2.311 stressed, Reinforced and Unarmed) Presidential Decree 244/1980: Yes Publicl
(Government Gazette 69/A'/1989). Avai y
vailable

(GRC
. ELOT EN 10080, ELOT 1421-1, Specific)
2.312 Standards for concrete reinforcement steels ELOT 1421-3 " Yes Publicly
Available
Amendment of the New Concrete Regulation Ministerial Decision Si)?ag%c)

2.313 for the Design and Construction of Concrete D11E/0/30123/1991 (Government Yes Publicl
Works Gazette 1068/B'/31-12-1991 Avai y
vailable

(GRC
2314 (Reinforced Concrete Regulation) EKOS Ministerial Decision Yes Specific)
' 2000. D17a/116/4/FN429/18-10-2000 Publicly
Available
Adaptation of the Concrete Technology Ministerial Decision D14/50504/2002 S(?azgc)

2.315 Regulation to the Requirements of the (Government Gazette 537/B; /1-5- Yes PFE,Ib|iC|
Harmonized Standard 2002) ELOT EN 197-1 Avai y
vailable
Hellenic Earthquake Regulation 2000 Ministerial Decision D17a/141/3/FN sﬁggﬁc)

2.316 (Approval of the Greek Earthquake Regulation 275/1999 (Government Gazette Yes Publicl
2184/B; /20-12-19990 Avai y
vailable

L - (GRC
2317 Cement for the Construction of Concrete Ministerial Decision 16462/29/2001 Specific)
. Works (Government Gazette Yes Publicly

917/B'/17.7.2001) Avai

vailable
Approval of the New Regulation of Concrete Ministerial Decision D14/92330/08 8(25%0)

2.318 PP it o 9| ool (1416/B'/17.7.08) (Government Yes Pp i
einforcement steet fechnology Gazette 381/B'/24.3.2000) AV‘;”;‘Q’e
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Approval of the application and use of the Ministerial Decision DIPAD/OIK. Si)iglgi:c)

2.319 Euro codes in combination with the respective 372/2014 (Government Gazette Yes Publicl
National Appendices 1457/B'/5.6.2014) Avai y
vailable

(GRC
2.320 Building Regulations Government Gazette 59/D/3-2-1989 Yes i%i?:gl(; )
Available
Replacement of the current Regulation of Ministerial Decision Si)(iggc)

2.321 Internal Electrical Installations with the ELOT F.7.5/1816/88/2004 (Government Yes Publicl
Standards and other relevant provisions Gazette 470/B/5-3-2004) Avai y
vailable
Approval of the Energy Efficiency Regulation Joint Ministerial Decision D6/BYOIK S(iglgi:c)

2.322 PP -nergy Yy Reg 5825 (Government Gazette Yes pec
of Buildings (KENAK) Publicly
407/B/2010) Avai

vailable
Manual of Standard Distribution Structures of Sgizgc)

2.323 Public Power Corporation (PPC), the TBC Yes Publicl
Instructions Distribution of PPC SA ICly
Available

(GRC
2.324 Greek Technical Specifications mandatory | - g4yemment Gazette 2221/30-07-12 Yes Specific)
application in all public works. Publicly
Available

(GRC
2.325 Sewerage Regulations TBC Yes i%i?l'gl(; )
Available

Amendment and Supplementation of (GRC
- . . . Presidential Decree 71/88 Specific)
2.326 Building Fire Protection Regulation (Government Gazette 1316/B/31-12- Yes Publicly
1998) Available

Law 4412/2016 (adjustment to (GRC
2307 Public Procurement of Works, Supplies and Directives 2014/24/EU and Yes Specific)
' Services 2014/25/EU) Government Gazette Publicly
147/A/08-08-2016. Available
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Royal Degree of 13.5/1936 S(iglgi:c)

2.328 Regulation of Internal Hydraulic Installations (Government Gazette 23-06-1936) Yes P?Jblicl
and the respective amendments olicly
Available

(GRC
The Technical Instructions of the Technical Specific)
2329 Chamber of Greece TEE (TOTEE) Yes Publicly
Available
Facilities in Buildings and plots: Cold-Hot T echnical Instructions of the S(iggc)

2.330 Water Distribution" and Facilities in Buildings Technical Chamber of Greece Yes P%blicl
and plots: Sewerage Networks No02411/86 and 2412/86 ICY
Available

(GRC
- . . . Presidential Decree 41/2018 Specific)
2.331 Building Fire Protection Regulation (Government Gazette 80/AY7-5-2018) Yes Publicly
Available
2339 Fences - Specifi(.:ation for open_mesh steel BS EN 1722-14:2017 Yes Put_)licly
panel), Category 2: Boundary/perimeter fences Available
2333 Fences - Spegifigation for anti-intruder fences BS EN 1722-10:2019 Yes Put_)licly
in chain link and welded mesh Available
2334 Building hardware: Eadlocks and padlock EN 12320:2012 Yes Put_)llcly
fittings Available

(GRC
2335 Anchoring c_;f new steel reinforcement bars in PETEP:14-01-11-00 Yes Spec_lflc)
existing concrete elements Publicly
Available

(GRC
2336 Removal of loose or adhered material from PETEP:14-01-01-01 Yes Spec.|f|c)
concrete surfaces Publicly
Available

2337 Drilling in concrete members with cut-off of PETEP:14-01-03-02 Yes (GRQ
encountered reinforcement Specific)
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Publicly
Available
. . . . (GRC
The minimum thickness of reinforcement Greek Code for Reinforced Concrete Specific)
2.338 cover of slabs, beams and columns of a 2000 in conjunction with the Greek Yes pec
. B . Publicly
construction Antiseismic Regulation 2003 -
Available
Power generators rated as Emergency 4. Publicly
2:339 Standby Power (ESP) ISO 8528-1:2018 ves Available
2340 Concrete Spe_cification, Perforr_nanace, EN 206:2013+A2:2021 Yes Put_)licly
Production and Conformity Available
Design of structures for earthquake resistance Publicl
2.341 — Part 1: General rules, seismic actions and EN 1998-1:2004, Eurocode 8 - Part 1 Yes olicly
>€l Available
rules for buildings
Design of structures for earthquake resistance Publicl
2.342 — Part 3: Assessment and retrofitting of EN 1998-1:2004, Eurocode 8 - Part 3 Yes olicly
S o : Available
buildings and its implementation
2343 Design of stru.ctl.Jres for earthqugke resistance EN 1998-1:2004., Eurocode 8 - Part 4 Yes Put_)licly
— Part 4: Silos, tanks and pipelines Available
Design of structures for earthquake resistance Publicl
2.344 — Part 5: Foundations, retaining structures and | EN 1998-1:2004, Eurocode 8 - Part 5 Yes Availany(a
geotechnical aspects
2345 Design of st_ructures for earthquak§ resistance EN 1998-1:2004, Eurocode 8 - Part 6 Yes Pupllcly
— Part 6: Towers, masts and chimneys Available
Please
UK MOD Radio Site Clearance and Protection obtain
2.346 Part 2 Volume 2 JSP 604 Leaflet 3032 Yes through your
National
Delegation
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(EU) No 528/2012 of the European

2.347 Wood impregnation agents Parliament and of the Council of 22 Yes Put_)llcly
Available
May 2013
- . Publicly
2.348 Durability of wood and wood-based products ISO 21887:2007 Yes -
Available
2349 Concrete works: exposed to outdoor EN 206:2013+A2:2021 Yes Put_)licly
environment Available
2.350 Metal works exposed to outdoor environment 1ISO 12944-5:2019 Yes PUt.)“C|y
Available
2.351 UK MOD - RRH Benbecula - Proposed Ground | 1y i (PDF) 52393 A_05_100 Yes Yes
Floor Plan
UK - MOD - RRH Benbecula - Proposed .
2.352 Ground Floor Plan Option 7 Drawing (PDF) 52393 _A_05 100_7 Yes Yes
UK MOD - RRH Benbecula - Cable & Duct .
2.353 Routes for South Cletteravel Site Map Drawing (PDF) 007/SITE/SC Yes Yes
2.354 VKMOD - Gable & Buct Routes - RRH Saxa | prawing 073/BLDH/G/HO01 (PDF) Yes Yes
2355 UK MOD - RRH Benbecula - General Site Drawing (PDF) SNI-BBA)02-FULL- Yes Yes
Layout SITE-001
UK MOD - RRH Benbecula - General Site Drawing (PDF) SNI-BBAO-FULL-
2.356 Layout SITE-002 Yes ves
2357 UK MOD - RRH Saxa Vord - General Site Drawing (PDF) SNI-SXVO-FULL- Yes Yes
Layout SITE-001
UK MOD - RRH Benbecula - HYDRA C
2.358 SERVICES LAYOUT BLOCK HOUSE Drawing (PDF) RJC.2373.2105.M02 Yes Yes

MECHANICAL
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UK MOD - RRH Benbecula - HYDRA C

2.359 BLOCK HOUSE SMALL POWER Drawing (PDF) RJC.2373.2105.E03 Yes Yes
UK MOD - RRH Benbecula - HYDRA C .
2.360 BLOCK HOUSE AND OFFICE LIGHTING Drawing (PDF) RJC.2373.2105.E01 Yes Yes
. PDF document 20200428-HYDRA
2.361 UK MOD - 'T_Eiﬁfg?:iﬂ;; SCIDA Site BEB COMMS -SCIDA_ECR_Pt 2 Yes Yes
y 9 V2.0-O (Extracts)
2362 UK MOD - RRH Benbecula - Project Hydra Drawing W03306-SWH-XX-GF-DR-A- Yes Yes
) Site C - Proposed Ground Floor Plan 0600-202
2.363 Specification for Masonary Units EN 771-1+A1 Yes Publicly
Available
NATO Approved Technical Criteria and AC/4-N(2017)0002 (INV), 17 Jan

2.364 Standards for POL Facilities 2017 Yes Yes
2365 Facilities And Equipment for Receipt and STANAG 3756, edition 4, 9 Yes Publicly
’ Delivery of Aviation Kerosene and Diesel Fuels September 2002 Available
2366 Gaseous fire-extinguishing systems — Yes Publicly
’ Physical properties and system design - Part Available

5: FK-5-1-12 extinguishant ISO 14520-5:2019
Components for fire-extinguishing systems
using gas— Requirements and test methods

2367 — Con'talner valve assemblies _and their . ISO 16003:2008 Yes Put_)llcly
actuators; selector valves and their actuators; Available

nozzles; flexible and rigid connectors; and
check valves and non-return valves
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Guidance on design, selection and installation
2368 of vents to safeguard the structural |ntggr|ty of ISO/TS 21805:2018 Yes Pupllcly
enclosures protected by gaseous fire- Available
extinguishing systems
3 Programme and Project Management
Documentation
3.1 TBC TBC
4 Intergrated Logistic Support (ILS)
Documentation
. . Publicly
4.1 Procedures Performing a Failure Mode MIL-STD-1629A Yes -
Available
. - . Publicly
4.2 Electronic Reliability Design MIL-HDBK-338B Yes Available
. . Publicly
4.3 Logistic Support Analysis ASD S3000L NU Yes Available
Maintainability Publicly
44 Verification/Demonstration/Evaluation MIL-STD-471A Yes Available
45 NATO Guidance on Integrated Logistics ALP 10-2016 NU Yes Puplicly
Support Available
International Specification for Integrated . Publicly
46 Product Support (IPS) AIA/ASD SX000i Yes Available
. - , Publicly
4.7 Developing Dependability Requirements ADMP-1 NU Yes Available
48 Guidance for Dependability in Service ADMP-2 NU Yes Publicly
Available
Designing and Developing Maintainable ) : Publicly
4.9 Products and Systems MIL-HDBK-470A Yes Available
410 Logistic Support Analysis MIL-STD-1388-1A Yes Publicly
) Available
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411 Requirements for a Logistic Support Analysis MIL-STD-1388-2B Yes Put_>|ic|y
Record Available
Please
obtain
4.12 NATO Standard Bar Code Handbook STANAG 4329/AAP-44(A) Yes through your
National
Delegation
413 Cadification - Uniforrn S.ystem of Supply STANAG 3150 Yes Pul:_)licly
Classification Available
4.14 Codification - Unifp_rm .System of ltem STANAG 3151 NU Yes Put_)licly
Identification Available
415 Codification - Unifqrr_n System of Data STANAG 4177 NU Yes Put_)licly
Acquisition Available
416 Coadification - Uniform System of Exchange of STANAG 4199 NU Yes Put_)licly
Materiel Available
Manual of Codification - Uniform System of Publicl
417 Dissemination of Data Associated with NATO STANAG 4438 NU Yes Iy
Available
Stock Numbers
. . Publicly
4.18 NATO Packaging and Preservation STANAG 4280 NU Yes -
Available
419 Marking for ltem Storage and Transport STANAG 4281 Yes Put_)llcly
Available
Please
obtain
4.20 NATO Cryptographic Instructions SDIP 293 Yes through your
National
Delegation
4.21 EU Customs Declaration Form 302 Yes Pul:_)llcly
Available
5 Security and Safety Documentation
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5.1

Security within the NATO

C-M(2002)49-COR12

NU

No

Please
obtain
through your
National
Delegation

5.2

Security Committee - Directive on Classified
Project and Industrial Security

AC/35-D/2003-REV5

NU

No

Please
obtain
through your
National
Delegation

5.3

C3B Technical and Implementation Directive
on Supply Chain Security for COTS CIS
Security Enforcing Products

AC/322-D(2017)0016 (INV)

NU

No

Please
obtain
through your
National
Delegation

54

Security Committee - Directive on the Security
of Information

AC/35-D/2002-REV4

55

C3B INFOSEC technical and implementation
directive for the interconnection of CIS

AC/322-D/0030-REV5S

5.6

C3B Supporting document on the
interconnectio of NR CIS to the Internet

AC-322-D(2010)0058

5.7

C3B Technical and Implementation Directive
on CIS Security

AC/322-D/0048-REV3

NU

NU

No

Please
obtain
through your
National
Delegation

No

Please
obtain
through your
National
Delegation

No

Please
obtain
through your
National
Delegation

No

Please
obtain
through your
National
Delegation
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5.8

Security within the North Atlantic Treaty
Organisation

C-M(2002)49-REV1 (14 Nov 2020)

NU

Please
obtain
Yes through your
National
Delegation

5.9

Directive on Personnel Security

C/35-D/2000-REV8 (25 Nov 2020)

NU

Please
obtain
Yes through your
National
Delegation

5.10

Directive on Physical Security

AC/35-D/2001-REV3 (25 Jan 2020)

NU

Please
obtain
Yes through your
National
Delegation

5.11

Guidelines on Physical Security

AC/35-D/1030 (20 May 2005)

NU

Please
obtain
Yes through your
National
Delegation

5.12

Directive on the Security of Information

AC/35-D/2002-REV5 (25 Nov 2020 )

NU

Please
obtain
Yes through your
National
Delegation

5.13

The Primary Directive on Information
Management

C-M(2008)0113 (27 Nov 2008)

NU

Please
obtain
Yes through your
National
Delegation

5.14

Rules Of Engagement For Security Audits Of
NATO CIS

AC/35-N(2015)0022 (CISS) (20 Oct
2015)

NU

Please
obtain
Yes through your
National
Delegation
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Please
o | . AC/35-DI1016-REV3 (24 August obtain
5.15 Guidelines for Security Inspections 2017) NU Yes through your
National
Delegation
Please
Guidelines for Security Risk Management obtain
5.16 (SRM) of Communication and Information AC/35-D/1017-REV3 (29 Jun 2017) NU Yes through your
Systems (CIS) National
Delegation
Please
Guidelines for the Development of Security obtain
517 Requi AC/35-D/1015-REV3 (31 Jan 2012) Yes through your
equirements Statements (SRSs) Nati
ational
Delegation
Please
Guidelines for the Structure and Content of obtain
5.18 Security Operating Procedures (SecOPs) for AC/35-D/1014-REV3 (31 Jan 2012) NU Yes through your
CIS National
Delegation
Please
Guidelines on Business Continuity Planning obtain
5.19 For Communication and Information Systems AC/35-D/1039 (08 Oct 2008) Yes through your
(CIS) National
Delegation
Please
Guidelines for the Security Evaluation and obtain
5.20 Certification of Communication and Information AC/35-D/1019-REV1 (12 Dec 2008) NU Yes through your
Systems (CIS) National
Delegation
Please
Guidelines for the Security Accreditation of obtain
5.21 Communication and Information Systems AC/35-D/1021-REV3 (31 Jan 2012) NU Yes through your
(CIS) National
Delegation
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Please
INFOSEC Technical and Implementation obtain
5.22 Directive for the Interconnection of AC/322-D/0030-REV5 (23 Feb 2011) NU Yes through your
Communication and Information Systems CIS National
Delegation
Please
obtain
5.23 Directive for Transmission Security AC/322-D/0049-REV1 (29 Nov 2018) Yes through your
National
Delegation
Please
Technical and Implementation Directive on . obtain
5.24 Emissi . AC/322-D(2019)0021 (25 April 2019) Yes through your
mission Security. Nati
ational
Delegation
Please
Technical and Implementation Directive on obtain
5.25 CIS Securi AC/322-D/0048-Rev3 (18 Nov 2019) NU Yes through your
urity Nati
ational
Delegation
Please
obtain
5.26 Management Directive on CIS Security AC/35-D/2005-REV3 (12 Oct 2015) NU Yes through your
National
Delegation
Please
Technical and Implementation Directive on obtain
5.27 Supply Chain Security for COTS CIS Security AC/322'D(20213(;016 (30 March NU Yes through your
Enforcing Products ) National
g
Delegation
Technical and Implementation Directive on zlt()atzisr?
5.28 Introducing Secure Systems and Solutions AC/322-D(2019)0041 (1 October NU Yes through your
’ Using Commercial Off the Shelf (COTS) 2019) National
Products into NATO ationa
Delegation
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Please
obtain
5.29 UK MoD Defence Manual of Security Joint Service Publication (JSP) 440 Yes through your
National
Delegation
Please
obtain
5.30 Cable Separation SDIP-29/2 Yes through your
National
Delegation
Please
NATO Security Policy, The Directive on obtain
5.31 y FOlcy, The AC/35-D/2001 dated 17 June 2002 NU Yes through your
Physical Security 4
National
Delegation
6 Tools and Databases
. . Publicly
6.1 Topographical Data (UK Sites) ESRI Arc GIS software No Available
7 Allied Quality Assurance Publications
Mutual Acceptance of Government Quality
Assurance and Usage of The Allied Quality o Publicly
71 Assurance Publications (AQAP), 16 December STANAG 4107 (Edition 11) NU No Available
2019
Allied Quality Assurance Publication, NATO Publicl
7.2 Integrated Quality Requirements for Software AQAP-160 (Ed. 1) NU Yes olicly
. Available
Throughout the LifeCycle
73 NATO Guidance on the use of AQAP-160 AQAP-169 (Ed. 1) NU Yes Publicly
Available
NATO Policy on an Integrated Systems y Publicly
7.4 Approach to Quality Through the Life Cycle AQAP-2000 (Ed. 3) NU Yes Available
NATO Guidance on the Use of the AQAP Publicly
7.5 2000 Series AQAP-2009 (Ed. 3) NU Yes Available
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76 NATO Project Assessment Model AQAP-2050 (Ed. 1) NU Yes Publicly
Available
NATO Mutual Government Quality Assurance Publicly
7.7 (GQA) Process AQAP-2070 (Ed. B Ver.4) NU Yes Available
7.8 NATO Requirements for Quality Plans AQAP-2105 (Ed. C Ver.1) NU Yes s ‘;tl’l':g}’e
NATO Quality Assurance Requirements for ) Publicly
7.9 Design, Development and Production AQAP-2110 (Ed.D, Ver.1) NU Yes Available
710 NATO Quality Assuranqe Requirements for AQAP-2120 (Ed. 3) NU Yes Puplicly
Production Available
711 NATO Quality Assgrance Requirements for AQAP-2130 (Ed. 3) NU Yes Put_)llcly
Inspection and Test Available
NATO Quality Assurance Requirements for Publicly
712 Final Inspection and Test AQAP-2131 (Ed. C, Ver. 1) NU Yes Available
NATO Supplementary Software Quality Publicl
7.13 Assurance Requirements to AQAP-2110 or AQAP-2210 (Ed. A, Ver. 2) NU Yes Availab?/e
AQAP-2310
714 NATO Language Proficiency Levels, 15 STANAG 6001, Edition 5 NU Yes Puplicly
December 2014 Available
7.15 Software Life Cycle Process ISO/IEC 12207 Yes PUt.)"Cly
Available
716 Systems and _Software Engineering — System ISO/IEC 15288 Yes Put_)licly
Life Cycle Process Available
NATO Quality Management System Publicl

717 Requirements for Aviation, Space and AQAP 2310 NU Yes olcly
| Available

Defence Suppliers
7.18 International Standards 9000 Series Yes Put_)licly
Available
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7.19 International Standard 10012-1 (ISO-10012-1) Yes Publicly
Available
Publicly
7.20 Applicable NATO Standardisation Agreements N/A NU Yes Available
Mutual Accetptance of Government Quality Publicl
7.21 Assurance and usage of the Allied Quality STANAG 4107 (Edit 11) Yes AvailabI}/e
Assusrance Publications (AQAP)
, . . . STANAG 4427 (ACMP-2000 .
7.22 Configuration Managementin System Life | £piTioN A & ACMP-2009 EDITION A NU Yes el
y & ACMP-2100 EDITION A)
8 Health and Safety
8.1 Ladders. Terms, types, functional sizes EN 131-1:2015+A1:2019 NU Yes PUt.)"Cly
Available
8.2 Ladders. Part 2: Req.uirements, testing, EN 131-2:2010+A2:2017 NU Yes Put_)licly
marking Available
. . , ) Publicly
8.3 Ladders. Marking and user instructions EN 131-3:2018 NU Yes -
Available
Regulation (EU) 2016/425 of the Publicl
8.4 Personal Protective Equipment (PPE) European Parliament and of the NU Yes Availab?/e
Council of 9 March 2016
Directive 2001/95/EC of the Publicl
8.5 General Product Safety European Parliament and of the NU Yes Availab?/e
Council of 3 December 2001
Directive 2014/35/EU of the Publicl
8.6 Low Voltage Directive European Parliament and of The NU Yes Availab?le
Council of 26 February 2014
Restriction of the use of certain hazardous Directive 2011/65/EU of the Publicl
8.7 substances in electrical and electronic European Parliament and of the NU Yes licly
. . Available
equipment Council of 8 June 2011
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. . . — Regulation (EC) No 1907/2006 of the .
8.8 Reggg:tt;i%?{oﬁvﬂLg:gg}éﬁ?gg:g%n) and European Parliament and of the NU Yes AI:/ l;?lgcg?/e
Council of 18 December 2006

Protection against the dangers arising from Council Directive 2013/59/Euratom of Publicly

8.9 L o NU Yes X
exposure to ionising radiation 5 December 2013 Available

_— Directive 2014/30/EU of the ;
810 | Siates rlating o sleclromagnetic compatiiity | EUropean Parliament and of the NU Yes | pvaiable
9 9 patibity Council of 26 February 2014
. . . Publicly
8.11 Information technology equipment — Safety IEC 60950 series NU Yes Available
Functional safety of electrical/ electronic/ Publicl
8.12 programmable electronic safety-related IEC 61580 (parts 1 to 7):2010 NU Yes Availab?/e
systems
Electric cables - Halogen-free, low smoke, Publicl
8.13 thermoplastic insulated and sheathed cables IEC 62821 series NU Yes AvailabI}/e
of rated voltages up to and including 450/750V

. . . Publicly
8.14 Electromagnetic compatibility (EMC) IEC 61000 series NU Yes Available
8.15 CSV — Degrees of protection provided by IEC 60529 and AMD1: 1999 and NU Yes Publicly
) enclosures (IP Code) AMD2 2013 Available
8.16 Electrostatics. Protechop of electronic devices EN 61340-5-1:2016 NU Yes Pupllcly
from electrostatic phenomena Available
8.17 Systems Safety MIL-STD-882E 2012 NU Yes Publicly
Available
8.18 DoD Design Critgria S'tandard, Human MIL-STD-1472G 2012 NU Yes Puplicly
Engineering Available
8.19 Safety of machlnery — General prlnmples for ISO 12100:2010 NU Yes Pupllcly
design — Risk assessment and risk reduction Available
8.20 Rgzgulatlons/compllancg on cables on non- IEC 60332 NU Yes Pupllcly
toxic, halogen-free, non-inflammable coatings Available
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8.21 Rggulations/compliancg on cables on non- IEC 62821 series NU Yes Put_)licly
toxic, halogen-free, non-inflammable coatings Available
8.22 Rggulations/compliancg on cables on non- IEC 60754 NU Yes Put_)licly
toxic, halogen-free, non-inflammable coatings Available
8.23 Power cabling gnd electrical installations shall IEC 61008 NU Yes Pupllcly
comply with European safety rules Available
8.4 Power cabling gnd electrical installations shall IEC 61009 NU Yes Puplicly
comply with European safety rules Available
8.25 Power cabling gnd electrical installations shall IEC 60950 series NU Yes Pupllcly
comply with European safety rules Available
8.26 Power cabling gnd electrical installations shall IEC 60364 NU Yes Puplicly
comply with European safety rules Available
. Publicly
8.27 Protected from electrostatic phenomena IEC 61340 NU Yes Available
8.28 Dimensioning of the bending radius of cables VDE 0298, part 3 NU Yes ;/L;?l!%?/e
8.29 RF Exposure Levels STANAG 2345 Yes Publicly
Available
. Environmental Noise Directive Publicly
8.30 Noise Levels (2003/10/EC) NU Yes Available
C Directive 2014/30/EU of the European .
8.31 Harmom_satlon of the laws of Fhe 'V'emb.ef. Parliament and of the Council of 26 NU Yes PUt.)“dy
States relating to electromagnetic compatibility Available
February 2014
Requirements for the Control of Publicl
8.32 Electromagnatic Interereence Characteristics MIL-STD-461-G NU Yes lCy
. Available
of Sub-Systems and Equipment
8.33 Electrostatic discharge EN 61000-4-2 NU Yes Publicly
Available
. . . International Electro technical Publicly
8.34 Lightning Protection Commission (IEC)-62305:2020 series. NU Yes Available
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8.35 Leaflet 254 atm_osph'eric electricity and STANAG 4370 edition 6, AECTP 250 NU Yes Put_)licly
lightning. Available
EN 61643-11:2011, IEC 61643-
. . . 12:2020, IEC 61643- ;
836 | G other ighinng protecton measures | Z1:2000%AVD1:2008+AMD2:2012 NU Yes | pvaiable
ghtning p CSV, IEC 61643-22:2015 and IEC
62305:2020 series
8.37 effects of induced currents into a system EN 61000-4-5:2014 + A1:2017, Limit NU Yes Publicly
Level 4 Available
8.38 Standard of Workmanship MIL-STD-454 Yes Publicly
Available
Standards on the approximation of the laws of Publicl
8.39 the Member States relating to electromagnetic EC Council Directive 89/336/EEC Yes lCy
e Available
compatibility
9 Configuration Management
9.1 NATO Guidance on Configuration ACMP-2009 Yes Puplicly
Management Available
10 Training
10.1 Education and Individual Training Directive BiSC D-075-007, 2015 NU Yes x/ljati)llé%?/e
o - Publicly
10.2 Military Training Programmes MIL-STD-1379 Yes Available
11 Site Survey Photos and Doumentation
11.1 United Kingdom - Site Survey Photos and | gy Benbecula - New SSSB Room - No Yes
Doumentation
1.2 United Kingdom - Site Su_rvey Photos and RRH Benbecula - Other Internal No Yes
Doumentation
United Kingdom - Site Survey Photos and . .
11.3 Doumentation RRH Benbecula - Site Exterior No Yes
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114 United Kingdom - Site Survey Photos and RRH Benbecula - Antenna Field No Yes
Doumentation
United Kingdom - Site Survey Photos and RRH Benbecula - Cable Access
11.5 . . No Yes
Doumentation Points
11.6 United Kingdom - Site Survey Photos and RRH Benbecula - Comms Room No Yes
Doumentation
1.7 United Kingdom - Site Su_rvey Photos and RRH Benbecula - Generator No Yes
Doumentation
118 United Kingdom - Site Su_rvey Photos and RRH Benbecula - HVAC Room No Yes
Doumentation
11.9 United Kingdom - Site Su_rvey Photos and RRH Benbecula - Main PDP Room No Yes
Doumentation
United Kingdom - Site Survey Photos and RRH Benbecula - Land Quality
11.10 . No Yes
Doumentation Assessment
11.11 United Kingdom - Site Su_rvey Photos and RRH Benbecula - Ground Floor Plan No Yes
Doumentation
11.12 United Kingdom - Site Sqrvey Photos and RRH Benbecula - Benbecula Masts No Yes
Doumentation
11.13 United Kingdom - Site Survey Photos and RRH Portreath - Power Distribution No Yes
Doumentation
11.14 United Kingdom - Site Survey Photos and RRH Portreath - Power Sub Station No Yes
Doumentation
United Kingdom - Site Survey Photos and RRH Portreath - SSSB Compound -
11.15 . . No Yes
Doumentation Exterior
11.16 United Kingdom - Site Survey Photos and RRH Portreath - SSSB Shelter No Yes
Doumentation
1117 United Kingdom - Site Survey Photos and RRH Portreath - Storage Space No Yes
Doumentation
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11.18 United Kingdom - Site Sqrvey Photos and RRH Portreath - Bunker No Yes
Doumentation

11.19 United Kingdom - Site Survey Photos and RRH Portreath - Crew Building No Yes
Doumentation

11.20 United Kingdom - Site Sqrvey Photos and RRH Portreath - Current Antennas No Yes
Doumentation

United Kingdom - Site Survey Photos and RRH Portreath - Land Quality

11.21 : No Yes
Doumentation Assessment

11.22 United Kingdom - Site Su_rvey Photos and RRH Portreath - Fire Alarm System No Yes
Doumentation Layout

11.23 United Kingdom - Site Su_rvey Photos and RRH Portreath - Site Map No Yes
Doumentation

United Kingdom - Site Survey Photos and RRH Portreath - SSSB Compound

11.24 . . : No Yes
Doumentation Video (with Sound)

11.25 United Kingdom - Site Su_rvey Photos and RRH Saxa Vorq - Sumburgh Hotel No Yes
Doumentation (Airport)

11.26 United Kingdom - Site Sqrvey Photos and RRH Saxa Vord - Transformer No Yes
Doumentation

11.27 United Kingdom - Site Sqrvey Photos and RRH Saxa Vord - Unst Yell Car Ferry No Yes
Doumentation

11.28 United Kingdom - Site Sqrvey Photos and RRH Saxa Vord - UPS No Yes
Doumentation

11.29 United Kingdom - Site Survey Photos and RRH Saxa Vord - Antenna Field - No Yes

) Doumentation North of Main Site

11.30 United Kingdom - Site Survey Photos and RRH Saxa Vord - Baltasound Hotel No Yes
Doumentation

11.31 United Kingdom - Site Su_rvey Photos and RRH Saxa Vord - Crew Room No Yes
Doumentation
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United Kingdom - Site Survey Photos and

11.32 . RRH Saxa Vord - Generator No Yes
Doumentation

11.33 United Kingdom - Site Survey Photos and RRH Saxa Vord - Main PDP No Yes
Doumentation

11.34 United Kingdom - Site Sqrvey Photos and RRH Saxa Vord - Main Site Antenna No Yes
Doumentation Fields

11.35 United Kingdom - Site Survey Photos and RRH Saxa Vord - RF Ducting No Yes
Doumentation

11.36 United Kingdom - Site Survey Photos and RRH Saxa Vord - SSSB Shelter No Yes
Doumentation

11.37 United Kingdom - Site Su_rvey Photos and RRH Saxa Vord - HVAC No Yes
Doumentation

11.38 United Kingdom - Site Su_rvey Photos and RRH Saxa Vord - Land Quality No Yes
Doumentation Assessment

. . . RRH Saxa Vord - Environmental and
11.39 United Klngdog - Site Sqrvey Photos and Planning Portal Great Britain - Saxa No Yes
oumentation .
Vord (Diagram)
United Kingdom - Site Survey Photos and RRH Saxa Vord - Building H-SC - Fire

11.40 . . ; No Yes
Doumentation Panel Locations (Diagram)

11.41 NetherlandsD— Site Sur\(ey Photos and Julianadorp (R20) No Yes

oumentation

11.42 Netherlands - Site Sur\(ey Photos and Den Helder (Albatros) No Yes
Doumentation

11.43 Netherlands - Site Survey Photos and NL MOD Provided Site Photos - No Yes

) Doumentation Julianadorp (R20)
11.44 Netherlands - Site Survey Photos and NL MOD Provided Site Photos - No Yes

Doumentation

Noordwijk
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11.45 Netherlands - Site Sur\(ey Photos and NL MOD Provided Site Photos - No Yes
Doumentation Zeewolde
11.46 Netherlands - Site Survey Photos and NL MOD Provided Site Documents - No Yes
) Doumentation R20 New Sitiation Upgrade SSSB
. NL MOD Provided Site Documents -
11.47 Netherlands - Site Sur\_/ey Photos and Site Information Receive Site No Yes
Doumentation .
Noordwijk
. NL MOD Provided Site Documents -
11.48 Netherlands - Site Sur\(ey Photos and Site Information Transit Site No Yes
Doumentation )
Julianadorp
Netherlands - Site Survey Photos and NL MOD Provided Site Documents -
11.49 . No Yes
Doumentation Zeewolde
11.50 Netherlands - Site Survey Photos and Noordwijk - Antenna Fields No Yes
Doumentation
11.51 Netherlands - Site Sur\_/ey Photos and Zeewolde - PDP and Control Room No Yes
Doumentation
11.52 Netherlands - Site Sur\_/ey Photos and Zeewolde - RF Cabling No Yes
Doumentation
Netherlands - Site Survey Photos and Zeewolde - Site Access and Antenna
11.53 . . No Yes
Doumentation Fields
11.54 Netherlands - Site Sur\(ey Photos and Zeewolde - Technical Room No Yes
Doumentation
1155 Netherlands - Site Sur\(ey Photos and Zeewolde - Tx Room No Yes
Doumentation
11.56 Greece -Site Survey .PhOtOS and Crete - Mavros - Antenna Fields No Yes
Documentation
11.57 Greece -Site Survey .PhOtOS and Crete - Mavros - Building Roof Turrets No Yes
Documentation
11.58 Greece -Site Survey .PhOtOS and Crete - Mavros - DLOS No Yes
Documentation
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Greece -Site Survey Photos and

11.59 . Crete - Mavros - Equipment Room No Yes
Documentation

11.60 Greece -Site Survey .PhOtOS and Crete - Mavros - Fence No Yes
Documentation

11.61 Greece -Site Survey .Photos and Crete - Mavros - Fire Extinguishing No Yes
Documentation System

11.62 Greece -Site Survey .PhOtOS and Crete - Mavros - Generator No Yes
Documentation

11.63 Greece -Site Survey .Photos and Crete - Mavros - HVAC No Yes
Documentation

11.64 Greece -Site Survey .Photos and Crete - Mavros - Manholes No Yes
Documentation

11.65 Greece -Site Survey .Photos and Crete - Mavros - PDP No Yes
Documentation

11.66 Greece -Site Survey .PhOtOS and Crete - Mavros - Site Gate No Yes
Documentation

Greece -Site Survey Photos and Crete - Mavros - Overview Video (with

11.67 . No Yes
Documentation Sound)

11.68 Greece -Site Survey .PhOtOS and Crete - Road Junction - Fibre Optics No Yes
Documentation

11.69 Greece -Site Survey .PhOtOS and Crete - Sideros - Access Road No Yes
Documentation

11.70 Greece -Site Survey .PhOtOS and Crete - Sideros - Antenna Fields No Yes
Documentation

11.71 Greece -Site Survey .PhOtOS and Crete - Sideros - Current Building No Yes
Documentation

11.72 Greece -Site Survey Photos and Crete - Sideros - DLOS Mast No Yes

Documentation
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11.73 Greece -Site Survey .PhOtOS and Crete - Sideros - Equipment Room No Yes
Documentation

11.74 Greece -Site Survey .PhOtOS and Crete - Sideros - Fire Control Systems No Yes
Documentation

11.75 Greece -Site Survey .PhOtOS and Crete - Sideros - Generator No Yes
Documentation

11.76 Greece -Site Survey Photos and Crete - Sideros - HVAC No Yes
Documentation

11.77 Greece -Site Survey .Photos and Crete - Sideros - Manholes No Yes
Documentation

11.78 Greece -Site Survey .Photos and Crete - Sideros - PDP No Yes
Documentation

11.79 Greece -Site Survey .Photos and Crete - Sideros - Transformer No Yes
Documentation

11.80 Greece -Site Survey .PhOtOS and Crete - Sideros - UPS No Yes
Documentation

Greece -Site Survey Photos and Crete - Sideros - Site Overview Video

11.81 . . No Yes
Documentation (with Sound)

11.82 Greece -Site Survey Photos and Kythira (NE47) - Access Road No Yes
Documentation

11.83 Greece -Site Survey Photos and Kythira (NE47) - Antenna Fields No Yes
Documentation

11.84 Greece -Site Survey .Photos and Kythira (NE47) - Fencing to be No Yes
Documentation replaced

11.85 Greece -Site Survey Photos and Kythira (NE47) - New Build Location No Yes
Documentation

11.86 Greece -Site Survey Photos and Kythira (NE47) - Power Cable Route No Yes
Documentation
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11.87 Greece -Site Survey Photos and Kythira (NE47) - Power Distribution No Yes
Documentation

11.88 Greece -Site Survey Photos and Kythira (NE47) - Site Layout Drawings No Yes
Documentation

11.89 Greece -Site Survey Photos and Skyros - 7th AF Radar Station - DLOS No Yes
Documentation

11.90 Greece -Site Survey .Photos and Skyros - 7tt_1 AF Radar Station - No Yes
Documentation Equipment Room

11.91 Greece -Site Survey Photos and Skyros - 7th AF Radar Station - PDP No Yes
Documentation

Greece -Site Survey Photos and Skyros - 7th AF Radar Station - Power

11.92 . No Yes
Documentation Generator Room

11.93 Greece -Site Survey .Photos and Skyros - 7th AF Ra_dar Station - RF No Yes
Documentation Ducting

11.94 Greece -Site Survey .PhOtOS and Skyros - Kartsinoudi - Access Road No Yes
Documentation

11.95 Greece -Site Survey .PhOtOS and Skyros - Kartsinoudi - Antennas No Yes
Documentation

11.96 Greece -Site Survey .Photos and Skyros - Kart5|no'ud| - Automatic Fire No Yes
Documentation Supression System

11.97 Greece -Site Survey Photos and Skyros - Kartsinoudi - DLOS No Yes
Documentation

11.98 Greece -Site Survey .Photos and Skyros - Kartsinoudi - Equipment No Yes
Documentation Room

11.99 Greece -Site Survey .PhOtOS and Skyros - Kartsinoudi - Fencing No Yes
Documentation

11.100 Greece -Site Survey Photos and Skyros - Kartsinoudi - Fuel Tank No Yes
Documentation
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Greece -Site Survey Photos and

11.101 . Skyros - Kartsinoudi - Generator No Yes
Documentation

11.102 Greece -Site Survey Photos and Skyros - Kartsinoudi - HVAC No Yes
Documentation

11.103 Greece -Site Survey Photos and Skyros - Kartsinoudi - Main Building No Yes
Documentation

11.104 Greece -Site Survey Photos and Skyros - Kartsinoudi - MPDB No Yes
Documentation

11.105 Greece -Site Survey Photos and Skyros - Kartsinoudi - PDP No Yes
Documentation

11.106 Greece -Site Survey .Photos and Skyros - Kartsmoud[ - RF Cabling and No Yes
Documentation Routing

11.107 Greece -Site Survey .PhOtOS and Skyros - Kartsinoudi - Transformer No Yes
Documentation

Greece -Site Survey Photos and Skyros - Kartsinoudi - Site Overview

11.108 Documentation Video (with Sound) No Yes

11.109 Greece -Site Survey .PhOtOS and Skyros - Limnonari - Access Road No Yes
Documentation

11.110 Greece -Site Survey .PhOtOS and Skyros - Limnonari - Antennas No Yes
Documentation

11.111 Greece -Site Survey Photos and Skyros - Limnonari - DLOS No Yes
Documentation

11.112 Greece -Site Survey .PhOtOS and Skyros - Limnonari - Equipment Room No Yes
Documentation

11.113 Greece -Site Survey .Photos and Skyros - Limnonari - Fire Control No Yes
Documentation System

11.114 Greece -Site Survey Photos and Skyros - Limnonari - Fuel Tank No Yes

Documentation
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Greece -Site Survey Photos and

SIDP - GRC
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11.115 . Skyros - Limnonari - Generator No Yes
Documentation
11.116 Greece -Site Survey Photos and Skyros - Limnonari - HVAC No Yes
Documentation
1.117 Greece -Site Survey Photos and Skyros - Limnonari - Main Building No Yes
Documentation
11.118 Greece -Site Survey Photos and Skyros - Limnonari - PDP No Yes
Documentation
11.119 Greece -Site Survey Photos and Skyros - Limnonari - PDP next to UPS No Yes
Documentation
11.120 Greece -Site Survey .Photos and Skyros - Limnonari - RF Cabling No Yes
Documentation
11.121 Greece -Site Survey .Photos and Skyros - Limnonari - Site Gate and No Yes
Documentation Fences
11.122 Greece -Site Survey .PhOtOS and Skyros - Limnonari - UPS No Yes
Documentation
Greece -Site Survey Photos and Skyros - Limnonari - Site Overview
11.123 Documentation Video (with Sound) No Yes
. . . 20220131-NR-IFB-C0O-15577-SSSB-
11.124 Site '”forma“O”Kﬁatjoz]aCkage - United Book-2 - Part 4 - SOW - ANNEX B - Yes Yes
9 SIDP - UK
20220131-NR-IFB-C0O-15577-SSSB-
11.125 Site Information Data Package - Netherlands Book-2 - Part 4 - SOW - ANNEX E - Yes Yes
SIDP - NLD
20220131-NR-IFB-C0O-15577-SSSB-
11.126 Site Information Data Package - Greece Book-2 - Part 4 - SOW - ANNEX H - Yes Yes
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Bidders are cautioned that The Bidders Library includes
data/information that cannot be disclosed or re-transferred outside
SSSB prospective Bidders, and cannot be duplicated, used, disclosed,
or re-transferred — in whole or in part — for any purpose other than for
internal bidding purposes of the SSSB prospective Bidders, unless
otherwise expressly authorized by NCI Agency. The Bidders Library
contains NU and NR documents that may be useful to understand and
meet the requirements developed in the Bidding documents.

The Contract invokes a variety of Standard NATO Agreements
(STANAGS) and Military and former Standards (MIL-STDs). While these
are contractually binding reference documents, there are national and
international standards that are considered to be equivalent and are cited
as such within these documents. Where there exists a national or
international standard that is not specifically referenced in the STANAGs
or MIL-STDs as being equivalent, the Contractor may propose to utilise
such a standard if he can demonstrate to the satisfaction of the
Purchaser that such a standard is equivalent to the STANAG or MIL-STD
in question. The Purchaser, however, reserves the right to deny such a
request and demand performance in accordance with the standard cited
in the Contract.

Bidders Conference

Bidders shall note that NCI Agency envisages a 2-days Bidders
Conference for this IFB, which is planned to occur on 5-6 April 2022, in
Brussels, Belgium.

A limited number of three (3) places shall be reserved for each
prospective Bidder. Participants shall be required to confirm their
participation with minimum 2 weeks in advance.

Travel arrangements, including accommodation and their corresponding
costs, shall be the responsibility of the prospective Bidders.

The results of the Bidders Conference shall be provided, in writing, to all
Bidders, either at the Conference or immediately thereafter, via e-mail.

Further organizational details shall be provided later.
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SECTION 2. GENERAL BIDDING INFORMATION

2.1.
21.1.

21.1.1.

21.1.2.

2.1.1.3.

21.1.4.

21.1.5.

Definitions

In addition to the definitions and acronyms set in Clause 1 of Part Il of
the prospective Contract and the definitions and acronyms set in the
Clause entitled “Definitions” of the NCIO General Contract Provisions
(Part ), the following terms and acronyms, as used in this Invitation for
Bid shall have the meanings specified below:

"Bidder": a firm, consortium, or joint venture which submits an offer in
response to this solicitation. Bidders are at liberty to constitute
themselves into any form of Contractual arrangements or legal entity
they desire, bearing in mind that in consortium-type arrangements a
single judicial personality shall be established to represent that legal
entity. A legal entity, such as an individual, Partnership or Corporation,
herein referred to as the “Principal Contractor”, shall represent all
members of the consortium with the NCI Agency and/or NATO. The
“Principal Contractor” shall be vested with full power and authority to act
on behalf of all members of the consortium, within the prescribed powers
stated in an irrevocable Power of Attorney issued to the “Principal
Contractor” by all members associated with the consortium. Evidence of
authority to act on behalf of the consortium by the “Principal Contractor”
shall be enclosed and sent with the Bid. Failure to furnish proof of
authority shall be a reason for the Bid being declared non-compliant.

"Compliance": strict conformity to the requirements and standards
specified in this IFB and its attachments.

"Contractor": the awardee of this solicitation of offers, which shall be
responsible for the fulfilment of the requirements established in the
prospective Contract.

“Firm of a Participating Country”: an eligible firm legally constituted or
chartered under the laws of, and geographically located in, or falling
under the jurisdiction of, a Participating Country.

“Participating Country”: any of the NATO nations contributing to the
project, namely, (in alphabetical order): ALBANIA, BELGIUM,
BULGARIA, CANADA, CROATIA, CZECH REPUBLIC, DENMARK,
ESTONIA, FRANCE, GERMANY, GREECE, HUNGARY, ICELAND,
ITALY, LATVIA, LITHUANIA, LUXEMBOURG, THE NETHERLANDS,
NORWAY, POLAND, PORTUGAL, ROMANIA, SLOVAKIA, SLOVENIA,
SPAIN, TURKEY, THE UNITED KINGDOM, and THE UNITED STATES.
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2.2
2.21.

2.2.2.

2.2.3.

224,

2.3.
2.3.1.

2.3.2.

2.3.2.1.

2.3.3.

24,

24.1.

242.

NATO UNCLASSIFIED
IFB-CO-15577-SSSB

“Quotation” or “Bid”: a binding offer to perform the work specified in the
attached prospective Contract (Book Il)

“IFB”: Invitation for Bid
Eligibility and Origin of Equipment and Services

As stated in paragraph 1.4.1 above, only firms from a Participating
Country are eligible to engage in this competitive Bidding process. In
addition, all Contractors, sub-Contractors and manufacturers, at any tier,
must be from Participating Countries.

None of the work, including project design, labour and services shall be
performed other than by firms from and within Participating Countries.

No materials or items of equipment down to and including identifiable
Sub-assemblies shall be manufactured or assembled by a firm other
than from and within a Participating Country.

Unless otherwise authorised by the terms of the prospective Contract,
the Intellectual Property Rights to all design documentation and related
system operating software shall reside in NATO member countries, and
no license fees or royalty charges shall be paid by the Contractor to firms,
individuals or governments other than within the NATO member
community.

Bid Delivery and Bid Closing

The Bid Closing Date for the electronic submission of Bids in response
to this IFB is Thursday, May 19, 2022 at 14:00 Hours Central
European Time (CET).

Bids shall be submitted to the following e-mail address:
IFB-CO-15577-SSSB@ncia.nato.int

A further e-mail shall be sent immediately thereafter to
Martin.Steenwege@ncia.nato.int, to confirm the submission of the Bid to
the e-mail address in paragraph 2.3.2.1. This follow-up e-mail shall only
constitute a confirmation message and shall not include any bidding
documents.

Late Bids

Bids received at the NCIA e-mail address in paragraph 2.3.2.1 after the
date and time indicated in paragraph 2.3.1 may not be eligible for award.

Consideration of Late Bid
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243.11.
243.1.2.

243.1.3.
244,

2.4.5.

24511,
24.5.1.2.

2.4.06.

247.

2.5.
2.5.1.

2.6.
2.6.1.

2.6.1.1.
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The Purchaser considers that it is the responsibility of the Bidder to
ensure that the bid submission arrives by the specified Bid Closing Date.
A late Bid will only be considered for award under the following
circumstances:

A contract has not already been awarded pursuant to the IFB, and;

the Bid was sent to the correct e-mail specified in paragraph 2.3.2.1
above, and;

the delay was due solely to the fault of the Purchaser.
Receipt of an Unreadable Electronic Bid

If a bid received at the NCI Agency’s facility by electronic data
interchange is unreadable to the degree that conformance to the
essential requirements of the solicitation cannot be ascertained, or due
to Bidder’s submission, in contravention of these bidding instructions, of
electronic files that are encrypted or which contain passwords, the
Contracting Officer (CO) shall immediately notify the Bidder that the Bid
will be rejected unless the Bidder provides clear and convincing
evidence:

of the content of the Bid as originally submitted, and;

that the unreadable condition of the Bid was caused by Purchaser
software or hardware error, malfunction, or other Purchaser mishandling.

A Bid that fails to conform to the above requirements may be declared
noncompliant and may not be evaluated further by the Purchaser.

If it is discovered, during either the Administrative, Price or Technical
evaluation, that the Bidder has submitted an unreadable electronic bid,
the Bidder may be determined to have submitted a non-compliant bid.

Requests for Extension of Bid Closing Date

Bidders are informed that requests for extension to the Bid Closing Date
for the IFB shall be submitted to IFB-CO-15577-SSSB@ncia.nato.int,
with copy to Martin.Steenwege@ncia.nato.int. Any request for extension
shall be submitted by the Bidder no later than fourteen (14) days prior to
the established Bid Closing Date.

Purchaser’s Point of Contact

The Purchaser point of contact for all information concerning this
Invitation for Bid is:

Mr. Martin Steenwege, Senior Contracting Officer, Acquisition
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2.7.4.
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E-mail address: IFB-CO-15577-SSSB@ncia.nato.int, with copy to
Martin.Steenwege@ncia.nato.int

Request for IFB Clarifications

Bidders, at the earliest stage possible during the course of the solicitation
period, are encouraged to query and seek clarification of any matters of
a Contractual, administrative and technical nature pertaining to this IFB.

All questions and requests for clarification shall be forwarded to the
Purchaser via email using the Clarification Request Form provided at
Annex E of this Book I. Such questions shall be forwarded to the points
of contact specified in paragraph 2.6.1 above and shall be received not
later than twenty eight (28) calendar days prior to the stated Bid Closing
Date. The Purchaser is under no obligation to answer questions
submitted after this time. Requests for clarification must address the
totality of the concerns of the Bidder for any given area, as the Bidder
will generally not be permitted to revisit areas of the IFB for additional
clarification except as noted in 2.7.3 below.

Additional requests for clarification are limited only to the information
provided as answers by the Purchaser to Bidder requests for
clarification. Such additional requests shall arrive not later than fourteen
(14) calendar days before the established Bid Closing Date.

It is the responsibility of the Bidders to ensure that all Clarification
Requests submitted bear no mark, logo or any other form or sign that
may lead to reveal the Bidders’ identity in the language constituting the
clarification itself. This prescription is not applicable to the means used
for the transmission of the clarification (i.e. e-mail or form by which the
clarification is forwarded).

The Purchaser declines all responsibilities associated to any and all
circumstances regardless of the nature or subject matter arising from the
Bidders’ failure or inability to abide to the prescription in paragraph 2.7 4.

The Purchaser may provide for the removal of any form of identification
in the body of the clarification request in those instances in which such
practice is feasible as well as providing for a re-wording of the
clarification request in those cases in which the original language
submitted is deemed ambiguous, unclear, subject to different
interpretation or revelatory of the Bidders identity.

Bidders are advised that subsequent questions and/or requests for
clarification included in a Bid shall neither be answered nor considered
for evaluation and may be considered by the Purchaser as grounds for
a determination of non-compliance.
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Except as provided above, all questions will be answered by the
Purchaser and the questions and answers will be issued in writing to all
prospective Bidders.

The published answers issued by the Purchaser shall be regarded as
the authoritative interpretation of the Invitation for Bid. Amendment to
the language of the IFB included in the answers shall be incorporated in
the Bidders offer.

Where the extent of the changes implied by the response to a clarification
request is of such a magnitude that the Purchaser deems necessary to
issue revised documentation, the Purchaser will do so by the mean of
the issuance of a formal IFB amendment in accordance with paragraph
2.9 below.

The Purchaser reserves the right to reject clarification requests clearly
devised or submitted for the purpose of artificially obtaining an extension
of the bidding time (i.e. clarifications re-submitted using different wording
where such wording does not change the essence of the clarification
being requested).

Requests for Waivers and Deviations

Requests for alterations to, waivers or deviations from the terms or
conditions of the Invitation for Bid or the Prospective Contract may only
be considered as part of the clarification process set forth in paragraph
2.7 above. Requests for alterations to the specifications, terms and
conditions of the Contract which are included in a Bid as submitted may
be regarded by the Purchaser as a qualification or condition of the Bid
and may be grounds for a determination of non-compliance.

Amendment of the Invitation for Bid

The Purchaser may revise, amend or correct the terms, conditions
and/or specifications and provisions of the IFB at any time prior to Bid
Closing Date. Any and all modifications will be transmitted to all Bidders
by an official amendment designated as such and signed by the
Contracting Authority. Such amendment may be accompanied by an
acknowledgement of receipt which the Bidder shall complete and
forward to the Purchaser. Alternatively the Purchaser may provide for an
automatic reception notification mechanism within its electronic
transmission (i.e. email receipt) . This process of IFB amendment
issuance may be part of the clarification procedures set forth in
paragraph 2.7 above or be an independent action on the part of the
Purchaser.

The Purchaser will consider the potential impact of amendments on the
ability of prospective Bidders to prepare a proper Bid within the allotted
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time. The Purchaser may extend the Bid Closing Date at its discretion
and such extension will be set forth in the amendment document.

All revision or amendments issued by the Purchaser shall also be
acknowledged by the Bidder in its Bid by completing the
“‘Acknowledgement of Receipt of IFB Amendments” at Annex B-2.
Failure to acknowledge receipt of all amendments may be grounds to
determine the Bid to be non-compliant.

Modification and Withdrawal of Bids

Bids, once submitted, may be modified by Bidders, but only to the extent
that the modifications are in writing, conform to the requirements of the
IFB, and are received by the Purchaser prior to the exact time and date
established for Bid Closing. Such modifications shall be considered as
an integral part of the submitted Bid.

Modifications to Bids which arrive after the Bid Closing Date will be
considered as "Late Modifications" and will be processed in accordance
with the procedure set forth above concerning "Late Bids", except that
unlike a "Late Bid", the Purchaser will retain the modification until a
selection is made. A modification to a Bid which is determined to be late
will not be considered in the evaluation and selection process. If the
Bidder submitting the modification is determined to be the successful
Bidder on the basis of the unmodified Bid, the modification may then be
opened. If the modification makes the terms of the Bid more favourable
to the Purchaser, the modified Bid may be used as the basis of Contract
award. The Purchaser, however, reserves the right to award a Contract
to the apparent successful Bidder on the basis of the Bid submitted and
disregard the late modification.

A Bidder may withdraw its Bid at any time prior to Bid Opening without
penalty. Inorder to do so, an authorised agent or employee of the Bidder
must provide an original statement of the firm's decision to withdraw the
Bid.

Except as provided in paragraph 2.11.4.2 below, a Bidder may withdraw
its Bid after Bid Opening only by forfeiture of the Bid Guarantee.

Bid Validity

Bidders shall be bound by the term of their Bids for a period of twelve
(12) months starting from the Bid Closing Date specified in paragraph
2.3.1 above.

In order to comply with this requirement, the Bidder shall complete the
Certificate of Bid Validity set forth in Annex B-4. Bids offering less than
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the period of time referred to above for acceptance by the Purchaser may
be determined to be non-compliant.

The Purchaser will endeavour to complete the evaluation and make an
award within the period referred to above. However, should that period
of time prove insufficient to render an award, the Purchaser reserves the
right to request an extension of the period of validity of all Bids which
remain under consideration for award.

Upon notification by the Purchaser of such a request for a time extension,
the Bidders shall have the right to:

accept this extension of time in which case Bidders shall be bound by
the terms of their offer for the extended period of time and the Bid
Guarantee and Certificate of Bid Validity extended accordingly; or

refuse this extension of time and withdraw the Bid, in which case the
Purchaser will return to the Bidder its Bid Guarantee in the full amount
without penalty.

Bidders shall not have the right to modify their Bids due to a Purchaser
request for extension of the Bid validity unless expressly stated in such
request.

Bid Guarantee
The Bid Guarantee shall be submitted by:

email either directly by the banking institution or the Bidder to the email
address in paragraph 3.3.1.2, plus

mail the original copy to the address in paragraph 3.3.1.2.1.

The Bidder shall furnish with its bid a guarantee in an amount equal to
Three Hundred Thousand Euro (€300,000).

The Bid Guarantee shall be substantially similar to Annex C as an
irrevocable, unqualified and unconditional Standby Letter of Credit (SLC)
issued by any of the banks (used interchangeably with “financial
institution”) listed in Annex H or issued by a different financial institution
and confirmed by any of the banks listed in Annex H. In the latter case,
signed original letters from both the issuing institution and the confirming
institution must be provided. The confirming bank shall clearly state that
it will guarantee the funds, the drawing against can be made by the NCI
Agency. Bid Guarantees shall be made payable to the Treasurer, NCI
Agency.

"Standby Letter of Credit" or "SLC" as used herein, means a written
commitment by a financial institution listed in Annex H either on its own
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behalf or as a confirmation of the Standby Letter of Credit issued by a
different bank not listed in Annex H to pay all or part of a stated amount
of money, until the expiration date of the letter, upon presentation by the
Purchaser of a written demand therefore. Neither the financial institution
nor the Contractor can revoke or condition the Standby Letter of Credit.

Alternatively, a Bidder may elect to electronically make a cash deposit of
the required Guarantee directly to the bank account of the NCI Agency
(no cheques). The NCI Agency’s bank account details will be provided
separately upon request.

If the Bid Closing Date is extended after a Bidder's financial institution
has issued a Bid Guarantee, it is the obligation of the Bidder to have such
Bid Guarantee (and confirmation, as applicable) extended to reflect the
revised Bid Validity date occasioned by such extension.

Failure to furnish the required Bid Guarantee in the proper amount,
and/or in the proper form and/or for the appropriate duration by the Bid
Closing Date may be cause for the bid to be determined non-compliant.

The Purchaser will make withdrawals against the amount stipulated in
the Bid Guarantee under any of the following conditions:

The Bidder has submitted a bid and, after Bid Closing Date (including
extensions thereto) and prior to the selection of the successful bid,
withdraws its bid, or states that it does not consider its bid valid or agree
to be bound by its bid;

The Bidder has submitted a successful bid, but the Bidder declines to
sign the Contract offered by the Agency, such Contract being consistent
with the terms of the solicitation documents;

The Purchaser has offered the Bidder the Contract for execution but the
Bidder has been unable to demonstrate compliance with the security
requirements of the Contract at the date of Contract signature;

The Purchaser has entered into the Contract with the Bidder but the
Bidder has been unable or unwilling to provide the Performance
Guarantee required under the terms of the Contract within the time frame
required.

Bid Guarantees will be returned to Bidders as follows:

To non-compliant Bidders forty-five (45) days after notification by the
Purchaser of a non-compliant bid (except where such determination is
challenged by the Bidder; in which case the Bid Guarantee will be
returned forty-five (45) days after a final determination of non-
compliance);
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To all other unsuccessful Bidders within thirty (30) days following the
award of the Contract to the successful Bidder;

To the successful Bidder upon submission of the Performance
Guarantee required by the Contract or, if there is no requirement for such
a Performance Guarantee, upon Contract execution by both parties.

Pursuant to paragraph 2.11.4.2.
Cancellation of Invitation for Bid

The Purchaser may cancel, suspend or withdraw for re-issue at a later
date this IFB at any time prior to Contract award. No legal liability on the
part of the Purchaser for payment of any sort shall arise and in no event
will any Bidder have cause for action against the Purchaser for the
recovery of costs incurred in connection with preparation and submission
of a Bid in response to this IFB.

Electronic Transmission of Information and Data

The Purchaser will endeavour to communicate answers to requests for
clarification and amendments to this IFB to the prospective Bidders as
soon as practicable.

Bidders are cautioned that except for those cases in which electronic
transmission of documentation is not permissible (i.e. documents with
security classification mandating specific transmission methods) the
Purchaser will rely exclusively on electronic mail communication to
manage all correspondence related to this IFB, including IFB
amendments and clarifications.

Supplemental Agreements and Export Controlled Information

Bidders are required, in accordance with the certificate at Annex B-7 of
these Instructions to Bidders, to disclose any prospective Supplemental
Agreements that are required by national governments to be executed
by NATO as a condition of Contract performance.

Supplemental Agreements are typically associated with, but not
necessarily limited to, national export control regulations, technology
transfer restrictions and end user agreements.

Bidders are cautioned that failure to provide full disclosure of the
anticipated requirements and the terms thereof, to the best of the
Bidder's knowledge and experience, may result in the Purchaser
withholding award of the Contract or terminating an executed Contract if
it is discovered that the terms of such Supplemental Agreements
contradict the terms of the Prospective Contract, including but not limited

NATO UNCLASSIFIED

Book |, Page I-77



2.15.4.

2.16.

NATO UNCLASSIFIED
IFB-CO-15577-SSSB

to those addressing authority to install use, modify, or provide to others
to use or modify in accordance with the terms of the Contract any
software, item, documentation and/or material regardless of the nature
or content to be produced as a result of the performance under the
prospective Contract.

Supplemental agreement submitted after Contract Award shall not be
considered and may constitute grounds for termination of the Contract in
accordance with Clause 39 of the Contract General Provisions.

Notice to Bidders of Contract Distribution and Disclosure of
Information

The resulting Contract is subject to release to the applicable NATO
Resource Committee through the NATO Office of Resources (NOR).

The resulting Contract may be subject to release to (i) NATO Resource
Committees for audit purposes (including audits carried out using third
party companies- See Book Il, Special Provisions Article entitled, “Notice
of Authorized Disclosure of Information for Mandated NATO Third Party
Audits by Resource Committees”; and (ii) to the customer holding a
Service Level Agreement with the Agency related to this requirement,
upon request from that customer.
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SECTION 3. BID PREPARATION INSTRUCTIONS

3.1.

3.1.1.

3.2.

3.2.1.

General

Bidders shall prepare and submit their Bid in accordance with the
requirements and format set forth in this IFB. Compliance with all bid
submission requirements is mandatory. Failure to submit a bid in
conformance with the stated requirements may result in a determination
of non-compliance by the Purchaser and the elimination of the bid from
further consideration.

Bidders shall not simply restate the IFB requirements. A Bid shall
demonstrate that a Bidder understands the terms, conditions and
requirements of the IFB and its ability to provide all the services and
deliverables listed in the Schedules of the prospective Contract. Also, in
accordance with the prescription of this Section, Bidders shall clearly
illustrate the technology/functionalities, processes and procedures being
proposed and their level of maturity in relation to the requirements to be
satisfied as expressed in the SOW.

Bidders are informed that the quality, completeness, thoroughness and
clarity of the bid will affect the compliance determination of the bid.
Although the Purchaser may request clarification of the bid, it is not
required to do so and may make its determination on the content of the
bid as written. Therefore, Bidders shall assume that inconsistencies,
omissions, errors, lack of detail and other qualitative deficiencies in the
submitted bid will have a negative impact on the compliance
determination of their bid.

Partial Bids and/or bids containing conditional statements will be
declared non-compliant.

Bidders are advised that the Purchaser reserves the right to incorporate
the successful Bidder's Offer in whole or in part by reference in the
resulting Contract.

The level of classification of any documentation submitted as part of the
Bid shall not be higher than “NATO RESTRICTED”. In case of NATO
RESTRICTED documents the Bidder will take into account the
appropriate security measures and packaging.

Bid Package Content and Marking

The complete electronic bid shall consist of three distinct and separated
volumes described in the following subparagraphs. Detailed
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requirements for the structure and content of each of these packages are
contained in these Bidding Instructions.

Volume | - Bid Administration Package (paragraph 3.3)

Volume Il - Price Quotation (paragraph 3.4)

Volume Il - Technical Proposal Package (paragraph 3.5)

Each volume submitted shall comply with the below specifications:

Volume |, Bid Administration - The e-mail content shall be as described
in paragraph 3.3 below, with no password protection to the file and shall
not be more than 20MB total per e-mail.

IFB-CO-15577-SSSB—-Company Name—Part [-Admin
IFB-CO-15577-SSSB—-Company Name—Part |I-Bid Guarantee

Volume Il, Price - The e-mail content shall be as described in paragraph
3.4 below, with no password protection to the file, and shall not be larger
than 20MB total per e-mail.

IFB-CO-15577-SSSB-Company Name—Part [I-Price

Volume Ill, Technical - The e-mail content shall be as described in
paragraph 3.5 below, with no password protection to the file, and shall
not be larger than 20MB total per e-mail.

IFB-CO-15577-SSSB-Company Name—Part Ill-Technical

“Company Name” — In the subject line of the email, and in the names of
the individual files, the name of the bidder shall be abbreviated to no
more than 10 characters. For example, if a Company’s name is
“Computer and Technology Research Company’, the company name
could be shorted to “CTRC” in the email and file names.

Multiple emails may be submitted for each part if the content of the file(s)
is larger than 20MB per email submission; however, each file must
clearly identify the part number and the sequence to which it relates. For
example: IFB-CO-15577-SSSB—-Company Name—Part IlI-Technical
Part 1 of 4; IFB-CO-15577-SSSB—Company Name—Part Ill-Technical
Part 2 of 4 and so forth.

Acceptable File Formats

Unless otherwise directed, files can be submitted in Adobe pdf format.
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For Non-classified documents, the Purchaser does NOT accept hard
copies of bids, CD/DVDs, thumb drives, or zip files.

Volume 1 — Bid Administration Package
Quantity:

One (1) electronic PDF file containing all the documents specified in
paragraphs 3.3.3.1 through to 3.3.3.19, and

One (1) electronic PDF file of the Bid Guarantee (paragraph 3.2.2.1.2)
submitted to:

NCIABankGuarantee@ncia.nato.int

In addition, an Original (Paper) copy of the Bid Guarantee shall be sent.
This Original (Paper) shall be received no later than seven (7) business
days after the Bid Closing Date (in paragraph 2.3.1). This Original
(Paper) copy shall be sent to:

ATTN: Martin Steenwege
IFB-CO-15577-SSSB

Mailing Address: NATO Headquarters, Boulevard Léopold I, 1110
Bruxelles

Tel: +32 2 707 8335

Failure to comply with paragraphs 3.4.1.2 and 3.4.1.3 may be cause for
the bid to be determined non-compliant.

No indication disclosing or contributing to disclose the Bid Price shall be
made part of the Bid Administration Package. Failure to abide to this
prescription may result in the bid being declared non-compliant. The
Package shall include the Certificates set forth in Annexes to these
Bidding Instructions, signed in the original by an authorised
representative of the Bidder. The text of the certificates must not be
altered in any way. The Certificates are as follows:

0 (See below
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Certificate of Legal Name of Bidder)

Annex B-2 (Acknowledgement of Receipt of IFB Amendments)
Annex B-3 (Certificate of Independent Determination)

Annex B-4 (Certificate of Bid Validity)

Annex B-5 (Certificate of Exclusion of Taxes, Duties and Charges)

Annex B-6 (Comprehension and Acceptance of Contract Special and
General Provisions)

Annex B-7 (Disclosure of Requirements for NCI Agency Execution of
Supplemental Agreements) with the prospective text of such
Agreements, as applicable.

Annex B-8 (Certificate of Compliance AQAP or ISO 9001:2015 or
Equivalent) with a copy of the relevant quality certification attached to it.

Annex B-9 (List of Prospective SubContractors)
Annex B-10 (Bidder Background IPR)
Annex B-11 (List of SubContractor IPR)

Annex B-12 (List of Third Party IPR) and associated copies of license
agreements for each Third Party

Annex B-13 (Certificate of Origin of Equipment, Services, and Intellectual
Property)

Annex B-14 (List of Proposed Key Personnel)
0 Supply Chain Security Self-Attestation Statement

Annex B-15.bis  Vendor Specific Requirements for Supply Chain
Security

Annex B-16Disclosure of Involvement of Former NCI Agency
Employment

Annex B-16.Bis NCI Agency AD. 05.00, Code of Conduct: Post
Employment Measures

Volume 2 - Price Quotation

Introduction
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The authorized scope for this project and consequently that of any
Contract resulting from this IFB is that encompassed by the requirements
illustrated in Contract CLINs 1 through 17.

Optional CLINs are subject to express authorization to be provided by
the relevant NATO authorities. Therefore at the time of the signature of
any Contract resulting from this IFB, no obligation for the parties will arise
with respect to the performance and/or payments associated with these
CLINs. The obligation of the parties with respect to the scope of these
CLINSs are subject to the authorization by the relevant authorities and the
unilateral express exercise of the Options by the Purchaser.

Package Contents

Contents: the completed Bidding Sheets “IFB-CO-15577-SSSB -
Bidding Sheets.xlIs” provided with this IFB under Book | - Annex A.

The documentation stated in paragraph 3.4.2.1 above must be submitted
in one (1) version in Excel, and one (1) electronically signed PDF
conversion of the Excel file.

Pricing Prescriptions

Annex A to the present Book | contains the Bidding Sheets. Bidders shall
prepare their Price Quotation by completing the Bidding Sheets in strict
compliance with the Bidding Sheets Instructions. Such documentation
constitutes an integral part of this IFB and prescriptions contained therein
shall be referred to for the purpose of the evaluation set forth in
paragraph 4.3. Failure to abide to these Bidding Sheets Instructions may
lead to the bid being declared non-compliant.

Volume 3 - Technical Proposal Package

Bidders shall submit their Technical Proposal in one volume containing
the equipment’s technical specification sheets in compliance with the
technical specification addressed in the Statement of Work. The required
content of the Technical Proposal is described below, as of paragraph
3.5.3.

Additional materials such as brochures, sales literature, product
endorsements and unrelated technical or descriptive narratives shall not
be included in the Technical Proposal. These materials may be included
in a separate volume marked as Supplemental Material, but will not be
evaluated.

Executive Summary
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Bidders shall provide an overview of the salient features of their technical
proposal in the form of an executive summary.

This summary shall provide a clear description of the major points
contained in each of the required sections of the technical proposal and
shall demonstrate the depth of the Bidder's understanding of the project,
the implementation environment and the problems and risks of the
project implementation. The Bidder shall highlight the strengths they
bring to the project in terms of minimising the problems and reducing the
risks that they specify and perceive, as well as the key points of the
technical approach and solution. Typically, the executive summary shall
be between 10 and 15 pages in length.

Table of Contents

Bidders shall compile a detailed Table of Contents which lists not only
the section headings but also the major sub-sections, and topic headings
required set forth in these Instructions or implicit in the organisation of
the Technical Proposal.

Technical Proposal Cross Reference — Tracebility Matrix

For the preparation of the Technical Proposal that describes how the
respective requirements will be met, the Bidder shall include a completed
Technical Proposal Cross Reference — Tracebility Matrix. The Bidder
shall hereby confirm that it accepts and will perform the requirements
described in the Statement of Work by completing and submitting the
Cross Reference — Tracebility Matrix as detailed in Annex G. The Bidder
shall complete Column four (4) — Bid Reference — of the Table, citing the
appropriate section of the Technical Proposal that corresponds to each
row of the Matrix.

The completed Matrix serves as an index for the Purchaser’s Technical
Evaluation and also as an aid-memoire to the Bidder to ensure that all
the required information has been provided in the submitted Technical
Proposal.

Key Personnel

Bidders shall provide the resumes of the individuals designated as Key
Personnel to this project. For each role identified (at least one person per
role and a maximum of one role per person), the resumes shall
demonstrate that they have the expected knowledge, capability and
experience to meet the requirements of this Contract. The key personnel
are:

Project Manager;
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Technical Lead;
Test Director;
ILS Manager.

Bidders shall provide for all of the above Key personnel at least one of
the following valid Certificates:

Standardized Language Proficiency (SLP) of 3333 in English
corresponding to NATO STANAG 6001;

Common European Framework of Reference for Languages (CEFR) C1
for the English language;

Test of English as a Foreign Language (TOEFL) Internet-based Test
(iBT) 110 — 120;

Cambridge English Language Assessment CPE (45 to 59)/ CAE grade
B or C/ FCE grade A;

International English Language Testing System (IELTS) 6 points;

Bachelor's Degree or Higher from an accredited Institution in which
program of study has been completed fully in the English language.

Corporate Experience

Bidders shall describe the corporate structure of the Contractor and the
administration of the prospective Project within the overall corporate
structure. This information, labelled as “Corporate Capability”, should
indicate the chain of authority within the Contractor’s Organization from
the Project Manager to the Chief Executive Officer.

Bidders shall describe the Corporate Experience which demonstrates
relevant and recent experience of the Bidder in the design,
implementation and integration of projects similar to the subject
procurement.

Bidders shall describe the process by which the Project Manager may
have access to these “in-house” corporate resources and what level of
authority is required in the Corporation hierarchy to secure the needed
resources.

Bidders shall describe the Corporate Experience which shall provide
evidence of relevant and recent experience of the Bidder in the design,
implementation and integration of projects similar to the subject
procurement.
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The Bidder shall provide relevant and successful corporate experience
in at least two Contracts within the last five years for which the Bidder
has executed the design, configuration, installation, integration and
testing of similar radio frequency systems to meet military or government
requirements. For each of the Contracts the following data shall be
provided:

The Bidder shall provide a description of the key requirements and how
far these requirements have been met by the solution fielded, preferably
with a customer evaluation report.

A brief description of the financial and physical scope of the project
including the number of systems deployed/delivered.

The purchaser(s) of these systems.

The user(s) of these systems.

The Contract number(s).

The start date and end date of the Contract.

A valid Point of Contact for verification purposes.

The Bidder shall provide relevant and successful corporate experience
in at least two Contracts within the last five years of the major sub-
Contractors for the delivery of projects similar to the respective parts of
the subject procurement. For each of the Contracts the following data
shall be provided:

The Bidder shall provide a description of the key requirements and how
far these requirements were met by the solution fielded, preferably with
customer evaluation report;

A brief description of the financial and physical scope of the project
including the number of systems deployed/delivered;

The purchaser(s) of these systems;

The user(s) of these systems;

The Contract number(s);

The start date and end date of the Contract;

A valid Point of Contact for verification purposes.

The bidder shall provide the folllowing information regarding their sub-
contractors:
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Architecture and Engineering (A/E) company - the sub-contractor in
charge of and responsible for the studies, designs and the control of the
civil works (possibly more than one company, for example one for each
country: Netherlands (NLD), United Kingdom (GBR), Greece (GRC).

Civil Works execution company — the sub-contractor who will execute the
works according to the design (possibly more than one company, for
example one for each country: NLD, GBR, GRC).

Health and Safety (H&S) Coordinator — the sub-contractor qualified and
capable of being responsible for H&S of the study phase, design and, if
the bid is selected, for the safety coordination in execution phase
(possibly more than one coordinator, for example one for each country:
NLD, GBR, GRC)

Plans and documentation

The Bidder shall develop a preliminary Project Management and Control
Plan (PMCP) in accordance with the Statement of Work (SOW) of the
Prospective Contract. This plan shall identify the significant tasks
required to be accomplished and the items to be delivered in the
execution of the Contract. The Plan will centre on a preliminary Project
Work Breakdown Structure (PWBS) and supporting charts in accordance
with the SOW of the Prospective Contract.

The Contractor shall develop a preliminary Project Master Schedule
(PMS) in accordance with the SOW of the Prospective Contract that shall
contain all Contract events and milestones.

In the PMS, the relationship between the Work Packages and project
deliverables shall be clearly demonstrated as well as the schedule of
sub-Contracted performance.

The Bidder shall provide a preliminary Risk Assessment and
Management Plan (RAMP) defining his strategy for risk management to
meet the requirements in accordance with the Prospective Contract.

The Bidder shall provide a draft Documentation Submission Plan as
detailed in the SOW Section 15.

The Documentation Submission Plan shall not simply restate the SOW
requirements.

Communications and Information Systems (CIS)
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The Bidder shall submit a Preliminary System Engineering and Design
Plan (PSEDP), including a preliminary System Safety Engineering Plan
and a preliminary Electromagnetic Interference and Compatibility
(EMI/EMC) Control Plan as sub plans describing the preliminary design
of the proposed System.

The Bidder shall be required to support its design with information in such
a way as to convincingly demonstrate that the proposed design will meet
the safety and security requirements as set out in SOW Section 4 and
Section 5 of the prospective Contract, as well as any functional and
technical requirements as set outin SOW Annex A to | of the prospective
Contract.

The PSEDP shall provide detailed descriptions of how the proposed
designs shall meet each of the specific performance
requirements/parameters.

The Bidders shall take into account the constraints of the site(s) and
number of simultaneous transmissions, as well EMC, in its technical
proposal.

The PSEDP shall demonstrate that the system as delivered will meet all
safety and security requirements.

The Bidder shall describe their approach to preparing and maintaining
the Engineering Documentation Package (EDP).

The Bidder shall provide equipment specifications for each capability
separately as specified within the System Requirement Specification
(SRS) CIS Annexes.

The Bidder shall furnish detailed drawings, diagrams and specifications
of the proposed system.

The Bidder shall provide predicted performance characteristics and
specifications based on engineering analysis and/or extrapolations from
previous data.

The Bidder shall ensure that any hardware to be procured in accordance
with this IFB meets the hardware specifications as defined in SOW
Annex A, D and G.

Civil Works

The bidder shall submit a Civil Works schedule that meets the following
requirements:

Presents the "civil works sub-project" integrated into the core of this
project;
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Is established taking into account all the requirements mentioned in this
bidder's document, including the main milestone delivery dates (civil
works and installation of transmission equipment, external services,
etc.);

Shows necessary links between the specific civil works tasks and the
other tasks of the core project;

Includes key tests and trials planned for prior to the technical acceptance
of major equipment, site tests, provisional acceptance, etc.;

Shows ‘critical path'.

The Bidder shall submit preliminary analysis, documents and drawings
that address, as a minimum, the following criteria and make reference to
respective international standards or their Territorial Host Nation (THN)
equivalents:

Building regulations;
Stability;

Functionality;

Technical specifications;
Fire protection;

Physical security.

The Bidder shall submit for each radio site, preliminary and schematic
graphics, drawings, layouts, calculations, and narrative including the
following as a minimum:

Nature of construction, demolishing, dismantling, refurbishment or new
build works as well as installation works;

Application — general description where and why major material and
equipment are used / proposed for installation, construction, demolishing
and dismantling works;

Major equipment, installations and material performance parameters;

Identification and general description of method of implementation for
key works (including earth works, construction, installation, demolishing
and dismantling works);

General work schedule.

NATO UNCLASSIFIED

Book I, Page 1-89



3.5.94.

3.5.94.1.
3.5.94.2.
3.5.94.3.
3.5.944.

3.5.9.5.

3.5.9.5.1.

3.5.9.5.2.

3.5.9.5.3.
3.5.9.54.
3.5.9.5.5.

3.5.9.6.

3.5.9.6.1.
3.5.9.6.2.
3.5.9.6.3.

3.5.9.6.4.
3.5.9.6.5.

NATO UNCLASSIFIED
IFB-CO-15577-SSSB

The Bidder shall submit the schematic design for each radio site. The
schematic design shall make reference which international standards (or
their THN equivalents) are used for formats, numbering, legends,
representations, symbols and other indications. As a minimum they shall
include:

Floor plans;
Site plans;
Building elevations (all four sides - the east, west, north and south);

General description of building systems (structural, mechanical, HVAC,
plumbing, electrical, fuel distribution, firefighting, security, data and
phone cabling), interior and exterior finishes, and the building site with
supporting schematic and conceptual drawings.

The bidder shall submit preliminary drawings of civil works infrastructure
that include as the minimum:

The general situational layout showing the construction site, the site
installations, buildings, access to the site, cables, pipes etc. (scale
1/500);

The general site plan (scale 1/500) including the demolition phases,
accesses, roads and parking lots, buildings, foundations for antennas

and other installations, fences, safety zones, location of fuel tanks and
pipes etc.;

Drainage installations (1/100 and / or 1/200 scale);
Cables, pipes, ducts and trenches (1/100 and / or 1/200 scale);

Key dimensions of main infrastructure (for example roads and parking
lots, antenna fields).

The bidder shall submit preliminary drawings of buildings and
miscellaneous constructions that include as a minimum;

General plans/ layouts per building (1/100 scale);
Key cross sections drawings (scale 1/50);

The schematic plans and drawings of key construction details (scale
1/50, 1/20 or 1/10);

General roof plans with outlets (1/100 scale);

Key dimensions of buildings, rooms and wall openings.
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The bidder shall submit preliminary drawings of HVAC (scale 1/50 or
1/100) that include as a minimum:

General HVAC installation plans and drawings (with location of main
equipment

Ventilation ducts for air treatment installations, etc.;
General drawings with layout of heating elements, ventilation equipment;

In summary, the drawings and cross sections necessary to make the
bidder's general proposal understandable

The bidder shall submit preliminary drawings of the fire protection and
fighting system (scale 1/50 or 1/100) that include as a minimum:

Fire detection and fire alarm plans (with locations of the main
components such as control panels, detectors, etc.).

The bidder shall submit preliminary drawings of the electrical system
(scale 1/50 or 1/100) that include as a minimum:

General electrical installation plans and drawings (with location of the
main components — main power distribution board, electrical distribution
boards, UPS, battery rack, high -voltage cabin, etc.);

General plans with indication of lighting points and sockets;

Schematic diagram of the energy distributions including the distributions
from the main power distribution board to the electrical distribution
boards.

The bidder shall submit preliminary drawings of the ancillary equipment
(scale 1/50 or 1/100) that include as a minimum:

A schematic plan per room showing key equipment offered (scale 1/20
of 1/10) with reference to the respective technical data sheets.

The bidder shall submit preliminary drawings of the roads, paved areas
and landscaping that include as the minimum:

General plans and drawings (scale 1/100 and / or 1/200);

Major details of the structure of roads, parking lots, paths, sidewalks, etc.
(scale 1/100 and / or 1/50);

General plans for landscaping

Test and Evaluation
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The Bidder shall have identified their proposed test organization and
provided a preliminary Test and Evaluation plan by Work Breakdown
Structure (WBS) for the allocation of personnel and the time line for the
Test activities set forth as requirements in SOW Section 10.

The Bidder shall have submitted as an integral part of the testing
activities, a preliminary Security Test and Evaluation Plan (STEP) that
meets the requirements set forth as in SOW Section 5.

The Bidder shall have provided comprehensive information about the
major components, sub-assemblies and assemblies that are expected to
undergo partial testing and extensive testing and evaluation prior to
Factory Acceptance Test (FAT), Radio Site Acceptance Test (RSAT)
and System Acceptance Test (SAT).

If the Bidder proposes elements of the System to be submitted on the
basis of a Certificate of Conformity (CoC) based on prior test and
qualification, the Bidder shall provide a summary of the particulars and
especially the dates of the prior tests and for whom the testing was
executed.

The Bidder shall describe how the proposed CoC or request for
exemption of testing based on prior qualification will be processed from
the QA and CM aspects.

The Bidder shall describe the preliminary version of procedures and
controls to be employed for testing of components, sub-assemblies and
assemblies that are sub-Contracted and tested at sub-Contractor's
facilities.

Provisional System Acceptance (PSA) and Final Systems
Acceptance (FSA)

The Bidder shall provide a preliminary System Acceptance Plan, by
WBS, for the allocation of personnel and the time schedule to accomplish
all the activities required and ensure the timely delivery of all
documentation and other deliverables required for successful PSA and
FSA.

Security
The Bidder shall describe how the system will manage access control.

The Bidder shall describe how the system will manage identification,
authentication and authorisation.

The Bidder shall describe how the system will defend against malicious
software.
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The Bidder shall describe how the system will generate and collect
security logs

The Bidder shall describe what guides will be used to harden all system
deliverables.

The Bidder shall describe how they will perform vulnerability
management (CVE, testing specific vulnerabilities) throughout the
project lifecycle.

The Bidder shall describe how the project security (including supply
chain security) will be achieved.

Integrated Logistic Support Plan (ILSP)

Bidders shall provide a draft ILSP, as detailed in the SOW section 9.2.4.
This shall address the following in detail in accordance with the
requirements of Section 9 and Section 10:

The Contractor’s Integrated Logistic Support (ILS) organization, roles,
responsibilities and procedures;

ILS activities schedule with dependencies between different activities
and deliverables;

Maintenance and Support Concept (Maintenance Plan, detailed
Maintenance Level definitions and tasks);

Design Influence and interfaces with other functional/technical areas
(planning activities as an annex to ILSP, while the actual data and
methods to be covered under Support Case)

Reliability, Awvailability, Maintainability and Testability (RAMT)
Programme planning, activities, processes (including testing);

Logistics Support Analysis planning, reporting (such as Logistics Support
Analysis Requirements (LSAR)), activities and processes;

Support Case;

Planning of supply support (System Inventory, Codification,
Recommended Spare Parts List (RSPL) and Recommended
Consumables Items List (RCIL) template);

Planning, resourcing, calculating, procuring and providing the Initial
Provisioning (spares, consumables, support tools and test equipment)

Computer Resources
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Manpower and Personnel Requirements
Packaging, Handling, Storage and Transportation
Technical Publications Development Plan
Planning of supply chain security

Planning of obsolescence management and monitoring (Parts
Obsolescence Management Plan)

Bidders shall provide a detailed approach for the Maintenance and
Support Concept in the draft ILS Plan.

The Maintenance and Support Concept shall demonstrate the
understanding of the different Maintenance and Support Levels, the
interfaces between these different levels, maintenance and support
environment, constraints, locations, procedures, artefacts, organization,
personnel skills, related ITIL processes and responsibilities between
different parties to maintain the delivered baselines of the system in
different phases of the lifecycle.

The Maintenance Concept shall explain how the logistics support
resources (documentation, training, manpower and personnel, tools,
supply support and test equipment etc.) will be designed, acquired and
provided to enable the Purchaser to obtain the assigned maintenance
level capabilities separately addressing system level, hardware (HW)
and software (SW) level.

The draft Maintenance and Support Concept shall be compliant with the
SOW requirements in Section 9.

In-Service Support Plan (ISSP)

Bidders shall provide a separate, stand-alone draft ISSP that is fully
compliant with the requirements outlined in Warranty and Optional CLS
Annex/Addendum. The Bidder's ISSP shall detail the responsibilities
and services until FSA and during the Warranty period, covering the
following topics at minimum:

The Contractor’'s Support organization, roles, responsibilities, processes
and procedures (between PSA and FSA; and during warranty);

Description of the system of interest (SOI);

Description of the integrated support concept, including the maintenance
concept, warranty concept, customer support concept, service
management & control concept, ITSM processes including but not limited
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to the incident, problem management, release and deployment
management, and configuration and change management;

Brief description of the Purchaser and Host Nation maintenance and
support organization; their interfaces and interactions with each other;

Description of sub-contractors, vendors and other third parties involved
in warranty and support;

Description and allocation of operation, Service Management & Control
(SM&C) and corrective and preventive maintenance tasks required to
operate and maintain the system;

Description of the Sustainability measures (obsolescence management,
failure reporting, performance monitoring, reliability and availability
assessment and reporting);

Procedures to follow when any part of the system fails together with
response times for analysis and resolution by the Contractor,

Comprehensive lists of all available spares, consumables, and software
licenses, support software tools, COTS documentation, technical
documentation, training documentation and manuals.

Contractor Logistics Support (CLS) Plan

Bidders shall provide a draft CLS Plan as an annex to the ISSP detailing
the responsibilities and services under the optional CLS services during
the warranty and post-warranty. The draft CLS Plan shall cover the
requirements outlined in Warranty and Optional CLS Annex/Addendum
fully. The Bidder's CLS Plan shall be detailed enough to form a
comprehensive understanding of how they propose to meet the optional
CLS requirements of this SOW during warranty and post warranty
periods separately. The CLS Plan shall detail the following:

The Contractor’s proposed CLS Management Organization;

Description and details of the optional CLS services and sub-services
that will be made available;

SSSB Service Catalogue detailing how the Bidder will create, maintain
and provide the services required by the SOW and associated KPI’s;

CLS Strategy, including intervention on each site, preventive and repair
activities, spares replenishment plan and process,

The location of the repair facilities that will be utilised, and/or the source
within the corporate organization of the service and expertise required;
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Description of how CLS shall be fulfilled during times of crisis and
conflict;

Method for site personnel to inform CLS Contractor when spares have
been used and when assistance is needed;

Method of meeting, recording and evaluating the Contractor's
performance during CLS and KP/I’s outlined in SOW;

Description of the strategy for replacing hardware that can no longer be
economically supported by the Contractor or sub-contractors.

Description of how CM procedures will continue to be implemented on
the hardware and software/firmware during the CLS period.

Description of the proposed logistic and maintenance information
processes,

Identification of the proposed sub-contractors/vendors during the CLS
period, including the firm, the nation of origin, the major items
(assemblies, sub-assemblies) or services.

Description of how the QA/QC Programme of the Prime Contractor and
sub-contractors will meet the provisions of this Contract.

The CLS Plan shall not simply restate the SOW requirements or solely
provide empty templates.

Support Case

Bidders shall provide a draft Support Case, in accordance with the
requirements in SOW Section 8 and 9, and as detailed in the SOW
section 8.5.2. The Support Case shall provide sufficient details on how
the Logistic Support Analysis (LSA) and RAMT Program will be
managed, developed, resourced and maintained in accordance with the
requirements. The Support Case shall provide sufficient details
including, but not limited to, the following to show the Bidder’s approach
and capability to perform the required LSA studies:

How various SRS and SOW RAMT requirements shall be integrated into
the system design;

How LSA shall be performed including the creation of a draft LCN;

Task analysis shall be performed including inputs, methods, tools,
standards and outputs (template and content for the proposed design);

Level of Repair (LORA) Analysis shall be performed (template and
content in accordance with the proposed design);
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Maintenance Allocation Chart (MAC) shall be provided (template and
content in accordance with the proposed design);

Total cost of Ownership analysis shall be conducted;
Obsolescence Analysis and Management shall be performed,;

Spare part calculations and reporting shall be undertaken, and spare and
consumables set shall be provided (template and content in accordance
with the proposed design);

How planning and execution of the O&M Procedures Verification Test
shall be done with references to the Master Test Plan.

The Support Case shall provide sufficient details including, but not
limited to, the following to show the Bidder's approach and capability to
perform the required RAMT studies:

RAMT allocation, prediction, calculation and testing activities shall be
planned, resourced and performed;

RAMT allocation, prediction, RBD analysis shall be performed including
calculations, inputs, methods, tools, standards and outputs;

FMECA shall be performed including inputs, methods, tools, standards
and outputs;

FMECA report shall be provided as compliant with MIL-STD-1629A
(template and content in accordance with the proposed design);

Testability report shall be provided (template and content in accordance
with the proposed design);

How the verification and testing activities will be planned and performed;

The Support Case shall not simply restate the SOW requirements or
solely provide empty templates.

Training Plan (TP)

Bidders shall provide a draft training plan by creating the necessary
sections to cover and detail all training related requirements outlined in
SOW Section 16.

The training plan shall detail how the Training Needs Analysis (TNA) will
be performed with all possible deliverables, inputs and outputs to the
process; which and how training materials will be provided, and how the
courses will be conducted.
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The training plan shall explain in detail how the Bidder will schedule,
resource and manage the various training requirements (TNA, training
schedule, training courses and material, training tools, media, training
personnel, training reviews, meetings, assessment, evaluation and
reporting) starting from the contract award until the acceptance.

The Training Plan shall not simply restate the SOW requirements or
solely provide empty templates.

Configuration Management Plan (CMP)

The Bidder shall provide a draft CMP in accordance with the ACMP-2009
and as detailed in the SOW Section 7.

This shall address all the CM sections (Organization, Configuration
identification and Documentation, Baselines, Configuration control,
Interface management, Change request Process, Configuration Status
Accounting, Configuration Audits and Reviews and Configuration
Management Tools) detailing the activities under each section to be
compliant with the requirements.

The draft CMP shall at least cover how the CM process will be planned,
managed, resourced, executed and provided including the organization
and personnel, CM tools, directives and standards, meetings, reviews
and deliverables (baselines, documents, CMDB etc.).

The CMP shall not simply restate the SOW requirements.
Quality Assurance (QA)
The Bidder shall provide a draft QA Plan as detailed in SOW Section 6.

The draft QA Plan shall provide sufficient information that the Quality
Management processes and organization are in place for the project in
accordance with AQAP-2110 and /or equivalent ISO standards.

The QA Plan shall detail QA procedures for requirements analysis,
design, development, production, installation, test, acceptance,
certification, support, defects and corrective actions, documentation,
reviews and audits including subcontractor management specified for
this project.

The QA Plan shall not simply restate the SOW requirements.
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SECTION 4. BID EVALUATION AND CONTRACT AWARD

41.

41.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

41.7.

General

The evaluation of bids will be made by the Purchaser solely on the
requirements contained in this IFB.

The evaluation of bids and the determination as to the compliance or
technical adequacy of the supplies and services offered will be based
only on that information furnished by the Bidder and contained in his bid.
The Purchaser shall not be responsible for locating or securing any
information that is not included in the bid.

To ensure that sufficient information is available, the Bidder shall furnish
with his bid all information appropriate to provide a complete description
of the work that will be performed and/or the supplies to be delivered.
The information provided shall be to a level of detail necessary for the
Purchaser to determine exactly what the Bidder proposes to furnish and
whether the offer meets the technical, administrative and contractual
requirements of this IFB.

During the evaluation, the Purchaser may request clarification of the bid
from the Bidder and the Bidder shall provide sufficient detailed
information in connection with such requests as to permit the Purchaser
to make a final determination based upon the facts. The purpose of such
clarifications will be to resolve ambiguities in the bid and to permit the
Bidder to state his intentions regarding certain statements contained
therein. The Bidder is not permitted any cardinal alteration of the bid
regarding technical matters and shall not make any change to its Price
Quotation at any time.

The Bidder's prompt response to the Purchaser's IFB clarification
requests is important and therefore failure to provide the requested
clarifications within the time-limits set forth in the specific Clarification
Requests may cause the bid to be deemed non-compliant.

The evaluation will be conducted in accordance with NATO Infrastructure
Bidding Procedures as set forth in the document AC/4-D/2261 (1996
Edition). The bid evaluation methodology to be followed was agreed by
the NATO Infrastructure Committee.

The administrative compliance of the Bids will be evaluated first. Bids
that are declared administratively non-compliant may be rejected without
further evaluation. Following evaluation for administrative compliance,
the Price Quotation of each Bidder is evaluated, and subsequently only
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4.2,

4.21.

421.1.
4.21.2.
4.2.1.3.

4.2.2.

4.2.3.

4.3.
4.3.1.

4.3.1.1.

4.3.1.2.

4.3.1.3.

4.3.2.
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the Technical Proposals of the apparent lowest priced bid is evaluated
for technical compliance with the requirements of the SOW.

The Contract resulting from this IFB will be awarded to the bidder whose
offer, as evaluated by the Purchaser, is the lowest priced bid and in
compliance with the requirements of this IFB.

Administrative Criteria

Prior to commencement of the Price and Technical evaluation, Bids will
be reviewed for compliance with the Bid Submission Requirements of
this IFB. These are as follows:

The Bid was received by the Bid Closing Date,
The Bid was submitted and marked properly,

The Administrative Package contains all the requested signed originals
of the required Certificates at Annex B hereto.

A Bid that fails to conform to the above requirements may be declared
non-compliant and may not be evaluated further by the Purchaser.
Bidders whose bids were assessed as administratively non-compliant
will be notified only if their proposal is evaluated as the lowest priced bid.

If it is discovered, during either the Price or Technical evaluation, that the
Bidder has taken exception to the Terms and Conditions of the
Prospective Contract, or has qualified and/or otherwise conditioned his
offer on a modification or alteration of the Terms and Conditions or the
language of the SOW, the Bidder may be determined to have submitted
a non-compliant bid.

Price Criteria

Price Evaluation Criteria - the Bid will be evaluated against the following
criteria:

Completeness and formal compliance of the Price Quotation with all IFB
provisions and Bidding Instructions.

Total Firm Fixed Price offered for the requested CLIN’s in the Bidding
Sheets i.e. CLINs 1 through 17, including the options of CLIN 10.

The Bid meets the requirement for Price Realism, in accordance with
paragraph 4.4 below.

Determination of Lowest Priced Bid:
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4.3.3.
4.3.3.1.

4.3.3.2.
4.3.3.3.
4.3.4.

4.3.4.1.

4.3.4.2.
43.4.21.

4.3.4.2.2.

4.3.4.2.3.
43.4.24.

4.3.4.2.5.
4.3.4.2.6.

4.3.4.2.7.
4.3.4.2.8.
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In order to determine the lowest offered price, the Purchaser will convert
all prices quoted into Euro for purposes of comparison. The exchange
rate to be utilised by the Purchaser will be the average of the official
buying and selling rates of the European Central Bank at close of
business on the last working day preceding the Bid Closing Date.

Inconsistencies and Discrepancies in Bid Price Quotation:

In case of inconsistencies, discrepancies and/or contradictory pricing
information in the different parts of the Bid price submission and
notwithstanding the possibility for the Purchaser, at its sole discretion to
obtain clarification from the bidder, for the purpose of determining the
total price of the Bid, the following order of precedence shall apply:

PDF copy of the completed Bidding Sheets,
Microsoft Excel copy of the completed Bidding Sheets.
Basis of Price Comparison

The sum of the Total Firm Fixed Prices offered (CLIN’s 1 through 17,
including the options of CLIN 10) shall be compared on the basis of the
prices offered converted to Euro as stated in paragraph 4.3.2.1 above.
Option CLINs 18 through 23 shall not be considered for the purpose of
total price comparison, however they shall be considered for the
purposes outlined in paragraphs 4.3.1, 4.3.4.2, 4.4, and 4.5.

The Bid will be evaluated against the following criteria:

The Bidder must have furnished firm fixed prices for all items listed,
including all options.

All pricing data, i.e., quantities, unit prices, shall be provided as reflected
in the Biding Sheet.

Bid prices include all costs for items supplied, delivered, and supported.

The Bidder must have provided accurate unit prices of each of the sub-
items(s) he has added (if any).

The currency of all line items is to be clearly indicated.

The bidder must have provided accurate unit price and total price for
each line item under CLIN’s 1 through 23.

The grand total shall be accurate.

Bidders shall quote in their own national currency or in EUR, the host
nation currency, or they may submit bids in multiple currencies.
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4.3.4.2.10.

4.3.4.2.11.

4.3.4.3.

4.4,

441.

44.2.

44.21.

4422

4.4.23.

4.4.3.
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All prices shall be accurately entered into appropriate columns, and
accurately totalled.

Bidders must have indicated that in accordance with the treaties
governing the terms of business with NATO, exclude from their prices all
taxes, duties and customs charges from which the Purchaser has been
exempted.

Price quotes for each individual item, and totalled prices are accurate
and realistic, based on historic data, and/or market and competitive
trends in the specified industrial sectors.

A bid that fails to meet the compliance standards defined in this section
may be declared non-compliant and may not be evaluated further by the
Purchaser.

Price Realism

Otherwise successful Bidders that submit a Price Quotation so low that
it is not a realistic reflection of the objective cost of performance of the
associated Technical Proposal may be considered by the Purchaser to
have submitted an unrealistic offer and that offer may be determined to
be non-compliant.

Indicators of an unrealistically low bid may be the following, amongst
others:

Labour Costs that, when amortised over the expected or proposed direct
labour hours, indicate average labour rates far below those prevailing in
the Bidders locality for the types of labour proposed.

Direct Material costs that are considered to be too low for the amounts
and types of material proposed, based on prevailing market prices for
such material.

Numerous Line Item prices for supplies and services that are provided
at no cost or at nominal prices.

If the Purchaser has reason to suspect that a Bidder has artificially
debased its prices in order to secure contract award, the Purchaser will
request clarification of the bid in this regard and the Bidder shall provide
explanation on one of the following bases:
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4.4.3.3.
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4.4.5.

4.4.6.
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An error was made in the preparation of the Price Quotation. In such a
case, the Bidder must document the nature of the error and show
background documentation concerning the preparation of the Price
Quotation that makes a convincing case that a mistake was made by the
Bidder. In such a case, the Bidder shall petition the Purchaser to either
remain in the competition and accept the Contract at the offered price,
or to withdraw from the competition.

The Bidder has a competitive advantage due to prior experience or
industrial/technological processes that demonstrably reduce the costs of
Bidder performance and therefore the price offered is realistic. Such an
argument must support the Technical Proposal offered and convincingly
and objectively describe the competitive advantage and the net savings
achieved by this advantage over standard market practices and
technology.

The Bidder recognises that the submitted Price Quotation is
unrealistically low compared to its cost of performance and, for business
reasons, the Bidder is willing to absorb such a loss. Such a statement
can only be made by the head of the business unit submitting the Bid
and will normally be made at the level of Chief Operating Officer or Chief
Executive Officer. In such a case, the Bidder shall estimate the potential
loss and show that the financial resources of the Bidder are adequate to
withstand such reduction in revenue.

If a Bidder fails to submit a comprehensive and compelling response on
one of the bases above, the Purchaser may determine the Bid submitted
as non-compliant. If the Bidder responds on the basis of paragraph
4.4.3.1 above and requests to withdraw from the competition, the
Purchaser may, depending on the nature and gravity of the mistake,
allow the Bidder to withdraw.

If the Purchaser accepts the Bidder’s explanation of mistake on the basis
of paragraph 4.4.3.1 and allows the Bidder to accept the Contract at the
offered price, or the Purchaser accepts the Bidder's explanation
pursuant to paragraph 4.4.3.3 above, the Bidder shall agree that the
supporting pricing data submitted with his Bid will be incorporated by
reference in the resultant contract. The Bidder shall agree as a condition
of contract signature, that the pricing data will be the basis of determining
fair and reasonable pricing for all subsequent negotiations for
modifications of or additions to the contract and that no revisions of
proposed prices will be made.

If the Bidder presents a convincing rationale pursuant to paragraph
4.4 3.2 above, no additional action will be warranted. The Purchaser,
however, reserves its right to reject such an argument if the rationale is
not compelling or capable of objective analysis. In such a case the Bid
may be determined to be non-compliant.
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451.

45.2.

4.5.2.1.

4522

4.53.
4.5.3.1.

454.
454.1.

454.11.
454.1.2.
454.13.
4.54.14.
4542
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Technical Criteria

Upon determination of the lowest-priced Bid as described above, the
Purchaser will only evaluate the technical proposal of the apparent
lowest priced bid in order to confirm its completeness and compliance
with all following criteria.

Executive Summary

The bid provides an overview of the salient features of their technical
proposal in the form of an executive summary..

The Bid provides an executive summary between 10 and 15 pages in
length that demonstrates a clear description of the major points
contained in each of the required sections of the technical proposal and
shall demonstrate the depth of the Bidder's understanding of the project,
implementation environment and the problems and risks of project
implementation. It should also summarize the strengths which the
Bidder and its team bring to the project in terms of minimising the
problems and reducing the risks as perceived and specified by the
bidder. Finally, it should highlight the key points of the technical
approach and solution that the Bidder believes deserves recognition

Table of Contents

The Bidder shall have compiled a detailed Table of Contents which lists
not only the section headings but also the major sub-sections, and topic
headings required set forth in these Instructions or implicit in the
organisation of the Technical Proposal.

Key Personnel

The bid shall provide the resumes of the individuals designated as Key
Personnel to this project. For each role identified (at least one person per
role and a maximum of one role per person), the resumes shall
demonstrate that they have the expected knowledge, capability and
experience to meet the requirements of this Contract. The key personnel
are::

Project Manager;
Technical Lead;
Test Director;
ILS Manager.

Bidders shall provide for all of the above Key personnel at least one of
the following valid Certificates:
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454.21.

45422

454.23.

4.54.24.

454.25.
454.26.

4.5.5.

4.5.5.1.

455.2.

4.5.5.3.

4.5.54.

4.5.5.5.

4.5.5.5.1.
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Standardized Language Proficiency (SLP) of 3333 in English
corresponding to NATO STANAG 6001;

Common European Framework of Reference for Languages (CEFR) C1
for the English language;

Test of English as a Foreign Language (TOEFL) Internet-based Test
(iBT) 110 — 120;

Cambridge English Language Assessment CPE (45 to 59)/ CAE grade
B or C/ FCE grade A;

International English Language Testing System (IELTS) 6 points;

Bachelor's Degree or Higher from an accredited Institution in which
program of study has been completed fully in the English language.

Corporate Experience

The Bid describes the corporate structure of the Contractor and the
administration of the prospective Project within the overall corporate
structure. This information, labelled as “Corporate Capability”, indicates
the chain of authority within the Contractor's Organization from the
Project Manager to the Chief Executive Officer..

The Bid describes the corporate resources that are available to support
the Project which are resident in the Organization of the Contractor but
not directly under the authority of the Project Manager..

The Bid describes the Corporate Experience that provides evidence of
relevant and recent experience of the Bidder in the design,
implementation and integration of projects similar to the subject
procurement..

Bidders shall describe the Corporate Experience that shall provide
evidence of relevant and recent experience of the Bidder in the design,
implementation and integration of projects similar to the subject
procurement..

The Bid provides relevant and successful corporate experience in at
least two Contracts within the last five years for which the Bidder has
executed the design, configuration, installation, integration and testing of
similar systems to meet military or government requirements. For each
of the Contracts the following data has been provided::

A description of the key requirements and how far these requirements
were met by the solution fielded, preferably with customer evaluation
report.

NATO UNCLASSIFIED

Book I, Page 1-105



4555.2.

4.5.5.5.3.
45554.
4.5.55.5.
4.5.5.5.6.
4555.7.
4.5.5.6.

4.5.5.6.1.

4.5.5.6.2.

4.5.5.6.3.
455.6.4.
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4.5.5.6.6.
4.5.5.6.7.
4557.
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455.7.2.

4.5.5.7.3.
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A brief description of the financial and physical scope of the project
including the number of systems deployed/delivered.

The purchaser(s) of these systems.

The user(s) of these systems.

The Contract number(s).

The start date and end date of the Contract.

A valid Point of Contact for verification purposes.

The Bid provides relevant and successful corporate experience in at
least two Contracts within the last five years of the major sub-Contractors
for the delivery of projects similar to the respective parts the subject
procurement. For each of the Contracts the following data has been
provided:

A description of the key requirements and how far these requirements
were met by the solution fielded, preferably with customer evaluation
report;

A brief description of the financial and physical scope of the project
including the number of systems deployed/delivered;

The purchaser(s) of these systems;

The user(s) of these systems;

The Contract number(s);

The start date and end date of the Contract;

A valid Point of Contact for verification purposes.

The bidder shall include the folllowing information regarding their
proposed sub-contractors::

Architecture and Engineering (A/E) company - the sub-contractor in
charge of and responsible for the studies, designs and the control of the
civil works (possibly more than one company, for example one for each
country: Netherlands (NLD), United Kingdom (GBR), Greece (GRC).

Civil Works execution company — the sub-contractor who will execute the
works according to the design (possibly more than one company, for
example one for each country: NLD, GBR, GRC).

Health and Safety (H&S) Coordinator — the sub-contractor qualified and
capable of being responsible for H&S of the study phase, design and, if
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the bid is selected, for the safety coordination in execution phase
(possibly more than one coordinator, for example one for each country:
NLD, GBR, GRC)

Plans and documentation

The Bidder shall have submitted a preliminary Project Management and
Control Plan (PMCP) that conforms to the requirements of SOW Section
2 of the Prospective Contract. This plan shall have identified the
significant tasks to be accomplished and the items to be delivered in the
execution of the Contract. The preliminary Project Work Breakdown
Structure (PWBS), the preliminary Project Master Schedule (PMS) and
supporting charts shall have thoroughly described the steps necessary
to achieve delivery of the SSSB System within the Contract terms and
schedule. The preliminary PMCP shall have been logical and realistic,
demonstrating the Bidder's appreciation of the complexity of the Project
and his experience in managing large programmes.

The Contractor shall also have developed a preliminary Project Master
Schedule (PMS) in accordance with SOW Section 2 of the Prospective
Contract that shall contain all Contract events and milestones. The PMS
shall have correlated with the PWBS. The PMS shall have included
activity network, activity GANTT / Program Evaluation Review Technique
(PERT) charts, milestone, and critical path views of the project schedule,
showing detailed and high level schedules with associated resources.
This Plan shall have been detailed to the level at which all deliverable
items required under the Contract are identified and accounted for by a
work path that shows the interconnectivity of the various task. The PMS
should be a minimum of 50 activities.

In the PMS, the relationship between the Work Packages and project
deliverables shall have been clearly demonstrated as well as the
schedule of sub-Contracted performance and deliveries shall have been
clearly integrated into this Plan.

The Bidder shall have provided a preliminary Risk Assessment and
Management Plan (RAMP) defining their strategy for risk management
to meet the requirements as set forth in SOW Section 2 of the
Prospective Contract. The Bidder shall have demonstrated the adequacy
of monitoring and control activities to ensure early detection of problem
areas and to schedule risk. The Bidder shall have identified the possible
risks involved in the performance of the Contract and shall have
convincingly demonstrated that his approach offers adequate, logical
and pragmatic means for risk identification, assessment, mitigation,
monitoring, and reporting the risks, as well as methods for overcoming
setbacks to the project throughout the Contract duration.
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The Bidder shall have provided a draft Documentation Submission Plan
as detailed in SOW Section 15..

The Documentation Submission Plan shall not simply restate the SOW
requirements.

Communications and Information Systems (CIS)

The Bidder shall have submitted a Preliminary System Engineering and
Design Plan describing the preliminary design of the proposed System
and including a preliminary System Safety Engineering Plan and a
preliminary Electromagnetic Interference and Compatibility (EMI/EMC)
Control Plan as sub-plans that conform to the requirements of SOW
Section 4 of the Prospective Contract.

The Bidder shall have supported this design with such information as to
convincingly demonstrate that the proposed design will meet the safety
and security requirements as set forth in SOW Section 4 and Section 5
of the Prospective Contract as well as functional and technical
requirements as set forth in SOW Annex-A to | of the Prospective
Contract. Bidder's technical proposed design shall have provided
detailed information on how the Bidder intends to meet all performance,
functional or architectural requirements.

The PSEDP shall have provided detailed descriptions of how the
proposed design shall have met each of the specific performance
requirements/parameters of the areas detailed at SOW Section 4.

The bid shall have taken into account the constraints of the sites and
number of simultaneous transmissions, as well EMC, in his technical
proposal. An EMC study of the transmitter site shall have been submitted
as part of the bid to show that Public and Occupational exposure levels
are within international and national guidelines.

The Preliminary System Engineering and Design Plans shall have
contained as much detail as is practicable in order to demonstrate that
the system as delivered will meet the safety and security requirements
as set forth in SOW Section 4 and SOW Section 5 as well as functional
and technical requirements as set forth in SOW Annex-A to I

The Bid shall have described the Bidder’s approach to preparing and
maintaining the Engineering Documentation Package throughout the
design, integration, test and site surveys activities, ensuring consistency
between all the documents included in that documentation package.

The bid shall include equipment specifications for each capability
separately;
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For each Hardware Contract Line Item Number (CLIN); the Bidder shall
have included in his bid a detailed list of the COTS components proposed
to be supplied as part of that CLIN. The product name, manufacturer
name, and manufacturer’s part number, version, or release number shall
have been stated. If a generic or non-vendor specific component is
proposed, the Bidder shall have provided the item name;

The Bidder shall have included in his bid a detailed specification sheet
for each item of equipment the Bidder proposes to provide in satisfaction
of contractual requirements;

With regard to major long-lead acquisition items, the Bidder shall provide
a list that shall include the Contractor’s primary choice and alternative
choice for those items that are sub-contracted (assemblies and sub-
assemblies) and that are considered to be on the ‘Critical Path’ to
meeting the delivery schedule of the Contract;

The Contractor shall provide evidence that the intended equipment and
the functionality of the required services and capabilities shall be
available at the time of bid.

The Bidder shall demonstrate their comprehension of the system and
that their proposal for the antenna farms of the 13 (thirteen) Radio Sites,
Direct Line of Sight (DLOS) and long distance underground fibre where
appropriate is feasible containing the location and physical arrangement
of, but not limited to, antenna locations, ground planes (where
applicable), transmission cable layouts represented at a suitable scale
(no greater than 1:100 for layouts and no smaller than 1:25 for detailed
drawings) on a site layout plan as well as locations of any new builds.".

The bidder shall provide evidence based on a design that has been
tested and the results certified by a national authority, the test
performance data shall also have been provided and data projections
included for elements that were not tested.

The Bidder shall provide evidence that the hardware to be procured in
accordance with this IFB meets the hardware specifications as defined
in SOW Annex A, D and G. The evidence shall be in the form of product
data sheets and/ or past performance in similar systems implemented by
the Contractor in the last five (5) years.

Civil Works
The bidders Civil Works schedule shall meet the following requirements:

Presents the "civil works sub-project" integrated into the core of this
project;
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Is established taking into account all the requirements mentioned in this
bidder's document, including the main milestone delivery dates (civil
works and installation of transmission equipment, external services,
etc.);

Shows necessary links between the specific civil works tasks and the
other tasks of the core project;

Includes key tests and trials planned for prior to the technical acceptance
of major equipment, site tests, provisional acceptance, etc.;

Shows ‘critical path'.

The Bidder shall have included preliminary analysis, documents and
drawings that address, at the minimum, the following criteria and make
reference to the respective international standards or their THN
equivalents:

Building regulations;
Stability;

Functionality;

Technical specifications;
Fire protection;

Physical security.

The Bidder shall have submitted for each radio site, preliminary and
schematic graphics, drawings, layouts, calculations, and narrative that
demonstrates their comprehension of the requirements including the
following as a minimum::

Nature of construction, demolishing, dismantling, refurbishment or new
build works as well as installation works;

Application — general description where and why major material and
equipment are used / proposed for installation, construction, demolishing
and dismantling works;

Major equipment, installations and material performance parameters;

Identification and general description of method of implementation for
key works (including earth works, construction, installation, demolishing
and dismantling works);

General work schedule.
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The Bidder shall have submitted the schematic design for each radio
site. The schematic design shall make reference which international
standards (or their THN equivalents) have been used for formats,
numbering, legends, representations, symbols and other indications.
That as a minimum shall include:

Floor plans;
Site plans;
Building elevations (all four sides - the east, west, north and south);

General description of building systems (structural, mechanical, HVAC,
plumbing, electrical, fuel distribution, firefighting, security, data and
phone cabling), interior and exterior finishes, and the building site with
supporting schematic and conceptual drawings.

The bidder shall have submitted preliminary drawings of the civil works
infrastructure that demonstrates their comprehension of the requirement
that will include as the minimum::

The general situational layout showing the construction site, the site
installations, buildings, access to the site, cables, pipes etc. (scale
1/500);

The general site plan (scale 1/500) including the demolition phases,
accesses, roads and parking lots, buildings, foundations for antennas

and other installations, fences, safety zones, location of fuel tanks and
pipes etc.;

Drainage installations (1/100 and / or 1/200 scale);
Cables, pipes, ducts and trenches (1/100 and / or 1/200 scale);

Key dimensions of main infrastructure (for example roads and parking
lots, antenna fields).

The bidder shall have submitted preliminary drawings of buildings and
miscellaneous constructions that demonstrates their comprehension of
the requirement that will include as the minimum;
General plans/ layouts per building (1/100 scale);

Key cross sections drawings (scale 1/50);

The schematic plans and drawings of key construction details (scale
1/50, 1/20 or 1/10);

General roof plans with outlets (1/100 scale);
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4.5.8.7.

4.5.8.7.1.

4.5.8.7.2.
4.5.8.7.3.
4.5.8.7.4.

4.5.8.8.

4.5.8.8.1.

4.5.8.9.

4.5.8.9.1.

4.5.8.9.2.
4.5.8.9.3.

4.5.8.10.

4.5.8.10.1.

4.5.8.11.

4.5.8.11.1.
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Key dimensions of buildings, rooms and wall openings.

The bidder shall have submitted preliminary drawings of HVAC (scale
1/50 or 1/100 that demonstrates their comprehension of the requirement
that will include as the minimum:

General HVAC installation plans and drawings (with location of main
equipment

Ventilation ducts for air treatment installations, etc.;
General drawings with layout of heating elements, ventilation equipment;

In summary, the drawings and cross sections necessary to make the
bidder's general proposal understandable

The bidder shall have submitted preliminary drawings of the fire
protection and fighting system (scale 1/50 or 1/100) that demonstrates
their comprehension of the requirement that will include as the minimum:

Fire detection and fire alarm plans (with locations of the main
components such as control panels, detectors, etc.).

The bidder shall have submitted preliminary drawings of the electrical
system (scale 1/50 or 1/100) that demonstrates their comprehension of
the requirement that will include as the minimum:

General electrical installation plans and drawings (with location of the
main components — main power distribution board, electrical distribution
boards, UPS, battery rack, high -voltage cabin, etc.);

General plans with indication of lighting points and sockets;

Schematic diagram of the energy distributions including the distributions
from the main power distribution board to the electrical distribution
boards.

The bidder shall have submitted preliminary drawings of the ancillary
equipment (scale 1/50 or 1/100) that demonstrates their comprehension
of the requirement that will include as the minimum:

A schematic plan per room showing key equipment offered (scale 1/20
of 1/10) with reference to the respective technical data sheets.

The bidder shall have submitted preliminary drawings of the roads,
paved areas and landscaping that demonstrates their comprehension of
the requirement that will include as the minimum:

General plans and drawings (scale 1/100 and / or 1/200);
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4.5.8.11.2.

4.5.8.11.3.

45.9.
4.5.9.1.

4.5.9.2.

4.5.9.3.

4.594.

4.5.95.

4.5.9.6.

4.5.10.

4.5.10.1.

4.5.11.
4511.1.
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Maijor details of the structure of roads, parking lots, paths, sidewalks, etc.
(scale 1/100 and / or 1/50);

General plans for landscaping
Test and Evaluation

The Bidder shall have submitted a preliminary version of the Test and
Evaluation Plan for FAT, RSAT and SAT for the allocation of personnel
and the time line for the Test activities that meets the overall
requirements and objectives of SOW Section 10.

The plan shall also include a preliminary Security Test and Evaluation
Plan (STEP) that meets the requirements set forth in SOW Section 5.

The Bidder shall have described the major components, sub-assemblies
and assemblies that are proposed to be submitted for acceptance on the
basis of prior testing and qualification and that are expected to undergo
partial testing and/or extensive testing and evaluation.

If there are elements of the System proposed to be submitted on the
basis of a Certificate of Conformity (CoC), based on prior test and
qualification, the Bidder shall have provided a summary of the
particulars, and especially the dates of the prior tests and for whom the
testing was executed.

The Bidder shall have described how the proposed CoC or request for
exemption of testing based on prior qualification will be processed from
the QA and CM aspects.

The Bidder shall have adequately described the proposed methods to
ensure that the testing is in compliance with the requirements of
components, sub-assemblies and assemblies that are sub-contracted
and tested at sub-Contractor facilities.

Provisional System Acceptance (PSA) and Final Systems
Acceptance (FSA)

The Bidder shall have provided a preliminary System Acceptance Plan,
by WBS, for the allocation of personnel and the time schedule to
accomplish all of the activities required and to ensure the timely delivery
of all documentation and other deliverables required for successful PSA
and FSA.

Security

The Bidder shall have demonstrated how the system will manage access
control. The bid shall have addressed the following in detail in
accordance with the requirements of:
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4511.11.

4511.1.2.

4511.1.3.

4.511.1.4.

4.511.2.

4.511.21.

4511.2.2.

4.5.11.2.3.

4.511.3.

4.5.11.3.1.

4.5.11.3.2.

4.511.4.

4511.41.

4.511.5.
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SOW Annex J, System Security Requirements — Section 2.2 — AC —
Logical access control — AC.2 — Access control enforcement;

SOW Annex J, System Security Requirements — Section 2.2 — AC —
Logical access control — H.ST — Segregation of tasks;

SOW Annex J, System Security Requirements — Section 2.2 — AC —
Logical access control — AC.6 — Protection of remote diagnosis ports;

SOW Annex J, System Security Requirements — Section 2.8 — COM —
Protection of Communications — COM.13 — Network access control.

The Bidder shall have described how the system will manage
identification, authentication and authorisation. The bid shall have
addressed the following in detail in accordance with the requirements:

SOW Annex J, System Security Requirements — Section 2.1 |A —
Identification and authentication — I1A.3 — User identification;

SOW Annex J, System Security Requirements — Section 2.1 |A —
Identification and authentication - [A5 - Special accounts
(administration);

SOW Annex J, System Security Requirements — Section 2.1 |A —
Identification and authentication - I[IAM4 — Password based
Authentication.

The Bidder shall have described how the system will defend against
malicious software. The bid shall have addressed the following in detail
in accordance with the requirements:

SOW Annex J, System Security Requirements — Section 2.10 — Tools —
Security tools — Tools.AV — Tool against harmful code (malware);

SOW Annex J, System Security Requirements — Section 2.10 — Tools —
Security tools — Tools.FIM — File Integrity Monitoring.

The Bidder shall have described how the system will generate and collect
security logs. The bid shall have addressed the following in detail in
accordance with the requirements of:

SOW Annex J, System Security Requirements — Section 2.11 — Logging
and audit — A.2 — Tools.

The Bidder shall have described what guides will be used to harden all

system deliverables. The bid shall have addressed the following in detail
in accordance with the requirements of:
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4.511.5.2.

45.11.5.3.

4511.54.

4.5.11.6.

4.5.11.6.1.
4.5.11.6.2.

4511.7.

4511.71.
4511.7.2.

4511.7.3.
4511.7.4.

4511.7.5.

4.5.11.7.6.

4511.7.7.
4.511.7.8.

4.512.
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SOW Section 5.3 — SSSB-UK-GR-NL System Security Design &
Engineering;

SOW Annex J, System Security Requirements — Section 2.6 — SW —
Protection of Software — SW.SC — Secure configuration baseline is
applied;

SOW Annex J, System Security Requirements — Section 2.7 — HW —
Protection of Hardware — HW.SC — Secure configuration baseline is
applied;

SOW Annex J, System Security Requirements — Section 2.8 — COM -
Protection of Communications — COM.SC - Secure configuration
baseline is applied.

The Bidder shall have described how they will perform vulnerability
management (CVE, testing specific vulnerabilities) throughout the
project lifecycle. The bid shall have addressed the following in detail in
accordance with the requirements of:

SOW Section 5.7 — SSSB-UK-GR-NL Security Maintenance;
SOW Section 5.8 — SSSB-UK-GR-NL System Security Obsolescence.

The Bidder shall describe how the project security (including supply
chain security) will be achieved. The bid shall have addressed the
following in detail in accordance with the requirements of:

SOW Section 5.10 — SSSB-UK-GR Security enforcing Product;

Project Security Instructions — Section 3.2.2 — Facility Security
Clearance;

Project Security Instructions — Section 2.1 — Records of Employees;
Project Security Instructions — Section 2.1 — Records of Employees;

Project Security Instructions — Section 2.3 — Personnel Security
Clearances (PSCs);

Project Security Instructions — Section 2.4 — Protection of NATO
classified information;

Project Security Instructions — Section 3.6 — Security Education;

Project Security Instructions — Section 10.2 — Handling of NATO
RESTRICTED Information on Information and Communication Systems
(CIS).

ILSP
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4.512.1.

4.512.11.

4512.1.2.

4.5.12.1.3.

4512.1.4.

45121.4.1.

4512.1.4.2.

4.5.12.1.4.3.

4512.1.5.

45.12.1.6.

4512.1.7.
4.5.12.1.8.
4512.1.9.
4.5.12.1.10.
4.5.12.1.11.
4.5.12.1.12.

4.512.2.

4512.21.
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The Bidder shall have provided a draft ILSP, as detailed in the SOW
section 9.2.4. The bid shall have addressed the following in detail in
accordance with the requirements of Section 9 and Section 10:

The Contractor’s Integrated Logistic Support (ILS) organization, roles,
responsibilities and procedures;

ILS activities schedule with dependencies between different activities
and deliverables;

Maintenance and Support Concept (Maintenance Plan, detailed
Maintenance Level definitions and tasks);

Design Influence and interfaces with other functional/technical areas
(planning activities as an annex to ILSP, while the actual data and
methods to be covered under Support Case)

Reliability, Availability, Maintainability and Testability (RAMT)
Programme planning, activities, processes (including testing);

Logistics Support Analysis planning, reporting (such as Logistics Support
Analysis Requirements (LSAR)), activities and processes;

Support Case;

Planning of supply support (System Inventory, Codification,
Recommended Spare Parts List (RSPL) and Recommended
Consumables Items List (RCIL) template);

Planning, resourcing, calculating, procuring and providing the Initial
Provisioning (spares, consumables, support tools and test equipment)

Computer Resources

Manpower and Personnel Requirements
Packaging, Handling, Storage and Transportation
Technical Publications Development Plan
Planning of supply chain security

Planning of obsolescence management and monitoring (Parts
Obsolescence Management Plan)

Bidders shall provide a detailed approach for the Maintenance and
Support Concept in the draft ILS Plan.

The Maintenance and Support Concept shall demonstrate the
understanding of the different Maintenance and Support Levels, the
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4512.2.3.

4.5.13.
4.5.13.1.

45.13.1.1.

4.5.13.1.2.
4.5.13.1.3.

4.5.13.1.4.

4.5.13.1.5.

4.5.13.1.6.

4.5.13.1.7.
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interfaces between these different levels, maintenance and support
environment, constraints, locations, procedures, artefacts, organization,
personnel skills, related ITIL processes and responsibilities between
different parties to maintain the delivered baselines of the system in
different phases of the lifecycle.

The Maintenance Concept shall explain how the logistics support
resources (documentation, training, manpower and personnel, tools,
supply support and test equipment etc.) will be designed, acquired and
provided to enable the Purchaser to obtain the assigned maintenance
level capabilities separately addressing system level, hardware (HW)
and software (SW) level.

The draft Maintenance and Support Concept shall be compliant with the
SOW requirements in Section 9.

ISSP

The Bidder shall have provided a separate, stand-alone draft ISSP that
is fully compliant with the requirements outlined in the Warranty and
Optional CLS Annex/Addendum. The Bidder’s ISSP shall detail the
responsibilities and services until FSA and during the Warranty period,
covering the following topics at minimum:

The Contractor’s Support organization, roles, responsibilities, processes
and procedures (between PSA and FSA; and during warranty);

Description of the system of interest (SOI);

Description of the integrated support concept, including the maintenance
concept, warranty concept, customer support concept, service
management & control concept, ITSM processes including but not limited
to the incident, problem management, release and deployment
management, and configuration and change management;

Brief description of the Purchaser and Host Nation maintenance and
support organization; their interfaces and interactions with each other;

Description of sub-contractors, vendors and other third parties involved
in warranty and support;

Description and allocation of operation, Service Management & Control
(SM&C) and corrective and preventive maintenance tasks required to
operate and maintain the system;

Description of the Sustainability measures (obsolescence management,
failure reporting, performance monitoring, reliability and availability
assessment and reporting);
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4.5.13.1.8.

4.5.13.1.9.

4.5.14.

4.5.14.1.

4514.11.
4514.1.2.

4.5.14.1.3.

4514.1.4.

4.5.14.1.5.

4.5.14.1.6.
4.5.14.1.7.

4.5.14.1.8.

4.5.14.1.9.

4.5.14.1.10.

4.5.14.1.11.
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Procedures to follow when any part of the system fails together with
response times for analysis and resolution by the Contractor,

Comprehensive lists of all available spares, consumables, and software
licenses, support software tools, COTS documentation, technical
documentation, training documentation and manuals.

CLS Plan

The Bidder shall have provided a draft CLS Plan as an annex to the ISSP
detailing the responsibilities and services under the optional CLS
services during the warranty and post-warranty. The draft CLS Plan shall
have covered the requirements outlined in Warranty and Optional CLS
Annex/Addendum fully. The Bidder’s CLS Plan shall be detailed enough
to form a comprehensive understanding of how they propose to meet the
optional CLS requirements of this SOW during warranty and post
warranty periods separately. The CLS Plan shall detail the following::

The Contractor’s proposed CLS Management Organization;

Description and details of the optional CLS services and sub-services
that will be made available;

SSSB Service Catalogue detailing how the Bidder will create, maintain
and provide the services required by the SOW and associated KPI’s;

CLS Strategy, including intervention on each site, preventive and repair
activities, spares replenishment plan and process,

The location of the repair facilities that will be utilised, and/or the source
within the corporate organization of the service and expertise required,;

Description of how CLS shall be fulfilled during times of crisis and conflict;

Method for site personnel to inform CLS Contractor when spares have
been used and when assistance is needed:;

Method of meeting, recording and evaluating the Contractor’s
performance during CLS and KPI’s outlined in SOW;

Description of the strategy for replacing hardware that can no longer be
economically supported by the Contractor or sub-contractors.

Description of how CM procedures will continue to be implemented on
the hardware and software/firmware during the CLS period.

Description of the proposed logistic and maintenance information
processes,
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4.5.14.1.12.

4.5.14.1.13.

4.5.14.1.14.

4.5.15.

4.5.15.1.

45.15.11.

45.15.1.2.
4.5.15.1.3.

45.15.1.4.

4.5.15.1.5.

4.5.15.1.6.

45.15.1.7.

4.5.15.1.8.

4.5.15.1.9.

4.5.15.2.
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Identification of the proposed sub-contractors/vendors during the CLS
period, including the firm, the nation of origin, the major items
(assemblies, sub-assemblies) or services.

Description of how the QA/QC Programme of the Prime Contractor and
sub-contractors will meet the provisions of this Contract.

The CLS Plan shall not simply restate the SOW requirements or solely
provide empty templates.

Support Case

The Bidder shall have provided a draft Support Case, in accordance with
the requirements in SOW Section 8 and 9, and as detailed in the SOW
section 8.5.2. The Support Case shall have provided sufficient details
on how the LSA and RAMT Program will be managed, developed,
resourced and maintained in accordance with the requirements. The
Support Case shall have provided sufficient details including, but not
limited to, the following to show the Bidder’s approach and capability to
perform the required LSA studies:

How various SRS and SOW RAMT requirements shall be integrated into
the system design;

How LSA shall be performed including the creation of a draft LCN;

Task analysis shall be performed including inputs, methods, tools,
standards and outputs (template and content for the proposed design);

Level of Repair (LORA) Analysis shall be performed (template and
content in accordance with the proposed design);

Maintenance Allocation Chart (MAC) shall be provided (template and
content in accordance with the proposed design);

Total cost of Ownership analysis shall be conducted;
Obsolescence Analysis and Management shall be performed,;

Spare part calculations and reporting shall be undertaken, and spare and
consumables set shall be provided (template and content in accordance
with the proposed design);

How planning and execution of the O&M Procedures Verification Test
shall be done with references to the Master Test Plan.

The Support Case shall provide sufficient details including, but not
limited to, the following to show the Bidder’s approach and capability to
perform the required RAMT studies:
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4.5.15.21.

4.5.156.2.2.

4.5.15.2.3.

4.5.15.2.4.

4.5.15.2.5.

4.5.15.2.6.

4.5.15.3.

4.5.16.
4.5.16.1.

4.5.16.2.

4.5.16.3.

4.5.16.4.

4.517.

4517.1.
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RAMT allocation, prediction, calculation and testing activities shall be
planned, resourced and performed;

RAMT allocation, prediction, RBD analysis shall be performed including
calculations, inputs, methods, tools, standards and outputs;

FMECA shall be performed including inputs, methods, tools, standards
and outputs;

FMECA report shall be provided as compliant with MIL-STD-1629A
(template and content in accordance with the proposed design);

Testability report shall be provided (template and content in accordance
with the proposed design);

How the verification and testing activities will be planned and performed;

The Support Case shall not simply restate the SOW requirements or
solely provide empty templates.

Training Plan (TP)

Bidders shall have provided a draft training plan by creating the
necessary sections to cover and detail all training related requirements
outlined in Section 16.

The training plan shall detail how the Training Needs Analysis (TNA) will
be performed with all possible deliverables, inputs and outputs to the
process; which and how training materials will be provided, and how the
courses will be conducted.

The training plan shall explain in detail how the Bidder will schedule,
resource and manage the various training requirements (TNA, training
schedule, training courses and material, training tools, media, training
personnel, training reviews, meetings, assessment, evaluation and
reporting) starting from the contract award until the acceptance.

The Training Plan shall not simply restate the SOW requirements or
solely provide empty templates.

Configuration Management Plan (CMP)

The Bidder shall have provided a draft CMP in accordance with the
ACMP-2009 and as detailed in the SOW Section 7.
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4.517.3.

4.517.4.

4.5.18.

4.5.18.1.

4.5.18.2.

4.5.18.3.

4.5.18.4.
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This shall address all the CM sections (Organization, Configuration
identification and Documentation, Baselines, Configuration control,
Interface management, Change request Process, Configuration Status
Accounting, Configuration Audits and Reviews and Configuration
Management Tools) detailing the activities under each section to be
compliant with the requirements.

The draft CMP shall at least cover how the CM process will be planned,
managed, resourced, executed and provided including the organization
and personnel, CM tools, directives and standards, meetings, reviews
and deliverables (baselines, documents, CMDB etc.).

The CMP shall not simply restate the SOW requirements.
Quality Assurance (QA)

The Bidder shall have provided a draft QA Plan as detailed in SOW
Section 6.

The draft QA Plan shall provide sufficient information that the Quality
Management processes and organization are in place for the project in
accordance with AQAP-2110 and /or equivalent ISO standards.

The QA Plan shall detail QA procedures for requirements analysis,
design, development, production, installation, test, acceptance,
certification, support, defects and corrective actions, documentation,
reviews and audits including subcontractor management specified for
this project.

The QA Plan shall not simply restate the SOW requirements.
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Annex A. Cover Letter Bidding Sheets

IFB-CO-15577-SSSB

On behalf of the firm stated below | hereby offer providing NCI Agency with the services
and deliverables (collectively referred as “ITEMS”) set forth in the attached schedules, at
the specified prices, and subject to the terms and conditions stated in the referred IFB
included but not limited to those expressed in the Annexes and enclosures.

Date L e
Signature L ———
Name & Title L e—
Company L e

Bid Reference T
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SEE SEPARATE BIDDING SHEETS
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Annex B. Prescribed Administrative Forms and Certificates

See below
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Annex B-1. Certificate of Legal Name of Bidder

This Bid is prepared and submitted on behalf of the legal corporate entity specified

below:

FULL NAME OF CORPORATION:

DIVISION (IF APPLICABLE):

SUB DIVISION (IF APPLICABLE):

OFFICIAL MAILING ADDRESS

E-MAIL ADDRESS:

TELEFAX No:

POINT OF CONTACT REGARDING THIS BID:

NAME:

POSITION:

TELEPHONE:

ALTERNATIVE POINT OF CONTACT:

NAME:

POSITION:

TELEPHONE:

Company
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Annex B-2. Acknowledgement of Receipt of IFB
Amendments

| confirm that the following amendments to Invitation for Bid n° IFB-CO-15577-SSSB
have been received and the Bid, as submitted, reflects the content of such
amendments.

Amendment no. " Date of Date of Initials

Issued receipt

Company
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Annex B-3. Certificate of Independent Determination

It is hereby stated that:

a. We have read and understand all documentation issued as part of IFB-CO-
15577-SSSB. Our Bid submitted in response to the referred solicitation is fully
compliant with the provisions of the IFB and the prospective contract.

b. Our Bid has been arrived at independently, without consultation,
communication or agreement, for the purpose of restricting competition, with any other
Bidder or with any competitor;

b. The contents of our Bid have not been knowingly disclosed by the Bidder and
will not knowingly be disclosed by the Bidder prior to award, directly or indirectly to any
other Bidder or to any competitor; and

C. No attempt has been made, or will be made by the Bidder to induce any other

person or firm to submit, or not to submit, a Bid for the purpose of restricting
competition.

Date PP
Signature P
Name & Title L e
Company e ———

Bid Reference SRR
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Annex B-4. Certificate of Bid Validity

I, the undersigned, as an authorised representative of the firm submitting this Bid, do
hereby certify that the pricing and all other aspects of our Bid will remain valid for a
period of twelve (12) months from the Bid Closing Date of this Invitation for Bid.

Company
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Annex B-5. Certificate of Exclusion of Taxes, Duties and
Charges

| hereby certify that the prices offered in the Price Quotation of this Bid exclude all
taxes, duties and customs charges from which the Purchaser has been exempted by
international agreement.

Company
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Annex B-6. Comprehension and Acceptance of Contract
Special and General Provisions

The Bidder hereby certifies that he has reviewed the Special Contract Provisions and
the NCIO General Provisions set forth in the Prospective Contract, Book Il of this
Invitation for Bid. The Bidder hereby provides his confirmation that he fully
comprehends the rights, obligations and responsibilities of the Contractor as set forth
in the Articles and Clauses of the Prospective Contract. The Bidder additionally
certifies that the offer submitted by the Bidder is without prejudice, qualification or
exception to any of the Terms and Conditions and he will accept and abide by the
stated Special and General Provisions if awarded the contract as a result of this
Invitation for Bid.

Company
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ANNEX B-7. Disclosure of Requirements for NClI Agency
Execution of Supplemental Agreements

I, the undersigned, as an authorised representative of , certify
the following statement:

All supplemental agreements, defined as agreements, documents and/or permissions outside
the body of the Contract but are expected to be required by my Government, and the
governments of my subcontractors, to be executed by the NCI Agency as a condition of my
firm’s performance of the Contract, have been identified, as part of the Bid.

In addition, | confirm to take over from the incumbent all export controlled information,
including but not limited to information governed by US (ITAR), French and Italian export
control regulations, and take responsibility for further use in line with the requirements of the
Contract.

These supplemental agreements are listed as follows and/or are relevant to the following
items:

(insert here list of supplemental agreements or specify “none” if there are no
Supplemental Agreements)

Examples of the terms and conditions of these agreements have been provided in our Offer.
The anticipated restrictions to be imposed on NATO, if any, have been identified in our offer
along with any potential conflicts with the terms, conditions and specifications of the
Prospective Contract. These anticipated restrictions and potential conflicts are based on our
knowledge of and prior experience with such agreements and their implementing regulations.
We do not certify that the language or the terms of these agreements will be exactly as we
have anticipated.

The processing time for these agreements has been calculated into our delivery and
performance plans and contingency plans made in the case that there is delay in processing
on the part of the issuing government(s).

We recognise that additional supplemental agreements, documents and permissions
presented as a condition of Contract performance or MOU signature after our firm would be
selected as the successful bidder may be cause for the NCI Agency to determine the
submitted bid to be non-compliant with the requirements of the IFB;

We accept that should the resultant supplemental agreements issued in final form by the
government(s) result in an impossibility to perform the Contract in accordance with its

schedule, terms or specifications, the contract may be terminated by the Purchaser at no cost
to either Party.

Title Company
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Annex B-8. Certificate of Compliance AQAP or ISO
9001:2015 or Equivalent

| hereby certify that (name of Company) possesses
and applies Quality Assurance Procedures/Plans that are equivalent to the AQAP
2110 or ISO 9001:2015 as evidenced through the attached documentation’.

Company

' Bidders must attach copies of any relevant quality certification.
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Annex B-9. List of Prospective SubContractors

Name and Address of DUNS Primary Location Items/Services to be Estimated % of
Sub-Bidder Number' | of Work Provided total Contract

Value

Date PP
Signature P
Name & Title L
Company e ———

Bid Reference L

" Data Universal Numbering System (DUNS). Bidders are requested to provide this data in order to help NCIA to
correctly identify Subcontractors. If a Subcontractor's DUNS is not known this field may be left blank.
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Annex B-10. Bidder Background IPR

I, the undersigned, as an authorised representative of Bidder
, warrant, represent, and undertake that:

a. The Contractor Background IPR specified in the table below will be used for the
purpose of carrying out work pursuant to the prospective Contract?.

ITEM DESCRIPTION / IP OWNERSHIP INDICATE IF COTS

b. The stated Bidder has and will continue to have, for the duration of the
prospective Contract, all necessary rights in and to the Background IPR
specified above.

c. The Background IPR stated above complies with the terms specified in Clause
19 of the Special Contract Provisions and shall be licensed to the Purchaser
according to the terms and conditions specified therein and in Clause 30 of the
NCIO General Contract Provisions.

Date L s
Signature e
Name & Title ST
Bid Reference SRR

? Indicate solely items the provision of which is necessary for the purpose of installing, maintaining and
regularly operating the system (i.e. development environment, testing environment etc. items shall not
be included).
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Annex B-11. List of SubContractor IPR

I, the undersigned, as an authorised representative of Bidder
, warrant, represent, and undertake that:

a. The Subcontractor IPR specified in the table below will be used for the purpose
of carrying out work pursuant to the prospective Contract?.

ITEM DESCRIPTION / IP OWNERSHIP INDICATE IF COTS

b. The stated Bidder has and will continue to have, for the duration of the
prospective Contract, all necessary rights in and to the IPR specified above
necessary to perform the Contractor’s obligations under the Contract.

c. The Background IPR stated above complies with the terms specified in Clause
19 of the Special Contract Provisions and shall be licensed to the Purchaser
according to the terms and conditions specified therein and in Clause 30 of the
NCIO General Contract Provisions.

Date L s
Signature e
Name & Title ST
Bid Reference S

" Indicate solely items the provision of which is necessary for the purpose of installing, maintaining and regularly
operating the system (i.e. development environment, testing environment etc. items shall not be included)
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Annex B-12. List of Third Party IPR

I, the undersigned, as an authorised representative of Bidder
, warrant, represent, and undertake that:

a. The Third Party IPR specified in the table below will be used for the
purpose of carrying out work pursuant to the prospective Contract'.

ITEM | DESCRIPTION / IP OWNERSHIP " INDICATE IF COTS

b. The stated Bidder has and will continue to have, for the duration of the
prospective Contract, all necessary rights in and to the IPR specified above
necessary to perform the Contractor’s obligations under the Contract.

c. The Background IPR stated above complies with the terms specified in Clause
19 of the Special Contract Provisions and shall be licensed to the Purchaser
according to the terms and conditions specified therein and in Clause 30 of the
NCIO General Contract Provisions.

Date L s
Signature P
Name & Title ST
Bid Reference L e,

" Indicate solely items the provision of which is necessary for the purpose of installing, maintaining and regularly
operating the system (i.e. development environment, testing environment etc. items shall not be included)
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Annex B-13. Certificate of Origin of Equipment, Services,
and Intellectual Property

The Bidder hereby certifies that, if awarded the Contract pursuant to this solicitation,
he will perform the contract subject to the following conditions:

(a) none of the work, including project design, labour and services
shall be performed other than by firms from and within participating NATO member
countries;

(b) no material or items of equipment down to and including
identifiable sub-assemblies shall be manufactured or assembled by a firm other than
from and within a participating NATO member country. (A sub-assembly is defined as
a portion of an assembly consisting of two or more parts that can be provisioned and
replaced as an entity)*; and

(c) The intellectual property rights to all design documentation
and related system operating software shall reside in NATO member countries, and
no license fees or royalty charges shall be paid by the Bidder to firms, individuals or
Governments other than within the NATO member countries.

Date e

Signature C ———

Name & Title L e

Company L e

Bid Reference L e,
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Annex B-14. List of Proposed Key Personnel

Project Manager 223 EDC through
Contract expiration
date

Technical Lead 223 EDC through
Contract expiration
date

Test Director 223 EDC through
Contract expiration
date

ILS Manager 223 EDC through
Contract expiration
date

Date L ——
Signature L e,
Name & Title L s
Company L e

Bid Reference T
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Annex B-15. Supply Chain Security Self-Attestation
Statement

[Name Contractor]

| hereby as [Contractor] affirm that the security of the supply chain for Commercial off
the Shelf communication and information systems security enforcing products [....]
has been assessed and assessed against the requirements attached hereto named
‘Vendor Specific Requirements for Supply Chain Security’ “

| endorse this supply chain security statement for the product [.....], which covers the
following items:

- Supply Chain Security Program Governance

- Security in Manufacturing and Operations

- Security in Logistics

- NATO Information Protection

- Vendor Physical and Personnel Security

- Security in Service Management

- Security in Incident Management

- 3rd Party Supplier Management

| can supply supporting evidence if required.

Date Signature of Authorised Representative

Printed Name

Title

Company
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Annex B-15.bis Vendor Specific Requirements for Supply
Chain Security

1. Supply Chain Security Program Governance

1.1. The vendor of Security Enforcing product shall implement a governed supply
chain security program.

1.2.This area of security governance describes the practices for a CIS product
vendor’s overall governance for Supply Chain security and compliance. The
program shall cover the following issues:
1.2.1. Governance model:
1.2.1.1. Clearly defining Roles and responsibilities
1.2.1.2. Taking into account key third party vendor and their Supply chain
security conformance
1.2.2. Security policies, standards and procedures:
1.2.2.1. Include supply chain security issues in their quality baseline,
especially dealing with delivery and manufacturing issues;
1.2.2.2. Maintain a supplier management procedure in their quality
baseline;
1.2.2.3. Security incident response procedures
1.2.2.4. Define supply chain security self-assessment and internal audit
processes.

1.3. The vendor, to improve its practices, should:
1.3.1. Develop and implement a Supply Chain security program including roles
and responsibilities, with identifying clearly 3rd Party vendor.
1.3.2. Conform with existing standard and practices like Assurance Life Cycle
(ALC) assurance requirements of ISO/IEC 15408, Informational technology
— Security techniques — Evaluation criteria for IT security
1.3.3. Develop its policies to manage Supply Chain security risks in the
following areas:
1.3.3.1.  Manufacturing and service operations
1.3.3.2. Implementation control and validation processes
1.3.3.3. Scrap management processes
1.3.3.4. Cyber threat and vulnerability management
1.3.3.5. Anomaly detection and investigation
1.3.3.6. Counterfeit mitigation, integrity and trapping
1.3.3.7. Compliance management to manufacturing specification note
1.3.3.8. Conduct short-periodic assessments by independent third parties
against supply chain security leading practices to identify potential

gaps

2. Security in Manufacturing and Operations
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2.1.The governed supply chain security program shall address security in
manufacturing and operations.

2.2.The area of security in manufacturing and operations describes the practices
to protect against Supply Chain security threats and risks in manufacturing
operations. It shall address, at least, the following:
2.2.1. Security of production platform
2.2.2. Security in Inventory Management
2.2.3. Segregation of Duties
2.2.4. Tracking and Accountability
2.2.5. Scrap Management
2.2.6. Tampering and Malicious Modification
2.2.7. Counterfeit Mitigation

2.3.The CIS product vendor, to improve its practices, should:

2.3.1. Implement controls to manage access to material inventory within the
production environment.

2.3.2. Maintain accounting of inventory throughout the production lifecycle.

2.3.3. Maintain inventory tracking documentation and/or information for an
appropriate agreed time period.

2.3.4. CIS equipment/components should be marked with one or more markers
such as company logo, forgery-proof part number to prevent counterfeiting.

2.3.5. Implement applicable separation of duties controls to limit opportunities
for counterfeiting, malicious modification and tampering.

2.3.6. Scrap should be tracked and controlled until destroyed or deemed
unusable.

3. Security in Logistics
3.1. The governed supply chain security program shall address security in logistics.

3.2.The area of security in logistics describes the practices to protect against
security threats and risks during storage and distribution of software,
components and products through the Supply Chain. It shall address, at least,
the following:
3.2.1. Packaging Security
3.2.2. Transportation Security, including tampering detection
3.2.3. Secured Warehousing and Storage,

3.3.The CIS product vendor, to improve its practices, should:

3.3.1. Ensure anonymity of client by implementing technical mechanism that
doesn’t require to show human-readable or direct information about client
(example given: bar- code...).

3.3.2. Implement a control policy for each equipment/component before their
packaging.

3.3.3. Ensure robust tamper detection by advanced mechanism (seal, secure
packaging...).

3.3.4. Implement anti-tamper mechanisms
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3.3.5. Store proprietary material in an access controlled area.
3.3.6. Uniquely identify all shipped components using valid identification and
tracking techniques (e.g., serial numbers, date codes, license labels).

4. NATO Procurement and Sustainment Information Protection

4.1. The governed supply chain security program shall address NATO procurement
and sustainment information protection.

4.2. This area addresses the protection of all NATO information handled during the
operation of the CIS product and all the services linked to its usage. It covers
Information related to the support service and the hotline involved in the
maintenance of the product during the sustain phase; Information required by
an ancillary service, like signature pushing, necessary for the correct operation
of the product and any residual information in equipment handled all along the
sustain and end-of-life phases and scrap management The vendor shall
address these issues by:

4.2.1. Using of cryptographic mechanisms and products to protect sensitive
information exchanged ;

4.2.2. Setting up Information access controls

4.2.3. Enforcing a network security policies regarding confidentiality consistent
with the sensitivity data handled, which may include parameters for use of
third party cloud service providers

4.3.The CIS product vendor, to improve its practices, should:

4.3.1. Secure and control NATO and procurement and sustainment information
in @ manner such that:

4.3.2. it limits the use for intended purpose;

4.3.3. Limits the access to authorized personnel compliancy with need-to-know
concept and cleared at the appropriate NATO level;

4.3.4. Ensures segregation from that of other customers (e.g. separate
information system customer directories).

4.3.5. Ensure confidentiality of information during storage, scrapping and while
in transit, using techniques as permitted by NATO directives.

4.3.6. Implement all procedures and technical measures to prevent leakage of
NATO procurement and sustainment information;

4.3.7. Ensure anonymization or confidentiality of shipping and information
gathered during the support and maintenance phases;

4.3.8. Periodically have access control procedures, including visitor access,
and all technics used to prevent leakage of information audited by
independent control office.

4.3.9. Ensure confidentiality of design and development information that could
jeopardize product security.

5. Vendor Physical and Personnel Security

5.1. The governed supply chain security program shall address vendor physical and
personnel security.
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5.1.1. This area of personnel security describes the practices to protect NATO’s
operational or business confidential information when employees and
contractors have physical access to such information on Vendor premises.
It shall address, at least, the following:

5.1.1.1. Physical Access Controls and Monitoring, in compliance with
NATO directive protection of such a confidential information at proper
level

5.1.1.2. Security training and awareness, in compliance with NATO
directive on protection of such a confidential information at proper level

5.1.2. The CIS product vendor, to improve its practices, should:

5.1.2.1. Implement applicable physical access controls for entering as well
as exiting facilities.

5.1.2.2. Periodically have development and loading premises, including all
remote network access point audited by independent control office

5.1.2.3. Periodically review and update physical access entitlement and
privilege. This review should be based on employee background,
adjusting the roles.

5.1.2.4. Deploy periodic security awareness campaigns and training to all
personnel addressing the following areas, as applicable:

51.241. Security and information protection practices against social
engineering, phishing, malware etc.
5.1.24.2. Information systems access

5.1.2.4.3. Security incident detection and reporting

5.1.244. Response to burglary, robbery and in-transit theft

5.1.245. Visitor access and challenging un-identified persons or
vehicles

5.1.2.4.6. Management and disposal of scrap

51.2.4.7. Detection of counterfeit items and malicious modification

6. Security in Service Management

6.1. The governed supply chain security program shall address security in service
management.

6.1.1. This area of service management describes the practices to continue to
securely deliver support and ancillary services required for the security
product to be operated - e.g. online services like signature server - and
maintained — e.g. online update server - in an event of a service disruption.
It shall address, at least, the following:

6.1.1.1. Security in Business Continuity Planning issues;
6.1.1.2. Business Continuity Plan Testing procedures;
6.1.1.3. Activity Recovery Plan.
6.1.2. The CIS product vendor, to improve its practices, should:
6.1.2.1. Implement security controls as part of business continuity efforts
(e.g., processes, location) to ensure confidential information is
protected during periods of disruption.
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6.1.2.2. Implement vulnerability survey, both from customers and open
sources.

6.1.2.3. Post-sale services and configuration support

6.1.2.4. Test business continuity plans for security periodically and update
them based on the results of the testing.

7. Security in Incident Management

7.1.The governed supply chain security program shall address security in
incident management.

7.1.1. This area of security incident management describes the practices to
establish ad implement a robust incident management process to identify,
document and resolve security incidents. It shall address, at least, the
following:

7.1.1.1. Incident handling and response procedures

7.1.2. The CIS product Vendor should:

7.1.2.1. Establish capabilities to identify and respond to security incidents.

7.1.2.2. Assign roles and responsibilities to personnel, including response
procedures, to manage security incidents effectively.

7.1.2.3. Review incident response plan periodically and update based on
evolving security risks and threats.

7.1.2.4. Vulnerability review and impact analysis on CIS product facilities.

7.1.2.5. Implement analysis of 0-day incidents, including their impact on
the supply chain.

8. 3rd Party Supplier Management

8.1. The governed supply chain security program shall address 3rd party supplier
management.
8.1.1. This area of 3rd party security describes making multiple tiers of suppliers
to a CIS product vendor to NATO aware of all applicable security practices.
The prior vendor shall ask to their 1st tier of underlying suppliers/partners
for an assessment of the suppliers’ supply chain security expressing
compliance to this directive. Direct vendors to NATO should make Supply
chain security statement of their underlying suppliers available to the
contracting authorities.

8.2. Direct vendors to NATO should provide 3rd party suppliers with this directive

and make them aware of its content, both requirements and recommended
practices.
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Annex B-16. Disclosure of Involvement of Former NCI
Agency Employment

The Bidder hereby certifies that, in preparing its Bid, the Bidder did not have access to
solicitation information prior to such information been authorized for release to Bidders
(e.g. draft Statement of Work and Requirement Documentation).

The Bidder hereby acknowledges the post-employment measures applicable to former
NCI Agency Personnel as per the NCI Agency Code of Conduct.

The Bidder hereby certifies that:

|:| Its personnel, at any tier, working as part of the company’s team preparing the
Bid have not held employment with NCI Agency within the last two years.

D It has obtained a signed statement from the former NCI Agency personnel below,
who departed the NCI Agency within the last two years, that they were not
previously involved in the project under competition (as defined in the extract of
the NCI Agency Code of Conduct provided in Annex B-16bis of this IFB):

Employee Name Former NCI Agency Position Current Company Position

The Bidder also hereby certifies that it does not employ and/or receive services from
former NCI Agency Personnel at grades A5 and above or ranks OF-5 and above, who
departed the NCI Agency within the last 12 months. This prohibitions covers
negotiations, representational communications and/or advisory activities.

Date Signature of Authorised Representative

Printed Name

Title

Company
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Annex B-16.Bis NCI Agency AD. 05.00, Code of Conduct:
Post Employment Measures

1. The NCI Agency will not offer employment contracts to former NCI Agency
Personnel who departed less than 2 years earlier, unless prior approval by the
General Manager has been received.

2. Former NCI Agency Personnel will not be accepted as consultants or
commercial counterparts for two (2) years after finalization of their employment
at NCI Agency, unless the General Manager decides otherwise in the interest
of the Agency and as long as NATO rules on double remuneration are observed.
Such decision shall be recorded in writing. Commercial counterparts include
owners or majority shareholders, key account managers, or staff members,
agents or consultants of a company and/or subcontractors seeking business at
any tier with the NCI Agency in relation to a procurement action in which the
departing NCI Agency staff member was involved when he/she was under the
employment of the NCI Agency. As per the Prince 2 Project methodology, a
Project is defined as a “temporary organization that is created for the purpose
of delivering one or more business products according to an agreed business
case”. For the purpose of this provision, involvement requires (i) drafting, review
or coordination of internal procurement activities and documentation, such as
Statement of Work and Statement of Requirement; and/or (ii) access to
procurement information that has not yet been authorized for release for outside
distribution, including draft statements of work and requirement
documentations; and/or (iii) being appointed as a representative to the Project
governance (e.g., Project Board) with access to procurement information as per
(i) above; and/or (iv) having provided strategic guidance to the project, with
access to procurement information as per (ii) above.

3. In addition to paragraph 2 above, former NCI Agency Personnel at grades A5
and above or ranks OF-5 and above are prohibited during twelve months
following the end of their employment with the NCI Agency from engaging in
negotiations, representational communications and/or advisory activities with
the NCI Agency on behalf of a private entity, unless this has been agreed in
advance by the NCI Agency General Manager and notified to the Agency
Supervisory Board (ASB).

4, NCI Agency Personnel leaving the Agency shall not contact their former
colleagues in view of obtaining any information or documentation about
procurement activities’ not-yet-authorized release. NCI Agency Personnel shall
immediately report such contacts to the Director of Acquisition.

5. The ASB Chairman will be the approving authority upon recommendation by the
Legal Adviser when the NCI Agency Personnel concerned by the above is the
NCI Agency General Manager and will notify the ASB.

6. NCI Agency Personnel leaving the Agency shall sign a statement that they are
aware of the post-employment measures set out in this Directive.
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Annex C. Bid Guarantee - Standby Letter of Credit

Standby Letter of Credit Number:

Issue Date:
Beneficiary: NCI Agency, Financial Management Office
Boulevard Leopold lll, B-1110, Brussels
Belgium
Expiry Date:
1. We, (issuing bank) hereby establish in your favour our irrevocable standby letter

of credit number {number} by order and for the account of (NAME AND ADDRESS
OF BIDDER) in the original amount of € 300,000 (Three Hundred Thousand Euro). We
are advised this Guarantee fulfils a requirement under Invitation for Bid CO-15577-
SSSB dated

2. Funds under this standby letter of credit are available to you upon first demand
and without question or delay against presentation of a certificate from the NCI Agency
Contracting Officer that:

a) (NAME OF BIDDER) has submitted a Bid and, after Bid Closing Date
(including extensions thereto) and prior to the selection of the best value
compliant Bid, has withdrawn his Bid, or stated that he does not consider his Bid
valid or agree to be bound by his Bid, or

b) (NAME OF BIDDER) has submitted a Bid determined by the Agency to
be the best value compliant Bid, but (NAME OF BIDDER) has declined to
execute the contract offered by the Agency, such contract being consistent with
the terms of the Invitation for Bid, or

c) The NCI Agency has offered (NAME OF BIDDER) the contract for
execution but (NAME OF BIDDER) has been unable to demonstrate compliance
with the security requirements of the contract within a reasonable time, or

d) The NCI Agency has entered into the contract with (NAME OF BIDDER)
but (NAME OF BIDDER) has been unable or unwilling to provide the
Performance Guarantee required under the terms of the contract within the time
frame required.

3. This Letter of Credit is effective the date hereof and shall expire at our office
located at  (Bank Address) on . All demands for payment
must be made prior to the expiry date.

4. It is a condition of this letter of credit that the expiry date will be automatically
extended without amendment for a period of sixty (60) calendar days from the current
or any successive expiry date unless at least thirty (30) calendar days prior to the then
current expiry date the NCI Agency Contracting Officer notifies us that the Letter of
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Credit is not required to be extended or is required to be extended for a shorter
duration.

5. We may terminate this letter of credit at any time upon sixty (60) calendar days
notice furnished to both (NAME OF BIDDER) and the NCI Agency by registered mail.
6. In the event we (the issuing bank) notify you that we elect not to extend the

expiry date in accordance with paragraph 4 above, or, at any time, to terminate the
letter of credit, funds under this credit will be available to you without question or delay
against presentation of a certificate signed by the NCI Agency Contracting Officer
which states

“The NCI Agency has been notified by {issuing bank} of its election not to automatically
extend the expiry date of letter of credit number {number} dated {date} pursuant to
the automatic renewal clause (or to terminate the letter of credit). As of the date of this
certificate, no suitable replacement letter of credit, or equivalent financial guarantee
has been received by the NCI Agency from, or on behalf of (NAME OF BIDDER), and
the NCI Agency, as beneficiary, hereby draws on the standby letter of credit number

in the amount of € (Amount up to the maximum available under the LOC),
such funds to be transferred to the account of the Beneficiary number
(to be identified when certificate is presented).”

Such certificate shall be accompanied by the original of this letter of credit and a copy
of the letter from the issuing bank that it elects not to automatically extend the standby
letter of credit, or terminating the letter of credit.

7. The Beneficiary may not present the certificate described in paragraph 6 above
until 20 (twenty) calendar days prior to a) the date of expiration of the letter of credit
should {issuing bank} elect not to automatically extend the expiration date of the letter
of credit, b) the date of termination of the letter of credit if {issuing bank} notifies the
Beneficiary that the letter of credit is to be terminated in accordance with paragraph 6
above.

8. Multiple drawings are allowed.

9. Drafts drawn hereunder must be marked, “Drawn under {issuing bank} Letter of
Credit No. {number}* and indicate the date hereof.

10.  This letter of credit sets forth in full the terms of our undertaking, and this
undertaking shall not in any way be modified, amended, or amplified by reference to
any document, instrument, or agreement referred to herein (except the International
Standby Practices (ISP 98) hereinafter defined) or in which this letter of credit is
referred to or to which this letter of credit relates, and any such reference shall not be
deemed to incorporate herein by reference any document, instrument, or agreement.

11.  We hereby engage with you that drafts drawn under and in compliance with the
terms of this letter of credit will be duly honoured upon presentation of documents to
us on or before the expiration date of this letter of credit.

12.  This Letter of Credit is subject to The International Standby Practices-ISP98
(1998 Publication) International Chamber of Commerce Publication No.590.
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Annex D.IFB-CO-15577-SSSB Non-Disclosure Undertaking

1. COMPANY SIGNING THE UNDERTAKING

“Company”) and its officers, directors and employees (being permanent, temporary,
full-time, part-time, or staff that has been hired as consultants by the said company)
agree to be bound by the terms of this undertaking (the “Undertaking”).

2. BACKGROUND

In order to allow potential bidders to prepare a bid under IFB-CO-15577-SSSB,
Confidential Information, as defined below, will be released to potential Bidders that
have duly executed this Undertaking.

3. CONFIDENTIAL INFORMATION

For the purposes of this Undertaking, Confidential Information shall include the
following items, regardless of the classification marked on the documents:

- All Documentation and materials included in SSSB IFB Bidders’ Library
- All documentation and briefings supporting the SSSB Bidders Conference
4. RIGHT OF USE

4.1  Company is authorised to use the Confidential Information for the sole purpose
of preparing a bid for IFB-CO-15577-SSSB and for a limited period not to exceed the
completion of the bid evaluation period (as notified by the Purchaser) for IFB-CO-
15577-SSSB. This period shall be extended automatically if Company is determined to
be the Successful Bidder until the effective date of Contract CO- IFB-CO-15577-SSSB,
which shall then govern the terms of use and disclosure of the Confidential Information.

4.2  The Confidential Information will be delivered “as is”. Company acknowledges
that the Confidential Information is released without any acceptance of liability for
damages of any kind including but not limited to incidental, special or consequential
damages sustained by the Company as a result of the usage of the Confidential
Information.

4.3 Any cost involved with the use of the Confidential Information is the sole
responsibility of the Company.

44  On completion of the bidding process in relation to Invitation For Bid IFB-CO-
15577-SSSB and at the latest five (5) working days after notification that Company is
not the successful Bidder, Company shall return to NCI Agency, or destroy, the
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Confidential Information and provide NCI Agency with a written statement that
Company has returned the original Confidential Information and all copies or destroyed
the original Confidential Information and all copies.

5. NON-DISCLOSURE

5.1.  Company shall not disclose the Confidential Information to any third party and
shall limit the disclosure internally to those of its officers, directors, employees (being
permanent, temporary, full-time, part-time, or staff that has been hired as consultants
by the said company) on a need to know basis and provided that these officers,
directors, employees (being permanent, temporary, full-time, part-time, or staff that has
been hired as consultants by the said company) are bound by a non-disclosure
agreement or an adequate confidentiality clause covering the Confidential Information
disclosed on the basis of this Undertaking.

5.2  Should any portion of the Confidential Information falls within any of the following
provisions, such portion of the Confidential Information is released from the protection
provided under this Undertaking from the date such provision becomes effective:

- Information which is or becomes part of the public domain without breach of this
Undertaking;

- Information which is received after the signature of this Undertaking by
Company from a third party who did not obtain or disclose it in violation of any
rights of the NCI Agency;

- Information which is already known by Company, which is legally allowed to use
it, at the time of signature of this Undertaking, which the Company can
substantiate by written evidence:

- Information which is publicly disclosed with the prior written approval of the NCI
Agency; and Information which is independently developed by an employee of
the Company who did not have access to the Confidential Information and
independent development is substantiated by sufficient evidence.

6. DISPUTE RESOLUTIONS

All disputes arising as a result of this Undertaking shall be subject to the dispute
resolution procedure as detailed below:

6.1. Dispute resolution shall be governed, interpreted and construed in accordance
with the private contract law of the Kingdom of Belgium.

6.2. All disputes arising under, or which are related to this Undertaking or with
respect to its effectiveness shall be resolved by consultation. If no agreement can be
found, either NCI AGENCY or the Company may open arbitration proceedings in
accordance with the following arbitration provisions.

6.3. The party instituting the arbitration proceedings shall advise the other party by
registered letter, with official notice of delivery, of his desire to have recourse to
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arbitration. Within a period of thirty (30) days from the date of receipt of this letter, NCI
AGENCY and the Company shall jointly appoint an arbitrator. In the event of failing to
appoint an arbitrator, the dispute or disputes shall be submitted to an Arbitration
Tribunal consisting of three arbitrators, one being appointed by NCI AGENCY, another
by the Company and the third, who shall act as President of the Tribunal, by these two
arbitrators. Should NCI AGENCY or the Company fail to appoint an arbitrator during
the fifteen (15) days following the expiration of the said first period, the appointment
shall be made, within twenty-one (21) days, at the request of the party instituting the
proceedings, by the Secretary General of the Permanent Court of Arbitration at The
Hague.

6.4. Regardless of the procedure concerning the appointment of this Arbitration
Tribunal, the third arbitrator will have to be of a nationality different from the nationality
of the other two members of the Tribunal. Any arbitrator must be of the nationality of
any one of the member states of the NATO and shall be bound by the rules of security
in force within NATO.

6.5. Any person appearing before the Arbitration Tribunal in the capacity of an expert
witness shall, if he is of the nationality of one of the member states of the NATO, be
bound by the rules of security in force within NATO; if he is of another nationality, no
NATO classified documents or information shall be communicated to him.

6.6. An arbitrator, who, for any reason whatsoever, ceases to act as an arbitrator,
shall be replaced under the procedure laid down in paragraph 6.3 above.

6.7. The Arbitration Tribunal will take its decisions by a majority vote. It shall decide
where it will meet and, unless it decides otherwise, shall follow the arbitration
procedures of the International Chamber of Commerce in force at the date of signature
of the present Undertaking. The awards of the arbitrator or of the Arbitration Tribunal
shall be final and there shall be no right of appeal or recourse of any kind. These
awards shall determine the appointment of the arbitration expenses.

7. GENERAL PROVISIONS

7.1.  Nothing in this Undertaking shall be construed as granting or conferring any
proprietary rights to the Company on the Confidential Information.

7.2 This Undertaking shall enter into effect on the date of signature. The
confidentiality obligation under this Undertaking shall remain in effect for a period of 5
years following completion of the evaluation of IFB-CO-15577-SSSB.

On behalf of Company

Name:
Title:
Date:
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Annex E. Clarification Requests Form

Company Name Submission Date

INVITATION FOR BID
IFB-CO-15577-SSSB

CLARIFICATION REQUESTS FORM
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ADMINISTRATION or CONTRACTING
Serial IFB QUESTION ANSWER

NR REF

A.2

A3
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QUESTION ANSWER

P.2

P.3
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TECHNICAL

Serial IFB QUESTION ANSWER

NR REF

T.2

T.3
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Annex F. IFB-CO-15577-SSSB CV Template
Company name
Proposed Role: Click here to enter text Proposed Team: Please select

Key Personnel: [ Clearance Level: Please select

Employment History
Company (most recent first) Position Dates

Click here to enter text

Summary of role

Click here to enter text
Summary of

relevance

Company Position Dates

Click here to enter text

Summary of role

Click here to enter text
Summary of

relevance

Company Position Dates

Click here to enter text

Summary of role

Click here to enter text
Summary of

relevance

Summary of other experience

Click here to enter text
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Education, Qualifications and Professional Membership

Year Qualification Institution Grade/Level

Relevant Experience

Domain Experience (describe experience and specify level of experience as Expert, Extensive, Familiar, or Limited')

Summary of experience with NATO and SSSB systems and capability areas

Role-Specific Skills and Experience (describe experience and specify level of experience as Expert, Extensive,
Familiar, or Limited")
Summary of skills and experience relevant to the proposed role

Tools and Methodologies (describe experience and specify level of experience as Expert, Extensive, Familiar, or
Limited?")
Summary of experience with relevant tools and methodologies

International Working Environments

Summary of experience working in NATO or similar international working environments

Language Proficiency (as defined in STANAG 6001)

Listening Speaking Reading Writing

English  (working

Select Level Select Level Select Level Select Level
language)

1 Expert — is recognised by peers as a subject matter expert through experience, published work, and/or qualifications
Extensive — has direct experience accumulated over a number of years, and relevant qualifications where applicable
Familiar — has some direct experience, more extensive experience in a related area, and/or has undertaken relevant training
Limited — has awareness through indirect experience or related work
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Annex G.Cross Reference - Traceability Matrix

Company Name

INVITATION FOR BID
IFB-CO-15577-SSSB

CROSS REFERENCE - TRACEABILITY MATRIX
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Bid Bid Bid
Instruction. | Evaluation. Evaluation Criteria Reference
Paragraph. Paragraph

3.5.1. 45.1. Executive Summary
3511 4511 The bid provides an overview of the salient features of their technical proposal in the form of
T T an executive summary..
The Bid provides an executive summary between 10 and 15 pages in length that
demonstrates  a clear description of the major points contained in each of the required
sections of the technical proposal and shall demonstrate the depth of the Bidder's
35192 4512 understanding of the project, implementation environment and the problems and risks of
T R project implementation. It should also summarize the strengths which the Bidder and its
team bring to the project in terms of minimising the problems and reducing the risks as
perceived and specified by the bidder. Finally, it should highlight the key points of the technical
approach and solution that the Bidder believes deserves recognition..
3.5.2. 4.5.2. Table of Contents
The Bidder shall have compiled a detailed Table of Contents which lists not only the section
3.5.2.1. 45.21. headings but also the major sub-sections, and topic headings required set forth in these
Instructions or implicit in the organisation of the Technical Proposal.
3.5.3. 4.5.3. Key Personnel
The bid shall provide the resumes of the individuals designated as Key Personnel to this
3531 4531 project. For each role identified (at least one person per role and a maximum of one role per
T R person), the resumes shall demonstrate that they have the expected knowledge, capability
and experience to meet the requirements of this Contract. The key personnel are::
3.5.3.1.1. 4.5.3.1.1. | Project Manager;
3.5.3.1.2. 4.5.3.1.2. | Technical Lead;
3.5.3.1.3. 4.5.3.1.3. | Test Director;
3.5.3.1.4. 45.3.1.4. |ILS Manager.
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Bidders shall provide for all of the above Key personnel at least one of the following valid

3.5.3.2. 45.3.2. Certificates-
35321 453921 Standardized Language Proficiency (SLP) of 3333 in English corresponding to NATO
""""" STANAG 6001;
35329 453292 Common.European Framework of Reference for Languages (CEFR) C1 for the English
language;
3.5.3.2.3. 4.5.3.2.3. | Test of English as a Foreign Language (TOEFL) Internet-based Test (iBT) 110 - 120;
3.5.3.24. 4.5.3.2.4. | Cambridge English Language Assessment CPE (45 to 59)/ CAE grade B or C / FCE grade A;
3.5.3.2.5. 4.5.3.2.5. | International English Language Testing System (IELTS) 6 points;
Bachelor's Degree or Higher from an accredited Institution in which program of study has been
3.5.3.2.6. 45.3.2.6. . .
completed fully in the English language.
3.5.4. 454. Corporate Experience
The Bid describes the corporate structure of the Contractor and the administration of the
3541 4541 prospective Project within the overall corporate structure. This information, labelled as
D e "Corporate Capability", indicates the chain of authority within the Contractor's Organization
from the Project Manager to the Chief Executive Officer..
The Bid describes the corporate resources that are available to support the Project which are
3.54.2. 454.2. resident in the Organization of the Contractor but not directly under the authority of the Project
Manager..
The Bid describes the Corporate Experience that provides evidence of relevant and recent
3.5.4.3. 4.5.4.3. experience of the Bidder in the design, implementation and integration of projects similar to
the subject procurement..
Bidders shall describe the Corporate Experience that shall provide evidence of relevant and
3.54.4. 4544, recent experience of the Bidder in the design, implementation and integration of projects

similar to the subject procurement..
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The Bid provides relevant and successful corporate experience in at least two Contracts within
the last five years for which the Bidder has executed the design, configuration, installation,

3.5.4.5. 4545, . , . . o :

integration and testing of similar systems to meet military or government requirements. For
each of the Contracts the following data has been provided::
A description of the key requirements and how far these requirements were met by the

3.5.4.5.1. 45451. o : .
solution fielded, preferably with customer evaluation report.

35459, 45452 A brief description of t.he financial and physical scope of the project including the number of
systems deployed/delivered.

3.5.4.5.3. 4.5.45.3. | The purchaser(s) of these systems.

3.5.4.54. 45454, | The user(s) of these systems.

3.5.4.5.5. 4.5.4.5.5. | The Contract number(s).

3.5.4.5.6. 454.5.6. | The start date and end date of the Contract.

3.54517. 4.5.4.5.7. | Avalid Point of Contact for verification purposes.
The Bid provides relevant and successful corporate experience in at least two Contracts within

3546 4546 the last five years of the major sub-Contractors for the delivery of projects similar to the
e e respective parts the subject procurement. For each of the Contracts the following data has

been provided:
A description of the key requirements and how far these requirements were met by the

3.5.4.6.1. 4546.1. o : . )
solution fielded, preferably with customer evaluation report;

35462, 45462 A brief description of t.he f|n§n0|al and physical scope of the project including the number of
systems deployed/delivered;

3.5.4.6.3. 4.5.4.6.3. | The purchaser(s) of these systems;

3.5.4.64. 454.6.4. | The user(s) of these systems;

3.5.4.6.5. 454.6.5. | The Contract number(s);

3.5.4.6.6. 454.6.6. | The start date and end date of the Contract;
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3.54.6.7. 4.54.6.7. | A valid Point of Contact for verification purposes.

3.54.7. 454.7. The bidder shall include the folllowing information regarding their proposed sub-contractors::

Architecture and Engineering (A/E) company - the sub-contractor in charge of and responsible
3.54.7.1. 4.5.4.7.1. | for the studies, designs and the control of the civil works (possibly more than one company, for
example one for each country: Netherlands (NLD), United Kingdom (GBR), Greece (GRC).

Civil Works execution company - the sub-contractor who will execute the works according to
3.5.4.7.2. 4.5.4.7.2. | the design (possibly more than one company, for example one for each country: NLD, GBR,
GRCQC).

Health and Safety (H&S) Coordinator - the sub-contractor qualified and capable of being
responsible for H&S of the study phase, design and, if the bid is selected, for the safety
coordination in execution phase (possibly more than one coordinator, for example one for
each country: NLD, GBR, GRC)

3.5.4.7.3. 454.73.

3.5.5. 455, Plans and documentation

The Bidder shall have submitted a preliminary Project Management and Control Plan (PMCP)
that conforms to the requirements of SOW Section 2 of the Prospective Contract. This plan
shall have identified the significant tasks to be accomplished and the items to be delivered in
the execution of the Contract. The preliminary Project Work Breakdown Structure (PWBS), the
3.5.5.1. 455.1. preliminary Project Master Schedule (PMS) and supporting charts shall have thoroughly
described the steps necessary to achieve delivery of the SSSB System within the Contract
terms and schedule. The preliminary PMCP shall have been logical and realistic,
demonstrating the Bidder's appreciation of the complexity of the Project and his experience in
managing large programmes.
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The Contractor shall also have developed a preliminary Project Master Schedule (PMS) in
accordance with SOW Section 2 of the Prospective Contract that shall contain all Contract
events and milestones. The PMS shall have correlated with the PWBS. The PMS shall have
included activity network, activity GANTT / Program Evaluation Review Technique (PERT)
3.5.5.2. 4.5.5.2. charts, milestone, and critical path views of the project schedule, showing detailed and high
level schedules with associated resources. This Plan shall have been detailed to the level at
which all deliverable items required under the Contract are identified and accounted for by a
work path that shows the interconnectivity of the various task. The PMS should be a minimum
of 50 activities.

In the PMS, the relationship between the Work Packages and project deliverables shall have
3.5.5.3. 4.5.5.3. been clearly demonstrated as well as the schedule of sub-Contracted performance and
deliveries shall have been clearly integrated into this Plan.

The Bidder shall have provided a preliminary Risk Assessment and Management Plan
(RAMP) defining their strategy for risk management to meet the requirements as set forth in
SOW Section 2 of the Prospective Contract. The Bidder shall have demonstrated the
adequacy of monitoring and control activities to ensure early detection of problem areas and to
3.5.54. 4554, schedule risk. The Bidder shall have identified the possible risks involved in the performance
of the Contract and shall have convincingly demonstrated that his approach offers adequate,
logical and pragmatic means for risk identification, assessment, mitigation, monitoring, and
reporting the risks, as well as methods for overcoming setbacks to the project throughout the
Contract duration.

3555, 4555 The Bidder shall have provided a draft Documentation Submission Plan as detailed in SOW

Section 15..
3.5.5.6. 4.55.6. The Documentation Submission Plan shall not simply restate the SOW requirements.
3.5.6. 4.5.6. Communications and Information Systems (CIS)
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The Bidder shall have submitted a Preliminary System Engineering and Design Plan
describing the preliminary design of the proposed System and including a preliminary System
3.5.6.1. 45.6.1. Safety Engineering Plan and a preliminary Electromagnetic Interference and Compatibility
(EMI/EMC) Control Plan as sub-plans that conform to the requirements of SOW Section 4 of
the Prospective Contract.

The Bidder shall have supported this design with such information as to convincingly
demonstrate that the proposed design will meet the safety and security requirements as set
forth in SOW Section 4 and Section 5 of the Prospective Contract as well as functional and

3.5.6.2. 456.2. technical requirements as set forth in SOW Annex-A to | of the Prospective Contract. Bidder's
technical proposed design shall have provided detailed information on how the Bidder intends
to meet all performance, functional or architectural requirements.
The PSEDP shall have provided detailed descriptions of how the proposed design shall have
3.5.6.3. 4.5.6.3. met each of the specific performance requirements/parameters of the areas detailed at SOW

Section 4.

The bid shall have taken into account the constraints of the sites and number of simultaneous
3564 4564 transmissions, as well EMC, in his technical proposal. An EMC study of the transmitter site

R R shall have been submitted as part of the bid to show that Public and Occupational exposure
levels are within international and national guidelines.

The Preliminary System Engineering and Design Plans shall have contained as much detail as
is practicable in order to demonstrate that the system as delivered will meet the safety and
security requirements as set forth in SOW Section 4 and SOW Section 5 as well as functional
and technical requirements as set forth in SOW Annex-A to I.

3.5.6.5. 4.5.6.5.

The Bid shall have described the Bidder's approach to preparing and maintaining the

Engineering Documentation Package throughout the design, integration, test and site surveys
3.5.6.6. 4.5.6.6. 2 . . . ) .
activities, ensuring consistency between all the documents included in that documentation
package.
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4.5.6.7. The bid shall include equipment specifications for each capability separately;

For each Hardware Contract Line Item Number (CLIN); the Bidder shall have included in his
bid a detailed list of the COTS components proposed to be supplied as part of that CLIN. The
4.5.6.7.1. | product name, manufacturer name, and manufacturer's part number, version, or release
number shall have been stated. If a generic or non-vendor specific component is proposed,
the Bidder shall have provided the item name;

The Bidder shall have included in his bid a detailed specification sheet for each item of

3.56.7. 45672 equipment the Bidder proposes to provide in satisfaction of contractual requirements;
With regard to major long-lead acquisition items, the Bidder shall provide a list that shall
45673 include the Contractor's primary choice and alternative choice for those items that are sub-

contracted (assemblies and sub-assemblies) and that are considered to be on the 'Critical
Path' to meeting the delivery schedule of the Contract;

The Contractor shall provide evidence that the intended equipment and the functionality of the
4.5.6.7.4. | required services and capabilities shall be available at the time of bid.

The Bidder shall demonstrate their comprehension of the system and that their proposal for
the antenna farms of the 13 (thirteen) Radio Sites, Direct Line of Sight (DLOS) and long
distance underground fibre where appropriate is feasible containing the location and physical
3.5.6.8. 4.5.6.8. arrangement of, but not limited to, antenna locations, ground planes (where applicable),
transmission cable layouts represented at a suitable scale (no greater than 1:100 for layouts
and no smaller than 1:25 for detailed drawings) on a site layout plan as well as locations of
any new builds..

The bidder shall provide evidence based on a design that has been tested and the results
3.5.6.9. 4.5.6.9. certified by a national authority, the test performance data shall also have been provided and
data projections included for elements that were not tested.
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The Bidder shall provide evidence that the hardware to be procured in accordance with this
IFB meets the hardware specifications as defined in SOW Annex A, D and G. The evidence

3.5.6.10. 4.56.10. shall be in the form of product data sheets and/ or past performance in similar systems

implemented by the Contractor in the last five (5) years.
3.5.7. 45.7. Civil Works

3.5.71. 4.5.7.1. The bidders Civil Works schedule shall meet the following requirements:

3.5.7.1.1. 4.5.7.1.1. | Presents the "civil works sub-project" integrated into the core of this project;
Is established taking into account all the requirements mentioned in this bidder's document,

3.5.71.2. 4.5.7.1.2. | including the main milestone delivery dates (civil works and installation of transmission
equipment, external services, etc.);

35713, 45713 Shqws_necessary links between the specific civil works tasks and the other tasks of the core
project;
Includes key tests and trials planned for prior to the technical acceptance of major equipment,

3.5.7.1.4. 4571.4. . e _
site tests, provisional acceptance, etc.;

3.5.7.1.5. 4.5.7.1.5. | Shows 'critical path'.
The Bidder shall have included preliminary analysis, documents and drawings that address, at

3.5.7.2. 4.5.7.2. the minimum, the following criteria and make reference to the respective international
standards or their THN equivalents:

3.5.7.2.1. 4.5.7.2.1. | Building regulations;

3.5.7.2.2. 45.7.2.2. | Stability;

3.5.7.2.3. 4.5.7.2.3. | Functionality;

3.5.7.24. 457.24. Technical specifications;

3.5.7.2.5. 45.7.2.5. Fire protection;

3.5.7.2.6. 4.5.7.2.6. | Physical security.
The Bidder shall have submitted for each radio site, preliminary and schematic graphics,

3.5.7.3. 45.7.3. drawings, layouts, calculations, and narrative that demonstrates their comprehension of the

requirements including the following as a minimum::
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Nature of construction, demolishing, dismantling, refurbishment or new build works as well as

3.5.7.3.1. 45731, |. ) .
installation works;
Application - general description where and why major material and equipment are used /
3.5.7.3.2. 45.7.3.2. ; . : .7 : : ]
proposed for installation, construction, demolishing and dismantling works;
3.5.7.3.3. 4.5.7.3.3. | Major equipment, installations and material performance parameters;
Identification and general description of method of implementation for key works (including
3.5.7.3.4. 45.7.3.4. o . o : ; .
earth works, construction, installation, demolishing and dismantling works);
3.5.7.3.5. 4.5.7.3.5. | General work schedule.
The Bidder shall have submitted the schematic design for each radio site. The schematic
design shall make reference which international standards (or their THN equivalents) have
3.5.7.4. 45.7.4. , ) N
been used for formats, numbering, legends, representations, symbols and other indications.
That as a minimum shall include:
3.5.7.4.1. 45.7.4.1. | Floor plans;
3.5.7.4.2. 4.5.7.4.2. | Site plans;
3.5.7.4.3. 4.5.7.4.3. | Building elevations (all four sides - the east, west, north and south);
General description of building systems (structural, mechanical, HVAC, plumbing, electrical,
3.5.74.4. 45.7.4.4. | fuel distribution, firefighting, security, data and phone cabling), interior and exterior finishes,
and the building site with supporting schematic and conceptual drawings.
The bidder shall have submitted preliminary drawings of the civil works infrastructure that
3.5.7.5. 45.7.5. : . . o . .
demonstrates their comprehension of the requirement that will include as the minimum::
The general situational layout showing the construction site, the site installations, buildings,
3.5.7.5.1. 45.7.51. ) ) )
access to the site, cables, pipes etc. (scale 1/500);
The general site plan (scale 1/500) including the demolition phases, accesses, roads and
3.5.7.5.2. 4.5.7.5.2. | parking lots, buildings, foundations for antennas and other installations, fences, safety zones,
location of fuel tanks and pipes etc.;
3.5.7.5.3. 4.5.7.5.3. | Drainage installations (1/100 and / or 1/200 scale);
3.5.7.54. 45.7.5.4. | Cables, pipes, ducts and trenches (1/100 and / or 1/200 scale);
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3.5.7.5.5. 4.5.7.5.5. | Key dimensions of main infrastructure (for example roads and parking lots, antenna fields).
The bidder shall have submitted preliminary drawings of buildings and miscellaneous
3.5.7.6. 4.5.7.6. constructions that demonstrates their comprehension of the requirement that will include as
the minimum;
3.5.7.6.1. 4.5.7.6.1. | General plans/ layouts per building (1/100 scale);
3.5.7.6.2. 4.5.7.6.2. | Key cross sections drawings (scale 1/50);
3.5.7.6.3. 4.5.7.6.3. | The schematic plans and drawings of key construction details (scale 1/50, 1/20 or 1/10);
3.5.7.6.4. 45.7.6.4. | General roof plans with outlets (1/100 scale);
3.5.7.6.5. 4.5.7.6.5. | Key dimensions of buildings, rooms and wall openings.
The bidder shall have submitted preliminary drawings of HVAC (scale 1/50 or 1/100 that
3.5.7.7. 45.7.7. : . ; o " i
demonstrates their comprehension of the requirement that will include as the minimum:
3.5.7.7.1. 4.5.7.7.1. | General HVAC installation plans and drawings (with location of main equipment
3.5.7.7.2. 4.5.7.7.2. | Ventilation ducts for air treatment installations, etc.;
3.5.7.7.3. 4.5.7.7.3. | General drawings with layout of heating elements, ventilation equipment;
35774 45774 In summary, the drawings and cross sections necessary to make the bidder's general proposal
understandable
The bidder shall have submitted preliminary drawings of the fire protection and fighting system
3.5.7.8. 45.7.8. (scale 1/50 or 1/100) that demonstrates their comprehension of the requirement that will
include as the minimum:
35781 45781, Fire detection and fire alarm plans (with locations of the main components such as control
panels, detectors, etc.).
The bidder shall have submitted preliminary drawings of the electrical system (scale 1/50 or
3.5.7.9. 4.5.7.9. 1/100) that demonstrates their comprehension of the requirement that will include as the
minimum:
General electrical installation plans and drawings (with location of the main components - main
3.5.7.9.1. 4.5.7.9.1. | power distribution board, electrical distribution boards, UPS, battery rack, high -voltage cabin,

etc.);
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3.5.7.9.2. 4.5.7.9.2. | General plans with indication of lighting points and sockets;
35793 45793 Schematic diagram of the energy distributions including the distributions from the main power
""""" distribution board to the electrical distribution boards.
The bidder shall have submitted preliminary drawings of the ancillary equipment (scale 1/50 or
3.5.7.10. 4.5.7.10. 1/100) that demonstrates their comprehension of the requirement that will include as the
minimum:
A schematic plan per room showing key equipment offered (scale 1/20 of 1/10) with reference
3.5.7.10.1. | 45.7.10.1. . )
to the respective technical data sheets.
The bidder shall have submitted preliminary drawings of the roads, paved areas and
3.5.7.11. 4.5.7.11. landscaping that demonstrates their comprehension of the requirement that will include as the
minimum:
3.5.7.11.1. 4.5.7.11.1. | General plans and drawings (scale 1/100 and / or 1/200);
357112, 457112 l1\/}gjoo)r details of the structure of roads, parking lots, paths, sidewalks, etc. (scale 1/100 and / or
3.5.7.11.3. 4.5.7.11.3. | General plans for landscaping
3.5.8. 4.5.8. Test and Evaluation
The Bidder shall have submitted a preliminary version of the Test and Evaluation Plan for
3.5.8.1. 45.8.1. FAT, RSAT and SAT for the allocation of personnel and the time line for the Test activities that
meets the overall requirements and objectives of SOW Section 10.
3582 4582 The plan shall also include a preliminary Security Test and Evaluation Plan (STEP) that meets
T T the requirements set forth in SOW Section 5.
The Bidder shall have described the major components, sub-assemblies and assemblies that
3.5.8.3. 4.5.8.3. are proposed to be submitted for acceptance on the basis of prior testing and qualification and

that are expected to undergo partial testing and/or extensive testing and evaluation.
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If there are elements of the System proposed to be submitted on the basis of a Certificate of
Conformity (CoC), based on prior test and qualification, the Bidder shall have provided a
summary of the particulars, and especially the dates of the prior tests and for whom the testing
was executed.

3.5.8.4. 4.5.8.4.

The Bidder shall have described how the proposed CoC or request for exemption of testing

3.585. 4585, based on prior qualification will be processed from the QA and CM aspects.

The Bidder shall have adequately described the proposed methods to ensure that the testing
3.5.8.6. 4.5.8.6. is in compliance with the requirements of components, sub-assemblies and assemblies that
are sub-contracted and tested at sub-Contractor facilities.

3.5.9. 4.5.9. Provisional System Acceptance (PSA) and Final Systems Acceptance (FSA)

The Bidder shall have provided a preliminary System Acceptance Plan, by WBS, for the
allocation of personnel and the time schedule to accomplish all of the activities required and to
ensure the timely delivery of all documentation and other deliverables required for successful
PSA and FSA.

3.5.9.1. 4.5.9.1.

3.5.10. 4.5.10. Security

45101 The Bidder shall have demonstrated how the system will manage access control. The bid
7 | shall have addressed the following in detail in accordance with the requirements of;.

SOW Annex J, System Security Requirements - Section 2.2 - AC - Logical access control -

4.5.10.1.1. AC.2 - Access control enforcement;

SOW Annex J, System Security Requirements - Section 2.2 - AC - Logical access control -

3.5.10.1. 4.5.10.1.2. H.ST - Segregation of tasks;

SOW Annex J, System Security Requirements - Section 2.2 - AC - Logical access control -

4.5.10.1.3. AC.6 - Protection of remote diagnosis ports;

SOW Annex J, System Security Requirements - Section 2.8 - COM - Protection of

4.5.10.1.4. Communications - COM.13 - Network access control.
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The Bidder shall have described how the system will manage identification, authentication and

4.5.10.2. authorisation. The bid shall have addressed the following in detail in accordance with the
requirements:
451021 SOW Annex J, System Security Requirements - Section 2.1 |A - Identification and
3.5.10.2. T | authentication - 1A.3 - User identification;
SOW Annex J, System Security Requirements - Section 2.1 |A - Identification and
4.5.10.2.2. e : . SN
authentication - I1A.5 - Special accounts (administration);
451023 SOW Annex J, System Security Requirements - Section 2.1 |IA - Identification and
T | authentication - IAM4 - Password based Authentication.
45103 The Bidder shall have described how the system will defend against malicious software. The
DR bid shall have addressed the following in detail in accordance with the requirements:
SOW Annex J, System Security Requirements - Section 2.10 - Tools - Security tools -
3.5.10.3. 4.5.10.3.1. . )
Tools.AV - Tool against harmful code (malware);
SOW Annex J, System Security Requirements - Section 2.10 - Tools - Security tools -
4.5.10.3.2. . : D
Tools.FIM - File Integrity Monitoring.
4.5.10.4 The Bidder shall have described how the system will generate and collect security logs. The
35104 T bid shall have addressed the following in detail in accordance with the requirements of:
R 451041 | SOW Annex J, System Security Requirements - Section 2.11 - Logging and audit - A.2 -
T | Tools.
45105 The Bidder shall have described what guides will be used to harden all system deliverables.
7T 1 The bid shall have addressed the following in detail in accordance with the requirements of:
4.5.10.5.1. | SOW Section 5.3 - SSSB-UK-GR-NL System Security Design & Engineering;
3.5.10.5. SOW Annex J, System Security Requirements - Section 2.6 - SW - Protection of Software -
4.5.10.5.2. ) : L .Y
SW.SC - Secure configuration baseline is applied;
451053 SOW Annex J, System Security Requirements - Section 2.7 - HW - Protection of Hardware -

HW.SC - Secure configuration baseline is applied;
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SOW Annex J, System Security Requirements - Section 2.8 - COM - Protection of

4.5.10.5.4. Communications - COM.SC - Secure configuration baseline is applied.
The Bidder shall have described how they will perform vulnerability management (CVE, testing
4.5.10.6. | specific vulnerabilities) throughout the project lifecycle. The bid shall have addressed the
3.5.10.6. following in detail in accordance with the requirements of:
4.5.10.6.1. | SOW Section 5.7 - SSSB-UK-GR-NL Security Maintenance;
4.5.10.6.2. | SOW Section 5.8 - SSSB-UK-GR-NL System Security Obsolescence.
The Bidder shall describe how the project security (including supply chain security) will be
4.5.10.7. | achieved. The bid shall have addressed the following in detail in accordance with the
requirements of:
4.5.10.7.1. | SOW Section 5.10 - SSSB-UK-GR Security enforcing Product;
4.5.10.7.2. | Project Security Instructions - Section 3.2.2 - Facility Security Clearance;
3510.7. 4.5.10.7.3. | Project Security Instructions - Section 2.1 - Records of Employees;
4.5.10.7.4. | Project Security Instructions - Section 2.1 - Records of Employees;
4.5.10.7.5. | Project Security Instructions - Section 2.3 - Personnel Security Clearances (PSCs);
4.5.10.7.6. | Project Security Instructions - Section 2.4 - Protection of NATO classified information;
4.5.10.7.7. | Project Security Instructions - Section 3.6 - Security Education;
4510.7.8 Project Security Instructions - Section 10.2 - Handling of NATO RESTRICTED Information on
77| Information and Communication Systems (CIS).
3.5.11. 4.511. ILSP
The Bidder shall have provided a draft ILSP, as detailed in the SOW section 9.2.4. The bid
3.5.11.1. 4.5.11.1. | shall have addressed the following in detail in accordance with the requirements of Section 9
and Section 10:
351111 | 451111, The Contraf:tor's Integrated Logistic Support (ILS) organization, roles, responsibilities and
procedures;
3.511.1.2. | 4.5.11.1.2. | ILS activities schedule with dependencies between different activities and deliverables;
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Maintenance and Support Concept (Maintenance Plan, detailed Maintenance Level definitions

3.5111.3. | 45.11.1.3. and tasks);
351114 451114 Design Influence and interfaces with other functional/technical areas (planning activities as an
R 7 | annex to ILSP, while the actual data and methods to be covered under Support Case)
351114.1. | 4511141, Reliability, Availapility, Mgintginability and Testability (RAMT) Programme planning, activities,
processes (including testing);
3511142 | 4511142, Logisftics Support Analysis plgpning, reporting (s.uch as Logistics Support Analysis
Requirements (LSAR)), activities and processes;
3.5.11.1.4.3. | 4.5.11.1.4.3. | Support Case;
351115 451115 Planning of supply support (System Inventory, Codification, Recommended Spare Parts List
R 7 | (RSPL) and Recommended Consumables Items List (RCIL) template);
Planning, resourcing, calculating, procuring and providing the Initial Provisioning (spares,
3.5.11.1.6. | 45.11.1.6. .
consumables, support tools and test equipment)
3.5.111.7. 4.5.11.1.7. | Computer Resources
3.5.11.1.8. 4.5.11.1.8. | Manpower and Personnel Requirements
3.5.11.1.9. | 45.11.1.9. | Packaging, Handling, Storage and Transportation
3.5.11.1.10. | 4.5.11.1.10. | Technical Publications Development Plan
3.5.11.1.11. | 4.5.11.1.11. | Planning of supply chain security
3511112 | 4511.1.12. E::z;nng of obsolescence management and monitoring (Parts Obsolescence Management
Bidders shall provide a detailed approach for the Maintenance and Support Concept in the
3.5.11.2. 4.511.2.
draft ILS Plan.
The Maintenance and Support Concept shall demonstrate the understanding of the different
Maintenance and Support Levels, the interfaces between these different levels, maintenance
3.5.11.21. 4.5.11.2.1. | and support environment, constraints, locations, procedures, artefacts, organization,

personnel skills, related ITIL processes and responsibilities between different parties to
maintain the delivered baselines of the system in different phases of the lifecycle.

Book I, Annex G, Page G-16

NATO UNCLASSIFIED




NATO UNCLASSIFIED

IFB-CO-15577-SSSB

The Maintenance Concept shall explain how the logistics support resources (documentation,
training, manpower and personnel, tools, supply support and test equipment etc.) will be

3511.2.2. | 4511.2.2 designed, acquired and provided to enable the Purchaser to obtain the assigned maintenance
level capabilities separately addressing system level, hardware (HW) and software (SW) level.
351123, | 451123, The Fjraft Maintenance and Support Concept shall be compliant with the SOW requirements in
Section 9.
3.5.12. 4.5.12. ISSP
The Bidder shall have provided a separate, stand-alone draft ISSP that is fully compliant with
3512 1 45121 the requirements outlined in the Warranty and Optional CLS Annex/Addendum. The Bidder's
T T ISSP shall detail the responsibilities and services until FSA and during the Warranty period,
covering the following topics at minimum:
351211 451211 The Contractor's Support organization, roles, responsibilities, processes and procedures
T T | (between PSA and FSA; and during warranty);
3.5121.2. | 4.5.12.1.2. | Description of the system of interest (SOI);
Description of the integrated support concept, including the maintenance concept, warranty
concept, customer support concept, service management & control concept, ITSM processes
3.5.12.1.3. | 45121.3. |. . . o
including but not limited to the incident, problem management, release and deployment
management, and configuration and change management;
Brief description of the Purchaser and Host Nation maintenance and support organization;
3.5.12.14. | 451214, - : : : )
their interfaces and interactions with each other;
351215, | 451215, Descrlpjuon of sub-contractors, vendors and other third parties involved in warranty and
support;
Description and allocation of operation, Service Management & Control (SM&C) and
3.5.12.1.6. | 45.12.1.6. . . . . o ]
corrective and preventive maintenance tasks required to operate and maintain the system;
351217 451217 Description of the Sustainability measures (obsolescence management, failure reporting,

performance monitoring, reliability and availability assessment and reporting);
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Procedures to follow when any part of the system fails together with response times for
3.5.12.1.8. | 45.12.1.8. . :
analysis and resolution by the Contractor,

Comprehensive lists of all available spares, consumables, and software licenses, support
3.5.12.1.9. 4.5.12.1.9. | software tools, COTS documentation, technical documentation, training documentation and
manuals.

3.5.13. 4.5.13. CLS Plan

The Bidder shall have provided a draft CLS Plan as an annex to the ISSP detailing the
responsibilities and services under the optional CLS services during the warranty and post-
warranty. The draft CLS Plan shall have covered the requirements outlined in Warranty and
3.5.13.1. 4.5.13.1. | Optional CLS Annex/Addendum fully. The Bidder's CLS Plan shall be detailed enough to form
a comprehensive understanding of how they propose to meet the optional CLS requirements
of this SOW during warranty and post warranty periods separately. The CLS Plan shall detail
the following::

3.5.13.1.1. | 45.13.1.1. | The Contractor's proposed CLS Management Organization;

351319, 451312, gve;”c:g)l?n and details of the optional CLS services and sub-services that will be made

351313 451313 SSSB Service Catalogue detailing how the Bidder will create, maintain and provide the
R T | services required by the SOW and associated KPI's;

CLS Strategy, including intervention on each site, preventive and repair activities, spares

3.513.14. | 45.13.1.4. :
replenishment plan and process,

The location of the repair facilities that will be utilised, and/or the source within the corporate

35.13.1.5. 4.5.13.1.5. organization of the service and expertise required;

3.5.13.1.6. 4.5.13.1.6. | Description of how CLS shall be fulfilled during times of crisis and conflict;

351317 | 451317 Met_hod for _S|te perso_nnel to inform CLS Contractor when spares have been used and when
assistance is needed;

Method of meeting, recording and evaluating the Contractor's performance during CLS and

3.5.13.1.8. | 4.5.13.1.8. KPI's outlined in SOW:
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Description of the strategy for replacing hardware that can no longer be economically

3.5.13.1.9. 45.13.1.9. supported by the Contractor or sub-contractors.

3513110 | 4.5.13.1.10. Descriptio_n of how CM procedures wi!l continue to be implemented on the hardware and
software/firmware during the CLS period.

3.5.13.1.11. | 4.5.13.1.11. | Description of the proposed logistic and maintenance information processes,
Identification of the proposed sub-contractors/vendors during the CLS period, including the

3.5.13.1.12. | 45.13.1.12. | . . - o : : .
firm, the nation of origin, the major items (assemblies, sub-assemblies) or services.

3513113 | 45.13.1.13. Description of. h.ow the QA/QC Programme of the Prime Contractor and sub-contractors will
meet the provisions of this Contract.

3513.1.14. | 45.13.1.14. The CLS Plan shall not simply restate the SOW requirements or solely provide empty
templates.

3.5.14. 4.5.14. Support Case
The Bidder shall have provided a draft Support Case, in accordance with the requirements in
SOW Section 8 and 9, and as detailed in the SOW section 8.5.2. The Support Case shall
35141 45141 have provided sufficient details on how the LSA and RAMT Program will be managed,
D 7 | developed, resourced and maintained in accordance with the requirements. The Support Case

shall have provided sufficient details including, but not limited to, the following to show the
Bidder's approach and capability to perform the required LSA studies:

3.5.14.1.1. 4.5.14.1.1. | How various SRS and SOW RAMT requirements shall be integrated into the system design;

3.5.14.1.2. | 45.14.1.2. | How LSA shall be performed including the creation of a draft LCN;
Task analysis shall be performed including inputs, methods, tools, standards and outputs

3.5.14.1.3. | 4514.1.3. NN
(template and content for the proposed design);

351414, | 451414 Level of Repair (L.OR'_A‘) Analysis shall be performed (template and content in accordance with
the proposed design);

351415 | 4.514.15. M.aintenance AIIocatiop Ck_lart (MAC) shall be provided (template and content in accordance
with the proposed design);

3.5.14.1.6. | 45.14.1.6. | Total cost of Ownership analysis shall be conducted;
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3.5.14.1.7. 4.5.14.1.7. | Obsolescence Analysis and Management shall be performed;

351418 451418 Spare part calculations and reporting shall be undertaken, and spare and consumables set

R 77 | shall be provided (template and content in accordance with the proposed design);

351419 | 451419 How planning and execution of the O&M Procedures Verification Test shall be done with
references to the Master Test Plan.

35142 4514.9 The Support Case shall provide sufficient details including, but not limited to, the following to

T T show the Bidder's approach and capability to perform the required RAMT studies:

351421 | 451421, RAMT aIIo.cation, prediction, calculation and testing activities shall be planned, resourced and
performed;

351422 451429 RAMT allocation, prediction, RBD analysis shall be performed including calculations, inputs,
methods, tools, standards and outputs;

3.5.14.2.3. 4.5.14.2.3. | FMECA shall be performed including inputs, methods, tools, standards and outputs;

351424, | 451424, FMECA repor’F shall be provided as co_mpllant with MIL-STD-1629A (template and content in
accordance with the proposed design);

351425 | 451425, ggzitgr?)l!lty report shall be provided (template and content in accordance with the proposed

3.5.14.2.6. 4.5.14.2.6. | How the verification and testing activities will be planned and performed;

3514.3. 45143, The Support Case shall not simply restate the SOW requirements or solely provide empty
templates.

3.5.15. 4.5.15. Training Plan (TP)

Bidders shall have provided a draft training plan by creating the necessary sections to cover

3.5.15.1. 4.5.151. . o : : . h
and detail all training related requirements outlined in Section 16.
The training plan shall detail how the Training Needs Analysis (TNA) will be performed with all

3.5.15.2. 4.5.15.2. possible deliverables, inputs and outputs to the process; which and how training materials will

be provided, and how the courses will be conducted.
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The training plan shall explain in detail how the Bidder will schedule, resource and manage the
various training requirements (TNA, training schedule, training courses and material, training
tools, media, training personnel, training reviews, meetings, assessment, evaluation and
reporting) starting from the contract award until the acceptance.

3.5.15.3. 4.5.15.3.

The Training Plan shall not simply restate the SOW requirements or solely provide empty

3.5.15.4. 4.5.15.4.
templates.

3.5.16. 4.5.16. Configuration Management Plan (CMP)

The Bidder shall have provided a draft CMP in accordance with the ACMP-2009 and as

3.5.16.1. 4.5.16.1. detailed in the SOW Section 7.

This shall address all the CM sections (Organization, Configuration identification and
Documentation, Baselines, Configuration control, Interface management, Change request
3.5.16.2. 4.5.16.2. Process, Configuration Status Accounting, Configuration Audits and Reviews and
Configuration Management Tools) detailing the activities under each section to be compliant
with the requirements.

The draft CMP shall at least cover how the CM process will be planned, managed, resourced,
3.5.16.3. 4.5.16.3. | executed and provided including the organization and personnel, CM tools, directives and
standards, meetings, reviews and deliverables (baselines, documents, CMDB etc.).

3.5.16.4. 4.5.16.4. | The CMP shall not simply restate the SOW requirements.
3.5.17. 4517. Quality Assurance (QA)
3.5.17.1. 4.5.17.1. | The Bidder shall have provided a draft QA Plan as detailed in SOW Section 6.
The draft QA Plan shall provide sufficient information that the Quality Management processes
3.5.17.2. 4.5.17.2. | and organization are in place for the project in accordance with AQAP-2110 and /or equivalent
ISO standards.
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The QA Plan shall detail QA procedures for requirements analysis, design, development,
35173 45173 production, installation, test, acceptance, certification, support, defects and corrective actions,
R R documentation, reviews and audits including subcontractor management specified for this
project.
3.5.17.4. 4.5.17.4. | The QA Plan shall not simply restate the SOW requirements.
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Annex H. List of Accceptable Banks to Issue Bid

Guarantees

BANK'

**

Bank of America

Royal Bank of Canada

Scotiabank

Bank of Montreal (BMO)

HSBC Holdings

BNP Paribas

Credit Agricole Groupe

Citibank Europe

O OONIO O A WN =

Wells Fargo

ING Group

Rabobank Group

Barclays PLC

Standard Chartered Plc

Danske Bank

KBC Group

Banco Santander

Société Générale

BBVA

Deutsche Bank

Commerzbank AG

Intesa

UniCredit S.p.A.

" These Banks are in NATO-member countries.
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