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Acquisition Directorate
Edel.Esparza@ncia.nato.int

Telephone: +32 (0)6 544 1476

Fax: +32 (0)2 707 8770

NCIA/ACQ/2021/07488
10 December 2021

To: All Nominated Prospective Bidders

Subject: Request for Quotation (RFQ) Amendment 3, for the Urgent Obsolescence
Management Mitigation, RFQ-C0O-115511-UOMM

Reference: A. NCIA/ACQ/2021/07026, Notification of Intent for RFQ-CO-15511-
UOMM, dated 2 July 2021

B. NCIA/ACQ/2021/07262, Request for Quotation RFQ-CO-15511-
UOMM, dated 5 October 2021.

C. NCIA/ACQ/2021/07359, Amendment 1 to Request for Quotation
RFQ-C0O-15511-UOMM, dated 28 October 2021

D. NCIA/ACQ/2021/07426, Amendment 2 to Request for Quotation
RFQ-CO-15511-UOMM, dated 12 November 2021

Dear Madam/Sir,

1. The purpose of this Amendment (3) is to:

a) Publish supplemental information related to previously published responses as well as
nine (9) new RFQ Offerors’ questions and NCI Agency responses;

e Supplemental information provided for T.33, T.47, T.54, T.57, T.65, T.66, T.71,
T.74, T.75, T.77,T7.81, T.88, T.117, T.131, T.137

¢ New questions listed are T.140 — T.148

b) lIssue revised RFQ documents (Book | and Book Il) as follows:
e 06_RFQ-CO-115511-UOMM WPO0.3 - Book Il - Part Il SP AMD3
e 08 RFQ-CO-115511-UOMM WPO0.3 — Book Il — Part IV SOW AMD3

2. As adirect or indirect result of these CRs, the following documents have been amended
and are re-issued in its entirety. Prospective Offerors are strongly advised to carefully
review the revised documents. The changes within the RFQ documents are denoted in
red for ease of traceability.

NATO Communications
and Information Agency

Agence OTAN d’‘information
et de communication

Boulevard Leopold 11
1110 Brussels, Belgium

www.ncia.nato.int
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3. This Amendment makes the following revisions:
Book Il — Part Il SP — Summary of Changes
» Article 44: Added to replace Article 8 of Part lll, The General Provisions
Book Il — Part IV SOW — Summary of Changes

=  4.1.3.1: removed “NCIRC Tier 2, Casteau (Mons) NR/NS Belgium” and revised
serial numbers 3 — 18.

» 4.1.3.2: removed “NCIRC Tier 2, Casteau (Mons) NR/NS Belgium” and revised
serial numbers 3 — 29.

= 4.1.7.1: replaced the word “customer” with the word “Purchaser”.
= 4.1.9.10: replaced the word “customer” with the word “Purchaser”.
= 4.4.2.1: removed “Draft System Design and Implementation Plan”.

= 4.4.2.2: removed “Baselined System Design and Implementation Plan® and added
“Baselined Site Implementation Plan”.

= 4.4.2.2: removed “Accepted validated Site Survey Reports and acceptance of
completion of all site survey based activities”.

= 4.4.3.2: replaced the word “System” with the word “Site”.
» 4.4.3.2.1: added the word “each”.
= 4.4.3.2.1: removed “Services restored and accepted as per original SLA”.

= 4.5.1.4:replaced references to “4.5.2.6, 4.5.2.7 and 4.5.2.8” with references
“4.5.1.6,4.5.1.7 and 4.5.1.8”

= 5.14.4: replaced the word “REACH” with the word “FSA”.
=  6.2.4: replaced the word “customer” with the word “Purchaser”.
=  6.11.2: replaced the word “customer” with the word “Purchaser”.

= A4 Table of FPC Phases and Sites: removed “1” Hybrid from NAEW Geilenkirchen
DE NS and correct the quantity of Concentrators under PIA SHAPE Casteau
(Mons) BE NR from “14” to “4”.

4. The RFQ closing date is changed as follows:
FROM: 13:00 hours (Central European Time) on Thursday, 16 December 2021
TO:13:00 hours (Central European Time) on Thursday, 13 January 2022
The Due Date for Clarification Requests (CR) closed on Thursday, 18 November 2021.

Revised RFQ documents as indicated in paragraph 1 above are attached to this RFQ
Amendment 3 and replace previous versions in its entirety. Potential Offerors are strongly
advised to carefully review revised RFQ documents.

7. With the exception of the revisions mentioned above, all other RFQ documents remain
unchanged.

8. Prospective Offerors are advised that the NCI Agency reserves the right to cancel this RFQ
at any time in its entirety and bears no liability for bid preparation costs incurred by firms or
any other collateral costs if bid cancellation occurs.

9. All Correspondence regarding this RFQ should solely be addressed to the undersigned,
who may be reached at: REQ-CO-UOM-M@ncia.nato.int
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FOR THE DIRECTOR OF ACQUISITION

Mr. Edel Esparza
Principal Contracting Officer (acting)

Attachments: RFQ Amendment 3
1) Revised RFQ Documents:
a. 06_ RFQ-CO-115511-UOMM WPO0.3 - Book Il - Part 1| SP AMD3
b. 08_RFQ-CO-115511-UOMM WP0.3 — Book Il — Part IV SOW AMD3
2) Clarification Requests — RFQ-CO-115511-UOMM Book | Annex A
3) Other supporting document - RFQ-C0O-115511-UOMM SOW 3.4.1 — CR T.33
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Distribution List for RFQ-CO-115511-UOMM

Amendement 3

 Offerors (sent separately in electronic version)

* NATO Delegations (Attn: Investment Adviser):

Albania
Belgium
Bulgaria
Canada

Croatia

Czech Republic
Denmark
Estonia

France
Germany
Greece
Hungary
Iceland

Italy

Latvia

Lithuania
Luxembourg
Montenegro
The Netherlands
North Macedonia
Norway

Poland
Portugal
Romania
Slovakia
Slovenia

Spain

Turkey

United Kingdom
United States

Belgium Ministry of Economic Affairs

* Embassies in Brussels (Attn: Commercial Attaché):

Albania
Bulgaria
Canada
Croatia
Czech Republic
Denmark
Estonia
France
Germany
Greece
Hungary
Iceland
Italy
Latvia
Lithuania
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Luxembourg
Montenegro
The Netherlands
North Macedonia
Norway

Poland

Portugal
Romania
Slovakia
Slovenia

Spain

Turkey

United Kingdom
United States

* NATO HQ
NATO Office of Resources
Management and Implementation Branch - Attn: Deputy Branch Chief

Director, NATO HQ C3 Staff
Attn: Executive Co-ordinator

« SACTREPEUR
Attn: Infrastructure Assistant

* Strategic Commands
ACO/DCOS CIS & Cyber Defence
ACT/DCOS Capability Development

* NCI Agency -Internal Distribution

ACQ Director of Acquisition (Mrs Jennifer Upton)

ACQ Deputy Director of Acquisition (Mrs Agata Szydelko)

Chief of Contracts (Ms Rebecca Benson)

Administrator Contracts Award Board (Mrs Carolien Biesemans)
ACQ Principal Contracting Officer (Mr Edel Esparza)

ACQ Principal IPS Officer (Mr Massimiliano Filippi)

NLO (Ms Samantha Paarlberg)

NCSC Chief Cyber Security (Mr lan West)

NCSC Head Cyber Security Programme Delivery Branch (Mr Frederic Jordan)
NCSC Programme Manager (Mr Tyson McWha)

NCSC Project Manager (Mr Miles Knight)

Legal Office (Mr Vincent Roobaert)

Legal Office (Mr Sean Elameto)

CTO A&E Branch (Mr Jose Herrero)

Registry

* NCI Agency - All NATEXs
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Book I, The Prospective Contract
Part Il, Special Provisions
NCIA/ACQ/2021/07262

RFQ-CO-115511-UOMM

URGENT OBSOLESCENCE MANAGEMENT - MITIGATION (UOMM)
FOR CIS SECURITY SERVICES

NETWORK INTRUSION DETECTION/PREVENTION SYSTEMS (NIPS)
AND FULL PACKET CAPTURE (FPC)

(TECHNOLOGY REFRESH)

|
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AGENC

NATO Communications and Information Agency
Agence OTAN d’information et de communication

BOOK |, PART Il

SPECIAL PROVISIONS
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ALTERATIONS, MODIFICATIONS AND DELETIONS OF THE NCI AGENCY
CONTRACT GENERAL PROVISIONS

Article 7 “Participating Countries" supplements Article 9 "Participating
Countries" of Part Il - The General Provisions.

Article 8 "Security" augments Article 11 "Security" of Part lll - The General
Provisions.

Article 11 “Contractor's Personnel Working at Purchaser’s Facilities”
supplements Article 14 “Contractor Personnel Working at Purchaser’s
Facilities” of Part lll - The General Provisions.

Article 12 "Pricing of Changes, Contract Amendments, Follow-on Contracts
and Contract Claims" augments Article 19 "Pricing of Changes,
Amendments and Claims" of Part lll - The General Provisions.

Article 31 “Inspection and Acceptance of Work” supplements Article 21
“Inspection and Acceptance of Work” of Part lll - The General Provisions.

Article 32 "Invoices and Payment" augments Article 25 "Invoices and
Payment" of Part lll - The General Provisions.

Article 37 “Warranty of Services” supplements Article 27 “Warranty of Work
(Exclusive of Software)” of Part Il - The General Provisions.

Article 38 "Liquidated Damages" supplements Article 38 "Liquidated
Damages" of Part lll - The General Provisions.

Article 39 “Consequences of Termination or Expiry” supplements Article 39
“Termination for Default” of Part Il — The General Provisions.

Article 44 “Performance Guarantee” replaces Article 8 “Performance
Guarantee” of Part Il — The General Provisions.

ORDER OF PRECEDENCE

In the event of any inconsistency in this Contract, the inconsistency shall
be resolved by giving precedence in the following order:

a. Signature sheet
b. Part | - The Schedule of Supplies and Services (SSS)

C. Part Il - The Contract Special Provisions
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d. Part Ill = BOA General Provisions or Contract General Provisions

e. Part IV - The Statement of Work (SOW) and SOW Annexes

f. The Contractor’'s Technical Proposal including any clarifications thereto,
incorporated by reference, and the formal documentation of pre-Contract
discussions.

TYPE OF CONTRACT

This is a Firm-Fixed Price (FFP) Contract established for the supplies and
services defined in Part | - SSS and Part IV - SOW.

The FFP include all expenses related to the performance of the
prospective Contract to include travel. The Purchaser assumes no liability
for costs incurred by the Contractor in excess of the stated FFP except as
provided under other provisions of this Contract.

The Total Contract price is inclusive of all expenses related to the
performance of the present contract.

PROJECT OVERVIEW

The NCI Agency is seeking the acquisition and deployment of cyber
security equipment to replace equipment and systems that are at or near
End of Life (EoL) or End of Support (EoS).

The geographical location within the scope of the Contract is as per the
SSS and the SOW.

The full requirements, Contractor Deliverables and scope is as per the
SOW.

PERIOD OF PERFORMANCE (POP)

The Period of Performance (POP) for this critical, time of the essence
project, from Effective Date of Contract and including warranty period is
as follows:

511. EDC +100 weeks.

NATO UNCLASSIFIED
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COMPREHENSION OF CONTRACT AND SPECIFICATIONS

The Contractor warrants that he has read, understood and agreed to each
and all terms, articles, specifications and conditions specified in the
Contract and that this signature of the Contract is an acceptance through
delivery, without reservations, of the said Contract terms within their
normal and common meaning.

The specifications set forth the performance requirements for the
Contractor’s proposed work as called for under this Contract. Accordingly,
notwithstanding any conflict or inconsistency which hereafter may be
found between achievement of the aforesaid performance requirements
and adherence to the Contractor's proposed design for the work, the
Contractor hereby warrants that it shall use reasonable endeavours to
ensure that the work be delivered to meet or exceed the performance
requirements of the said specifications.

The Contractor hereby acknowledges that he has no right to assert against
the Purchaser, its officers, agents or employees, any claims or demands
with respect to the aforesaid specifications as are in effect on the date of
award of this Contract.

6.3.1. Based upon impossibility of performance, defective, inaccurate,

impracticable, insufficient or invalid specifications, implied warranties
of suitability of such specifications, or,

6.3.2.  Otherwise derived from the aforesaid specifications, and hereby
waives any claims or demands so based or derived as might
otherwise arise.

6.3.3. Notwithstanding Article 16 “Changes” in Part lll - The General

Provisions or any other Article(s) of the Contract, the Contractor
hereby agrees that no changes to the aforesaid specifications which
may be necessary to permit achievement of the performance
requirements specified herein for the Contractor’s proposed work shall
entitle the Contractor either to any increase in the FFP as set forth in
this Contract or to any extension of the delivery times for the work
beyond the POP in the SSS.

PARTICIPATING COUNTRIES

This Article supplements Article 9 “Participating Countries” of Part Il - The
General Provisions.

NATO UNCLASSIFIED
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7.2.

7.3.

7.4.

7.5.

7.6.

8.2.
8.3.

The following NATO member nations have agreed to fund this acquisition
effort: (in alphabetical order): ALBANIA, BELGIUM, BULGARIA,
CANADA, CROATIA, CZECH REPUBLIC, DENMARK, ESTONIA,
FRANCE, GERMANY, GREECE, HUNGARY, ICELAND, ITALY, LATVIA,
LITHUANIA, LUXEMBOURG, MONTENEGRO, NETHERLANDS,
NORTH MACEDONIA, NORWAY, POLAND, PORTUGAL, ROMANIA,
SLOVAKIA, SLOVENIA, SPAIN, TURKEY, UNITED KINGDOM, UNITED
STATES OF AMERICA.

The Contractor may issue sub-contracts to firms and purchase from
qualified vendors in any NATO member nation. None of the work, including
project design, labour and services, shall be performed other than by firms
from and within participating countries and Afghanistan, as per NATO

policy.

The Contractor shall notify in writing to the Purchaser immediately upon
being informed of any change in the nationality of its Sub-contractor(s)
which would prevent the Contractor from further complying with Article 7.3
above. Upon receipt of this information from the Contractor, the Purchaser
may, within three months from this notification, require the Contractor to
find an alternate subcontractor, complying with the requirements set out in
Article 7.3 above.

Unless authorized by NATO Policy, no material or items of equipment
down to and including identifiable sub-assemblies delivered under this
Contract shall be manufactured or assembled by a firm other than from
and within a participating country.

The intellectual property rights to all designed documentation and system
operating software shall reside in NATO member countries, and no license
fee, or royalty charges shall be paid by the Contractor to firms, individuals
or governments other than within the NATO member community.

SECURITY

This Article augments Article 11 “Security” of Part Ill - The General
Provisions.

The security classification of this Contract is NATO UNCLASSIFIED.

Contractor and Subcontractor personnel employed under this Contract
that will require access to NATO locations, such as sites and
headquarters, where classified material and information up to and
including "NATO SECRET" are handled shall be required to have a NATO
security clearance up to this level. Contractor personnel who need System

NATO UNCLASSIFIED
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Administrator or Operator privileges when working on NATO SECRET
systems shall be required to hold NATO CTS (Cosmic Top Secret)
clearances.

8.4. The Contractor will be required to handle and store classified material to
the level of "NATO SECRET".

8.5. ltis the responsibility of the Contractor to ensure that its personnel obtain
the required security clearances and transmit this information to the sites
to be visited in adequate time that the site may perform the appropriate
administration. Contractors are advised that the personnel security
process may be lengthy. The Purchaser bears no responsibility for the
failure of the Contractor to secure the required clearances for its personnel
within the necessary time.

8.6. Failure to obtain or maintain the required level of security for Contractor
personnel for the period of performance of this Contract shall not be
grounds for any delay in the scheduled performance of this Contract and
may be grounds for termination under Article 11 Sub-Contracts and Article
39 Termination for Default, Part Il - General Provisions.

8.7. The Contractor's Team Members shall possess a valid passport or ID Card
and is required to maintain its validity for duration of the contract.

8.8. All NATO CLASSIFIED material entrusted to the Contractor shall be
handled and safeguarded in accordance with the applicable security
regulations.

8.9. At the end of the Contract, the Contractor shall deliver all the
documentation and information collected and generated in support of this
Contract to the Purchaser. This includes a certificate that no copies are
retained at the Contractor’s facilities. Additionally, any equipment that had
been connected to a classified network during this Contract shall be
returned to the Purchaser (i.e. laptops, USB-keys, etc.).

8.10. In the performance of all works under this Contract, it shall be the
Contractor’s responsibility to ascertain and comply with all applicable
NATO and National security regulations as implemented by the Purchaser
and by the local authorities.

8.11. The Contractor shall note that there are restrictions regarding the carriage
and use of electronic device (e.g. laptops, cell/mobile telephones) in
Purchaser secured locations. The Contractor shall be responsible for
satisfying and obtaining from the appropriate site authorities the necessary
clearance to bring any such equipment into the facility.
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8.12. The Statement of Work defines the level of security of information
exchanged and used for performance of the Contract.

8.13. In particular, the Contractor undertakes to:

8.13.1. Appoint an official responsible for supervising and directing
security measures in relation to the Contract and communicating
details of such measures to the Purchaser on request;

8.13.2. Maintain, preferably through the official responsible for security
measures, a continuing relationship with the national security
authority or designated security agency charged with ensuring
that all NATO classified information involved in the Contract is
properly safeguarded;

8.13.3. Abstain from copying by any means, without the authorization of
the Purchaser, the national security authority or designated
security agency, any classified documents, plans, photographs
or other classified material entrusted to him;

8.13.4. Furnish, on request, information to the national security authority
or designated security agency pertaining to all persons who will
be required to have access to NATO classified information;

8.13.5. Maintain at the work site a current record of his employees at the
site who have been cleared for access to NATO classified
information. The record should show the date of issue, the date
of expiration and the level of clearance;

8.13.6. Deny access to NATO classified information to any person other
than those persons authorized to have such access by the
national security authority or designated security agency;

8.13.7. Limit the dissemination of NATO classified information to the
smallest number of persons (“need to know basis”) as is
consistent with the proper execution of the Contract;

8.13.8. Comply with any request from the national security authority or
designated security agency that persons entrusted with NATO
classified information sign a statement undertaking to safeguard
that information and signifying their understanding both of their
obligations under national legislation affecting the safeguarding
of classified information, and of their comparable obligations
under the laws of the other NATO nations in which they may
have access to classified information;
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Report to the national security authority or designated security
agency any breaches, suspected breaches of security,
suspected sabotage, or other matters of security significance
which would include any changes that may occur in the
ownership, control or management of the facility or any changes
that affect the security arrangements and security status of the
facility and to make such other reports as may be required by the
national security authority or designated security agency, e.g.
reports on the holdings of NATO classified material;

Apply to the Purchaser for approval before Sub-contracting any
part of the work, if the Sub- contract would involve that the
Subcontractor would have access to NATO classified
information, and to place the Sub-contractor under appropriate
security obligations no less stringent than those applied to his
own contract;

Undertake not to utilize, other than for the specific purpose of the
Contract, without the prior written permission of the Purchaser or
his authorized representative, any NATO classified information
furnished to him, including all reproductions thereof in
connection with the Contract, and to return all NATO classified
information referred to above as well as that developed in
connection with the Contract, unless such information has been
destroyed, or its retention has been duly authorized with the
approval of the Purchaser. Such NATO classified information will
be returned at such time as the Purchaser or his authorized
representative may direct;

Classify any produced document with the highest classification
of the NATO classified information disclosed in that document.

TRANSPORTATION OF EQUIPMENT

All supplies covered under this Contract, including Purchaser Furnished
Equipment (PFE), shall be transported to and from all destinations at the
responsibility of the Purchaser, once handed over to the Contractor, and
items shipped under warranty for repair or otherwise, shall be transported
to and from all destinations at the responsibility of the Purchaser. The
Contractor shall not be liable for any storage, damage, accessorial or any
other charges involved in such transporting of supplies.

NATO UNCLASSIFIED
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10. CONTRACTOR’S RESPONSIBILITY

10.1. The Contractor shall monitor changes and/or upgrades to commercial off
the shelf (COTS) software or hardware to be utilized under subject
Contract.

10.2. For COTS items which are or could be impacted by obsolescence issues,
as changes in technology occur, the Contractor will propose substitution
of new products/items for inclusion in this Contract. The proposed items
should provide at least equivalent performance and/or lower life-cycle
support costs, or enhanced performance without a price or cost increase.

10.3. The Contractor will provide evidence with respect to price and
performance of the equipment being proposed as well as data proving an
improvement in performance and/or a reduction in price and/or life-cycle
support costs. If necessary for evaluation by the Purchaser, the Contractor
shall provide a demonstration of the proposed items. Should the
Purchaser decide that the proposed item(s) should be included in the
Contract, an equitable price adjustment will be negotiated and the
proposed item(s) shall be added to the Contract by bilateral modification
under the authority of this Article.

10.4. The Contractor shall notify the Purchaser of any proposed changes in the
commercial off the shelf software or hardware to be utilized. Such
notification shall provide an assessment of the changes and the impact to
any other items to be delivered under this Contract.

11. CONTRACTOR’S PERSONNEL WORKING AT PURCHASER'’S FACILITIES

11.1. This Article supplements Article 14 “Contractor's Personnel Working at
Purchaser’s Facilities” of Part lll - The General Provisions.

11.2. The Contractor shall be responsible for ascertaining what necessary
facilities will be available and whether they will be provided free of charge,
or determining what charges are payable. The Contractor shall have no
claim against the Purchaser for any such additional cost or delay or any
additional cost or delay occasioned by the closure for holidays of said
facilities, or other reasons, where this is generally published or made
known to the Contractor by the Purchaser or his authorised
representatives.

NATO UNCLASSIFIED
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12. PRICING OF CHANGES, AMENDMENTS TO CONTRACT, FOLLOW-ON
CONTRACTS AND CONTRACT CLAIMS

12.1. This Article augments Article 19 "Pricing of Changes, Amendments and
Claims" of Part lll - The General Provisions

12.2. All amendments to this Contract shall be serially numbered, in writing, and
issued by the Purchaser’s Contracts Officer.

12.3. The Purchaser may at any time, by written order designated or indicated
to be a change order, and without notice to the sureties, if any, make
changes within the scope of any Contract, in accordance with Article 16
“Changes” of Part Ill, General Provisions.

12.4. Changes, amendments, follow-on Contracts of any nature, and claims
shall be priced in accordance with Article 19 “Pricing of Changes,
Amendments and Claims” of Part Ill - The General Provisions, and with
the "Purchaser's Pricing Principles" as set out in the Annex 1 to Part Il —
The General Provisions.

12.5. Except otherwise provided for in this Contract, prices quoted for the above-
mentioned changes, modifications, etc. shall have a minimum validity
period of twelve (12) months from the date of purchaser acceptance of
proposal.

12.6. The pricing information contained in the cost breakdown sheets submitted
with the Bidding sheets, as part of the Contractor's proposal, and
especially the forward labour rates provided, will constitute the basis for
any future negotiations related to possible future amendments to this
Contract.

13. WAIVER

13.1. No act or omission of either Party shall by itself amount to a waiver of any
right or remedy unless expressly stated by that Party in writing. In
particular, no reasonable delay in exercising any right or remedy shall by
itself constitute a waiver of that right or remedy.

13.2. No waiver in respect of any right or remedy shall operate as a waiver in
respect of any other right or remedy.

NATO UNCLASSIFIED
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14. THIRD PARTY RIGHTS

14.1. Notwithstanding anything to the contrary elsewhere in the Contract, no
right is granted to any person who is not a Party to the Contract to enforce
any term of the Contract in its own right and the Parties to the Contract
declare that they have no intention to grant any such right.

15. ENTIRE AGREEMENT

15.1. This Contract constitutes the entire agreement between the Parties
relating to the subject matter of the Contract. The Contract supersedes,
and neither Party has relied upon, any prior negotiations, representations
and undertakings, whether written or oral, except that this condition shall
not exclude liability in respect of any fraudulent misrepresentation.

16. NON DISCLOSURE

16.1. The Contractor’s performance under this Contract may require access to
third party data and information. The Contractor shall exercise the same
degree of care for such third party data and information that it undertakes
to preserve and protect its own data and information.

16.2. All Contractor and Sub Contractor personnel working at any NATO
Organisations/ Commands premises or having access to NATO
classified/commercial-in-confidence information must certify and sign the
Non-Disclosure Declaration at Annex A hereto and provide it to the
Purchaser’'s Contracting Authority prior to the commencement of any
performance under this contract.

16.3. The Contractor and Subcontractors may be reasonably required to sign
subject to their review other non-disclosure agreements or certificates for
access to specific information to complete tasks.

16.4. The Contractor shall ensure that its officers, employees, agents and Sub-
Contractors shall have been made aware of the requirements of
confidentiality and shall not cause or permit the data and/or information to
be either totally or partially disclosed to any unauthorised Contractor
personnel or third party personnel.

16.5. The Contractor shall be liable for all damages resulting from the non-
authorised use of the data and/or information by the Contractor’s
personnel.

NATO UNCLASSIFIED
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ADVERTISEMENTS, PUBLICIZING AWARDS, NEWS RELEASES, AND
CONFERENCES

All press releases or announcements about any contract award hereunder
shall be approved by the Purchaser’s Contracting Authority prior to
release. Under no circumstances shall the Contractor, subcontractor,
teaming partner, or anyone acting on behalf of the Contractor, refer to the
supplies, services, or equipment furnished pursuant to the provisions of
this contract in any publicity news release or commercial advertising
without first obtaining explicit written consent to do so from the Purchaser’s
Contracting Authority. The Contractor agrees not to refer to awards in
commercial advertising in such a manner as to state or imply that the
product or service provided is endorsed or preferred by the Purchaser or
is considered by the Purchaser to be superior to other products or
services.

Any presentation, white paper, article et cetera written, submitted or
presented by Contractor personnel shall be reviewed and approved by the
Purchaser's Contracting Authority prior to delivery. This special
requirement shall apply whether the Contractor personnel is acting on
behalf of the company or unofficially on behalf of himself or herself.

EQUALITY

Without prejudice to Article 7 above:

18.1.1.

18.1.2.

18.1.3.

the Contractor shall not unlawfully discriminate either directly or
indirectly on the grounds of age, disability, gender, sex or sexual
orientation, marital status (including civil partnerships), pregnancy and
maternity, race, or religion or belief.

the Contractor agrees to take reasonable efforts to secure the
observance of the provisions of this Article 18 by any of its employees,
agents, or other persons acting under its direction or Control who are
engaged in the performance of the Contract.

the Contractor agrees to take reasonable efforts to reflect this Article
18 in any subcontract that it enters into to satisfy the requirements of
the Contract and to require its Subcontractors to reflect this Article 18
in their subcontracts that they enter into to satisfy the requirements of
the Contract.

NATO UNCLASSIFIED
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19. APPLICABLE REGULATIONS

19.1. The Contractor shall be responsible for obtaining permits or licences to
comply with national codes, laws and regulations or local rules and
practices of the country of work with respect of any works carried out at
the designated work sites stated under this Contract.

19.2. The Contractor shall take any necessary measure to protect the life and
health of persons working or visiting the work area occupied by him. These
measures include compliance with the country of work’s safety provisions
and the requirements provided in the SOW Section 9.

20. CONFLICT OF INTEREST

20.1. A conflict of interest means that because of other activities or relationships
with other persons or entities, a Contractor is unable, or potentially unable
to render impartial assistance or advice to the Purchaser, or the
Contractor’s objectivity in performing the Contract work is, or might be
otherwise impaired, or the Contractor has an unfair competitive
advantage. Conflict of interest includes situations where the capacity of a
Contractor (including the Contractor’s executives, directors, consultants,
subsidiaries, parent companies or Subcontractors) to give impartial,
technically sound advice or objective performance is or may be impaired
or may otherwise result in a biased work product or performance because
of any past, present or planned interest, financial or otherwise in
organizations whose interest may substantially affected or be substantially
affected by the Contractor’s performance under the Contract.

20.2. The Contractor is responsible for maintaining and providing up-to-date
conflict of interest information to the Purchaser’s Contracting Authority. If,
after award of this Contract herein, the Contractor discovers a conflict of
interest with respect to this Contract which could not reasonably have
been known prior to award, or if any additional conflicts or potential
conflicts arise after award, the Contractor shall give written notice to the
Purchaser’s Contracting Authority as set forth below.

20.3. If, after award of this Contract herein, the Purchaser discovers a conflict of
interest with respect to this Contract, which has not been disclosed by the
Contractor, the Purchaser may at its sole discretion request additional
information to the Contractor, impose mitigation measures, or terminate
the Contract for default in accordance with Article 39 “Termination For
Default” of Part Ill — The General Provisions.
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The Contractor's notice called for in Article 20.2 above shall describe the
actual, apparent, or potential conflict of interest, the action(s) the
Contractor has taken or proposes to take to avoid or mitigate any conflict,
and shall set forth any other information which the Contractor believes
would be helpful to the Purchaser’s Contracting Authority in analyzing the
situation. Any changes to the contractors Conflict of Interest Mitigation
Plan, if any is incorporated in the Contract, should be also detailed.

The Contractor has the responsibility of formulating and forwarding a
proposed conflict of interest mitigation plan to the Purchaser’s Contracting
Authority, for review and consideration. This responsibility arises when the
Contractor first learns of an actual, apparent, or potential conflict of
interest.

If the Purchaser’s Contracting Authority in his/her discretion determines
that the Contractor's actual, apparent, or potential conflict of interest
remains, or the measures proposed are insufficient to avoid or mitigate the
conflict, the Purchaser’s Contracting Authority will direct a course of action
to the Contractor designed to avoid, neutralize, or mitigate the conflict of
interest. If the parties fail to reach agreement on a course of action, or if
having reached such agreement the Contractor fails to strictly adhere to
such agreement during the remaining period of Contract performance, the
Purchaser's Contracting Authority has the discretion to terminate the
Contract for default or alternatively refrain from exercising any further
Option or Work Package under the contract.

The Contractor's misrepresentation of facts in connection with a conflict of
interest reported or a Contractors failure to disclose a conflict of interest
as required shall be a basis for default termination of this contract.

MERGERS, ACQUISITIONS, NOVATIONS, AND CHANGE-OF-NAME
AGREEMENTS

If a Contractor merges, is acquired, or recognizes a successor in interest
to Purchaser contracts when Contractor assets are transferred; or,
recognizes a change in a Contractor's name; or, executes novation
agreements and change-of-name agreements by a Contracting Officer
other than the Purchaser’s Contracting Authority named in Article 41 of
these Contract Special Provisions, the Contractor must notify the
Purchaser’s Contracting Authority at least thirty (30) days in advance and
provide a copy of the novation or other any other agreement that changes
the status of the Contractor for signature by the Purchaser. Any successor
must be in full compliance with all terms and conditions of this contract.

NATO UNCLASSIFIED
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INSPECTION OF SERVICES - FIRM-FIXED PRICE

Services, as used in this Article, includes services performed,
workmanship, and material furnished or utilized in the performance of
services.

The Contractor shall provide and maintain an inspection system
acceptable to the Purchaser covering the services under this contract.
Complete records of all inspection work performed by the Contractor shall
be maintained and made available to the Purchaser during contract
performance and for as long afterwards as the contract requires.

The Purchaser has the right to inspect and test all services called for by
the contract, to the extent practicable at all times and places during the
term of the contract. The Purchaser shall perform inspections and tests in
a manner that will not unduly delay the work.

If the Purchaser performs inspections or tests on the premises of the
Contractor or a subcontractor, the Contractor shall furnish, and shall
require subcontractors to furnish, at no increase in contract price, all
reasonable facilities and assistance for the safe and convenient
performance of these duties. As far as is practicable such specific
inspections shall be notified to the Contractor in writing in advance of such
inspection.

If any of the services do not conform with the contract requirements, the
Purchaser may require the Contractor to perform the services again in
conformity with contract requirements, at no increase in contract amount.
When the defects in services cannot be corrected by re-performance, the
Purchaser may (1) require the Contractor to take necessary action to
ensure that future performance conforms to contract requirements and (2)
reduce the contract price to reflect the reduced value of the services
performed.

If the Contractor fails to promptly perform the services again or to take the
necessary action to ensure future performance in conformity with contract
requirements, the Purchaser may (1) by contract or otherwise, perform the
services and charge to the Contractor any cost incurred by the Purchaser
that is directly related to the performance of such service or (2) terminate
the contract for default.

The services to be provided by the Contractor’'s personnel under this
Contract shall conform to the highest professional standards and practices
typical in its industry. Inspection of the services provided will be made by
the Purchaser’s Project Manager or assigned Technical Representative.

NATO UNCLASSIFIED
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Services performed by the Contractor which do not conform to the highest
professional and industry standards may result in the Purchaser
requesting that such work be performed again at no increase in the price
of the Contract. Repeated instances of work performed which fails to meet
the standards and practices may result in termination of the Contract for
Default.

SUPPLY OF CONTRACTOR DELIVERABLES AND QUALITY
ASSURANCE

The Contractor shall:

23.1.1. provide the Contractor Deliverables to the Purchaser, in accordance
with the SSS and the SOW (including any standards or processes

specified therein).

23.1.2. allocate sufficient resources to the provision of the Contractor
Deliverables to enable it to comply with the obligations in the SSS and

SOW.

The Contractor shall:

23.2.1. comply with any applicable quality assurance requirements specified

in SOW Section 6 in providing the Contractor Deliverables;

23.2.2. comply with all applicable Law and Legislation;

23.2.3. discharge its obligations under the Contract with all due skill, care,
diligence and operating practice by appropriately experienced,

qualified and trained personnel.

The provisions of Article 23.2 shall survive any performance, acceptance
or payment pursuant to the Contract and shall extend to any remedial
services provided by the Contractor.

KEY PERSONNEL

The designated Contractor personnel fulfilling the roles described in the
SOW are considered Key Personnel for successful Contract performance
and are subject to the provisions of this Article as set forth in the following
paragraphs.
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24.2. The following personnel are considered Key Personnel for successful
contract performance and is subject to the provisions of this Article as set
forth in the following table:

Role Name
Project Manager (PM) To be completed based on proposal
Technical Lead (TL) To be completed based on proposal

Quality Assurance Representative (QAR) | To be completed based on proposal

Integrated Product Support Manager To be completed based on proposal
(IPSM)

24 3. Under the terms of this Article, Key Personnel may not be voluntarily
diverted by the Contractor to perform work outside the Contract unless
approved by the Purchaser. In cases where the Contractor has no control
over the individual’s non-availability (e.g. resignation, sickness, incapacity,
etc.), the Contractor shall notify the Purchaser immediately of a change of
Key Personnel and offer a substitute with equivalent qualifications at no
additional costs to the Purchaser within 21 days of the date of knowledge
of the prospective vacancy.

24 4. The Contractor shall tale all reasonable steps to avoid changes to Key
Personnel assigned to this project except where changes are unavoidable
or are of a temporary nature. Any replacement personnel shall be of a
similar grade, standard and experience as the individual to be substituted
and must meet the minimum qualifications and required skills cited in the
attached SOW.

24.5. In the event of a substitution of any Key Personnel listed above and prior
to commencement of performance, the Contractor shall provide a CV for
the personnel proposed. The CV shall clearly stipulate full details of
professional and educational background, and evidence that the
personnel is qualified in pertinent Contract related areas prescribed in the
SOW.

24.6. The Purchaser reserves the right to interview any Contractor personnel
proposed in substitution of previously employed Contractor Key Personnel
to verify their language skills, experience and qualifications, and to assess
technical compliance with the requirements set forth in the SOW.

24.7. The interview, if required, may be conducted as a telephone interview, or
may be carried out at the Purchaser's premises in Brussels, Belgium.

24 8. If, as a result of the evaluation of the CV and/or interview the Purchaser
judges that the proposed replacement Key Personnel does not meet the
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required skills levels, he/she shall have the right to request the Contractor
to offer another qualified individual in lieu thereof.

All costs to the Contractor associated with the interview(s) shall be borne
by the Contractor, independently from the outcome of the Purchaser's
evaluation.

The Purchaser Contracting Authority will confirm any consent given to a
substitution in writing through an Amendment to the Contract stating the
effective date of change of personnel and only such written consent shall
be deemed as valid evidence of Purchaser consent. Each of the
replacement personnel will also be required to sign the Non-Disclosure
Declaration at Annex A hereto prior to commencement of work.

Furthermore, even after acceptance of Contractor personnel on the basis
of his/her CV and/or interview, the Purchaser reserves the right to reject
Contractor personnel, if the individual is not meeting the required level of
competence. The Purchaser will inform the Contractor, in writing, in cases
where such a decision is taken and the Contractor shall propose and make
other personnel available within ten (10) working days after the written
notification. The Purchaser shall have no obligation to justify the grounds
of its decision and the Purchaser’s acceptance of Contractor personnel
shall in no way relieve the Contractor of his responsibility to achieve the
Contractual and technical requirements of this Contract nor imply any
responsibility of the Purchaser.

The Purchaser may, for just cause, require the Contractor to remove his
employee. Notice for removal will be given to the Contractor by the
Purchaser in writing and will state the cause justifying the removal. The
notice will either demand substitution for the individual involved and/or
contain a notice of default and the remedies to be sought by the Purchaser.

In those cases where, in the judgment of the Purchaser, the inability of the
Contractor to provide a suitable replacement in accordance with the terms
of this Article may potentially endanger the progress under the Contract,
the Purchaser shall have the right to terminate the Contract as provided
under Article 39 “Termination for Default” of Part Ill - General Provisions.

INDEPENDENT CONTRACTOR
The Personnel provided by the Contractor in response to this Contract are

at all times employees of the Contractor and not the Purchaser. In no case
shall Contractor personnel act on behalf of or as an agent for NATO or any
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of its bodies. In no way shall the Contractor personnel claim directly or
indirectly to represent NATO in an official capacity or claim themselves to
be NATO employees.

25.2. The Purchaser shall not be responsible for securing work permits, lodging,
leases nor tax declarations, driving permits, etc., with national or local
authorities. Contractor’s personnel employed under this Contract are not
eligible for any diplomatic privileges or for NATO employee benéefits.

25.3. The Contractor is responsible for providing the necessary insurance for his
personnel and equipment as needed in the area of operations and for
performing the contract.

26. RESPONSIBILITY FOR SUPPLIES

26.1. Title to supplies furnished under this contract shall pass to the Purchaser
upon formal Provisional Site Acceptance (PSA) and payment, regardless
of when or where the Purchaser takes physical possession, unless the
contract specifically provides for earlier passage of title.

26.2. Unless the contract specifically provides otherwise, risk of loss of or
damage to supplies shall remain with the Contractor until, and shall pass
to the Purchaser upon:

26.2.1. Delivery of the supplies to a carrier, if transportation is F.O.B. origin;
or

26.2.2. Acceptance by the Purchaser or delivery of the supplies to the
Purchaser at the destination specified in the contract, whichever is
later, if transportation is f.0.b. destination.

26.3. Article 29.1 above shall not apply to supplies that so fail to conform to
contract requirements as to give a right of rejection. The risk of loss of or
damage to such nonconforming supplies remains with the Contractor until
cure or PSA.

26.4. After cure or PSA, Article 26.1 above shall apply.

27. OWNERSHIP AND TITLE

27.1. Upon Notification of Full Site Acceptance (FSA), the Title and Risk of Loss
to all delivered/installed equipment, software, and documentation shall
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transfer to and vest with the Purchaser, except where such software is
otherwise under license to the Purchaser. In such cases, the software
license shall be transferred to the Purchaser. Until FSA the Contractor
shall be responsible for the equipment on site.

ENVIRONMENTAL REQUIREMENTS

The Contractor shall in all its operations to perform the Contract, to the
maximum extent possible, adopt a sound proactive environmental
approach that identifies, considers, and where possible, mitigates the
environmental impacts of its supply chain. If requested by the Purchaser,
the Contractor shall provide evidence of so doing in the monthly Project
Status Report.

DISRUPTION

The Contractor shall take reasonable care to ensure that in the
performance of its obligations under this Contract it does not disrupt the
operations of the Purchaser, its employees or any other contractor
employed by the Purchaser.

THIRD PARTY CO-OPERATION

Subject to its other obligations under this Contract, the Contractor shall be
open, co-operative and provide reasonable assistance to any third party
supplier providing services to the Purchaser or to any third party to whom
the Purchaser sub-contracts or delegates (or tasks to act in pursuance of)
any of its rights and obligations under this Contract (each such third party
being a “Purchaser Third Party”. This assistance shall include:

30.1.1. providing such information about the manner in which the Contractor
Deliverables are provided as is reasonably necessary for Purchaser
Third Parties to provide their services and deliverables to the
Purchaser or carry out such activities as have been delegated to them
by the Purchaser;

30.1.2. making available to, or accepting information from, Purchaser Third
Parties (including, where appropriate and agreed with the Purchaser,
through the development of interfaces or information exchanges
between the Contractor and Purchaser Third Parties);
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30.1.3. using its reasonable endeavours to prevent, resolve and limit the
impact on the Purchaser of any disputes or disagreements between
it and any Purchaser Third Parties; and

30.1.4. meeting with the Purchaser and Purchaser Third Parties to discuss
the Contractor Deliverables and the services and deliverables
provided by third parties.

Without limiting the Contractor's obligations, the Contractor shall inform
the Purchaser of any disputes or disagreements between it and any of
Purchaser Third Parties that may affect the provision of the Contractor
Deliverables.

INSPECTION AND ACCEPTANCE OF WORK

This Article supplements Article 21 “Inspection and Acceptance of Work”
of Part lll - The General Provisions.

Should the Purchaser give the Contractor the opportunity, at the
Contractor’s expense, to carry out remedial services as is necessary to
correct the Contractor’s failure or otherwise to rectify any breach, these
remedial services shall be completed within Purchaser-specified time
limits.

The services to be provided by the Contractor's personnel under this
Contract shall conform to the highest professional and industry standards
and practices. Inspection of the services provided will be made by the
Purchaser's Technical representatives or another authorised designee in
accordance with the specifications in Part IV - SOW. Services performed
by the Contractor which do not conform to the highest professional and
industry standards may result in the Purchaser requesting that such work
be performed again at no increase in the price of the contract. Repeated
instances of work performed which fails to meet the standards and
practices may result in termination of the Contract for Default.

This Article 31 of the Special Provisions and Article 21 of the General
Provisions shall also apply to any remedial services carried out by the
Contractor.

The Purchaser’s rights and remedies under the Article 31 of the Special
Provisions and Article 21 of the General Provisions are in addition to its
rights and remedies under this Contract.
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INVOICES AND PAYMENT

This Article augments Article 25 "Invoices and Payment" of Part Il - The
General Provisions.

Following Purchaser acceptance, in writing, payment for supplies and
services furnished shall be made in the currency specified for the relevant
portion of the Contract. Invoices shall be accompanied by a copy of the
letter of acceptance issued by the Purchaser. It shall be the responsibility
of the Contractor to ensure such letter is provided.

The term of the Contract may not be exceeded without prior approval of
the Purchaser. In no case will the Purchaser make payment above the
total of the corresponding CLINSs.

No payment will be made if CLIN items agreed for delivery before
milestones are not complete as described in bidding sheets, SSS and
SOW.

No payment shall be made with respect to undelivered supplies; works not
performed, services not rendered and/or incorrectly submitted invoices.

No payment will be made for additional items delivered that are not
specified in the contractual document.

The invoice amount is exclusive of VAT and exclusive of all Taxes and
Duties as per Article 26 Taxes and Duties, Part lll — The General
Provisions.

CLINs will be paid as below based on Purchaser milestone approval in
writing.

The Purchaser is released from paying any interest resulting from any
reason whatsoever.

32.10.The Purchaser shall not bear any liability related to financial guarantees,

which the Contractor is required to provide under this Contract.

32.11.The Contractor shall render all invoices in a manner, which shall provide

a clear reference to the Contract. Invoices in respect of any service and/or
deliverable shall be prepared and submitted as specified hereafter and
shall contain:

32.11.1. Contract number

32.11.2. Purchase Order number,
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32.11.3. Contract Amendment number (if any)

32.11.4. CLINs as they are defined in the priced SSS.

32.11.5. Bank Account details for International wire transfers
32.12.The invoice shall contain the following certificate:

“I certify that the above invoice is true and correct, that the delivery of the
above described items has been duly effected and/or that the above
mentioned services have been rendered and the pay