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1 Introduction

1.1 Purpose

This System Requirement Specification (SRS) describes the external behaviour of the
system to be delivered under the IEG-C project, hereinafter referred to as ‘IEG-C’. It also
describes non-functional requirements, design constraints and other factors necessary
to provide a comprehensive description of the requirements for the system.

This document supports increment 1 of Project 2014/01S03102, which is included in
Capability Package (CP) 9C0150, which covers the Information Exchange Gateway
(IEG) Services for NATO SECRET to MISSION SECRET.

1.2 Scope

The Bi-SC CP9CO0150 Project OIS03102 "Provide Information Exchange Service"
increment 1 "Information exchange between NATO classified networks and NATO-led
Mission Secret (MS) networks (Scenario C)" is to provide the IEG static capability to
connect NATO CIS and Mission CIS at Secret level domain.

The scope of this document is to define the requirements for a standardized IEG-C
architecture to provide a standardized gateway between NATO Secret (NS) networks
and NATO-led Mission Secret (MS) networks for both Static and Deployable
envionments that:

e Allows the Information Exchange between NATO Secret (NS) Network Domain
and Mission Secret (MS) Network Domain instances implemented within the
existing NATO Secret physical infrastructure at centralized locations;

¢ Releases information from NS to MS based on predefined criteria tailored to the
specific Mission requirement; data failing to meet the release criteria shall be
blocked and the internal domain notified accordingly;

¢ Allows the transfer of the information from MS to NS based on predefined
criteria tailored to specific Mission requirement; data failing to meet the
acceptance criteria shall be rejected or dropped and the sender notified
accordingly. This functionality can be configurable depending on the operation.

1.3 Acronyms and Abbreviations

The acronyms and abbreviations used in this SRS are defined in Annex D of the
Statement of Work.

1.4 Definitions

The definitions used in this SRS are defined in Annex E of the Statement of Work.

1.5 Overview
This SRS comprises 9 sections:

e Section 1 provide an introduction and describes the use of his document
e Section 2 provides a general description of the IEG-C, the roles involved and
the project constraints.
e Section 3 provides an overview of the IEG-C Target Architecture and Logical
Architecture.
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e Section 4 specifies requirements for IEG-C components in general, interfaces,
and integration of components.

e Section 5 specifies the non-functional requirements for the IEG-C.

e Section 6 specifies the functional requirements (including security functional
requirements) for the Web Guard.

e Section 7 specifies the functional requirements (including security functional
requirements) for the Mail Guard.

e Section 8 specifies the IEG-C security requirements.

e Section 9 specifies the IEG-C management requirements.

e Appendix A provides a general system description of the Web Guard.

e Appendix B provides an overview of relevant service interface profiles.

e Appendix C provides the security problem definition and security objectives for
the IEG-C.

e Appendix D provides details of the Equipment Specifications.

¢ Appendix E provide a summary of the Component Names used in the SRS

1.6 SRS Conventions

The system requirements, defined in this document, are individually identified by a
unique number which shall be used at all times as the specific reference for each.

No meaning is associated with the order of serial numbering. There could be gaps in
numbering and requirement identifiers in a group do not have to be sequential.

Requirement identifiers are encapsulated in square brackets.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [IETF RFC 2119, 1997].

The requirements in this SRS have an identifier of the form [SRS-Section Number-
Requirement Number], e.g. [SRS-1-228], and are enclosed within a box.

Requirement ID: [SRS-1-228]
Example SRS requirement.

The requirements in this SRS make use of logical names to describe the components of
the system and their associated requirements. The logical names follow the naming used
in the IEG-C Target Architecture [TR/2016/NSE010871/01, 2016], and a complete list of
names is provided for reference in Appendix E.

1.7 Applicable References

The abbreviated document titles given in square brackets, [...], are used to refer to
documents in the reference lists in section 2 of Book Il — Part IV Statement of Work
(SOW).

1.8 Standards and Specifications

The standards and specifications are indicated in square brackets, [...], and refer to
documents in the reference lists in section 2 of Book Il — Part IV Statement of Work
(SOW).
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1.9 Verification Methods

The requirements in this SRS will be verified through qualification, herein defined as an
endorsement with a guarantee and supporting documentation that the item being
gualified satisfies the specified requirement(s). The different verification methods
applicable to the requirements herein are described in the following paragraphs.

Note: In some cases, more than one verification method might be required in order to
verify fulfilment of a requirement.

1.9.1 Inspection

Inspection is the visual examination of an item (hardware and software) and associated
descriptive documentation. Verification is based on the human senses (sight, touch) or
other means that use simple measurement and handling methods. No stimulus is
necessary. Passive resources such as meter rule, gauge may be used.

For Non-Developmental Items (NDI), Modified NDI and Developmental Items, hardware
inspection is used to determine if physical constraints are met, and hardware and/or
software, inspection is used to determine if physical quantity lists are met.

1.9.2 Analysis

Analysis is the review and processing of design products (documentation, drawings,
presentations, etc.) or accumulated data obtained from other qualification methods, such
as manufacturer's tests of a product to be mass-produced, to verify that the
system/component design meets required design criteria.

1.9.3 Testing

Testing is the operation of the system, or a part of the system, under controlled and
specified conditions, generally using instrumentation, other special test equipment or
specific test patterns to collect data for later analysis. This verification method usually
requires recorded results to verify that the requirements have been satisfied.

2 General System Description

2.1 Operational and Technical Overview

The IEG-C is a Data Loss Prevention guard at the interface between the (or a)
NATO SECRET (NS) domain and a NATO-led ‘mission’ domain, such as
‘Resolute Support’ and KFOR. The guard approves or rejects the transmission
of data between the two security domains based on either a STANAG-compliant
trusted classification label, such as ‘NATO <classification> Releasable to
<mission>’ or trusted source to trusted destination mediated by firewall rule
sets. The reason for the trusted source/destination path is that not all current
NATO services and apps are ‘label aware’.

The overall requirement for the IEG-C is to allow a mission command structure
to operate the full range of military command and control IT functions where the
staff and users include NATO and non-NATO mission partners. All non-NATO
mission partners will have security agreements with NATO such that they are
authorised to access information classified up to NATO SECRET Releasable to
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<Mission>. In such a situation, two IT systems are provided; one classified
‘NATO SECRET’ to process information that is required for the mission but not
releasable to non-NATO partners (typically J2 data) and one classified
<Mission> SECRET that is accessible to all authorised mission partners, both
NATO and non-NATO.

For practical purposes, the majority of users are typically provided with access
to the mission IT system. Users in the NS domain (both local and in the static
NS domain) can be granted access to services and data in the <Mission>
SECRET domain, but users in the <Mission> SECRET domain are prevented
from any access to the NS domain. The NATO requirement for users with
elevated privileges (e.g. system administrators) to have a security clearance
higher than the level of the system they operate means that only NATO cleared
users can be granted such permissions. Where both NS and <Mission>
SECRET IT systems are provided, data transfer requirements typically require
the IEG-C to be deployed to the mission HQ so that LAN-level transfer speeds
can be provided between the two IT systems. Where a mission has no NS
component, the IEG-C can be located at the supporting HQ at the reach-back or
mission anchor location. Possible conflguratlons are shown in the Flgure
Possible IEG-C configurationsfi

Mission 4 Mission 3

Mission 1 Mission 2

IEG-C

M2 User M2 User M2 User M2 User

Figure 1 Possible IEG-C configurations

The IEG-C requirement and operational prototype solutions have evolved over
many years to a situation where there are two main variants in operation today;
those with a ‘DMZ’ and those without. In the ‘without’ case, a firewall and a mail
guard are connected in parallel between the two security domains. The ‘DMZ’
configuration adds a third domain mediated by the firewall that contains the mail
guard and other guards and proxies, such as an XML web-guard and web
reverse proxy.
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The objective of the IEG-C project is to modernise and standardise the
configurations to a single layout as in Figure 2 IEG-C Management and
Componentskigure 21EG-C-Managementand-Components, and to add
additional features required by, for instance, evolving security protection
measures. It should be noted that configurations will never be fully identical as
different missions will always operate different C2 tools and information
exchange requirements due to the nature of the operation (Maritime-based,
Land-based etc.). So there will be differences in the firewall rule sets and, of
course, all missions have specific releasability labels.

,,,,,

Mcfee

Starage/Backup

IEG-C

,,,,,

Switch

—— Highly Available

Web Guard

Web Praxy

RDS Proxy

Mail Guard

NCIRC
A RDP
Mcfee Agent

SCOM Agent/Sry

Management Agent/
Services/License

se via PFE/EA
Provided by IEG-C contractar

********

Legends

IEG-C Components (Purchase perspective)
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Figure 2 IEG-C Management and Components

As the IEG-C is a data release guard, it does not support any on-line users and,
other than log files, only supports transient data. All of the IEG-C components
will be centrally managed by a Boundary Services management team from a
central location. IEG-C components and services will also be locally monitored.
In case of loss of connectivity from central management team and the distant
IEG-C, it will be possible to perform any management functions locally.

The logical layout and data flows of the IEG-C is shown in Figure 3Figure-3.
Features to note are that physically separate firewalls are required for the
interface to the NS domain and the interface to the <Mission> SECRET domain
and that separate IEG-Cs are required for each mission. The diagram is
illustrative of the data flows between the NS and <Mission> SECRET domains
and shows both operational and management streams.
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Figure 3 IEG-C Data Flows
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2.2 Deployment Overview
The IEG Scenario C is intended to work on Secret level only. The IEG-C has three
principal deployment options (as depicted in Figure 4Figure-4):

e in a static configuration where it acts as the interface between the static NS
domain and MS domain at the mission HQ (e.g. IEG-C M1);

¢ in a deployed configuration where it acts as the interface between the NS
domain and MS domain at the mission HQ (e.g. IEG-C M2); and

e in a static configuration where it acts as the interface between the static NS
domain and the MS domain at the reach-back location (e.g. IEG-C M3 and IEG-

Mission 4

Secret
M4 User \ /

M4 User

M4 User

M3 User M3 User
Mission 3
Secret )
\ / M3 User

3Reachback
To Static

M4 Reachback HQ

To Static
\ HQ /

IS R

L,
%,
N - o M2 Reachback
. To Static
@ aent H
L wer

Central EG-C
IEG-C Management
M1
Mission 1

Secret J J y 3 )
M1 User \ / M1 User M2 User M2 User

ML User M1 User M2 User M2 User M2 User M2 User

Figure 4 Principal modes of operation of the IEG-C

3 IEG-C Architecture

3.1 General

The IEG-C target architecture (TA, [TR/2016/NSE010871/01, 2016]) is described in
terms of a set of composite IEG-C Architecture Building Blocks (ABBs), each of which
has a set of associated functions, interfaces and attributes. The ABB methodology, as
defined by NATO Enterprise Architecture (EA) Policy, Annex 9 of the Alliance C3 Policy,
[NAC C-M(2015)0041-REV1, 2016], is used as the basis for defining an IEG-C Target
Architecture.
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The approach taken for describing the ABBs was driven by the need to design,
implement and accredit a modular set of information assurance services, mediation
services and associated service management and control services to enable information
exchange between the NATO Secret (NS) network and NATO-led mission classified
networks. The Target Architecture describes a standardized architecture for IEG-C
addressing:

e Static implementation at centralized locations;
e |EG-C at deployable Point of Presence; and,
e |EG-C prototypes currently installed at static and deployed.

The ABBs are used within the Target Architecture to describe the overall functionality of
the IEG-C and how each information exchange requirement (IER) can be supported
through the IEG-C in terms of a pattern describing the interactions between ABBs and
their service operations and interfaces. In turn, the architecture identifies the class of
device (e.g. network switch, firewall, proxy, guard) which may be used to support each
of the identified patterns, and associates the patterns with the IERs required to be
supported by the IEG-C. Note that an IER may make use of more than one pattern.

Finally, the Target Architecture, derived from the ABBSs, their functions, interfaces,
attributes and patterns provided the basis for describing the system specification for IEG-
C against which actual IEG-Cs can be procured.

3.2 IEG-C Primary Interfaces

The logical architecture allows for a standard gateway to be implemented that provides
interfaces (see Figure S5Figure-5) between NATO Secret (NS) CIS (high domain) and
NATO-led Mission Secret (MS) CIS (low domain) whereby the security of the NS CIS
shall be improved by providing:

e standardized components;
o standardized hardware; and,
o standardized software.

e standardized configuration;

e centralized management; and,

e centralized maintenance.
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Figure 5 IEG-C Primary Interfaces

Requirement ID: [SRS-3-1]

The IEG-C SHALL provide a data exchange capability IEG-C_DEX that facilitates the
mediation of data between the High Domain and the Low Domain.

Requirement ID: [SRS-3-2]

IEG-C_DEX SHALL offer the physical network interface IEG-C High Domain Interface
[NCIA TR/2016/NSE010871/01, 2017] (IEG-C_IF_NET_HIGH) that provides Ethernet
connectivity to the High Domain.

Requirement ID: [SRS-3-3]

IEG-C_DEX SHALL offer the physical network interfaces IEG-C Low Domain Interfaces
[NCIA TR/2016/NSE010871/01, 2017] (IEG-C_IF_NET_LOW) that provides Ethernet
connectivity to the Low Domains.

Requirement ID: [SRS-3-4]

IEG-C_DEX MAY offer the physical network interface IEG-C Management Interface
[NCIA TR/2016/NSE010871/01, 2017] (IEG-C_IF_MGMT) that provides Ethernet
connectivity to the High Domain.

Requirement ID: [SRS-3-5]

In the case that IEG-C_DEX cannot offer the physical network interface IEG-
C_IF_MGMT, it SHALL offer a logical network interface IEG-C_IF_MGMT on top of
IEG-C_IF_NET_HIGH.

Requirement ID: [SRS-3-6]

The IEG-C SHALL offer the following functionality as described in the IEG-C
Architecture Building Blocks [NCIA TR/2016/NSE010871/01, 2017]:

e Provide CIS connectivity;
o Create Network Boundary;
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Create Domain Boundary;

Protect Confidentiality of High Domain;
Protect Integrity of High Domain;
Protect Availability of High Domain;
Mediate Data Exchange; and,
Centralize Management.

Requirement ID: [SRS-3-101]
All [EG-C components SHALL support 1GbE.

Requirement ID: [SRS-3-102]

All IEG-C components SHALL be upgradeable, through the use of pluggable
transceivers, to support 10GbE.

3.3 IEG-C Capabilities

Requirement ID: [SRS-3-7]

The design and architecture of the IEG-C for providing protected cross domain
information exchange between NATO Secret and NATO-led Mission Secret SHALL be
implemented in accordance with the self-protecting node principle [NAC AC/35-D/2004-
REV3, 2013].

The critical technical capabilities for enabling protected cross domain information
exchange are illustrated in Figure 6Figure-6.

Protected Cross-Domain Data
(Information) Exchange

Node Data (Information) Data (Information) Centralized Local Local
Protection Exchange Flow Protection Management Monitoring Management

Figure 6 IEG-C Capabilities

The technical capabilities delivered by the IEG-C are summarised in Table 1.
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Table 1 IEG-C Capabilities and Capability Statement

Capability Name

Capability Statement

Node Protection

The ability of the gateway to protect the infrastructure and to mitigate risks
introduced by interconnecting NATO Secret and Mission secret networks.

Data (Information)
Exchange

The ability of the gateway to ensure an efficient cross domain flow of data
(information) between NATO Secret and Mission Secret for selected COI
and Core Services.

Data (Information) Flow
Protection

The ability of the gateway to enforce the protection policies, to prevent
unauthorized and uncontrolled release of information, and to ensure that
only the information intended to be exchanged are effectively transmitted
under a controlled, security monitored regime (security label filtering
compliant with NATO policy, document scanning, etc.).

Centralized Management

The ability of the gateway to be managed from a centralized system that
provides enterprise level monitoring of information to support Service
Management and Control (SMC) and Cyber Defence.

Local Monitoring

The ability to monitor all IEG-C components and services from a co-located
monitoring suite, independent from the centralized management.

Local Management

Alternative solution to the Centralized Management to allow co-located
support teams to perform (reduced) management activities if connectivity to
central management is lost.

3.4 IEG-C Architecture Building Block Services
The IEG-C TA further subdivides the IEG-C ABB into the following ABBs:

o Data Exchange Services;

e Protection Services;

e Protection Policy Enforcement Services; and,
¢ Element Management Services.

The ABBs have been defined in a generic manner in order to support any information
exchange requirements (IERs), specifically to:

e support the mediation of any type of data over any type of protocol;

¢ enforce the protection policy required for that information exchange
requirement; and,

¢ centrally manage the IEG-C.

For each ABB a list of defined functions, service interfaces and service attributes is
defined. The functionality provided by the IEG-C ABBS can be mapped to the IEG-C
capabilities summarised in Table 1 as illustrated in Table 2.
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Table 2 Mapping between IEG-C Capabilities and IEG-C ABB Services

Data Protection Protection Element
Exchange Services Policy Management
Services Enforcement |Services
Services

Node Protection X X

Data (Information) Exchange

Data (Information) Flow Protection X X

Centralized Management X

3.4.1 Data Exchange Services

The Data Exchange Services facilitates the mediation of data between a high network
domain (High Domain) and a low network domain (Low Domain). The Data Exchange
Services can be logically grouped to the following NATO C3 Taxonomy [NC3B AC/322-
D(2019)0034 (INV), 2019] defined services classifications for supporting data mediation
services:

e Communications Access Services;
e Infrastructure Services;

e SOA Platform Services; and,

e Business Support Services.

Requirement ID: [SRS-3-8]

The Data Exchange Services SHALL offer the following functionality to provide CIS
Interconnectivity and Mediate Data Exchange:

Exchange Email Services Data;

Exchange Web Services Data;

Provide Remote Desktop Access;

Exchange Network Services Data; and,

Exchange Text Based Collaboration Services Data

3.4.2 Protection Services

Requirement ID: [SRS-3-9]

The Protection Services SHALL provide the capability to protect data at the network
layer and the application layer. The Protection Services consists of the following three
atomic services:

e Intrusion Detection Services;
e Public Key Cryptographic Services; and,
e Content Inspection Services.
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3.4.2.1 Intrusion Detection Services

Requirement ID: [SRS-3-10]

The Intrusion Detection Services SHALL offer the following functionality to provide
protection for the integrity of the NATO Secret network and protection for availability of
the NATO Secret network:

e Detect Malicious Activities and Faults;
e Prevent and mitigate Attacks and Faults

3.4.2.2 Public Key Cryptographic Services

Requirement ID: [SRS-3-11]

The Public Key Cryptographic Services SHALL offer the following functionality to
provide protection for the confidentiality of the NATO Secret network and protection for
the integrity of the NATO Secret network:

e Process Public Key Cryptographic Data
e Manage Cryptographic Keys

3.4.2.3 Content Inspection Services

Requirement ID: [SRS-3-12]

The Content Inspection Services SHALL offer the following functionality to provide
protection for the confidentiality, integrity and availability of the NATO Secret network:

e Identify Content;
e Verify Content; and,
e Transform Content.

3.4.3 Policy Protection Enforcement Services

Requirement ID: [SRS-3-13]

The Protection Policy Enforcement Services SHALL enforce protection policies on
mediated data.

Requirement ID: [SRS-3-14]

The Protection Policy Enforcement Services SHALL consider all aspects relevant to
protection of confidentiality, integrity and availability. The Protection Policy
Enforcement Services consists of the following two services:

e Information Flow Control Policy Enforcement (IFCPE)
Services; and,
e Content Inspection Policy Enforcement (CIPE) Services.
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3.4.4 IFCPE Services

Requirement ID: [SRS-3-15]

The IFCPE Services SHALL enforce Information flow policies (IFP), which constitute a
subset of protection policies.

Requirement ID: [SRS-3-16]

The IFPs SHALL define the way information moves between the NATO Secret network
and the Mission Secret network, and vice-versa based upon the following criteria:

e the subjects (for example, this may be the IP address of the
source and destination, or originator and recipient domain for
email or text-based collaboration chat, or the source and
destination interfaces within the IEG-C where the IFP is being
enforced) under control of the policy;

e the content (the data type i.e. XML, that is being exchanged
by the Data Exchange Service supporting the information
exchange requirement) under control of the policy; and

e the operations which cause information to flow to and from
controlled subjects covered by the policy.

For each IEG-C an information flow control policy (IFP) is enforced. This is referred to
as IEG-C_IFP. The IEG-C_IFP can be viewed as the union of the following three sub-
policies:

e |EC-C_IFP_HL: for traffic flowing from the High Domain to the Low Domain;

e |EG-C_IFP_LH: for traffic flowing from the Low Domain to the High Domain;
and,

e |EG-C_IFP_MGMT: for management traffic flowing between the Management
Domain and the IEG-C.

Requirement ID: [SRS-3-17]

The Information Flow Control Policy Enforcement (IFCPE) Services SHALL enforce the
following general IFPs:

e |EG-C_IFP_CA HL - Co