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Acquisition Directorate

Boulevard Léopold Il
B-1110 Brussels, Belgium

NCIA/ACQ/2021/ 06685
12 March 2021
To . All Nominated Prospective Bidders
Subiject : AMENDMENT 2 TO INVITATION FOR BID - IFB-CO-14314-IEG-C

The Provision of Information Exchange Gateway (IEG-C) Between

NATO SECRET and MISSION SECRET Domains
Reference(s) A. AC/4-D/2261 (1996 Edition)

B. AC/4-D/2261-ADD2 (1996 Edition)

C. AC/4-D(2008)0002-REV2 dated 5 July 2015, Best Value Evaluation Methodology

D. AC/4(PP)D/27045-ADD1

E. AC/4(PP)D/27045-ADD2

F. AC/4-DS(2015)0018

G. AC/4-DS(2018)0021

H. NCIA/ACQ/2018/1858 NOI IFB-C0O-14314-IEG-C dated 17 December 2018

. NCIA/ACQ/2020/6225 NOI IFB-C0O-14314-IEG-C, Amendment 1 dated 27
February 2020

J. NCIA/ACQ/2020/6803 NOI IFB-CO-14314-IEG-C, Amendment 2 dated 18 June 2020

K. NCIA/ACQ/2020/12813 NOI IFB-C0O-14314-IEG-C, Amendment 3 dated 3
November 2020

L. NCIA/ACQ/2020/12990 IFB Release dated 23 December 2020

M. AC/4(PP)D/27045-ADD3, dated 14 January 2021.

N. AC/4-DS(2021)0001, dated 9 February 2021

O. NCIA/ACQ/2021/06601, Amendment 1 dated 18 February 2021

Dear Madam/Sir,

a. The purpose of this Amendment 2 is to publish the responses to the Clarification
Requests (CRs) received and to publish responses to questions asked during the Bidders
Conference held on 3 March 2021. Any CRs not addressed in this Amendment 2, will be
rolled over into the subsequent Amendment for a response.

b. Please note the following important information:

a. The Bid Closing Date has been extended. Please see paragraph 4 of this letter
for the new Bid Closing Date.

c. As adirect or indirect result of these CRs, the following documents have been amended
and are re-issued in its entirety. Prospective Bidders are strongly advised to carefully
review the revised documents. The changes within the bidding documents are denoted in
red for ease of traceability.

Book I: Bidding Instructions

Book I: Bidding Sheets, Annex A-1

Book |: Bidding Sheets Instructions, Annex A-2
Book I: BCRM, Annex D
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e. Book I: Security Test and Verification Plan (STVP)-Annex F-1

f. Book I: System Interconnection Security Requirement Statement
(SISRS)- Annex F-2

g. Book II: Contract Special Provisions

h. Book Il: Service Level Agreement (SLA) For The Provision Of Reach Laptops In
Accordance with Article 34 Of The Contract Special Provisions- Annex B

i. Book Il: Statement of Work

j- Book Il: Statement of Work Annex A — SRS

The closing date for submission of bids in response to this Invitation For Bid is changed
as follows:

FROM:

13:00 hours (Brussels Time) on Monday, 29 March 2021
TO:

13:00 hours (Brussels Time) on Monday, 10 May 2021

With the exception of the revisions mentioned above, all other IFB documents remain
unchanged from their original version as issued on 23 December 2020.

The overall security classification of this IFB is «<NATO UNCLASSIFIED».

. This Invitation for Bid and any Amendment thereto remains the property of the NCI

Agency and shall be protected in accordance with the applicable national security
regulations.

This Invitation for Bid does not constitute either a financial or contractual commitment at
this stage.

Prospective Bidders are advised that the NCI Agency reserves the right to cancel,
withdraw, or suspend this IFB at any time in its entirety and bears no liability for bid
preparation costs incurred by firms or any other collateral costs if bid cancellation,
withdrawal, or suspension occurs.

Please send all questions concerning this IFB to the undersigned at:

Eva Benson, Contracting Officer

E-mail: eva.benson@ncia.nato.int

For the Director of Acquisition

G Banson

Eva Benson
Contracting Officer
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AGENCY

Enclosure:
Attachment 1: Clarification Requests Answers, Amendment 2
Attachment 2: Bidders Conference Answers, Amendment 2
Attachment 3: Book I: Bidding Sheets- Annex A-1, Amendment 2
Attachment 4: Book I: Bidding Sheets Instructions- Annex A-2, Amendment 2
Attachment 5: Book I: Security Test and Verification Plan (STVP)-Annex F-1, Amendment 2
Attachment 6: Book I: System Interconnection Security Requirement Statement
(SISRS)- Annex F-2, Amendment 2
Attachment 7: Book I: BRCM- Annex D, Amendment 2
Attachment 8: Book II: Contract Special Provisions, Amendment 2
Attachment 9: Book II: Service Level Agreement (SLA) For The Provision Of Reach Laptops
In Accordance with Article 34 Of The Contract Special Provisions- Annex B, Amendment 2
Attachment 10: Book Il: Statement of Work, Amendment 2
Attachment 11: Book Il: Statement of Work Annex A, SRS, Amendment 2
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NCIA/ACQ/2021/ 06685
Distribution List:
All Nominated Prospective Bidders 1
NATO Delegations (Attn: Infrastructure Adviser): 1

Embassies in Brussels (Atth: Commercial Attaché):

Albania
Bulgaria
Canada

Croatia

Czech Republic
Denmark
Estonia

France
Germany
Greece
Hungary
Iceland

Italy

Latvia

Lithuania
Luxembourg
The Netherlands
Norway

Poland

Portugal

Romania
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Slovakia
Slovenia
Spain
Turkey

United Kingdom

NATO UNCLASSIFIED

NCIA/ACQ/2021/ 06685

United States (electronic copy to brussels.office.box@mail.doc.qov) 1

Belgian Ministry of Economic Affairs
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IFB-CO-14314-IEG-C
ANNEX E
CLARIFICATION REQUEST FORM

ADMINISTRATION or CONTRACTING

Serial IFB BOOK  IFB Section QUESTION ANSWER

Nr

Ref.

In Bidding Instruction, point 1.3.1.1 states, that FSA (Final | NCIA concurs the ‘EDC +’ is 27 Months. AMD 2
System Acceptance) is scheduled for 28 months after
signing the contract, while in project milestones, BOOK II,
A1 | BOOKI 1.3.11 PART IV, point 3.2.3 [SOW-24] FSA is scheduled for EDC
+ 27mo. Which term is correct?
In BOOK Il — PART lll, point 8.2 states, that the NCIA confrims that the Performance CLOSED
Performance Guarantee will expire at the end of the Guarantee is for the entire period of
warranty period. Therefore, if any of the elements will be performance of the contract.
AD BOOK Il - 8.2 subject to repair or replacement and its warranty period
' PART Ill ’ will be renewed for the next 12 months (BOOK Il — PART
[ll, point 27.4), will the period of Performance Guarantee
also be extended?
In BOOK | - ANNEX C, in the sections F and | there are NCIA revises ‘F’ to state from paragraph AMD 2
A3 BOOK | ANNEX C references to parag_raphs 4 and 6, but this annex does not | 4 to paragraph ‘D’ and | is ‘re:,\/lsed from
have them. Please indicate the correct references. paragraph 6 to paragraph ‘F”.
The wording “The supplies and services to be provided by | NCIA does not fully understand the CLOSED
the Contractor’s personnel under this Contract shall question as it is unclear what is being
Contract : . .
: conform to the highest professional and industry asked.
Special . . .
A4 1 Provisi standards and practices”, suggests unclear and/or The scope of the requirement is clearly
rovisions ; . > i
91 unreasonable high/uncertain deliverables. defined.
Question:
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Do you agree that the contractually defined scope of
deliverables comprises fully and finally any and all aspects
with regard to quality and quantity of deliverables?

Section 12.11 states: “The Purchaser is released from
paying any interest resulting from any reason
whatsoever.”

Contract
A5 Il gpegla_l Question: NCIA confirms this is correct. CLOSED
rovisions . .
Do we understand correctly that this clause relieves
12.11 ; . .
Purchaser from any claim for interest even if the
Purchaser is in default?
Section 23.1 states: “If any COTS products specified in
the Contract are upgraded or discontinued by their original
providers for commercial or technological reasons, the
Contractor shall propose their substitution by the new
versions that are intended as market replacement of the
original products. The proposed items shall provide an
Contract equivalent or enhanced performance without a price or NCIA confirms that the Special
Special life-cycle support cost increase.”. Provisons listed in the IFB will be part of
A.6 Il Provisions the future contract and only for the CLOSED
23.1 and Question: period of performance of the awarded
23.2 1.) Pease clarify if this clause requires a substitute contract.
COTS product for unchanged commercial
conditions or if sec. 23.2 opens up reasonable
adjustments in such cases.
The bidder assumes that the COTS product replacement
conditions apply during the project lifetime only. Please
confirm.
Section 2 ,The order of prec_edence does npt mclu'de the NCIA confirms that the Order of
Contractor’s proposal, as this was the case in previous = d 21 (f
RFPs and contracts recedence, 2.1 ( ).stgtes .
Contract ' ‘The Contractor’s Bid including any
A7 Il Special . clarifications thereto, incorporated by CLOSED
oy Question: :
Provisions 1 reference, and the formal documentation

The Contractor therefore requests to include its proposal
in the order of precedence in the last position as:
“The Contractor’s Bid including any clarifications thereto,

of pre-Contract discussions.’

NATO UNCLASSIFIED
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incorporated by reference.”
Please confirm.

A8

Book |

2.4.1

An extension to the bid submission date, currently 29
March 2021, of 21 days (minimum) is requested. Our
reasoning behind the extension request is as follows:
e the bidders’ conference was held quite late on 3
March 2021
e the next Amendment — that will address the first
round of questions and questions raised during
the bidders’ conference — is not expected until the
week of 10 March 2021, not leaving enough time
to review the modifications, address responses
appropriately and eliminates the ability to ask and
receive responses to any additional clarification
questions that may arise

The request has also been submitted previously to our
Delegation — initial email sent on 1 March 2021.

NCIA shall grant in accordance with
AC/4-D/2261 Final (July 1996 Edition)
the 21 day extension. In addition, NCIA
shall grant additional time besides the
21 days changing the Bid Closing Date
from 29 March 2021 at 13:00 Brussels
Local Time to 10 May 2021 at 13:00
Brussels Local Time.

AMD 2

NATO UNCLASSIFIED




Index IFB version Nature IFB part IFB section Question Answer Status
T1 vl Technical Book Il Part IV 1.2.5 is windows a requirement or Linux an alternative? There is no requirement to run the web or mail guards exclusively  Closed
on Windows in the SRS. Normal security accreditation processes will
apply.
There is no exclusion for Linux in the SRS, as it is included in the
NATO AFPL. However, any solution should be future proof and the
integrator or appliance provider should manage updates and
patches.
T2 vl Technical Book Il Part IV Annex A SRS-6-140 According to many specifications, e.g. SRS-6-140 and SRS-7-170, it is required that the design and 1) Proposals are excluded when they do not meet the mandatory ~ AMD2
SRS-6-502 functionality of the Web and Mail Guard MUST or SHALL conform to the NATO CIPE functional requirements of the SRS.
SRS-6-191 specification in [NC3A TN-1486, 2012]. 2) NCIA are willing to accept solutions are architectures based on
SRS-7-170 All requirements including the TN-1486 are unusually specific not only about the architecture in ~ COTS products that meet the mandatory requirements of the SRS.
SRS-7-197 general but also regarding many detailed technical aspects that are not necessarily relevant from
a security or user perspective. Requirements SRS-6-140, SRS-6-502, SRS-6-191, SRS-7-170, SRS-7-
Those requirements make a lot of existing COTS solutions non-compliant and would force the 197 changed from SHALL to SHOULD.
vendor to make significant changes to their products that seem neither possible in the given time
frame nor financially interesting. An additional requirement will be introduced following SRS-6-140,
SRS-6-191 and SRS 7-170:
Questions:
1.) Are proposals excluded, if their technical solutions provide all functions and capabilities as SRS-X-YY1: If WG_CIPE does not conform to the NATO CIPE
required in the SRS, however are not conform totally to specific architecture and detailed functional specification in [NC3A TN-1486, 2012], the proposed
technical requirements? functional specification of the WG_CIPE SHALL be described in the
2.) Is NCIA willing to accept solutions and architectures based on COTS products as being bid response.
compliant when the requested functional requirements and capabilities are fulfilled?
If so, the bidder kindly requests NATO to amend the named SRS requirements accordingly. In additional requirement will be introduced following SRS-6-140
and SRS-6-191
SRS-X-YY2: The WG_CIPE SHALL be able to be configured to support
the “Content Inspection Policy Enforcement Profile for a Medium
Assurance NATO XML-Labelling Guard” [NC3A
TR/2012/SPW007959/03].

T3 vl Technical Book Il Part IV Annex A SRS-4-225 SRS-4-225 requests: PFE for hardware is not applicable any more due to IFB AMD1. AMD1
“Unless otherwise identified during the Site Survey [SOW-673], the IEG-C and all of its SRS-4-225 is still valid. Hardening is also a valid approach for any
components SHALL be certified to TEMPEST Level C, as defined in [SDIP-27/2].” required COTS hardware.

Questions:
1.) Is the assumption correct that all NATO PFE hardware complies already with SRS-4-225?
2.) If not, does NCIA expect the bidder to verify NATO PFE hardware for its compliance to
TEMPEST Level C?
3.) If it should not be compliant does NCIA expect the bidder to harden the hardware such it
complies with TEMPEST Level C?
T4 vl Technical Book Il Part IV SOW, Section Verification ~ The section reads: Requirement deleted in Amd2 AMD2

and validation of
Interoperability Solutions
through Testing, p. 52

“C3 Capabilities and ICT Services shall have their interfaces pass NATO level C3 Interoperability

tests; this testing shall be between NATO, NATO Nations and Partners Nations C3 Capabilities and

ICT Services interfaces, based on the NATO agreed standards and profiles that are contained
within the NISP. The testing shall include assessment, analysis, evaluation, verification, validation
and up to, but not including, the certification of C3 Capabilities and ICT Services.”

Questions:

1.) What kind of certification is meant here?

2.) What exactly do you mean by “... up to, but not including, the certification of ...”?

3.) Should the testing for a certification be considered and executed by the bidder or not?
4.) Are WebGuard and MailGuard equally meant and treated for the certification?
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Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Book II Part IV SRS-7-424
Book II Part IV SRS-6-376
Book Il Part IV SOW-24
Book II Part IV SOW-58

BOOK I - PART IVSTATEMENT OF Wi [SRS-4-44]

BOOK Il - PART IVSTATEMENT OF Wi [SRS-4-44]

BOOK I - PART IVSTATEMENT OF Wi [SRS-4-45]

BOOK Il - PART IVSTATEMENT OF Wi [SRS-4-45]

BOOK Il - PART IVSTATEMENT OF Wi [SRS-4-46]

SRS-7-424 requires the EAL4+ evaluation of the Mail Guard.

In the case no COTS products with EAL4+ certification can be used due to the requirements OR
existing products would need a new evaluation due to major changes, the bidder considers the

given time frame as unrealistic for this evaluation.
Questions:

1.) Is the bidder expected to drive the EAL4+ evaluation within the project scope and project

schedule?

2.) Does NCIA contribute to the evaluation?

If yes: how?

3.) This SRS applies to the MailGuard. What about the WebGuard?

The section reads:
“PKE module shall be evaluated according to...”
Questions:

1.) The evaluation of a cryptographic module is very time consuming. Can we assume that NCIA
accepts the integration of a COTS PKE module that conforms to all major requirements, especially
the evaluation bit, but not to every technical detail? Especially if it is already part of a COTS

product that fulfils NCIA’s requirements in general?

2.) Does NCIA accept an evaluation by a NATO nation’s security accreditation authority instead of

the mentioned criteria?

In the notional schedule the project milestones are defined. The factory acceptance test (FAT) is
scheduled for EDC+9 months, which leaves based on our experience roughly six months for the

engineering work to the contractor.

From the bidder’s point of view this is a high risk to the contractor and the purchaser as the

required functions might not be ready for FAT.
Question:

1.) Is the given project plan fix or can it be adapted according to the results of the site surveys and

the design reviews by the bidder?

The contractor SHALL deliver all documentation according to SECTION 10 seven months in
advance of the expected “Acceptance of IEG-C security accreditation package Milestone” in order
to have NSAB approved deliverables before commencing WP 3 / Installation of gateways.

This puts a lot of pressure to the project schedule and the delivery of documentation. We deem

these deadlines unrealistic.

Question:

1.) Could you please specify your thoughts with this timeline?

How is the data transported (HTTP?)

How is the data formatted (XML?)

How is the data transported (HTTP?)

How is the data formatted (XML?)

How is the data transported (HTTP?)

1) Yes, but also and according to AC/322-D/0030-REV5 “Where no  Closed
Common Criteria (or national or international equivalent) evaluated
products are available that meet the security requirements or

assertions (e.g., the security target), the security approval or

accreditation authority may approve the use of alternate products

that meet the security requirements as defined by the SRA”

2) NCIA will sponsor

3) It also applies to the Web Guard

1) Cryptographic solutions must be compliant with this directive Closed
https://roadmap.nr.ncia/English/AC-322-D-0047-REV2.pdf

2) We do accept national certifications. According to D0048

Operating Sys-tems are certified based on one of the below:

 the Evaluation Assurance Levels (EALs) of the Common Criteria; or

» compliance with the Common Crite-ria cPP/PP for operating

systems; or

 a national or international equiva-lent.

The project plan is fixed, but if certain unforeseen findings during Closed
the surveys mandate so, it will be commonly reviewed.

The project plan has reserved 7 months for accreditation, which Closed
allows 2 rounds of SAA reviews. Risks can minimised by forming a

mixed Purchaser — Contractor team, providing REACH laptops to the
Contractor and keeping continuity throughout the project execution

(no key team members changes)

The IEG-FS XMPP capability transports data using HTTP. Closed
Note that the Information Exchange Gateway Functional Services

(IEG-FS) is now known as the Data-centric Information Services

Gateway (DISG).

The IEG-FS XMPP capability handles XML formatted data. Closed
Note that the Information Exchange Gateway Functional Services

(IEG-FS) is now known as the Data-centric Information Services

Gateway (DISG).

The IEG-FS TDL capability transports data using HTTP. Closed
Note that the Information Exchange Gateway Functional Services

(IEG-FS) is now known as the Data-centric Information Services

Gateway (DISG).

The IEG-FS TDL capability handles XML formatted data. Closed
Note that the Information Exchange Gateway Functional Services

(IEG-FS) is now known as the Data-centric Information Services

Gateway (DISG).

The IEG-FS FFT capability transports data using HTTP. Closed
Note that the Information Exchange Gateway Functional Services

(IEG-FS) is now known as the Data-centric Information Services

Gateway (DISG).
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Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

BOOK Il - PART IVSTATEMENT OF Wi [SRS-4-46]

BOOK Il - PART IVSTATEMENT OF Wi [SRS-6-23]

BOOK Il - PART IVSTATEMENT OF Wi [SRS-6-203]

BOOK Il - PART IVSTATEMENT OF Wi [SRS-6-346]

BOOK Il - PART IVSTATEMENT OF Wi [SRS-6-510]

BOOK I - PART IVSTATEMENT OF Wi [SRS-7-172]

BOOK II - PART IVSTATEMENT OF Wi [SRS-7-217]
BOOK Il - PART IVSTATEMENT OF Wi [SRS-7-326]
BOOK II - PART IVSTATEMENT OF W1 [SRS-7-357]

BOOK Il - PART IVSTATEMENT OF Wi SRS General

Book Il Section 7.3.2 and Section
Part IV 733
SOW Annex A

Book II Section 6.5.4,6.7.4,7.7.4
Part IV
SOW Annex A

Book Il Section 7.6.1
Part IV

SOW Annex A

Book II Section 7.6.1.1.1
Part IV

SOW Annex A

Book Il Section 7.6.1.2.2
Part IV
SOW Annex A

How is the data formatted (XML?)

Presumably this means B.3 not A.3

Under which circumstances should a filter be halted? Some products will run all content filters to
completion and then make a decision based on the overall set of filters

Why is there a need to support multiple mechanisms of sending log data? Is it acceptable to only
support one of these methods?

Is this checking for malware in these attributes or using the attributes to decide whether or not to
run the check

The order of the actions does not appear to be specified

Is this correct. If any label check passes, the message is OK - what if another one fails in the same
message?
OCSP is a MAY requirement for Web Guard - why is it a SHALL requirement for Mail?

Supporting only one of these is a MUST requirement for Web Guard, why is it ALL for Mail?

These requirements are likely to require new Mail Guard, Web Guard and Web Proxy to be
developed since they contain implementation details that no existing product is likely to meet.

Would NATO consider implementing the required functionality for the Mail Guard, Web Guard
and Web Proxy with proven COTS products that implement the required functionality but with a
different implementation ?

There appears an inconsistency in the wording of the operations that must be performed for
Enforce HL Business Support CIP and Enforce LH Business Support CIP.

For HL step 1 states “contains only MIME types allowed by the CIP”, but for LH step (i) states
“contains only attachments allowed by the CIP”.

For one the wording “MIME types” is used, for the other the wording “attachment” is used.

Please clarify which is the correct terminology, or if different terminology has been used
deliberately.

SRS-6-182 and SRS-7-326 states OCSP is a SHALL requirement, but SRS-6-273 and SRS-7-507 states
OCSP is a MAY requirement.

Can you please clarify whether the use of OCSP for certificate validation is a SHALL or a MAY
requirement?

SRS-7-198 appears to be an incomplete sentence, could you please clarify whether it is correct as
written?

SRS-7-218 states “The subordinate Label validation capability MG_CIS_LV_STANAG SHALL ensure
that a valid and allowable STANAG 4774 confidentiality label is bound with a valid and allowable
STANAG 4778 Metadata Binding to every email message.”

It is unclear what “valid and allowable” means, can you please provide clarification?

SRS-7-250 references footnote [5] but this footnote does not appear to exist.

The IEG-FS FFT capability handles XML formatted data.

Note that the Information Exchange Gateway Functional Services
(IEG-FS) is now known as the Data-centric Information Services
Gateway (DISG).

The correct reference for the Web Guard SIPs is B.3.

Under circumstances defined by SRS-6-145, 6-152

The operation 'Log' SHALL SMC Messages of one or more of the
following types.

Note, see also [SRS-7-398].

The requirement refers to the use of the attributes to determine
whether a HTTP message can be excluded from malware scanning
(see [SRS-6-506]).

Note, that malware scanning is applicable to an HTTP Message
headers and body (see [SRS-6-509]).

The wrong reference is provided. Corrected to [SRS-7-187].

This is correct. Different emails may have different label or marking
formats
OSCP is also a MAY requirement for the MG (see SRS-507].

[SRS-7-357] revised and aligned with WG requirement [SRS-6-304]

NATO will accept implementing the IEG-C with proven COTS
products, if they fulfill the security and functional requirements.

“Attachments” is the correct terminology.
Section 7.3.2 will be updated to align with section 7.3.3.
There is no change to any requirements

OCSP is a MAY requirement.
SRS-6-182 allows the use of validation by OCSP or by local
certification path validation. SRS-7-326 has been updated.

The requirement has been truncated.
SRS-7-198 will be updated to contain the complete requirement.

Valid STANAG 4774 — valid against the STANAG 4774 XML schema
and valid against the security policy identified in the confidentiality
label e.g. it contains valid classification and category values.
Allowable STANAG 4774 — allowed by the CIP valid

Valid STANAG 4778 — valid against the STANAG 4778 XML schema
allowable STANAG 4778 — not applicable — the requirement will be
updated.

Footnote 5 is an empty footnote. SRS-7-250 will be updated to
remove the footnote,

Closed

AMD2

AMD2

AMD2

Closed

AMD2

Closed

AMD2

AMD2

Closed

AMD2

AMD2

AMD2

AMD2

AMD2
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Amd1

Amd1
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Technical

Technical

Technical

Technical

Technical

Technical

Technical

Book II
Part IV
SOW Annex A

Book Il
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Book Il
Part IV
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Book Il
Part IV
SOW Annex A

Book Il
Part IV
SOW Annex A

Section 7.5.1.2.2,7.5.1.3.2, Sections 7.5.1.2.2,7.5.1.3.2, 7.5.3.2, and 7.5.3.3 appear as though they do not fit together as we  The wrong (old) terminology is being used. The SRS will be updated

V3322, Ud5a3hd

Section 6.5.3.1
SRS-6-140

Section 6.6.1
SRS-6-191

Section 7.5.3.1
SRS-7-170

Section7.6.1
SRS-7-197

Section 7.8.1
SES-7-424

Section 7.8.1
SRS-7-424

Section 6.8.1

Section 6.8.2
SRS 6-734

Section 6.8.2
Requirement ID: [SRS-6-
376]

would expect and there may be some confusion over terms used. For example, SRS-7-98 contains with consistent terminology.
the following terminology: MG_IFP_SOA_HL, however SOA is a Web Guard term and this exact

terminology appears nowhere else within the documentation, whereas WG_IFP_SOA_HL appears

multiple times in the Web Guard sections. Additionally, IEG-C_CIP_BS_EMAIL_HL is referenced in

several places of section 7.5.3.2, but IEG-C_CIP_BS_EMAIL_HL isn’t defined anywhere. However,

the equivalent for Low to High, IEG-C_CIP_BS_EMAIL_LH is defined in section 7.5.1.3.2.

Could you please look at the aforementioned sections and clarify whether the requirements
contained within are written as intended and are using the appropriate and properly defined
terminology relevant to the Mail Guard element of this IFB.

TN 1486 specifies a model where each filter is undertaken and isolated in a separate process, with Please see response to T2
a specific APl and error codes defined. Would NATO consider an alternative filter model, still

Common Criteria assured, but where the filters are not isolated in separate processes?

We believe such an approach could meet the high-level security objectives of the guard

(confirmed by Common Criteria assessments) but drastically reduce overall project costs.

Would such an approach be considered compliant, as SRS-6-140 states the solution MUST
conform to TN 1486.

‘The MG SHALL be evaluated to CC EAL4(+).” Can you please confirm when in the project timeline  Please see response to T5 and T8
such evaluation is required to be completed?

‘The MG SHALL be evaluated to CC EAL4(+). Please see response to T4
Would an approach where the process of gaining CC EAL4(+) is commenced after FAT, then once

CC EAL4(+) is achieved any product modifications are made via a change management process be

considered compliant?

The text states “The security requirements that apply to the WG are based on the Common Formal certification of the Web Guard to Common Criteria is
Criteria (CC) Protection Profile (PP) for a Medium Assurance NATO XML-Labelling Guard”, but required — see [SRS-4-3], which requires evaluation to at least level
there is no formal SRS Requirement ID associated with certification. 4.

Can you please confirm that formal certification of the Web Guard to Common Criteria, by a CLEF,
is not required.

The text states “The PKE module SHALL be validated according to the Smart Card Protection Formal certification of the PKE module to Common Criteria is
Profile [SCSUG-SCPP, 2001] or validated to at least FIPS 140-2 Level 2 [NIST FIPS 1402, 2001], or required — see [SRS-4-3], which requires evaluation to at least level
otherwise verified to an equivalent level of functionality and assurance by a NATO nation COMSEC 4.

authority.”

By “validated according to the Smart Card Protection Profile [SCSUG-SCPP, 2001]”, does this mean
formal Common Criteria approval?

The PKE module SHALL be evaluated according to the US Government Basic Robustness PKE PP Formal Common Criteria evaluation is required — see [SRS-4-3],
with CPV - Basic Package, CPV - Basic Policy Package, CPV - Policy Mapping Package, CPV - Name  which requires evaluation to at least level 4.

Constraints Package, PKI Signature Verification Package, Online Certificate Status Protocol Client

Package and Audit Package at EAL 4.

By evaluated, does NATO mean formal Common Criteria certification?

AMD2

AMD2

Closed

Closed

Closed

Closed

Closed
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Book |

Book |

Book Il Part IV

Book |

Book |

Book |

Book Il Part IV Annex A

Bidding sheets

Section 7.8.2
Section 8.3.5

Requirement ID: SRS-5-153

Section 4.4.1
SRS-4-226

3.4.6.7.5

3.4.6.7.8

8.3 (Table 15)
3.4.6.7.8
3.4.6.7.13
3.4.6.7.14
6.8.1.1

CLIN14.2i14.3

There appears to be a mismatch between the requirements in Section 7.8.2 and 8.3.5 for the Mail All the requirements are applicable.
Guard.

Can you please confirm which is correct?

Category MG SFRs according to section 8.3.5 MG SFRS according to section 7.8.2
Infrastructure Platform 0 2

Trusted Base Platform 6 3

Policy Enforcement Module 4 5

Authentication 2 4

Correct Operation 50

“The WG SHALL score above 80% in user success rate”. The requirement is not applicable and has been deleted.

What are the scoring criteria for the user success rate?

The requirement “It SHALL be possible to trigger the graceful shut down from the central and local 1EG-Cs will be in environments fully controlled by NATO NCS (NATO

management solution.” is uncommon in our experience of accredited high assurance solutions, as  Command Structure) or NFS (NATO Force Structure).

it provides a potential single point of attack for a denial of service. The IEG-C does not need High Assurance Guards as the connecting
mission domain is also at the Secret level.

Can you confirm the centralised management requirements have been approved by the NATO CIS

Security Accreditation Board?

There currently exist capabilities for IEG's within industry that take a different approach in both
the security and the architecture to that proposed in this IFB. Building on existing capability is
generally more appealing to industry than bespoke engineering because of the opportunities to
exploit the same work with other customers. Would you consider an alternative approach based
on COTS capability that achieves the same outcomes, but with a different architecture that we will
still commit to getting accredited?

Yes, See also T23

There appears to be confusion in the IFB regarding whether NATO wants a solution enhancing the See also T23.
existing NATO prototype or a COTS capability that has a similar architecture. Could you please The Agency does not want to proliferate a bespoke design that is
clarify whether NATO wants (i) a solution enhancing and productising the existing prototype, (i) a many years old, however this has come out of everyday practice.
modified COTS capability, or (iii) a bespoke solution? The Agency wants a solution that industrializes and enhances the
current prototype potentially with a modified COTS capability.
We invite bidders to point what specific requirements prevent the
submission or acceptance of such a design to fulfil our high level
requirements.

Can the Purchaser provide the SISRS and SecOPs template document to prepare its draft version
required by the offer?

Normally the SISRS is NR, but the Purchaser will provide an
unclassified version.

SecOp according to AC/35-D/1014-REV3 Guidelines for the
Structure and Content of Security Operating Procedures

There is a contradiction, because Book | requires an “initial STVP” and Table 15 in Book Il does not SOW will be updated to describe the required content.
require the STVP during Bid preparation. Which guidelines should be followed?

If STVP is required, how should the document be prepared if its template will only be made
available after signing the contract?
Can the Purchaser provide a reference document AC/322-D(2017)0016? Yes

It should contain sample procedures related to SISRS

Could the Purchaser provide a reference document AC/322-D/0030-REV5? Reference is NR. Request shall be made to your National
Delegation.

Can the Purchaser provide NCIA TN-1485 v1.1, 2012 document required for the analysis of the Yes

scope of work on PP?

Please indicate the correct references to SOW in CLIN 14.2 and 14.3, because the currently

entered are not related to the content of the CLIN point.

References updated

Closed

AMD2

Closed

Closed

Closed

Closed

AMD2

AMD2

Closed

Closed

Closed

AMD2



T48

T49

T50

T51

T52

153

T54

155

T56

157

T58

T59

T60

T61

T62

T63

T64

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Book Il Part IV Annex A

Book Il Part IV Annex A
Book Il Part IV

Book Il Part IV Annex A

Book Il Part IV

Book Il Part IV Annex A

Book Il Part IV

BOOK Il — PART IV

IEG-C Target Architecture

Book II

Book Il

BOOK Il - PART IV SOW Annex A

SYSTEM REQUIREMENTS
SPECIFICATION (SRS)

BOOK Il - PART IV SOW Annex A

SYSTEM REQUIREMENTS
SPECIFICATION (SRS)

523.1.2

83.1

1.4.5

4.1.2

15.6

52,01l

16.3

i3

A4.2

SOW Amendment 1, Annex

C Purchaser Furnished
Equipment (PFE) and
services

Part IV SOW Annex A SRS
Page 21 -

Table 4 - Protocols
Supported by the IEG-C

5232

523.2

BOOK Il - PART IV SOW Annex A SY¢ 5.2.4.6

BOOK Il - PART IV SOW Annex A SY¢

3.2

BOOK Il - PART IV SOW Annex A SY¢ Annex D

BOOK Il - PART IV SOW Annex A

21

1SO standards indicated in the document (1ISO 9241-12 and 9241-16) are no longer valid - will the
Purchaser update them?

The Protection Profiles already have newer versions (including CPP ND v.2.2e ) - will the Purchaser
update the requirements for PP?

The sentence is unfinished - the lack of information about the requirements the system has to
meet.

The table lists the protocols required for the Web Guard: Link1, Link 11, Link 16, Link 22, OTH Gold,
FFTS. How should Web Guard protect them if it only handles HTTP traffic?

One of the required documents is the NSV-2, Systems Communications Description scheme, but
the NAG Information Requirements table lacks a description of the requirements for it (instead,
there is a description for NSV-1 (deployment)).

Could the Purchaser unify the requirements and provide the missing guidance?

In the table 6 the IEG Capacity Requirements per Data Type, the Full Motion Video STANAG 4609
protocol and the JREAP protocol are assigned to the Web Guard component, while in point 4.1.2
they are assigned to the Firewall component.

How should JREAP traffic be controlled?

Can the Purchaser provide a reference document TR/2017/NCB010400/12?

In BOOK Il — PART IV, point 1.3 states, that IEG will be implemented in 7 locations, while Annex B.1
(List of sites) lists 6 locations. Which number is correct?
Does the Intrusion Detection Services can be a service included in the Palo Alto FW?

In section C.1. the SOW says “The customer has provided in Appendix D “Purchaser Furnished
Equipment Detailed Specifications” of the SRS, equipment lists that the contractor shall use as a
starting point to choose hardware for the IEG-C system ”.

Question:

1.) Do you want the Contractor to re-use the hardware listed in Appendix D explicitly for the new
IEG-C implementations?

What do you propose if some elements of Appendix D do not fit into the system architecture
foreseen by the bidder in his proposal to this RfP?

Listed protocols such as RTP and RTCP are realtime communication protocols used for audio and
video communications. Virtual Air Gap technologies do not enable TCP/IP level routing between
High and Low domain networks. Please clarify whether these protocols are required for cross
domain communications.

Is expected an integrated management layer (covering all the building blocks), as part of an
individual IEG-C, to provide a seamless operation interface to the system?

Individual management systems (e.g. one for firewalls, another one for switching, another one for
Web Guard, and so on) would be well appreciated?

A unique backup software covering all the IEG-C building blocks should be integrated?

IEG-C local management is just optional or, a local management Workstation should be deployed
in addition to the local IEG-C management interface?

Is very accurate regarding many IEG-C components, enumerating a specific set of vendors and
part numbers. Should we feel free to include any HW/SW item in our solution’s design, when
implementing non-listed (in this document) building blocks (e.g. Web Guard)?

Please note that Figure 2 - IEG-C "Management and Components" shows the IEG-C node as
"Highly Available". Please confirm if the full redundancy of each IEG-C node is required or if the
only availability requirements are those included under section 5.2.4.1 of BOOK Il - PART IV SOW
Annex A

These are PMIC requirements in the BiSC AIS NFR Baseline 3.1 (see  AMD2
DOORS). Check with owner of Baseline 3.1 and/or PMIC.

© 1SO 9241-12 has been superseded by 1SO 9241-125:2017

 1SO 9241-16 has been withdrawn.

Propose to:

¢ update SRS-5-27 to refer to ISO 9241-125:2017

o delete SRS-5-30

The latest protection profiles should be used at the time of Closed
evaluation.
Paragraph deleted AMD2

The IEG-FS (now known as the DISG) will transform the protocols Closed
into HTTP traffic with a XML payload.

Pending

JREAP traffic will be controlled by the firewall and the Web Guard.  AMD2

Classification NR, it needs to be provided by your National Closed
Delegation
Six (6), IFB will be amended. AMD2

Potentially, but it will be determined at the time of the Site Surveys. Closed

In Amendment 1 the phrase has been deleted. Bidders will choose  Closed
hardware according to SRS.

These protocols are required for cross domain communications. Closed

A management layer is expected, that will integrate existing NATO  Closed
management tools (e.g. firewalls) and solution specific
management tools.

see T59 Closed
See requirements SRS-5-49, SRS-5-50, SRS-5-237, SRS-5-334. Closed
A local management workstation is optional and will be used in Closed
specific IEG-C deployments.

Yes Closed
The availability requirements are defined in 5.2.4.1 in the SRS. Closed
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Book Il Prospective Contract Part
IV with Annex IFB-CO-14314-1EG-C

4.9.4

421

43.1

Appendix D

D.2.3

4.1.4 - SRS-4-34/SRS-4-34

5.2.4.6 - SRS-5-327
49.1

Requirement ID: [SRS-8-42]

Below Requirement ID: [SRS

8-42] and above [SRS-8-43]

SRS-5-302

SRS-5-302

SRS Table of Contents-
Tables

SRS-4-101, SRS-4-106, SRS-4-

107, SRS-7-181, SRS-8-2,
SRS-8-3

BCRM SRS 8-1 through to
SRS-8-49

SRS-6-380

Figure 3, Table 6

SRS-5-49

SRS-6-297

SRS-5-47

Please confirm that the Rack shall be delivered already pre-wired and all internal connections and
wiring shall be done at contractor premises

Please confirm that the firewall model specified under paragraph 4.2.1 (and described under
Appendix D) shall be mandatory or can be proposed an equivalent model from different vendors

Please confirm that the Network Switch models specified under paragraph 4.3.1 (and described
under Appendix D) shall be mandatory or can be proposed equivalent models from different
vendors

Please confirm that the materials specified shall be proposed with the same configuration shown
under appendix D

Please clarify if the S3124F switch shall be provided with the same configuration shown in the
table (i.e. Q.ty 2 if 210-AIMS shall be provided for each single switch required by the IEG-C
requirements).

Please clarify if it is required a single management common interface for each IEG-C node or each
component can be managed independently by the NATO Enterprise Service Management and
Control (SMC) capability

Please confirm if a removable local backup device shall be included in each IEG-C node

Please confirm that the all the server that shall be provided for the implementation of IEG-C
functionalities shall be DELL EMC or HPE.
The requirement [SRS8-42] applies to IEG-C, Firewall and IDS but it has no description.

The description of IEG-C, Firewall, network switch, RDP proxy, web proxy, web guard, mail guard,
and IDS it has a description but no SRS number

Can NATO confirm that the maximum throughput referred to in SRS -5-302 is the highest figure
quoted within the frequency column.

Can NATO further clarify SRS - 5-302.1s it a statement describing the services throughput or
requesting what the IEG-C design needs to accommodate as the minimum throughput?

Within the BOOK Il - PART IV SOW Annex A: SYSTEM REQUIREMENTS SPECIFICATION (SRS) - Table
of Contents - List of tables: There are entries for both IEG-C TSF sub-components for static and
deployed. The table for static is within the document but there is no equivalent table for deployed
- Can this table be provided?

There are duplications for requirements SRS-8-2, and SRS 8-3. Can NATO provide corrected
requirement numbers.

Within the BCRM Spreadsheet, Requirements SRS-8-1 through to SRS-8-49 do not include the
extra information that is presented within the tables within Annex A SRS pdf. Can NATO provide
an update to the BCRM to include the missing information?

Within the BOOK Il - PART IV SOW Annex A: SYSTEM REQUIREMENTS SPECIFICATION (SRS) - SRS-6-
380 references SRS-6-371. A reading of those two requirements does not appear to be correct in
context. Can NATO clarify the reference to SRS-6-371?

Within the BOOK Il - PART IV SOW Annex A: SYSTEM REQUIREMENTS SPECIFICATION (SRS) - there
are items depicted in Figure 3 - IEG-C Data Flows, and Table 6: IEG Capacity Requirements per
Data Type, that are not referenced elsewhere in the document. Can NATO clarify which interfaces
and protocols are required?

SRS-5-49 requirement states minimal data loss. What is the value for minimal data loss (RPO)?

Within the BOOK Il - PART IV SOW Annex A: SYSTEM REQUIREMENTS SPECIFICATION (SRS) - SRS-6-
297 references interface with BMC ITSM Atrium CMDB. What sort of interface or level of
interaction is expected?

SRS-5-47 requires that any individual fault be corrected within 60 minutes. To what level does this
apply? Additionally, for hardware this may mean that a critical spares pack may be needed to
ensure that this can be met.

No PFE any more, bidders can choose and bui;d equipment
according to SRS requirements
The FW brand is mandatory.

The switch is mandatory

The brand and model are mandatory, but configuration can vary as
long as it meets the system requirements

Configuration can vary as long as it meets the system requirements

A single management interface is required to meet [SRS-3-25],

however some management operations (e.g. firewall configuration)

may be performed from existing centralized management systems,
as per [SRS-3-22] when they are available

NCIA confirms
NCIA confirms

The description is "The Infrastructure Platform firmware and

software SHALL be updated by an administrator on a regular basis in

response to the release of product updates due to known
vulnerabilities."
Missing requirement ID. ID will be assigned as: [SRS-8-50]

Requirement deleted

Requirement deleted

In principle deployed and static should be the same. Table
description amended

SRS requirements have been changed to SRS-8-51 and SRS-8-53

BRCM will be updated

Correct reference in SRS-6-380 is SRS-6-377

SRS-5-300 indicates the required protocols

Requirement deleted

Details to be found at the time of surveys

Both hardware and software.
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IFB_CO-14314-IEG-C-Book Il Part
IV-SOW.amd1 Pgs 1 -50

Book | - Part Il Technical Proposal

General Question
General Question

General Question

General Question

General Question

General Question

SRS-5-48

SRS-5-56 to SRS-5-59

SRS-5-123

[SOW-124]

341&34634

Part IV Annex A SRS 5-300
Table 6, p. 49

Part IV Annex A SRS Table 4,
p20 ff

SOwW

SoOwW

SOwW
SOW

Part IV Annex A SRS, Figure
8

SRS-5-48 requirement covers MTBF figures but excludes external factors. Are Purchaser provided
facilities such as HVAC covered by this exclusion as an extended failure of the cooling or a failure
in a hot environment will be detrimental to the life of the equipment. Does this requirement
mean in the event of a external failure the MBTF target does not apply or does oit mean the IEG-C
should meet its MBTF target regardless of external factors. The requirement can be read either
way.

How does the requirements SRS-5-56 through to SRS-5-59 relate to SRS-5-47?

SRS-5-123 requirement covers damage or loss of data when ambient temperature and humidity
are outside operating limits. Is there an alternative solution here other than a graceful shutdown.
Also relates to clarfication for Prime G.

Amendment 1 updates impact the SOW numbering in the PDF identified in IFB Book column. But
looking at the revised "IFB-CO 14314-IEG-C - Book | Annex D BCRM - Amd1" we compared it to the
original "IFB-CO 14314-IEG-C - Book | Annex D BCRM" and found no changes.

Can we expect a PDF correction which restore the original SOW sequence number or an XLSX
correction to reflect the PDF changes ?

Please confirm that a detailed response to every SRS requirement is expected. The phrase "an
explanation of how each requirement will be met" does not seem relevant to every SRS
requirement but could be applied to the top level requirements.

What connectivity to IEG-C is possible for remote support and configuration?

Are all data connections to the IEG-C Ethernet?
Can mandated hardware be exempt from any performance and Tempest requirements or can
alternatives be proposed?

Is there a DOORS module for the SOW and SRS that can be shared with the bidders as well as the
PDF files?

Would the authority consider alternative implementations to those defined in the SRS
requirements that satisifies the functional capabilities but with different requirements.

Would the authority please release the weighting criteria for the SRS in order for the potential
bidder in order to allow for a best value/most affordable offer to be submitted. For example there
may be siginicant cost drivers in the customer requirement set that significantly increase the price
to the customer in order to satisfy less important (to the customer) functionality.

Please use tab Data to provide information whether data requirement derives from need in
production (PROD) or represents a future / nice to have plan. Please also indicate the situation per
site: needed upon first install, not needed, future plan. This is key to determine man-day efforts

Please use tab Protocols to provide information whether protocol requirement derives from need
in production (PROD) or represents a future / nice to have plan. Please also indicate the situation
per site: needed upon first install, not needed, future plan. This is key to determine man-day
efforts

Can an alternative solution IEG-C / cross domain solution architecture be proposed if it fully or
partly meets the A. data (structured/unstructured) filtering B. protocol, C. performance and D.
information assurance / NATO SECRET approval / accreditation requirements?

Is it correct to assume that the core NCIA objective is to reduce complexity of core NATO cross
domain solutions in terms of rack space, management, maintaining security accreditation and
taking advantage of industry COTS solutions?

Does NCIA intend to develop and maintain it's own unique IEG-C hardware/software solutions as
in the past rather than using existing cross domain solutions?

At the time of release, where COVID-19 travel restrictions and time delays considered for the
overall project deadlines and timeline?

Does figure indicate the NCIA expects IEG-C to consist of 6 physically separate components /
hardware appliances?

HVAC is external to the IEG-C.
In the event of an external factor, the failure of the IEG-C will not be
considered in the MTBF calculation.

There is no particular relationship.

The IEG-C does not store data.

A revised BCRM xls will be generated, in which SOW 122 and 123
will be greyed out.

NCIA confirms that the criteria in referenced section 3 in Book I shall
be met.

There will be a managment network (out of band, VLAN or of
equivalent functionality)

Yes

With IFB amendement 1, HW will not be PFE anymore. Bidders can
select HW from approved Tempest certified providers.

Word version can be provided, but PDF will be the normative and
authoritative vesrion. Only SRS can be in DOORS, certainly that will
be done with the winning bidder after contract award

SRS requirements have been adapted in AMD2. NCIA will not
consider alternative implementation if SRS mandatory requirements

are not satisfied.
Weight factors are provided in Book |, section 4.5.2

All lEG-C gateways need to support the same set of througput and

data flows.

All lEG-C gateways need to support the same set of protocols

see T94.

Yes

No

No, the only provision was for remote meetings

No

Closed

Closed

Closed
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Closed
Closed

Closed

Closed

AMD2
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Closed

Closed

Closed

Closed
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8
Part 1, CLIN 1.0 ff.

Part IV SOW Annex A SRS,
p.309/p.284A.1.5

Part IV SOW Annex A SRS,
SRS 9-2t0 5, p. 264 + Chapt
9.2 p. 266 1T.

Part IV Annex A, Part IV
SOW Annex A, page 295 ff
'Appendix C:

Part IV Sow Anex A SRS, p.
305

Part IV SOW Annex A, Page
13

Part IV SOW Annex A, Page
18 ff.

Part IV SOW Annex A, Page
20

Part IV SOW Annex A, Page
20
Part IV SOW Annex A, Page
20
Part IV SOW Annex A, Page
20

Part IV SOW Annex A, Page
20
Part IV SOW Annex A, Page
13

Part IV SOW Annex A, Page
22

Part IV SOW Annex A, Page
27

Part IV SOW Annex A, Page
27

Does figure indicate high-level architecture that is considered to meet NATO SECRET information

assurance requirements?

Accreditation timelines (1.2-1.5) and 1.9 indicate a very short timeframe (6-13 months) for any
vendor that is forced to do custom development on a new or extistin cross domain solution to
meet NICA requirements and produce the necessary evaluation / accreditation documents. Please
elaborate how NCIA considered these timelines to be realistic, especially given that several

requirements raise risk / concern that an SAA might intervene?

Please provide details how NATO STANAG 4774/8 security labels are created on HIGH to classify
data objects. A. If any, which COTS product / software is used to create the NATO STANG 4774/8
compliant security label? B. If any, which applicaions on HIGH have data classification / labeling

function integrated?

Is NCIA aware that REMOTE configuration and management of IEG-C Cross Domain Solution is not
allowed by NATO SECAN and other national security agencies because of security concerns?
Usually only remote monitoring on HIGH is allowed but never management or configuration.

IEG-Protection Profile provides the Security Problem Definition (Threats, OSP, Assumptions) and
the Security Objectives for the TOE and the OE. Is the Security Objetive Rationale available?'

Regular Updates - IEG firmware and software is updated by an administrator on a regular basis. Is
NCIA aware that any update package for a NATO SECRET approved Cross Domain Solution needs
prior evaluation and approval by NATO SECAN / national security authority? Has the SAA approed

this process?

In which way are the Public Key Cryptographic Services dependent on centralized PKI services?

Which cryptographic algorithms need to be supported?

Non authenticated remote access (for remote shutdown and restart procedures or to receive
status or audit information) to server systems, which provide security functionality, needs to be
discussed with the responsible SAA. Is this requirement approved or known to the responsible

SAA?

Are High Domain Network Switch and Low Domain Network Switch directly connected to each
other as it is shown in Figure 8? For which protocols from Table 4 is this bypass used?

Is the Management Domain Network Switch directly connected to all components including the

Low Domain Network Switch and Low Domain Firewall?

Is the network design shown in Figure 8 approved or known to the responsible SAA?

Which of the protocols from Table 4 are to be transferred between the High Domain and the Low
Domain? For which of those protocols is the flow of information (excluding protocol headers or

acknowledgements): a) High to Low, b) Low to High, c) Bidirectional

Which of the protocols from Table 4 are limited to the Management Domain?

In which way are the Public Key Cryptographic Services dependent on centralized PKI services?

Which cryptographic algorithms need to be supported?

Which components are using the Differentiated Services Field? Shall this header filed also be
preserved in a Low to High data transfer regardless of the sending system?

If Global Adress List and Identity and Access Management is forwarded in both directions via the
firewall component as shown in figure 9, which data flow controls are enforced by this firewall
component? Refering to figure 8 (page 20), which of the guard and proxy components are

involved?

If Domain Name Services are connected to each other via the firewall component as shown in
Figure 9, which data flow controls are enforced by this firewall component? Refering to Figure 8

(page 20), which of the guard and proxy components are involved?

No, it is a general layout connectivity

Certain accreditation activities can occure in parallel, while interim
authorizations can be provided to continue with project design and
execution.

This is not in the IEG-C scope

Please see response for T.38
All IEG-Cs will be in environments fully controlled by NATO NCS
(NATO Command Structure) or NFS (NATO Force Structure).

The Security Objective Rationale is not available.

From accreditation perspective there is a process related to
configuration control. Minor change -> SAA is informed, significatn
change -> re-accreditation. In case of doubts whether it's major or
minor, change is submitted to SAA

Please see SRS-8-3 in Annex A, SRS of Part IV, SoW.

This type of access are always authenticated (device certificates or
other means). Logs can be send to defined and authenticated

device - if it's impossible, then they are stored locally for some time.

Precise process and action will be defined after EDC.

Yes.

Those protocols with a IEG-C Component indicated as "Firewall" in
Table 4

Yes

No

All protocols may be bi-directional. The policy applied to the IEG-C
may restrict the flows between the different domains.

Those procotols listed as a "SMC" (Service Management and
Control) in the "Service" column.

Publication of CRLs and/or validation of certificates.

See SRS-8-3

Components external to the IEG-C may use the Differentiated
Services Field.

Yes, as per requirement SRS-4-224

The firewall component shall enforce flow controls as determined
by the policy applied to the firewall. This may include source and
destination IP and content inspection.

As per Table 4, neither a guard or proxy component is involved.

See T118

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed



T120

T121

T122

T123

T124

T125

T126

T127

T128

T129

T130

T131

T132

T133

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Part IV SOW Annex A, Page
27

Part IV SOW Annex A, Page
27

Part IV SOW Annex A, Page
27

Part IV SOW Annex A, Page
27

Part IV SOW Annex A, Page
28

Part IV SOW Annex A, Page
28
Part IV SOW Annex A, Page
28

Part IV SOW Annex A, Page
38
Part IV SOW Annex A, Page
49

Part IV SOW Annex A, Page
49

Part IV SOW Annex A, Page
49

Part IV SOW Annex A, Page
50

Part IV SOW Annex A, Page
49

Part IV SOW Annex A, page
158 ff.

If Full Motion Video is forwarded in both directions via the firewall component as shown in Figure
9, which data flow controls are enforced by this firewall component? Refering to Figure 8 (page
20), which of the guard and proxy components are involved?

If Operational Planning Information, C2 Information and Reporting Information is forwarded in
both directions via the firewall component as shown in Figure 9, which data flow controls are
enforced by this firewall component? Refering to Figure 8 (page 20), which of the guard and proxy
components are involved? If the Mail Guard is involved, which subset of the information is
processed by the Mail Guard?

If Geographic Information Services (Core GIS) are connected to each other via the firewall
component as shown in Figure 9, which data flow controls are enforced by this firewall
component? Refering to Figure 8 (page 20), which of the guard and proxy components are
involved?

If subsets of SMC services are connected to each other via the firewall component as shown in
figure 9, which data flow controls are enforced by this firewall component? Refering to figure 8
(page20), which of the guard and proxy componentns are involved?

Which document defines the requirements to "interface and function correctly with the NATO
General Purpose Segment Communications System (NGCS) network, the NATO Communications
Infrastructure (NCI) network and security infrastructure"?

Which document defines the requirements to "interface and function correctly with the NATO
Computer Incident Response Capability (NCIRC)"?

For Requirement IDs SRS-4-34 to SRS-4-48:

Which documents define the requirements to "interface and function correctly with" the services
and capabilities from those requirement Ids.

Is Microsoft Windows Server 2016 approved or known to the responsible SAA as a trusted
platform for cross domain security services?

What is the meaning of RS in File Transfer (RS) mentioned in Table 6?

What is the differnece in File Transfer (RS) and File Transfer (other) in Table 62 Why are the
assigned Mediators different?

What is the meaning of IntelFS in Table 6?

What is the meaning of BMD Tracks in Table 6?

Does Formal Messaging reference to STANAG 4406 and X.400? Why is SMTP mentioned as
protocol? Are X.400 to SMTP gateways provided?

The given security requirements apply to the WebGuard(WG)' Which security requirements apply
to the RDP Proxy and Web Proxy component? If there are none, is this known and approved by
the responsible SAA?

See T118

The firewall component shall enforce flow controls as determined
by the policy applied to the firewall. This may include source and
destination IP and content inspection.

As per Table 4, a Mail Guard is used to process information that is

exchanged using SMTP.

The firewall component shall enforce flow controls as determined
by the policy applied to the firewall. This may include source and
destination IP and content inspection.

As per Table 4, the Web Guard or Web Proxy may be involved,
depending on how the information is exchanged.

The firewall component shall enforce flow controls as determined
by the policy applied to the firewall. This may include source and
destination IP and content inspection.

As per Table 4, the Web Proxy or RDP Gateway may be involved,
depending on how the information is exchanged.

Requirement deleted

Cyber Monitoring Guidance

[NCI Agency TR/2017/NCB010400/12, 2017 (NR)]

A simple confirmation statement for the bidding phase will suffice.
Documents will be provided at EDC.

NCIA confirms

RS is "Release Server" - a specific component for which the file
transfer capacity requirements are known. The Release Server uses
XML over HTTP and so is mediated by the Web Guard.

RS is "Release Server" - a specific component for which the file
transfer capacity requirements are known. The Release Server uses
XML over HTTP and so is mediated by the Web Guard.

Other file transfer components may mediated by the Web Proxy, or
possibly just by the firewall. The IEG-C shall allow all options.

Intel Functional Services
Add to acronymns in SOW.

Ballistic Missile Defence Tracks

Add to acronyms in SOW

No. There is no reference to STANAG 4406 and X.400. X.400
protocols are not required to be supported by the IEG-C.

The IEG-C and its supporting components, shall comply with SRS-5-

13 - SRS-5-17

Closed

Closed

Closed

Closed

AMD2

Closed

Closed

Closed

Closed

Closed

AMD2

AMD2

Closed

Closed



T134

T135

T136

T137

T138

T139

T140

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Part IV SOW Annex A, page The given security requirements apply to the WebGuard(WG)' Which security requirements apply

158 ff. to the Firewalls and Network Switches, which (see Figure 8, page 20) physically connect the High,
Management and Low Domain to each other? If there are none, is this known and approved by
the responsible SAA?

Is the Security Classification level of all bid documents up-to “unclassified”? (including Security
Accreditation documents: initial SRA, initial Generic SISRS, etc.)

Bidding Instructions

Section 3.4.6.7 Security Because no template are provided for Security Accreditation documents, can the bidder user its
Accreditation own template/document structure and tools (e.g. SRA tool)?

Part IV SOW Annex A SRS -  SRS-6-377 requires a “trusted” operating system. How can trustability be proven? If the WG is
[SRS-6-377] Any operating  Common Criteria certified with its own OS (e.g. as an appliance), is the requirement satisfied?
system of the WG is a

trusted and securely

configured operating

system. The operating

system is evaluated

according to [OSPP, 2010]

extended with [OSPP EP-1V,

2010] and [OSPP EP-TB,

2010] (or equivalent) and

configured according to

relevant NATO guidance

and directives. Ref.: [AC

AC/322-D/0048-REV3,

2019]

Pending

NCIA confirms that the Security Classification for this IFB is NATO Closed
Unclassified along with corresponding documentation. The

classification for Security Accreditation documents, SRS, etc. upon

award will be dependent on the content

Yes, but content must be compliant with guidance (AC/35-D/1017- Closed
REV3)
Pending

The bidders shall provide a  Is the compliance with the statement reached with Common Criteria certification of the BPD? Can Please see response to T5. Closed

statement confirming that  the BPD be evaluated against an Approved Protection Profile (e.g. collaborative Protection Profile
only evaluated boundary Module for Stateful Traffic Filter Firewalls v1.3) instead of Evaluation Assurance Level (EAL) ?
protection devices (e.g. Instead of CC certification, is it possible to select BPD running firmware/OS/SW listed in AFPL?
guards) have been

proposed. The evaluation

shall be according to

Common Criteria or

National equivalent, in

accordance with AC/322-

D/0030-REVS.

Part IV - [SRS-8-2] How can the utilization of modern IA techniques be tested? Regarding cyber-defence services, is
Utilisation of modern 1A it referred to section 7.7.6 Cyber Defence of Annex A SRS?

techniques and compliancy

with the cyber-defence

services SHALL be followed.

Part IV SRS-7-424] The MG Is the Common Criteria evaluation part of the contract? Who is in charge of Common Criteria
SHALL be evaluated to evaluation? Contractor or purchaser? Who defines the security target?

EAL4(+) based on the

Protection Profile defined in

Section 8.

AFPLisn't enough.

But according to AC/322-D/0030-REV5 “Where no Common Criteria
(or national or international equivalent) evaluated products are
available that meet the security requirements or assertions (e.g.,
the security target), the security approval or accreditation authority
may approve the use of alternate products that meet the security
requirements as defined by the SRA

A simple confirmation statement for the bidding phase will suffice  Closed

Please see response to T4. Closed
Contractor expected to set target and finally responsible, NCIA
sponsor



T141

T142

T143

T144

T145

T146

T147

T148

T149

T150

T151

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Book Il Part IV Annex A

Book Il Part IV Annex A

Part IV - [SRS-6-380] The

WG hardware and firmware
MUST be selected such that

requirement [SRS-6-371] is
met. [SRS-6-371]

The operation 'Track
Messages' SHALL support
SMC Messages of the type
SNMP v3 [IETF RFC 3412,
2002].

Part IV SOW ANNEX A SRS,
Appendix D, D.1.1

Part IV SOW ANNEX A SRS,
Appendix D, D.1.1

7.5 Site installation and
implementation

Part 1V, pag. IV and pag.
170

32, pag. 42

6.2.1. Book 2, Part IV, Page
1V-63
6.7.2. Book 2, Part IV, Page
IV-81

6.1.1 Book 2, Part 1V, Page
1V-63

Part IV, SoW Annex A SRS
(General)

Part IV, SoW Annex A SRS
(General)

Could you confirm cross reference between [SRS-6-380] and [SRS-6-371]?

Can bidder suggtest alternative firewall listed in NIAPC?
Why was PAN-PA-3260 Firewall selected?

Could you please anticipate that all sites have proper black and red energy supply (i.e. provision
and installation of energy tempest filters are out of the scope of this bid)?

Book Il, part IV, pag 170. WP4 (Decommissioning) will be concluded by FSA (as per B.2.4.1 and
B.2.4.4)

Book Il, part IV, pag IV, Table 2: Project Milestones: Decommissioning "up to 4 months after FSA"
Please, clarify when decommissioning could be concluded

Clause 32 NATO Codification. Will it be treated as direct codification by initiating the procedures
directly by the contractor through the national NCB or will the contrator only have to give the
information to NCI so that they can initiate the cataloguing transactions?

SOW-274 when refers to Planning of supply support ... Codification, it means NATO Codification?

SOW-459. Please clarify: On the basis that an adequate manufacturer’s identification numbering
system is in place, NATO codification (the request and assignment of NATO Stock Codes — NSN)
are not be required.

Does this mean that in the case of contractor own articles (because contractor has its own
manufacturer’s identification numbering system) they do not have to be coded by NATO?

SOW -269 calls for LSA standards

[MIL-STD-1388-1A], [MIL-STD-1388-2B] and [ASD S3000L] as guidance when establishing and
conducting the Logistic Support Analysis (LSA) programme.

Anyhow, it is not stated or defined the applicable standard to be used for LSA analysis and
documentation: [MIL-STD-1388-2B] or [ASD S3000L]?

In any case, once final standard defined for LSA analysis, corresponding DED definitions to be used
for the analysis should be provided, in accordance with paragraph 6.4.2 (Logistic Support Analysis
LSA)

There appears to be confusion in the IFB regarding whether NCIA requests a solution enhancing
the existing IEG-C prototype or a COTS capability that has a similar architecture. Could you please
clarify whether NCIA wants (i) a solution enhancing and productising the existing prototype, (ii) a
modified COTS capability, or (iii) a bespoke solution and which of them will be valued as
compliant?

A huge cost and schedule risk is identified in the development of a bespoke solution

Given the need for development (not least to implement support for the new NCIA labelling
standard) will NCIA agree to allow organisations more time to put their products through a re-
evaluation after FAT has completed?

See T80
Correct reference in SRS-6-380 is SRS-6-377

NCIA will not accept this.
To match established baseline.

Determination of black and red energy supply will be made during
the Site Survey.
WP4 can be concluded up to 4 months after FSA.

The Contractor shall initiate and follow the procedures with the
associated National NATO Codification Bureau.

Correct, it refers to NATO Codification.

The items and the identification approach will be reviewed by the
Purchaser, and in case it is deemed sufficient as per the codification
standards, further codification will not be required. This will be
subject to Purchaser approval.

Companies are free to base their approach to MIL_STD-1388 or
S3000L, in accordance with their existing procedures and tools.
Therefore, there will not be any mandate by the Purchaser on
exactly which one shall be followed. The same way it is completely
under the Contractor's responsibility to select the set of DED’s
based on the existing requirements in the contract for the type of
information needs to be captured in various ILS deliverables. This
selection will be subject to Purchaser approval in accordance with
the requirements of the contract.

Please see responses to 723, T40
NCIA does not believe this statement is accurate. Prospective

Bidders may submit Clarification Requests if needing further
information in order to comprehend the requirement completely

AMD2

Closed

Closed

Closed

AMD2

Closed

Closed

Closed

Closed

Closed

Contractor will commence development just after EDC and continue Closed

the project execution with interim authorization. Final product can
be incorporated in the integrated solution before going live at the
PSA milestone (1st operational gateway).
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Technical

Technical

Technical

Technical

Book Il Part IV Annex A

Book Il Part IV Annex A

Book Il Part IV Annex A

6.5.3.1 WG_CIPE

SRS General

1V, p.240-263, Section 8.3 +
Subsections

There are lot of system requirements that would suggest a SIEM is required? Will NCIA provide The SIEM-capability and associated log-aggregation capability are
this and if so what will it be? part of the NCIA monitoring capability. Integration of the IEG-C with
the SIEM is part of the Contractor’s effort to integrate with the NCIA

monitoring capability.

TN 1486 specifies a model where each filter is undertaken and isolated in a separate process, with Please see response to T2
a specific APl and error codes defined. A Common Criteria compliance filter but with filters not
isolated (separated processes) will be valued as compliant?, as SRS-6-140 states the solution
MUST conform to TN 1486.

The requirements for guards are all written based on the architecture written in IEG-C Target
Architecture [NCIA TR/2016/NSE010871/01, 2017] and the CIPE Functional Specification (we don’t
have a copy of this but it is referenced from the target architecture and the SRS).

The Target Architecture defines a set of building blocks (ABBs) which interact using a set of
defined patterns. For example for Business Support Services Email, there is a pattern describing
how Email should flow and be controlled. Among other things, the pattern describes a High to Low
Business Support Services Information Flow Policy (IFP) and a High to Low Content Inspection
Policy (CIP).

In the SOW, it indicates that the target architecture is not a binding document:

SOW-230: The Contractor SHALL review the Purchaser-provided provided IEG-C Target
Architecture [NCIA TR/2016/NSE010871/01, 2017].

SOW-231: The Contractor SHALL consider this Target Architecture as a document for information
which should be helpful to conduct its design activities. Therefore, the Contractor SHALL NOT
consider the Target Architecture as a binding document.

SOW-232: The Contractor SHALL conduct the necessary Design Activities and develop its own
complete design of the IEG-C at the Preliminary and Critical levels, including all interfaces to other
systems to meet the SRS.

But then the same architecture is written all over the requirements. Example requirements from
the SRS about Business Services Email:

SRS-4-140: The IEG-C Mail Guard component SHALL enable the capability to configure the
MG_IFP_BS_HL IFP to enforce the MG_CIP_BS_HL CIP.

SRS-7-142: The policy MG_IFP_BS_HL SHALL specify:

* That a release of information to the low domain is not permitted if O_MG_CIPE_HL ([SRS-7-178])
constitutes a policy violation;

* The action the MG shall take in case of a policy violation, see [SRS-7-144]

SRS-7-178: MG_CIPE SHALL inform MG_IFCPE of the outcome O_MG_CIPE_HL of the enforcement
of IEG-C_CIP_BS_EMAIL_HL based on MG_CIP.

"See T.1 above, the SOW indicates that the target architecture is not binding, but there is a Please see response to T2
requirement stating that the guards have to conform to the NATO CIPE Functional Specification.

SRS-7-170: The design and functionality of MG_CIPE SHALL conform to the NATO CIPE functional

specification in [NC3A TN-1486, 2012].

Q - Why is the CIPE specification binding? Does this mean COTS guards not built in accordance
with the CIPE specification but which offer the required functionality cannot be considered?"

The referenced Protection Profiles refer to Objectives of the Environment and the TOE of the IEG-
C components . The requirements detailed in section 8.3 and following demand a composite TOE
fulfilling the Common Criteria (CC) Protection Profile [NCIA TN-1485 v1.1, 2012]. Does NCIA expect
contractor to take full responsibility for CC EAL4+ certification of PFE components and any other
components within the composite TOE and requested timeframe?

Protection Profile for Application Software Version 1.2 - NIAP PP_APP_V.1.2, 2016

Protection Profile for General Purpose Operating Systems NIAP PP_0S_V.4.1, 2016
Collaborative Protection Profile for Network Devices [NIAP CPP_ND_V.1.0, 2015]

Collaborative Protection Profile for Network Devices/collaborative Protection Profile for Stateful
Traffic Filter Firewalls Extended Package (EP) for Intrusion Prevention Systems (IPS) [NIAP
PP_NDCP_IPP_EP_V.2.1, 2016)

Standard Protection Profile for Enterprise Security Management Policy Management [NIAP
PP_ESM_V.2.1, 2013]

Standard Protection Profile for Enterprise Security Management Access Control [NIAP
PP_ESM_AC_V.2.1, 2013]

Closed

AMD2

Pending

AMD2

Pending



T165 Technical Book Il Part IV Annex A 1V, p.240-263, Section 8.3 + Does NCIA consider it realistic - we think it's not possible - to receive a CC EAL4+ certification Pending

Subsections according to all TOE requirements for PFE MS Windows 2016 Server so that it meets PP OS V.4.1?
T166 Technical Book Il Part IV Annex A 1V, p.240-263, Section 8.3 + Does NCIA consider it realistic - we think it's not possible - to receive a CC EAL4+ certification Pending
Subsections according to all TOE requirements for PFE PA260 so that it meets PP OS V.4.1 and other
requirements? The PA-3200 series only has an Assurance level PP CC certification valid until
10/2022.
T167 Technical Book Il Part IV Annex A 1V, p.80, 5.3.2, SRS 5-153  Given the overall objectives of IEG-C during the bidders conference to receive an innovative Pending

solution based on COTS cross domain solution products if possible, this requirement seems too
specific and without details on the methodology of the user success rate measurement,
contractor can not assess conformity or willingness to committ. Suggestion to delete SRS

T168 Technical Book Il Part IV Annex A 1V, p.80, 5.3.3, SRS 5-126 Given the overall objectives of IEG-C, this requirement seems too specific. Suggestion to delete Pending
SRS
T169 Technical Book Il Part IV Annex A 1V, p.81, SRS 5-162 / also p.  This requirement is too vague and ignores the realities of cross domain solution / IEG-C projects. Pending
90 SRS 5-507 General configuration e.g. IP is not the issue but the time consuming part is fully understanding

HIGH LOW data traffic and defining the right filters / policies for the desired data objects and their
schema definiton (if it exists). 1 day is possible but as a whole it might take several depending on
the perspective on where a successful deployment starts and ends. Suggestion to delete, relax
(MAY) or clarify SRS

T170 Technical Book Il Part IV Annex A 1V, p. 96-105, Section 6.3.2  Given the overall objectives of IEG-C during the bidders conference to receive an innovative Pending
t06.3.4.3 solution based on COTS cross domain solution products if possible, this is too specific. Existing
products might work differently but generally serve the same objectives / functionalities for WEG
patterns. Suggestion to delete, shorten or relax (MAY) section.

T171 Technical Book Il Part [V Annex A 1V, 214, SRS-7-244 ff.and ~ Suggestion to relax this requirement as scope (max attachments or types) are not about core Pending
SRS-7-248 ff. scope of IEG-C > to protect classified information. Suggestion to relax as MAY requirement
T172 Technical Book Il Part IV Annex A IV, p. 216, SRS-7-262 Suggestion to relax this requirement as scope (dirty words) are not about core scope of IEG-C > to Pending
protect classified information. Suggestion to relax as MAY requirement
T173 Technical Book Il Part IV Annex A Part IV SOW Annex A, Page This requirement needs more clarification: Please define "positive outcome" for the subordinate Pending
212, SRS-7-217 ff. Label validation capabilities. What is the return of MG_CIS_LV, if not all of the subordinate Label

validation capabilities return a positive outcome? Must a positive outcome of MG_CIS_LV_FLOT
or MG_CIS_LV_KEYWORDS be respected, even if MG_CIS_LV_STANAG returns a "negative
outcome", e.g. the STANAG label states, that information is not to be shared with the LOW

network?
T174 Technical Book Il Part IV Annex A Part IV SOW Annex A, Page  Which systems will generate the "Keyed-Hash Message Authentication Code"? Is HMAC approved Pending
138, SRS-6-228 by the responsible SAA? Which entity will provide the secrets used as "keys" for HMAC? Which
entity will update the secrets?
T175 Technical Book Il Part IV Annex A Part IV SOW Annex A, Page In which way is the Low Domain Firewall involved in routing authorised management traffic to the Pending
32, SRS-4-60 appropiate IEG-C component?
T176 Technical Book Il Part IV Annex A Part IVSOW Annex A, Page The SRS-4-49 already details a specific product from vendor Palo Alto to be used as firewall. Does Pending
42, SRS-4-128 SRS-4-128 require an additional malware/virus scanner? Again from Palo Alto or a different
vendor?
T177 Technical Book Il Part [V Annex A Part IV SOW Annex A, Page Requirement enforces the use of IPMI as management protocol for the WG_DEX. Supporting IPMI Pending
112, SRS-6-58 will impose unnecessary restrictions on the bidder. The requirement enforces the use of RDP as

management protocol for the WG_DEX. Supporting RDP will impose unnecessary restrictions on
the bidder.
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[BI-3.2.2]

Part 2 is the Technical Proposal provided as al .zip File Submitted by Email not larger than 20MB total, which includes:

¢ Volume 1, Engineering, text document: 1 PDF file

¢ Volume 2, Supportability, text document: 1 PDF file

¢ Volume 3, Management text document: 1 PDF file

¢ Annex, Bid Requirements Cross Reference Matrix (BRCM) (BRCM): 1 Excel file

If necessary, the technical volume may be separated into more than one email. Maximum email size per each email is 20MB
total

Bl

[BI-3.4.1]

The Bidders Technical Proposal is organised and submitted in three volumes:

3.4.1.1 Volume 1 — Technical — covering requirements from Sections 1, 5, 7, 8, 10, 11 and Annex A, C and H of the SOW; and
3.4.1.2 Volume 2 — Supportability — covering requirements from Sections 6, 7, 11, 12, 13, 14, 15 and Annex A, C and F of the
SOW.

3.4.1.3 Volume 3 — Management — covering requirements from Sections 1, 2, 3,4, 5,6, 7,9, 10, 14, 15 and Annex A and B of
the SOW, and an Executive Summary of the entire Technical Proposal;

Bl

[BI-3.4.2]

The mapping of SOW sections to volumes has been done to facilitate a consistent organisation of the Technical Proposal and
its subsequent evaluation. Bidders adhere to the mapping, even if individual requirements within sections of the SOW may
seem to more logically belong in a different volume. Requirements that are answered in Volumes other than as indicated in
paragraph 3.4.1 will not be evaluated

[BI-3.4.3]

7

The proposed Technical Solution is not “conditional” in nature.

Bl

[BI-3.4.6.3.1

The Bidder provided an initial System Design Specification (SDS) which describes its proposed technical solution and
demonstrates its understanding of the requirements and security requirements as stated in in the SRS

Bl

[BI-3.4.6.3.2]

The initial SDS follows the outline of SOW Section 15

Bl

[BI-3.4.6.3.3]

The initial SDS includes an initial Product Breakdown Structure (PBS).

Bl

[BI - 3.4.6.3.4]

The initial SDS demonstrates a comprehensive understanding of all of the requirements of SRS(SOW Annex A) and describe
how every requirement is addressed in the Bidder’s proposed solution.

Bl

[BI - 3.4.6.3.5]

In particular, the initial SDS describes how the following requirements are planned to be addressed:
(a) System Architecture

(b) The following Operational and Systems Views, as defined in the NATO Architecture Framework (NAF, [NAC AC/322-
D(2007)0048, 2007]):

(c) NOV-1, High-Level Operational Concept Diagram;

(d) NSV-1 Systems Interface Description (Composition);

(e) NSV-1 System Interface Description (Intra System);

(f) NSV-1 System Interface Description (Inter System);

(g) NSV-2, Systems Communications Description;

(h) NSV-2a: System Port Specification;

(i) NSV-4 System Functionality;
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The initial SDS addresses Interface Dependencies and Constraints. In particular all separate interfaces described in SOW
Annex A must be described in the Bidder’s design.

BI [Bl - 3.4.6.3.6]
The initial SDS contains rationale which convinces that performance requirements defined in Book Il, Part IV SOW, Annex A
will be met.
BI [Bl-3.4.6.3.7]
The initial SDS shows clear traceability between the Contractor’s design and the requirements in Book Il, Part IV SOW Annex
BI [Bl - 3.4.6.3.8] A.
For bidding purposes only, in volume 2, the Bidder commits to meet all requirements described in SOW Section 7 for overall
BI [BI—3.4.6.4.1] system engineering
The Bidder provided an initial System Implementation Plan (SIP), which describes its proposed approach to meeting of the
[BI—3.4.6.5.1] requirements of SOW Section 7
The initial SIP follows the outline from Book II, Part IV SOW Section 15
BI [Bl-3.4.6.5.2]
BI [Bl—3.4.6.5.3] The initial SIP covers the entire implementation scope ( Book II, Part IV SOW, Annex C)
The initial SIP demonstrates a clear understanding of the services to be implemented and describe the Bidder’s approach to
Bl [Bl—3.4.6.5.4] migration of users.
The initial Migration Plan included in the initial SIP fully describes the Bidder’s methodology and approach to the migration,
including the stages he proposes be followed, the testing to be done, the roll back capabilities proposed and the way in which
BI [Bl—3.4.6.5.5] risks will be managed during the migration process.
For bidding purposes only, the Bidder assumes that all elements of its design must be provided in full at the implementation
Bl [BI—3.4.6.5.6] stage and that no hardware , software or business processes exist on site in a reusable form.
The initial SIP describes the Bidder’s approach to site surveys, identify the issues to be checked on site and relate the site
BI [Bl—3.4.6.5.7] survey to the overall implementation effort in terms of timing and purpose, in accordance with SOW sections 7, 9, and 15.
The initial SIP identifies all information to be collected during site surveys, including locations and facilities which need to be
Bl [BI—3.4.6.5.8] inspected.
BI [Bl—3.4.6.5.9] The initial SIP describe the size of team and level of effort involved for site surveys.
The initial SIP describe its proposed arrangements to ensure timely and complete delivery and installation of all relevant
Bl [BI—3.4.6.5.10] supplies and equipment
BI [Bl—3.4.6.5.11] The initial SIP describe its proposal for the implementation of the IEG-C Reference System
BI [BI—3.4.6.5.12] In all descriptions provided, the Bidder is clear regarding how its approach minimises disruption to existing services.
The Bidder provided an initial Master Test Plan (MTP), which describes its proposed approach to meeting the requirements
BI [BI-3.4.6.6.1] of SOW Section 8
The initial MTP describes a coherent high level approach to testing, verification & validation, providing initial scope and
[BI—3.4.6.6.2] schedule on the TVV phases as required in SOW Section 8, Table 14.
The MTP is consistent with other bid documents such as the PMS and the SIP: MTP activities be included in the PMS and
[BI-3.4.6.6.3] products be described in the PBS.
The Bidder provided an initial Defect Reporting and Management Plan, which describes its proposed approach to meeting the
[BI-3.4.6.6.4] requirements of SOW Section 8.
The bidder provided 2 exemplary test cases on how to meet two specific requirements SRS-4-141 and SRS-6-70. Test cases be
[Bl—3.4.6.6.5] compliant with the SOW clauses and templates provided
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The Bidder described their input to the security accreditation documentation in support of the accreditation process as part

of the initial PIP in accordance with Section 10 of the Sow:

(a) CIS Description

(b) Security Risk Assessment (SRA) Report

(c) Generic System Interconnection Security Requirements Statement (SISRS)

(d) Security Operating Procedures (SecOPs)
[BI-3.4.6.7.1] (e) Security Test and Validation Plan (STVP)

The Bidder provided a CIS Description document to include at a minimum but not limited to, the following information:

(a) Detailed technical description showing the main components and the high level as well as detailed information flows,

(b) Description of all internal and external connections of the system,
[BI-3.4.6.7.2] (c) List of hardware and software components used,

The Bidder provided an initial qualitative Security Risk Assessment (SRA), which describes its proposed technical solution and
[BI-3.4.6.7.3] demonstrates its understanding of the requirements in Section 10 of the SOW.

The initial SRA is developed in accordance with “Guidelines for Security Risk Management (SRM) of Communication and

Information Systems (CIS) (Ref. AC/35-D/1017-REV3)” and include the following:

(a) Identification of the scope and objective of the security risk assessment;

(b) Determination of the physical, personnel and information assets which contribute to the fulfilment of the IEG-C;

(c) Determination of the value of the assets (very low — low — medium — high — very high);

(d) Identification of the threats and vulnerabilities to the risk environment and their level;

(e) Identification of existing security measures (e.g. assertions about physical and personal security measures already in place

at NATO sites);

(f) Identification of countermeasures proposed in the Bid;
[BI—3.4.6.7.4] (g) Determination of of risk value after implementation of security measures listed in points (e) and (f)

The Bidder provided an initial Generic System Interconnection Security Requirements Statement (SISRS) that:

(a) Describe the security measures mandated by NATO Security Policy and supporting directives

(b) Describe the minimum levels of security deemed necessary to countermeasure the risk(s) identified in a risk assessment;

(c) have a unique identifier for each security requirement;

(d) Indicate mandatory and recommended Security Mechanisms (SMs).

(e) System Interconnection Security Requirement Statement (SISRS) template under Annex F-2 shall be used. For bidding
[BI-3.4.6.7.5] purposes, this template and initial bid submission will be NATO Unclassified.

The Bidder provided initial Security Operating Procedures (SecOPs) to include as a minimum the following procedures:

(a) Centralized administration and monitoring of IEG-C;

(b) Backup & recovery;

(c) Emergency procedures;

(d) Security Test and Verfication Plan (STVP) template under Annex F 1 shall be used. For bidding purposes, this template and
[BI—3.4.6.7.6] initial bid submission will be NATO Unclassified.

Initial Sec OPs also cover all security requirements identified in the SRA and SSRS which are not fully fulfilled by technical
[BI-3.4.6.7.7] countermeasures

The Bidder provided an initial STVP that describes the security testing and verification of the CIS Security measures to be

implemented. A complete and detailed sequence of steps to be followed proving that the security mechanisms designed into

IEG-C enforce the security requirements identified in the SISRS. The STVP contain traceability matrix between tests and SISRS
[BI—3.4.6.7.8] requirements
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[BI-3.4.6.7.9]

For each STVP security test the following details are identified:

a) The objective of the security test;

b) An outline description of the security test;

c) A description of the execution of the security test (too include technical instructions how to conduct the test);
d) The pass criteria for the security test.

e) Reference to applicable SISRS requirement(s);

f) Reference to applicable Security Mechanism(s).

[BI-3.4.6.7.10]

The Bidder described the STVR for every instance of security testing conducted based on the STVP

Bl

[BI - 3.4.6.7.11]

For each STVR security test the following details are identified:

(a) Test ID;

(b) An outline description of the security test;

(c) Detailed results of the security tests;

(d) Test status (e.g. in progress, passed, failed)

(e) Test completion (in per cent);

() Failure severity (e.g. critical, serious, major, less important, none);
(g) Test date;

(h) Information about who conducted the test;

(i) Information about who witness the test

[BI - 3.4.6.7.12]

STVR contain overall test summary details:
(a) Identification of the element under tests;
(b) Tests starting date;

(c) Tests finishing date;

(d) Amount of all tests to be conducted;

(e) Amount of tests executed;

(f) Tests passed;

(g) Tests failed;

(h) Tests still in progress

[BI - 3.4.6.7.13]

The bidders provide a supply chain security statement for security enforcing products, according to AC/322-D(2017)0016.

[BI - 3.4.6.7.14]

The bidders provided a statement confirming that only evaluated boundary protection devices (e.g. guards) have been
proposed. The evaluation be according to Common Criteria or National equivalent, in accordance with AC/322-D/0030-REVS5.

Bl

[BI - 3.4.6.7.15]

The bidders provided a statement confirming that only Tempest tested hardware (compliant with SDIP-29/2) have been
proposed. Alternatively bidders can consider and propose usage of Tempest racks (compliant with SDIP-29/2).

[BI-3.4.7.2.1

Integrated Logistics Support
The Bidder provided a draft Integrated Logistics Support Plan in accordance with the SOW requirements including the
required sub-sections and content with sufficient details to demonstrate the Bidder's ability to perform the ILS activities.

[BI-3.4.7.2.2

The Bidder demonstrate its understanding and compliance with all the SOW requirements by creating appropriate
subsections and detailing the requirements with actual proposed activities.

[BI-3.4.7.2.3

The Bidder provided a detailed approach for the Design Influence (RAMT and LSA) areas for the actual analyses, documenting
the analysis, tools, skills and relation with SRS and design in general.

[BI-3.4.7.2.4

The Bidder detailed the different Maintenance and Support Levels, the interfaces between these different levels,
maintenance and support environment, constraints, locations, procedures, artefacts, organisation, personnel skills, related
ITIL processes and responsibilities between different parties to maintain the delivered baselines of the system in different
phases of the lifecycle.
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[BI-3.4.7.2.5

The Bidder detailed its approach for the Initial Operational Support and warranty requirements, details the activities based
on each party's responsibilities including the proposed services, response times, organization and planning in accordance with
the SOW requirements.

[BI-3.4.7.2.6

The Bidder detailed its approach for the Supply Support and PHST requirements and details the proposed activities in
accordance with the SOW requirements.

[BI-3.4.7.2.7

The Bidder demonstrated that all ILS activities and milestones are integrated into the project master schedule.

[BI-3.4.7.3.1]

Draft Support Case

The Bidder provided a draft Support Case, as detailed in the SOW section 6.4. The Support Case provide sufficient details to
show the Bidder’s approach and capability to perform the required LSA and RAMT studies, including how the proposed
design take the SOW and SRS RAMT requirements into consideration.

[BI-3.4.7.3.2]

The Bidder demonstrated its understanding and compliance with the Support Case requirements by creating appropriate
subsections and detailing the requirements with actual proposed activities to show the Bidder’s approach and capability to
perform the required LSA and RAMT studies, including how the proposed design take the SOW and SRS RAMT requirements
into consideration.

[BI-3.4.7.4.1]

Configuration Management
The Bidder provided a draft Configuration Management Plan (CMP) which describe how Configuration Management be
performed in accordance with the requirements of the SOW Section 12

[BI - 3.4.7.4.2]

The Bidder provided details to demonstrate its understanding of the CM process on how it be planned, managed, resourced,
executed and provided including the organization and personnel, CM tools, directives and standards, meetings, reviews and
deliverables (baselines, documents, CMDB etc.).

[BI - 3.4.7.4.3]

The Bidder provided the Configuration Management Plan in the structure and detailed content in accordance with the SOW
requirements including minimum the ‘Organization, Configuration identification and Documentation, Baselines,
Configuration control, Interface management, Change request Process, Configuration Status Accounting, Configuration
Audits and Reviews and Configuration Management Tools’.

[BI-3.4.7.5.1]

Quality Assurance
The Bidder provided a draft Quality Assurance Plan (QAP) which conforms to the requirements detailed in Section 11 of the
SOW.

[BI - 3.4.7.5.2]

The Bidder demonstrated that the Quality Management System is in place for the project in accordance with AQAP-2110 and
/or equivalent ISO standards.

[BI - 3.4.7.5.3]

The Bidder demonstrated its understanding of the QA requirements of this project by detailing the QA procedures for
requirements analysis, design, development, production, installation, test, acceptance, certification, support, defects and
corrective actions, documentation, reviews and audits including subcontractor management specified for this project.

[BI-3.4.7.6.1]

Training
The Bidder provided a draft Training Plan describing how he conduct the Training Needs Analysis (TNA), and provide the
necessary training courses in accordance with Section 6 of the SOW.

[BI-3.4.7.6.2]

The Bidder demonstrated its understanding and compliance with Training Program requirements by explaining how the
Bidder will schedule, resource and manage the various training requirements (TNA, training schedule, training courses and
material, training tools, media, training personnel, training reviews, meetings, assessment, evaluation and reporting) starting
from the contract award until the acceptance.

[BI - 3.4.7.6.3]

The Bidder demonstrated its understanding of the Training Needs Analysis (TNA) concept based on the references from Bi-Sc
and experiences from other projects by explaining how the Training Needs Analysis will be performed with all possible
deliverables, inputs and outputs to the process.

Bl

[BI-3.4.83.1]

Bidders provided an overview of the salient features of their technical Bid in the form of an executive summary.
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Bl

[BI-3.4.8.3.2]

The Executive Summary provided a general description of the major points contained in each of the required sections of the
technical proposal (i.e., 3 volumes) and demonstrate the depth of the Bidder’s understanding of: the project, the
implementation environment, the problems and risks of project implementation foreseen by the Bidder, and the Bidder’s
ability to communicate high level concepts in an appropriate and succinct manner. The Bidder highlight the strengths which it
and its team bring to the project in terms of minimising the problems and reducing the risks, while meeting the overall
schedule, and the key points of the technical approach. This summary not exceed 10 pages.

Bl

[BI-3.4.8.3.3]

Bidders explicitly stated in the Executive Summary that, should their firm be selected and awarded the contract resulting
from this solicitation, the delivered product(s) and services comply with the requirements of the Statement of Work
(including all annexes).

Bl

[BI-3.4.8.4]

Bidders compiled a detailed Table of Contents which lists not only the section headings but also the major sub-sections, and
topic headings of the Bid.

Bl

[BI-3.4.8.5.1]

The Bid demonstrated the Bidder’s understanding of the Purchaser’s requirements as described in the Statement of Work
(SOW), Book Il Part IV. The strategic vision behind the IE-C project, the objectives, constraints and scope must all be
addressed and related to the technical solution described in the Bid.

Bl

[BI-3.4.8.6.1]

Bidder Qualifications and Key Personnel

Volume 3 describe the company structure and activities of the prime Contractor. The country in which the prime Contractor
is registered be identified and the size and location(s) of the company headquarters and subsidiary branches described.
Within that structure the location and organizational unit of the office which will manage this Contract be identified. This
section also describe the major activities of the company and how they are distributed across the organisation.

Bl

[BI-3.4.8.6.2]

The Bid provide a description of the corporate capabilities of the Bidder, including corporate experience, corporate structure
and individual skills and experience. In particular, the Bidder provide evidence of relevant and recent experience in the
design, integration, testing, and implementation of projects similar to the IEG-C Project. The Bidder provide a section which
describes how the experience and expertise of the prime Contractor and all nominated sub-Contractors will contribute to the
successful execution of the Contract.

Bl

[BI - 3.4.8.6.3]

The Bidder provide a section which identifies its major proposed sub-Contractors for the Project. Major proposed sub-
Contractors, for purposes of this section, refer to the criteria set forth in Clause 10 of the Prospective Contract General
Provisions entitled “Sub-Contracts”. The Bidder identify the firm and the nation of origin and describe the contribution which
the sub - Contractor is expected to make to the execution of the project. The Bidder also provide rationale for the selection off
the sub-Contractor and describe the added value the sub-Contractor will bring to the execution of the project.

Bl

[BI-3.4.8.6.4]

Volume 3 provide a description of individual skills and experience in relation to the project of all project team members and
Subject Matter Experts (SMEs) foreseen to support the project team. The description include how each individual expertise
and experience will add value to the team.

Bl

[BI - 3.4.8.6.5]

Volume 3 provide the resumes / Curricula Vitae (CV) and supporting certification documentation (e.g. Prince 2 certificates) of
each proposed Key Personnel that meet or exceed the requirements in SOW Section 13.

Bl

[BI - 3.4.8.6]

Project Management

In order to demonstrate how the Bidder plans to approach the management of the project (according to Section 4 of the
SoW), the Bidder submit initial versions of the Project Implementation Plan (PIP) to include the Project Management Plan
(PMP), of the Work Breakdown Structure (WBS), of the Product Breakdown Structure (PBS) and Product Flow Diagram (PFD);
Project Master Schedule (PMS); and identify all acitivites related to the security accreditation process (according to Section
Section 10 of the SoW).

Bl

[BI - 3.4.8.6]

The Bidder submitted a preliminary Project Implementation Plan (PIP) in accordance with the requirements of Section 4 and
15 of the SOW, which clearly describes how the Bidder intends to implement the totality of the project in compliance with
the contractual requirements and the following specific requirements:
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Project Overview. The Bidder provided the Project Overview which provide an executive summary overview of the offered
capability. The Project Overview also summarise the main features of each of the sections of the Technical Proposal and

Bl [BI-3.4.8.7.2.1] indicate in broad detail how the Project will be executed during the full lifetime of the Project;
The PIP includes a preliminary Project Management Plan (PMP) that defines how the Bidder intends to manage this project
from contract signature through Final System Acceptance and throughout any warranty periods. The PMP consider all
Bl [BI—3.4.8.7.2.2] aspects of project management and control and demonstrate how all the critical dates defined in the contract will be met;
The PIP includes a Project Master Schedule (PMS) that contain all contract events and milestones for the Project. The PMS
show all contractual deliverables, their delivery dates, and the tasks associated with them. The PMS for each task identify the
start and finish dates, duration, predecessors, constraints, and resources. The PMS provide network, milestone, and Gantt
Bl [BI—3.4.8.7.2.3] views, and identify the critical path for the overall project.
The Bidder provided a statement assuring that all requirements be met for the Site Survey in accordance to the requirements
Bl [BI—3.4.8.7.2.4] stated in Section 9 of the SoW, Book Il Part IV.
The submitted documents include sufficient information to demonstrate the Bidder’s understanding of the key challenges
Bl [BI—3.4.8.7.2.5] involved in the IEG-C project, and demonstrate that the Bidder is proposing an approach that can deal with these challenges.
Bl [BI-3.4.8.8.1] The Bidder provided an initial PMP following the structure called for in SOW Section 15, Book Il Part IV.
The initial PMP demonstrate how the Project Controls required under SOW Section 4 will be implemented during the project.
In particular the Bidder demonstrate that the Project Management methodology proposed for the project is suitable to the
Bl [BI—3.4.8.8.2] successful execution of the project.
The initial PMP demonstrates the project implementation including its management structure and project management
Bl [BI-3.4.8.8.3] processes, personnel assignments, external relationships necessary to provide the capability as required by this Contract.
The initial PMP is sufficiently detailed to ensure that the Purchaser is able to assess the Contractor plans with insight into the
Contractor’s plans, capabilities, and ability to satisfactorily implement the entire project in conformance with the
Bl [BI—3.4.8.8.4] requirements as specified in the SOW.
The initial PMP demonstrated that the Bidder has understood the process imposed in SOW Section 15.9 and describe
BI [BI—3.4.8.8.5] supporting the cycle of design reviews and approvals.
The initial PBS identifies all products and distinguish between management products and specialist products in Section 4 and
Bl [BI—3.4.8.9.1] 15 of the SOW.
The PBS includes a hierarchical diagram of all the products (management products and specialist products), having at its
topmost product the final product of the overall project, i.e., the IEG-C System.Describe each product (management products
and specialist products) including its quality requirements. The product descriptions address sufficient detail to permit
Bl [BI-3.4.8.9.2] management assessment of progress with EVM.
Bl [BI-3.4.8.10.1] The Bidder submitted an initial Project Master Schedule (PMS).
BI [BI—3.4.8.10.2] The PMS is according to Section 4.4.6 of the SoW.
The initial PMS demonstrate in particular include how the bidders plan to apply EVM throught the project implementation
BI [BI - 3.4.8.10.3] duration.
The PMS include additional subordinate milestones that the Bidder plans to achieve which make clear the extent of parallel
[BI—3.4.8.10.4] activities and the detailed phasing and dependencies of different activities.
[BI-3.4.8.10.5] The PMS meet the project deadlines (EDC + x months) as described in SOW Section 3, Book Il Part IV.
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Risk Management

The Bidder described in the intial RMP how he will implement the Risk Management process according to Section 4 of the
SoW, with the minimum details:

a) Overall Risk Management approach

b) Key Risk Management processes

c) Key Risk Categories

d) Risk Prioritization Matrix

e) Risk Management roles and responsibilities

[BI-3.4.8.11.1] f) Risk Log template which at minimum follow the outline recommended in this SOW (see Section 15.2)
[BI—3.4.8.12.2] The Risk Log is in accordance with SOW Section 10.2, Book Il Part IV .
The following risks are addressed in the Bid listing the risks, and indicating for each one the following information (but not
limited to):
(a) Risk identifier: unique code to allow grouping of all information on this risk;
(b) Description: brief description of the risk;
(c) Risk category (e.g., management, technical, schedule, and cost risks);
(d) Impact: effect on the project if this risk were to occur;
(e) Probability: estimate of the likelihood of the risk occurring;
(f) Risk rating (High, Medium, Low);
(g) Proximity: how close in time is the risk likely to occur;
(h) Response strategy: avoidance, mitigation, acceptance, transference
(i) Response plan(s): what actions have been taken/will be taken to counter this risk;
(j) Owner: who has been appointed to keep an eye on this risk;
(k) Author: who submitted the risk;
() Date identified: when was the risk first identified;
(m) Date of last update: when was the status of this risk last checked;
[BI—3.4.8.11.3] (n) Status: e.g., closed, reducing, increasing, no change.
As part of the initial PMP, the Bidder describe how risks will be managed throughout the execution of the contract in
[BI—3.4.8.11.4] response to the requirements of SOW Section 4
Section 1 of the SOW contains an introduction to the IEG-C project as well as some high level requirements. The Bidder
[BI-3.4.8.12.1] provided a simple affirmation that all requirements will be met
Section 2 of the SOW contains the list of applicable documents. he Bidder provided a simple affirmation that all documents
[BI-3.4.8.12.2] from Section 2 be adhered to
Section 15 of the SOW contains outlines of some IEG-C documents to be delivered. The Bidder provided a simple affirmation
[BI-3.4.8.12.3] that all requirements for these documents will be met
The SOW Annex-Aprovides-the list of anticipated PFEs\olume 1 of the Bid containan-updateof the tablescontained-in SOW
Annex-A-Tthe Bidderfilled-in-estimated-gquantitiesas-wellas-inserted-additional- PRFEasrequired-depending-on-theirproposed
The Bid demonstrates a clear understanding of PFE and describe how the Bidder proposes to make use of / integrate with
Bl [BI—3.4.8.12.6] PFE during the execution of the contract
Bl [BI—3.4.8.12.8] Volume 3 contains a Bid-Requirements Cross reference Matrix (BRCM) in the format indicated at BOOK | - ANNEX D.
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Reference ID

Reference (BI, sow
Document requirement, Description Bid Reference Remarks Compliance statement
SRS
requirement)

SOwW [SOW-1] The Contractor SHALL take due account of all the elements of purpose described in this SOW and ensure during the execution of the contract
that the purpose described in this SOW is completely addressed in the products and services provided.

SOwW [SOW-2] The Contractor SHALL deliver the IEG-C as detailed in the System Requirement Specifications (SRS).

SOW [SOW-3] The Contractor SHALL provide all necessary resources to include services, personnel, materials, components, equipment[1], data[2] and
documentation needed to accomplish all the tasks described in the SOW, to meet all the requirements of the SOW (including annexes) and to
fulfil all other Contract provisions.

SOw [SOW-4] The documents listed in SECTION 2: Applicable Documents will be revised over time. The Contractor SHALL always use the current version of
each document.

SOW [SOW-5] The Contractor SHALL be aware and comply with above mentioned documents throughout the Contract.

SOW [SOW