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 SMC message; or 

 Cyber Defence message. 

All the management messages that are delivered to one of the interfaces of ‘Element 

Management Services’ are referred to as ‘incoming management messages’. The incoming 

management messages are processed by one of the operations of ‘Element Management Services’. 

The result of the processing is a management message of the same type; these are referred to as 

‘outgoing management messages’. At the interface ‘Core Services Management’ the outgoing 

management messsages are forwarded as payload of the appropriate management protocol by the 

operation ‘ForwardManagementContent’. 

Note that operations of ‘Element Management Services’ can also generate outgoing 

management messages that have not been preceded by an incoming management messages. 

The next sections group the functional requirements for the MG per IEG-C ABB and 

assume the MG patterns from Section 7.3. 

7.4 Data Exchange Services 

The terms ‘high domain’ and ‘low domain’ used in this section are to be interpreted 

according to Table 18. 

7.4.1 Interfaces 

 MG_DEX 

Requirement ID: [SRS-7-1] 

The MG MUST provide a data exchange capability MG_DEX that facilitates the 
mediation of data between the high domain and the low domain. 

 MG_IF_NET_HIGH 

Requirement ID: [SRS-7-2] 

The MG SHALL offer a physical network interface MG_IF_NET_HIGH that provides 
Ethernet connectivity to the high domain. 

Requirement ID: [SRS-7-3] 

MG_IF_NET_HIGH SHALL support an operation ‘ReceiveHigh’ that receives (transfer-
in) data from the high domain for processing by the MG. 

Requirement ID: [SRS-7-4] 

MG_IF_NET_HIGH SHALL support an operation ‘ForwardHigh’ that forwards (transfer-
out) data that has been processed by the MG to the high domain. 
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 MG_IF_NET_LOW 

Requirement ID: [SRS-7-5] 

The MG SHALL offer a physical network interface MG_IF_NET_LOW that provides 
Ethernet connectivity to the low domain. 

Requirement ID: [SRS-7-6] 

MG_IF_NET_LOW SHALL support an operation ‘ReceiveLow’ that receives (transfer-
in) data from the low domain for processing by the MG. 

Requirement ID: [SRS-7-7] 

MG_IF_NET_LOW SHALL support an operation ‘ForwardLow’ that forwards (transfer-
out) data that has been processed by the MG to the low domain. 

 MG_IF_MGMT 

Requirement ID: [SRS-7-8] 

The MG MAY offer a physical network interface MG_IF_MGMT that provides Ethernet 
connectivity to the management domain. 

Requirement ID: [SRS-7-9] 

If the MG does not offer a physical network interface MG_IF_MGMT, the MG SHALL 
offer a logical network interface MG_IF_MGMT on top of MG_IF_NET_HIGH. 

Requirement ID: [SRS-7-10] 

MG_IF_MGMT SHALL support an operation ‘ReceiveManagement’ that receives data 
from the management domain for processing by the MG. 

Requirement ID: [SRS-7-11] 

MG_IF_MGMT SHALL support an operation ‘ForwardManagement’ that forwards data 
that has been processed by the MG to the management domain. 

7.4.2 Communication Access Services 

 Communications Access Services HL 

Requirement ID: [SRS-7-12] 

MG_DEX MUST offer a IPv4 and IPv6, [IETF RFC 791, 1981], and  [IETF RFC 8200, 
2017] over Ethernet interface ‘Communications Access Services HL’ on top of 
MG_IF_NET_HIGH and MG_IF_NET_LOW. 
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7.4.2.1.1 ReceiveInternalNetworkHL 

Requirement ID: [SRS-7-13] 

The interface ‘Communications Access Services HL’ MUST support an operation 
‘ReceiveInternalNetworkHL’ on top of MG_IF_NET_HIGH that provides TCP/IP 
connectivity on the high domain by receiving IP traffic for processing by the MG. 

Requirement ID: [SRS-7-14] 

The operation ‘ReceiveInternalNetworkHL’ MUST support error handling as specified in 
[IETF RFC 7414, 2015]. 

7.4.2.1.2 ForwardInternalNetworkHL 

Requirement ID: [SRS-7-15] 

The interface ‘Communications Access Services HL’ MUST support an operation 
‘ForwardInternalNetworkHL’ on top of MG_IF_NET_LOW that forwards IP traffic to the 
low domain. 

Requirement ID: [SRS-7-16] 

The operation ‘ForwardInternalNetworkHL’ MUST support error handling as specified in 
[IETF RFC 7414, 2015]. 

 Communications Access Services LH 

Requirement ID: [SRS-7-17] 

MG_DEX MUST offer a IPv4 and IPv6, [IETF RFC 791, 1981], and  [IETF RFC 8200, 
2017],  over Ethernet interface ‘Communications Access Services LH’ on top of 
MG_IF_NET_LOW and MG_IF_NET_HIGH. 

7.4.2.2.1 ReceiveInternalNetworkLH 

Requirement ID: [SRS-7-18] 

The interface ‘Communications Access Services LH’ MUST support an operation 
‘ReceiveInternalNetworkLH’ on top of MG_IF_NET_LOW that provides TCP/IP 
connectivity on the low domain by receiving IP traffic for processing by the MG. 

Requirement ID: [SRS-7-19] 

The operation ‘ReceiveInternalNetworkLH’ MUST support error handling as specified in 
[IETF RFC 7414, 2015]. 

7.4.2.2.2 ForwardInternalNetworkLH 

Requirement ID: [SRS-7-20] 

The interface ‘Communications Access Services LH’ MUST support an operation 
‘ForwardInternalNetworkLH’ on top of MG_IF_NET_HIGH that forwards IP traffic to the 
high domain. 
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Requirement ID: [SRS-7-21] 

The operation ‘ForwardInternalNetworkLH’ MUST support error handling as specified in 
[IETF RFC 7414, 2015]. 

7.4.3 Business Support Services 

 Business Support Service LH Interface 

7.4.3.1.1 ReceiveEmailLH 

Requirement ID: [SRS-7-22] 

The Business Support Service LH Interface SHALL support an operation 
“ReceiveEmailLH” that supports the reception of an email message from the Low 
Domain. 

Requirement ID: [SRS-7-23] 

The “ReceiveEmailLH” operation SHALL be compliant with the Simple Mail Transfer 
Protocol (SMTP) [IETF RFC 5321, 2008]. 

Requirement ID: [SRS-7-24] 

The “ReceiveEmailLH” operation SHALL be compliant with the SMTP Service 
Extension for Secure SMTP over Transport Layer Security [IETF RFC 7817, 2016]. 

Requirement ID: [SRS-7-25] 

The “ReceiveEmailLH” operation SHALL be compliant with the SMTP Service 
Extension for Delivery Status Notifications [IETF RFC 3461, 2003]. 

Requirement ID: [SRS-7-26] 

The “ReceiveEmailLH” operation SHALL be compliant with the Extensible Message 
Format for Delivery Status Notifications [IETF RFC 3464, 2003]. 

Requirement ID: [SRS-7-27] 

The “ReceiveEmailLH” operation SHALL audit the following information for each email 
received: 

 received time; 

 originator; 

 recipients;  

 subject; and 

 message identifier. 

 ForwardEmailLH 

Requirement ID: [SRS-7-28] 

The Business Support Service LH Interface SHALL support an operation 
“ForwardEmailLH” that supports the transfer of an email message to the low domain. 
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Requirement ID: [SRS-7-29] 

The “ForwardEmailLH” operation SHALL be compliant with the Simple Mail Transfer 
Protocol (SMTP) [IETF RFC 5321, 2008]. 

Requirement ID: [SRS-7-30] 

The “ForwardEmailLH” operation SHALL be compliant with the Internet Message 
Format [IETF RFC 5322, 2008]. 

Requirement ID: [SRS-7-31] 

The “ForwardEmailLH” operation SHALL be compliant with the SMTP Service 
Extension for Secure SMTP over Transport Layer Security [IETF RFC 7817, 2016]. 

Requirement ID: [SRS-7-32] 

The “ForwardEmailLH” operation SHALL be compliant with the SMTP Service 
Extension for Delivery Status Notifications [IETF RFC 3461, 2003]. 

Requirement ID: [SRS-7-33] 

The “ForwardEmailLH” operation SHALL be compliant with the Extensible Message 
Format for Delivery Status Notifications [IETF RFC 3464, 2003]. 

Requirement ID: [SRS-7-34] 

The ‘ForwardEmailLH” operation SHALL be configurable to determine the destination 
host of a recipient from either DNS MX records or local configuration. 

Requirement ID: [SRS-7-35] 

The local configuration of the destination hosts for the ‘ForwardEmailLH” operation 
SHALL allow the use of wildcards in the domain name. 

Requirement ID: [SRS-7-36] 

The “ForwardEmailLH” operation SHALL allow the use the best match when 
determining the destination host from local configuration. 

Requirement ID: [SRS-7-37] 

The “ForwardEmailLH” operation SHALL be able to rewrite the originator and recipient 
email addresses in both the Simple Mail Transfer Protocol and the Internet Message 
Format. 

Requirement ID: [SRS-7-38] 

The “ForwardEmailLH” address rewriting SHALL allow the rewriting of both the local-
part and the domain components of the email address. 
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 Business Support Services HL Interface 

7.4.3.3.1 ReceiveEmailHL 

Requirement ID: [SRS-7-39] 

The Business Support Service LH Interface SHALL support an operation 
“ReceiveEmailHL” that supports the reception of an email message from the high 
domain. 

Requirement ID: [SRS-7-40] 

The “ReceiveEmailHL” operation SHALL be compliant with the Simple Mail Transfer 
Protocol (SMTP) [IETF RFC 5321, 2008]. 

Requirement ID: [SRS-7-41] 

The “ReceiveEmailHL” operation SHALL be compliant with the SMTP Service 
Extension for Secure SMTP over Transport Layer Security [IETF RFC 7817, 2016]. 

Requirement ID: [SRS-7-42] 

The “ReceiveEmailHL” operation SHALL be compliant with the SMTP Service 
Extension for Delivery Status Notifications [IETF RFC 3461, 2003]. 

Requirement ID: [SRS-7-43] 

The “ReceiveEmailHL” operation SHALL be compliant with the Extensible Message 
Format for Delivery Status Notifications [IETF RFC 3464, 2003]. 

7.4.3.3.2 ForwardEmailHL 

Requirement ID: [SRS-7-44] 

The Business Support Service HL Interface SHALL support an operation 
“ForwardEmailLH” that supports the transfer of an email message to the high domain. 

Requirement ID: [SRS-7-45] 

The “ForwardEmailHL” operation SHALL be compliant with the Simple Mail Transfer 
Protocol (SMTP) [IETF RFC 5321, 2008]. 

Requirement ID: [SRS-7-46] 

The “ForwardEmailHL” operation SHALL be compliant with the Internet Message 
Format [IETF RFC 5322, 2008]. 

Requirement ID: [SRS-7-47] 

The “ForwardEmailHL” operation SHALL be compliant with the SMTP Service 
Extension for Secure SMTP over Transport Layer Security [IETF RFC 7817, 2016]. 
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Requirement ID: [SRS-7-48] 

The “ForwardEmailHL” operation SHALL be compliant with the SMTP Service 
Extension for Delivery Status Notifications [IETF RFC 3461, 2003]. 

Requirement ID: [SRS-7-49] 

The “FowardEmailHL” operation SHALL be compliant with the Extensible Message 
Format for Delivery Status Notifications [IETF RFC 3464, 2003]. 

Requirement ID: [SRS-7-50] 

The ‘ForwardEmailHL” operation SHALL be configurable to determine the destination 
host of a recipient from either DNS MX records or local configuration. 

Requirement ID: [SRS-7-51] 

The local configuration of the destination hosts for the ‘ForwardEmailLH” operation 
SHALL allow the use of wildcards in the domain name. 

Requirement ID: [SRS-7-52] 

The local configuration of the destination hosts for the ‘ForwardEmailHL” operation 
SHALL allow the use of wildcards in the domain name. 

Requirement ID: [SRS-7-53] 

The ‘ForwardEmailHL” operation SHALL allow the use the best match when 
determining the destination host from local configuration. 

Requirement ID: [SRS-7-54] 

The “ForwardEmailHL” operation SHALL be able to rewrite the originator and recipient 
email addresses in both the Simple Mail Transfer Protocol and the Internet Message 
Format. 

Requirement ID: [SRS-7-55] 

The “ForwardEmailHL” address rewriting SHALL allow the rewriting of both the local-
part and the domain components of the email address. 

7.4.4 Communication Access Management Services 

 Communications Access Services Management 

Requirement ID: [SRS-7-56] 

MG_DEX MUST offer a IPv4 and IPv6 [IETF RFC 791, 1981], and  [IETF RFC 8200, 
2017], over Ethernet interface ‘Communications Access Services Management’ on top 
of MG_IF_MGMT. 
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7.4.4.1.1 ReceiveNetworkManagement 

Requirement ID: [SRS-7-57] 

The interface ‘Communications Access Services Management’ MUST support an 
operation ‘ReceiveNetworkManagement’ that provides TCP/IP connectivity on the 
management domain by receiving IP traffic for processing by the MG. 

Requirement ID: [SRS-7-58] 

The operation ‘ReceiveNetworkManagement’ MUST support error handling as 
specified in [IETF RFC 7414, 2015]. 

7.4.4.1.2 ForwardNetworkManagement 

Requirement ID: [SRS-7-59] 

The interface ‘Communications Access Services Management’ MUST support an 
operation ‘ForwardNetworkManagement’ that forwards IP traffic to the management 
domain. 

Requirement ID: [SRS-7-60] 

The operation ‘ForwardNetworkManagement’ MUST support error handling as 
specified in [IETF RFC 7414, 2015]. 

7.4.5 Core Services Management 

 Core Services Management 

Requirement ID: [SRS-7-61] 

MG_DEX MUST offer an interface ‘Core Services Management’ on top of 
‘Communications Access Services Management’. 

Requirement ID: [SRS-7-70] 

The interface ‘Core Services Management’ MUST support of the following 
management protocols:  

 Simple Network Management Protocol (SNMP) Version 3 
[IETF RFC 3410 - 3418, 2002];  

 Syslog;  

 Network Time Protocol;  

 Intelligent Platform Management Interface (IPMI) [IPMI V2.0, 
2013];  

 Hyper-Text Transport Protocol (HTTP) Web interface [IETF 
RFC 7230, 2014] and [IETF RFC 7231, 2014];  

 Remote Desktop (RDP). 

Requirement ID: [SRS-7-71] 

The interface ‘Core Services Management’ MAY support the following management 
protocols: 
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 Remote Procedure Call (RPC). 

 Keyboard, video and mouse (KVM) over Ethernet; 

 Command Line interface (CLI) via Secure Shell (SSH) 
Transport Layer protocol [IETF RFC 4251, 2006];  

7.4.5.1.1 ReceiveManagementContent 

Requirement ID: [SRS-7-72] 

The interface ‘Core Services Management’ MUST support an operation 
‘ReceiveManagementContent’ that receives external management traffic for further 
processing. 

Requirement ID: [SRS-7-73] 

The operation ‘ReceiveManagementContent’ MUST support Transport Layer Security 
(TLS), [IETF RFC 8446, 2018]. 

Requirement ID: [SRS-7-74] 

The operation ‘ReceiveManagementContent’ MUST support the Secure Shell Protocol 
(SSH) [IETF RFC 4251, 2006]. 

Requirement ID: [SRS-7-75] 

The operation ‘ReceiveManagementContent’ MUST support the invocation of the 
operations ‘Verify’ (7.6.2.2.1) and ‘Decrypt’ (7.6.2.2.4) at the interface ‘Public Key 
Cryptographic Services’ ([SRS-7-296] ) provided by MG_PKCS ([SRS-7-294]). 

Requirement ID: [SRS-7-76] 

The operation ‘ReceiveManagementContent’ SHALL pass management content in the 
form of a management message to the appropriate interface offered by MG_MGMT 
([SRS7-302] ) for further processing. 

7.4.5.1.2 ForwardManagementContent 

Requirement ID: [SRS-7-77] 

The interface ‘Core Services Management’ MUST support an operation 
‘ForwardManagementContent’ that accepts outgoing management messages for 
further processing. 

Requirement ID: [SRS-7-78] 

After receiving a management message from one of the interfaces offered by 
MG_MGMT ([SRS-7-302]), the operation ‘ForwardManagementContent’ SHALL 
forward the management message, as payload of the appropriate management 
protocol, to the management domain. 

Requirement ID: [SRS-7-79] 

The operation ‘ForwardManagementContent’ MUST support Transport Layer Security 
(TLS), [IETF RFC 8446, 2018]. 
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Requirement ID: [SRS-7-80] 

The operation ‘ForwardManagementContent’ MUST support the Secure Shell Protocol 
(SSH) [IETF RFC 4251, 2006]. 

Requirement ID: [SRS-7-81] 

 The operation ‘ForwardManagementContent’ MUST support the invocation of the 
operation ‘Encrypt’ (7.6.2.2.3) at the interface ‘Public Key Cryptographic Services’  
provided by MG_PKCS ([SRS-7-294]). 

7.5 Protection Policy Enforcement Services 

7.5.1 Information Flow Control Policy (IFP) Enforcement 

 MG_IFCPE 

Requirement ID: [SRS-7-82] 

The MG MUST provide an information flow control policy enforcement (IFCPE) 
capability MG_IFCPE that enables the MG to: 

 Mediate the flow of information between MG_IF_NET_HIGH 
and MG_IF_NET_LOW in accordance with the MG 
information flow policy MG_IFP; 

 Control incoming and outgoing management traffic at 
MG_IF_MGMT in accordance with the MG information flow 
policy MG_IFP. 

Requirement ID: [SRS-7-83] 

Mediate the flow of information between MG_IF_NET_HIGH and MG_IF_NET_LOW in 
accordance with the MG information flow policy MG_IFP; 

Requirement ID: [SRS-7-84] 

Control incoming and outgoing management traffic at MG_IF_MGMT in accordance 
with the MG information flow policy MG_IFP. 

 IFCPE Services High To Low 

Requirement ID: [SRS-7-86] 

For the flow of information from MG_IF_NET_HIGH to MG_IF_NET_LOW, MG_IFCPE 
MUST offer an interface ‘IFCPE Services High to Low’ that accepts information for 
further processing. 

7.5.1.2.1 Enforce HL Communications IFCPE 

Requirement ID: [SRS-7-87] 

The interface ‘IFCPE Services High to Low’ MUST support an operation ‘Enforce HL 
Communications IFCPE’ that enforces the policy MG_IFP_CA_HL. 
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Requirement ID: [SRS-7-88] 

The operation ‘Enforce HL Communications IFCPE’ SHOULD enforce the policy 
MG_IFP_CA_HL_IN on the following information flow: 

 Source: Communications Access Services HL Interface -> 
ReceiveInternalNetworkHL; 

 Destination: Business Support Services HL Interface -> 
ReceiveEmailHL; 

 Information: SMTP(S) traffic; 

 Operation: pass SMTP(S) traffic by ensuring the following 
conditions: 

o MG_IFP_CA_HL_IN permits information flow.  

Requirement ID: [SRS-7-89] 

The operation ‘Enforce HL Communications IFCPE’ SHALL enforce the policy 
MG_IFP_CA_HL_OUT on the following information flow: 

 Source: SOA Platform HL Interface -> ForwardEmailHL; 

 Destination: Communications Access Services HL Interface -> 
ForwardNetworkHL; 

 Information: SMTP(S) traffic; 

 Operation: pass SMTP(S) traffic by ensuring the following 
conditions: 

o MG_IFP_CA_HL_OUT permits information flow. 
 

Requirement ID: [SRS-7-500] 

If MG_IFP_CA_HL_IN or MG_IFP_CA_HL_OUT does not permit information flow, the 
MG SHALL execute the actions specified in MG_IFP_CA_HL. 

Requirement ID: [SRS-7-90] 

For every action taken, the operation ‘Enforce HL Communications IFCPE’ SHALL 
invoke the operation ‘Log’ at the interface ‘Event Management’ and log the action. 

Requirement ID: [SRS-7-91] 

If MG_IFP_CA_HL does not permit the release of information due to a policy violation, 
the MG SHALL invoke the operation ‘Log’ at the interface ‘Event Management’ and log 
the outcome O_MG_IFCPE. 

Requirement ID: [SRS-7-92] 

The MG SHALL ensure that no illicit information flows exist to circumvent the 
enforcement of MG_IFP_CA_HL 

7.5.1.2.2 Enforce HL Business Support IFCPE 

Requirement ID: [SRS-7-93] 

The interface ‘IFCPE Services High to Low’ MUST support an operation ‘Enforce HL 
Business Support IFCPE’ that enforces the policy MG_IFP_BS_HL. 
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Requirement ID: [SRS-7-94] 

The operation ‘Enforce HL Business Support IFCPE’ SHALL enforce the policy 
MG_IFP_BS_HL on the following information flow: 

 Source: Business Support Services HL Interface-
>ReceiveEmailHL; 

 Destination: Business Support Services HL Interface 
>ForwardEmailHL; 

 Information: SMTP Messages; 

 Operation: pass SMTP Messages from source to destination 
ensuring the following conditions: 

o the SMTP Message has been processed by the MG 
content inspection policy enforcement capability 
MG_CIPE ([SRS-7-169]) based on the content 
inspection policy MG_CIP_HL (Table 19, 7.5.4.3 and 
7.5.4.4); 

o Based on the outcome of processing by MG_CIPE, 
MG_IFP_BS_HL permits the release of the SMTP 
Message to the low domain. 

Requirement ID: [SRS-7-95] 

The operation ‘Enforce HL Business Support IFCPE’ MUST support the invocation of 
the operation ‘Enforce HL Business Support CIPE’ at the interface ‘CIPE Services High 
to Low’ ([SRS-7-173]). The operation ‘Enforce HL Business Support CIPE’ SHALL take 
as input: 

 The SMTP message that is being processed; 

 The policy MG_CIP_HL. 

Requirement ID: [SRS-7-96] 

If MG_IFP_BS_HL does not permit the release of information, the MG SHALL execute 
the actions specified in MG_IFP_BS_HL. 

Requirement ID: [SRS-7-97] 

For every action taken, the operation ‘Enforce HL Business Support IFCPE’ SHALL 
invoke the operation ‘Log’ (7.7.7.1.1) at the interface ‘Event Management’ ([SRS-7-
392]) and log the action. 

Requirement ID: [SRS-7-98] 

If MG_IFP_SOA_HL does not permit the release of information due to a policy 
violation, the MG SHALL invoke the operation ‘Log’ 7.7.7.1.1) at the interface ‘Event 
Management’ ([SRS-7-392]) and log the outcome O_MG_IFCPE ([SRS-7-91]). 

Requirement ID: [SRS-7-99] 

The MG SHALL ensure that no illicit information flows exist to circumvent the 
enforcement of MG_IFP_BS_HL. 
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 IFPCPE Services Low To High 

Requirement ID: [SRS-7-100] 

For the flow of information from MG_IF_NET_LOW to MG_IF_NET_HIGH, MG_IFCPE 
MUST offer an interface ‘IFCPE Services Low to High’ that accepts information for 
further processing. 

7.5.1.3.1 Enforce LH Communications IFCPE 

Requirement ID: [SRS-7-101] 

The interface ‘IFCPE Services Low to High’ MUST support an operation ‘Enforce LH 
Communications IFCPE’ that enforces the policy MG_IFP_CA_LH. 

Requirement ID: [SRS-7-102] 

The operation ‘Enforce LH Communications IFCPE’ SHOULD enforce the policy 
MG_IFP_CA_LH_IN on the following information flow: 

 Source: Communications Access Services LH Interface -> 
ReceiveInternalNetworkLH; 

 Destination: Business Support Services LH Interface -> 
ReceiveEmailLH;  

 Information: SMTP(S) traffic; 

 Operation: pass SMTP(S) traffic by ensuring the following 
conditions: 

o MG_IFP_CA_LH_IN permits information flow.  

Requirement ID: [SRS-7-103] 

The operation ‘Enforce LH Communications IFCPE’ SHOULD enforce the policy 
MG_IFP_CA_LH_OUT on the following information flow: 

 Source: Business Support Services LH Interface -> 
ForwardEmailLH; 

 Destination: Communications Access Services LH Interface -> 
ForwardEmailLH; 
Information: SMTP(S) traffic; 

 Operation: pass SMTP(S) traffic by ensuring the following 
conditions: 

o MG_IFP_CA_LH_OUT permits information flow. 

Requirement ID: [SRS-7-501] 

If MG_IFP_CA_LH_IN or MG_IFP_CA_LH_OUT do not permit information flow, the 
MG SHALL execute the actions specified in MG_IFP_CA_LH. 

Requirement ID: [SRS-7-104] 

For every action taken, the operation ‘Enforce LH Communications IFCPE’ SHALL 
invoke the operation ‘Log’ (7.7.7.1.1) at the interface ‘Event Management’ ([SRS-7-
392]) and log the action. 
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Requirement ID: [SRS-7-105] 

If MG_IFP_CA_LH does not permit the release of information due to a policy violation, 
the MG SHALL invoke the operation ‘Log’ (7.7.7.1.1) at the interface ‘Event 
Management’ ([SRS-7-392]) and log the outcome O_MG_IFCPE ([SRS-7-91] ). 

Requirement ID: [SRS-7-106] 

The MG SHALL ensure that no illicit information flows exist to circumvent the 
enforcement of MG_IFP_CA_LH. 

7.5.1.3.2 Enforce LH Business Support IFCPE 

Requirement ID: [SRS-7-107] 

The Business Support Services IFCPE SHALL enforce the information flow control 
policy to mediate the flow of email between the Low Domain and the High Domain. 

Requirement ID: [SRS-7-108] 

The Business Support Services IFCPE SHALL maintain a separate Business Support 
Services IFCP for the flow of information from the Low Domain to the High Domain 
(IEG-C_IFP_BS_EMAIL_LH). 

Requirement ID: [SRS-7-109] 

The Business Support Services IFCP from the Low Domain to the High Domain (IEG-
C_IFP_BS_EMAIL_LH) shall identify a Business Support Service CIP (IEG-
C_CIP_BS_EMAIL_LH) (see section 7.2.3). 

Requirement ID: [SRS-7-110] 

The Enforce LH Business Support IFCPE operation SHALL call the Enforce LH 
Business Support CIP operation to determine if the email message from the Low 
Domain is compliant with the CIP (see section 7.2.3). 

 IFCP Services Management 

Requirement ID: [SRS-7-111] 

For incoming and outgoing management traffic at MG_IF_MGMT, MG_IFCPE MUST 
offer an interface ‘IFCPE Services Management’ that accepts information for further 
processing. 

7.5.1.4.1 Enforce Management Communication IFCPE 

Requirement ID: [SRS-7-112] 

The interface ‘IFCPE Services Management’ MUST support an operation ‘Enforce 
Management Communications IFCPE’ that enforces the policy MG_IFP_MGMT. 

Requirement ID: [SRS-7-113] 

The operation ‘Enforce Management Communications IFCPE’ SHALL enforce the 
policy MG_IFP_MGMT_IN on the following information flow: 
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 Source: Communications Access Services Management 
Interface -> ReceiveNetworkManagement 

 Destination: Core Services Management Interface -> 
ReceiveManagementContent 

 Information: Management traffic. 

 Operation: pass management traffic by ensuring the following 
conditions: 

o Management traffic is filtered based on source IP 
addresses and ports, destination IP addresses, ports 
and protocol fields; 

o MG_IFP_MGMT_IN permits information flow.  

Requirement ID: [SRS-7-114] 

The operation ‘Enforce Management Communications IFCPE’ SHALL enforce the 
policy MG_IFP_MGMT_OUT on the following information flow: 

 Source: Core Services  Management Interface -> 
ForwardManagementContent 

 Destination: Communications Access Services Management 
Interface -> ForwardNetworkManagement 

 Information: Management traffic. 

 Operation: pass management traffic by ensuring the following 
conditions: 

o Management traffic is filtered based on source IP 
addresses and ports, destination IP addresses, ports 
and protocol fields; 

o MG_IFP_MGMT_OUT permits information flow.  

Requirement ID: [SRS-7-115] 

If MG_IFP_MGMT_IN or MG_IFP_MGMT_OUT do not permit information flow, the MG 
SHALL execute the action specified in MG_IFP_MGMT. 

Requirement ID: [SRS-7-116] 

For every action taken, the operation ‘Enforce Management Communications IFCPE’ 
SHALL invoke the operation ‘Log’ (7.7.1.1) at the interface ‘Event Management’ ([SRS-
7-392]) and log the action. 

Requirement ID: [SRS-7-117] 

If MG_IFP_MGMT does not permit the release of information due to a policy violation, 
the MG SHALL invoke the operation ‘Log’ 7.7.7.1.1) at the interface ‘Event 
Management’ ([SRS-7-392]) and log the outcome O_MG_IFCPE ([SRS-7-91]). 

Requirement ID: [SRS-7-118] 

The MG SHALL ensure that no illicit information flows exist to circumvent the 
enforcement of MG_IFP_MGMT.  
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7.5.2 Information Flow Control Policies 

Requirement ID: [SRS-7-119] 

MG_IFP SHALL be configurable. 

Requirement ID: [SRS-7-120] 

MG_IFP SHALL specify the actions ACTIONS that need to be executed by 
MG_IFCPE. 

Requirement ID: [SRS-7-121] 

For each action in ACTIONS it SHALL be possible to: 

 Enable or disable the action. 

 Instruct MG_IFCPE to ignore the outcome of the execution of 
the action.  

 If the outcome O_MG_IFCPE of the execution of the action is 
negative (e.g. verification or validation fails, or a policy 
violation was determined): instruct MG_IFCPE to continue the 
enforcement of MG_IFP, or to stop. 

Requirement ID: [SRS-7-122] 

It SHALL be possible to enable or disable the enforcement of each of the following sub-
policies: 

 MG_IFP_CA_LH_IN; 

 MG_IFP_CA_LH_OUT; 

 MG_IFP_CA_HL_IN; 

 MG_IFP_CA_HL_OUT; 

 MG_IFP_MGMT_IN; 

 MG_IFP_MGMT_OUT; 

 MG_IFP_BS_LH; 

 MG_IFP_BS_HL. 

Requirement ID: [SRS-7-123] 

MG_IFP SHALL specify the level of granularity of the outcome O_MG_IFCPE.  

Requirement ID: [SRS-7-124] 

It SHALL be possible for MG_IFCPE to distinguish within O_MG_IFCPE: 

 The sub-policy ([SRS-7-122]) that was enforced when a policy 
violation was determined; 

 Identification of the action that led to the policy violation; 

 Reason for policy violation. 

Requirement ID: [SRS-7-125] 

The policies MG_IFP_CA_HL, MG_IFP_CA_LH and MG_IFP_MGMT SHALL specify: 
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 That an information flow (as described in 7.5.1.2.2, 7.5.1.3.2 
and 7.5.1.4.1 respectively) is not permitted if the outcome 
O_MG_IFCPE constitutes a policy violation; 

 The action the MG shall take in case information flow is not 
permitted. The possible actions SHALL include: 

o Silently drop traffic; 
o Reset the TCP/IP connection. 

Requirement ID: [SRS-7-126] 

The policy MG_IFP_CA_HL_IN SHALL specify the actions ACTIONS_MG_CA_HL_IN 
that the operation ‘Enforce HL Communications IFCPE’ SHALL execute for the 
information flow described in ([SRS-7-86]). 

Requirement ID: [SRS-7-127] 

ACTIONS_MG_CA_HL_IN SHALL include the following actions: 

 Filter traffic based on the ruleset RULESET_MG_IFCPE-
CA_HL_IN. 

Requirement ID: [SRS-7-450] 

The policy MG_IFP_CA_HL_OUT SHALL specify the actions 
ACTIONS_MG_CA_HL_OUT that the operation ‘Enforce HL Communications IFCPE’ 
SHALL execute for the information flow described in ([SRS-7-89]). 

Requirement ID: [SRS-7-451] 

ACTIONS_MG_CA_HL_OUT SHALL include the following actions: 

 Filter traffic based on the ruleset RULESET_MG_IFCPE-
CA_HL_OUT. 

Requirement ID: [SRS-7-128] 

The policy MG_IFP_CA_LH_IN SHALL specify the actions ACTIONS_MG_CA_LH_IN 
that the operation ‘Enforce LH Communications IFCPE’ SHALL execute for the 
information flow described in 7.5.1.2.4.2. 

Requirement ID: [SRS-7-129] 

ACTIONS_MG_CA_LH_IN SHALL include the following actions: 

 Filter traffic based on the ruleset RULESET_MG_IFCPE-
CA_LH_IN. 

Requirement ID: [SRS-7-130] 

The policy MG_IFP_CA_LH_OUT SHALL specify the actions 
ACTIONS_MG_CA_LH_OUT that the operation ‘Enforce LH Communications IFCPE’ 
SHALL execute for the information flow described in ([SRS-7-103]). 
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Requirement ID: [SRS-7-131] 

ACTIONS_MG_CA_LH_OUT SHALL include the following actions: 

 Filter traffic based on the ruleset RULESET_MG_IFCPE-
CA_LH_OUT. 

Requirement ID: [SRS-7-132] 

The policy MG_IFP_MGMT_IN SHALL specify the actions ACTIONS_MG_MGMT_IN 
that the operation ‘Enforce Management Communications IFCPE’ SHALL execute for 
the information flow described in ([SRS-7-88]). 

Requirement ID: [SRS-7-452] 

ACTIONS_MG_MGMT_IN SHALL include the following actions: 

 Filter traffic based on the ruleset RULESET_MG_IFCPE-
MGT_IN. 

Requirement ID: [SRS-7-133] 

The policy MG_IFP_MGMT_OUT SHALL specify the actions 
ACTIONS_MG_MGMT_OUT that the operation ‘Enforce Management 
Communications IFCPE’ SHALL execute for the information flow described in ([SRS-7-
102]). 

Requirement ID: [SRS-7-134] 

ACTIONS_MG_MGMT_OUT SHALL include the following actions: 

 Filter traffic based on the ruleset RULESET_MG_IFCPE-
MGT_OUT. 

Requirement ID: [SRS-7-135] 

The policy MG_IFP_CA_HL SHALL specify RULESET_MG_IFCPE-CA_HL_IN and 
RULESET_MG_IFCPE-CA_HL_OUT. 

Requirement ID: [SRS-7-136] 

RULESET_MG_IFCPE-CA_HL_IN and RULESET_MG_IFCPE-CA_HL_OUT SHALL 
be configurable. 

Requirement ID: [SRS-7-137] 

The policy MG_IFP_CA_LH SHALL specify RULESET_MG_IFCPE-CA_LH_IN and 
RULESET_MG_IFCPE-CA_LH_OUT. 

Requirement ID: [SRS-7-138] 

RULESET_MG_IFCPE-CA_LH_IN and RULESET_MG_IFCPE-CA_LH_OUT SHALL 
be configurable. 
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Requirement ID: [SRS-7-139] 

The policy MG_IFP_MGMT SHALL specify RULESET_MG_IFCPE-MGT_IN and 
RULESET_MG_IFCPE-MGT_OUT. 

Requirement ID: [SRS-7-140] 

RULESET_MG_IFCPE-MGT_IN and RULESET_MG_IFCPE-MGT_OUT SHALL be 
configurable. 

Requirement ID: [SRS-7-141] 

Each of the rulesets RULESET_MG_IFCPE-CA_HL_IN, RULESET_MG_IFCPE-
CA_HL_OUT, RULESET_MG_IFCPE-CA_LH_IN, RULESET_MG_IFCPE-
CA_LH_OUT, RULESET_MG_IFCPE-MGT_IN, RULESET_MG_IFCPE-MGT_OUT   
SHALL include: 

 Identification of traffic flow that is allowed or disallowed based 
on source and destination IP addresses; 

 Identification of traffic that is allowed or disallowed based on 
protocols and ports; 

 Identification of traffic that is allowed or disallowed based on 
values of protocol fields. 

Requirement ID: [SRS-7-142] 

The policy MG_IFP_BS_HL SHALL specify: 

 That a release of information to the low domain is not 
permitted if O_MG_CIPE_HL ([SRS-7-178]) constitutes a 
policy violation; 

 The action the MG shall take in case of a policy violation, see 
[SRS-7-144] 

Requirement ID: [SRS-7-143] 

The policy MG_IFP_BS_LH SHALL specify: 

 That an import of information to the high domain is not 
permitted if O_MG_CIPE_LH ([SRS-7-184]) constitutes a 
policy violation; 

 The action the MG shall take in case of a policy violation, see 
[SRS-7-144]. 

Requirement ID: [SRS-7-144] 

The policies MG_IFP_BS_HL and MG_IFP_BS_LH SHALL specify a list of actions the 
MG shall take for non-compliant email messages.  

Requirement ID: [SRS-7-145] 

The possible actions for non-compliant email messages SHALL include: 

 MG_IFP_ACTION_NONCOMPLIANT  

 MG_IFP_ACTION_NOTIFY 

 MG_IFP_ACTION_ALERT  
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Requirement ID: [SRS-7-146] 

The policies MG_IFP_BS_HL and MG_IFP_BS_LH SHALL specify the actions the MG 
shall take for compliant email messages.  

Requirement ID: [SRS-7-147] 

The actions for compliant email messages SHALL include: 

 MG_IFP_ACTION_COMPLIANT 

 MG_IFP_ACTION _JOURNAL 

 MG_IFP_ACTION_ALERT 

 Actions 

7.5.2.1.1 MG_IFP_ACTION_NONCOMPLIANT 

Requirement ID: [SRS-7-148] 

The Business Support Services IFCP SHALL support a configurable action 
(MG_IFP_ACTION_NONCOMPLIANT) which processes the non-compliant email 
message. 

Requirement ID: [SRS-7-149] 

MG_IFP_ACTION_NONCOMPLIANT action SHALL support an option (DROP) to 
silently drop the email message from the information flow (i.e. the email message is not 
transferred to the recipients and a delivery status notification is not returned to the 
originator). 

Requirement ID: [SRS-7-150] 

MG_IFP_ACTION_NONCOMPLIANT action SHALL support an option (NON-
DELIVER) to non-deliver the non-compliant email message (i.e. the message is not 
transferred to the recipients and a delivery status notification is returned to the 
originator). 

Requirement ID: [SRS-7-151] 

MG_IFP_ACTION_NONCOMPLIANT action with the option NON-DELIVER SHALL 
generate a delivery status notification in accordance with [IETF RFC 3464, 2003]. 

Requirement ID: [SRS-7-152] 

MG_IFP_ACTION_NONCOMPLIANT action SHALL support an option (QUARANTINE) 
to hold the email message in quarantine (i.e. the message is not transferred to the 
recipients and a delivery status notification is not returned to the originator). 

Requirement ID: [SRS-7-153] 

The email messages that are placed into quarantine SHALL be held in quarantine until 
either released (to the recipients) or deleted by an administrator. 
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Requirement ID: [SRS-7-154] 

The BSS_IFCP_ACTION_NONCOMPLIANT action SHALL only be configured with one 
of the options (DROP, NON-DELIVER or QUARANTINE). 

7.5.2.1.2  MG_IFP_ACTION_JOURNAL 

Requirement ID: [SRS-7-155] 

The Business Support Services IFCP SHALL support a configurable action 
(MG_IFP_ACTION_JOURNAL) which processes a non-compliant email message. 

Requirement ID: [SRS-7-156] 

The MG_ICP_ACTION_JOURNAL action SHALL be capable of being either enabled or 
disabled with an IFCP. 

Requirement ID: [SRS-7-157] 

The MG_IFP_ACTION_JOURNAL action SHALL forward a copy of the non-compliant 
email message to a configurable email recipient. 

7.5.2.1.3 MG_IFP_ACTION_NOTIFY 

Requirement ID: [SRS-7-158] 

The Business Support Services IFCP SHALL support a configurable action 
(MG_IFP_ACTION_NOTIFY) which processes a non-compliant email message. 

Requirement ID: [SRS-7-159] 

MG_IFP_ACTION_NOTIFY action SHALL be capable of being either enabled or 
disabled with an IFCP. 

Requirement ID: [SRS-7-160] 

MG_IFP_ACTION_NOTIFY action SHALL support an option (ORIGINATOR) to send 
the notification message to the originator of the non-compliant email message. 

Requirement ID: [SRS-7-161] 

MG_IFP_ACTION_NOTIFY action SHALL support an option (RECIPIENTS) to send 
the notification message to the intended recipients of the non-compliant email 
message. 

Requirement ID: [SRS-7-162] 

MG_IFP_ACTION_NOTIFY action SHALL support an option (ADMINISTRATOR) to 
send the notification message to a configurable administrator recipient. 

Requirement ID: [SRS-7-163] 

MG_IFP_ACTION_NOTIFY action SHALL be configured with zero or more of the 
options (ORIGINATOR, RECIPIENTS and ADMINISTRATOR). 
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7.5.2.1.4 MG_IFP_ACTION_COMPLIANT 

Requirement ID: [SRS-7-164] 

The Business Support Services IFCP SHALL support a configurable action 
(MG_IFP_ACTION_COMPLIANT) which processes the compliant email message. 

Requirement ID: [SRS-7-165] 

MG_IFP_ACTION_COMPLIANT action SHALL always being enabled within an IFCP. 

Requirement ID: [SRS-7-166] 

MG_IFP_ACTION_COMPLIANT action SHALL release the compliant message to the 
recipient domain. 

7.5.2.1.5 _MG_IFP_ACTION_ALERT 

Requirement ID: [SRS-7-167] 

The Business Support Services IFCP SHALL support a configurable action 
(MG_IFP_ACTION_JOURNAL) which processes the compliant email message. 

Requirement ID: [SRS-7-168] 

The MG_IFP_ACTION_JOURNAL action SHALL forward a copy of the compliant email 
message to a configurable email recipient. 

7.5.3 Content Inspection Policy (CIP) Enforcement 

 MG_CIPE 

Requirement ID: [SRS-7-169] 

The MG SHALL provide a content inspection policy enforcement (CIPE) capability 
MG_CIPE that enables the MG to manage and schedule the routing of content through 
content filters (by MG_CIS ([SRS-7-196])) in accordance with the MG content 
inspection policy IEG-C_CIP_BS_EMAIL. 

Requirement ID: [SRS-7-170] 

The design and functionality of MG_CIPE SHALL conform to the NATO CIPE 
functional specification in [NC3A TN-1486, 2012]. 

Requirement ID: [SRS-7-171] 

MG_CIPE SHALL ensure that no illicit information flows exist to circumvent the 
enforcement of MG_CIP. 

Requirement ID: [SRS-7-172] 

MG_CIPE SHALL ensure that enforcement actions are executed in the order as 
specified in IEG-C_CIP_BS_EMAIL ([SRS-7-109]) 
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 High To Low 

Requirement ID: [SRS-7-173] 

For the flow of information from MG_IF_NET_HIGH to MG_IF_NET_LOW, MG_CIPE 
SHALL offer an interface ‘CIPE Services High to Low’ that accepts information for 
further processing. 

Requirement ID: [SRS-7-174] 

The interface ‘CIPE Services High to Low’ MUST support an operation ‘Enforce HL 
Business Support CIPE’ that enforces the policy IEG-C_CIP_BS_EMAIL_HL. 

Requirement ID: [SRS-7-175] 

The operation ‘Enforce HL Business Support CIPE’ MUST support the invocation of the 
following operations at the interface ‘Content Inspection Services’ ([SRS-7-204]) 
provided by MG_CIS ([SRS-7-196]): 

 Operation ‘Initialize’ ([SRS-7-205]) that takes as input an 
identifier CIPE_CF_ID that identifies a content filter in 
MG_CIS; 

 Operation ‘Filter’ ([SRS-7-207]) that takes as input a data 
object CIPE_DATA and a set of rules CIPE_DATA_RULES for 
processing CIPE_DATA; 

 Operation ‘Halt’ ([SRS-7-209]) that takes as input an attribute 
CIPE_CF_ID that identifies a content filter in MG_CIS. 

Requirement ID: [SRS-7-176] 

MG_CIPE SHALL determine CIPE_CF_ID, CIPE_DATA and CIPE_DATA_RULES 
based on the policy IEG-C_CIP_BS_EMAIL_HL. 

Requirement ID: [SRS-7-177] 

The operation ‘Enforce HL Business Support CIPE’ SHALL log and report the actions 
taken. 

Requirement ID: [SRS-7-178] 

MG_CIPE SHALL inform MG_IFCPE of the outcome O_MG_CIPE_HL of the 
enforcement of IEG-C_CIP_BS_EMAIL_HL based on MG_CIP. 

 Low To High 

Requirement ID: [SRS-7-179] 

For the flow of information from MG_IF_NET_LOW to MG_IF_NET_HIGH, MG_CIPE 
MUST offer an interface ‘CIPE Services Low to High’ that accepts information for 
further processing. 
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Requirement ID: [SRS-7-180] 

The interface ‘CIPE Services Low to High’ MUST support an operation ‘Enforce LH BS 
CIPE’ that enforces the policy IEG-C_CIP_BS_EMAIL_LH. 

Requirement ID: [SRS-7-181] 

The operation ‘Enforce LH Business Support CIPE’ MUST support the invocation of the 
following operations at the interface ‘Content Inspection Services’ ([SRS-7-204]) 
provided by MG_CIS ([SRS-7-196]): 

 Operation ‘Initialize’ ([SRS-7-205]) that takes as input an 
identifier CIPE_CF_ID that identifies a content filter in 
MG_CIS; 

 Operation ‘Filter’ ([SRS-7-207]) that takes as input a data 
object CIPE_DATA and a set of rules CIPE_DATA_RULES for 
processing CIPE_DATA; 

 Operation ‘Halt’ ([SRS-7-209]) that takes as input an attribute 
CIPE_CF_ID that identifies a content filter in MG_CIS. 

Requirement ID: [SRS-7-181] 

MG_CIPE SHALL determine CIPE_CF_ID, CIPE_DATA and CIPE_DATA_RULES 
based on the policy IEG-C_CIP_BS_EMAIL_LH. 

Requirement ID: [SRS-7-183] 

The operation ‘Enforce LH Business Support CIPE’ SHALL log and report the actions 
taken. 

Requirement ID: [SRS-7-184] 

MG_CIPE SHALL inform MG_IFCPE of the outcome O_MG_CIPE_LH of the 
enforcement of MG_CIP_LH based on IEG-C_CIP_BS_EMAIL_LH ([SRS-7-109]). 

7.5.4 Content Inspection Policies 

Requirement ID: [SRS-7-185] 

MG_CIP SHALL be configurable. 

Requirement ID: [SRS-7-186] 

MG_CIP SHALL specify the actions ACTIONS that need to be executed by MG_CIS. 

Requirement ID: [SRS-7-187] 

MG_CIP SHALL specify the order in which ACTIONS need to be executed. 

Requirement ID: [SRS-7-188] 

For each action in ACTIONS it SHALL be possible to: 

 Enable or disable the action. 
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 Instruct MG_CIPE to ignore the outcome of the execution of 
the action by MG_CIS (as received from MG_CIS ([SRS-7-
196])).  

 If the outcome of the execution of the action by MG_CIS is a 
policy violation: instruct MG_CIPE to continue the 
enforcement of MG_CIP, or to stop. 

Requirement ID: [SRS-7-189] 

It SHALL be possible to group ACTIONS per the following sub-policies: 

 MG_CIP_EV – SMTP Envelope Validation 

 MG_CIP_AV – Attachment Validation  

 MG_CIP_LV – Label Validation  

Requirement ID: [SRS-7-453] 

It SHALL be possible to enable or disable the enforcement of each sub-policy in ([SRS-
7-189]). 

Requirement ID: [SRS-7-454] 

It SHALL be possible to apply each sub-policy to either information flow (‘CIPE 
Services Low to High’ and ‘CIPE Services High to Low). 

Requirement ID: [SRS-7-190] 

MG_CIP SHALL specify the level of granularity of the outcomes O_MG_CIS ([SRS-7-
205]), O_MG_CIPE_HL ([SRS-7-178]) and O_MG_CIPE_LH ([SRS-7-184]).  

Requirement ID: [SRS-7-191] 

It SHALL be possible for MG_CIS to distinguish within O_MG_CIS, O_MG_CIPE_HL 
and O_MG_CIPE_LH: 

 The MG_CIS capability that determined a policy violation 
(MG_CIS_EV ([SRS-7-274] ), MG_CIS_AV ([SRS-7-240] ) 
and MG_CIS_LV ([SRS-7-214] )); 

 Identification CIPE_CF_ID of the content filter that determined 
the policy violation; 

 Identification of the action that led to policy violation; 

 Reason for policy violation. 

 MG_CIP_EV 

Requirement ID: [SRS-7-192] 

MG_CIP_EV SHALL specify the lists that are used by the Envelope Validation Content 
Inspection Service (MG_CIS_EV): 

 LIST_MG_CIS_EV_ORIG – list of allowable SMTP 
originators; 

 LIST_MG_CIS_EV_RECIPS – list of allowable SMTP 
recipients. 
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 MG_CIP_AV 

Requirement ID: [SRS-7-193] 

MG_CIP_AV SHALL specify the lists that are used by the Attachment Validation 
Content Inspection Service (MG_CIS_AV): 

 NUM_MG_CIS_AV_ATTACHMENTS – the maximum number 
of attachments; 

 LIST_MG_CIS_AV_TYPES – list of allowable MIME 
attachment types. 

 LIST_MG_CIS_AV_DIRTYWORDS – list of words or phrases 
not allowed in an email message. 

 LIST_MG_CIS_AV_MALWARE_DEFINITIONS – list of 
definitions/signatures of currently known malware 

 MG_CIP_LV 

Requirement ID: [SRS-7-194] 

MG_CIP_LV SHALL specify the parameters for the Label Validation Content Inspection 
Service (MG_CIS_LV): 

 LIST_MG_CIS_LV-SPIF – list of allowable security policies 
(including classifications and categories); 

 LIST_MG_CIS_LV-DM – list of allowable digest method 
algorithms; 

 LIST_MG_CIS_LV-SM – list of allowable signature method 
algorithms; 

 LIST_MG_CIS_LV-CRL – list of certificate revocation lists 

 LIST_MG_CIS_LV_TP – list of trust points (e.g. trusted root 
certificates). 

 BOOL_MG_CIS_LV_CB – to indicate whether a 
Cryptographic Binding is required. 

 STR_MG_CIS_LV_FLOT_PREFIX – prefix to identify a FLOT 
in a message; 

 LIST_MG_CIS_LV_FLOT – list of valid FLOT markings; 

 STR_MG_CIS_LV_KEYWORD_HEADER – SMTP header 
field which contains keywords; 

 LIST_MG_CIS_LV_KEYWORDS – list of valid keywords. 
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7.6 Protection Services 

7.6.1 Content Inspection Services 

Requirement ID: [SRS-7-196] 

The MG MUST provide a content inspection services (CIS) capability MG_CIS that 
enables MG_CIPE to identify and verify content based on the content inspection policy 
MG_CIP. 

Requirement ID: [SRS-7-197] 

For the identification and verification of content based on MG_CIP, MG_CIS SHALL 
provide a content-filter capability as specified in the NATO CIPE functional specification 
in [NC3A TN-1486, 2012]. 

Requirement ID: [SRS-7-198] 

MG_CIS SHALL support the message syntax of SMTP messages as defined in Simple 
Mail  

Requirement ID: [SRS-7-199] 

MG_CIS SHALL support XML 1.0 [W3C XML, 2006]. 

Requirement ID: [SRS-7-200] 

MG_CIS SHALL support the XML Schema Language 1.0 [W3C XML Schema 1, 2004], 
[W3C XML Schema 2, 2004]. 

Requirement ID: [SRS-7-201] 

MG_CIS SHALL support Canonical XML Version 1.1 [W3X Canonical XML 1.1, 2008]. 

Requirement ID: [SRS-7-202] 

MG_CIS SHALL support XML Path Language (XPath) Version 1.0 [W3C XML Path 
Language 1.0, 1999].  

Requirement ID: [SRS-7-203] 

MG_CIS SHALL support XML Pointer Language (XPointer) [W3C XPointer, 2002]. 

Requirement ID: [SRS-7-204] 

MG_CIS MUST offer an interface ‘Content Inspection Services’ that serves as a 
communication mechanism between the content filters and MG_CIPE. 

Requirement ID: [SRS-7-205] 

The interface ‘Content Inspection Services’ MUST support an operation ‘Initialize’ that 
initializes a content filter. 
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Requirement ID: [SRS-7-206] 

The operation ‘Initialize’ MUST support the identification of a content filter based on a 
content filter identifier CIPE_CF_ID. 

Requirement ID: [SRS-7-207] 

The interface ‘Content Inspection Services’ MUST support an operation ‘Filter’ that 
executes a content filter. 

Requirement ID: [SRS-7-208] 

The operation ‘Filter’ SHALL accept as input a data object CIPE_DATA and a set of 
rules CIPE_DATA_RULES for processing CIPE_DATA. 

Requirement ID: [SRS-7-209] 

The interface ‘Content Inspection Services’ MUST support an operation ‘Halt’ that halts 
a content filter. 

Requirement ID: [SRS-7-210] 

The operation ‘Halt’ MUST support the identification of a content filter based on a 
content filter identifier CIPE_CF_ID. 

Requirement ID: [SRS-7-211] 

MG_CIS SHALL inform MG_CIPE of the outcome O_MG_CIS of the execution of an 
action in ACTIONS ([SRS-7-120]). 

Requirement ID: [SRS-7-212] 

If the outcome O_MG_CIS is negative (e.g. verification or validation fails), MG_CIS 
SHALL interpret O_MG_CIS as a policy violation and inform MG_CIPE according to 
MG_CIP ([SRS-7-185]). 

Requirement ID: [SRS-7-213] 

MG_CIS SHALL invoke the operation ‘Log’ (7.7.7.1.1) at the interface ‘Event 
Management’ ([SRS-6-328]) and log the outcome O_MG_CIS ([SRS-6-115]). 

 MG_CIS_LV 

Requirement ID: [SRS-7-214] 

MG_CIS SHALL provide a Label validation capability MG_CIS_LV. 

Requirement ID: [SRS-7-215] 

MG_CIS_LV SHALL act upon the contents of the SMTP Message body. 

Requirement ID: [SRS-7-216] 

MG_CIS_LV SHALL make use of the following subordinate Label validation 
capabilities: 
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 MG_CIS_LV_STANAG – validation of a STANAG 4774 
confidentiality label 

 MG_CIS_LV_FLOT – validation of a First Line of Text  (FLOT) 
marking 

 MG_CIS_LV_KEYWORDS – validation of keywords. 

Requirement ID: [SRS-7-217] 

MG_CIS_LV SHALL return a positive O_MG_CIS_LV if any of the subordinate Label 
validation capabilities (MG_CS_LV_STANAG, MG_CIS_LV_FLOT and 
MG_CIS_LV_KEYWORDS) returns a positive outcome. 

7.6.1.1.1 MG_CIS_LV_STANAG 

Requirement ID: [SRS-7-218] 

The subordinate Label validation capability MG_CIS_LV_STANAG SHALL ensure that 
a valid and allowable STANAG 4774 confidentiality label is bound with a valid and 
allowable STANAG 4778 Metadata Binding to every email message. 

Requirement ID: [SRS-7-219] 

MG_CIS_LV_STANAG MUST support the NATO standard ADatP-4774 “Confidentiality 
Metadata Label Syntax” [STANAG 4774]. 

Requirement ID: [SRS-7-220] 

MG_CIS_LV_STANAG MUST support the NATO standard ADatP-4778 “Metadata 
Binding Mechanism” [STANAG 4778]. 

Requirement ID: [SRS-7-221] 

MG_CIS_LV_STANAG MUST support the binding profile “Simple Message Transport 
Protocol (SMTP) Binding Profile” in [STANAG 4778 SRD.2]. 

Requirement ID: [SRS-7-222] 

MG_CIS_LV_STANAG MUST support the binding profile “Cryptographic Message 
Syntax (CMS) Cryptographic Artefact Binding Profile” in [STANAG 4778 SRD.2]. 

Requirement ID: [SRS-7-223] 

MG_CIS_LV_STANAG SHALL be able to validate a digital signature by invoking the 
operation ‘VerifyCMS’ (7.6.2.2.1) at the interface ‘Public Key Cryptographic Services’ 
([SRS-7-296] ) provided by MG_PKCS ([SRS-7-294]). 

Requirement ID: [SRS-7-224] 

For the confidentiality metadata labels (originator or alternative) CLs that are bound to 
a data object DO, MG_CIS_LV_STANAG SHALL be able to verify at least one CL 
against a security policy information file (SPIF) contained in LIST_MG_CIS_LV-SPIF. 
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Requirement ID: [SRS-7-225] 

MG_CIS_LV_STANAG SHALL be able to validate a digital signature on each SPIF 
contained in LIST_MG_CIS_LV-SPIF by invoking the operation ‘VerifyXML’ (7.6.2.2.2) 
at the interface ‘Public Key Cryptographic Services’ ([SRS7-296] ) provided by 
MG_PKCS ([SRS-7-294]). 

7.6.1.1.2 MG_CIS_LV_FLOT 

Requirement ID: [SRS-7-226] 

The subordinate Label validation capability MG_CIS_LV_FLOT SHALL ensure that a 
valid and allowable First Line Of Text marking is contained in every email message. 

Requirement ID: [SRS-7-227] 

MG_CIS_LV_FLOT SHALL identify the FLOT security marking of an email message as 
the text following the prefix STR_MG_CIS_LV_FLOT_PREFIX on the first line of the 
first text attachment in the message. 

Requirement ID: [SRS-7-228] 

The sub-policy IEG-C_CIP_BS_EMAIL_LV_FLOT SHALL determine that an email 
message that does not contain a FLOT security marking is non-compliant with the 
policy and return a negative outcome to MG_CIS_LV. 

Requirement ID: [SRS-7-229] 

MG_CIS_LV_FLOT SHALL perform case insensitive and normalised whitespace 
(stripping leading and trailing white space and replacing sequences of white space 
characters with a single space) matching when comparing the FLOT security marking 
with the allowable security markings in LIST_MG_CIS_LV_FLOT 

Requirement ID: [SRS-7-230] 

MG_CIS_LV_FLOT SHALL determine that an email message that contains a FLOT 
security marking that is not an allowable security marking is non-compliant with the 
policy and return a negative outcome to MG_CIS_LV. 

Requirement ID: [SRS-7-231] 

MG_CIS_LV_FLOT SHALL determine that an email message that contains a FLOT 
security marking that is an allowable security marking is compliant with the policy and 
return an positive outcome to MG_CIS_LV. 

7.6.1.1.3 MG_CIS_LV_KEYWORDS 

Requirement ID: [SRS-7-232] 

The subordinate Label validation capability MG_CIS_LV_KEYWORDS SHALL ensure 
that at least one valid and allowable keyword is contained in every email message. 
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Requirement ID: [SRS-7-233] 

MG_CIS_LV_KEYWORDS SHALL return a positive outcome if the list of keywords, 
LIST_MG_CIS_LV_KEYWORDS is empty, or the header field 
STR_MG_CIS_LV_KEYWORD_HEADER is empty. 

Requirement ID: [SRS-7-234] 

MG_CIS_LV_KEYWORDS SHALL identify the KEYWORDS security marking of an 
email message as the text of the header field, 
STR_MG_CIS_LV_KEYWORD_HEADER. 

Requirement ID: [SRS-7-235] 

The sub-policy IEG-C_CIP_BS_EMAIL_LV_ KEYWORDS SHALL split the comma-
separated KEYWORDS into a list of KEYWORDs. 

Requirement ID: [SRS-7-236] 

The sub-policy IEG-C_CIP_BS_EMAIL_LV_ KEYWORDS SHALL perform case 
insensitive and normalised whitespace (stripping leading and trailing white space and 
replacing sequences of white space characters with a single space) matching when 
comparing each of the KEYWORD security marking with the allowable security 
markings. 

Requirement ID: [SRS-7-237] 

The sub-policy IEG-C_CIP_BS_EMAIL_LV_ KEYWORDS SHALL determine that an 
email message that does not contain a KEYWORDS header field is non-compliant with 
the policy. 

Requirement ID: [SRS-7-238] 

The sub-policy IEG-C_CIP_BS_EMAIL_LV_ KEYWORDS SHALL determine that an 
email message that contains a KEYWORD security marking that is not an allowable 
security marking is non-compliant with the policy.  

Requirement ID: [SRS-7-239] 

The sub-policy IEG-C_CIP_BS_EMAIL_LV_ KEYWORDS SHALL determine that an 
email message that contains a KEYWORD security marking that is an allowable 
security marking is compliant with the policy.  

 MG_CIS_AV 

Requirement ID: [SRS-7-240] 

MG_CIS SHALL provide an attachment validation capability MG_CIS_AV. 

Requirement ID: [SRS-7-241] 

MG_CIS_AV SHALL act upon on the contents of the SMTP Message body. 
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Requirement ID: [SRS-7-242] 

MG_CIS_AV SHALL make use of the following subordinate Attachment validation 
capabilities: 

 MG_CIS_AV_MAX – validation of the maximum number of 
attachments; 

 MG_CIS_AV_TYPES – validation attachment types; 

 MG_CIS_AV_DIRTY – detection of dirty words; 

 MG_CIS_AV_MALWARE – detection of malware. 

Requirement ID: [SRS-7-243] 

MG_CIS_AV SHALL return a positive outcome O_MG_CIS_AV only if all of the 
subordinate Attachment validation capabilities (MG_CS_LV_STANAG, 
MG_CIS_LV_FLOT and MG_CIS_LV_KEYWORDS) returns a positive outcome. 

7.6.1.2.1 MG_CIS_AV_MAX 

Requirement ID: [SRS-7-244] 

The subordinate Attachment validation capability MG_CIS_AV_MAX SHALL verify that 
an email message does not exceed a maximum number of attachments. 

Requirement ID: [SRS-7-245] 

MG_CIS_AV_MAX SHALL determine the number of attachments included within a 
message, recursively including attachments in attached messages. 

Requirement ID: [SRS-7-246] 

MG_CIS_AV_MAX SHALL determine that an email message that contains the 
configured maximum number of attachment, or less, is compliant with the policy. 

Requirement ID: [SRS-7-247] 

MG_CIS_AV_MAX SHALL determine that an email message that contains more than 
the configured maximum number of attachment is non-compliant with the policy and 
return a negative outcome to MG_CIS_AV; 

7.6.1.2.2 MG_CIS_AV_TYPES 

Requirement ID: [SRS-7-248] 

The subordinate Attachment validation capability MG_CIS_AV_TYPES SHALL ensure 
that an email message only contains allowed attachment types.  

Requirement ID: [SRS-7-249] 

MG_CIS_AV_TYPES SHALL determine the declared media types as those contained 
in the Content-Type header fields, within the email message. 
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Requirement ID: [SRS-7-250] 

MG_CIS_AV_TYPES SHALL determine the disposition media types, as derived5 from 
the filename parameter in the Content-Disposition header fields, within the email 
message. 

Requirement ID: [SRS-7-252] 

MG_CIS_AV_TYPES SHALL return a positive outcome if the list of media types, 
LIST_MG_CIS_AV_TYPES, is empty. 

Requirement ID: [SRS-7-253] 

MG_CIS_AV_TYPES SHALL determine an email message is compliant with the policy, 
if all the disposition media types are present in the allowed list of media types, 
LIST_MG_CIS_AV_TYPES. 

Requirement ID: [SRS-7-254] 

MG_CIS_AV_TYPES SHALL determine an email message is non-compliant with the 
policy, if one or more the disposition media types are not present in the allowed list of 
media types, LIST_MG_CIS_AV_TYPES. 

Requirement ID: [SRS-7-255] 

MG_CIS_AV_TYPES SHALL determine the analysed media types from an analysis of 
the contents of the email attachments. 

Requirement ID: [SRS-7-256] 

MG_CIS_AV_TYPES SHALL determine an email message is non-compliant with the 
policy it is unable to determine an analysed media type for one or more attachments. 

Requirement ID: [SRS-7-257] 

MG_CIS_AV_TYPES SHALL determine an email message is compliant with the policy, 
if all the analysed media types are present in the allowed list of media types, 
LIST_MG_CIS_AV_TYPES. 

Requirement ID: [SRS-7-258] 

MG_CIS_AV_TYPES SHALL determine an email message is non-compliant with the 
policy, if one or more the analysed media types are not present in the allowed list of 
media types, LIST_MG_CIS_AV_TYPES. 

Requirement ID: [SRS-7-259] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_TYPES SHALL determine the container 
media types (e.g. zip), as derived from the filenames and binary analysis of the files 
found within container email attachments. 
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Requirement ID: [SRS-7-260] 

MG_CIS_AV_TYPES SHALL determine an email message is compliant with the policy, 
if all the container media types are present in the allowed list of media types, 
LIST_MG_CIS_AV_TYPES. 

Requirement ID: [SRS-7-261] 

MG_CIS_AV_TYPES SHALL determine an email message is non-compliant with the 
policy, if one or more the container media types are not present in the allowed list of 
media types, LIST_MG_CIS_AV_TYPES. 

7.6.1.2.3 MG_CIS_AV_DIRTY 

Requirement ID: [SRS-7-262] 

The subordinate Label validation capability MG_CIS_AV_DIRTY SHALL ensure an 
email message does not contain any of a configured set of words or phrases 
(LIST_MG_CIS_AV_DIRTYWORDS). 

Requirement ID: [SRS-7-263] 

MG_CIS_AV_DIRTY SHALL return a positive outcome if the list of dirty words, 
LIST_MG_CIS_AV_DIRTYWORDS, is empty.  

Requirement ID: [SRS-7-264] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_DIRTY SHALL inspect each of the email 
attachments, including the message body, for occurrences of any of the dirty 
words/phrases (LIST_MG_CIS_AV_DIRTYWORDS). 

Requirement ID: [SRS-7-265] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_DIRTY SHALL recursively inspect each of 
the email message attachments for occurrences of any of the dirty words/phrases 
(LIST_MG_CIS_AV_DIRTYWORDS). 

Requirement ID: [SRS-7-266] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_DIRTY SHALL perform case insensitive 
and normalised whitespace (stripping leading and trailing white space and replacing 
sequences of white space characters with a single space) matching when searching for 
each of the dirty words/phrases in the message body/attachment. 

Requirement ID: [SRS-7-267] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_DIRTY SHALL determine that an email 
message that contains at least one of the dirty word/phrases 
(LIST_MG_CIS_AV_DIRTYWORDS) is non-compliant with the policy. 

Requirement ID: [SRS-7-268] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_DIRTY SHALL determine that an email 
message that does not contains any of the dirty words/phrases in 
LIST_MG_CIS_AV_DIRTYWORDS is compliant with the policy.  
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7.6.1.2.4 MG_CIS_AV_MALWARE 

 Requirement ID: [SRS-7-269] 

The subordinate Attachment validation capability MG_CIS_AV_MALWARE SHALL 
ensure an email message does not contain any known malware. 

Requirement ID: [SRS-7-270] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_MALWARE SHALL scan each attachment 
within the email message for malware using the current set of malware definitions 
(LIST_MG_CIS_AV_MALWARE_DEFINTIONS). 

Requirement ID: [SRS-7-272] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_MALWARE SHALL determine that an 
email message that contains at least one attachment that is reported to contain 
malware is non-compliant with the policy. 

Requirement ID: [SRS-7-273] 

The sub-policy IEG-C_CIP_BS_EMAIL_AV_MALWARE SHALL determine that an 
email message that does not contains any attachment that is reported to contain 
malware is compliant with the policy.  

 MG_CIS_EV 

Requirement ID: [SRS-7-274] 

MG_CIS SHALL provide an SMTP envelope validation capability MG_CIS_EV that 
comprises a set of content filters. 

Requirement ID: [SRS-7-275] 

MG_CIS_EV SHALL act upon on the contents of the SMTP message envelope. 

Requirement ID: [SRS-7-276] 

MG_CIS_EV SHALL make use of the following subordinate SMTP envelope validation 
capabilities: 

 MG_CIS_EV_ORIG – validation of the SMTP originator; 

 MG_CIS_EV_RECIP – validation of the SMTP recipients; 

Requirement ID: [SRS-7-277] 

MG_CIS_EV SHALL return a positive outcome OMG__CIS_EV only if all of the 
subordinate Envelope validation capabilities (MG_CS_EV_ORIG and 
MG_CIS_EV_RECIP) return a positive outcome. 



NATO UNCLASSIFIED 
IFB-CO-14314-IEG-C 

Book II – Part IV SOW Annex A SRS 
 

NATO UNCLASSIFIED 
 
Book II, Part IV SOW Annex A, Page 218  

7.6.1.3.1 MG_CIS_EV_ORIG 

Requirement ID: [SRS-7-278] 

The subordinate SMTP envelope validation capability, MG_CIS_EV_ORIG, SHALL 
allow the configuration of a set of allowable message originators, 
LIST_MG_CIS_EV_ORIG, one of which a compliant email message must contain. 

Requirement ID: [SRS-7-279] 

MG_CIS_EV_ORIG SHALL allow a configured message originator to contain wildcards 
in the local-part of the address. 

Requirement ID: [SRS-7-280] 

MG_CIS_EV_ORIG SHALL allow a configured message originator to contain wildcards 
in the domain components of the address. 

Requirement ID: [SRS-7-281] 

MG_CIS_EV_ORIG SHALL identify the email message originator as the MAIL FROM: 
field as defined in [IETF RFC 5321, 2008]. 

Requirement ID: [SRS-7-282] 

MG_CIS_EV_ORIG SHALL perform case insensitive matching when comparing the 
email message originator with the allowable message originators. 

Requirement ID: [SRS-7-283] 

MG_CIS_EV_ORIG SHALL take into account the wildcards when comparing the email 
message originator with the allowable message originators. 

Requirement ID: [SRS-7-284] 

MG_CIS_EV_ORIG SHALL determine that an email message that contains an email 
message originator that is not an allowable message originator is non-compliant with 
the policy.  

Requirement ID: [SRS-7-285] 

MG_CIS_EV_ORIG SHALL determine that an email message that contains an 
originator that is an allowable message originator is compliant with the policy.  

7.6.1.3.2 MG_CIS_EV_RECIP 

Requirement ID: [SRS-7-286] 

The subordinate SMTP envelope validation capability, MG_CIS_EV_RECIP,   SHALL 
allow the configuration of a set of allowable message recipients that a compliant email 
message may contain. 
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Requirement ID: [SRS-7-287] 

MG_CIS_EV_RECIP SHALL allow a message recipient to contain wildcards in the 
local-part of the address. 

Requirement ID: [SRS-7-288] 

MG_CIS_EV_RECIP SHALL allow a message recipient to contain wildcards in the 
domain components of the address. 

Requirement ID: [SRS-7-289] 

MG_CIS_EV_RECIP SHALL identify the email message originator as the RCPT TO: 
field as defined in [IETF RFC 5321, 2008]. 

Requirement ID: [SRS-7-290] 

MG_CIS_EV_RECIP SHALL perform case insensitive matching when comparing the 
email message recipient with the allowable message recipients. 

Requirement ID: [SRS-7-291] 

MG_CIS_EV_RECIP SHALL take into the wildcards when comparing the email 
message originator with the allowable message originators. 

Requirement ID: [SRS-7-292] 

MG_CIS_EV_RECIP SHALL determine that an email message that contains an email 
message recipient that is not an allowable message recipient is non-compliant with 
the policy.  

Requirement ID: [SRS-7-293] 

MG_CIS_EV_RECIP SHALL determine that an email message that contains a 
recipient that is an allowable message recipient is compliant with the policy. 

7.6.2 Public Key Cryptographic Services 

 MG_PKCS 

Requirement ID: [SRS-7-294] 

MG MUST provide a capability MG_PKCS that enables the MG to perform 
cryptographic operations and key management. 

Requirement ID: [SRS-7-295] 

MG_PKCS SHALL conform to the INFOSEC Technical and Implementation Directive 
on Cryptographic Security and Cryptographic Mechanisms [NAC AC/322-D/0047-REV2 
(INV)]. 
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Requirement ID: [SRS-7-455] 

Cryptographic mechanisms implemented by MG_PKCS SHALL be based on Technical 
Implementation Guidance on Cryptographic Mechanisms in Support of Cryptographic 
Services [NAC AC/322-D(2012)0022, 2013]. 

 Public Key Cryptographic Services 

Requirement ID: [SRS-7-296] 

MG_PKCS MUST offer an interface ‘Public Key Cryptographic Services’ that supports 
the following cryptographic operations: 

 VerifyCMS (7.6.2.2.1); 

 VerifyXML (7.6.2.2.2); 

 Encrypt (7.6.2.2.3); 

 Decrypt (7.6.2.2.4). 

Requirement ID: [SRS-7-297] 

For every action taken, the operations ‘VerifyCMS, ‘VerifyXML’, ‘Encrypt’ and ‘Decrypt’ 
SHALL invoke the operation ‘Log’ (6.7.7.2.2) at the interface ‘Event Management’ 
([SRS-6-328] ) and log both the action and the result of the action. 

7.6.2.2.1 VerifyCMS 

Requirement ID: [SRS-7-298] 

The operation ‘VerifyCMS’: 

 MUST support the validation of Cryptographic Message 
Syntax SignedData digital signatures based on the 
Cryptographic Message Syntax ([IETF RFC 5652, 2009]); 

 MUST support validation of digital signatures in accordance 
with a specified cryptographic algorithm: the Rivest Shamir 
Adleman (RSA) algorithm [RSA PKCS#1, 2002] and 
cryptographic key sizes of 3072 bits that meet the following:  

o Requirements defined in the NPKI Certificate Policy 
[NAC AC/322-D(2004)0024 REV3-COR1, 2018] and 
[NAC AC/322-D(2007)0002-REV1, 2015]  

7.6.2.2.2 VerifyXML 

Requirement ID: [SRS-7-299] 

The operation ‘VerifyXML’: 

 MUST support the validation of XML digital signatures based 
on XMLDSIG Core Validation [W3C XMLDSIG-CORE, 2008]; 

 MUST support validation of XML digital signatures in 
accordance with a specified cryptographic algorithm: the 
Rivest Shamir Adleman (RSA) algorithm [RSA PKCS#1, 2002] 
and cryptographic key sizes of 3072 bits that meet the 
following:  
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o Requirements defined in the NPKI Certificate Policy 
[NAC AC/322-D(2004)0024-REV3-COR1, 2018] and 
[NAC AC/322-D(2007)0002-REV1, 2015]  

o The XML Signature Syntax and Processing standard 
(Second Edition) [W3C XMLDsig-2nd-Ed, 2008].  

 MUST support signatures of the types XMLDSIG ‘enveloping’ 
and ‘enveloped’. 

 MAY support signatures of the type XMLDSIG ‘detached’. 

 MUST support the validation and of cryptographic bindings 
according to ‘Cryptographic Artefact Binding Profiles’ 
[STANAG 4778 SRD.2]. 

7.6.2.2.3 Encrypt 

Requirement ID: [SRS-7-300] 

The operation ‘Encrypt’ MUST support encryption of data conformant with Transport 
Layer Security (TLS, [IETF RFC 8446, 2018]). 

7.6.2.2.4 Decrypt 

Requirement ID: [SRS-7-301] 

The operation ‘Decrypt’ MUST support decryption of data conformant with Transport 
Layer Security (TLS, [IETF RFC 8446, 2018]). 

 

7.6.3 Management 

7.7 Element Management Services 

7.7.1 Management 

Requirement ID: [SRS-7-302] 

The MG MUST provide a management capability MG_MGMT that supports local and 
remote management of the MG. 

Requirement ID: [SRS-7-502] 

The MG management capability SHALL be installed on the management workstation. 

7.7.2 Local Management 

Requirement ID: [SRS-7-303] 

For local management, MG_MGMT MUST offer an interface MG_IF_LOCAL_MGMT 
consisting of a directly attached keyboard and display console. 
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Requirement ID: [SRS-7-304] 

MG_IF_LOCAL_MGMT SHALL support the invocation of the operations at the 
interfaces ‘CIS Security’ ([SRS-7-331]), ‘SMC Configuration Management’ ([SRS-7-
352]) and ‘Cyber Defence’ 7.7.6). 

7.7.3 Audit Management 

Requirement ID: [SRS-7-305] 

MG_MGMT MUST provide a capability MG_MGMT_AM that allows Audit 
Administrators to fulfil their role.  

Requirement ID: [SRS-7-306] 

MG_MGMT_AM MUST be interoperable with NATO auditing and system management 
tools. 

Requirement ID: [SRS-7-307] 

MG_MGMT_AM SHALL provide the capability to detect and create records of security-
relevant events associated with users. 

Requirement ID: [SRS-7-308] 

MG_MGMT_AM SHALL provide the capability to detect and create records of security-
relevant events associated with end users transferring messages cross domain. 

Requirement ID: [SRS-7-309] 

MG_MGMT_AM SHALL provide the capability to appropriately classify and protect 
audit information in accordance with NATO security policy. 

Requirement ID: [SRS-7-310] 

MG_MGMT_AM SHALL provide mechanisms to protect audit logs from unauthorised 
access, modification and deletion. 

Requirement ID: [SRS-7-311 

MG_MGMT_AM SHALL provide the capability to selectively view audit information, and 
alert the Audit Administrator of identified potential security violations. 

Requirement ID: [SRS-7-312] 

MG_MGMT_AM SHALL provide reliable time stamps and the capability for the Audit 
Administrator to set the time used for these time stamps. 

Requirement ID: [SRS-7-313] 

MG_MGMT_AM SHALL support the generation of an audit log for each of the following 
general auditable events: 

 MG start-up and shutdown; 

 Changes to security related system management functions; 
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 Audit log access; 

 Creation, modification or deletion of audit log records; 

 Invocation of privileged operations; 

 Modification to MG access rights; 

 Unauthorised attempts to access MG system files; 

 All modified objects are recorded with date, time, details of 
change and user. 

Requirement ID: [SRS-7-314] 

MG_MGMT_AM SHALL support the generation of an audit log for each of the following 
Data Exchange Services auditable events: 

 Data Exchange Services start-up and shutdown; 

 Unauthorised attempts to request access to information cross 
domain; 

 Unauthorised attempts to modify Data Exchange Services 
configuration; 

 Failed Data Exchange Services operations. 

Requirement ID: [SRS-7-315] 

MG_MGMT_AM SHALL support the generation of an audit log for each of the following 
Protection Services auditable events: 

 Protection Services start-up and shutdown; 

 Failed Protection Services operations; 

 Unauthorised attempts to modify Protection Services 
configuration; 

 Creation, modification and deletion of Public Key 
Cryptographic Services keying material; 

 Updates of Content Inspection Services content filters; 

 Failed certificate path validation and revocation.  

Requirement ID: [SRS-7-316] 

MG_MGMT_AM SHALL support the generation of an audit log for each of the following 
Protection Policy Enforcement Services auditable events: 

 Protection Policy Enforcement Services start-up and 
shutdown; 

 Failed Protection Policy Enforcement Services operations; 

 Unauthorised attempts to create, modify or delete Information 
Flow Control policies; 

 Unauthorised attempts to create, modify or delete Content 
Inspection policies. 

Requirement ID: [SRS-7-317] 

MG_MGMT_AM SHALL support the archiving of the audit log after a period of time as 
configured by the Audit Administrator. 

Requirement ID: [SRS-7-318] 

MG_MGMT_AM SHALL by default archive the audit log daily. 
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Requirement ID: [SRS-7-319] 

MG_MGMT_AM SHALL automatically back up audit logs at configurable intervals. 

Requirement ID: [SRS-7-320] 

MG_MGMT_AM SHALL provide the capability, including integrity checking, to verify 
that the audit log has been archived correctly. 

Requirement ID: [SRS-7-321] 

MG_MGMT_AM SHALL provide the capability to alert the Audit Administrator when the 
audit log exceeds a configurable percentage of the configurable maximum permitted 
size. 

Requirement ID: [SRS-7-322] 

MG_MGMT_AM SHALL by default set the configurable percentage to 90% of the 
configurable maximum permitted size. 

7.7.4 CIS Security 

Requirement ID: [SRS-7-323] 

MG_MGMT SHALL provide a capability MG_MGMT_CS that allows for the 
management of CIS Security information specific to the MG.  

Requirement ID: [SRS-7-503] 

MG_MGMT SHALL generate private keys and corresponding Certificate Signing 
Requests (CSRs) for signing by the appropriate NATO Registration Authority (RA).  

Requirement ID: [SRS-7-324] 

MG_MGMT_CS SHALL support the retrieval of key material, certificates and CRLs 
from locations external to the MG. 

Requirement ID: [SRS-7-325] 

MG_MGMT_CS SHALL validate certificates against CRLs in accordance with the NPKI 
Certificate Policy [NAC AC/322-D(2004)0024-REV3-COR1, 2018]. 

Requirement ID: [SRS-7-507] 

MG_MGMT_CS MAY support remote checking of the status of certificates using the 
Online Certificate Status protocol (OCSP) [IETF RFC 6960, 2013]. 

Requirement ID: [SRS-7-326] 

MG_MGMT_CS SHALL only trust certificates that  

 Are validated using OCSP 

 Can be validated to an installed trusted certificate. 
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Requirement ID: [SRS-7-327] 

MG_MGMT_CS SHALL allow the installation of multiple trusted certificates. 

Requirement ID: [SRS-7-328] 

MG_MGMT_CS SHALL support automated execution of the following actions: 

 Updating of certificates; 

 Updating of CRLs; 

Requirement ID: [SRS-7-329] 

MG_MGMT_CS MUST support scheduling of each operation in [SRS-7-328] such that: 

 The operation will be executed at a configurable date and 
time, with: 

o date expressed in years, month and day; 
o time expressed in hours and minutes. 

 When starting at a configurable date and time, the operation 
will be executed at a configurable regular time interval 
expressed in days, weeks or months. 

Requirement ID: [SRS-7-330] 

MG_MGMT_CS SHALL pass outgoing CIS Security Messages to the interface ‘Core 
Services Management’ ([SRS-7-60]) for further processing. 

Requirement ID: [SRS-7-504] 

MG_MGMT_CS SHALL update the malware/virus signatures used by the MG 
malware/virus scanner on a daily basis. 

 Interfaces 

Requirement ID: [SRS-7-331] 

MG_MGMT_CS MUST offer an interface ‘CIS Security’ that accepts an incoming ‘CIS 
Security Message’ in support of the operations ‘Manage Protection Policies’ (7.7.4.1.1), 
‘Review’ (7.7.4.1.2) and ‘Manage Public Key Material’ (7.7.4.1.3). 

7.7.4.1.1 Manage Protection Policies 

Requirement ID: [SRS-7-332] 

The interface ‘CIS Security’ MUST support an operation ‘Manage Protection Policies’ 
that provides the capability to manage the lifecycle of the IFPs and CIPs in support of 
MG_IFCPE ([SRS-7-82] and MG_CIPE ([SRS-7-169] respectively. 

Requirement ID: [SRS-7-333] 

The operation ‘Manage Protection Policies’ SHALL support the following actions: 

 Create policy; 

 Read policy; 

 Update policy; 
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 Delete policy; 

 Activate policy; 

 De-activate policy; 

 Backup policy; 

 Restore policy. 

Requirement ID: [SRS-7-334] 

MG_MGMT_CS MUST support the automated execution of those operations in [SRS-
7-333] that comprise a policy update. 

Requirement ID: [SRS-7-335] 

MG_MGMT_CS MUST support the automated execution of the operation ‘Backup 
policy’ in [SRS-7-333]. 

Requirement ID: [SRS-7-336] 

MG_MGMT_CS MUST support scheduling of policy updates such that: 

 The policy update will be executed at a configurable date and 
time, with: 

o date expressed in years, month and day; 
o time expressed in hours and minutes. 

 When starting at a configurable date and time, the policy 
update will be executed at a configurable regular time interval 
expressed in days, weeks or months. 

7.7.4.1.2 Review 

Requirement ID: [SRS-7-337] 

The interface ‘CIS Security’ MUST support an operation ‘Review’ that provides the 
capability to review audit logs. 

7.7.4.1.3 Manage Public Key Material 

Requirement ID: [SRS-7-338] 

The interface ‘CIS Security’ MUST support an operation ‘Manage Public Key Material’ 
that provides the capability to manage key material to support MG_PKCS ([SRS-7-
294]). 

Requirement ID: [SRS-7-339] 

The operation ‘Manage Public Key Material’ SHALL be compliant with CIS Security 
Technical and Implementation Guidance in Support of Public Key Infrastructure – 
Cryptographic Artefacts [NAC AC/322-D(2007)0002-REV1, 2015]. 

Requirement ID: [SRS-7-340] 

The operation ‘Manage Public Key Material’ MUST provide the capability to: 

 Import and store key material; 

 Install and de-install certificates; 
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 Update certificates; 

 Import and update CRLs. 

7.7.5 SMC Configuration Management 

Requirement ID: [SRS-7-341] 

MG_MGMT MUST provide a management capability MG_MGMT_CM that enables the 
configuration and management of the MG. 

Requirement ID: [SRS-7-342] 

MG_MGMT_CM MUST provide the capability to change, capture, duplicate, backup or 
restore the configuration of the MG. 

Requirement ID: [SRS-7-343] 

MG_MGMT_CM MUST provide the capability to remotely prepare a MG configuration 
MG_CONFIG and deploy MG_CONFIG onto multiple instances of the MG.  

Requirement ID: [SRS-7-344] 

MG_MGMT_CM MUST offer a graphical user interface for all configuration and 
installation options, including the updating of XML artefacts. 

Requirement ID: [SRS-7-345] 

MG_MGMT_CM MUST support configuration of the MG based on a customizable (pre-
loaded) configuration templates (e.g. SPIFs are pre-installed) in support of common 
information exchange scenarios. 

Requirement ID: [SRS-7-346] 

MG_MGMT_CM MUST support the creation and installation (pre-loading) of the 
configuration templates. 

Requirement ID: [SRS-7-347] 

MG_MGMT_CM MUST support the retrieval of XML artefacts from locations external to 
the MG. 

Requirement ID: [SRS-7-348] 

MG_MGMT_CM MUST support one or more of the following management protocols 
and associated SMC Messages for the retrieval of XML artefacts: 

 Secure LDAP (LDAPS) [IETF RFC 4510 – 4519, 2006]; 

 HTTP(S) ([IETF RFC 7230, 2014], [IETF RFC 7540, 2015] 
[IETF RFC 8446, 2008], [IETF RFC 2818, 2000];  

 SOAP ([W3C SOAP 1.1, 2000] and [W3C SOAP 1.2, 2007]). 

Requirement ID: [SRS-7-349] 

MG_MGMT_CM MUST support automated execution of the following action: 



NATO UNCLASSIFIED 
IFB-CO-14314-IEG-C 

Book II – Part IV SOW Annex A SRS 
 

NATO UNCLASSIFIED 
 
Book II, Part IV SOW Annex A, Page 228  

 Updating of XML artefacts including SPIFs. 

Requirement ID: [SRS-7-350] 

MG_MGMT_CM MUST support scheduling of the operation in [SRS-7-349] such that: 

 The operation will be executed at a configurable date and 
time, with: 

 date expressed in years, month and day; 

 time expressed in hours and minutes. 

 When starting at a configurable date and time, the operation 
will be executed at a configurable regular time interval 
expressed in days, weeks or months. 

Requirement ID: [SRS-7-351] 

MG_MGMT_CM SHALL pass outgoing SMC Messages to the interface ‘Core Services 
Management’ ([SRS-7-60]) for further processing. 

Requirement ID: [SRS-7-505] 

MG_MGMT_CM SHALL integrate the update of the virus definitions 
(LIST_MG_CIS_AV_MALWARE_DEFINITIONS) used by MG malware scanner with 
the existing capability  

 Interfaces 

Requirement ID: [SRS-7-352] 

MG_MGMT_CM MUST offer an interface ‘SMC Configuration Management’ that 
accepts an incoming ‘SMC Message’ in support of the operations ‘Configure OS’ 
(7.7.5.1.1), ‘Configure Protection Policy Enforcement Services” (7.7.5.1.2), ‘Configure 
Data Exchange Services’ (7.7.5.1.3) and ‘Configure Protection Services’ (7.7.5.1.4). 

7.7.5.1.1 Configure OS 

Requirement ID: [SRS-7-353] 

The interface ‘SMC Configuration Management’ MUST support an operation ‘Configure 
OS’ that provides the ability to configure and manage the operating system(s) and 
platform(s) the MG is running on, and the applications running on the operating system. 

Requirement ID: [SRS-7-354] 

The operation ‘Configure OS’ SHALL support SMC Messages of the following types: 

 Secure Shell (SSH, [IETF RFC 4253, 2006]); 

 Network Time Protocol (NTP, [IETF RFC 5905, 2010]); 

 Intelligent Platform Management Interface (IPMI, [IPMI V2.0, 
2013]); 

 Hypertext Transport Protocol Message (HTTP, [IETF RFC 
7230, 2014]). 
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7.7.5.1.2 Configure Protection Policy Enforcement Services 

Requirement ID: [SRS-7-355] 

The interface ‘SMC Configuration Management’ MUST support an operation ‘Configure 
Protection Policy Enforcement Services’ that provides the capability to configure and 
manage MG_IFCPE (7.5.1.1) and MG_CIPE (7.5.3.1). 

Requirement ID: [SRS-7-356] 

The operation ‘Configure Protection Policy Enforcement Services’ MUST provide the 
capability to change, capture, duplicate, backup or restore the configuration of 
MG_IFCPE and MG_CIPE. 

Requirement ID: [SRS-7-357] 

The operation ‘Configure Protection Policy Enforcement Services’ SHALL support SMC 
Messages of the following types: 

 Secure Shell (SSH, [IETF RFC 4253, 2006]);  

 Remote Desktop Protocol (RDP); 

 Hypertext Transport Protocol Message (HTTP, [IETF RFC 
7230, 2014]). 

7.7.5.1.3 Configure Data Exchange Services 

Requirement ID: [SRS-7-358] 

The interface ‘SMC Configuration Management’ MUST support an operation ‘Configure 
Data Exchange Services’ that provides the capability to configure and manage 
MG_DEX ([SRS-7-1]). 

Requirement ID: [SRS-7-359] 

The operation ‘Configure Data Exchange Services’ MUST provide the capability to 
change, capture, duplicate, backup or restore the configuration of MG_DEX.  

Requirement ID: [SRS-7-360] 

The operation ‘Configure Data Exchange Services’ SHALL support SMC Messages of 
the following types: 

 Secure Shell (SSH, [IETF RFC 4253, 2006]);  

 Remote Desktop Protocol (RDP); 

 Hypertext Transport Protocol Message (HTTP, [IETF RFC 
7230, 2014]). 

7.7.5.1.4 Configure Protection Services 

Requirement ID: [SRS-7-361] 

The interface ‘SMC Configuration Management’ MUST support an operation ‘Configure 
Protection Services’ that provides the capability to configure and manage MG_CIS 
([SRS-7-196]) and MG_PKCS ([SRS-7-294]). 
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Requirement ID: [SRS-7-362] 

The operation ‘Configure Protection Services’ MUST provide the capability to change, 
capture, duplicate, backup or restore the configuration of MG_CIS and MG_PKCS. 

Requirement ID: [SRS-7-363] 

The operation ‘Configure Protection Services’ SHALL support SMC Messages of the 
following types: 

 Secure Shell (SSH, [IETF RFC 4253, 2006]);  

 Remote Desktop Protocol (RDP); 

 Hypertext Transport Protocol Message (HTTP, [IETF RFC 
7230, 2014]). 

Requirement ID: [SRS-7-364] 

The operation ‘Configure Protection Services’ MUST provide the capability to manage 
filters for MG_CIS. 

Requirement ID: [SRS-7-365] 

The management of filters for MG_CIS SHALL include: 

 Installation and de-installation of content filters; 

 Updating of content filters. 

Requirement ID:  [SRS-7-456] 

The operation ‘Configure Protection Services’ MUST provide the capability to manage 
XML artefacts for MG_CIS. 

Requirement ID: [SRS-7-366] 

The management of XML artefacts for MG_CIS SHALL include: 

 Loading and removal; 

 Validation against the corresponding XML Schema,  

 Validation of any contained XML Digital Signature. 

7.7.6 Cyber Defence 

Requirement ID: [SRS-7-367] 

MG_MGMT MUST provide a management capability MG_MGMT_CD that provides the 
capability to manage and respond to cyber-related attacks on the MG. 

Requirement ID: [SRS-7-368] 

MG_MGMT_CD SHALL pass outgoing Cyber Defence Messages to interface ‘Core 
Services Management’ ([SRS-7-60]) for further processing. 
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 Interfaces 

Requirement ID: [SRS-7-369] 

MG_MGMT_CD MUST offer an interface ‘Cyber Defence’ that accepts an incoming 
‘Cyber Defence Message’ in support of the operations ‘Assess’ (7.7.6.1.1), ‘Respond’ 
(7.7.6.1.2) and ‘Recover’ (7.7.6.1.3). 

7.7.6.1.1 Assess 

Requirement ID: [SRS-7-370] 

The interface ‘Cyber Defence’ MUST support an operation ‘Assess’ that provides the 
capability to assess damage and attacks/faults of MG components that have been 
affected by attacks and faults. 

Requirement ID: [SRS-7-371] 

The operation ‘Assess’ SHALL be able to support analysis and evaluation of an attack. 

Requirement ID: [SRS-7-372] 

The operation ‘Assess’ SHALL be able to support the aggregation of cyber-related data 
(e.g. logs from MG_IFCPE, MG_CIPE and MG_PKCS) to a central repository to 
facilitate proper analysis. 

7.7.6.1.2 Respond 

Requirement ID: [SRS-7-373] 

The interface ‘Cyber Defence’ MUST support an operation ‘Respond’ that provides the 
capability to dynamically mitigate the risk identified by a suspected attack/fault. 

Requirement ID: [SRS-7-374] 

The operation ‘Respond’ SHALL be able to support the controlling of traffic flows for the 
purpose of stopping or mitigating an attack or fault. 

Requirement ID: [SRS-7-375] 

The controlling of traffic flow by MG_MGMT_CD SHALL include: 

 Termination; 

 Throttling to a certain level of bandwidth or with a certain 
delay; 

 Redirection. 

7.7.6.1.3 Recover 

Requirement ID: [SRS-7-376] 

The interface ‘Cyber Defence’ MUST support an operation ‘Recover’ that provides the 
capability to take the required action to recover from an attack/fault and restore the 
components of the MG that were affected by the attack/fault. 
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7.7.7 Event Management 

Requirement ID: [SRS-7-377] 

MG_MGMT MUST provide a management capability MG_MGMT_EM that enables the 
management of events. 

Requirement ID: [SRS-7-378] 

MG_MGMT_EM SHALL collect events and support the forwarding of events to the 
EMS. 

Requirement ID: [SRS-7-379] 

MG_MGMT_EM SHOULD support monitoring based on the Microsoft System Center 
Operations Manager (SCOM). 

Requirement ID: [SRS-7-380] 

MG_MGMT_EM SHALL support SNMP v3 [IETF RFC 3412, 2002] and the Mail 
Monitoring MIB [IETF RFC 2789, 2000]  

Requirement ID: [SRS-7-381] 

MG_MGMT_EM SHALL provide a toolset which allows MG Administrators to define, 
filter, correlate and group events according to their context, criticality, source and 
impacts. 

Requirement ID: [SRS-7-382] 

MG_MGMT_EM SHALL provide an event correlation toolset that can be either 
customizable or adaptive to detect normal and abnormal behaviour patterns. 

Requirement ID: [SRS-7-383] 

MG_MGMT_EM SHALL provide the capability to examine recorded historical logs and 
archives. 

Requirement ID: [SRS-7-384] 

MG_MGMT_EM SHALL support the correlation of requests and responses in order to 
track all responses (or faults) with the correct request for information access. 

Requirement ID: [SRS-7-386] 

MG_MGMT_EM SHALL provide an event management toolset which allows MG 
Administrators to customize the building and saving of reports. 

Requirement ID: [SRS-7-387] 

The event management toolset SHALL support the provision of visibility on usage 
patterns over daily, monthly and variable periods. 
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	12 INVOICES AND PAYMENT
	12.1 This Clause augments Clause 25 of the Contract General Provisions.
	12.2 Following Purchaser acceptance, in writing, payment for supplies and services furnished shall be made in the currency specified for the relevant portion of the Contract.
	12.3 The term of the Contract may not be exceeded without prior approval of the Purchaser.  In no case will the Purchaser make payment above the total of the corresponding CLINs.
	12.4 No payment will be made if CLIN items agreed for delivery before milestones are not complete as described in bidding sheets, SSS and SoW.
	12.5 No payment shall be made with respect to undelivered supplies; works not performed, services not rendered and/or incorrectly submitted invoices.
	12.6 No payment will be made for additional items delivered that are not specified in the contractual document.
	12.7 The invoice amount shall be exclusive of VAT and exclusive of all Taxes and Duties as per Clause 26 (Taxes and Duties) of the Contract General Provisions.
	12.8 CLINs will be paid as below based on Purchaser milestone approval in writing.
	12.9 The Contractor shall be entitled to submit invoices as follows:
	12.10 Evidence of the acceptance by the Purchaser shall be attached to all invoices.
	12.11 The Purchaser is released from paying any interest resulting from any reason whatsoever.
	12.12 The Contractor shall render all invoices in a manner, which shall provide a clear reference to the Contract. Invoices in respect of any service and/or deliverable shall be prepared and submitted as specified hereafter and shall contain:
	12.12.1 Contract number CO-14314-IEG-C
	12.12.2 Purchase Order number (TBD at Contract Award)
	12.12.3 Contract Amendment number (if any)
	12.12.4 Contract Line Item(s) (CLIN) as they are defined in the priced Schedule of Supplies and Services.
	12.12.5 Bank Account details for International wire transfers

	12.13 The invoice shall contain the following certificate:
	12.14 Invoices referencing “CO-14314-IEG-C/ PO (TBD at Contract Award)” shall be submitted in electronic format to:
	12.15 NCI Agency will make payment within 45 days of receipt by NCI Agency of a properly prepared and documented invoice.

	13 LIQUIDATED DAMAGES
	13.1 This Clause replaces Clause 38 (Liquidated Damages) of the Contract General Provisions.
	13.2  If the Contractor fails to:
	13.2.1 meet the delivery schedule of the Deliverables or any specified major performance milestones or required performance dates specified in the Schedule of Supplies and Services to this Contract, or any extension thereof, or
	13.2.2 deliver and obtain acceptance of the Deliverables or to acceptably perform the services as specified in the Schedule of Supplies and Services to this Contract,the actual damage to the Purchaser for the delay will be difficult or impossible to d...

	13.3 In addition to the liquidated damages, the Purchaser shall have the possibility of terminating this Contract in whole or in part, as provided in Clause 39 (Termination for Default) of the Contract General Provisions. In the event of such terminat...
	13.4 The Contractor shall not be charged with liquidated damages when the delay arises out of causes beyond the control and without the fault or negligence of the Contractor as defined in Clause 39.6 (Termination for Default) of the Contract General P...
	13.5 Liquidated damages shall be payable to the Purchaser from the first day of delinquency and shall accrue at the rate specified in Clause 12.2.2 above to 15% of the value of each line item individually and an aggregate sum of all delinquent items n...
	13.6 The amount of Liquidated Damages due by the Contractor shall be recovered by the Purchaser in the following order of priority:
	13.7 The rights and remedies of the Purchaser under this clause are in addition to any other rights and remedies provided by law or under this Contract.

	14 SUPPLEMENTAL AGREEMENT(S), DOCUMENTS AND PERMISSIONS
	14.1 If any supplemental agreements, documents and permissions are introduced after Contract award, the execution of which by the Purchaser is/ are required by national law or regulation, and it is determined that the Contractor failed to disclose the...
	14.2 Supplemental agreement(s), documents and permissions, the execution of which by the Purchaser is/are required by national law or regulation and that have been identified by the Contractor prior to the signature of this Contract, but have not yet ...

	15 SECURITY
	15.1 This Clause augments Clause 11 (Security) of the Contract General Provisions.
	15.2 The security classification of this Contract is NATO UNCLASSIFIED.
	15.3 In the performance of all works under this Contract it shall be the Contractor’s responsibility to ascertain and comply with all applicable NATO and National security regulations as implemented by the Purchaser and by the local authorities.
	15.4 Contractor and /or Subcontractor personnel employed under this Contract that will require access to locations, such as sites and headquarters, where classified material and information up to and including “NATO SECRET” are handled shall be requir...
	15.5 All NATO CLASSIFIED material entrusted to the Contractor shall be handled and safeguarded in accordance with applicable security regulations.
	15.6 The Contractor will be required to handle and store classified material to the level of “NATO SECRET”.
	15.7 It shall be the Contractor’s responsibility to obtain the appropriate personnel and facility clearances to the levels stated in the preceding paragraphs and to have such clearances confirmed to the Purchaser by the relevant National security auth...
	15.8 Failure to obtain or maintain the required level of security for Contractor personnel and facilities for the period of performance of this Contract shall not be grounds for any delay in the scheduled performance of this Contract and may be ground...
	15.9 The Contractor shall note that there are restrictions regarding the carriage and use of electronic device (e.g. laptops) in Purchaser secured locations. The Contractor shall be responsible for satisfying and obtaining from the appropriate site au...

	16 KEY PERSONNEL
	16.1 The designated Contractor personnel fulfilling the roles as described in Statement of Work are considered Key Personnel for successful Contract performance and are subject to the provisions of this Clause as set forth in the following paragraphs.
	16.2 The following individuals are identified as Key Personnel under this Contract:
	16.3 Under the terms of this Clause, Key Personnel may not be voluntarily diverted by the Contractor to perform work outside the Contract unless approved by the Purchaser. In cases where the Contractor has no control over the individual’s non-availabi...
	16.4 The Contractor shall take all reasonable steps to avoid changes to Key Personnel assigned to this project except where changes are unavoidable or are of a temporary nature. Any replacement personnel shall be of a similar grade, standard and exper...
	16.5 In the event of a substitution of any Key Personnel listed above and prior to commencement of performance, the Contractor shall provide a CV for the personnel proposed. The CV shall clearly stipulate full details of professional and educational b...
	16.6 The Purchaser reserves the right to interview any Contractor personnel proposed in substitution of previously employed Contractor Key Personnel to verify their language skills, experience and qualifications, and to assess technical compliance wit...
	16.7 The interview, if required, may be conducted as a telephone interview, or may be carried out at the Purchaser’s premises in Brussels, Belgium.
	16.8 If, as a result of the evaluation of the CV and/or interview the Purchaser judges that the proposed replacement Key Personnel does not meet the required skills levels, he shall have the right to request the Contractor to offer another qualified i...
	16.9 All costs to the Contractor associated with the interview(s) shall be borne by the Contractor, independently from the outcome of the Purchaser’s evaluation.
	16.10 The Purchaser Contracting Authority will confirm any consent given to a substitution in writing and only such written consent shall be deemed as valid evidence of Purchaser consent. Each of the replacement personnel will also be required to sign...
	16.11 Furthermore, even after acceptance of Contractor personnel on the basis of his/her CV and/or interview, the Purchaser reserves the right to reject Contractor personnel, if the individual is not meeting the required level of competence. The Purch...
	16.12 The Purchaser may, for just cause, require the Contractor to remove his employee. Notice for removal will be given to the Contractor by the Purchaser in writing and will state the cause justifying the removal. The notice will either demand subst...
	16.13 In those cases where, in the judgement of the Purchaser, the inability of the Contractor to provide a suitable replacement in accordance with the terms of this Clause may potentially endanger the progress under the Contract, the Purchaser shall ...

	17 INDEPENDENT CONTRACTOR
	17.1 The Personnel provided by the Contractor are at all times employees of the Contractor and not the Purchaser.  In no case shall Contractor personnel act on behalf of or as an agent for NATO or any of its bodies.  In no way shall the Contractor per...
	17.2 The Purchaser shall not be responsible for securing work permits, lodging, leases nor tax declarations, driving permits, etc., with national or local authorities. Contractors personnel employed under this Contract are not eligible for any diploma...

	18 NON DISCLOSURE AGREEMENT
	18.1 All Contractor and Subcontractor personnel working at any NATO Organisation / Commands premises or having access to NATO classified / commercial-in-confidence information must certify and sign the Declaration attached hereto at Annex A and provid...

	19 CARE AND DILIGENCE OF PROPERTY
	19.1 The Contractor shall use reasonable care to avoid damaging buildings, walls, equipment, and vegetation (such as trees, shrub and grass) on the work site.
	19.2 If the Contractor damages any such buildings, walls, equipment or vegetation on the work site, he shall fix or replace the damage as directed by the Purchaser and at no expense to the Purchaser. If he fails or refuses to make such repair or repla...
	19.3 The Purchaser will exercise due care and diligence for the Contractor’s furnished equipment and materials on site. The Purchaser will, however, not assume any liability except for gross negligence and wilful misconduct on the part of the Purchase...
	19.4 The Contractor shall, at all times, keep the site area, including storage areas used by the Contractor, free from accumulations of waste. On completion of all work the Contractor is to leave the site area and its surroundings in a clean and neat ...

	20 RESPONSIBILITY OF THE CONTRACTOR TO INFORM EMPLOYEES OF WORK ENVIRONMENT
	20.1 The Contractor shall inform his employees under this Contract of the terms of the Contract and the conditions of the working environment.
	20.2 Specifically, personnel shall be made aware of all risks associated with the performance under this Contract, the conditions of site in which the performance is to take place and living conditions while performing within the boundaries of the Con...

	21 SOFTWARE
	21.1 The Purchaser reserves the right to exclude from the awarded Contract the purchase of software licenses for which NATO has established centralized Contracts. In this case, the Contract terms, schedule and prices will be modified accordingly, and ...
	21.2 Where the term Purchaser Furnished Equipment (PFE) is used it should be interpreted as Purchaser Furnished Property as defined in the Contract General Provisions.

	22 WARRANTY
	22.1 The Contractor shall provide warranty on all material provided under this Contract and in accordance with Book II, Part IV of the Statement of Work or a minimum one (1) year warranty where no period is specified.
	22.2 For this purpose the Contractor shall provide exact warranty conditions by type of equipment and detailed handling instructions, including information of points of contact to be contacted in case of a warranty claim.

	23 COTS Product replacement
	23.1 If any COTS products specified in the Contract are upgraded or discontinued by their original providers for commercial or technological reasons, the Contractor shall propose their substitution by the new versions that are intended as market repla...
	23.2 The Contractor shall provide price and performance data to support an improvement in performance and/or a reduction in price and/or life-cycle support costs. If necessary for evaluation by the Purchaser, the Contractor shall provide a demonstrati...
	23.3 All COTS furnished by the Contractor under this Contract shall be current production and upgraded to the most current versions at Provisional Site Acceptance (PSA).

	24 OPTIONS
	24.1 The options are available for exercise by the Purchaser at any time and in any combination from the date of Contract execution to Final System Acceptance (FSA) plus one (1) year. If the Purchaser exercises such options, the Contractor shall deliv...
	24.2 Prices for all optional line items shall have a validity period that corresponds to the option exercise period cited above.
	24.3 The Contractor understands that there is no obligation under this Contract for the Purchaser to exercise any of the optional line items and that the Purchaser bears no liability should he decide not to exercise the options (totally or partially)....
	24.4 Any options exercised shall be exercised by written Amendment to the Contract.

	25 OPTIMISATION
	25.1 The Contractor is encouraged to examine methods and technology that may increase efficient operation and management of the system(s) on which the required services are provided to the Purchaser, thus reducing operating and manpower costs and the ...
	25.2 The Contractor may, during the Period of Performance, introduce Engineering Change Proposals (ECPs) offering innovations and/or technology insertion with a view towards reducing the Total Cost of Ownership TCO to the Purchaser.
	25.3 Any such ECP submitted shall cite this Clause as the basis of submission and provide the following information:
	25.3.1 A detailed description of the technical changes proposed, the advantages, both long and short term, and an analysis of the risks of implementation;
	25.3.2 A full analysis of the prospective savings to be achieved, in the form of a TCO Assessment Report, in both equipment and manpower, including, as appropriate, utility and fuel consumption and NATO manpower, travel, etc.;
	25.3.3 A full impact statement of changes that the Purchaser would be required to make, if any, to its operational structure and management procedures;
	25.3.4 A fully detailed proposal of any capital investment necessary to achieve the savings;
	25.3.5 A schedule of how the changes would be implemented with minimal negative impact to on-going performance and operations.


	26 CONTRACT ADMINISTRATION
	26.1 The Purchaser is the NATO Communications and Information Agency (NCI Agency). The Purchaser is the Point of Contact for all contractual and technical issues. The Contractor shall accept Contract modifications only in writing from the Purchaser’s ...
	26.2 All notices and communications between the Contractor and the Purchaser shall be written and conducted in English.
	26.3 Formal letters and communications shall be personally delivered or sent by mail, registered mail, courier or other delivery service, to the official points of contact quoted in this Contract.
	26.4 Informal notices and informal communications may be exchanged by any other communications means including telephone and e-mail.
	26.5 All notices and communications shall be effective upon receipt.
	26.6 Official points of contact are:

	27 CONFLICT OF INTEREST
	27.1 A conflict of interest means that because of other activities or relationships with other persons or entities, a Contractor is unable, or potentially unable to render impartial assistance or advice to the Purchaser, or the Contractor’s objectivit...
	27.2 The Contractor is responsible for maintaining and providing up-to-date conflict of interest information to the Purchaser. If, after award of this Contract or any task order herein, the Contractor discovers a conflict of interest with respect to t...
	27.3 If, after award of this Contract or any task order herein, the Purchaser discovers a conflict of interest with respect to this Contract or task order, which has not been disclosed by the Contractor, the Purchaser may at its sole discretion reques...
	27.4 The Contractor's notice called for in paragraph 27.2 above shall describe the actual, apparent, or potential conflict of interest, the action(s) the Contractor has taken or proposes to take to avoid or mitigate any conflict, and shall set forth a...
	27.5 The Contractor has the responsibility of formulating and forwarding a proposed conflict of interest mitigation plan to the Purchaser, for review and consideration. This responsibility arises when the Contractor first learns of an actual, apparent...
	27.6 If the Purchaser in its discretion determines that the Contractor's actual, apparent, or potential conflict of interest remains, or the measures proposed are insufficient to avoid or mitigate the conflict, the Purchaser will direct a course of ac...
	27.7 The Contractor's misrepresentation of facts in connection with a conflict of interest reported, or a Contractor’s failure to disclose a conflict of interest as required shall be a basis for default termination of this Contract.

	28 technical direction
	28.2 The individuals working on this Contract shall perform the effort within the general scope of work identified in the Contract Part IV - Statement of Work (SOW).  This effort will be directed on a more detailed level by the Purchaser’s Project Man...
	28.4 Neither the Purchaser’s Project Manager as identified in Clause 16 of these Contract Special Provisions, nor any Technical Representative,  has the authority to change the terms and conditions of the Contract.  If the Contractor has reason to bel...
	28.5 Upon receipt of such notification above, the Purchaser’s Contracting Authority will:
	a) confirm the effort requested is within scope, or;
	b) confirm that the instructions received constitute a change and request a quotation for a modification of scope and/or price, or;
	c) rescind the instructions.


	29 EXCLUSION CLAUSE
	29.1 This Contract has an exclusion clause and it is as follows:
	29.1.1 The Contractor and its sub-Contractors that supported the award of CO-14171-PMIC shall be excluded from award of this contract of future Contract(s) and sub-Contract(s) for consultancy, hardware or software implementation under the Bi-Strategic...

	29.2 The NCI Agency shall not consider mitigation plans regarding this exclusion.
	29.3 This exclusion clause does not apply to parent companies of the Contractor and their wholly owned subsidiaries provided that the parent company or its subsidiaries provides proof to the satisfaction of the Purchaser that they operate as a separat...
	29.4 This exclusion clause shall remain valid for a period of two (2) years after Contract completion.
	29.5 Once the validity period of this exclusion clause has expired, the limitations imposed by this exclusion clause shall no longer apply.
	29.6 The Contractor shall insert the substance of paragraphs 29.1 through 29.5 of this clause in all subcontracts for work performed under this Contract. It is the responsibility of the Contractor to ensure that their subcontractor(s) are made aware o...
	29.7 The Contractor agrees that compliance with this exclusion clause is of the essence and that failure to abide to these terms shall constitute sufficient grounds for the Termination for Default of the Contract in accordance with Clause 39 of the NC...

	30  INTELLECTUAL PROPERTY
	30.1 This Article supplements Clause 30 of the Contract General Provisions.
	30.2 Any use of Contractor Background IPR and Third Party IPR for the purpose of carrying out the Work pursuant to the Contract shall be free of any charge to Purchaser. The Contractor hereby grants to NATO and NATO Nations a non-exclusive, royalty-fr...
	30.3 All rights arising out of the results of work undertaken by or on behalf of the Purchaser for the purposes of this Contract, including any and all technical data specifications, reports, drawings, computer software data, computer programmes, comp...
	30.4 The Purchaser will accept no constraints or limitations on the use of Contract deliverables.  Accordingly, the Contractor shall not include any Background Intellectual Property or third party software in the code provided to the Purchaser.  In th...


	31 INTELLECTUAL PROPERTY RIGHT INDEMNITY AND ROYALTIES
	31.1 This Clause augments Clauses 29 of the Contract General Provisions.
	31.2 The Contractor shall assume all liability and indemnify the Purchaser, its officers, agents and employees against liability, including costs for the infringement of any patents or copyright in force in any countries arising out of the manufacture...
	31.3 The Contractor shall exclude from his prices any royalty pertaining to patents which in accordance with agreements reached between NATO countries may be utilised free of charge by member nations of NATO and by NATO organisations.
	31.4 The Contractor shall report in writing to the Purchaser during the performance of this Contract:
	31.4.1 The royalties excluded from his price for patent utilised under the agreements mentioned in Para 31.3 above;
	31.4.2 The amount of royalties paid or to be paid by the Contractor directly to others in performance of this Contract.

	32 INDEMNITY
	32.1 The Contractor will indemnify and hold harmless NATO, its servants or agents, against any liability, loss or damage arising out of or in connection of the Supplies and Services under this Contract, including the provisions set out in Clause 29, "...
	32.2 The parties will indemnify each other against claims made against the other by their own personnel, and their Subcontractor Subcontractors (including their personal representatives) in respect of personal injury or death of such personnel or loss...
	32.3 NATO will give the Contractor immediate notice of the making of any claim or the bringing of any action to which the provisions of this Clause may be relevant and will consult with the Contractor over the handling of any such claim and conduct of...
	32.4 In the event of an accident resulting in loss, damage, injury or death arising from negligence or wilful intent of an agent, officer or employee of NATO for which the risk has been assumed by the Contractor, the cause of the accidents will be inv...

	33 PURCHASER FURNISHED PROPERTY
	33.1 The Purchaser shall deliver to the Contractor, for use only in connection with this Contract, the Purchaser Furnished Property at the times and locations stated in the Contract.  In the event that Purchaser Furnished Property is not delivered by ...
	33.2 In the event that Purchaser Furnished Property is received by the Contractor in a condition not suitable for its intended use, the Contractor shall immediately notify the Purchaser.  The Purchaser shall within a reasonable time of receipt of such...
	33.3 Title to Purchaser Furnished Property will remain in the Purchaser.  The Contractor shall maintain adequate property control records of Purchaser Furnished Property in accordance with sound industrial practice and security regulations.
	33.4 Unless otherwise provided in this Contract, the Contractor, upon delivery to him of any Purchaser Furnished Property, assumes the risk of, and shall be responsible for, any loss thereof or damage thereof except for reasonable wear and tear, and e...
	33.5 Upon completion of this Contract, or at such earlier dates as may be specified by the Purchaser, the Contractor shall submit, in a form acceptable to the Purchaser, inventory schedules covering all items of Purchaser Furnished Property.
	33.6 The inventory shall note whether:
	33.6.1 The property was consumed or incorporated in fabrication of final deliverable(s);
	33.6.2 The property was otherwise destroyed;
	33.6.3 The property remains in possession of the Contractor;
	33.6.4 The property was previously returned

	33.7  The Contractor shall prepare for shipment, deliver DDP at a destination agreed with the Purchaser, or otherwise dispose of Purchaser Furnished Property as may be directed or authorised by the Purchaser.  The net proceeds of any such disposal sha...
	33.8 The Contractor shall not modify any Purchaser Furnished Property unless specifically authorised by the Purchaser or directed by the terms of the Contract.
	33.9 The Contractor shall indemnify and hold the Purchaser harmless against claims for injury to persons or damages to property of the Contractor or others arising from the Contractor’s possession or use of the Purchaser Furnished Property. The Contra...
	33.10

	ANNEX A: NCI AGENCY NON-DISCLOSURE DECLARATION
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	Part III The General Provisions
	Binder1
	IFB_CO-14314-IEG-C-Book II Part IV-SOW (005)
	SECTION 1 : Introduction
	1.1. Purpose
	1.1.1. NATO requires a data loss prevention capability, to prevent the unauthorised release of data from the NATO SECRET to a NATO/xFOR SECRET domain. The aim of this procurement project is to industrialize the existing prototype capabilities, thereby...
	1.1.2. The Information Exchange Gateway Scenario C (hereafter called IEG-C) project will provide:
	1.1.2.1. Support for Information Exchange Services of information and real time data between the NATO Secret core network (which comprise NATO Commands, Agencies, and connected NATO Nations) and NATO/xFOR Secret networks (for NATO Responses Forces, NA...
	1.1.2.2. These services will be provided by a gateway system, which should be able to scale based on the needs of the supported mission, available bandwidth and required response times.
	1.1.2.3. These gateways may be in deployed locations but will be centrally managed, monitored and controlled, while physical maintenance will be undertaken by local staff.
	1.1.2.4. The main objective of the gateway is to protect NATO Secret (NS) information and CIS while supporting the required interactions between the NS and mission secret CIS. The gateway will mediate exchange of data for both ‘core’ and ‘functional’ ...


	1.2. System Description
	1.2.1. The IEG-C is a Data Loss Prevention bi-directional guard at the interface between the (or “a”) NATO SECRET (NS) domain and a NATO-led ‘mission’ domain, such as ‘Resolute Support’ or ‘KFOR’.  The guard approves or rejects the transmission of dat...
	1.2.2. The overall requirement for the IEG-C is to allow a mission command structure to operate the full range of military command and control IT functions where the staff and users include NATO and non-NATO mission partners.  All non-NATO mission par...
	1.2.3. The NATO requirement for users with elevated privileges (e.g. system administrators) to have a security clearance higher than the level of the system they operate means that only NATO cleared users can be granted such permissions.  Where both N...
	1.2.4. The IEG-C requirement and operational prototype solutions have evolved over many years to a situation where there are two main variants in operation today; those with a ‘DMZ’ and those without.  In the ‘without’ case, a firewall and a mail guar...
	1.2.5. The objective of the IEG-C project is to modernise and standardise the configurations to a single layout with a consolidated management suite like below in Figure 2: IEG-C Components and to add additional features required by, for instance, evo...
	1.2.6. As the IEG-C is a data release guard, it does not support any on-line users and, other than log files, only supports transient data.  All of the IEG-C components will be centrally managed by a Border Protection Services management team from a c...
	1.2.7. The logical layout and data flows of the IEG-C is shown below in Figure 3: IEG-C Data Flows.  Features to note are that physically separate firewalls are required for the interface to the NS domain and the interface to the <Mission> SECRET doma...

	1.3. Scope
	1.3.1. The project will implement eleven (11) IEG-C systems in seven (7) locations (listed in Annex B.1), where prototype gateways have been already installed to meet NATO requirements for boundary protection, including one (1) reference system and a ...
	1.3.2. The project may also implement optional installations (7 IEG-C systems in 7 locations). Six (6) of these options will be exercised depending on NATO future operational requirements and the 7th one, a virtualized instance, will be exercised when...
	1.3.3. Finally the project will remove the legacy prototypes it intends to replace, including those in 3 locations that will not receive new gateways.
	1.3.4. This Statement of Work (SOW) describes requirements, as well as development, delivery and implementation processes for the IEG-C through a series of work packages as shown below in Table 1:
	1.3.5. This Statement of Work (SOW) describes the responsibilities of and activities to be conducted by the Contractor to meet the requirements of the IEG-C project.
	1.3.6. Except otherwise stated, the delivery dates of the associated deliverables are provided in the Schedule of Supplies and Services (SSS) document.

	1.4. IEG-C Solution Constraints
	1.4.1. The project will include a number of optional sites, to be confirmed at a later stage, depending on future operational requirements.
	1.4.2. The aforementioned IEG-C Services shall include in particular, but will not be limited to:
	 Text Chat
	 Electronic mail
	 Directory Services
	 Web Services
	 Common Operational Picture Data
	 Tactical Data Links data
	 Remote desktop services
	1.4.3. IEG-C will utilise certificates provided by the NATO Public Key Infrastructure (NPKI) service.
	1.4.4. The IEG-C as a system integrated in the NATO Enterprise infrastructure shall allow for automatic and seamless failover between multiple IEG-C gateways properly setup.
	1.4.5. The IEG-C as a system integrated in the NATO Enterprise infrastructure shall allow for
	1.4.6. Security enforcing products shall be evaluated in accordance with NATO Security Policy and supporting directives.

	1.5. Statement of Work (SOW) organisation
	1.5.1. This SOW describes the responsibilities of and activities to be conducted by the Contractor to meet the requirements of the IEG-C project.
	1.5.2. Section Relevance
	1.5.2.1. SECTION 2 defines the applicable documents.
	1.5.2.2. SECTION 3 to SECTION 15, as well as the Annexes, define requirements of this Contract.

	1.5.3. SECTION 16 describes the Options of this Contract.
	1.5.4. Standards for Interpretation of the SOW:
	1.5.4.1. The use of shall, should and will is defined as follows:
	1.5.4.1.1. SHALL: This requirement is mandatory and must be implemented by the contractor.
	1.5.4.1.2. SHALL NOT: means that the definition is an absolute prohibition of the specification.
	1.5.4.1.3. WILL: This term is not implemented within the System Requirements Specification (SRS) requirements.
	1.5.4.1.4. SHOULD: This term is implemented within the SRS requirements.

	1.5.4.2. The words “preliminary” or “initial” or “first draft” for documents referenced in this SOW that need to be produced by the Contractor mean a document at 60% or more maturity.
	1.5.4.3. This SOW invokes a variety of Standard NATO Agreements (STANAG), Allied Quality Assurance Publications (AQAPs), and Military Standards (MIL-STD). While these are NATO reference documents, there are national and international standards that ar...
	1.5.4.4. Where a national or international standard exists that is not specifically referenced in the STANAGs (and underpinning documents) or MIL-STDs as being equivalent, the Contractor may propose to utilise such a standard if he can demonstrate to ...
	1.5.4.5. The Purchaser, however, reserves the right to deny such a request and demand performance in accordance with the standard cited in the SOW.

	1.5.5. An Overall Project Schedule is provided in Section 3.2.


	SECTION 2 : Applicable Documents
	2.1. NATO Documents
	2.1.1. Security Documents
	2.1.2. Quality Assurance Documents
	2.1.3. Configuration Management Documents
	2.1.4. Technical Guidance
	2.1.5. Standard Guidance
	2.1.6. NATO Templates
	2.1.7. Others

	2.2. Non-NATO Documents

	SECTION 3 : Milestones
	3.1. Introduction
	3.1.1. This section provides a notional view of the project logical schedule as well as the list of key project milestones and criteria to be met by the Contractor to achieve them.
	3.1.2. Key project milestones are defined as follows:

	3.2. Notional schedule
	3.2.1. Work Package Scope
	3.2.2. Project will start with Effective Date of Contract (EDC) milestone.
	3.2.3. Effective Date of Contract (EDC)

	3.3. System Requirements Review (SRR)
	3.3.1. The System Requirements Review (SRR) is a multi-disciplined review to ensure that the system under review can proceed into initial systems development, and that all system requirements and performance requirements derived from the approved SRS ...
	3.3.2. SRR Entry Criteria
	3.3.3. The achievement of SRR is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 4: The SRR Success Criteria

	3.4. Preliminary Design Review (PDR)
	3.4.1. The Preliminary Design Review (PDR at EDC+3MO) demonstrates that the preliminary design meets all system requirements with acceptable risk and within the cost and schedule constraints and establishes the basis for proceeding with detailed desig...
	3.4.2. PDR Entry Criteria
	3.4.3. The achievement of PDR is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 6: The PDR Success Criteria

	3.5. Critical Design Review (CDR)
	3.5.1. The purpose of the Critical Design Review (CDR at EDC+6MO) is to demonstrate that the maturity of the design is appropriate to support proceeding with full scale software and hardware implementation, integration, verification, validation and op...
	3.5.2. CDR Entry Criteria
	3.5.3. The achievement of CDR is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 8: The CDR Success Criteria

	3.6. Factory Acceptance Test (FAT)
	3.7. Acceptance of IEG-C security accreditation package
	3.8. System Integration Testing (SIT) + System Acceptance Testing (SAT) + User Acceptance Testing (UAT)
	3.9. Deployment Authorization (DA)
	3.9.1. Successful completion of RFC process is a prerequisite for adding the IEG-C to the AFPL, which is a pre-requisite for authorization to deploy the IEG-C on to NATO networks.
	3.9.2. The achievement of DA is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 9 The DA Success Criteria

	3.10. Provisional System Acceptance (PSA)
	3.10.1. The IEG-C will be considered as having achieved the PSA (EDC+20mo) milestone when all the relevant system prerequisites have been completed successfully and the first operational IEG-C Gateway is activated.
	3.10.2. The criteria for achieving PSA are listed below:
	3.10.3. It is important to note that PSA is not only dependent on compliance against testable requirements, but will require non-testable requirements to be met too.
	3.10.4. The Contractor SHALL have completed and received approval by the Security Accreditation Authority (SAA) of the Security Accreditation Documentation (see para: 10.3), including all the localised versions of documents, for the PSA Site (SHAPE).F...
	3.10.5.  The achievement of PSA is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 10 PSA success criteria.

	3.11. Site Accreditation
	3.12. Site Acceptance
	3.12.1. The following requirements will apply to each of the locations that will host an IEG-C.
	3.12.2. The completion of acceptance all locations will mean the completion of the Site Acceptance milestone.
	3.12.3. The SAA has issued the Statement of Accreditation for the interconnection via IEG-C at the site.
	3.12.4. Site Activation Meetings

	3.13. Operational Test and Evaluation (OT&E)
	3.14. Final System Acceptance (FSA)
	3.14.1. FSA (EDC+27mo) is the act by which the Purchaser has evaluated and determined that the implemented IEG-C System meets the requirements of the Contract, and that the Contractor has fully delivered all requirements.
	3.14.2. The SAA has issued the Statements of Accreditation for the IEG-C at all the Sites.
	3.14.3. Site FSA Meetings and Success Criteria


	SECTION 4 : Project Management
	4.1. Introduction
	4.1.1. This section outlines the Project Management requirements for this Contract.
	4.1.2. The Contractor’s Project Management activity is viewed as a critical factor in the successful execution of the IEG-C Project.
	4.1.3. The success of the IEG-C project depends upon a sound project management approach. Full and open communication between the Contractor and the Purchaser is an essential element of this approach.
	4.1.4. To facilitate the efficient way of communication email is considered as an official communication channel, unless stated otherwise.
	4.1.5.  Methodology

	4.2. Project Implementation Plan (PIP)
	4.2.1. The PIP shall be provided to the Purchaser for review and acceptance within four (4) weeks after Effective Date of Contract (EDC). The PIP will be reviewed by the Purchaser and comments submitted to the Contractor no later than five (5) working...
	4.2.2. The approval of the PIP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This approval in no way relieves the Contractor from its responsibilities to meet the requirements state...
	4.2.3. The PIP shall be kept up to date throughout the project, and shall be subject of review at each Project Review Meeting (PRM), until and including Provisional System Acceptance (PSA (EDC+20mo)). The PIP will also identify the security accreditat...
	4.2.4. The PIP shall include the sections listed and described in 4.4 Project Management Documentation below:

	4.3. Project Management Organisation
	4.3.1. Project Governance
	4.3.1.1. This project will be managed in accordance with the NCIA project management procedures, based on the Projects in Controlled Environments (PRINCE 2) methodology. The NCIA has established the Project Board representing, among others, the users ...
	4.3.1.2. The NCI Agency Project Board is composed of the following.
	4.3.1.2.1. Senior User: SHAPE J6 is the Senior User for this project. NCI Agency internal representation of the users is provided by Demand Management.
	4.3.1.2.2. Senior Supplier: The Implementation Contractor is the Senior Supplier for this project and is responsible for delivering the required capability. NCIA Agency Internal Representation of the Supplier is provided by NCIA Agency Contracting.
	4.3.1.2.3. Executive: The NCI Agency Core Enterprise Services (CES) Service Line Chief is the Project Board Executive for this project.
	4.3.1.2.4. NCI Agency Service Strategy will be part of the Project Board to assure technical conformity of the implementation and its architecture to the relevant NATO standards.

	4.3.1.3. The NCIA Project Manager (PM) will report to the NCIA Project Executive in accordance with the Prince2 principles.

	4.3.2. Overall Project Organisation
	4.3.2.1. The Project Management Structure is shown in Figure 4 below
	4.3.2.1.1. The Project board is accountable for the project success and has the authority to direct the project by making key decisions and exercising overall control. The Board manages by exception via reports provided by Project Managers.
	4.3.2.1.2. The Integrated Project Management Team (IPMT) meets quarterly and includes customer representatives and is updated on project progress, status, issues, and risks.
	4.3.2.1.3. Product Delivery Teams are in charge for the development of required products. The number of needed Product Delivery Teams in each project phase as well as the number of resources in each Product Delivery Team will be agreed upon between Co...


	4.3.3. Purchaser Project Organisation and Responsibilities
	4.3.3.1. The Purchaser Contracting Office (CO) will act as the Purchaser’s representative and will be the primary interface between the Contractor and Purchaser after the EDC.
	4.3.3.2. The Purchaser Project Manager will be supported by Subject Matter Experts (SME) in certain areas who may, from time to time, be delegated to act on the Purchaser Project Manager’s behalf in their area of expertise.
	4.3.3.3. The Purchaser Project Manager, the specialists, other team members, or any other NATO personnel are not allowed to make changes to the terms and conditions of the Contract. They may only provide the Purchaser’s interpretation of technical mat...
	4.3.3.4. All changes to the Contract will be made through the Purchaser's Contracting office only.
	4.3.3.5. The Purchaser and Contractor Project Manager, the specialists, and the key Stakeholders representatives collectively form the IEG-C IPMT.
	4.3.3.6. The Purchaser Project Manager chairs the IEG-C IPMT. The other voting members are the designated representatives of the stakeholders (key user representatives). All other members serve as advisory members.
	4.3.3.7. The IPMT serves as the primary mechanism for monitoring project status, resolving issues or conflicts within the project, and advising the Purchaser Project Manager.
	4.3.3.8. The IPMT also serves as the Purchaser’s IEG-C Configuration Control Board (CCB), to which the following items may be submitted for baselining decision as required by the Purchaser:
	4.3.3.9. The Purchaser will also ensure its SMEs are available to engage in the role of Product Owners (PO). PO will represent the Purchaser's interests within Product Delivery Teams and will work to enable:

	4.3.4. Contractor Organisation and Responsibilities
	4.3.4.1. The following members of the Contractor PMO are Key Personnel for this project:


	4.4. Project Management Documentation
	4.4.1. For the purpose of this Contract, Deliverables are split into two categories:
	4.4.2. The Project Overview management product, which shall provide an executive summary overview of the offered IEG-C capability.
	4.4.3. Product Breakdown Structure (PBS) and Product Flow Diagram (PFD)
	4.4.3.1. The acceptance of the PBS and of the PFD by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet t...

	4.4.4. The Project Management Plan management product, which clearly describes the implementation of the project.
	4.4.5. Work Breakdown Structure (WBS)
	4.4.5.1. The WBS is the basic structure for EVM data collection and reporting, and should be reflected in the detailed activities in the Project Master Schedule (PMS).

	4.4.6. Project Master Schedule (PMS)
	4.4.7. Risk Management Plan (RMP)

	4.5. Project Controls
	4.5.1. Risk Management
	4.5.2. Issue management
	4.5.2.1. A Project Issue is anything that could have an effect on the Project, either detrimental or beneficial (e.g., problem, error, anomaly, risk occurring, query, change in the project environment, change request, off-specification).

	4.5.3. Configuration management
	4.5.3.1. The Contractor SHALL implement a Configuration Management program to perform the Configuration Management functions as described in SECTION 12 of this SOW.

	4.5.4. Quality Assurance (QA) and Quality Control (QC)
	4.5.5. Independent Verification & Validation (IV&V)
	4.5.5.1. The Purchaser will be supported by purchaser arranged IV&V services.
	4.5.5.1.1. The IV&V services will entail the following activities:



	4.6. Project Management Communications
	4.6.1. Project Status Report (PSR)
	4.6.1.1. The Purchaser will issue comments no later than one week after receipt of the document.

	4.6.2. Meetings
	4.6.2.1. Except otherwise stated in the Contract, the following provisions shall apply to all meetings (including “attendance in person” meetings, video or tele conference meetings, reviews…) to be held under the Contract.
	4.6.2.2. Project Review Meetings (PRM)
	4.6.2.3. The location of PRMs will in principle be at the Purchaser’s premises in Mons (BEL) or in The Hague (NL) and when possible, they shall be scheduled with other project meetings. Attendance in person is preferred, but participation via video or...
	4.6.2.4. Product Delivery Meetings (PDM)
	4.6.2.5. Purchaser representative (Product Owner and/or Project Manager) will attend Product Delivery Planning and Review meetings and as needed also Product Delivery Progress Meetings.
	4.6.2.6. IPMT Meetings
	4.6.2.6.1. Upon award of this Contract, the Contractor’s Project Manager shall become an advisory member of the IEG-C IPMT.
	4.6.2.6.2. All IPMT meetings of the IEG-C will take place at the Purchaser premises (Brussels or Mons (Belgium) and/or The Hague – Netherlands).

	4.6.2.7. Ad-hoc Security Working Group
	4.6.2.7.1. The ad-hoc Security Working Group (with representatives from NATO SAAs and CISOA) can be established if certain security issues could not be solved via regular contacts between Purchased and Contractor SMEs.
	4.6.2.7.2. The Purchaser will host the Security Working Group Meetings.

	4.6.2.8. Other Meetings
	4.6.2.8.1. The Purchaser will host all other meetings agreed by both parties unless there is a specifically agreed need to review material, witness technical demonstrations, or perform any other activity outside of the Purchaser’s premises as part of ...


	4.6.3. Project Website
	4.6.3.1. The Purchaser will provide the necessary access rights to the Contractor.
	4.6.3.2. The Purchaser is able to provide the Contractor with a capability (named “REACH”) to exchange NATO RESTRICTED information over the Internet with the Purchaser. If the Purchaser is not in position to provide such a capability, other means shal...

	4.6.4. Documentation Delivery and Review
	4.6.4.1. Except otherwise stated for specific documents, the following provisions shall apply for any documentation to be provided by the Contractor under this Contract.
	4.6.4.2. The Purchaser will provide questions, comments, corrections, and suggested changes to the Contractor within 4 (four) weeks of receipt, excluding security accreditation documentation for which 3 months will be required. The Purchaser reserves ...
	4.6.4.3. The Purchaser will then provide further comments, corrections, and suggested changes to the Contractor within three (3) weeks of receipt, excluding security accreditation documentation for which 3 months will be required.
	4.6.4.4. The above cycle shall continue until the document reach a quality level acceptable by the Purchaser, excluding security accreditation documentation for which NSAB approval will be required.

	4.6.5. Co-ordination with other NATO projects
	4.6.5.1. The NATO CIS environment will be under continual development by other NATO projects that are being implemented in parallel with the IEG-C Project.
	4.6.5.2. The Purchaser will inform the Contractor and provide information concerning the operational environment that may emerge as a result of these projects.

	4.6.6. Project-level communication


	SECTION 5 : System Engineering
	5.1. General
	5.1.1. This section outlines the System Engineering, Integration, Tests, and implementation of IEG-C Project.
	5.1.1.1. As an option, the Contractor may use the Purchaser’s Development and Integration Test Environment for the development of the IEG-C, at Contractor’s cost. The Development and Integration Test Environment makes the Purchaser’s tool chain for de...
	5.1.1.2. The Purchaser’s Development and Integration Test Environment is a test environment configured to provide a representation of the target network/security domain. It will include the necessary configurations and interfacing systems and services...
	5.1.1.3. The IEG-C Integration Test System will be created based on the System Specifications provided by the Contractor but as a virtualized system and not necessarily reflect the same performance or storage capacity.
	5.1.1.4. All hardware (server, storage, network elements and workstations) and Virtualisation Platform for the Development and Integration Test Environment will be provided by the Purchaser for the tests related to the integration of the IEG-C system ...
	5.1.1.5. The Purchaser will prepare the Virtual Environment for the IEG-C Integration Test System on the Development and Integration Test Environment.
	5.1.1.6. As an option, the Contractor can use their own data generators, to provide test feeds to the IEG-C Integration Test System.
	5.1.1.7. The IEG-C Reference System is a reference system configured to provide a representation of the target network/security domain. It will include the necessary configurations and interfacing systems and services to represent the live environment...
	5.1.1.8. All hardware (server, storage, network elements and workstations) for the virtualized elements of the IEG_C Reference System will be provided by the Purchaser for the tests related to the integration of the IEG-C system with other NATO systems.
	5.1.1.9. The Purchaser will prepare the Virtual Environment for the IEG-C Reference System on the NATO Enterprise Reference System.
	5.1.1.10. As an option, the Contractor can use their own data generators, to provide test feeds to the IEG-C Reference System. In this case, the Contractor shall deliver all documents as required in 3.5.3 for the Reference System (e.g., SIP, accredita...


	5.2. Orientation Workshop
	5.2.1. This workshop is a key meeting in the course of the Project. As any other meeting outcomes of such will be subject to the Purchaser Acceptance.

	5.3. System Requirements Analysis and Review
	5.3.1. Review of the requirements
	5.3.2. Change Requests
	5.3.2.1. The Purchaser will update and provide an updated Functional Baseline (FBL; see 18.2.2) as necessary to reflect the decision of the IEG-C CCB on these Change Requests.


	5.4. System Design
	5.4.1. Design activities
	5.4.2. System Design Documentation Package
	5.4.2.1. System Design Specification (SDS)
	5.4.2.1.1. Interface Control Document (ICD)
	5.4.2.1.2. Security Accreditation Documentation Package
	5.4.2.1.3. Requirements Traceability Matrix (RTM)
	5.4.2.1.3.1 The minimum contents of the RTM are listed in Section 15.12: Requirements Traceability Matrix (RTM).



	5.4.3. Disaster Recovery Plan (DRP) and Backup Plan
	5.4.4. Design Reviews


	SECTION 6 : Integrated LOGISTICS Support (ILS)
	6.1. General
	6.1.1. This section outlines the supportability requirements of the project.

	6.2. Integrated Logistics Support Plan (ILSP)
	6.2.1. The ILSP is a standalone Product Lifecycle documents that will survive the project after FSA. As such, these documents are not to be submitted as part of the PMP, but will be part of the Technical Proposal.
	6.2.2. The acceptance of the ILSP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the requirements ...

	6.3. Maintenance and Support concept
	6.4. Design Influence
	6.4.1. Reliability, Availability, and Maintainability (RAM) Requirements
	6.4.2. Logistics Support Analysis (LSA)
	6.4.3. Support Case

	6.5. Technical Documentation
	6.5.1. This SOW will specify the format for each type of technical documentation.
	6.5.2. Operation and User Manuals
	6.5.3. Maintenance and Administration Manuals.
	6.5.4. OEM Manuals for Commercial Off the Shelf (COTS) product
	6.5.5. As-Built Documents
	6.5.6. Other Project Documentation
	6.5.7. Publication Criteria
	6.5.8. Amendments to documentation
	6.5.9. Manual Issuing Schedule
	6.5.9.1. Releases of manuals are described in Section 9.6.4.


	6.6. Training
	6.6.1. General Requirements:
	6.6.1.1. The Purchaser will provide the following basic facilities: room, power supply, tables, chairs, network connectivity.

	6.6.2. Training Needs Analysis (TNA)
	6.6.3. Training Plan
	6.6.4. E-Learning Training / Computer Based Training (CBT)
	6.6.4.1. All e-learning material prepared by the contractor should be compatible and deliverable on the NATO Advanced Distributed Learning (ADL) platform.

	6.6.5. Training Materials
	6.6.6. Training Assessment and Evaluation

	6.7. Supply Support
	6.7.1. System Inventory
	6.7.2. Codification
	6.7.3. Labelling
	6.7.4. Initial Provisioning
	6.7.5. Software Delivery

	6.8.  Packaging, Handling, Storage, Transportation (PHST)
	6.8.1. Packaging
	6.8.2. Handling and Storage
	6.8.3. Transportation
	6.8.3.1. All packages, boxes will be inspected visually by the Purchaser's POC at final destination to ensure that no damage has occurred during transport and that all packages, boxes and containers detailed in the packing list have been accounted for...

	6.8.4. Customs

	6.9. Initial Operational Support
	6.10. Warranty
	6.10.1. The Contractor will not be responsible for the correction of defects in Purchaser furnished property, except for defects in installation, unless the Contractor performs, or is obligated to perform, any modifications or other work on such prope...
	6.10.2. As an option the Purchaser can request additional warranty under the same conditions on a yearly basis.

	6.11. Disposal of Equipment
	6.11.1. It is the aim of this project to remove all legacy gateways. The deactivation and removal of legacy equipment, both in case of installation of new gateways to replace a prototype gateway or in the scope of WP4 of this SOW (for locations that a...
	6.11.2. The disposal of the aforementioned legacy equipment will be the responsibility of NATO, in compliance with applicable policy.
	6.11.3. Removal activities will begin only after the Purchaser has authorized them, as some legacy IEG-C services may still be required to run concurrently with the new services.


	SECTION 7 : System Implementation
	7.1. General
	7.1.1. Throughout the whole system implementation activities the Purchaser will retain all administrator privileges on existing systems (e.g., Enterprise Administrator, Domain Administrator) which will therefore not be granted to the Contractor.
	7.1.2. The Purchaser reserves the right to suspend the Contractor's installation and/or or activation work for up to ten (10) working days to avoid interfering with or disrupting a critical operational event.

	7.2. Site surveys
	7.3. System Implementation Plan (SIP)
	7.3.1. The acceptance of the SIP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the requirements s...

	7.4. Preparations for Installation
	7.5. Site Installation and Activation
	7.5.1. Site Installation
	7.5.2. Site activation
	7.5.2.1. The purpose of site activation is to ensure that all IEG-C components installed at that site are ready for operational use and meet SRS requirements, for both Technical Services and User Services.
	7.5.2.2. Site Activation Tests
	7.5.2.2.1. The Purchaser reserves the right to observe the site activation tests and to have the Contractor perform additional tests in order to demonstrate that the system is meeting the contractual requirements.
	7.5.2.2.2. The completion of Site Activation testing will be subject to the Purchaser's confirmation that all Site Activation tests at a site have been completed successfully.
	7.5.2.2.3. Site Activation tests on operational sites


	7.5.3. Local Security Accreditation activities
	7.5.3.1. As part of the local security accreditation, some security documents need to be modified to align with the local security requirements and environment. Additionally, any security tests are to be performed on the local IEG-C component.
	7.5.3.2. Security Operating Procedures (SecOPs)
	7.5.3.3. Site Security Compliance Statement (SSCS)
	7.5.3.4. Security Test and verification Plan (STVP)

	7.5.4. Physical Configuration Audit (PCA)
	7.5.5. Documentation

	7.6. Service Implementation Period
	7.6.1. The Implementation period is defined as the time duration from CAW until Contract FSA. The Contractor will implement and deliver the following predefined Support Functions during these Milestones.


	SECTION 8 : Test, Verification, Validation (TVV)
	8.1. Introduction
	8.1.1. This section details the Test, Verification, Validation (TVV) processes and requirements to be applied and performed under this Contract, which are required for the verification and validation of the requirements set forth under this Contract b...
	8.1.2. All deliverables supplied by the Contractor under this contract shall be verified and validated to ensure they meet the requirements of this contract. Both fitness-for-use and fitness-for-purpose will be assessed using a quality based approach.
	8.1.3. The verification and validation approach will not only involve delivered equipment, but also interfaces and interoperability with existing NATO and/or national equipment, here considered as Purchaser Furnished Equipment (PFE).
	8.1.4. The verification and validation of PFE is out of the scope of this document and the contract.
	8.1.5. The IEG-C requires a set of TVV activities to verify its compliance with the Contractual requirements set forth in the SOW and in the SRS (Annex to the SOW).

	8.2. TVV activities
	8.2.1. The Purchaser will provide subject matter experts (SME) during each test event, as well as TVV Test Engineers and an NQAR.
	8.2.2. The Purchaser reserves the right to monitor and inspect the Contractor’s TVV activities to verify their compliance with the requirements set forth in this Contract.

	8.3. Deliverables
	8.3.1. Master Test Plan (MTP)
	8.3.2. Test Cases and Test Procedures
	8.3.3. Event Test Plan (ETP)
	8.3.4. Test Reports
	8.3.5. Requirement Traceability Matrix RTM
	8.3.6. STVP

	8.4. Tools
	8.5. TVV Events and results
	8.5.1. Test Readiness Review (TRR)
	8.5.2. Event Review Meeting (ERM)
	8.5.3. TVV Event
	8.5.4. Reference environments
	8.5.5. Waivers
	8.5.6. Failed events

	8.6. Test Defect Categorization
	8.6.1. Severity
	8.6.2. Priority
	8.6.3. Category


	SECTION 9 : Site Surveys
	9.1. Introduction
	9.1.1. The purpose of the Site Survey is to gather all information of interest in view of the preparation, installation, configuration, on-site testing and support. This section outlines the requirements applicable for site surveys.
	9.1.2. Any long-lead item purchases or other financial obligations made by the Contractor following site surveys will not be claimed unless they are reflected in the baseline agreed to by the Purchaser at or after the Design Review.

	9.2. Site Survey Preparatory work
	9.2.1. Site Survey Work Book (SSWB)
	9.2.2. Agenda
	9.2.3. Introductory briefing

	9.3. Survey of the site facilities
	9.4. Site specific-requirements
	9.4.1. Notwithstanding the requirements related to storage and backup solutions, some Purchaser locations have site-specific equipment (e.g. specific brand names for servers), which may differ from the project baselines at a site, to reduce operations...

	9.5. Outcomes
	9.5.1. The Purchaser will provide the Contractor with the exact shipment addresses and NATO POC for subsequent equipment delivery.


	SECTION 10 : Security Accreditation
	10.1. Introduction
	10.1.1. The objective of security accreditation is to ensure that an adequate level of protection is achieved and maintained through the life cycle of the CIS. The IEG-C must achieve security accreditation for it to be granted the authority to go live...

	10.2. Security Accreditation Authority (SAA)
	10.2.1. The overall Security Accreditation Authority (SAA) for the IEG-C is the NATO CIS Security Accreditation Board (NSAB). Local SAA’s will be involved in accreditation of the interconnection via IEG-C. Their role will be to ensure that IEG-C is im...
	10.2.2. Coordination with the SAAs will be conducted by the Purchaser. The Contractor may be invited to provide briefings for the meetings with the SAAs.

	10.3. Security Accreditation Documentation
	10.3.1. The achievement of the IEG-C security accreditation will require a prescribed set of security documentation to be produced, using security accreditation documentation templates. The templates will be made available to the Contractor after the ...
	10.3.2. The documentation to be developed to support the IEG-C security accreditation process is listed in Security Accreditation Plan (SAP) for IEG-C.
	10.3.3.  The documentation set includes:
	10.3.4. Security Accreditation Plan (SAP) has been developed by the Purchaser and approved by the SAA. This document will be made available to the Contractor after the Contract Award. The SAP will be maintained by the Purchaser during the project life...
	10.3.5. Initial System Description for the IEG-C (Section 1.2 System Description) has been developed by the Purchaser. This document will be made available to the Contractor after the Contract Award. The System Description is the first document relate...
	10.3.6. Security Risk Assessments (SRAs) report will be produced by the Contractor, using SRA report template [SRA template]. Based on the results of the SRAs, the Contractor SHALL identify areas of the IEG-C requiring safeguards and countermeasures t...
	10.3.7. Generic System Interconnection Security Requirements Statement (SISRS) for IEG-C will be developed, as directed by the SAA, defining the security requirements for interconnection via the IEG-C. The generic SISRS for IEG-C shall be approved by ...
	10.3.8. Security Operating Procedures (SecOPs) for Gateway Services Section will be adapted to include the centralized management of the IEG-C. Existing SecOPs for Gateway Services Section will be made available to the Contractor after the Contract Aw...
	10.3.9. Security Test and Verification Plan (STVP) defines a set of test procedures to be executed to prove that the security mechanisms designed into the IEG-C to enforce the security requirements identified in the IEG-C SISRS. The STVP for IEG-C wil...
	10.3.10. Security Test and Verification Report provides results of all security tests specified in the STVP. Security Test and Verification Report will be generated by Contractor. The Security Test and Verification Report template [STVR template] will...
	10.3.11. IEG-C Compliance Statement is required for each of system interconnected between security domains served by IEG-C. The Statement of Compliance template for IEG-C will be developed by the Purchaser on basis of generic SISRS for IEG-C will be m...

	10.4. Security Documentation Review
	10.4.1. All documents for security accreditation will be subject to Purchaser and SAA review and approval.
	10.4.2. The Contractor should expect a number of review rounds per document before it will be approved, which makes security accreditation a lengthy process.  Each review round may last 3 (three) months.

	10.5. Responsibilities
	10.5.1. Table below summarizes responsibilities related development of each document required for security accreditation process.
	10.5.2. Column “Baseline/Guidance” lists available templates, relevant NATO Security Directives and Guidance, and similar documentation existing NATO CIS which can be used as an example or initial input.


	SECTION 11 : Quality Assurance
	11.1. Definitions
	11.1.1. Quality Assurance (QA) is a process and set of procedures intended to ensure that a product or service, during its definition, design and development phases will meet specified requirements.
	11.1.2. Quality Control (QC) is a process and set of procedures intended to ensure that a manufactured product or performed service adheres to a defined set of quality criteria and meets the requirements of the customer
	11.1.3. Under this contract the QA process SHALL be intended as Quality assurance and Control Program. The term QA will include also the QC definition.
	11.1.4. Certificate of Conformity (CoC) is a document, signed by the Supplier, which states that the product conforms with contractual requirements and regulations
	11.1.5. The CoC, verifies the process quality-enabled items produced or shipped comply with test procedures and quality specifications prescribed by the customer. It presents data derived from quality management information.

	11.2. Introduction
	11.3. Quality Assurance References
	11.4. Roles and Responsibilities
	11.5. Quality Management System (QMS)
	11.6. The Quality Assurance Plan (QAP)
	11.7. Defects and Corrective Actions
	11.8. Certificate of Conformity (CoC)
	11.8.1. The Contractor is solely responsible for the conformance to requirements, of products provided to the Purchaser.
	11.8.2. The CoCs delivered by the Contractor will be part of the acceptance data package of the product.

	11.9. Support Tools

	SECTION 12 : Configuration Management
	12.1. General
	12.1.1. The Configuration Management process will enable the baselining of CIs into the Functional Baseline (FBL), Allocated Baseline (ABL) and Product Baseline (PBL) as defined in this section of the SOW and the maintenance of these baselines through...

	12.2. Baselines
	12.2.1. Traceability
	12.2.2. Functional Baseline (FBL)
	12.2.2.1. The FBL is a set of documents that specifies the functional and non-functional requirements of a service or product and that is used as the approved basis for comparison.

	12.2.3. Allocated Baseline (ABL)
	12.2.3.1. The ABL is a set of documents that specifies the design of a service or product and is used as the approved basis for comparison.

	12.2.4. Product Baseline (PBL)
	12.2.4.1. The PBL is a set of products and/or services, including supporting documents, which is used as the approved basis for comparison.

	12.2.5. Operational Baseline (OBL)

	12.3. Configuration Management Plan (CMP)
	12.3.1. The CMP is a Product Lifecycle document that will survive the project after FSA. As such, this documents are not to be submitted as part of the PMP, but will be part of the Technical Proposal.

	12.4. Configuration Item Identification and Documentation
	12.4.1. Additional guidance about CI selection can be found in [ACMP 2009, 2017] and in [STANAG 4427, 2014].
	12.4.2. The Purchaser reserves the right to modify the CI structure and attributes.

	12.5. Configuration Control
	12.6. Engineering Change Proposals (ECP)
	12.7. Requests for Change (RFC)
	12.7.1. The achievement of the Deployment Authorization (DA) milestone is subject to the Purchaser approval. This process will be triggered with a Request for Change (RFC) by the NATO assigned PM. The last Purchaser approved baseline for the RFC proce...
	12.7.2. The Purchaser will verify the Installation and Configuration Manual(s) and other delivered Documents as deemed necessary as part of the CAB approval process
	12.7.3. The Purchaser has a right to perform any other tests as deemed necessary
	12.7.4. The installation of new baseline will be performed by the Purchaser unless requested by the Purchaser to be installed by the Contractor and witnessed by the Purchaser.
	12.7.5. Release Package
	12.7.5.1. A Release Package is a planned release of a product or product edition. The content of a Release Package is defined by the features and associated Requests for Change (RFC) that it implements.


	12.8. Requests for Deviation (RFD) and Request for Waver (RFW)
	12.9. Configuration Status Accounting (CSA)
	12.10. Configuration Verification and Audits
	12.10.1. Upon Purchaser Acceptance, ABL and PBL will be placed under the control of the CCB.
	12.10.2. The acceptance of the ABL and PBL by the Purchaser signifies only that the Purchaser agrees to the Contractor's approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the requ...

	12.11. Configuration Management Database and Software Versioning Tool
	12.11.1. Configuration Management Database (CMDB)
	12.11.2. Software Versioning Tool

	12.12. Configuration Identification and Documentation
	12.12.1. Configuration Identification
	12.12.2. Documentation


	SECTION 13 : Labour Categories
	13.1. General
	13.1.1. This section outlines minimum educational and experience qualifications for Contractor key personnel assigned to this Contract.
	13.1.2. Substitution of experience or education is allowed as outlined in Table 19-1 below.

	13.2. Management
	13.2.1. Project Manager
	13.2.1.1. Responsible for project management, performance and completion of tasks and deliveries. Establishes and monitors project plans and schedules and has full authority to allocate resources to insure that the established and agreed upon plans an...
	13.2.1.2. Education: University Degree in Electronic Engineering, Computer Science, Telecommunications, or related discipline, preferably equivalent to a Master’s, supported by relevant certificates/ diplomas. Current Project Management certification ...
	13.2.1.3. Experience: At least ten (10) years of experience as an Information and Communications Technology (ICT) project manager. At least five (5) years of experience as the project manager for an effort of similar scope to the IEG-C project, prefer...


	13.3. Project Management Support
	13.3.1. Project Control Analyst
	13.3.1.1. Establishes and maintains project schedule and cost baseline and analyses risks and potential impacts. Prepares project highlight reports.
	13.3.1.2. Education: Bachelor’s degree.
	13.3.1.3. Experience: At least three (3) years of experience in project scheduling, project control, or project monitoring and reporting.

	13.3.2. Webmaster
	13.3.2.1. Provides website construction and administration, develops connections between databases and web-based front ends. Generates technical reports and related documentation as required. Provides expertise in the development and maintenance of we...
	13.3.2.2. Education: Associates degree or two years of technical training.
	13.3.2.3. Experience: At least one (1) year of experience in website support and at least one year in website construction.

	13.3.3. Contract Security Specialist
	13.3.3.1. Provides support in areas directly pertinent to administration, supervision, and control of facility security in an industrial and/or government environment. Possesses a working knowledge of government and industrial security regulations.
	13.3.3.2. Education: Bachelor’s degree.
	13.3.3.3. Experience: At least three (3) years of experience in Contract security administration.


	13.4. Engineering and Technical
	13.4.1. Senior Engineer
	13.4.1.1. Performs complex engineering tasks and multiple tasks simultaneously. Assists with or plans major research and engineering tasks or programs of high complexity. Directs and co-ordinates all activities necessary to complete a major, complex e...
	13.4.1.2. Education: Master’s degree in engineering. ITIL Foundation and Service Transition certificates
	13.4.1.3. Experience: At least seven (7) years in engineering positions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or commercial use...

	13.4.2. Intermediate Engineer
	13.4.2.1. Performs engineering tasks and additional duties as assigned. Assists higher level engineers with larger tasks. Manages or directs multiple engineering tasks, directing research and development activities as required. Performs advanced engin...
	13.4.2.2. Education: Bachelor’s degree in engineering.
	13.4.2.3. Experience: At least three (3) years of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or ...

	13.4.3. Junior Engineer
	13.4.3.1. Performs engineering tasks under the direction of higher level engineers. Performs independent research, conducts studies and analysis, and participates in the design and development of complex systems.
	13.4.3.2. Education: Bachelor’s degree in engineering.
	13.4.3.3. Experience: At least one (1) year of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or com...

	13.4.4. Senior Systems Engineer
	13.4.4.1. Plans and co-ordinates engineering activities to meet SRS requirements. Provides comprehensive definition of all aspects of system development from analysis of mission needs to verification of system performance. Competent in technical disci...
	13.4.4.2. Education: University Degree in Electronic Engineering, Computer Science, Telecommunications, or related discipline, preferably equivalent to a Master’s, supported by relevant certificates/ diplomas. Current ITIL Foundation and Service Desig...
	13.4.4.3. Experience: At least seven (7) years of experience in system design and integration. At least five (5) years in the design, integration, or implementation information systems, defence systems and large scale systems.

	13.4.5. Intermediate Systems Engineer
	13.4.5.1. Performs system engineering assignments in support of the analysis of complex system design, formulating requirements, developing alternative approaches, conduct of studies, and application of standards. May function as a member of an engine...
	13.4.5.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.5.3. Experience: At least three years of experience in system design and integration.

	13.4.6. Junior Systems Engineer
	13.4.6.1. Conducts research and application of system design principles for the design, development, implementation, or support as a member of assigned task staffing. Develops alternative solutions, concepts, or processes through research into assigne...
	13.4.6.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.6.3. Experience: At least one (1) year of experience in system design and integration.

	13.4.7. Senior Communications Engineer
	13.4.7.1. Performs communications system transition planning, engineering design for integration with processing systems, specification development, standards, interface design, testing, and the conduct of transmission and traffic studies.
	13.4.7.2. Education: Master’s degree in engineering.
	13.4.7.3. Experience: At least seven (7) years of experience in the engineering of communications systems via all transmission media.

	13.4.8. Intermediate Communications Engineer
	13.4.8.1. Prepares communications systems designs and technical documentation, and other design criteria. Implements COTS and emerging communications systems and develops technical plans, documentation, and support.
	13.4.8.2. Education: Bachelor’s degree in engineering.
	13.4.8.3. Experience: At least three (3) years of experience in the engineering of communications systems via all transmission media.

	13.4.9. Junior Communications Engineer
	13.4.9.1. Conducts engineering analysis, develops technical documentation, investigate communications requirements, formulates network interfaces, and assists in project/program execution.
	13.4.9.2. Education: Bachelor’s degree in engineering.
	13.4.9.3. Experience: At least one (1) year of experience in the engineering of complex communications systems via all transmission media.

	19.4.9bis Systems Integration Analyst
	19.4.9bis.1 Develops and implements solutions using the optimal technology, capability, and interfaces Researches available tools and technologies to determine alternate technology solutions. Researches, implements, and supports multiple computing pla...
	19.4.9bis.2 Education: Bachelor’s degree in engineering or computer science.
	19.4.9bis.3 Experience: At least seven (7) years of experience in the integration and implementation of information systems, defence systems, C2 systems, preferably in maritime domain.

	13.4.10. Senior Software Programmer
	13.4.10.1. Performs complex program development using standard and specialised languages to create special purpose software, modify existing programs, and enhance system efficiency and integrity. Translates detailed designs into software, tests, debug...
	13.4.10.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.10.3. Experience: At least seven (7) years of experience in the design, programming, and testing of applications software.

	13.4.11. Intermediate Software Programmer
	13.4.11.1. Analyses systems requirements and design specifications to develop block diagrams and logic flow charts. Translates detailed designs into computer software for specific applications. Prepares documentation, including program and user docume...
	13.4.11.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.11.3. Experience: At least three (3) years of experience in the design, programming, and testing of applications software.

	13.4.12. Junior Software Programmer
	13.4.12.1. Performs programming tasks based upon specifications and flow diagrams. Translates concepts into program modules for testing, debugging, refinement, and integration with other modules. Prepares draft documentation including program and user...
	13.4.12.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.12.3. Experience: At least one (1) year of experience in the design, programming, and testing of applications software.

	13.4.13. System Support Engineer
	13.4.13.1. Designs and integrates system support applications and protocols to meet system requirements. Analyses architectural options for performance and manageability. Analyses and designs implementations to meet specialised message formats or inte...
	13.4.13.2. Education: Bachelor’s degree in engineering.
	13.4.13.3. Experience: At least seven (7) years of experience in the design, integration, and implementation of information systems. At least three years of experience with Simple Network Management Protocol (SNMP) and system support applications.

	13.4.14. Information Systems Security Engineer
	13.4.14.1. Analyses and develops network systems and information security practices to include: operating systems, applications, Transmission Control Protocol (TCP)/Internet Protocol (IP), security architecture, multi-level security, intrusion detecti...
	13.4.14.2. Education: Bachelor’s degree.
	13.4.14.3. Experience: At least three (3) years of experience in information systems security. At least five years in information systems integration, implementation, or operation.

	13.4.15. Information Systems Security Specialist
	13.4.15.1. Provides support in implementing procedures and practices prescribed for safeguarding and control of an automated information system and the processing of classified information.
	13.4.15.2. Education: Associates degree or two years of technical training.
	13.4.15.3. Experience: At least two (2) years of experience as an Information Systems Security Officer for an operational system.

	13.4.16. Field Engineer
	13.4.16.1. Conducts site surveys, prepares implementation plans, prepares implementation procedures, supervises installation and activation, reports on installation status, manages repair and modifications to systems/equipment, performs field maintena...
	13.4.16.2. Education: Bachelor’s degree. ITIL Foundation and Service Operations certificates
	13.4.16.3. Experience: At least five (5) years in the installation and support of information systems.

	13.4.17. Senior Technician
	13.4.17.1. Supervises technicians in the troubleshooting, repair, installation, training, integration, and upgrade of systems and equipment. Works closely with assigned engineers and systems personnel to support implementation and activation efforts.
	13.4.17.2. Education: Associates degree.
	13.4.17.3. Experience: At least seven (7) years of experience in the installation and maintenance of network and information systems.

	13.4.18. Intermediate Technician
	13.4.18.1. Performs troubleshooting, repair, refurbishment, and installation of systems and equipment. Performs factory or field testing of systems, development of maintenance or repair procedures, and supports installation teams in specific areas of ...
	13.4.18.2. Education: Associates degree.
	13.4.18.3. Experience: At least three (3) years of experience in the installation and maintenance of network and information systems.

	13.4.19. Junior Technician
	13.4.19.1. Performs troubleshooting, repair, and installation functions as assigned. May be assigned as technical support technician for specific systems or hardware. Performs factory or field testing and supports installation teams as assigned.
	13.4.19.2. Education: Secondary school graduate with one year of technical training.
	13.4.19.3. Experience: At least two (2) years of experience installing and maintaining network and information systems.

	13.4.20. System Management Specialist
	13.4.20.1. Analyses, develops, and maintains operational system configuration parameters. Establishes and implements system policy, procedures and standards, and ensures their conformance with system requirements. Ensures that security procedures are ...
	13.4.20.2. Education: Bachelor’s degree and completion of a formal system administration or network management certification course.
	13.4.20.3. Experience: At least three (3) years of experience in the administration of distributed information systems.


	13.5. Testing
	13.5.1. Senior Test Engineer
	13.5.1.1. Directs test planning, design and tools selection. Establishes guidelines for test procedures and reports. Co-ordinates with Purchaser on test support requirements and manages Contractor test resources.
	13.5.1.2. Education: Bachelor’s degree in engineering.
	13.5.1.3. Experience: Integration and testing engineering skills with five (5) years’ experience as part of technical projects, supported by project reference and description of role / responsibilities / activities. Demonstration of practical experien...

	13.5.2. (Deleted)
	13.5.3. Intermediate Test Engineer
	13.5.3.1. Designs and documents unit and application test plans. Transforms test plans into test cases and executes those cases. Supervises individual tests and prepares test reports.
	13.5.3.2. Education: Bachelor’s degree in engineering.
	13.5.3.3. Experience: At least three (3) years of experience in the design and execution of information systems tests.

	13.5.4. Junior Test Engineer
	13.5.4.1. Performs testing activities under supervision of more experienced test personnel. Executes defined test cases and procedures. Collects and analyses test data; prepares test reports.
	13.5.4.2. Education: Bachelor’s degree in engineering.
	13.5.4.3. Experience: At least one (1) year in the design and execution of information systems tests.

	13.5.5. Test Technician
	13.5.5.1. Provides installation and administration support to information system testing. Constructs and tests prototype equipment for electrical systems and components, consistent with engineering and other specifications. Executes tests and collects...
	13.5.5.2. Education: Associates degree or two years of technical training.
	13.5.5.3. Experience: At least two (2) years of experience in the configuration and administration of information systems or test and measurement systems.


	13.6. Implementation Support
	13.6.1. Logistics Management Specialist
	13.6.1.1. Provides support in the development of support documentation to include as a minimum, elements such as support equipment, technical orders, supply support and computer resources support, process of evolving and establishing maintenance/suppo...
	13.6.1.2. Education: Bachelor’s degree.
	13.6.1.3. Experience: At least seven years of experience in supply and support of information systems. At least three (3) years in support of distributed systems in more than one NATO nation.

	13.6.2. Logistics Analyst
	13.6.2.1. Creates and helps execute plans for the ILS of complex systems. Analyses adequacy and effectiveness of current and proposed logistics support provisions. Supervises the efforts of other logistics personnel in the execution of assigned tasks.
	13.6.2.2. Education: Bachelor’s degree.
	13.6.2.3. Experience: At least three (3) years of experience in ILS planning and analysis.

	13.6.3. Inventory Specialist
	13.6.3.1. Creates and maintains an inventory control system. Tracks materials, coordinates shipping and receiving, and supervises packing operations.
	13.6.3.2. Education: Associates degree.
	13.6.3.3. Experience: At least three (3) years of experience in shipping, receiving, and inventory control.

	13.6.4. Shipping and Receiving Clerk
	13.6.4.1. Coordinates the shipping and receiving of materials. Tracks property using automated equipment. Performs and records materials inventory checks.
	13.6.4.2. Education: Secondary school graduate.
	13.6.4.3. Experience: At least three (3) years of experience in shipping and receiving.

	13.6.5. Technical Writer
	13.6.5.1. Develops, writes, and edits materials, briefs, proposals, instruction books, and related technical and administrative publications concerned with work methods and procedures for installation, operations and enhancement of equipment. Organise...
	13.6.5.2. Education: Bachelor’s degree.
	13.6.5.3. Experience: At least three (3) years as a technical writer.

	13.6.6. Senior Configuration Manager
	13.6.6.1. Establishes and maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commerci...
	13.6.6.2. Education: Bachelor’s degree.
	13.6.6.3. Experience: At least five (5) years of experience in specifying Configuration Management requirements, standards, and evaluation criteria in acquisition documents, and in performing configuration identification, control, status accounting, a...

	13.6.7. Intermediate Configuration Manager
	13.6.7.1. Maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercial standards. Ma...
	13.6.7.2. Education: Associates degree or two years of technical training.
	13.6.7.3. Experience: At least three (3) years of experience in technical system Configuration Management. At least two years in communication and information systems development, including physical and functional audits and software evaluation, testi...

	13.6.8. Junior Configuration Manager
	13.6.8.1. Prepares and coordinates change requests, configuration items, and configuration baselines. Maintains configuration control records and databases.
	13.6.8.2. Education: Associates degree or one year of technical training.
	13.6.8.3. Experience: At least one (1) year of experience in technical system configuration or document management.

	13.6.9. Data Control Specialist
	13.6.9.1. Performs assigned portions of managing the data input into complex information systems. Analyses and administers data for both the developing team and the customer. Handles daily administrative tasks, produces and edits technical reports bas...
	13.6.9.2. Education: Associates degree.
	13.6.9.3. Experience: At least three (3) years of experience in administration of Configuration Management or technical documentation.

	13.6.10. Quality Assurance Manager (QAM)
	13.6.10.1. Establishes and maintains process for evaluating software, hardware, and associated documentation. Determines the resources required for QC. Maintains the level of quality throughout the system life cycle. Develops project QA plan. Conducts...
	13.6.10.2. Education: Bachelor’s degree.
	13.6.10.3. Experience: At least seven (7) years working with QC methods and tools. At least four (4) years supporting system development and test projects.

	13.6.11. Quality Assurance (QA) Specialist
	13.6.11.1. Develops and implements quality standards. Reviews hardware, software, and documentation. Participates in formal and informal reviews to determine quality. Participates in the development of system QAPs. Examines and evaluates design, integ...
	13.6.11.2. Education: Bachelor’s degree.
	13.6.11.3. Experience: At least four (4) years of working with QC methods and tools.


	13.7. Training Support
	13.7.1. Instructional Systems Designer
	13.7.1.1. Conducts the research, necessary to identify training needs based on performance objectives and existing skill sets; prepares training strategies and delivery methodology analyses; and prepares cost/benefit analyses for training facilities a...
	13.7.1.2. Education: Bachelor’s Degree.
	13.7.1.3. Experience: At least three (3) years of experience in the design and development of training for information systems and defence systems using an Instructional Systems Design approach such as the Systems Approach to Training, Performance-Bas...

	13.7.2. Senior Training Materials Developer
	13.7.2.1. Conducts the research necessary to develop and revise training courses and prepares training plans. Develops instructor (course outline, background material, and training aids) and student materials (course manuals, workbooks, hand-outs, com...
	13.7.2.2. Education: Bachelor’s Degree.
	13.7.2.3. Experience: At least five (5) years in the preparation of technical training, including CBT materials.

	13.7.3. Training Materials Developer
	13.7.3.1. Conducts the research necessary to develop and revise training. Develops training materials (course outline, manuals, workbooks, hand-outs, completion certificates, and course feedback forms).
	13.7.3.2. Education: Associates degree.
	13.7.3.3. Experience: At least three (3) years of experience in the preparation of technical training materials.

	13.7.4. CBT Developer
	13.7.4.1. Uses CBT tool to design and implement course flowchart, text, animation, voice, and graphic displays.
	13.7.4.2. Education: Bachelor’s degree.
	13.7.4.3. Experience: At least three (3) years of experience in the preparation of CBT courses.

	13.7.5. Senior Instructor
	13.7.5.1. Supervises trainers who conduct technical training classes. Conducts training classes. Works closely with Purchaser personnel to determine training and scheduling requirements. Develops and maintains training materials. Reviews and provides ...
	13.7.5.2. Education: Bachelor Degree.
	13.7.5.3. Experience: At least four (4) years of experience in systems administration or operation and at least four (4) years as technical training instructor in defence systems and maritime C2 systems.

	13.7.6. Junior Instructor
	13.7.6.1. Conducts technical training classes. Prepares and updates training documentation.
	13.7.6.2. Education: Bachelor’s Degree.
	13.7.6.3. Experience: At least four (4) years of experience in systems administration or operation and at least two (2) years as technical training instructor.


	13.8. Operational Support
	13.8.1. System Administrator
	13.8.1.1. Administers systems operations and configuration. Maintains user accounts and profiles. Performs system backup and restoration procedures. Troubleshoots operational problems. Coordinates system configuration and performance issues with centr...
	13.8.1.2. Education: Associates degree or two years of technical training.
	13.8.1.3. Experience: At least one (1) year in systems administration of Windows Server 2012 systems. At least one (1) year in the administration and operation of an integration capability. At least one (1) year in the administration and operation of ...

	13.8.2. Network Manager
	13.8.2.1. Oversees administration and operation of network and service management applications. Develops and implements operating procedures. Administers upgrades to system support and network management components. Collects operational performance da...
	13.8.2.2. Education: Associates degree.
	13.8.2.3. Experience: At least two (2) years in administration and implementation of SNMP or other system support systems.

	13.8.3. Database Administrator
	13.8.3.1. Manages network-wide configuration databases. Develops and implements data synchronisation procedures and resolves database discrepancies. Maintains and publishes network configuration tables and indices. Designs and implements queries and o...
	13.8.3.2. Education: Associates degree.
	13.8.3.3. Experience: At least two (2) years in database administration.

	13.8.4. Operational Support Manager
	13.8.4.1. Organises, directs and manages operational support activities. Analyses system performance data and prepares reports and assessments. Meets with Purchaser personnel to coordinate support issues and coordinates with system deployment personne...
	13.8.4.2. Education: Bachelor’s degree.
	13.8.4.3. Experience: At least five (5) years of experience in the administration and operation of a distributed information system.



	SECTION 14 : Interfaces with other Projects / Systems
	14.1. NS Domain (ITM)
	14.1.1. The ITM project, which is the amalgamation of the three CP 9C0150 Projects: 0IS03091; 0IS03092, and 0IS03101, will transform the way IT services are provided to Users across the NATO enterprise, including the NATO Command Structure (NCS), the ...
	14.1.2. The project will provide modern effective and cost-efficient Infrastructure as a Service (IaaS) supporting IT services at NS level on the ON domain.  The project is, in effect, a hardware replacement and service consolidation project as it wil...
	14.1.3.  The architecture is based on various different types of implementation: Data Centres, Enhanced Nodes, and Standard Nodes. As for the Client Connectivity, ITM will support Thick Clients (Desktop/Laptop) and Thin Clients (Virtual Desktop Infras...

	14.2. MS Domain (x-FOR)
	14.2.1. NATO implements ‘mission’ Secret domains in current operations and exercises in order to provide CIS access to non-NATO mission partners.  Examples are the KFOR Secret domain supporting NATO-led operations in Kosovo, the EUFOR Secret domain su...

	14.3. Management Domain
	14.3.1. The IEG-C system components will need to be managed from the Management domain already existing in Purchaser operations in addition to the Management tools which the Contractor will add. These components will include Servers, Switches, Firewal...

	14.4. NCIA Cyber Monitoring Capability (former NCIRC)
	14.4.1. The NATO Cyber Security Monitoring Capability involves capturing network traffic at key points in the global CIS infrastructure, and the collection of system logs, which can then be used to support cyber security incident analyses. In order to...
	14.4.2. The Contractor will assist the Purchaser or any other sub-contracted entity by the Purchaser to enact necessary changes and additions to the IEG-C Contractor’s design and system, so that the aforementioned monitoring capability will integrate ...

	14.5. Mission Information Room
	14.5.1. The ‘Mission Information Room’ (MIR) at SHAPE and JFC Naples allows HQ Staff access to a local extension of a ‘mission’ network and to the ‘at risk’ NATO Secret domain established for operations and exercise support.  The MIR places this NATO ...


	SECTION 15 : Deliverables Outlines
	15.1. General
	15.1.1. This section describes the outline content of a subset of all deliverables (management products and specialist products) to be provided by the Contractor under this Contract.

	15.2. Risk Log
	15.3. Issue Log
	15.4. Project Status Report (PSR)
	15.5. Change Request
	15.5.1.  Change Request Document

	15.6. System Design Specification (SDS)
	15.7. System Version Definition Document (SVDD)
	15.8. System Implementation Plan (SIP)
	15.9. Project Management Plan (PMP)
	15.10. User and Maintenance Manuals
	15.11. IEG-C Procedures and Work Instructions

	SECTION 16 : OPTIONS
	16.1. General
	16.1.1. This section describes the options to be provided by the Contractor under this Contract, if these options are to be exercised by the Purchaser.
	16.1.2. The optional gateways and respective locations are described in Annex B of this SOW.

	16.2. WP 6 Hardware
	16.2.1. All required equipment will be identified and selected by the bidders to conform to SRS, but part thereof may be provided by the customer as Purchaser Furnished Equipment (PFE). The main reason is to achieve homogeneity in the installed hardwa...
	16.2.2. This equipment in general involves Infrastructure hardware (processing, storage, networking), firewall and guard products. To the extent that the Purchaser has other existing contracts, these equipment will be procured via these contracts. Lis...
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