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1    INTRODUCTION 

1.1. Purpose 

1.1.1. The BMD Programme defines the BMD Architecture, derives the NATO system 
requirements, provides strategic and governance support of BMD related NCI 
Agency implementation projects, integrates BMD capabilities and verifies that 
NATO BMD capabilities are interoperable within the NATO Enterprise and with 
national systems.  The BMD Programme uses the BMD Integration Test Bed 
(ITB) facility to plan and execute tests, analyse results to support technical 
verification and integration of NATO BMD capabilities and support the validation 
of the BMD operational capability by the Bi-Strategic Commands (Bi-SCs).   

1.1.2. In particular the System Engineering and Integration (SE&I) Contractor supports 
the BMD Architecture Design and Architecture Test activities and specific 
Programme management activities such as Configuration Management (CM, 
Quality Assurance (QA) and Risk Management (RM). 

1.2. Background 

1.2.1. BMD Capability Package (CP) and BMD Programme 

1.2.1.1. In 2005, the North Atlantic Council (NAC) approved the Capability Package (CP) 
0A1303 to provide NATO-Wide Theatre Missile Defence and the Active Layer 
Theatre Ballistic Missile Defence (ALTBMD) Programme Management Office 
(PMO), consisting of the ALTBMD Steering Committee (SC) and the ALTBMD 
Programme Office (PO), was established. 

1.2.1.2. The ALTBMD Programme aimed at providing NATO with a common funded 
Battle Management, Command, Control, Communications (C3) and Intelligence 
(BMC3I) capability to support Theatre Missile Defence (TMD).  Nations would 
add, on a voluntary basis, sensors, interceptors and national C3 systems for 
TBMD purposes.  In 2010 the ALTBMD Interim Capability (InCa) was 
established. 

1.2.1.3. At the 2010 NATO Summit in Lisbon, Heads of State and Government (HoSG) 
agreed to develop a missile defence capability for NATO to pursue its core task 
of collective defence against the growing threat of ballistic missile attack and 
weapons of mass destruction.  From that point in time, BMD was to become an 
integral part of NATOs overall defence posture and was listed as one of the so-
called “Lisbon Critical Capabilities”. 

1.2.1.4. The scope of the ALTBMD Programme was expanded beyond the protection of 
NATO deployed forces to also protect NATO European populations, territory 
and forces; the ALTBMD Programme became the BMD Programme.  CP 
0A1303 was revised to incorporate the expansion of the operational mission 
and CP 0A1303REV1, “Provide Ballistic Missile Defence Capabilities”, was 
approved by the NAC in July 2013 (Reference A). The InCa was expanded to 
become the Interim BMD Capability (iBMD), which was declared at the NATO 
Summit in Chicago, May 2012. 
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1.2.1.5. The NATO Staff Requirement (NSR) at Reference B, for the BMD mission was 
approved by the CNAD in 2013 and included in CP 0A1303REV1. The BMD 
NSR describes the functional and performance requirements for the following 
areas: Core Architecture Capability, Consultation, Active Defence, Situational 
Awareness, Intelligence, Passive Defence, Training and Exercise Support, and 
Support (including Communications, User Interface, Logistics Support, 
Interoperability, Safety, CIS Security, Mission Data Recording and Storage, 
Integration, Test, Analysis and Validation, Architecture Upgrade and Deployed 
Systems).  

1.2.2. BMD Projects (NATO BMC3I) and National contributions 

1.2.2.1. As per the BMD CP construct, the BMD Programme aimed at providing NATO 
with a common funded BMC3I capability to support BMD.  Nations1 would add, 
on a voluntary basis, sensors, interceptors and national C3 systems for 
TheatreBMD (TBMD) purposes. 

1.2.2.2. The BMD CP 0A1303 REV1 at Reference A contains eleven projects requiring 
NATO common funding.   

1.2.2.3. Eight projects are required to implement the BMD functionalities into the NATO 
BMC3I systems. 

1.2.2.3.1. In ACCS: project 2005/5WI02017 to implement the functionalities required for 
the Baseline Capability TBMD / BMD, projects 2013/5WI02018 and 
2013/5WI02029 to implement respectively the functionalities for BMD Capability 
Increment 1 and 2 (Inc 1&2). 

1.2.2.3.2. In Bi-SC Automated Information System (AIS): project 2005/0IS03073 to 
implement the functionalities required for the Baseline Capability TBMD/BMD 
(through Air Command and Control Information System (AirC2IS), NATO 
Common Operational Picture (NCOP), Tool for Operations Planning Functional 
Area Services (TOPFAS)), projects 2013/0IS03074 and 2013/0IS03089 to 
implement respectively the functionalities for BMD Capability Increment 1 and 
Increment 2 (through AirC2IS, NCOP, TOPFAS, Chemical Biological 
Radiological and Nuclear Functional Services (CBRN FS), Intelligence 
Functional Services (INTEL FS), Education, Training, Exercise and Evaluation 
Functional Services (ETEE FS). 

1.2.2.3.3. In the NATO General Communications System (NGCS): project 
2005/0CM03046 to implement the functionalities required for the Baseline 
Capability TBMD/BMD (“Communications TBMD Capability 1 IOC”) and project 
2013/0CM03047 to implement the functionalities for BMD Capability 
(“Communications Support to BMD”). 

                                             
1 Reference E provides information regarding the planned integration of National BMD systems into the NATO BMD Architecture.  
However, these projections may be modified due to changes to NATO’s C2 systems’ implementation and/or National BMD 
systems  schedules. 
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1.2.2.4. Three projects are required to the provision of capabilities for: 

1.2.2.4.1. BMD Programme Management and Oversight (project 2005/0VA3018 “BMD 
Programme Management”); 

1.2.2.4.2. Architecture Design and Implementation Oversight (project 2005/0VA3019 
“System Engineering (SE) Support for BMD”); 

1.2.2.4.3. Integration and Testing (I&T) of the System of Systems in accordance with the 
architecture (project 2005/0VA3020 “Integration and Test Support for BMD”).  

1.2.3. BMD Capability Delivery 

1.2.3.1. The BMD CP Implementation Plan at Reference C identifies the delivery of the 
BMD Capability in three steps: the Baseline Capability TBMD / BMD, the BMD 
Capability Inc&2.  

1.2.3.2. At the Warsaw Summit in 2016, HoSG tasked the Conference of National 
Armament Directors (CNAD) to execute a comprehensive review of the BMD 
Programme.  The report from the BMD SC approved by the CNAD at Reference 
D, provides a detailed description of what BMC3I functionality will be delivered, 
when it will be delivered and at what proposed cost.  In particular, the approved 
schedule baseline identifies the end of the BMD Programme with the delivery 
of BMD Inc 1&2 by 2030. 

1.2.3.3. The NCI Agency is now planning the implementation of the BMD Programme 
through five Tranches in the period 2021 - 2029, meaning the delivery of a series 
of periodical coordinated deliveries harmonized at Programme level.  With this 
new concept, the operational user community will be able to take advantage of 
incrementally enhanced capabilities every two years, earlier than with the 
approach in the CP where deliveries to the users are provided in long 
increments that are performance-driven instead of schedule-driven. 

1.2.4. SE&I Support Contract 

1.2.4.1. The NCI Agency is the Host Nation for the BMD Programme.  The BMD 
Programme Office (PO), as part of the Directorate of Air and Missile Defence 
Command and Control (AMDC2) within the NCI Agency, is responsible for the 
day to day management and execution of the programme. 

1.2.4.2. The BMD SE&I capability is authorised against the two NSIP projects 
2005/0VA03019 “System Engineering Support for BMD” and 2005/0VA03020 
“Integration and Test Support for BMD”. 

1.2.4.3. The support from an SE&I Contractor has been provided since 2007. 

1.3. Engineering approach 

1.3.1. Engineering Lifecycle 
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1.3.1.1. As described in the Systems Engineering Management Plan (SEMP)2 
(Reference F), the development of BMD BMC3I capabilities follows the BMD 
Engineering Life Cycle approach as visualised in the “V” diagram in Figure 1-1. 

 

 
Figure 1-1   BMD Engineering Life Cycle Approach 

1.3.1.2. The red arrows on Figure 1-1 indicate the major stages of capability 
development (including verification and validation): 

1.3.1.2.1. Architecture Design: Production of the key specifications and design products 
needed by the Implementation Projects and the National systems.  As described 
in the Architecture Vision (Reference RR)3, using TOGAF v9.2 best practices at 
Reference G, the Agency focuses on the development of a Target Architecture 
that meets the full BMD scope as requested per Reference A, and the 
development and maintenance of a set of Transition Architectures with their 
corresponding architecture views4,  system and interface requirements. These 
are captured in the Architecture Definition Document (ADD), Architecture 
Requirement Specifications (ARS) per implementation project and the Interface 
Description Document (IDD) and the corresponding Interface Control 
Documents (ICD). The Transition and Target Architectures correspond to BMD 
Programme Tranches, explained in the following sections. 

                                             
2 Please note that the referenced version of the SEMP does not yet include the Tranche Based 
Capability Delivery (TBCDM) as such needs to be read in conjunction with TBCDM described 
in section 1.3.2) 
3 Please note that the referenced version of the Architecture Vision does not yet include the Tranche Based Capability Delivery 
(TBCDM) as such needs to be read in conjunction with TBCDM described in section 1.3.2) 

4 Current Architecture products are based on NATO Architecutre Framework (NAF) v3 but the programme is assessing feasibility 
of transitioning to NAF v4  
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1.3.1.2.2. System Design and Development: Implementation Projects and Nations 
develop or upgrade their systems and interfaces in conformance to the 
specifications provided during Architecture Design. 

1.3.1.2.3. System Testing: Verifying that the systems as built have been produced in 
accordance with specifications. 

1.3.1.2.4. System of Systems Testing and Integration, Architecture Verification and 
Operational Validation. 

1.3.1.3. The Programme Verification Strategy (PVS) at Reference H sets out the 
strategy for the verification and validation (V&V) of the BMD capability.  This 
includes an outline of the processes which ensure the effective verification of 
the NSRs at Reference B, the integration of the BMC3I systems developed by 
Implementation Projects, and the integration of national sensors, weapon and 
C2 systems into the BMD capability.  It accounts for the verification of enhanced 
BMD capability in tranches. It also describes subsequent Programme support 
to user and operational validation and capability acceptance and transition 
activities, which are led by the NATO Bi-SC. 

1.3.1.4. The two products that provide the framework to execute the PVS are the 
Verification Cross Reference Index (VCRI) and the Verification Cross Reference 
Matrix (VCRM) at Reference PP. The VCRI contains the list of requirements 
that needs to be verified and validated of the entire capability. It provides full 
traceability to Tranche Outcomes/Abilities/Outputs and contains the methods 
and recommended events by which System and System-of-Systems verification 
and validation shall be achieved. The VCRM is a dynamic product that maps all 
items in the VCRI to specific verification and validation events and collects the 
results from the event providing the capability verification and validation status. 

1.3.2. Tranche-Based Capability Delivery 

1.3.2.1. To reduce risk and provide more frequent step increases in capability to the 
operational community the Agency has developed a Tranche-Based Capability 
Delivery Methodology (TBCDM) at Reference I. The proposed methodology 
provides a structured framework for the planning, monitoring and coordination 
of the NCI Agency Projects which contribute to the BMD Capability and allows 
for the outcome-focused and tranche-based implementation of the BMD ADD 
at Reference E). 

1.3.2.2. The roadmap for the development of the BMD BMC3I capabilities is described 
in the ADD4.1 at Reference E, Attachment 4.4, BMD Systems Roadmap.  

1.3.2.3. TBCDM defines the delivery elements used to compose the BMD Capability as 
outputs, abilities, and outcomes.  Figure 1-1 illustrates the production of outputs, 
abilities, and outcomes and their relationship with the different implementation 
organisations. 
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Figure 1-1:  Production of Outcomes, Abilities and Outputs 

1.3.2.4. Outputs are the fundamental elements of the required capability. In the 
proposed methodology, outputs are defined as functions provided by a system 
that is deployed in an organisation.  

1.3.2.5. When a set of related outputs is combined and provided to an organisation, the 
organisation achieves the ability to perform operational activities at the System 
of Systems (SoS) level.   

1.3.2.6. Outcomes are the consequential elements of the developed capability and are 
achieved when a set of related abilities is embedded in the organisation in 
accordance with the lines of capability development, DOTMLPFI5).   

1.3.2.7. TBCDM facilitates the integration of the BMC3I system with the associated 
DOT_LPFI components, but focuses mainly on the production and integration 
of abilities and outputs that relate to the Material components. 

1.3.2.8. Each Tranche is broken down into five stages: Initiation, Design, Development, 
and Transition and Operation. Stages apply at each of the three levels.  Figure 
1-2 shows the stages, the decision gates that separate each of them as well as 
the (typical) evidence that is required to support each of these decision gates.  
These gates are defined as: Design Commitment (DSC), Development 
Commitment (DVC), Transition Readiness (TNR) and Operational Readiness 
(OPR). See Reference I for a detailed explanation of the methodology and the 
used abbreviations. 

 

                                             
5 Doctrine, Organization, Training, Materiel, Leadership, Personnel, Facilities and Interoperability (DOTMLPFI) 
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Figure 1-2 – BMD Programme Tranche Execution (showing Stages, Levels, Gates and Evidence 

Milestones) 

 

1.4. Scope of work 

1.4.1. This Statement of Work (SOW) covers the scope for the required Contractor 
support to the BMD projects 2005/0VA03019 and 2005/0VA03020 and 
describes the Contractor’s responsibilities and tasks to satisfy the NATO 
requirements. 

1.4.2. The SE&I Contractor is expected to support the BMD Programme and in 
particular to:  

1.4.2.1. provide expertise to augment the Agency’s staff in support of the SoS 
Requirements Management, Architecture, ARS and Interface maintenance; 

1.4.2.2. provide support for monitoring and reporting of the Implementation Project 
verification and validation events, including development of the test plan, 
delivery of inputs during test preparation, witnessing the tests and analysis of 
test results for Systems contributing to the BMD architecture; 

1.4.2.3. provide technical support to the BMD Programme Integration, Test and 
Transition activities, including support to ITB related activities i.e. maintenance, 
business continuity (e.g., installation of HW, network and SW updates), ITB 
service delivery (e.g. test event execution), ITB security accreditation, training 
and operations; 



NATO UNCLASSIFIED 

IFB-CO-15575-BMD Amdt 1 
 

NATO UNCLASSIFIED 

Part IV, Page 11 

1.4.2.4. provide planning, execution, analysis and reporting for BMD events (e.g. bi-
lateral tests, Ensemble Tests, System Integration Tests, operational tests & 
exercises, and live fire events), including integration of new NATO and national 
BMC3I, collaboration, communications, sensor, simulation and weapon 
systems, and support to BMC3I transition to operations. In addition, support of 
documentation of test results into the VCRM, and entry of test observations in 
the BMD Programme Observation and Issue Data Base (OIDB); 

1.4.2.5. provide an issue manager responsible for verification event issue management 
and reporting on issue resolution status.  Verification & Validation issues include 
e.g. Problem Trouble Report (PTR), new requirements leading to Lifecycle-
Engineering Change Proposals (L-ECP).  The issue management shall be 
carried out in accordance with the BMD Observation and Issue Management 
process; 

1.4.2.6. test and analyse the (lack-of) regression on the operational deployed NATO 
BMD BMC3I to verify that newly developed versions of BMD systems do not 
cause performance regression of the operational baseline; 

1.4.2.7. contribute to BMD Programme QA activities during BMD Programme Tranches 
execution such as conducting project audits, monitoring performance at specific 
milestones or gates and supporting implementation of Lessons Learned; 

1.4.2.8. assist BMD Programme in maintaining the different configuration baselines for 
the Programme artefacts, support the CM process across the full life cycle of 
the BMD Programme, update, enhance and maintain the established CM 
database, and support the BMD Programme Configuration Manager in planning 
and executing Configuration Control Boards (CCB);  

1.4.2.9. contribute to BMD Programme risk management activities. 

1.4.3. The Contractor shall be responsible for: 

1.4.3.1. providing all necessary resources, apart from Purchaser Furnished Equipment 
(PFI), including services, personnel, material, equipment, data and 
documentation needed to accomplish the tasks described in the SOW, to meet 
the requirements of the SOW and to fulfil Contract Provisions. 

1.4.3.2. at the end of the period of performance of the SE&I Contract, ensuring the 
transfer, to Purchaser or another Contractor, of the knowledge acquired during 
the execution of this Contract . 

1.5. Statement of Work structure 

1.5.1. This SOW defines the requirements for services and supplies provided under 
the SE&I Contract: 

1.5.1.1. Section 1 provides an introduction. 

1.5.1.2. Section 2 identifies reference documents. 
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1.5.1.3. Section 3 defines the Management requirements of the SE&I Contract. 

1.5.1.4. Section 4 defines the Systems Engineering Augmentation requirements of the 
SE&I Contract. 

1.5.1.5. Section 5 defines the Integration, Testing and Transition requirements of the 
SE&I Contract.  

1.5.1.6. Section 6 defines the Transition-in and Transition-out requirements, 
respectively at the beginning and the end of the contract. 

1.5.1.7. Section 7 specifies the location of the main effort of the SE&I contract and the 
working language to be used in the execution of the SE&I Contract. 

1.5.1.8. Section 8 identifies the responsibilities and experience and education 
requirements for the labour categories to be used in the execution of the SE&I 
Contract. 

1.5.1.9. Section 9 lists requirements for documentation to be delivered during the 
execution of the SE&I Contract. 

1.5.1.10. Annexes as required capture specific scope of work. 

1.5.2. The organisation and the description of the SOW reflects the BMD Programme 
Work Breakdown Structure (WBS). The various Work Packages (WP) reflect 
coherent areas of activities and deliverables and make explicit the separation 
of activities between NATO staff and Contractors. The overall decomposition is 
depicted in Figure 1-3 below: 
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Figure 1-3   BMD Programme Work Packages and SOW allocation 

 

1.6. Standards for Interpretation of the Statement of Work  

1.6.1. This SOW invokes a variety of NATO Standardisation Agreements (STANAGs), 
Allied Quality Assurance Publications (AQAPs), Military Standards (MIL-STDs) 
and International Standards. While these are NATO reference documents, there 
are national and international standards that are considered to be equivalent 
and are cited as such within these documents.  

1.6.2. Where a national or international standard exists that is not specifically 
referenced in the STANAGs, AQAPs, or MIL-STDs as being equivalent, the 
Contractor may propose to utilise such a standard if it can demonstrate, to the 
satisfaction of the Purchaser, that such a standard is equivalent to the STANAG, 
AQAPs, or MIL-STD in question. The Purchaser, however, reserves the right to 
deny such a request and demand performance in accordance with the standard 
cited in the SOW. 



NATO UNCLASSIFIED 

IFB-CO-15575-BMD Amdt 1 
 

NATO UNCLASSIFIED 

Part IV, Page 14 

2    APPLICABLE DOCUMENTS 

2.1. Reference Documents  

A. (NR) AC/259-N(2013)0010 covering Capability Package 0A1303REV1, 
Provide Ballistic Missile Defence Capabilities, 6 March 2013 + (NR) 
AC/335-D(2013)0008, Joint Staff Screening Report, 17 May 2013 

B. (NR) AC/259-D(2013)0016, Ballistic Missile Defence NATO Staff 
Requirement (BMD NSR), 12 April 2013 

C. (NR) AC/4(PP)N(2013)0091 – BC-D(2013)0193, BMD Capability Package 
Implementation Plan (PIP), 11 November 2013 

D. (NR) AC/259-D(2019)0002, CNAD report on the BMD Programme Review, 
22 January 2019 

E. (NR) BMD-SE-PRG-ADD-002-4.1, Architecture Definition Document (ADD) 
4.1, 19 December 2019  

F. (NU) BMD-PM-PRG-SEMP-3.0, Systems Engineering Management Plan 
(SEMP), 13 June 2018 

G. The Open Group Architectural Framework (TOGAF) Version 9.2, 2018 

H. BMD Programme Verification Strategy (PVS) BMD-IT-PRG-PVS-004-3.0,
 06 December 2019 

I. (NU) NCIA/AMDC2/2019/01195, Tranche-Based Capability Delivery 
Methodology(TBCDM) Guide, 16 December 2019 

J. (NR) AC/4-N(2018)0017-ADD1, BMD Programme Master Plan 1.0 
(Enclosure 2), 28 February 2019 

K.  (NU) STANAG 4427 (Edition 3) (and subordinate ACMPs 2000, 2009, 
2010) 

L. Joint AirC2 Lifecycle Configuration Management Plan 2018.1 Core (and 
subordinate BMD Programme Standard Operating Procedure (SOP)  

M. STANAG 4107 (Edition 11), Mutual Acceptance of Government Quality 
Assurance and Usage of The Allied Quality Assurance Publications 
(AQAP), 16 December 2019 

N. (NU) AQAP Series File [12 documents] 

o AQAP-160 (Ed. 1) Allied Quality Assurance Publication, NATO 
Integrated Quality Requirements for Software Throughout the Life Cycle 

o AQAP-169 (Ed. 1) NATO Guidance on the use of AQAP-160 
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o AQAP-2000 (Ed. 3), NATO Policy on an Integrated Systems Approach 
to Quality Through the Life Cycle 

o AQAP-2009 (Ed. 3) NATO Guidance on the Use of the AQAP 2000 
Series 

o AQAP-2050 (Ed. 1) NATO Project Assessment Model 

o AQAP-2070 (Ed. B Ver.4), NATO Mutual Government Quality 
Assurance (GQA) Process 

o AQAP-2105 (Ed. C Ver.1), NATO Requirements for Quality Plans 

o AQAP-2110 (Ed.D, Ver.1) NATO Quality Assurance Requirements for 
Design, Development and Production 

o AQAP-2120 (Ed. 3) NATO Quality Assurance Requirements for 
Production 

o AQAP-2130 (Ed. 3) NATO Quality Assurance Requirements for 
Inspection and Test 

o AQAP-2131 (Ed. C, Ver. 1) NATO Quality Assurance Requirements for 
Final Inspection and Test 

o AQAP-2210 (Ed. A, Ver. 2), NATO Supplementary Software Quality 
Assurance Requirements to AQAP-2110 or AQAP-2310 

O.  (NU) C-M(2002)49, Security Within The North Atlantic Treaty Organisation 
(NATO), 17 June 2002 along with Amendment 9 (5 Feb 2013) and Amendment 
10 (7 May 2013) 

P. (NU) ACO Security Directive 070-001 and ACO CIS Security Directive 070-
005, January 2019 

Q. (NU) AC322-D-0048-REV3 Technical and Implementation Directive on CIS 
Security dated Nov 2019 

R.  (NU) NCIA Agency Directive 3-00, Security (Principles and Organization), Jul 
2014 

o (NU) NCIA Agency Directive 3-01, Security (Personnel Security) 

o (NU) NCIA Agency Directive 3-02, Security (Physical Security) 

o (NU) NCIA Agency Directive 3-03, Security (Security of Information) 

o (NU) NCIA Agency Directive 3-04, Security (Industrial Security) 

o (NU) NCIA Agency Directive 3-05, Security (Breaches of Security) 
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o (NU) NCIA Agency Directive 3-06, Security (Counter-Terrorism/Force 
Protection) 

S.  (NU) AC/35-D2000 to AC/35-D2005 NATO Security Policy Directives 

T. (NU) Security Operating Procedures (SecOps) for NATO SECRET The 
Hague Laboratory Environment - DRAFT 

U. (NU) BMD Integration Test Bed SecOps - DRAFT 

V. (NU) NCIA NR AIS Security Operation Procedures (SECOPS), Jun 2018 

W.  (NR) BMD CIS Security Accreditation Approach, Jul 2019 

X.  (NU) BMD Programme Master Test Plan (PMTP), BMD-PM-PRG-PMTP-
A00, 26 March 2015 

Y. (NR) Integrated Master Test Schedule (IMTS) BMD-IT-PRG-IMTS-004-
2.0 01 July 19 

Z. (NU) BMD Integrated Logistic Support Plan (ILSP), BMD-PM-PRG-ILSP-
004-2.0, 22 August 2018 

AA. (NU) ITB Service Delivery Plan (SDP), BMD-PM-PRG-SDP-A00, 26 March 
2015 

BB. (NU) BMD Integration Test Bed (ITB) Build 4 Software & Licences Document, 
BMD-IT-TA1-SLD-1.0, 09 November 2016 

CC. (NU) BMD Integration Test Bed (ITB) Hardware Suite, BMD-IT-BC-ITBHWS-
122-4.0, 30 September 2019 

DD.  (NU) CFBLNet Manual version 1.0, October 2018  

EE. (NU) Integration Test Bed (ITB) Open Framework Services (OFS) Federation 
Agreement), BMD-IT-PRG-ITBFEDAG-3.0, 23 January 2020 

FF. (NU) Integration Test Bed (ITB) Build 6 System Requirements Specification 
(SRS), BMD-IT-BC-ITB6SRS-2.0, 29 June 2018 

GG. (NR) “delta” System Specific Security Requirements Statement for NATO 
SECRET Ballistic Missile Defence Integration Test Bed Laboratory (SSRS) 
ver 0.8, 11 Oct 2019 

HH. (NU) ITB Training Materials (Operator Training), BMD-IT-BC-ITBOPRTRNG-
108-2.0, 28 January 2020 

II. (NU) ITB Training Materials (Analyst Training), BMD-IT-BC-
ITBANLSTTRNG-108-2.0, 28 January 2020  
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JJ. (NU) ITB Interface Description Document (IDD) BMD-IT-PRG-ITBIDD-042-
2.0 27 January 2020 

KK.  (NU) OBSERVATION AND ISSUE MANAGEMENT PROCESS GUIDE, 
BMD-IT-PRG-OIMGMTPG-108-2.0, 29 JAN 2020 

LL. (NU) OIDB USER GUIDE, BMD-IT-PRG-OIDBUG-1.0, 19 DECEMBER 2017 

MM.  (NU) STANAG 6001, Edition 5, NATO Language Proficiency Levels, 15 
December 2014 

NN. (NU) Example PSDs 

OO. (NR) Security Test and Verification Plan (STVP) for BMD ITB, 18 Nov 2019 

PP. (NU) Verification Cross Reference Index (VCRI) and Matrix (VCRM) Point 
Paper, BMD-SE-PRG-VCRIVCRMPP-004-1.0, May 2020 

QQ. (NU) Engineering Tool Environment Description, BMD-SE-PRG-
ENGTOOLENVDESC-122-1.0, May 2020 

RR. (NU) Architecture Vision, BMD-SE-PRG-ARCHVIS-3.0, 23 November 2017.  

SS. (NU)  Management of Risks in AMDC2, Standard Operating Procedure 
(SOP) 12.20.30, version 4.0 
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3    MANAGEMENT 

3.1. Introduction 

3.1.1. This section outlines the Project Management Task Area and Programme 
Management Support Area for the SE&I Contract. 

3.1.2. The goal of the Contractor’s project management shall be to guide the project 
through a controlled, well managed, visible set of activities to achieve the 
desired results and, wherever possible, to eliminate problems and to ensure that 
those problems that do occur are identified early, assessed accurately, and 
resolved quickly. 

3.1.3. All the plans identified in the section 3   shall be subject to Purchaser 
acceptance. If the Purchaser reject a plan, the Contractor shall submit a revised 
version as described in section 9   . 

3.2. General Requirements 

3.2.1. This section outlines the general requirements for the SE&I Contract. 

3.2.2. Personnel Security 

3.2.2.1. The Contractor shall ensure that all Contractor and SubContractor personnel 
that shall work on a NATO site or have access to NATO SECRET (NS) 
information and facilities shall have, at a minimum, a valid NATO SECRET (NS) 
security clearance. 

3.2.2.2. The Contractor shall ensure that all Contractor and SubContractor personnel 
who fulfil NS CIS System Administrator tasks have a Cosmic Top Secret (CTS) 
security clearance.  

3.2.2.3. The Contractor shall ensure that at least one individual of the ITB maintenance 
personnel with NATO CTS Clearance is present at all times at NCI Agency The 
Hague during working hours. 

3.2.2.4. The Contractor shall process all Contractor and SubContractor personnel 
through the NATO security procedures at each site, adhering to their 
procedures for clearances, to obtain security badges for the duration of the on-
site activities. 

3.3. Purchaser Furnished Items (PFI) and Services 

3.3.1. At Effective Date of Contract (EDC), the Purchaser will provide the ITB as 
described in Reference A.  

3.3.1.1. The ITB hardware (HW), Reference CC and software (SW), Reference BB, 
provided with a virtualised environment, enabling a simultaneous and 
independent usage of the ITB on the Combined Federated Battle Laboratories 
Network (CFBLNet) and on the NATO Secret Wide Area Network (NSWAN). 
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3.3.1.2. The ITB contains a suite of tools (including the Open Framework Services, and 
other tools such as Link 16 Joint Range Extension Application Protocol (JREAP) 
and analysis tools), which enable BMD-related test execution, support to 
operational events and subsequent analyses. 

3.3.1.3. One instance each of (or access to) the BMC3I systems: 

a. Air Command and Control System (ACCS); 

b. Air Command and Control Information System (AirC2IS); 

c. NATO Common Operational Picture (NCOP); 

d. Tool for Operations Planning Functional Area Services (TOPFAS); 

e. Networked Interoperable Real-time Information Services (NIRIS); 

3.3.1.4. When available, updates to the systems mentioned in section 3.3.1.3  and 
access to future BMC3I systems (such as INTEL-FS, ETEE FS and CBRN FS 
will also be provided. 

3.3.1.5. The Purchaser will provide the (security) settings and related testing 
documentation for servers, workstations, and WAN connections. 

3.3.2. At EDC, the Purchaser will provide the facilities, connectivity to the CFBLNet 
and NSWAN networks, and interfaces required for Integration and Test 
activities. 

3.3.3. At EDC, the Purchaser will provide the following software and licences to the 
Contractor in support of engineering and project management (see section 3.4 
for a description of the collaborative environment):  

 MS SharePoint (Windows SharePoint Services (WSPS); 

 MS Project (number of licences limited to 10); 

 MS Visio (number of licences limited to 15); 

 IBM Rational Dynamic Object Oriented Requirements System (DOORS) (with 
BranchManager add-in) (number of licences limited to 7); 

 UNICOM ‘SYSTEM ARCHITECT’ Enterprise Architecture (or equivalent EA tool 
which supports the meta-models required to develop NAF4 compliant 
architectures (i.e., ArchiMate and UAF)) (number of licences limited to 4); 

 PLM2012 Lascom CMDB; 

 Atlassian JIRA; 

 Adobe Acrobat Pro (number of licences limited to 2); 

 A number of bespoke locally-developed tools in Access/SQL. 

3.3.4. At EDC, the Purchaser will provide a limited number of maximum twenty-five 
(25) NATO Restricted (NR) laptops for the duration of the Project. The 
Contractor shall use provided NR Laptop to access the NR BMD Portal on which 
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all relevant NR project documentation shall be stored and maintain throughout 
the period of performance of the contract.  

3.3.5. At EDC, the Purchaser will provide access to NATO Secret (NS) workstations 
to the Contractors working on-site at NCI Agency The Hague. 

3.3.6. The Contractor will maintain configuration control status for Purchaser 
Furnished Items. 

3.3.7. For a maximum of twenty (20) Contractor personnel working at Purchaser 
locations, the Purchaser will provide at EDC: 

Serial Supply and Service 

1 
A desk, cubicle, computer workstation, or 
workbench, as appropriate 

2 Standard office furniture 
3 Common expendable office supplies 
4 Access to local telephone service 
5 Access to the internet 
6 Access to utilities within the work area 

Table 3-1 – Supplies and Services provided by the Purchaser to the Contractor 

3.4. Collaborative Working Environment 

3.4.1. The Contractor shall use the WSPS environment on the NATO Unclassified 
(NU), NATO Restricted (NR) and NATO Secret (NS) networks upon which all 
relevant SE&I project documentation and datasets shall be stored. This shall 
allow all stakeholders, to collaborate and work efficiently online as a team. 

3.4.2. The NR network is the main working environment for the Contractor, while the 
NS network is the main environment for collaboration with operational users. 

3.4.3. The Purchaser will provide access to a collaborative working environment (BMD 
Portals) based on Microsoft SharePoint on the NR and NS networks.  

3.4.4. The Purchaser will provide an engineering and project management 
environment for managing architecture artefacts, requirements, VCRI, VCRM 
including storage of verification and validation results, logging of test issues as 
well as action tracking and L-ECP management to support activities where 
those tools are mandated by the Purchaser, as described in this SOW. 

3.4.4.1. The following tools are mandated for use: 

a. IBM Rational Dynamic Object Oriented Requirements System (DOORS) 
(with BranchManager add-in) for requirements management;  

b. UNICOM SYSTEM ARCHITECT, enterprise architecture (or equivalent 
Architecture modelling suite) for the creation and storage of architecture 
views;  
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c. PLM2012 LASCOM CMDB for defined BMD systems product configuration 
information;  

d. Atlassian JIRA for programme action tracking, Configuration Management 
(CM) of programme Configuration Items (CIs) and Lessons Learned (LL) 
capture. 

3.4.4.2. The following bespoke locally-developed tools in Access/SQL tools are also 
mandated for use initially, though the Contractor may propose alternatives 
during the course of the contract if this would improve cost, schedule or quality: 

a. ‘Observation & Issue Management Database’ for tracking resolution of test 
findings; 

b. ‘Data Warehouse’ as the central storage for all architecture, requirements 
and testing data; 

c. ‘Gate Review System’ for the monitoring of Tranche Execution; 

d. Tranche content visualization tool in HTML/CSS/Java. 

3.4.5. Reference QQ describes how these different tools are used for the different 
engineering activities. 

3.4.6. The Contractor shall provide JIRA administrative support in terms of creation of 
new repositories, workflow definitions, creation of user accounts, creation of 
filters, reports, dashboards etc. 

3.5. Security Management 

3.5.1. The Contractor shall support the Purchaser in ensuring a consistent 
implementation of NATO security policies and procedures at References O, P, 
Q and National security policies and restrictions involving the integration and 
data exchange between NATO and National BMC3I, Sensors and Weapon 
Systems. 

3.5.2. The Contractor shall comply with the NCI Agency security process described in 
AD 3-0 (Reference R), the requirements of the NATO Office of Security for 
protection of information at Reference S, and be cleared to process information 
up to the NATO SECRET level. In addition the Contractor shall comply with the 
Security Operating Procedures (SECOPS) for the NS and NR CIS and BMD 
ITB described in References T (Draft version), U (Draft version) and V). 

3.5.3. The Contractor shall support the Purchaser in NS data management, storage 
and processing as part of the Purchaser’s Security Accreditation Plan at 
Reference W. 

3.5.4. The Contractor shall ensure compliance on the protection of NATO classified 
information as mandated by the Project Security Instructions (PSI) as in Annex 
1. The PSI will also support the interactions with NATO and National 
stakeholders to obtain the required accreditation for conducting the tests. 



NATO UNCLASSIFIED 

IFB-CO-15575-BMD Amdt 1 
 

NATO UNCLASSIFIED 

Part IV, Page 22 

3.5.5. The PSI defines the Contractor’s security responsibilities. 

3.6. Project Management 

3.6.1. Introduction 

3.6.1.1. This section outlines the Project Management Task Area for the SE&I Contract. 

3.6.1.2. The goal of the Contractor’s project management shall be to guide the project 
through a controlled, well managed, visible set of activities to achieve the 
desired results.    

3.6.2. Project Management Methodology 

3.6.2.1. By default, the Contractor shall apply the Projects In Controlled Environments, 
Version 2 (PRINCE2) project management methodology to the planning, 
delivery and control of services under this Contract. Subject to approval of the 
Purchaser, the Contractor may implement his own project management 
methodology.  

3.6.3. Contractor Project Management Plan 

3.6.3.1. The Contractor shall establish, provide and maintain a Contractor Project 
Management Plan (CPMP) which shall describe how the Contractor will 
implement the totality of the project, including the way project control will be 
applied. 

3.6.3.2. The CPMP shall identify all major Contractor operating units and any 
SubContractors involved in the execution of the SE&I activities.   

3.6.3.3. The CPMP shall cover all aspects of the project implementation, including the 
Contractor’s project management structure and project control processes, 
personnel assignments, and external relationships necessary to provide the 
capability as required by the SE&I Contract. 

3.6.3.4. The CPMP shall be sufficiently detailed to ensure that the Purchaser is able to 
assess the Contractor’s plans, capabilities, and ability to satisfactorily 
implement the entire project in conformance with the requirements as specified 
in this SOW.  

3.6.3.5. The CPMP shall describe how the various project management processes (CM, 
RM, QA, etc.) are integrated, via internal project management practices, and 
supported by an integrated tool set.  

3.6.3.6. The CPMP shall describe a transition-out phase covering all the activities to be 
undertaken by the Contractor to transfer all the knowledge acquired in the 
course of this Contract to the Purchaser and/or another Contractor, as 
described in section 6.2. 

3.6.3.7. The CPMP shall cover at least the following areas: 
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3.6.3.7.1. Project scope: 

a. Major products / deliverables; 

b. Assumptions; 

c. Constraints. 

3.6.3.7.2. Project organisation: 

a. Internal structure, including a project organisational diagram; 

b. Roles and responsibilities of each organisational unit; 

c. Key personnel, their experience and qualifications, and their 
responsibilities; 

d. Organisational boundaries between the project organisation and the parent 
and subcontracted organisations. 

3.6.3.7.3. Project management processes: 

a. Project start-up, including staffing, basis of schedule estimates, and project 
infrastructure; 

b. Project control, including monitoring, reporting, and change management of 
work packages; 

c. Information Management, including Project Highlight Reports, Project 
Checkpoint Reviews, and all other communications with the Purchaser; 

d. RM, including the Contractor’s process for risk identification, assessment, 
mitigation, monitoring, and reporting; 

e. Issue Management, including the identification, reporting, assessment, and 
logging of project issues; 

f. Security Management, including personnel, facility security (if relevant) and 
system security accreditation; 

g. Purchaser involvement via Formal Reviews, (in)formal meetings, reporting, 
modification and change, implementation, verification, and acceptance. 

3.6.3.7.4. The CPMP shall include, as an annex, a QA Plan (QAP) as described in section 
3.6.7.3 which shall define the implementation of the Quality Management 
programme in the project. 

3.6.3.7.5. The CPMP shall include, as an annex, a CM Plan (CMP) as described in section 
3.6.8 which shall define the CM aspects of managing the SE&I contract in 
accordance with Reference K.  Note: CM of the BMD programme artefacts is in 
accordance with the BMD Programme CM process and procedures at 
Reference L, and as described in Section 3.7.2. 

3.6.3.7.6. The CPMP shall include, as an annex, a Project Work Breakdown Structure as 
described in Section 3.6.4. 
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3.6.3.7.7. The CPMP shall identify any national export control regulations applicable to 
the scope of work, and describe processes to identify and implement 
agreements to have in place to ensure compliance with these regulations. 
Moreover, the Contractor shall describe how the Contractor will take over the 
management of the export control information from the incumbent Contractor in 
view of meeting the requirements and in order to  collaborate effectively with 
other existing Contractors in place. 

3.6.3.8. The CPMP shall describe the relationship between the CPMP and subordinate 
plans such as the CMP, Service Delivery Plan (SDP), Integrated Logistic 
Support Plan (ILSP), QAP, Programme Master Test Plan (PMTP) and SEMP. 

3.6.3.9. The Contractor shall ensure that the CPMP remains current throughout the 
duration of the Project to reflect the actual state of the Contractor's organisation 
and efforts. It shall be updated, as a minimum, annually, and it shall be available 
at all times on the NR BMD Portal. 

3.6.3.10. The Contractor shall provide an initial version of the CPMP at the Kick-off (KO) 
Meeting and a baselined version at the Project Management Review (PMR) to 
be maintained throughout the period of performance of the SE&I Contract, 
which includes at least an annual review.  

3.6.3.11. The CPMP shall, upon Purchaser Acceptance at PMR, be placed under 
configuration control, and thereafter be subject to routine management by the 
CCB.  

3.6.3.12. The acceptance of the CPMP by the Purchaser signifies only that the Purchaser 
agrees to the Contractor’s approach in meeting the requirements. This does not 
relieve the Contractor from its responsibilities to meet the requirements stated 
in the SE&I Contract. The requirements of the SE&I Contract supersede any 
statement in the CPMP in case of any conflict, ambiguity or omission. 

3.6.4.  Project Work Breakdown Structure 

3.6.4.1. The Contractor shall establish and maintain a Project WBS (PWBS).  

3.6.4.2. The Contractor shall provide an initial version of the PWBS at the Kick-off (KO) 
Meeting and a baselined version at the PMR to be maintained throughout the 
period of performance of the SE&I Contract, which includes at least an annual 
review.  

3.6.4.3. The PWBS shall, upon Purchaser Acceptance at PMR, be placed under 
configuration control, and thereafter be subject to routine management by the 
CCB.  

3.6.4.4. The PWBS shall distinguish activities per the main sections 3 to 6 of the SOW  
(Management, Systems Engineering Augmentation, Integration, Testing and 
Transition of the NATO BMC3I Systems to Operation and the Transition periods 
at the start and end of the project). 
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3.6.4.5. The PWBS shall define the major work packages and the relationship between 
the work packages, the associated Contractor Line Item Number (CLIN)6 and 
subCLIN, and the end products. In particular, the work packages shall clearly 
describe and illustrate work items proposed to satisfy the requirements of 
delivering the BMD Capability through Tranches identified in the SOW until 
2029.  

3.6.4.6. The PWBS shall describe the work packages to a level that exposes all project 
risk factors and allows accurate estimate of each work item’s duration, resource 
requirements, inputs and outputs, and predecessors and successors.  

3.6.4.7. The PWBS shall include the breakdown of Contractor’s level of effort committed 
for activities described in this SOW. 

3.6.4.8. The PWBS shall identify for each work item its duration, resource requirements, 
inputs and outputs, predecessors and successors, assumptions, constraints, 
dependencies, and requirements for Purchaser support. 

3.6.4.9. The Contractor shall plan work contained within the lowest-level PWBS 
components in the WP.  

3.6.4.10. The PWBS shall be used as the primary framework for Contract planning and 
reporting to the Purchaser.  

3.6.5. Project Master Schedule 

3.6.5.1. The Contractor shall establish and maintain a Project Master Schedule (PMS) 
that contains all the events and milestones identified as per the main sections 3 
to 6 of the SOW, including contractual events (e.g. Purchaser reviews, provision 
of specific Purchaser-furnished items).    

3.6.5.2. The Contractor shall provide an initial version of the PMS at the Kick-Off (KO) 
Meeting and a baselined version at the Project Management Review (PMR) to 
be maintained throughout the period of performance of the SE&I Contract, 
which includes at least an annual review. 

3.6.5.3. The PMS shall, upon Purchaser Acceptance at PMR, be placed under 
configuration control, and thereafter be subject to routine management by the 
CCB.  

3.6.5.4. The PMS shall correlate with the PWBS and also be traceable to performance 
and delivery requirements of this SOW.  

3.6.5.5. The Contractor shall continually update and monitor the resultant critical path. 

3.6.5.6. The PMS shall be available at all times on the NR BMD Portal. 

                                             
6 Contract Line Item Number as defined in the Schedule of Supplies and Services 
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3.6.5.7. The PMS shall depict the sequence, duration, and relationship among WPs of 
the SE&I PWBS, including QA and CM events. 

3.6.5.8. The PMS shall identify the start and finish dates, duration, predecessors, 
successors, and resource requirements for each work item. 

3.6.5.9. The PMS shall include the delivery dates for all management products (e.g., 
project plans, Project Highlight Reports), including at least the initial version (to 
be reviewed by the Purchaser) and the final one (approved by the Purchaser). 

3.6.5.10. The PMS shall possess the normal MS Project view options: activity network, 
activity Gantt, milestone, and critical path views. 

3.6.6. Risk and Issue Management  

3.6.6.1. The Contractor shall establish a Risk and Issue Management  programme and 
perform it throughout the period of performance of the SE&I Contract. The 
Contractor shall establish and maintain a Project Risk Log and a Project Issue 
Log. 

3.6.6.1.1. The Project Risk and Issue Logs shall distinguish risks and issues as per the 
main sections (3 to 6) of the SOW (Management, Systems Engineering 
Augmentation, Integration, Testing and Transition of the NATO BMC3I Systems 
to Operation and the Transition periods at the start and end of the project). 

3.6.6.1.2. In the Project Risk Log, the Contractor shall identify and describe any 
management, technical, schedule, and cost risks.  

3.6.6.1.2.1 The Contractor shall rate each risk as High, Medium, or Low, based on its 
probability of occurrence and its impact on cost, schedule, and performance.  

3.6.6.1.2.2 The Contractor shall identify for each risk rated as high on any factor the 
mitigation measures and make an assessment of the risk rate in case of 
implementation of the mitigation measures. 

3.6.6.1.3. In the Project Issue Log, the Contractor shall identify and describe any 
management, technical, schedule, or cost issue (e.g. problem/concern, off-
specification).  

3.6.6.1.3.1 The Contractor shall assess the impact of the issue on cost, schedule, and 
performance based on its severity and its priority. 

3.6.6.1.3.2 The Contractor shall evaluate and propose corrective actions to be 
implemented. 

3.6.6.2. The Contractor shall make the Project Risk and Issue Logs available on the NR 
BMD Portal in a Management Dashboard web view.  
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3.6.6.3. The Contractor shall include in the Project Highlight Report a chart that lists all 
active risks and issues with high importance on any factor and note any 
significant forecasted changes.  

3.6.6.4. The Contractor shall established at the KO meeting the Project Risk and Issue 
Logs, maintain it throughout the period of performance of the SE&I Contract and 
provide updates at all periodical Reviews (see section 3.9).  

3.6.7. QA 

3.6.7.1. Quality Assurance Programme 

3.6.7.1.1. The Contractor shall establish, execute, and maintain an effective internal QA 
programme that is compliant with NATO standards at References M and N.   

3.6.7.1.2. The QA Programme shall ensure that procedures are developed, implemented 
and maintained to adequately control the development, production, testing, 
configuration management, execution and support of all deliverables or 
services. 

3.6.7.1.3. The QA Programme shall be applied to the BMD SE&I Contract 

3.6.7.1.4. The Contractor shall establish, implement and maintain the Analysis and 
Corrective Action System database as an essential part of the QA programme 
to document and track, until closure, all failures, faults and problems applying 
to the QA Programme. In particular, the Contractor shall make the Project 
Quality Log available on the NR BMD Portal in a Management Dashboard web 
view. This log shall accord with the PRINCE2 methodology and list all planned 
and performed quality checks on Contractor deliverables 

3.6.7.1.5. The Contractor shall periodically, at least once a year, review the QA 
programme and audit it for adequacy, compliance and effectiveness. The 
Contractor shall provide all necessary assistance to the Purchaser QA 
Representative (QAR) for review and audit of the QA programme in accordance 
with AQAP-2110 and AQAP-2210. AQAP-2009 will be used by the Purchaser 
as a guide in the interpretation of AQAP-2110 when evaluating the Contractor's 
QA programme. 

3.6.7.2. Organisation and Personnel 

3.6.7.2.1. The Contractor shall establish and maintain an effective QA organisation with 
adequate resources to implement the QA programme and manage the QA 
functions. It shall be managed independently of the Contractor's Project 
Management Organisation. 

3.6.7.2.2. The Contractor shall appoint a QA personnel  who shall be responsible for the 
establishment, implementation and effectiveness of the QA programme and 
ensure that it conforms to the requirements of AQAP 2110.  
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3.6.7.2.3. QA personnel shall have the requisite knowledge, skills, ability, practical 
experience and training for working with, and in accordance with the applicable 
NATO AQAPs and ISO standards 

3.6.7.2.4. QA personnel shall have sufficient responsibility, authority, organisational 
freedom and organisational independence to execute, review and evaluate 
activities, identify problems and initiate or recommend corrective actions.  

3.6.7.2.5. In no case shall the QA personnel managing or performing QA functions be the 
same personnel responsible for performing other tasks that are reviewed by QA. 

3.6.7.3. QAP 

3.6.7.3.1. The QA Programme should be documented in a QAP, to be delivered with the 
Contractor Project Management Plan, which establishes Contractor QA 
processes to ensure control of the quality of deliverables and services. 

3.6.7.3.2. The Contractor shall provide an initial version of the QAP at the KO Meeting and 
a baselined version at the PMR to be maintained throughout the period of 
performance of the SE&I Contract, which includes at least an annual review.  

3.6.7.3.3. The QAP shall, upon Purchaser Acceptance at PMR, be placed under 
configuration control, and thereafter be subject to routine management by the 
CCB. 

3.6.7.3.4. The QAP shall specify how all quality related contract requirements, including 
all requirements of AQAP 2110 and AQAP 2210 shall be fulfilled. The QAP shall 
cover all aspects of the QA programme for monitoring and control covering all 
WP activities such as: 

3.6.7.3.4.1 System engineering activities on Architecture Design & Specification,  

3.6.7.3.4.2 V&V oversight activities on Implementation Projects,  

3.6.7.3.4.3 Integration, Testing and Transition activities. 

3.6.7.3.4.4 Service Delivery activities.  

3.6.7.3.5. The QAP, in line with Project Master Schedule, shall define the major quality 
gates (milestones, checkpoints, etc.) at implementation level that will be fulfilled 
while executing the project and the quality process to be used at each 
checkpoint. 

3.6.7.3.6. The QAP shall cite any references used for Quality Management, such as 
methodologies, tools or best practice material. 

3.6.7.3.7. The QAP shall identify the organisation and responsibilities of the QA team and 
its relation to the project team. 
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3.6.7.3.8. The QAP shall conform to the requirements set forth in AQAP 2105. The QAP 
shall not contradict the requirements and procedures which are set forth in the 
Purchaser’s Quality Management System, AMDC2 QMS. 

3.6.7.3.9. All applicable contract specific procedures shall be referenced in the QAP 
including title and identification and shall be made available for review by the 
Purchaser QAR and shall be subject to Purchaser QAR approval. 

3.6.7.3.10. The QAP shall be consistent and compatible with all other BMD PO technical 
and management plans, specifications standards and schedules. 

3.6.7.3.11. The Contractor QA shall ensure the consistency and coherency across the 
project plans (CPMP, CMP, etc.) by evaluating them before submitting to 
Purchaser. 

3.6.7.4. SubContractors 

3.6.7.4.1. If subcontracted quality resources are used: 

3.6.7.4.1.1 The Contractor shall ensure (via review, audits, etc.) the work performed by 
subcontract QA is in accordance with this SOW.  

3.6.7.4.1.2 Purchaser QAR reserves the right to perform reviews and audits on 
subcontracted QA activities. Such reviews and audits shall not be used by the 
Contractor as evidence of effective control of the subContractor's quality. The 
Contractor shall conduct QA audits on the subcontracted QA activities 
separately. 

3.6.7.4.1.3 The QAP shall describe the controls and processes in place for monitoring the 
SubContractor's work against agreed timelines and levels of quality. 

3.6.7.5. Lessons Learned 

3.6.7.5.1. Lessons learned shall be collected in different domains by the subject matter 
experts (SMEs) such as Project Management, CA, QA Management, Systems 
Engineering, Integration, Testing and Transition. 

3.6.7.5.2. Collected lessons learned shall be captured in a log that is readily available on 
collaborative working environment (BMD Portals) and will be subject to 
consolidation review with Purchaser. 

3.6.7.5.3. The Contractor shall ensure that the consolidation review is effectively facilitated 
to ensure that: 

3.6.7.5.3.1 The lesson submitted is accurate and applicable, 

3.6.7.5.3.2 The lesson is relevant across the BMD Programme, 

3.6.7.5.3.3 The focus is on process improvement where applicable. 
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3.6.7.5.4. Consolidated lessons learned shall be input to the improvement process and 
actioned to institutionalize (e.g., writing a procedure, providing a training, 
improving a work process, etc.). 

3.6.7.5.5. Progress on the implementation of consolidated lessons learned shall be 
presented during Project Progress Report as described in Section 3.9.4. 

3.6.7.5.6. Starting from the EDC, the lessons learned shall be collected  regularly, at least 
on quarterly based, and systematically by the Contractor under the supervision 
of Purchaser QAR throughout the BMD Programme. 

3.6.8. Configuration Management (CM) 

3.6.8.1. The CM process is an integral part of the SE&I project processes. 

3.6.8.2. The Contractor shall write a Configuration Management Plan (CMP) in 
accordance with the template provided in ACMP-2009 (Reference K) to be 
structured to the SE&I project scope, noting that if a paragraph is not applicable 
then state ‘not applicable’.   

3.6.8.3. If a project artefact has an impact on the Programme the CMP shall describe 
how the impact will be managed. 

3.6.8.4. The Contractor shall provide an initial version of the CMP at the KO Meting and 
a baselined version at the PMR) to be maintained throughout the period of 
performance of the SE&I Contract, which includes at least an annual review.  

3.6.8.5. The CMP shall, upon Purchaser Acceptance at PMR, be placed under 
configuration control, and thereafter be subject to routine management by the 
CCB.  

3.6.8.6. The Contractor shall describe how the Project deliverables will be managed in 
the CMP. 

3.6.8.7. For the Project deliverables that are not designated as BMD Programme CIs, 
the Contractor shall implement a Change Management process that addresses 
the approval of changes, and the control of their implementation. 

3.6.8.8. The Contractor shall manage Configuration Items up to the NATO SECRET 
classification level.  

3.7. Programme Management Support 

3.7.1. Introduction 

3.7.1.1. This section outlines the specific BMD Programme Management Support Task 
Area for the SE&I Contract. 

3.7.1.2. The Contractor team will work day-to-day in an Integrated Project Team (IPT) 
fashion with the Purchaser. 
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3.7.1.3. The BMD PMP at Reference J provides the foundation for the management, 
execution and control of the BMD Programme. The document provides an 
overview of all the activities which are necessary to meet Programme goals and 
objectives.  

3.7.1.4. Some Programme Management activities described in the PMP require specific 
support from the SE&I Contractor in the areas of Configuration a Management, 
Risk Management and Quality Management. 

3.7.1.5. These specific activities, further described in the sections below, should be 
separately identified and addressed in the CPMP, PWBS and PMS, that they 
complement. 

3.7.2. CM 

3.7.2.1. CM Planning  

3.7.2.1.1. The Contractor shall provide CM expertise to enable the BMD Programme CM 
elements to be achieved. 

3.7.2.1.2. The Contractor shall travel, upon Purchaser request, to other BMD operational 
sites and Implementation Project sites as required, e.g. to conduct verification 
and audit activities, and as such shall write a report for each such activity 
recording effort undertaken, observations and deficiencies.   

3.7.2.1.3. The Contractor shall work to the NATO AirC2 Lifecycle Configuration 
Management Plan (LCMP) and supporting SOP at Reference L for the delivery 
of CM.   

3.7.2.1.4. The Contractor shall review BMD Implementation Project contract CMPs to 
ensure the CM aspects are fit for purpose for the BMD Programme. 

3.7.2.1.5. The Contractor shall deliver CM training to BMD programme personnel, at least 
annually, to ensure they have sufficient understanding of CM knowledge to 
conduct their work and are aware of their CM responsibilities.  

3.7.2.1.6. The current CM reporting is defined invidually within the CM paragraphs 
3.7.2.4.1 and 3.7.2.5.3. The Purchaser reserves the right to amend the reporting 
requirements and as required, the Contractor shall meet those reporting 
requirements.   

3.7.2.1.7. During the course of Contract delivery, the Contractor shall identify, review and 
recommend improvements to the NCI Agency, AMDC2 CM procedures, 
processes and tools relevant to the BMD Programme on a regular basis, and at 
least once a year, to maintain their currency and effectiveness.  

3.7.2.1.7.1 The Contractor shall contribute to CM continuous improvement activities (see 
section 3.7.4.2.1), noting there is on-going activity to address the holistic 
approach to CM across BMD both within the programme and in support of the 
wider NCIA CM improvement activities.  
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3.7.2.2. Configuration Item (CI) Identification 

3.7.2.2.1. The Contractor shall manage CIs up to the NS classification level. 

3.7.2.2.2. The Contractor shall maintain CIs in accordance withReference L.  

3.7.2.2.3. The Contractor shall maintain and update all BMD Programme CIs as required 
by changes throughout the duration of the contract.   

3.7.2.2.4. The BMD Programme has defined the BMD SoS in terms of Functional, 
Allocated, Product and In-Service baselines. However, not all the CIs defined 
by the BMD Implementation Projects that comprise the BMD Capability may be 
at the same level of detail or to the same depth. The Contractor shall provide 
CM expertise for the review, improvement, continued development and 
maintenance of the BMD Product Breakdown Structure (PBS) and the linkage 
of CIs to the various baselines, to ensure all products and services contributing 
to the BMD capability have been appropriately captured and can be managed 
through-life. 

3.7.2.2.5. The Contractor shall continually develop and maintain the BMD SoS PBS and 
in line with Tranche delivery, patches, etc., in accordance with baseline release 
plans, In-Service Support updates, etc. to ensure Product Configuration 
Information (PCI) is maintained.    

3.7.2.2.6. All changes to BMD SoS requirements shall be managed in accordance with 
Reference L.  

3.7.2.2.7. The Purchaser reserves the right to modify the CI structure and attributes. 

3.7.2.2.8. The Purchaser may identify additional CIs and these shall either be managed 
within the SharePoint CMDB or the Lascom PLM and this will depend on 
whether they are BMD Programme level CIs or Product CIs.   

3.7.2.3. Configuration Control 

3.7.2.3.1. The Contractor shall ensure the BMD Programme configuration control 
processes as defined in the Reference L are applied consistently:  

3.7.2.3.1.1 Assess changes in terms of performance, schedule and cost. 

3.7.2.3.1.2 Minimize the impact of changes on the different baselines. 

3.7.2.3.1.3 Ensure the traceability of changes. 

3.7.2.3.2. As required by the Purchaser, the Contractor shall attend Implementation 
Project change boards to ensure the BMD Programme CM aspects are properly 
considered (e.g. PCI).   

3.7.2.3.3. Changes to the ITB hardware and software versions (as held in the CMDB) shall 
be managed through the configuration and change control processes as 
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detailed in Reference L. This includes management of ITB Build 6 (when 
available).  

3.7.2.3.4. The Purchase shall meet the defined change meeting requirements as per 
Section 3.9.5.   

3.7.2.4. Configuration Status Accounting (CSA) 

3.7.2.4.1. The Contractor shall prepare CSA reports on BMD Programme Engineering 
Change Proposal (ECP) status and baselines; the information shall be included 
in the monthly Project Highlight Report (PHR; section 3.8) and presented at 
each Project Checkpoint Reviews (PCR; section 3.9.3) and Project Progress 
Reviews (PPR; section 3.9.4).  

3.7.2.4.2. The Contractor shall review product CI status from the Implementation Projects 
to ensure the deliverables and product operational information are sufficient and 
suitable at Handover/Takeover of each implementation project (e.g. NCOP, Intel 
FS etc.) as they are delivered.  

3.7.2.5. CM Audit and Verification 

3.7.2.5.1. There are several Implementation Projects that will continue to be developed as 
part of the BMD SoS.  Upon request from the Purchaser, the Contractor may be 
required to support site verification audits to demonstrate that the actual status 
of all CIs matches the authorised state of CIs as registered in the CSA reports 
according to Reference L.   

3.7.2.5.2. As required by the Purchaser, the Contractor shall support the Implementation 
Projects Functional Configuration Audit (FCA) and the Physical Configuration 
Audit (PCA).  

3.7.2.5.3. The Contractor shall assist the BMD Programme Configuration Manager to 
conduct internal BMD Programme FCA and PCA (e.g. ITB PCA), one of each 
at least annually. 

3.7.2.5.3.1 The Contractor shall write the internal BMD Configuration FCA and PCA reports 
within ten working days after completion of audits. 

3.7.2.5.3.2 The Contractor shall track associated actions to closure.  

3.7.3. Risk Management 

3.7.3.1. The Contractor shall support Risk Management activities for the BMD 
Programme as described at Reference SS.  

3.7.3.2. The Contractor shall provide qualified personnel, with skills and competencies 
in risk and issue management, that will contribute to the BMD Programme Risk 
Management activities by: 
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3.7.3.2.1. Attending the Risk Coordination Group (RCG) meetings organised by the BMD 
PO; 

3.7.3.2.2. Identifying BMD Programme risks and issues; 

3.7.3.2.3. Assessing BMD Programme risks and issues; 

3.7.3.2.4. Supporting the elaboration of mitigation plan for risks and remedial plans for 
issues. 

3.7.4. Quality Management 

3.7.4.1. Contractor QA personnel shall be actively involved in programme level QA 
activities during BMD Programme Tranches execution such as conducting 
project audits, monitoring performance at specific milestones or gates and 
supporting implementation of Lessons Learned which are resulting from these 
above activities. 

3.7.4.2. The Contractor QA personnel shall contribute to the BMD Programme Quality 
Management in below areas: 

3.7.4.2.1. Processes:  

a. Participates to the QMS development, implementation and maintenance  

b. Monitors and audits the process implementations 

c. Maintains the process improvement loops by means of: 

i. Maintaining the improvement recommendations (resulted from 
Programme level lessons learned, QMS Reviews (QMSR), external 
audits, BMD Programme Reviews of Management, etc.) in the 
dedicated JIRA improvement repository (see section 3.4.4.1) 
established by Purchaser, 

ii. Participating to the implementation of improvement recommendations 
both within the programme and in support of the wider NCI Agency 
activities, 

iii. Following up the implementation progress of the improvement 
recommendations by coordinating with owner(s), 

iv. Updating the Programme level improvement plan and reports under the 
supervision of Purchaser QAR. 

3.7.4.2.2. Evaluations: 

a. Verifies that the documents (SoS Requirements, ADD, V&V Plans and 
Descriptions) are produced in accordance with the relevant processes  

b. Evaluates/audits processes and products (including system builds) in 
accordance with BMD Programme Tranche Execution planning and, 
provides reports to Purchaser QAR 
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c. Analyses corrective actions and trends, accordingly initiates and 
implements relevant action plans and reports quarterly at PPR. 

d. Participates to the RCG, if required 

e. Participates to configuration boards activities if required 

f. Monitors the PTR resolution verification 

g. Reviews associated BMD implementation contracts’ management plans to 
ensure the QA aspects are fit for purpose for the BMD Programme. 

3.7.4.2.3. Planning: 

a. Contributes to the creation of BMD Programme level QAP 

b. Participates to the formal gate reviews at ability level, evaluates and reports 
on the entry and exit criteria  

3.7.4.2.4. Test and Acceptance: 

a. Participates in the preparation (checking the entry criteria) and in the Test 
Readiness Reviews (TRR) sessions 

b. Performs QA Configuration Verification Inspections on the test bed to 
ensure that tests are performed within a controlled environment (i.e. as-built 
configuration complies with as-designed configuration).  

c. Witnesses qualification testing / acceptance testing (may be delegated to 
Engineering Lead) to ensure that test events are executed in accordance 
with related test plan(s) and procedures. 

d. Participates in the test debrief to ensure that the test event has been 
conducted as defined in related test plan(s) and procedures. 

3.7.5. Other Programme Support Management Work 

3.7.5.1. The Contractor shall support presentations to Purchaser meetings or 
conferences. 

3.7.5.2. The Contractor shall support preparation of project information material such as 
brochures, white papers, posters and video presentations. 
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3.8.  Project Highlight Report 

3.8.1. The Contractor shall provide, no later than the third business day of each month, 
a Project Highlight Report (PHR). This report shall summarise the Contractor’s 
activities, including as minimum: 

Serial Requirement 

1 
Summary of contract activities during the preceding month, including 
the status of current and pending Work Packages and invoicing and 
payments; 

2 
Progress of work and schedule status, highlighting any changes 
since the preceding report; 

3 Status of action items 

4 
Description of any identified issues, anomalies and risks with 
proposed solutions and corrective actions; 

5 
Test(s) and verification activities conducted and results (dashboard 
and metrics); 

6 ITB reliability and availability metrics 

7 
List and status of Contractual Items submitted to Purchaser’s 
acceptance; 

8 
Changes in key Contractor personnel, as approved by the 
Purchaser; 

9 
Organisation chart including upcoming changes in Contractor 
personnel 

10 
Summary of Configuration Management activity and contribution 
(e.g. Change Requests, Audits, CM boards organised and/or 
attended);  

11 QA activities performed in accordance with QAP 
12 List and status of lessons learned 
13 Plans for activities during the following reporting period. 

Table 3-2 – Content of Project Highlight Report 

3.9. Meetings 

3.9.1. General 

3.9.1.1. Unless otherwise specified, at least one week before all meetings required 
under this Contract, the Contractor shall send an invitation, including: 

Serial Requirement 
1 Purpose 
2 Agenda  
3 List of participants  
4 Date, hour, place, duration  
5 Draft Slides of the meeting 

Table 3-3 – Content of Invitations to Meetings 
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3.9.1.2. Unless otherwise specified, at least 2 working days before all meetings required 
under this Contract, the Contractor shall send the final presentation (slides) that 
will support the meeting. 

3.9.1.3. The Contractor shall record meeting minutes and post them on the NR BMD 
Portal within 3 working days after the meeting.  

3.9.1.4. The meeting minutes shall include: 

Serial Requirement 
1 Input documents 
2 Time and date of the event 
3 Participants 
4 Comments raised 
5 Decisions taken 
6 Actions assigned 

Table 3-4 – Content of Minutes of Meetings 

3.9.1.5. The minutes shall not be used as a mechanism to change the terms, conditions 
or specifications of the Contract, or as a vehicle to alter the design or 
configuration of equipment or systems. Such changes shall only be made by 
agreement, amendment or by authorised mechanisms as set forth in the SE&I 
Contract Part II and III. 

3.9.1.6. The overall planning reporting cycle, which is composed of the KO Meeting, the 
PMR, the Project Checkpoint Reviews (PCR) and Project Progress Reviews 
(PPR), is illustrated in the Figure 3-1 below. The details of these meetings are 
described in sections below. 

 

 
Figure 3-1:   Overall Reporting Cycle 

3.9.2. Kick-Off Meeting of the SE&I contract 

3.9.2.1. The Contractor’s Project Manager or designated representative shall participate 
in a kick-off meeting with the Purchaser and other relevant NATO stakeholders. 
This meeting will be held at the Purchaser’s facility no later than one month after 
the EDC. 
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3.9.2.2. The purpose of this meeting is to review the Contractor’s organisation, 
processes in place and detailed activities to be performed during the transition-
in period at the start of the contract (see section 6.1).  

3.9.2.3. The Contractor shall present and introduce, at minimum, an initial version of the 
CPMP, the PWBS, the QAP, the CMP and the OIMP. The initial delivery of these 
documents shall address all the requirements as described in the SOW. They 
shall have the appropriate level of quality and maturity in term of processes, 
controls or tools required to perform the activities identified during the 
Transition-in period. 

3.9.2.4. The Contractor shall present and introduce the TiP and the initial version of the 
PMS. They will be used to monitor and control the proper execution of the 
transition-in activities.  

3.9.3. Project Checkpoint Reviews (PCR) 

3.9.3.1. The Contractor shall conduct Project Checkpoint Reviews (PCR) at least once 
a month throughout the Contract period of performance. By default, the PCRs 
shall take place in the week after delivery of the PHR. However; the date and 
time of PCRs may vary and, where possible, be scheduled with other project 
meetings.  

3.9.3.2. The Contractor shall identify and discuss problems with the Purchaser promptly, 
however, and not delay this until the next PCR. 

3.9.3.3. The Contractor shall track and report on actions until completion. 

3.9.3.4. The PCR shall be conducted in one of the Purchaser’s sites and the location 
shall be subject to the Purchaser’s approval. 

3.9.3.5. The Contractor shall organize the first PCR no later than one month after KO. 

3.9.4. Project Progress Reviews (PPR) 

3.9.4.1. The Contractor shall prepare and arrange quarterly Project Progress Reviews 
(PPR) as progress meetings with Purchaser participation. PPRs are conducted 
every three months after KO, and shall also constitute the monthly PCR when 
held. 

3.9.4.2. The purpose of the PPR is to obtain a quarterly review of the work in progress 
as described in the PWBS in section 3.6.4, and to identify and seek approval 
from the Purchaser of any necessary adjustment to the work planned. 

3.9.4.2.1. To update the Purchaser of the outstanding actions and seek approval from the 
Purchaser to close them when appropriate. 

3.9.4.2.2. To identify, describe and seek approval from the Purchaser of any required new 
actions. 
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3.9.4.3. The PPR shall include: 

3.9.4.3.1. A presentation of the complete status of contract work related to the Purchaser 
schedule; 

3.9.4.3.2. The status of the actions from prior meetings; 

3.9.4.3.3. A specific focus on activities performed and work accomplished since the 
previous review, including major milestones achieved as applicable; 

3.9.4.3.4. When necessary, a proposal for adjustment of work planned. These 
adjustments are related to work with the appropriate flexibility offered in the 
SE&I Contract (e.g. level of effort based activities), and shall not constitute 
changes to the terms and conditions of the SE&I Contract. This shall include in 
particular a yearly adjustment to the manpower profile assigned to Engineering 
activities identified under section 4   ; 

3.9.4.3.5. A Risk and Issue Summary (the status of items in the Risk and Issue Logs); 

3.9.4.3.6. The implementation status of the consolidated lessons learned/improvements. 

3.9.4.4. The Contractor’s Project Manager or designated representative shall participate 
in the PPR meetings as requested by the Purchaser. 

3.9.5. Project Management Review (PMR) 

3.9.5.1. The primarily purpose of the PMR is to accept the plans, to include scope and 
schedule, for Contractor activities provided within the SE&I Contract. 

3.9.5.2. The PMR shall also constitute the monthly PCR as described in section 3.9.3 
when held. 

3.9.5.3. The PMR shall be held at the Purchaser’s facility two weeks after the end of the 
transition-in period. 

3.9.5.4. The Contractor shall provide the following material for the PMR for Purchaser 
acceptance: 

Serial Requirement 
1 Contractor Project Management Plan (CPMP) 
1.1 Quality Assurance Plan (QAP) (As Annex of the CPMP) 
1.2 Configuration Management Plan (CMP) (As Annex of the CPMP) 
1.3 Project Work Breakdown Structure (PWBS) (As Annex of the CPMP) 
2 Programme Master Test Plan (PMTP) 
3 Test Observation and Issue Management Plan (OIMP) 
4 ITB Service Delivery Plan (SDP) 
5 Integrated Logistics Support Plan (ILSP) 
6 Project Master Schedule (PMS) 
7 Project Risk Log 
8 Project Issue Log 
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9 Project Quality Log 

Table 3-5 –Contractor’s deliverables for the Project Management Review 

3.9.5.5. For the material already delivered as initial version at the KO, the Contractor 
shall present their final version for acceptance. They shall have the level of 
quality, maturity in term of processes, controls or tools and realism (for the PMS) 
required to perform the entire activities as described in the SOW. 

3.9.6. Configuration Management Board Meetings 

3.9.6.1.1. The Contractor shall organise, prepare read-ahead material, secretary  and 
present ECPs for the BMD programme-specific CM Boards as defined in 
Reference L (Change Implementation Boards, Change Advisory Boards and 
Configuration Control Board).   Note: The CIB and CAB are normally held as a 
joint board and are held every two weeks, and the CCB is normally held monthly.  
The timings of the boards may change to meet demand.    

3.9.6.1.1.1 The Contractor shall produce the change board minutes for review within 2 
working days.   

3.9.6.1.2. As required by the Purchaser, the Contractor shall support wider AMDC2 and 
NCI Agency CM boards for changes that may impact BMD SoS to provide CM 
expertise on BMD programme CM aspects. 

3.9.6.1.3. The Contractor shall track change actions and follow-up with stakeholders to 
complete them to ensure changes are on track for their milestones/dates, and 
if necessary elevating issues to the BMD Configuration Manager.  

3.9.6.2. The Contractor update the CMDB PCI as required with the outcomes of the CM 
boards. 

3.9.7. Additional meetings 

3.9.7.1. The Contractor shall identify to the Purchaser any other meetings with NATO 
personnel required to support the SE&I Contract.  

3.9.7.2. Upon approval by the Purchaser, the Contractor shall schedule and conduct 
such meetings, which shall be mentioned in the relevant PHR. 
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4    SYSTEMS ENGINEERING AUGMENTATION 

4.1. Description of activities 

4.1.1. Contractor shall provide Systems Architecting and Engineering expertise to 
contribute to the monitoring of Tranche execution, SoS Requirements 
Management, Architecture, ARS and Interface maintenance. 

4.1.2. In the timeframe of the contract, significant engineering effort is expected in 
these areas because all Implementation Projects are in the procurement phase 
and there will be a need to be able to quickly assess architecture impact of 
implementation project scope and cost changes.  Agreed changes will have to 
be implemented consistently in the different engineering products to maintain 
track of the functional, allocated and fielded baseline of the BMD capability.  
These changes shall be managed through the configuration management 
processes. 

4.1.3. In support of the above the Contractor shall perform the following activities as 
required and directed using the collaborative environment as described in 
section 3.4: 

 Maintain the architectures, requirements and interfaces for the BMC3I 
systems of the BMD capability related to the Tranches.  

 Maintain the ARS requirements that flow top-level BMD requirements 
from the ADD to the various BMC3I systems in order to provide the 
intended BMD capability.  

  Maintain the VCRI that provides traceability from User requirements to 
test items. 

  Support technical impact assessment of BMD L-ECPs.  

4.1.4. Support technical reviews, internal to AMDC2, to the Agency, and those 
conducted for external stakeholders (e.g. Nations and Operational Community). 
The Contractor team shall work day-to-day in an Integrated Project Team (IPT) 
fashion with the Purchaser staff (and other NCI Agency stakeholders) whereby 
most engineering activities may be conducted either by Contractor personnel, 
Purchaser staff, or jointly.  

4.2. Manpower profile 

4.2.1. The initial manpower profile (number of Full Time Equivalent (FTE) of 
Contractor’s personnel) at EDC is defined under Table 4-1 below: 

 
 Firm requirements Optional requirements 
Period of 
Performance 

Year 1 Year 2 Year 3 Year 4 Following years 

Minimum level of 
effort (FTE) 

3  3  2. 5  1.5 0 

Table 4-1 – Manpower profile for SE effort  
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4.2.2. At EDC the Contractor shall provide one Senior System or Software Architect, 
and two Senior Systems Engineers with the minimum set of qualifications 
described in section 8.3.5, 8.3.6, 8.3.7 to this SOW. 

4.2.3. Contractor assigned to the tasks described in this section shall not work on 
activities related to other sections of this SOW unless directed or authorized by 
the Purchaser and provided that hours are reported and billed accordingly.  

4.2.4. In order to provide the necessary flexibility to adapt to external dependencies 
on the BMD Programme, and in accordance with the Special Contract 
Provisions, the number of FTEs of Contractor’s resources for SE as depicted 
under Table 4-1 for SE shall be reviewed and revised as deemed necessary by 
the Purchaser. Such a revision shall be applicable for the remaining period of 
performance, and decided by the Purchaser before the end of each year during 
a PPR and no later than 90 days before the end of the year. CPMP, PWBS, and 
PMS shall reflect the approved revision in the SE Contractor’s manpower 
profile. 
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5    INTEGRATION, TESTING AND TRANSITION OF NATO BMC3I SYSTEMS 
TO OPERATION 

5.1. Introduction 

5.1.1. The purpose of this section is to provide test engineering and technical analysis 
support during the planning, assessment, execution and reporting of the BMD 
Programme’s Integration and Verification Tests, support to Operational 
validation tests and BMD exercises, including consideration of test events 
results for further inclusion into the architecture. 

5.1.2. The V&V activities shall be performed day-to-day in an IPT fashion with the 
Purchaser staff. 

5.1.3. It is expected that the Contractor personnel will be based at NCI Agency, The 
Hague, The Netherlands, for the vast majority of the work, with travel to other 
sites as appropriate. Back-office or off-site work is discouraged, as the work is 
collaborative in nature and the work to be performed on NS environment can 
only be executed on–site. 

5.1.4. The requirements in this section include support for all phases of BMD testing.  
This effort supports the Purchaser phased test process with reviews, reports, 
briefings, meetings and coordination in accordance with NATO and National 
test policies, statutes, regulations and instructions. 

5.1.5. The V&V efforts aim for the integration of all the component parts of the BMD 
Architecture, i.e. NATO BMC3I Systems, weapon and sensor systems. The 
principal outputs of the BMD Programme, BMC3I system upgrades and 
enhancements, are tested and verified using the BMD ITB. The V&V purposes 
are to test interoperability and perform geographically distributed integration of 
the new capabilities, using hardware in the loop and support from operators, 
and conduct field-testing involving operational commands, BMC3I, weapons, 
and sensors during operational events. 

5.1.6. The Purchaser’s incremental V&V approach is looking for optimisation of 
resources during the development of NATO and National BMD systems and 
using to the maximum extent possible the available systems to reduce 
integration risks. The approach aims to: 

a. Use constructive simulations, and Software In The Loop (SWIL) / Hardware 
In The Loop (HWIL) labs for the BMD Architecture Integration and risk 
reduction using developmental versions of NATO C2 and National systems; 

b. Verify the BMD Architecture with operational versions of NATO and National 
BMD Systems; 

c. Support the validation of the operational capability during tests and 
exercises with live systems. 
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5.2. Management of the Integration, Test and Verification Programme 

5.2.1. The objective of this task is to develop a BMD Programme Master Test Plan 
(PMTP) and monitor its execution of to ensure the effective integration of the 
NATO BMD BMC3I Systems with National Programme elements into the BMD 
Architecture, and to confirm through testing and verification that this 
Architecture meets NATO BMD requirements. 

5.2.2. Programme Master Test Plan (PMTP) 

5.2.2.1. The Contractor shall update and maintain the PMTP as described at Reference 
X. The PMTP shall be derived from and consistent with the Programme 
Verification Strategy (PVS) (Reference H), and with the Integrated Master Test 
Schedule (Reference Y). The Contractor shall update the PMTP annually. 

5.2.2.2. The PMTP shall include the approach for verifying and validating the BMD 
tranches against the VCRI (a description of how the VCRM will be populated 
through events).  

5.2.2.2.1. The PMTP shall identify the KPIs, test and analysis data sources used in the 
VCRM assessment.  

5.2.3. Risk Management 

5.2.3.1. The Contractor shall contribute to the Risk Management activities as described 
in Sections 3.6.6 and 3.7.3 for risks related to tests readiness, execution, and 
assessments.  

5.2.3.2. The Contractor shall monitor milestones and events leading up to a test event 
and assess overall schedule risks and mitigation actions. 

5.2.4. Requirements Verification & Validation Assessment 

5.2.4.1. The Contractor shall ensure the SMART7 assessment of the BMD requirements 
to ensure requirements can be verified. 

5.2.4.1.1. The Contractor shall, as part of the SMART assessment, ensure that all 
requirements are verifiable and propose a verification method for each 
requirement adding detail to the VCRI where required. The Contractor shall 
propose the verification method and acceptance metrics and data collection, as 
well as pass/fail criteria for each requirement. The Contractor shall propose an 
allocation of each requirement in the VCRI to a verification or validation event 
and enter it in the data warehouse to populate the VCRM. The VCRM includes 
tests performed by the implementation projects and shall be updated with the 
results from these tests.  

                                             
7 Specific, Measurable, Attainable, Relevant, Time-bound 
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5.2.4.1.2. The Contractor shall deliver the VCRM and propose the format, content and 
frequency of updates (at least after every formal test event) for approval by 
Purchaser. 

5.2.4.2. The Contractor shall participate in element and component design and testing 
reviews of the system implementation projects. This participation shall consist 
in test approach analysis, integration analysis, and assessing integration status. 

5.2.4.3. The Contractor shall assess the delivery status and verification and validation 
status of the overall BMD Capability. This assessment is conducted in 
accordance with the Purchaser, and shall include reference to outputs, abilities, 
outcomes (as per Reference E) and benefits (as per Reference J). The 
Contractor may propose other additional assessment metrics that he deems 
relevant. 

5.2.4.4. The Contractor shall ensure automated results to queries on requirements 
verification status, and ensure traceability between BMD requirements and the 
status of their verification, and all associated events data, results, and 
documentation.  

5.2.4.5. The Contractor shall provide in an automated fashion an impact assessment on 
the allocation of requirements to verification events and verification status of 
any proposed BMD requirements modification. 

5.2.4.6. The described tasks shall be executed using the provided collaborative 
environment described in section 3.4.  The Contractor may propose required 
modifications or alternatives if this would improve cost, schedule or quality. 

5.2.5. The Contractor maintain templates for test plans, test procedures, test 
schedules, test briefings and test meeting agendas. The templates shall be 
updated based on lessons learned, and also to be in line with Agency templates, 
as required. 

5.2.6. Project Specification Documents (PSDs) and Task Orders (TO) 

5.2.6.1. The detailed scope of the V&V events to be performed by the Contractor shall 
be coordinated between Contractor and Purchaser and documented in Project 
Specification Documents (PSDs). 

5.2.6.2. Task Orders are the contractual mechanism triggered by the PSDs. Task 
Orders will be used to manage Contractor tasking, which includes events such 
as test events, exercise support, training, operational support etc. as 
determined by Purchaser. 

5.2.6.3. Several factors determine the scope of the Task Orders as described in the 
PMTP. The number of the BMD Architecture requirements, the number of NATO 
C2 software drops, the number of National systems contributed by the Alliance 
Nations, and the training events identified by the Operational Community define 
the total number of events required to verify the BMD Architecture. 
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5.2.6.4. Within one month of a PSD request from Purchaser and for each PSD: 

5.2.6.4.1. The Contractor shall conduct with the Purchaser a PSD review meeting to 
assess possible test objectives, requirements verification associated to the task 
venue, level of effort required and evaluate BMD Programme participation in the 
event(s). 

5.2.6.4.2. The Contractor shall schedule PSDs development in accordance with the 
schedule in the IMTS and the sequence of V&V events described in the PMTP. 

5.2.6.4.3. The Contractor shall produce within one month after the PSD review meeting a 
PSD analysing the goals and the concept (e.g. test, exercise, BMC3I regression 
test, etc.) and defining the sequence of events (following the examples given at 
Table 5-2), including all the required Meetings, Test Execution steps and 
deliverables. 

5.2.6.5. Changes from the Purchaser to approved Task Orders can result in a revised 
Project Specification Document, Task Order schedule and deliverables. 

5.3. Conduct Verification & Validation Events 

5.3.1. BMD Programme testing activities.  

5.3.1.1. The BMD Programme testing activities consist of the following types of Test8: 

Category of test Comments Example9 

Per BMC3I system delivery, executed by Projects, and witnessed by Programme: 
Factory Acceptance Test 
(FAT) 

Witnessing test events (at 
developer factory) See Appendix A 

Laboratory Site 
Acceptance Test (L-
SAT10) Witnessing test events (at NCIA) See Appendix A 
Laboratory User 
Assessment Test (L-
UAT) Witnessing test events (at NCIA) See Appendix A 
Site Acceptance Test 
(SAT) Witnessing test events (at NCIA) See Appendix A 
Site Integration Test 
(SIT) 

Witnessing test events (at 
Operational site) See Appendix A 

                                             
8 See Reference H, Section 8 (glossary) for the full description and distinction of the terms in this table 

9 Where a recent PSD exists it has been included here as an embedded section of Reference NN. Where none exists, the 

examples in Examples of Test Plan and/or Test Procedure  demonstrate the effort required. 

10 Projects may refer to a Site or System Acceptance or Integration Test, the Programme refers to a Site Integration Test (SIT). 
Sometimes these might be the same event, with a SIT being conducted collaboratively between BMD Programme, Project and 
Supplier to ensure that it works as expected. It might also be that the testing normally expected in a SIT might occur during a roll-
out, especially if the system being rolled out offers no new functionality and could be regarded as an upgrade. In this case, 
regression testing may be the main activity. Includes the project-specific term “NATO ACCS Maintenance Facility (NAMF) 
Acceptance Tests (NAT)” 
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Category of test Comments Example9 
User Acceptance Test 
(UAT) 

Witnessing test events (at 
Operational site) See Appendix A 

Maintenance Release 
(MR) 

Witnessing test events (at 
Operational site) 

BMD-IT-BC-PSOPRT-004-
2.0 

For each Tranche 
verification: 

    

Ensemble Test 
Formal multinational 
interoperability test between 
NATO and National systems 

BMD-IT-BC-PSET20-004-
1.0 

Ensemble Test Lite 

Formal multinational 
interoperability test between 
NATO and National systems 
(less scope than ET) 

BMD-IT-BC-PSETLITE19-
004-2.0 

System-of-System 
Integration Test (SoSIT) 

Pre-validation communication 
check of BMC3I and NATO sites 

BMD-IT-BC-PSBMDSIT20-
004-1.0 

Communications Tests 
Infrastructure support to NATO -
> Nation networks 

BMD-IT-BC-PSCOMMS-
004-4.0 

For each Tranche 
validation: 

    

Ensemble Operator Test 
Operational users operating the 
BMC3I in the ITB, as a support 
to validation 

BMD-IT-BC-PSEOT20-004-
1.0 (note future EOT will 
have approx. same effort as 
ET) 

Operational Validation 
Test (e.g. Steadfast 
Alliance/Armour)  

Decision on venue is made by 
Bi-SCs See Appendix A 

Exercise Support (e.g. 
Joint Project Optic 
Windmill, At-Sea 
Demo/Formidable 
Shield) 

Network and BMC3I subject 
matter expertise provided to 
(and funded by) nations See Appendix A 

Other     
NATO-Nation Integration 
Test 

Integrating a national system 
either on operational or test  

BMD-IT-BC-PSPOLWISLA-
004-1.0 

Ad-Hoc Experiment Small informal test event 
BMD-IT-BC-PSOUS20-004-
1.0 

Table 5-1 – Types of Tests 

5.3.1.1.1. Depending on the scope, tests may be an individual Task Order, or executed 
as part of a larger Task Order. 

5.3.1.2. NATO BMC3I System Tests 

5.3.1.2.1. The Programme (as a Contractor-and-Purchaser IPT) witness and monitor the 
NATO BMC3I Systems (a.k.a Implementation Projects) tests and results. It is 
expected that no additional tests will be needed after the execution of the tests 
at this level, unless it is either not possible to test in isolation (i.e. another BMC3I 



NATO UNCLASSIFIED 

IFB-CO-15575-BMD Amdt 1 
 

NATO UNCLASSIFIED 

Part IV, Page 48 

system is involved and unavailable) or it is deemed necessary to re-test. 
Additional BMC3I-to-BMC3I tests are carried out as part of Ensemble Tests. 

5.3.1.2.2. There is a distinction in scope between BMC3I tests: 

5.3.1.2.2.1 New Capability: This is either a new BMC3I, or one which has a large degree of 
change (e.g. update from version 3.0 to 4.0). This will require Contractor 
scrutiny and witnessing at various sites (factory, NCI Agency, Operational 
Sites). 

5.3.1.2.2.2 Enhanced Capability: This is a small degree of change to an existing BMC3I 
(e.g. update from version 3.0 to 3.1). This will require mainly Contractor scrutiny 
of test products rather than witnessing, so will take place mostly at NCI Agency. 

5.3.1.2.2.3 Maintenance Releases (MR) are anticipated annually for BMC3I, and (being 
mainly regression tests and bug fixes) are similar in scope to Enhanced 
Capability Tests, but may take place at Operational Sites. 

5.3.1.2.3. Implementation Projects contribution to BMD Programme tranches 

5.3.1.2.3.1 The ADD4.1 (Reference E) identifies the Implementation Project software 
deliveries per tranche. The current contribution of the Implementation Projects 
is shown in Figure 5-1. It is important to note that this schedule and the 
allocation of projects to tranches could evolve while the programme progresses 
through the different Tranche deliveries.   

5.3.1.2.4. The entire set of BMC3I System Tests (FAT, SAT, SIT, UAT, MR) will be 
executed each time an Implementation Project contributes to a tranche. 

 

 
Figure 5-1 - Implementation Project Deliveries per Tranche per ADD4.1 

5.3.1.3. NATO-Nation Integration Test 

5.3.1.3.1. NATO-National integration tests (NNIT) are conducted in accordance with the 
schedule of systems availability provided by the Nations and updated at the 
BMD Test and Exercise Annual Planning Meeting (BMD-TEAM). Reference E 
provides information regarding the planned integration of National BMD 
systems into the NATO BMD Architecture.  However, these projections may be 
modified due to changes to NATO’s C2 systems’ implementation and/or 
National BMD systems schedules. 
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5.3.1.3.2. A NNIT is a formal test with a “New-to-NATO BMD” system representation that 
has not previously been connected to the ITB (which could include a previously 
connected system with significant upgrades). This is typically a formal test that 
determines a system representation’s capability and compatibility with the ITB 
(e.g. can it work with all threat types, threat countermeasures, debris, etc.). All 
existing systems interacting with the ITB to date have had a connection test.  

5.3.1.4. Ensemble Tests 

5.3.1.4.1. An Ensemble Test (ET) supports a technical verification of requirements 
allocated to that test event. An ensemble test verifies interoperability of systems 
within the BMD system of systems. This includes NATO BMD BMC3I systems 
(e.g. ACCS, AirC2IS, NCOP), NATO-to-National Systems (e.g. ACCS  FRA 
SAMP/T, AirC2IS  USA C2BMC), and between national systems (e.g., DEU 
SAMOC/Patriot  USA Aegis). ET verifies functional requirements and, when 
possible, non-functional requirements. Ensemble tests cannot verify 
Communications requirements (e.g., latency, redundancy, etc.), as ETs are held 
on the CFBLNet test network and not on the operational network. 

5.3.1.4.2. An ET requires several Technical Interchange Meetings (TIMS), test plans, test 
procedures, Integration plans, Test Readiness Reviews, a Quick-Look Report, 
and a final report. The full scope of these deliverables is described further in 
section 5.3.3.1. 

5.3.1.4.3. Ensemble Tests include updated versions of from one to eight BMC3I systems, 
and from one to ten national systems. See Figure 5-1 for current scheduled 
BMC3I updates per tranche. 

5.3.1.4.4. Due to the variable participants, an ET can vary in size and complexity. 
Additional systems do not indicate a linear increase in effort, as there may be 
synergies (e.g. if a new national system has the same capabilities and  
interfaces as an existing one), or added complexities (if there are multiple new 
communication paths to verify). 

5.3.1.4.5. ET can therefore be seen on a spectrum, from a very limited scope (e.g. ET-
LITE) to a full test of all interfaces (nominally, an ET-MAX). In the normal case, 
a standard ET is in support of a tranche delivery, and so requires all of the ET 
deliverables. An ET-LITE may require fewer, and an ET-MAX would require 
more technical interchange meetings. 

5.3.1.4.6. ET-LITE are ET with Limited Integration Test Events; Limited indicates this is 
not necessarily linked to a validation event and the analysis time will be more 
limited.  An ET-LITE is held in years alternating with an ET, and broadly takes 
the same form, except that generally its scale will be smaller.  ET-LITE reduces 
the risk to delivery of capability in a future tranche and provides an opportunity 
to re-test abilities which were found to be defective during earlier test events. 

5.3.1.5. System-of-Systems Integration Test 
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5.3.1.5.1. Each system is integrated into the NATO operational sites independently, 
witnessed as a Site Integration Test. Prior to an operational validation event, a 
System-of-Systems Integration Test (SoSIT) is carried out, to verify the 
intercommunication between the BMC3I at all sites involved in the test. 
Contractor involvement is necessary to support the test planning and reporting, 
and to participate as a Subject Matter Expert (SME) in the SoSIT (both at the 
ITB and at the various sites). This is a high-level check of in-service systems, 
not a repetition of the SIT, so the resolution of any issues will be handled by in-
service support mechanisms (i.e. outside the remit of the Contractor). 

5.3.1.6. Communications Test 

5.3.1.6.1. Conducting formal verification for the BMD Communication Services provided 
to the nations through the fielded NATO National Gateway (NNG). This 
verification is a joint effort between NATO and nations as scope is crossing the 
responsibility borders. This takes place on the exercise and operational 
domains. 

5.3.1.6.2. This includes, but is not limited to: Connectivity tests for JChat [NATO secure 
operational text communications], Joint Range Extension [NATO extension of 
operational real-time communications] (Operational and Exercise domains), 
Simulation Information Exchange (e.g. Distributed Interactive Simulation, DIS) 
and Voice over Secure IP (VoSIP) BMD services. 

5.3.1.7. Ensemble Operator Test 

5.3.1.7.1. An Ensemble Operator Test (EOT) is conducted at the ITB to provide an early 
venue for the Bi-SCs to assess their DOTMLPFI Key Performance Indicators 
(KPIs), and support the assessment and transition readiness to operations of 
the developed BMD SoS capability. The scope is similar to an Ensemble Test, 
but the focus is on the operational user. EOT is part of the testing sequence 
leading up to acceptance of Tranches in the BMD Programme development, 
where operators are invited to test and assess new deliveries to the programme, 
before those deliveries are fielded. 

5.3.1.8. Operational Validation Test 

5.3.1.8.1. Operational Validation tests represents a system of systems test performed by 
the operational community to determine the fitness for use of the BMC3I. 
Therefore it uses operational systems on the operational network with 
operational users on the consoles. These tests are typically part of the 
Operational Test & Evaluation of a deployed capability by the operational user. 
These tests can take place at other events, e.g. during training or exercise 
events when possible. This may be one big test, or a series of tests managed 
under the umbrella of one Task Order. Once again, deliverables may vary, and 
close attention is required in the development of the PSD. 

5.3.1.9. National Exercise Support (Optional) 
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5.3.1.9.1. Involvement in an exercise as an operational assessment event results in the 
BMD Programme supporting the exercise, but not managing the exercise. The 
BMD Programme may provide much of the infrastructure, such as threat 
scenarios, or may monitor, record, and collect data associated with the exercise. 
The BMD Programme will participate in any planning conferences. An exercise 
may or may not result in a BMD Programme test report. An Exercise may require 
some type of higher order test prior to execution (e.g., an ensemble test). Every 
exercise is different, has different objectives, and therefore different levels of 
support which needs to be clearly defined in the PSD. 

5.3.1.10. Ad-Hoc Experiment 

5.3.1.10.1. An ad-hoc experiment is usually at the request of a Nation for a new system 
representation, or as a Risk Reduction test with NATO C2 prototypes and 
National representations of various degrees of fidelity. It is typically small, and 
has no formal documentation. The BMD Programme facilitates a connection, 
sends or receives data and records data for the system being connected. 
Typically ad-hoc experiments do not require many planning tests or 
deliverables, and are less than 1 or 2 days effort.  

5.3.2. BMD Programme Testing Cycle 

5.3.2.1. In accordance with the Programme Verification Strategy (Reference H), there is 
a two year cycle of testing events, as can be seen in this excerpt diagram: 

 
Figure 5-2 - Two-year V&V Cycle 

5.3.2.2. The detailed schedule varies per tranche, and is maintained in the IMTS11 
(Reference Y), but for illustration purposes the approximate event flow could 
be as follows: 

a. Even Year 
                                             
11 each of these events requires pre-planning and post-analysis activities. 
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i. ET 
ii. EOT, may execute early in odd year. 

b. Odd Year 
i. SoSIT 
ii. Operational Validation Test 
iii. Ensemble Test Lite 
iv. 2 x National Exercise Support 

c. Every Year 
i. From one to eight BMC3I update cycles (see list in Table 5-1 – Types 

of Tests) 
ii. If no update cycle, one Maintenance Release per BMC3I 
iii. NATO-National SIT, schedule in Reference E 
iv. Three Communications Tests12 

 

5.3.3. Contractor contribution to Test Event 

5.3.3.1. Test Events 

5.3.3.1.1. A test event involves coordination with the test stakeholders over several 
months. Execution of an event can take between three months for a small test 
involving one or two BMD systems and eighteen months for a test with many 
more systems. 

5.3.3.1.2. Test events described in section 5.3.1 differ in scope, though each follow the 
illustration in Figure 5-3 , with notional timelines for a typical test event project 
such as an ET with relative timeframes and milestones for the Planning, 
Development, Execution and Analysis phases: 

 

                                             
12 This indicates a test per nation: note that the example PSD in Table 5-1 – Types of Tests includes multiple nations. Depending 
on timing, connection tests with national systems may be individual PSDs, or batched in a single PSD. 
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Figure 5-3 – Example of sequence of events for a Test event 

 

5.3.3.1.3. Using ET as an example, the following Table 5-2 shows the relative difference 
in scope between the three nominal sizes of event: 

  Ensemble Test ET-LITE ET-MAX To be delivered 
1.1 Test Meetings 

1.1.1 
Test Kick-off Meeting 
Presentations 

May be 
truncated 

May require 
multiple 

workstreams 

5 days before 
meeting 

1.1.2 
Initial Planning Conference TIM 
Presentation (TIM 1) 

    
5 days before 

meeting 

1.1.3 
Mid Planning Conference TIM 
Presentation (TIM 2) 

May be 
skipped 

May be 
more than 

one 

5 days before 
meeting 

1.1.4 
Final Planning Conference TIM 
Presentation (TIM 3) 

May be via 
telecon 

  
5 days before 

meeting 

1.1.5 
Test Readiness Review (TRR) 
Presentation 

    
5 days before 

meeting 

1.1.6 Quick Look Review Presentation     
5 days before 

meeting 

1.1.7 
Analysis TIM Presentation (TIM 
4) 

May be via 
telecon 

May be 
more than 

one 

5 days before 
meeting 
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  Ensemble Test ET-LITE ET-MAX To be delivered 

1.1.8 
Test Report TIM Presentation 
(TIM 5) 

May be 
skipped 

  
5 days before 

meeting 

1.1.9 Review Meeting Presentations 
May be 
digital 

Higher 
scrutiny 

5 days before 
meeting 

1.1.10 Test Status Meeting Presentation 
May be 
truncated 

  
5 days before 

meeting 

1.1.11 Test Kick-off Meeting Minutes     
3 days after 

each meeting 

1.1.12 
Initial Planning Conference TIM 
Minutes (TIM 1) 

Short Detailed 
3 days after 

each meeting 

1.1.13 
Mid Planning Conference TIM 
Minutes (TIM 2) 

(Where 
executed) 
Short 

Detailed 
3 days after 

each meeting 

1.1.14 
Final Planning Conference TIM 
Minutes (TIM 3) 

Short Detailed 
3 days after 

each meeting 

1.1.15 
Test Readiness Review (TRR) 
Minutes 

    
3 days after 

each meeting 

1.1.16 Quick Look Review Minutes 
May be 
skipped 

  
3 days after 

each meeting 

1.1.17 Analysis TIM Minutes (TIM 4) 
May be 
skipped 

Detailed 
3 days after 

each meeting 

1.1.18 Test Report TIM Minutes (TIM 5) Short Detailed 
3 days after 

each meeting 

1.1.19 Review Meeting Minutes Short Detailed 
3 days after 

each meeting 

1.1.20 Test Status Meeting Minutes Short Detailed 
3 days after 

each meeting 
1.2 Test Planning 

1.2.1 Test Schedule High Level Loaded 
5 days before 
KO meeting 

1.2.2 
Test Deliverable Requirement 
List 

    At KO meeting 

1.2.3 Test Dashboard 
May be 
skipped 

  

1 month after KO 
meeting 

(updated as 
necessary) 

1.2.4 Test Plan   

May be 
more than 

one (one per 
workstream) 

1 month before 
TIM2 

1.2.5 
Physical Test Architecture 
Diagram 

High Level   
1 month before 

TIM2 

1.2.6 
Logical Test Architecture 
Diagram 

High Level   
1 month before 

TIM2 

1.2.7 
Test Event Detailed Interface 
Description 

    
1 month before 

TIM2 
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  Ensemble Test ET-LITE ET-MAX To be delivered 

1.2.8 Test Procedure Short 

May be 
more than 

one (one per 
workstream) 

1 month before 
TIM3 

1.3 Test Monitoring and Control 

1.3.1 Test Run Master Record     
5 days after test 

execution 

1.3.2 Test Data     
5 days after test 

execution 

1.3.3 Quick Look Report     
5 days after test 

execution 

1.3.4 Test Report   
High scrutiny 

and 
coordination 

5 days before 
TIM5 

1.3.5 Review Action Plan     
5 days before 
Test Review 

1.3.6 
Test Issues, Observations and 
PTR 

    
1 month after 
Test Review 

1.3.7 Lessons Learned Report     
1 month after 
Test Review 

1.4 Test Execution 

1.4.1 Dry Run 
May be 
skipped 

May be 
multiple 

As required 

1.4.2 Connection Test Truncated 
May be 
multiple 

As required 

1.4.3 Risk Reduction Test 
May be 
skipped 

May be 
multiple 

As required 

1.4.4 Run for Record   
May be 

extended 
As required 

Table 5-2   Scope variation between ET, ET-LITE and ET-MAX 

5.3.3.1.4. This high-level order of events (planexecuteanalyse) is common throughout 
all test events. The detail of scope is either in the PSDs in ‘Example’ column of 
Table 5-1 – Types of Tests, or described in the examples of APPENDIX A:  

5.3.3.1.5. Following activation of a Task Order, the Contractor shall execute the 
sequences of events, along the lines of the tasks in the table above, as identified 
in the Project Specification Document. Each test event shall: 

5.3.3.1.5.1 Determine the event objectives in consultation with Purchaser. 

5.3.3.1.5.2 Provide the Definition of Systems Under Test, by describing Functional 
baselines (of the sub systems which are under tests), and system version 
documents. 
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5.3.3.1.5.3 Conduct all the meetings, starting with a Project KO Meeting to review the 
objectives, scope, organisation, resources and high level schedule of each test 
event.  

5.3.3.1.5.4 Establish the detailed scheduling of the test event (including kick-off, planning, 
analysis meetings and test execution steps) in coordination with all test 
participants. 

5.3.3.1.5.5 Develop the deliverables identified in the Task Order and defined in the Project 
Specification Documents, including but not limited to: 

 Develop supporting documentation and briefings, and publish meeting minutes 
for Purchaser acceptance. 

 Develop and maintain a dedicated dashboard documenting the status of each 
event described in a PSD (schedule, risk items, issues, actions, verification 
status).  Dashboard shall be delivered 4 weeks after the kick-off meeting and is 
updated on a monthly basis in the PHR as described in section 3.8. 

 Deliver a Test Plan and Test Procedures in accordance with the schedule 
described in the Project Specification Document. The Plan includes: 

 Test objectives 

 Entry criteria 

 Configuration items under, test elements  

 Requirements to be tested or verified (as per the VCRM) 

 Allocation of requirements to verification methods and test resources 

 Test cases, scenarios, test configuration, test database, test tools, etc. 

 Data collection requirements, network requirements 

 Requirements for Contractor participation at remote sites such as NATO HQs, 
NATO and National laboratories 

 Identification of any potential adverse effects of test on BMD operations, and 
proposed mitigations. 

 These documents, as specified in the PSD, can be delivered separately or 
delivered together in a Test Package. 

5.3.3.1.5.6 Perform test risk, readiness, and execution analysis and assessments as part 
of the Programme’s risk management process. The Contractor shall assist the 
BMD Programme in coordinating risks and issues of all test events and provide 
updates regarding overall schedule risks and mitigation actions. 

5.3.3.1.5.7 Develop draft detailed test architecture diagrams for each test, identifying the 
WAN test architecture, the test participating locations, the LAN network 
topologies at the participating sites, security boundaries, and protocols 
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supported. Diagrams are provided to the Purchaser 1 month prior to test start 
date. 

5.3.3.1.5.8 Support test event security accreditation by monitoring the participant sites 
accreditation status and provide the status to the BMD Programme. 

5.3.3.1.5.9 Conduct test event status meetings as required with Test stakeholders. 

5.3.3.2. Test Event Execution 

5.3.3.2.1. The Contractor shall conduct the execution of each test event, in coordination 
with NATO and National test stakeholders, and in accordance with the test plan 
and test procedures (if foreseen in the Project Specification Document), 
including partial test milestones identified during the event planning, including 
inter alia connectivity and federation risk reduction tests, interoperability 
integration tests, and final verification and validation tests.  

5.3.3.2.2. The Contractor shall during the execution of each test event: 

5.3.3.2.2.1 Operate the BMD ITB Open Framework Services (OFS) and local NATO and 
National representations; 

5.3.3.2.2.2 Prepare and input data for testing and prepare data collection requirements, 
including National data capture requirements and required test instrumentation; 

5.3.3.2.2.3 Implement operational and test scenarios, including threat and defence systems 
laydowns to successfully stimulate the BMD Architecture in order to test the 
requirements allocated to the test; 

5.3.3.2.2.4 Implement and execute threat scenarios for stimulation of the components in 
the test; 

5.3.3.2.2.5 Configure the test network and perform the integration of local and remote test 
participants; 

5.3.3.2.2.6 Conduct intermediate test steps as indicated in the Project Specification 
Document: risk reduction tests, connectivity tests, dry runs, and tuning of test 
scenarios to the event test objectives; 

5.3.3.2.2.7 Conduct a formal Test Readiness Review (TRR) before the execution of the test 
runs for record, including identification of the test configuration items, and 
ensuring that the results of a dry run (if conducted) enable the conduct of the 
Run for Record. 

5.3.3.2.2.8 Fulfil the role of test lead and lead the test proceedings during the test windows. 
In particular, the test lead shall: 

 Direct the daily execution of the tests and orchestrate the stakeholders’ test 
teams that include remote Test Participants and ITB Test Operators. 
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 Direct the stakeholders’ actions in accordance with the daily test schedules and 
drives the synchronised execution of the tests procedures in by all participants. 

 Take action to resolve or to agree with test participants on arising test issues 
(e.g. deviation to test cases, test schedule modification, test configuration 
modification) 

5.3.3.2.2.9 Deploy staff to remote test participant locations as required to support the event 
execution; 

5.3.3.2.2.10 Execute test cases runs in accordance with the test procedures; 

5.3.3.2.2.11 Record the event; 

5.3.3.2.2.12 Produce a test run Master Record; 

5.3.3.2.2.13 Execute post-meeting test debrief (including but not limited to: Summary of the 
test results, Summary of any deviations, anomalies, or observations (PTRs),  
Agreement on the PTRs criticality (C/H/M/L), Requirements verification status 
(for those which are subject to test),  Test case status, including decision to re-
run or not); 

5.3.3.2.2.14 Collect and place under configuration control local test data in the ITB data 
repository and manage test data provided by the test stakeholders; 

5.3.3.2.2.15 Develop a Quick Look Report (QLR) coordinated with NATO and National test 
participants. The QLR shall report main observations and findings from the 
event that should be analysed in depth. The QLR shall also identify 
observations, emerging issues, and propose items for in-depth analysis. Each 
QLR is normally published within 5 working days of the test and is reviewed with 
Test participants during a Quick Look Review within one month of the test 
execution. 

5.3.3.3. Test Analysis and documentation 

5.3.3.3.1. The Contractor shall report and conduct the results analysis of each test event 
in accordance with the test plan and the event analysis plan. 

5.3.3.3.2. The Contractor shall perform and report in the Test Report the analysis of each 
test event. In particular, the Contractor shall: 

5.3.3.3.2.1 Support the data analysis meetings and support the coordination of test results 
analysis with the stakeholders; 

5.3.3.3.2.2 Identify and report interoperability issues between BMD Systems and assess 
potential impacts to the architectures and requirements; 

5.3.3.3.2.3 Report the status of verification of the requirements associated to the event and 
the degree of fulfilment of the event objectives;  
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5.3.3.3.2.4 Maintain traceability between BMD requirements, test events, test data, test 
results (Data Warehouse). 

5.3.3.3.2.5 Maintain the status of requirements verification in an integrated requirements 
and test tool (Data Warehouse); 

5.3.3.3.2.6 Provide an updated overall verification status for the relevant Tranche outputs, 
abilities and outcomes; 

5.3.3.3.2.7 Where required as per the OIDB process (Reference LL) the Contractor shall 
develop, document and develop a resolution plan  

5.3.3.3.2.8 Register the observations, anomalies, issues, and defects identified during the 
events in the OIDB. 

5.3.3.3.2.9 Classify the observations and issues by severity and propose a path for 
resolution; 

5.3.3.3.2.10 Maintain under configuration management the test data and artefacts that 
enable detailed analysis, database scenario replays and future regression 
testing; 

5.3.3.3.2.11 Identify Safety related issues; 

5.3.3.3.2.12 Support the test results analysis with the NATO and National stakeholders, and 
incorporate their test results feedback in the test event documentation and 
report; 

5.3.3.3.2.13 Register the lessons identified from the test event preparation, conduct and 
analysis, in order to improve the Team performance at the next test event; 

5.3.3.3.2.14 Support the conduct of an event review to finalise the findings, conclusions and 
propose follow-up action plans; 

5.3.3.3.2.15 Ensure that feedback of findings is included in the BMD SE process and where 
subsequent change is required it is managed through the CM process. 

5.4. Integration Test Bed Management Service 

5.4.1. ITB Service 

5.4.1.1. The scope as described under sections 5.2 to 5.3 constitutes the ITB Service to 
be delivered by the Contractor to the Purchaser. 

5.4.1.2. ITB Service Delivery Plan 

5.4.1.2.1. The Contractor shall maintain the ITB Service Delivery Plan (Reference AA) 
detailing how the ITB Service will be rendered by the Contractor throughout the 
period of performance of the SE&I Contract. This plan shall include: 
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5.4.1.2.1.1 Service interface: the demarcation of service responsibilities between the 
Contractor and the Purchaser. 

5.4.1.2.1.2 Security management: the tasks associated with maintaining and using the ITB 
within the guidelines of: 

 The ITB Security Test and Verification Plan (Reference OO) 

 The ITB Security Operating Procedures (Reference U) 

 The ITB System-Specific Security Requirement Statement (Reference GG) 

5.4.1.2.1.3 Incident management: how the Contractor will deal with service interruptions 
and application faults. 

5.4.1.2.1.4 Problem management: how the Contractor will support problem identification, 
reporting, isolation, and resolution. 

5.4.1.2.1.5 Release management: how the Contractor will establish the ITB Product 
Baseline releases. 

5.4.1.2.1.6 Availability management: how the Contractor will ensure that the ITB service 
can meet its availability requirements: 

 The Contractor shall deliver the ITB Service during normal working hours with 
an overall level of availability per quarter of 90%, and a maximum Time to 
Restore Service of five working days. 

 The Contractor shall during each Test Event from the start of the Build-up 
Connectivity Test to the end of the Run for Record deliver the ITB Service with 
a level of availability of 98%, and a maximum Time to Restore Service of 1 
calendar day. Working hours during test events shall be extended or shifted as 
required by the execution of the test event. 

5.4.1.2.1.7 Configuration Management to include:  

 The Contractor shall monitor the software versions in use in the ITB and 
maintain the configuration status, including the upgrade schedule. 

 The Contractor shall maintain awareness of potential upgrades or replacements 
to ITB software, and propose changes for improvement. 

 The Contractor shall agree with the Purchaser any software, firmware or 
hardware changes 

 The Contractor shall implement any changes in accordance with the 
configuration control process. 

5.4.1.2.1.8 Service transition: how the Contractor will transition service responsibilities to 
the Purchaser and/or another Contractor to ensure that the Purchaser can 
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support ITB service provisioning at the end of the period of performance of the 
SE&I Contract.   

5.4.1.2.1.9 Maintenance support: how the Contractor intends to discharge his 
responsibilities for ITB operation and maintenance and describes the 
Contractor’s approach to replacement of faulty hardware and software items. 

5.4.1.2.2. The Contractor shall maintain and update the ITB Service Delivery Plan 
(Reference AA) at least annually, or as required, to reflect changes in the ITB. 

5.4.2. ITB Maintenance, Logistics and Accreditation 

5.4.2.1. Integrated Logistics Support Plan (ILSP) 

5.4.2.1.1. The Contractor shall maintain and execute an ILSP and ensure business 
continuity and disaster recovery. The ILSP shall be based on the current ILSP 
at Reference Z, and provide as a minimum the same information as contained 
therein.  

5.4.2.1.2. The plan shall be updated as required, at least annually. 

5.4.2.1.3. The ILSP shall cover the following topics with detailed information, at minimum: 

 Define the maintenance environment, constraints, procedures, artefacts, 
organisation and personnel skills to maintain the ITB; 

 Describe the procedural description including objective(s), triggering event(s), 
input, output, task(s), roles (Responsible, Accountable, Supportive, Consulted, 
and Informed (RASCI)), constraints, exceptional case(s), and tool(s) support; 

 Define the supply support requirements and shall describe the procedures for 
the provisioning, procurement, and acquiring of spare/repair parts, inventories, 
and consumable material for the ITB; 

 Define the ITB maintenance and supply flow amongst the various organisations, 
groups and people; 

 Maintenance and Support Concept (maintenance plan); 

 Warranty and Licences (list of HW, SW components with the warranty and 
licence duration); 

 Obsolescence (HW and SW component review); 

 Performance Report (maintenance activities, warranty requests, incident report, 
obsolescence issues, licence renewals, spare and consumable consumption 
etc.). 

5.4.2.1.4. The ILSP shall include lists of all items (hardware and COTS software) with 
vendor, licence details (key, validity, other details) and warranty information. 

5.4.2.2. Maintenance and Support Concept 
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5.4.2.2.1. Maintenance and Support Responsibilities 

5.4.2.2.1.1 The Contractor shall be responsible for Level 1, Level 2 and Level 3 ITB 
maintenance and support activities: 

 Level 1 shall be understood as the end-user level and includes user self-help, 
interaction with the ITB Lab System Administrator and user-level preventive 
maintenance tasks (e.g. simple cleaning of hardware and local data 
management). (for all ITB HW and SW elements) 

 Level 2 shall be understood as in-depth analysis for corrective maintenance 
such as troubleshooting, system restoration, remove/replace of the hardware 
components (LRUs), visual detailed inspections, software configuration, SW 
settings, SW reloading/installation with manual or automated procedures, 
execution of scripts, in coordination with ITB Lab System Administrator, and 
system operators and administrators. (for all ITB SW and HW elements) 

 Level 3 involves more complex maintenance activities such as testing of HW 
components; replacement of modules within LRUs (e.g. batteries, power 
supplies, filters etc.); configuration of servers, routers, switches; software 
troubleshooting and configuration modifications in case ITB infrastructure and 
security environment changes;  discussions with the Service Lines and their 
Subject Matter Experts (SME), Service Owners and System Managers. (for ITB 
SW and HW elements) 

5.4.2.2.1.2 Level 4 maintenance will be provided by the ITB Build 6 Contractor 
(modifications to ITB Build 6 software requiring recoding and debugging) and 
other SW/HW vendors as applicable under individual warranty and support 
contracts. 

5.4.2.2.1.3 Contractor shall also be responsible for maintaining the existing ITB Build 5.3 
until the ITB Build 6 is up and running.  

5.4.2.2.1.4 Generic definitions for maintenance and support concept are provided within 
APPENDIX B: Maintenance and Support Concept Generic Definitions for further 
information.  

5.4.2.2.1.5 The Contractor shall follow the flow chart provided in Figure 5-4 below for the 
ITB maintenance and support needs in case there is a loss of the service and 
escalate it, as required, if the system restoration is outside of the Contractor’s 
responsibility per the Contract.  
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Figure 5-4   ITB Maintenance Workflow 

 

5.4.2.2.1.6 The Contractor shall provide on-site and off-site support maintenance to the ITB 
components to ensure maximum availability. 
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5.4.2.2.1.7 The Contractor shall provide all the corrective maintenance (Level 1, 2 and 3) 
for systems (including the HW and SW CIs) repair and restoration as defined in 
the various technical documentation and based on SME experience and 
knowledge.  

5.4.2.2.1.8 The Contractor shall perform the preventive maintenance activities for ITB HW 
and SW CIs. For that purpose, the Contractor shall create a preventive 
maintenance plan within ILS Plan. This preventive maintenance plan shall 
outline planned preventive tasks both for hardware and software by using the 
bespoke manuals, training materials and COTS manuals for all HW and SW 
components as an input.  

5.4.2.2.1.9 The Contractor shall include the following information within the maintenance 
plan, at minimum: 

a. Maintenance task type (inspection, replacement, calibration, configuration, 
installation, deployment, upgrades and updates, test, adjustment, alignment 
etc.); 

b. Component of interest (HW,SW or assembly); 

c. Spares, consumables required; 

d. Task duration; 

e. Manpower required; 

f. Task interval; 

g. Planned dates for the maintenance. 

5.4.2.2.1.10 The preventive maintenance plan shall maximize the availability, by combining 
the individual preventive maintenance tasks within common time slots that will 
be agreed with Purchaser.  

5.4.2.2.1.11 The Contractor shall schedule all hardware preventative maintenance, 
coordinating ITB maintenance downtime and assist vendor repair technicians in 
coordination with the Purchaser. In particular, the Contractor shall ensure the 
conduct of analysis and test events involving all ITB potential users of the ITB 
as described in section 5.4.1. 

5.4.2.2.1.12 The Contractor shall upgrade both Software and Hardware components of the 
ITB as necessary to provide the required level of maintenance support in 
accordance with configuration control processes. 

5.4.2.2.1.13 The Contractor shall formulate, analyse, and interpret hardware and software 
metrics to track ITB reliability and availability as a whole and at component level, 
including OFS and local or remotely distributed Representations.  
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5.4.2.2.1.14 The Contractor shall maintain a record of the metrics collected and report in the 
monthly PHR the data and findings to the Purchaser. 

5.4.2.2.1.15 The Contractor shall create a quarterly ITB Service Report and provide it for 
Purchaser review and approval. This  report shall provide the following 
information, at minimum: 

a. Preventive maintenance tasks performed in the reporting period 

b. Corrective maintenance tasks (Level 1, Level 2, Level 3) performed in the 
reporting period 

c. Any Level 4 maintenance tasks ongoing 

d. Adaptive and perfective maintenance tasks performed in the reporting 
period 

e. Actual manpower and task duration for each listed task 

f. Consumables and spare parts used for each maintenance tasks 

g. Licence renewals or updates  

h. Warranty cases  

i. Reporting and assessment of the reliability (MTBF, MTBCF), availability 
(Ao) and maintainability (MTTR, MTTRS) metrics of the components, and 
the overall system including the calculations 

j. Obsolescence monitoring activities (any end of life, end of production, end 
of support issues from HW, SW components) 

5.4.2.2.1.16 The Contractor shall conduct periodic back-up tests (at least annually) to verify 
that ITB software and data recovery procedures are effective and according to 
the disaster recovery plan outlined in the ILS Plan. 

5.4.2.2.1.17 Include as a minimum a reference to the ITB configuration for the run for record 
of each test event, and each SW upgrade of the ITB. 

5.4.2.2.1.18 Hardware maintenance shall cover the maintenance of ITB hardware CIs in 
accordance with availability requirements indicated under section 5.2. All failed 
hard disks/drives can only be repaired or replaced on-site and cannot be 
removed and/or returned to the Contractor for repair. Failed hard disks will be 
destroyed on site, and shall therefore be replaced by the Contractor. 

5.4.2.2.2. On-site Support: 

5.4.2.2.3. The Contractor shall provide on-site SME support in Purchaser facilities in the 
Netherlands within the Purchaser working hours between 08.45-17.30.  During 
Test Event execution, some support shall be provided in other NATO sites and 
Head Quarters as required by the Purchaser. 
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5.4.2.2.4. The Contractor shall provide support outside of business hours and in official 
holidays in case of event needs (as agreed beforehand) or in emergencies. In 
such rare cases, the overtime duration shall be used as flexible hours that 
Contractor personnel may use in an agreed time with approval from Purchaser. 

5.4.2.2.5. In case of on-site personnel absence due to emergencies or planned leave, 
more than one week period without on-site support shall not be acceptable. For 
an absence longer than one week period, the Contractor shall provide qualified 
replacement personnel.  

5.4.2.2.5.1 On-site support shall include on-site maintenance activities, online help, on-site 
support to local users, local administration and Server/Client installation and 
activation of off-site support as needed. 

5.4.2.2.5.2 The Contractor shall provide an initial analysis to a software failure and 
recommended course of corrective actions within one working day following 
notification to the Contractor. 

5.4.2.2.6. The Contractor shall assist the Purchaser in ITB accreditation (see section 
5.4.2.4.2) for use on both the CFBLNet (Reference HH) and NSWAN. 
(Reference LL). 

5.4.2.2.6.1 The Contractor shall maintain interoperability of the ITB with National 
Laboratories environments, in accordance with the ITB Federation Agreement 
document (Reference EE) and ITB Interface Description Document (Reference 
JJ). These documents describe how the ITB simulation and operational data 
exchange services (Open Framework Services [OFS]) connect to BMC3I, 
weapon and sensor representations, in line with the DIS and HLA, SIMPLE and 
JREAP standards. 

5.4.2.2.6.2 On-site support shall provide on-site in-depth technical assistance when 
necessary. 

5.4.2.2.7. Off-site Support 

5.4.2.2.7.1 Off-site support shall cover fault isolation, in-depth technical assistance to on-
site support staff. 

5.4.2.2.7.2 Off-site support shall also cover correction of deficiencies, and implementation 
and validation of approved changes to the functional, allocated and product 
Baselines as approved by the CCB, including development and implementation 
of ITB SW patches. 

5.4.2.2.7.3 The Contractor shall undertake required maintenance activities along with on-
site support tasks when required. 

5.4.2.2.7.4 The Contractor shall provide changes to standard operating procedures or 
instructions to reflect any changes to operating or support tasks resulting from 
the activation of system elements. 
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5.4.2.2.8. Trouble-ticketing system 

5.4.2.2.8.1 The Contractor shall maintain the in-lab trouble-ticketing system to open, 
modify, track and close Trouble Tickets, and lodge all requests concerning the 
ITB. 

5.4.2.2.8.2 The trouble-ticketing system shall manipulate tickets up to NATO SECRET 
level, and shall be able to export lower classification tickets. 

5.4.2.2.9. Incident Management 

5.4.2.2.9.1 The Contractor shall implement an Incident Management process to resolve 
incidents and restore the provision of ITB services. 

5.4.2.2.9.2 The Contractor shall implement an Incident Assessment Model compliant with 
ITIL v 4.0 that categorises incidents according to impact, urgency, risk, required 
resources to resolve the incident and priority. 

5.4.2.2.9.3 The Contractor shall implement an Escalation Process. 

5.4.2.2.9.4 The Contractor shall describe the required actions to resolve the incident. 

5.4.2.2.9.5 Generic definitions for maintenance and support concept are provided within 
APPENDIX B: Maintenance and Support Concept Generic Definitions for further 
information.  

5.4.2.2.10. Problem Management 

5.4.2.2.10.1 The Contractor shall define and implement a Problem Management process 
that identifies and addresses the underlying cause of an undesirable situation, 
indicating the root cause of one or more existing or potential incidents (ITBPTR). 

5.4.2.2.10.2 Problem Management process shall be subject to review and approval of the 
Purchaser. 

5.4.2.2.10.3 The Contractor shall implement a systematic approach for the investigation of 
incidents, identification of the root cause and development of appropriate 
remedies. 

5.4.2.2.10.4 The Contractor shall ensure the Problem Management process successfully 
addresses the following objectives: 

Serial Requirement 

1 Identification, prioritization, analysing, tracking, resolution 
of failures. 

2 Symptoms and permanent or temporary solutions for 
failures are documented. 
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3 Change Requests (CR) are raised to modify the 
infrastructure. 

4 Avoidable incidents are prevented. 

Table 5-3 – Objectives from Problem Management 

5.4.2.2.10.5 The Contractor shall implement a Problem classification by area (category) and 
the Identification shall point to the lowest level CI’s that affect the problem. The 
classification shall be accompanied by an impact analysis, which determines 
the seriousness of the problem and its effect on the services (urgency, criticality 
(Critical/ High/ Medium/ Low/ Enhancement) and impact), and shall also include 
a risk assessment, the required resources needed to resolve the problem, the 
priority level and the status of the problem. 

5.4.2.2.10.6 The following definitions will be used to assess the criticality: 

Critical a. Prevent the accomplishment of an operational or mission essential 
capability. 

b. Jeopardize safety, security or other requirement designated “Critical”. 

High a. Adversely affect the accomplishment of an operational or mission 
essential capability and no work-around solution is known. 

b. Adversely affect technical, cost or schedule risks to the project or to 
life cycle support of the system and no work around is known. 

Medium a. Adversely affect the accomplishment of an operational or mission 
essential capability but a work-around solution is known. 

b. Adversely affect technical, cost or schedule risks to the project or to 
life cycle support of the system but a work around is known. 

Low a. Result in user/operator inconvenience or annoyance but does not 
affect required operational or mission essential capability. 

b. Result in inconvenience or annoyance for development or support 
personnel, but does not prevent the accomplishment of those 
responsibilities. 

Enhancement Any other effect. 

 

5.4.2.2.10.7 The Contractor shall create a Problem Analysis per identified Issue or set of 
Issues as the result of the Problem Management Process. 
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5.4.2.2.10.8 The Contractor shall create and deliver a Change Request as the result of the 
Problem Management Process work steps. 

5.4.2.2.10.9 The Contractor shall create and deliver a monthly ITB Support Report as the 
result of the Problem Management Process monitoring and controlling work 
steps. 

5.4.2.2.10.10 The Contractor shall create and maintain descriptions of all solutions (quick 
solution, work around, patch, baseline release) to known issues in a software 
database (“ITB Known Error Database”). This database shall link issue(s) to 
solution(s) and corresponding documentation. 

5.4.2.2.10.11 Generic definitions for maintenance and support concept are provided within 
APPENDIX B: Maintenance and Support Concept Generic Definitions for further 
information.  

5.4.2.2.1. Deployment and Release Management 

5.4.2.2.1.1 The Contractor shall perform the Deployment and Release Management 
process in accordance with the ISO/IEC 2000 and ITIL framework.  

5.4.2.2.1.2 As part of the process, the Contractor shall receive the escalated requests from 
second level support and perform the following tasks: 

a. activating Level 3 maintenance when new solutions shall be developed;  

b. development of the solution (e.g. new CI Fix, Repair, Replacement, Patch, 
or Release);  

c. testing of the solution (e.g. Regression testing, issue/deficiency replication 
testing);  

d. update of baseline content and status;  

e. release of the solution (release unit/record);  

f. delivery and deployment of the solution. 

5.4.2.2.1.3 For the cases outside the responsibility and expertise of the Level 3 support (i.e. 
requiring Original Equipment Manufacturer or original SW developer 
intervention through Level 4 maintenance), the Contractor shall create a request 
and escalate it directly to the SW or HW vendors for hardware repair or SW 
debugging and recoding.  

5.4.2.2.1.4 Generic definitions for maintenance and support concept are provided within 
APPENDIX B: Maintenance and Support Concept Generic Definitions for further 
information.  

5.4.2.3. /ITB Technical Documentation 
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5.4.2.3.1. The Contractor shall maintain the technical implementation documentation of 
the ITB Framework Capability (described in the ITB related section Bidder’s 
library). 

5.4.2.3.1.1 All changes to technical implementation document shall be managed through 
the configuration management processes, Reference L.  

5.4.2.3.1.2 The Contractor shall update existing ITB HW and SW documentation when 
configuration changes affect the procedures within OEM supplied design, 
operation and maintenance documentation. 

5.4.2.3.2. The Contractor shall maintain as a separate item the technical implementation 
documentation of the ITB NATO C2 and National representations resident in 
the ITB, including their hardware and software lists, their logical and physical 
connection diagrams to the ITB, and the technical documentation made 
available by the Purchaser. This shall include Purchaser provided software and 
hardware (such as, but not limited to, ACCS, AirC2IS, NCOP, NIRIS and CSI) 

5.4.2.3.2.1 The Contractor shall maintain the ITB Bill of Materials (HW+SW), including the 
drawing package and associated parts lists; the product must be sufficient for 
inclusion in the System Specific Security Requirements Statement (SSRS) 
(Reference GG) and for maintaining the security accreditation of the ITB. 

5.4.2.3.2.2 The Contractor shall support the Purchaser asset management processes and 
follow the internal guidelines and direction for property accounting and 
maintaining.  

5.4.2.3.3. The Contractor shall maintain under configuration management the following 
CIs: 

 Hardware configuration; 

 Cabling diagrams; 

 Software versions; 

 Network configurations; 

 Security documentation for both Contractor and Purchaser furnished CIs. 

5.4.2.4. Integration Test-Bed Security Maintenance 

5.4.2.4.1. The ITB is a dedicated Class I security area, where NATO Confidential (NC) 
information or higher and of any category is stored in such a way that entry into 
the area constitutes, for all practical purposes, access to classified information.  
AD 3-0 (Reference R) provides security guidance on Class I security areas. 

5.4.2.4.2. The ITB accreditation shall be properly documented and maintained to keep the 
ITB operating at the NATO SECRET Level on the Combined Federated Battle 
Laboratory Network (CFBLNet) and NATO SECRET Wide Area Network 
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(NSWAN). As part of this accreditation maintenance, the Contractor shall 
adhere to the ITB Laboratory System Specific Security Requirements Statement 
(SSRS) (Reference GG), which is to be updated annually by the Contractor in 
accordance with NCI Agency recommendations. 

5.4.2.4.3. For network connectivity in accordance with the NCI Agency’s 
recommendations, when two CIS must be interconnected to exchange 
information, formulation of an Systems Interconnection Security Requirements 
Specification (SISRS) (or national equivalents) is required. The SISRS forms 
the basis of a security agreement between the two CIS operating authorities 
and security approval or accreditation authorities. 

5.4.2.4.4. The Security Accreditation Authority (SAA) NATO Office of Security (NOS) 
along with the local Communications and Information Systems (CIS) Operating 
Authority (OA), the Air and Missile Defence Command and Control CIS Security 
and the Air and Missile Defence Security Accreditation Board provide the 
guidance, requirements, and accreditation of the ITB and associated SISRS 
development. 

5.4.2.4.5. The ITB has a SISRS for all network connections. The Contractor will update 
the ITB SISRS for new or updated connections, or to conform to guidance. 

5.4.2.4.6. The Contractor shall update the security posture of the ITB in accordance with 
the ITB SecOps (Reference U) to maintain the ITB accreditation. 

5.4.2.4.7. The Contractor shall perform regular (at least once per quarter) vulnerability 
assessments of the ITB and support NATO Office of Security as required in 
performing vulnerability tests of the ITB and in conducting ITB security audits. 

5.4.2.4.8. The Contractor shall maintain the ITB computers operating systems to the latest 
security standards (including patching, security settings and anti-virus) 
recommended by the NCIA Cyber Security Service Line. 

5.4.3. ITB Operations Support 

5.4.3.1. The Contractor shall operate the following systems to support all ITB activities: 

 The ITB Open Framework Services (OFS) 

 NATO C2 systems (ACCS and Bi-SC AIS) 

 NATO communication systems (JRE Gateway, NIRIS, JCHAT) 

 Weapon System Constructive Simulation: Extended Air Defence Simulation 
(EADSIM) 

5.4.3.2. ITB activities include experiments, tests, exercises, demonstrations, meetings. 
Operations support includes configuring the HW and SW of the ITB, configuring 
ITB workstations, projectors, network connections, loading data, executing 
runs, data capture and analysis. 
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5.4.3.3. The Contractor shall describe updates on ITB operations in the monthly PHR 
and present to the Purchaser during the monthly PCR. 

5.4.3.4. The Contractor shall maintain the OFS Data Repository with test case input and 
output data, and data collected by users and by remote test participants. 

5.4.3.5. The Contractor shall manage the movement of HW/SW in and out of the ITB, 
and record it in a log: 

 Log every incoming HW; 

 Log every incoming SW (other than low-level updates such as security patches 
or Windows updates); 

 Log every SW installation or change; 

 Log every outgoing HW; 

 Manage movement forms. 

5.4.3.6. ITB User and Maintainer Training 

5.4.3.6.1. The Contractor shall provide training and training support materials to the ITB 
users from NCI Agency and to Operational personnel from the NATO Command 
Structure. Training courses shall be conducted in The Hague. 

5.4.3.6.2. The Contractor shall maintain and revise the ITB training course to ensure the 
course reflects any ITB enhancements and updates. Revised course material is 
provided to the Purchaser for agreement one month prior to the start of the 
course. 

5.4.3.6.3. The ITB users shall be trained either as new users (full training), or shall be 
trained with training updates (refresh training) if they are already familiar with 
the ITB. The ITB user training shall include hands-on sessions.  Current training 
material is included as References HH& II. 

5.4.3.6.4. The Contractor shall deliver and execute on the ITB up to 2 either full or refresh 
ITB user training course per year, as required by the Purchaser, for up to 10 
trainees. An electronic copy of the training material shall be provided to each 
student. 

5.4.3.6.5. The Contractor shall deliver and execute an ‘ITB Maintainer and System 
Administrator’ training, once per year, as required by the Purchaser, for up to 
three trainees. Note that due to the complexity of the ITB, this training will be 
hands-on, on-the-job demonstration. Therefore extensive training materials are 
not anticipated. 

5.4.4. ITB Enhancements 
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5.4.4.1. The ITB is being enhanced by a new upgrade, called ITB Build 6, which will 
supersede ITB Build 5.3. This will provide new functions, and update or replace 
many of the Open Framework Services. 

5.4.4.2. The Contractor will be trained on the operation and maintenance of ITB Build 6, 
sufficient to conduct Level 1 – Level 3 support; Level 4 support will be provided 
by the ITB Build 6 Contractor (see 5.4.2.2.1.1). 

 

5.5. V&V Event Issue Management 

5.5.1. V&V Issue Management and Internal Reporting 

5.5.1.1. The Contractor shall provide a V&V Issue Manager with the qualifications 
provided in section 8.3.3. 

5.5.1.2. The V&V Issue Manager shall be responsible for providing the test Observation 
and Issue Management Plan (OIMP). The Contractor shall provide an initial 
version of the OIMP at the Kick-off (KO) Meeting and a baselined version at the 
Project Management Review (PMR) to be maintained throughout the period of 
performance of the SE&I Contract, which includes at least an annual review. 

5.5.1.3. The Contractor shall provide recommended updates to the Observation and 
Issue Management Process (Reference KK) at the PMR and shall maintain the 
document throughout the period of performance of the SE&I Contract, which 
includes at least an annual review.  The V&V Issue Manager shall optimize the 
process to reduce the median resolution time. 

5.5.1.4. The V&V Issue Manager shall lead the execution of the V&V Issue Management 
Process and perform the following duties: 

 Ensure proper capturing of observation during and after a V&V event by the 
team executing that event 

 Report on new and updated issues into the Observation and Issue Data Base 
(OIDB) from Stakeholders to include: Operational Sites / Implementation 
Projects / Nations 

 Ensure all issues have an operational criticality assessment 

 Obtain agreed prioritisation of issues with Stakeholders within 1 month 

 Identification and documentation of Blockers (as per Reference KK) with 
Stakeholders 

 Assign actions and track the follow-up 

 Ensure traceability between issues and the relevant Abilities to facilitate impact 
assessment at Tranche level 
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 Provide periodic status reports/material preparation to NCI Agency internal 
Stakeholders (see deliverables described below) 

 Organisation of the Issue Review Board – frequency as needed and at least 
once every two months, participation as directed by NCI Agency 

 Manage the documentation of technical issue decisions that occur at the Issue 
Review Board 

 Upon reception of an export of BMD tickets from NCI Agency IT Service 
Management (ITSM) Tool: 

o Identify if ITSM tickets exist in OIDB 

o If not, propose entry into OIDB 

 For issues that require formal configuration control to be addressed, the 
configuration management process shall be followed and traceability between 
OIDB and the CMDB shall be maintained. 

5.5.1.5. Starting at the PMR, the V&V Issue Manager shall report monthly to the 
Purchaser on the above tasks through an Observation and Issue Status Report. 
The report format and content shall be proposed to Purchaser for approval. 

5.5.2. External Reporting on Issue Resolution Status 

5.5.2.1. The V&V Issue Manager shall create periodic reports and briefings in support 
of the Stakeholder Engagement, primarily for informing the Operational 
Community: 

5.5.2.1.1. Starting at the PMR, but subsequently on a quarterly basis, a report extracted 
from the OIDB including the overall status of issues (especially Critical issues) 
shall be made available to stakeholders in a format that allows stakeholders to 
filter issues depending on their concerns. The Contractor shall propose format 
and exchange mechanism with stakeholders to Purchaser for approval.  

5.5.2.1.2. One month prior to each BMD OUG, the V&V Issue Manager shall prepare 
charts that provide relevant metrics on the status of the issues and identify for 
which issues OUG guidance is required. The Contractor shall propose format 
and content to Purchaser for approval. 

5.5.3. Tranche Delivery support 

5.5.3.1. In support of TNR and OPR at Output level (Implementation Projects), for each 
Tranche, the V&V Issue Manager shall provide advice to the Tranche 
Coordination Team whether or not any of the issues being tracked at Output 
level puts the respective gates at risk. 
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5.5.3.2. In support of TNR and OPR gates at Outcome and Ability levels, for each 
Tranche, the V&V Issue Manager shall report the list of known issues and 
whether or not these issues will be closed prior to Tranche completion or need 
to be carried over. For the issues that cannot be solved, the V&V Issue Manager 
shall provide an impact on the relevant Ability and an agreed workaround if 
required. The format and content of the proposed Tranche Issue Status Report 
shall be presented to Purchaser for approval. 
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6    TRANSITION PERIOD 

6.1. Transition-in Period 

6.1.1. A transition-in period, starting from the Effective Date of Contract (EDC), is 
identified to allow a knowledge transfer between the NATO Staff, the former 
SE&I Contractor team and the Contractor. 

6.1.2. It is anticipated that the Transition-in period will take place in the second half of 
2021. Over this period, several implementation projects containing BMD 
functionality will be in solicitation phase (Invitation For Bid (IFB) to Contract to 
Award (CA)) and significant work and knowledge transfer are expected to be 
needed to keep the Architecture and Requirement descriptions (e.g. ADD, ARS, 
IDD/ICDs) and test plans aligned with feedback from these procurement 
phases. The BMD Programme will finalise execution of integration and test 
events, in particular regarding the acceptance of Tranche 2021, and will prepare 
and plan for the test events in 2022.  

6.1.3. During the transition-in period, the Contractor shall perform Project 
Management activities, including configuration management, quality 
management, risk management, lessons learned and export control 
regulations;  

6.1.4. During the transition-in period, the Contractor shall familiarize with and gradually 
support the BMD Programme in term of Risk Management, Configuration 
Management and Quality Management. 

6.1.5. During the transition-in period, the Contractor shall familiarize with and gradually 
support Engineering activities, and in particular: 

 Development and maintenance of architectures, requirements and interfaces; 

 Verification status of the architecture in the VCRI/VCRM and Issue tracking 
databases; 

 Test events preparation and execution;  

 ITB operations and maintenance, in particular on the ITB maintenance and ITB 
operations support aspects;  

 Connection of National Representations to the ITB; 

6.1.6. During the transition-in period, the Contractor will be trained on the operation of 
the PFIs identified in section 3.3.  

6.1.7. Personnel 

6.1.7.1. During the transition-in period, the Contractor shall provide the adequate level 
of resources to ensure an appropriate and efficient knowledge transfer.  
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6.1.7.2. At least the key personnel (except Configuration manager) as identified in 
section 8   should be present during the entire Transition-in period.  

6.1.7.3. The Configuration manager should be present at least 30 working days over the 
Transition-in period. 

6.1.8. During the Transition-in period, the knowledge transfer will be supervised and 
complemented, if required, by the Purchaser. 

6.1.9. Transition-in Plan (TiP) 

6.1.9.1. The Contractor shall describe into a Transition-in Plan (TiP) the detailed 
activities to be managed during the transition-in period and illustrate how these 
activities contribute to and guarantee a proper knowledge transfer. 

6.1.9.2. The TiP shall demonstrate the Contractor’s ability in ensuring the business 
continuity of the BMD Programme after the transition period, and in particular 
its ability to: 

a. manage the project activities, including configuration management, quality 
management, lessons learned and export control regulations; 

b. monitor transition period and conduct quality assurance & control activities 
to verify that they are executed in accordance with plans and processes; 

c. support the BMD Programme in term of Risk Management, Configuration 
Management and Quality Management. 

d. update Target and Transition Architectures with their corresponding 
architecture views, system and interface requirements13 in accordance with 
the CM process using the available tools;  

e. execute impact assessments of changes at Architecture, requirements or 
interface level and provide recommendations for implementation 

f. verify status of the architecture in the VCRI/VCRM 

g. use the ITB Open Framework Services;  

h. set up test distributed architecture; 

i. connect National Representations to the ITB; 

j. develop test plan and test cases; 

k. prepare and conduct verification test events;  

l. conduct the Observation and Issue Management process 

m. use Data Warehouse and Observation and Issue Data Base;  

                                             
13 This is captured in theADD, ARS per implementation project and the IDD and the corresponding ICD 
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6.1.9.3. The TiP shall be provided with a detailed schedule. The overall period of the 
transition shall not exceed six months.  

6.2. Transition-out Period 

6.2.1. Similarly, a transition-out period is identified at the end of the contract to allow 
a knowledge transfer to the NATO Staff and other Contractor. 

6.2.2. The transition-out period shall have a minimum duration of six months. 

6.2.3. During transition-out period, the Contractor shall transfer the knowledge 
acquired in the course of the BMD SE&I contract to BMD PO personnel by 
completing documentation, archiving, transferring information, and adequate 
training.  

6.2.4. During transition-out period, the Contractor shall complete any remaining 
documentation and deliverables, complete any required forms, finalise all 
invoicing, identify and document lessons learned, and verify that all parties 
concur and formally assent to the completion of all transition-out activities. 

6.2.5. The transition of ITB service responsibilities shall be described in the ITB SDP 
to ensure that the Purchaser can support ITB service provisioning. 

6.2.6. The Transition of ITB operations and maintenance activities shall include the 
completion of documentation and the handover of operations and equipment 
after FCA and PCA.  

6.2.7. Transition-out Plan (ToP) 

6.2.7.1. The Contractor shall develop a detailed ToP to capture all the activities identified 
above. The ToP shall be provided with a detailed schedule. 

6.2.7.2. The ToP shall be approved by the Purchaser before the start of any transferred 
activities and no later than six months before the end of contract. 
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7    LOCATIONS AND WORKING LANGUAGE 

7.1. Locations 

7.1.1. Unless otherwise specified in this SOW, the definition of the Purchaser’s facility 
refers to the following locations: 

 NCI Agency in Brussels, Belgium (referred to as NCI Agency Brussels); 

 NCI Agency in Casteau, Belgium (referred to as NCI Agency Mons); 

 NCI Agency The Hague, The Netherlands (referred to as NCI Agency The 
Hague); 

7.1.2. Unless otherwise specified in the SE&I Contract or approved by the Purchaser, 
the main effort for this Project shall be carried out at NCI Agency The Hague. In 
particular, the Key Personnel identified under section 8   shall be working on-
site at NCI Agency The Hague. 

7.2. Working Language 

7.2.1. The Contractor shall conduct all on-site work in English. All Contractor 
personnel working on-site shall have a minimum required level of English 
language of SLP3333 as defined in STANAG 6001 (Reference MM). 
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8    CONTRACTOR PERSONNEL 

8.1. General 

8.1.1. This section outlines minimum educational and experience qualifications for 
Contractor staff supporting the execution of this Contract. The labour categories 
identified shall be available to support all Task Areas as required.  

8.1.2. Contractors selected for the implementation of this project must have relevant 
qualifications, including BMD knowledge and experience. 

8.1.3. Substitution of experience or education is allowed as outlined in Table 8-1 
below. 

Education Equivalent Education + Experience Equivalent Experience 

Associates degree  4 years of relevant 
experience 

Bachelor’s degree Associates + 2 years of relevant 
experience 

6 years of relevant 
experience 

Master’s degree Bachelors + 4 years of experience 8 years of relevant 
experience 

Table 8-1 - Experience/Education Substitution 

8.2. Management Key Personnel 

8.2.1. The individual personnel identified below shall be considered as Key Personnel 
in accordance with the Special Provisions of this Contract. 

8.2.2. Project Manager 

8.2.2.1. The Project Manager shall be the Contractor’s primary contact for the BMD 
Programme Manager and shall conduct all major project activities. 

8.2.2.2. Responsible for project management, performance and completion of tasks. 
Establishes and monitors project plans and schedules and has full authority to 
allocate resources to insure that the established and agreed upon plans and 
schedules are met. Manages costs, technical work, project risks, quality, and 
corporate performance. Manages the development of requirements and 
architecture work, test and acceptance criteria, and implementation plans. 
Establishes and maintains contact with Purchaser, Subcontractors, and project 
team members. Provides administrative oversight, handles contractual matters 
and serves as a liaison between the Purchaser and corporate management. 
Ensures that all activities conform to the terms and conditions of the Contract 
and Work Package procedures.  
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8.2.2.3. Education:  Master’s degree in management, engineering, or business 
administration. Formal certification through Project Management Institute or 
equivalent source. 

8.2.2.4. Experience:  At least eight years of Project Management in information systems, 
including involvement as Project Manager in the design phase of information 
systems implementation projects. At least three years as the project manager 
for an effort of similar cost, scope and complexity, including the application of a 
formal project management methodology such as PRINCE2. 

8.2.2.5. The Project Manager shall have a minimum required level of English language 
of SLP4444 as defined in STANAG 6001 (Reference MM). 

8.2.3. Quality Manager  

8.2.3.1. The Quality Manager shall be responsible for Quality Assurance as required 
under section 3   . 

8.2.3.2. Responsible for establishing and maintaining process for evaluating software, 
hardware, and associated documentation. Determines the resources required 
for quality assurance and control. Maintains the level of quality throughout the 
system life cycle. Develops project quality assurance plans. Conducts formal 
and informal reviews and audits at predetermined points throughout the system 
life cycle 

8.2.3.3. Education: Bachelor degree. 

8.2.3.4. Experience: At least seven years working with quality control methods and tools. 
At least four years supporting system development and test projects. 

8.2.3.5. The Quality Engineer shall have a minimum required level of English language 
of SLP4444 as defined in STANAG 6001 (Reference MM). 

8.2.4. Configuration Manager 

8.2.4.1. The Configuration Manager shall be responsible for Configuration Management 
as required under Section 3. 

8.2.4.2. The Configuration Manager shall be responsible for providing the CM expertise 
across the full CM lifecycle (CM planning, configuration identification, change 
control, configuration status accounting, and configuration verification and 
audit) in particular, establishing and maintaining the configuration baselines 
across the BMD System-of-Systems.    

8.2.4.3. Experience and Education: 

8.2.4.3.1. As a minimum a Bachelor of Science (BSc) degree at a nationally 
recognised/certified University in a related discipline and 4 years (2 years for 
master degree) post related experience.  Exceptionally, the lack of a 
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university/college degree may be compensated by the demonstration of an 
individual’s CM abilities and experience.  

8.2.4.3.2. Practical experience in the application of configuration management for the 
complete system lifecycle (from development to in-service support and 
retirement); 

8.2.4.3.3. Practical experience in using computer-based configuration management tools, 
preferably LASCOM PLM. 

8.2.4.3.4. A minimum required level of English language of SLP4444 as defined in 
STANAG 6001 (Reference MM). 

8.2.4.3.5. Desirable Experience and Education: 

8.2.4.3.5.1 Formal training on configuration management; 

8.2.4.3.5.2 Experience with NATO configuration management policy, processes and 
procedures; 

8.2.4.3.5.3 Experience of working in an international environment; 

8.2.4.4. The Configuration Manager shall have a minimum required level of English 
language of SLP4444 as defined in STANAG 6001 (Reference MM). 

 

8.3. Engineering Key Personnel 

8.3.1. The individual personnel identified below shall be considered as Key Personnel 
in accordance with the Special Provisions of this Contract. 

8.3.2. Engineering Lead 

8.3.2.1. The Engineering Lead is responsible for the technical coordination of the 
support provided under section 4   and the deliverables described under section 
5   . They shall be competent in technical disciplines as applied to government 
and commercial information and communications systems and recommend 
design changes/enhancements for improved system performance.  

8.3.2.2. The Engineering Lead shall support the Purchaser in supervising the work of 
architecture definition, design, integration, test, and implementation team. 

8.3.2.3. Education: Master’s degree in management, engineering or computer science. 
Formal certification through Project Management Institute or equivalent source. 
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8.3.2.4. Experience: At least five years in system architecture, design, implementation 
of C2 systems, including at least five years in the technical leadership of 
systems engineering or integration activities. At least five years in the 
management of the preparation and execution of tests of system of systems, 
preferably in the Air and Missile Defence domain. At least five three years as 
project manager for an effort of similar scope and complexity, including the 
application of a formal project management methodology such as PRINCE2.   

 

8.3.2.5. The Engineering Lead shall have a minimum required level of English language 
of SLP4444 as defined in STANAG 6001 (Reference MM). 

8.3.3. ITB Lab Manager 

8.3.3.1. Responsible for ITB availability as required under section 5.4. 

8.3.3.2. Education: Master’s degree in Computer Sciences or related engineering 
discipline.  

8.3.3.3. Experience: At least 5 years in the management of an Integrated Test-Bed or 
similar laboratory, with experience in Windows, Linux, Networking and 
Integration. At least 5 years in the implementation and execution of distributed 
simulations (DIS, HLA). At least 5 years in system administration of IT systems, 
including experience in virtualised environment. 

8.3.3.4. The Lab Manager shall have a minimum required level of English language of 
SLP3333 as defined in STANAG 6001 (Reference MM). 

8.3.3.8.3.4. Verification & Validation (V&V) Issue Manager 

8.3.3.1.8.3.4.1. The V&V Issue Manager is responsible for the tasks 
described in section 5.5. 

8.3.3.2.8.3.4.2. Education: Bachelor’s degree in engineering or computer 
science. Formal certification through ITIL or equivalent source. 

8.3.3.3.8.3.4.3. Experience: At least five years in system architecture, 
design, implementation and integration of C2 systems, including at least two 
years in Incident and Problem management. 

8.3.3.4.8.3.4.4. The V&V Issue Manager shall have a minimum required 
level of English language of SLP3333 as defined in STANAG 6001 (Reference 
MM). 

8.3.4.8.3.5. Senior System Architect 

8.3.4.1.8.3.5.1. The Senior System Architect contributes to the tasks 
described in section 4. 

8.3.4.2.8.3.5.2. Education: Bachelor’s degree in in engineering or computer 
science. 
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8.3.4.3.8.3.5.3. Experience: A minimum of 5 (five) years of experience in 
development and maintenance of a system of systems architecture. Detailed 
knowledge of architectural frameworks such as TOGAF and modelling 
frameworks such as NAF, DoDAF and ArchiMate. Experience in using common 
enterprise architecture and requirements management tools such as System 
Architect, DOORS, Troux, Enterprise Architect. Experience in decision analysis 
and supporting techniques (e.g. multiple criteria decision making, influence 
diagrams, decision networks, game theory, consensus methods). Service 
Oriented Architecture and Web Services related standards. 

8.3.4.4.8.3.5.4. Desirable Experience and Education: Knowledge of NATO 
(or national) air and missile defence operational aspects. Knowledge of the 
ACCS, Bi-SC AIS, NATO General Purpose Communications Systems (NGCS) 
and their requirements formulation and implementation processes. 

8.3.4.5.8.3.5.5. The Senior System Architect shall have a minimum required 
level of English language of SLP3333 as defined in STANAG 6001 (Reference 
MM). 

8.3.5.8.3.6. Senior Systems Engineer - BMC3I requirements 

8.3.5.1.8.3.6.1. The Senior Systems Engineer contributes to the tasks 
described in section 4. 

8.3.5.2.8.3.6.2. Education: Bachelor’s degree in engineering or computer 
science. 

8.3.5.3.8.3.6.3. Experience: Minimum of 5 years of experience in Systems 
Engineering, Integration and Implementation of NATO (or national) Command 
and Control, Communication and Information Systems. Extensive experience in 
System of Systems or Command and Control, Communication and Information 
Systems requirements management/specification processes. Proficiency with 
COTS tools that support programme / project management processes such as 
IBM Rational DOORS, IBM System Architect. 

8.3.5.4.8.3.6.4. Desirable Experience and Education: Understanding of 
NATO (or national) air and missile defence operational aspects. Knowledge of 
Static and Deployable communications networks. Service Oriented Architecture 
and Web Services related standards; 

8.3.5.5.8.3.6.5. The Senior Systems Engineer shall have a minimum 
required level of English language of SLP3333 as defined in STANAG 6001 
(Reference MM). 

8.3.6.8.3.7. Senior Systems Engineer - BMC3I interface and communications 

8.3.6.1.8.3.7.1. The Senior Systems Engineer contributes to the tasks 
described in section 4   . 
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8.3.6.2.8.3.7.2. Experience: A minimum of five years of experience in 
Systems Engineering, Integration and Implementation of NATO (or national) 
Command and Control, Communication and Information Systems. Detailed 
knowledge of NATO interoperability standards, with specific focus on 
JRE/Link16 and ADatP-3/APP-11(C). Knowledge of static and deployable 
communications networks. Extensive experience in the development of 
Interface Description Document (IDD) documents as well of Interface Control 
documents (ICD). 

8.3.6.3.8.3.7.3. Desirable experience: Understanding of NATO (or national) 
air and missile defence operational aspects. Service Oriented Architecture and 
Web Services related standards.  

8.3.6.4.8.3.7.4. The Senior Systems Engineer shall have a minimum 
required level of English language of SLP3333 as defined in STANAG 6001 
(Reference MM).  

8.4. Integration and Test, Verification, Validation, Transition and Test Bed 
Personnel 

8.4.1. Senior Integration & Test (I&T) Engineer 

8.4.1.1. The Senior I&T Engineer contributes to the tasks described in section 5   . 

8.4.1.2. Education: Bachelor’s degree in engineering or computer science. 

8.4.1.3. Experience: Minimum of 5 years of experience in Integration and Test 
Engineering, Integration and Implementation of NATO (or national) Command 
and Control, Communication and Information Systems. Extensive experience in 
System of Systems or Command and Control, Communication and Information 
Systems requirements management/specification processes. Proficiency with 
COTS tools that support programme / project management processes such as 
IBM Rational DOORS, IBM System Architect. 

8.4.1.4. Desirable Experience and Education: Understanding of NATO (or national) air 
and missile defence operational aspects. Knowledge of Static and Deployable 
communications networks. Service Oriented Architecture and Web Services 
related standards; 

8.4.1.5. The Senior I&T Engineer shall have a minimum required level of English 
language of SLP3333 as defined in STANAG 6001 (Reference MM). 

8.4.2.1.1.1. ITB Lab Manager 

8.4.2.1.1.1.1.1. Responsible for ITB availability as required under section 
5.4. 

8.4.2.2.1.1.1.1. Education: Master’s degree in Computer Sciences or related 
engineering discipline.  
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8.4.2.3.1.1.1.1. Experience: At least 5 years in the management of an 
Integrated Test-Bed or similar laboratory, with experience in Windows, Linux, 
Networking and Integration. At least 5 years in the implementation and 
execution of distributed simulations (DIS, HLA). At least 5 years in system 
administration of IT systems, including experience in virtualised environment. 

8.4.2.4.1.1.1.1. The Lab Manager shall have a minimum required level of 
English language of SLP3333 as defined in STANAG 6001 (Reference MM). 

8.4.3.8.4.2. ITB Lab System Administrator 

8.4.3.1.8.4.2.1. The ITB Lab System Administrator contributes to the tasks 
described in section 5.4. 

8.4.3.2.8.4.2.2. Education: Bachelor’s degree in in engineering, computer 
programming or computer science. 

8.4.3.3.8.4.2.3. Experience: Minimum of 5 years of experience in Test Bed 
Administration, Integration and Implementation of NATO (or national) 
Command and Control, Communication and Information Systems. Extensive 
experience in System of Systems or Command and Control, Communication 
and Information Systems requirements management/specification processes. 
Proficiency with COTS tools that provide and support test beds, including: 

 Windows Administration 

 Linux Administration 

 Network Administration 

 Virtual Machines 

8.4.3.4.8.4.2.4. Desirable Experience and Education: Understanding of 
NATO (or national) air and missile defence operational aspects. Knowledge of 
Static and Deployable communications networks. Service Oriented Architecture 
and Web Services related standards; 

8.4.3.5.8.4.2.5. The ITB Lab System Administrator shall have a minimum 
required level of English language of SLP3333 as defined in STANAG 6001 
(Reference MM). 
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9    CONTRACT DOCUMENTATION REQUIREMENTS 

9.1. General 

9.1.1. All documentation provided to the Purchaser shall be written in English with 
spelling and usage based on the Concise Oxford English Dictionary, 11th 
edition. 

9.1.2. The convention to be used for numbers appearing in textual documents is for a 
comma to be the thousands separator and a period to be the decimal separator 
(e.g., 1,365,276.24). 

9.1.3. The convention to be used for dates appearing in free text is day-month-year. 

9.1.4. All documentation deliverables must be “stand-alone” with no dependence on 
other documentation or applications in the Contractor’s environment for its 
comprehension.  Likewise if there are hyperlinks to other areas of the Contractor 
environment, they must be fully available.  

9.1.5. Documentation shall not be marked with corporate logos or contain warnings 
limiting the rights to use or reproduction. 

9.1.6. All delivered documentation may be subject to review by the NATO IV&V Entity. 

9.1.7. The security classification of the documentation shall follow agreed NATO 
security guidelines. Documentation developed under this project shall have its 
security classification shown on each page, top and bottom. 

9.2. Reports 

9.2.1. For all reports delivered under this Contract, the Contractor shall ensure the 
following standards are met: 

9.2.2. The report shall be candid, forthright and complete. 

9.2.3. The report shall contain only material that can be supported by evidence and 
confirmed by independent analysis. 

9.2.4. The report shall provide evidence to support or justify the conclusions reached. 

9.2.5. The report shall be concise. If necessary, supporting data should be placed in 
appendices or referenced as backup material. 

9.2.6. The report shall include an Executive Summary of not more than one page in 
length. 

9.2.7. The report shall use charts, graphs, matrices, tables, and other illustrative 
techniques to present data in an easily-understood form. Each illustration 
should be accompanied with a narrative showing how the data displayed is 
relevant to the process improvement. 
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9.3. Documentation 

9.3.1. Unless otherwise directed by the Purchaser, the Contractor shall furnish 
requested documentation as follows: 

9.3.2. All documentation (e.g., change proposals, etc.) shall be delivered in electronic 
format. 

9.3.3. All project management documentation (e.g., plans, schedules, reports, etc.) 
shall be delivered as electronic copies in MS Office format (MS Office 2007 or 
higher). 

9.3.4. The rest of the deliverables shall be furnished as an electronic copy in a format 
which is best suited for review and maintenance by the Purchaser (e.g., Project 
Master Schedule in MS Project format, Project Highlight Reports in MS Word). 
In general the following guidelines shall be used: MS Word shall be used for 
generating text document; MS Excel shall be used for tabular or matrix data; 
MS Visio shall be used for drawings; MS Project shall be used for schedule; and 
MS PowerPoint shall be used for briefings. The Contractor shall use MS Office 
2007 or higher version. The rest of deliverables shall be furnished as electronic 
copy of the agreed tools/media used. 

9.3.5. Documentation shall be distributed electronically through the Project Website. 

9.4. Each document shall contain the following information for identification: 

Serial Requirement 

1 Version of the document and version history 

2 Due date 

3 Delivery date 

4 CLIN number when applicable. 

5 Status (e.g., accepted/approved/draft…) 

Table 9-1 – Content for all deliverable documents 

9.5. Review cycle: 

9.5.1. The Contractor shall submit all documentation for Purchaser review as 
described below. At each review cycle, the Purchaser will state if the document 
is likely to be accepted in its Final version. 

9.5.2. If the review is organized within iterative development, the Contractor shall 
provide documents for the review at least two (2) weeks before the review date, 
unless specified differently in the SOW or Schedule of Supplies and Services 
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9.5.3. Attached to the documents to be reviewed, the Contractor shall send the 
invitation, including: 

Serial Requirement 

1 Agenda 

2 List of participants, 

3 Date, hour, location of the review 

Table 9-2 – Format for Invitations to Reviews 

9.5.4. During the development the Contractor may be required to provide subsequent 
Draft versions of the documents (starting with version 0.1) for the Purchaser 
comments, as defined in the section describing the iterative development 
process. 

9.5.5. The Contractor shall provide a first version submitted to Purchaser’s Review 
(identified as version 0.9) of each deliverable by the date specified in the 
Schedule of Supplies and Services. 

9.5.5.1. The Purchaser will provide comments, corrections, and suggested changes to 
the Contractor within four (4) weeks of receipt. 

9.5.5.2. This version shall be substantially complete and correct, and the delivery dates 
specified in the Schedule of Supplies and Services assume this. 

9.5.5.3. The Purchaser reserves the right to return without review a document that has 
significant deficiencies. 

9.5.5.4. The Contractor shall not rely on the Purchaser review to fill in deficiencies or 
obtain missing Purchaser information. 

9.5.6. The Contractor shall provide the Final version (version 1.0) of the document, for 
acceptance, within two (2) weeks of receipt of the Purchaser's comments. 

9.5.7. The Contractor shall remain responsible for updating all the deliverable 
documents to reflect necessary changes during the course of the Contract. 

 



NATO UNCLASSIFIED 

IFB-CO-15575-BMD Amdt 1 
 

NATO UNCLASSIFIED 

Part IV, Page 90 

APPENDIX A:  EXAMPLES OF TEST PLAN AND/OR TEST PROCEDURE  

 
Test type Title 

1. Ensemble Tests  
a. Ensemble Test (in 

support of a Tranche 
delivery) 

 Ensemble Test 5 Test Plan, Document 
Number: BMD-IT-MA4-ET5TPL-1.0, 
Date: 17 OCTOBER 2016 

 Ensemble Test 5 Test Procedure, 08 
February 2017, PCN: BMD-IT-BC-
ET5TPR-1.0 

a. Ensemble Test (in 
support of a Tranche 
delivery) 

 Ensemble Test 6 Test Plan, 02 February 
2018, PCN: BMD-IT-BC-ET6TPL-1.0  

 Ensemble Test 6 Annex A - Test Cases, 
02 February 2018, PCN: BMD-IT-BC-
ET6TPL-1.0 Annex A 

 Ensemble Test 6 NRT Test Procedures, 
19 March 2018, PCN: BMD-IT-BC-
ET6NRTTP-1.0 

 Ensemble Test 6 RT Test Procedures #1, 
29 March 2019, PCN: BMD-IT-BC-
ET6RTTP1-1.0 

 Ensemble Test 6 RT Test Procedures #2, 
29 March 2019, PCN: BMD-IT-BC-
ET6RTTP2-1.0 

 Ensemble Test 6 RT Test Procedures #3, 
29 March 2019, PCN: BMD-IT-BC-
ET6RTTP3-1.0 

b. Ensemble Test Lite (on 
alternate years, when 
necessary) 

 Ensemble Test Lite 2019 Test Plan 
Phase 1, 29 March 2019, PCN: BMD-IT-
BC-ETLITE19P1TP-004-1.0 

c. Ensemble Operator 
Test (in support of a 
Tranche delivery) 

 Ensemble Operator Test 2020 Test Plan, 
20 February 2020, PCN: BMD-IT-BC-
EOT20TP-004-1.0 

 (NR) Ensemble Operator Test 2020 Test 
Plan Annex A- EOT Architecture 
Exploration, 20 February 2020, PCN: 
BMD-IT-BC-EOT20TP-004-1.0 

 (NR) Ensemble Operator Test 2020 Test 
Plan Annex B- EOT Technical Context, 
20 February 2020, PCN: BMD-IT-BC-
EOT20TP-004-1.0 
 

2. National Tests  
a. National Comms 

instantiation/regression 
 BMD Baseline Capability (BC) 

Architecture Verification Master Test 
Plan,  25 September 2019 
PCN: BMD-IT-BC-AVMTPL-9.0 
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 Ballistic Missile Defence (BMD) Initial 
Operational Capability (IOC) Integration 
Test Plan, 22 Jan 2016,  
PCN: BMD-IT-IOC-INTP-1.0  

3. BMC3I Tests  
a. ITB OFS 

update/regression tests 
 ITB Build 5 Test Acceptance Plan (TAP), 

27 January 2020, PCN: BMD-IT-PRG-
ITBBUILD5TAP-004-1.0 

 Integration Test Bed (ITB), Build 5 
Technology Refresh Acceptance Test 
Report (ATR), 04 December 2014, PCN: 
NA-BMD-ITB-DO-ATR-A00 

b. BMC3I tests (New 
Capability) 

 ACCS TMD1 FSA SIT Test Package, 21 
August 2019, PCN: BMD-IT-BC-
ACCSFSAITBSIT-007-2.0 

c. BMC3I tests 
(Enhanced 
Capability/Maintenance 
Release) 

 (NU) AirC2 IS BL4 FAT SIT UAT Project 
Specification 

d. BMC3I system-of-
systems integration 
test (SoSIT) 

 [None available at time of release: First 
SoSIT is being conducted during 2020] 

4. Exercises  
a. National Exercises 

(JPOW, FOSH) 
 Formidable Shield 19 Exercise 

Workbook, 13 June 2019, PCN: BMD-IT-
BC-FS19EXWB-122-1.0 

 (NU) CIT_SOW_ 
Generic_Formidable_Shield 

 (NU) CIT_SOW_ JPOW2021 
b. NATO-Led Exercises 

(STAE, STAR): 
Support to Operational 
Validation 

 Steadfast Alliance 18 (STAE 18) Exercise 
Workbook, 15 June 2018, PCN:  BMD-IT-
BC-STAE18EXWB-1.0 

 Steadfast armour 17 (STAR 17) Exercise 
workbook, 07 April 2017, PCN: BMD-IT-
BC-STAR17EXWB-2.0 
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APPENDIX B:  MAINTENANCE AND SUPPORT CONCEPT GENERIC DEFINITIONS 

A.1 Definition 

[1] Level of Support: Level of support indicates a specific extent of technical 
assistance in the total range of assistance that is provided by an information 
technology product to its customer. The Service management is divided in three 
different level of service, which interface each other, in order to activate the proper 
level of maintenance in accordance with the event (incident) happened on the 
system. 

[2] Level of Maintenance: are various echelons at which maintenance tasks are 
performed on systems and equipment. The levels are distinguished by the relative 
sophistication of skills, facilities and equipment available at them. Thus, although 
typically associated with specific organisations and/or geographic locations, in 
their purest form, the individual maintenance levels denote differences in inherent 
complexity of maintenance capability. 

A.2 Support Concept 

[3] The Support concept is the set of activities and processes in charge of managing 
the various level of maintenance and to escalate the problem to the appropriate 
level in accordance with the defined responsibilities. 

[4] It uses a systematic approach, to minimise the logistic delay and assure the 
maximum level of Service and Operation availability. 

[5] It is based on the Incident management process defined in ISO/IEC 20000 and 
ITIL framework or equivalent. 

[6] The objective of Incident Management is to restore normal operations as quickly 
as possible with the least possible impact on either the business or the user, at a 
cost-effective price 

A.2.1 First Level Support Process 

[7] The 1st Level Support Process implements the Incident Management process in 
accordance with the ISO/IEC 20000 and ITIL framework or equivalent; 

[8] As part of the Incident Management, the Service Desk receives the issue from the 
user, puts it into a standard format (Trouble Ticket (TT)), performs an initial 
assessment and distributes it to the predefined actors to solve it 

A.2.2 Second Level Support Process 

[9] The 2nd Level Support Process implements the Problem Management process in 
accordance with the ISO/IEC 20000 and ITIL framework or equivalent; 

[10] The Problem Management process receives the TT from the Service Desk and 
performs the following tasks (not limited to): 

a. (Re-)evaluation of TT category, criticality and priority, 

b. Identification of the root cause of the issue (e.g. by issue replication testing), 
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c. Identification of workarounds,  

d. Identification and initial planning of possible short, medium and long-term 
solutions (e.g. workarounds, patches, or new baseline or CI releases), 

e. Create Problem Analysis Report and Change Request incl. schedule of 
implementation, and synchronisation with the Baseline Maintenance process;  

f. Presentation of the Problem Analysis Report and Change Request in 
accordance with the configuration management processes,  

g. Monitor and Control the approved Change Request during implementation,  

h. Trigger 3rd Level Support and/or 3rd Level Maintenance process to implement 
the Change Request, in case the incident cannot be solved at 2nd level; 

i. Perform the post- Change Request implementation review. 

A.2.3 Third Level Support Process 

[11] The 3rd Level Support Process implements the Deployment and Release 
Management process in accordance with the ISO/IEC 20000 and ITIL framework 
or equivalent. 

[12] It Includes the Maintenance Process as part of the Release Management 

[13] The Deployment and Release Management process receives the approved 
Change Request from the 2nd Level Support and performs the following tasks (not 
limited to): 

j. activating Level 3 maintenance when new solutions shall be developed;  

k. development of the solution (e.g. new CI Fix, Repair, Replacement, Patch, or 
Release);  

l. testing of the solution (e.g. Regression testing, issue/deficiency replication 
testing);  

m. update of baseline content and status;  

n. release of the solution (release unit/record);  

o. delivery and deployment of the solution. 

A.3 Maintenance Concept 

[14] The Maintenance Process need to ensure the maintainability of the Product 
Baseline (PBL) and the Operational Baseline (OBL). The Baseline Maintenance 
Process implements modifications to be made either proactively or reactively to 
the PBL to correct faults and/or deficiencies, to improve performance or other PBL 
attributes, or adapt the PBL/OBL to a modified environment.  

[15] The maintenance concept includes the following activities: 

p. the Maintenance of all the Configuration Items and all related items, 
q. the execution of all the required preventive and corrective maintenance 

activities for all the system and its subsystems for each level, 
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r. the allocation of the Maintenance tasks to the respective maintenance levels 
and the related organisation 

[16] The Maintenance Concept is the set of activities and processes in charge of 
restoring the system functionality in the shortest time possible. 

[17] The Baseline Maintenance process is decomposed into 1st, 2nd, 3rd and 4th Level 
Maintenance tasks.  

A.3.1 First Level of Maintenance 

[18] It is responsible for the very basic maintenance activities. It is responsible to 
activate the second level of maintenance when it is needed. 

[19] It implements the initial preventive Maintenance procedures and any additional 
Service/Capability and/or site specific procedures that are defined in the 
corresponding O&M Manual. All 1st Level Maintenance procedures do not require 
specialised tools and/or specialised personnel.  

A.3.2 Second Level of Maintenance 

[20] It is responsible of isolation and resolution of system-level maintenance and 
management of deficiency reports and repair. It is responsible to activate the third 
level of maintenance when it is needed.  

[21] It implements the initial preventive Maintenance procedures and any additional 
Service/Capability and/or site specific procedures that are defined in the 
corresponding Manual. All 2nd Level Maintenance procedures do not require 
specialised tools and/or specialised personnel. 

A.3.3 Third Level of Maintenance 

[22] It is responsible of any support that involves a change to the system baseline, such 
as software patches or new releases. It is responsible of specialised hardware 
repair, if requested. 

[23] Third level maintenance is activated by third level support and can be initiated 
either to define the solution to a problem (corrective maintenance) or to maintain 
up to date software configuration e.g. due to security patches, operating system 
obsolescence and upgrades, minor software configuration changes due to 
operational/interface needs (adaptive maintenance following changes to the 
underpinning hardware, firmware and software environment). 

[24] It implement the initial preventive Maintenance procedures and any additional 
Service/Capability and/or site specific procedures that are defined in the 
corresponding Manual. 3rd Level Maintenance procedures can require specialised 
tools and/or Personnel 

A.3.4 Fourth Level of Maintenance 

[25] It is the responsibility of the hardware vendor or the software original developer. It 
is activated from the 3rd level of maintenance only when is needed. 
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[26] It is responsible for HW, SW / Firmware(FW) debugging, re-coding and testing 
(both in simulated and emulated environments), SW/FW patch creation and 
deployment, configuration and change management. The tasks should be 
performed by software engineers/developers in properly configured environments 
(SW development and testing facilities) under configuration control.  
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APPENDIX C:  LIST OF ACRONYMS 

 
ACCS Air Command and Control System 

AirC2IS Air Command and Control Information Service 
AQAP Allied Quality Assurance Publications 
Bi-SC NATO Bi-Strategic Commands 
BMC3I Battle Management, Communications, Command & Control and 

Intelligence 
CBRN FS Chemical Biological Radialogical and Nuclear Functional Services 
CFBLNet Combined Federated Battle Laboratories Network 

CI Configuration Item 
CM Configuration Management 

CMDB Configuration Management Database 
CMP Configuration Management Plan 

CPMP Contractor Project Management Plan 
CSA Configuration Status Accounting 

DOORS Dynamic Object Oriented Requirements System 
DOTMLPFI Doctrine, Organization, Training, Materiel, Leadership, Personnel, 

Facilities and Interoperability 
ECP Engineering Change Proposals 
EDC Effective Date of Contract 

ETEE FS Education, Training, Exercise and Evaluation Functional Services 
FCA Functional Configuration Audit 
FTE Full Time Equivalent 
HW Hardware 
IDD Interface Description Document 

ILSP,  Integrated Logistic Support Plan 
INTEL-FS Intelligence Functional Services 

IPT Integrated Project Team 
ITB  Integration Test Bed 

JREAP Joint Range Extension Application Protocol 
KO Kick-Off 

LCMP Lifecycle Configuration Management Plan 
MIL-STDs Military Standards 

NAF NATO Architecture Framework 
NCOP NATO Common Operational Picture 
NIRIS Networked Interoperable Real-time Information Services 

NR NATO Restricted 
NS NATO SECRET 

NSWAN NATO Secret Wide Area Network 
NU NATO Unclassified 

OFS Open Framework Services 
OIDB Observation and Issue Data Base 
OIMP Observation and Issue Management Plan 
PBS Product Breakdown Structure 
PCA Physical Configuration Audit 
PCI Product Configuration Information 
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PCR Project Checkpoint Review 
PHR Project Highlight Report 
PMR Project Management Review 
PMS Project Master Schedule 

PMTP  Programme Master Test Plan 
PPR Project Progress Review 

PRINCE2 Projects In Controlled Environments, Version 2 
PWBS Project Work Breakdown Structure 
PTR Problem Trouble Report 
PVS Programme Verification Strategy 
QA Quality Assurance 

QAP Quality Assurance Plan 
QAR Purchaser QA Representative 
RCG Risk Coordination Group 
RM Risk Management 
SDP Service Delivery Plan 
SE&I System Engineering and Integration 

SecOps Security Operating Procedures 
SEMP System Engineering Master Plan 
SOP Standard Operating Procedure 
SoS System-of-System 
SOW Statement of Work 

STANAGs,  NATO Standardisation Agreements 
STVP Security Test and Verification Plan 
SW Software 

TBCDM Tranche-Based Capability Delivery Methodology 
TIM Technical Interchange Meeting. 

TOPFAS Tool for Operations Planning Functional Area Services 
TRR Test Readiness Reviews 
V&V Verification and Validation 
VCRI Verification Cross Reference Index 

VCRM Verification Cross Reference Matrix 
WBS Programme Work Breakdown Structure 
WP Work Packages 

WSPS Windows SharePoint Services 
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1. INTRODUCTION 

1.1 Purpose 
(1) This document contains the Project Security Instructions (PSIs) for the CO-15575-BMD and is 

issued pursuant to NATO Security Policy (Reference A) published by the NATO Security 
Committee and its supporting directives as described in Reference B and in particular the directive 
of Reference  and C of Reference D. 

(2) It describes the Contractor's obligations to protect NATO classified information against related 
security threats (i.e. espionage, compromise, or unauthorised disclosure) and provides specific 
security rules, regulations and procedures, which shall be applied by the Contractor addressing 
the minimum security requirements for the protection of NATO classified information received or 
produced under the Contract. 

(3) This document forms part of the Contract and provides direction to ensure compliance by 
Contractor on the protection of NATO classified information. 

(4) This document describes the security requirements for Article 28 of Part 2 of the Contract. 

(5) The PSIs are to be reviewed regularly and amended as necessary in consultation with the NATO 
Office of Security (NOS), the Air and Missile Defence Security Accreditation Board (ASAB) and 
National Security Authorities/Designated Security Authorities (NSAs/DSAs) so that any 
sensitivities relating to the Contract are identified and managed to ensure that the most 
appropriate degree of security is afforded throughout the Contract. 

(6) The NSAs/DSAs/ Security Accreditation Authority (SAAs) are responsible for the implementation 
and oversight of security for NATO classified information entrusted to their Contractors. For 
NATO, NOS is the primary security accreditation authority, however, for NATO sites within Allied 
Command Operations (ACO) area of responsibility, this authority is delegated to SHAPE J2.  For 
these sites Reference Q and Reference R are applicable, which may have more stringent control 
measures than the top-level NATO Security Directives. 

1.2 References 
(7) The references for these PSIs are listed below: 

A. NATO Security Policy - C-M(2002)49-COR12, 14-Sep-15 

B. "Roadmap" to NATO Security Policy, Supporting Directives, Supporting Documents and 
Guidance Documents - Version 2.14, 18-Oct-19 

C. Directive on Classified Project and Industrial Security - AC/35-D/2003-REV5, 13 May 15 

D. Technical and Implementation Directive on Supply Chain Security for COTS CIS Security 
Enforcing Products - AC/322-D(2017)0016 (INV), 30-Mar-17 

E. ASAB Terms Of Reference (TOR) - AC/336(AIRC2)N(2019)0014-AS1 (INV), 26-Sep-19 

F. Air Command & Control (AirC2) Security Accreditation Board (ASAB) Security 
Accreditation Strategy (ASAS) - NCIA/AIRC2POS/2017/00704, Version 1.0, 10-May-17 

G. Directive on the Security of Information - AC/35-D/2002-REV4, 17-Jan-12 

H. Directive on Personnel Security - AC/35-D/2000-REV7, 07-Jan-13 

I. ACCS Community Security Requirement Statement (CSRS) -  Version 2.1, 29-Apr-19 

NGCS CSRS – Version 2, June 19 

J. INFOSEC Technical & Implementation Directive for the Interconnection of Communication 
and Information Systems (CIS) - AC/322-D/0030-REV5, 23-Feb-11 

K. Supporting Document on the Interconnection of NATO RESTRICTED CIS to the Internet - 
AC/322-D(2010)0058, 21-Dec-10 

L. Technical & Implementation Directive for CIS Security - AC/322-D/0048-REV3, 18-Nov-19 
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M. Security Operating Procedures (SecOPs) for End-users of NATO RESTRICTED 
Automated Information System (NR AIS) – SECOPS_NR_AIS.2.0 (NCIARECCEN-4-
153089), 11-Jun-18 

N. Security Classification for Fixed Positioned Air Defence Radar and Deployable Air Defence 
Radar - Revision B - SH/OPI/J3/AC2PM/SYS/18/006-320010, 08-Feb-18 

O. NATO Guidance on ACCS IP Addresses - Classification & Distribution - 
NCIA/AMDC2/2018/0037, Version 1.0, 2015 

P. Security Classification Guidelines for ACCS Artefacts - NCIA/AMDC2/2018/00377, Version 
2.0, 04-Nov-15 

Q. (NU) ACO Security Directive – AD 070-001, Jan 2019 

R. (NR) ACO Communication and Information System (CIS) Security – AD 070-005, Jan 2019 

S. (NU) NATO BMD Security Classification Guide - BMD-PO-PRG-SCG-2.0, 28-Feb-20 

 

1.3 Authority 
(1) Requests for clarification or recommended changes or revisions to this PSI shall be directed to 

NCIA Security Officer (NCIA SO), who will co-ordinate as appropriate with the relevant authorities. 
Changes will not be made without notification and approval of NOS/Air and Missile Defence 
Security Accreditation Board (ASAB) (Reference E and Reference F). 

1.4 Definitions 
(1) The applicable abbreviations and definitions of frequently used terms are listed in Table 1: 

Access The ability and opportunity to obtain knowledge of classified information 

NCIA SO A nominated NCIA CIS Security Officer from the Purchaser responsible 
for the overall security activities for this project.  For this contract, this will 
be performed by Head CIS Security AMDC2 

AIS Automatic Information System 

AfT Approval for Testing 

Attestation of Personnel 
Security Clearance (APSC) 

An approved format to confirm the security clearance level of an individual 
in the context of a contract involving NATO classified information. 

Breach of Security An act or omission, deliberate or accidental, contrary to NATO Security 
Policy and supporting directives, that results in the actual or possible 
compromise of NATO classified information or supporting services and 
resources (including, for example, classified information lost while being 
transported; classified information left in an unsecured area, where 
persons without an appropriate PSC have unescorted access; an 
accountable document cannot be found; classified information has been 
subjected to unauthorised modification; destroyed in an unauthorised 
manner or, for CIS, there is a denial of service). 

CIS Communication Information System. An assembly of computer hardware, 
software, and firmware configured for the purpose of automating the 
functions of calculating, computing, sequencing, storing, retrieving, 
displaying, communicating, or otherwise manipulating data, information, 
and textual material. 

CIS Security The application of security measures for the protection of communication, 
information and other electronic systems, and the information that is 
stored, processed or transmitted in these systems with respect to 
confidentiality, integrity, availability, authentication and non-repudiation. 
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Classified Information Any information (namely, knowledge that can be communicated in any 
form) or material determined to require protection against unauthorised 
disclosure and which has been so designated by a security classification. 

Classified Meeting A conference, seminar, symposium, exhibition, convention, or other 
gathering that is conducted by a participant or by a cleared Contractor 
during which classified information is disclosed. 

Commercial Courier 
Company 

Commercial company that offers a service where a consignment is moved 
under a trace and tracking scheme. 

Compromise Compromise denotes a situation when - due to a breach of security or 
adverse activity (such as espionage, acts of terrorism, sabotage or theft) - 
NATO classified information has lost its confidentiality, integrity or 
availability, or supporting services and resources have lost their integrity 
or availability. This includes loss, disclosure to unauthorised individuals 
(e.g. through espionage or to the media) unauthorised modification, 
destruction in an unauthorised manner, or denial of service. 

Confidentiality The property that information is not made available or disclosed to 
unauthorised individuals or entities. 

Contract A legally enforceable agreement to provide goods or services. 

Contractor An industrial, commercial or other entity that seeks or agrees to provide 
goods or services. 

Courier A person officially assigned to hand-carry material. 

Document Any recorded information regardless of its physical form or characteristics, 
including, without limitation, written or printed matter, data processing 
cards and tapes, maps, charts, photographs, paintings, drawings, 
engravings, sketches, working notes and papers, carbon copies or ink 
ribbons, or reproductions by any means or process, and sound, voice, 
magnetic or electronic or optical or video recordings in any form, and 
portable IT equipment with resident computer storage media, and 
removable computer storage media. 

DSA Delegated Security Authority.  In certain circumstances the National 
Security Authority (NSA) may formally delegate its responsibilities to a 
subordinated entity.  When this formal delegation has taken place the 
entity will become a Delegated Security Authority (DSA). 

Facility Security Clearance 
(FSC) 

An FSC is an administrative determination by which an NSA/DSA formally 
recognises the capacity and reliability of Contractor’s facilities to manage 
generate and have access to NATO classified information up to a certain 
level. 

Infraction A security infraction is an act or omission, deliberate or accidental; 
contrary to NATO Security Policy and supporting directives that does not 
result in the actual or possible compromise of NATO classified 
information. (E.g. classified information left unsecured inside a secure 
facility where all persons are appropriately cleared, failure to double wrap 
classified information, etc.). 

Information  Any information provided to, generated in, or used in the Contract. This 
information may be of any form or type. (I. e including scientific, technical, 
business, or financial data, and includes photographs, reports, manuals, 
threat data, experimental data, test data, designs, computer software, 
specifications, processes, techniques, inventions, drawings, technical 
writings, sound recordings, pictorial representations, and other graphic 
presentations). Data also includes magnetic tape, computer memory, or 
any other forms and whether or not subject to copyright, patent, or other 
legal protection. 

IVCP International Visit Control Procedures 
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NATO Classified 
Information 

Means information or material determined by or on behalf of NATO to 
require protection against unauthorised disclosure which has been so 
designated by a security classification NR or above. 

NATO RAP NATO Recognised Air Picture 

Need-to-know The principle according to which a positive determination is made that a 
prospective recipient has a requirement for access to, knowledge of, or 
possession of information in order to perform official tasks or services . 

National Security Authority 
(NSA) 

An authority of a NATO nation which is responsible for the maintenance of 
security of NATO classified information in national agencies and 
elements, military or civil, at home or abroad. 

Personnel Security 
Clearance (PSC) 

A determination that an individual is eligible to have access to classified 
information. 

Personnel Security 
Clearance Certificate 
(PSCC) 

An approved format used by NSAs/DSAs to confirm the level and validity 
of a PSC. 

Project Security 
Classification Guide 
(PSCG) 

Part of the programme (project) security instructions (PSI) which identifies 
the elements of the programme that are classified, specifying the security 
classification levels. The security classification guide may be expanded 
throughout the programme Iife-cycle, and the elements of information may 
be re-classified or downgraded. 

Risk The likelihood of a vulnerability being successfully exploited by a threat, 
leading to a compromise of confidentiality, integrity and/or availability and 
damage being sustained. 

Subcontractor Any agreement, contract, subcontract or purchase order made by the 
Contractor with any other party in order to fulfil any part of this Contract. A 
contractor to whom a prime Contractor lets a sub-contract. 

Threat The potential for compromise, loss or theft of NATO classified information 
or supporting services and resources. A threat may be defined by its 
source, motivation or result, it may be deliberate or accidental, violent or 
surreptitious, external or internal. 

Vulnerability A weakness, an attribute, or lack of control that would allow or facilitate a 
threat actuation against NATO classified information or supporting 
services and resources. 

Table 1 - Definitions 
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2. SECURITY INSTRUCTIONS 

2.1 Records of Employees  
(1) The Contractor shall maintain a record of his employees taking the project and who have been 

cleared for access to NATO classified information. This record must show the period of validity 
and the level of the clearances. 

2.2 Security Classifications and Markings 
(1) Security classifications used for the Contract shall indicate the sensitivity of NATO information 

and are applied in order to alert recipient to the need to ensure protection, in accordance with 
Reference G, in proportion to the degree of the damage that would occur from unauthorised 
access or disclosure. The security classifications shall be applied only to those aspects of a 
contract that must be protected, and the level of such classifications must be strictly related to the 
degree of protection required. 

(2) The word “NATO” is a qualifying marking which signifies that the document is the property of 
NATO even if the containing information remains the property of the owner. The originator of the 
information is responsible for determining the security classification and initial dissemination of 
information (see Appendix 2). The classification level of NATO information shall not be changed, 
downgraded or declassified without the consent of the NCI Agency as the Contracting Authority. 

(3) The following principles apply to the marking of NATO information for the Contract: 

a. NATO SECRET (NS) – where unauthorised disclosure would result in grave damage to 
NATO; 

b. NATO CONFIDENTIAL (NC) – where unauthorised disclosure would be damaging to 
NATO; 

c. NATO RESTRICTED (NR) – where unauthorised disclosure would be detrimental to the 
interests or effectiveness of NATO. 

d. NATO UNCLASSIFIED (NU) – where unauthorised access would be undesirable and shall 
be granted only based a “need-to-know” principle (e.g. internal used only) but does not 
required specific security protection. NU information is no considered as NATO classified 
information. 

(4) The classification of a compilation of information from more than one source shall be co-ordinated 
among the sources to determine the appropriate NATO security classification. To assist in 
classifying information for this project, specific classification guidance is provided for this project 
in references N, O, P and S. 

(5) The Contractor shall not change any level of security classification or de-classification of 
documentation or material, which may be carried out unless written authority in this respect is 
obtained from the Purchaser. 

(6) The initial assessment that information should be classified, which was not previously identified 
for classification in a contract, may be made by the Contractor. In such case, the Contractor shall 
recommend to take appropriate classification action. However, the decision to classify information 
ultimately is the responsibility of the Contracting Authority or other designated classification 
authority. 

(7) In the absence of clearly defined classification guidance, the Contractor may forward a 
classification proposal to the NCIA SO regarding interim classification, which when reviewed and 
approved may update the Contract Project Security Classification Guide (PSCG). 

2.3 Personnel Security Clearances (PSCs) 
(1) All Contractor/Subcontractor personnel handling NATO classified (e.g. NC/NS) information shall 

possess a valid Personnel Security Clearance (PSC) at the appropriate level defined based on 
the Reference A, Reference C, Reference H and defined in Reference I, have a “need-to-know” 
and shall be briefed on security procedures and their responsibilities by the nominated Facility 
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Security Officer acknowledging in writing that they fully understand their security responsibilities 
and the potential consequences if information passes into unauthorised hands either by intent or 
through negligence. A record of the acknowledgement of responsibilities by Contractor’s 
employees shall be retained by the Contractor Security Officer. 

(1) The Contractor shall deny access to NATO classified information to any persons other than those 
authorised to have access with appropriate PSC and determined by the “need-to-know” 
requirement. 

2.4 Protection of NATO classified information 
(1) All NATO classified information generated, held, used, or exchanged in connection with the 

Contract shall be stored, handled, safeguarded and transmitted in accordance with the NATO 
Security Policy as stated in C-M(2002)49 (Reference A) and all its supporting directives and 
guidelines, contract requirements and applicable national laws and regulations.  

(2) The Contractor shall apply appropriate security mechanism and protection level for NATO 
information up to including NATO SECRET. 

(3) If information classified at NATO CONFIDENTIAL or above is to be processed or stored at the 
Contractor premises, then a Facility Security Clearance must be in place in accordance with the 
provisions of the Directive on Classified Project and Industrial Security (Reference C). 

2.4.1 Storage 
(1) Storage of NATO classified Contract information and material is only permitted at sites for which 

an appropriate facility clearance in proportion to the security classification of such information and 
material has been issued by the responsible NSA/DSA. 

(2) NATO SECRET and NATO CONFIDENTIAL Information shall not be left unattended or handled 
in a manner that could result in unauthorised access. It shall be stored in an approved safe or 
steel file cabinet that has an automatic locking mechanism and is afforded supplemental 
protection (NSA/DSA approved Intrusion Detection Systems or NSA/DSA approved Security 
Guard services) during non-working hours. When NATO SECRET and NATO CONFIDENTIAL 
information is not secured in a NSA/DSA approved container it may only be worked on in a 
restricted or closed area that prevents unauthorised personnel access to the information or 
material. 

(3) NATO RESTRICTED information shall not be left unattended or handled in a manner that could 
result in unauthorised accesses. It may be stored in locked desks, cabinets, or similar containers 
to which access is restricted. It may also be secured in the open in locked rooms, provided access 
to the room is restricted to persons who are authorised access to the information. During travel, 
the information must remain in the personal custody of the carrier or be secured at all times. It 
may not be left unattended in hotel rooms or vehicles. It may not be read in public. 

(4)  Unless specifically mandated by NSA/DSA or Contracting Authority, NR information is not 
required to be individually recorded or processed through a Registry System 

2.4.2 Access 
(1) Access to NATO UNCLASSIFIED Information shall be limited to individuals having a need-to-

know. NATO UNCLASSIFIED Information does not require security protection. NATO 
UNCLASSIFIED Information may only be released to the general public (non-NATO nations, 
organisations, and individuals) when such release would not be against the interest of NATO. 

(2) Access to NATO classified information applicable for the Contract (e.g. NR and above up to 
including NS) shall be provided only to facilities or persons whose access is necessary in 
connection with their involvement in the Contract. All persons who are to be given access to the 
information shall be informed of and acknowledge their responsibilities for protecting the 
information. 
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2.4.3 Destruction 
(1) Destruction of NATO UNCLASSIFIED information is individual responsibility and shall be 

destroyed in a manner that it cannot be easily reconstructed in full or in part (e.g. paper copies 
shall be shredded before being thrown into a bin; computer disks shall be erased with NATO 
approved tools). 

(2) The Contractor shall destroy or return any classified information provided or generated under the 
Contract unless the contracting authority has given written approval. Documents or other media 
containing NATO classified information shall be destroyed by any method approved for the 
destruction of classified information. The Contractor/Subcontractor shall keep a record of 
destruction for NATO information classified NATO CONFIDENTIAL/ NATO SECRET. 

2.4.4 Unauthorised Disclosure 
(1) The unauthorised disclosure of NU information shall be processed through an administrative 

process, and appropriate action shall be taken against those responsible. The unauthorised 
disclosure shall be reported to the Contractor security office. 

(2) The unauthorised disclosure of information classified above NU must be reported to both the 
Contractor Security Office and the NCIA SO. 

3. NATIONAL / NATO / INDUSTRY OFFICIALS ROLES AND RESPONSIBILITIES 

3.1 National Security Authority/ Designated Security Authority 
(1) The NSA/DSA is responsible for the implementation and oversight of security for NATO classified 

information entrusted to their contractors. The NSAs/DSAs/SAAs shall ensure that they have the 
means to make their security requirements upon the Contractor and that they have the right to 
inspect and approve the measures taken by the Contractor in compliance with Reference A for 
the protection of NATO classified information. 

(2) The NSA/DSA of the contractor nation is responsible for ensuring that contractor’s facility under 
its jurisdiction has adopted the protective security measures necessary to qualify for a Facility 
Security Clearance (FSC) and to issue security accreditation statements for the CIS that are 
storing, processing or transmitting classified information. 

(3) In granting a FSC, the NSA/DSA shall ensure that they have the means to be advised of any 
circumstances that could have a bearing upon the viability of the clearance granted. This may 
include: a transfer or the controlling interests in the facility, a realignment of the business 
associations, the replacement of any of its directors, a change in its physical location, an alteration 
to the premises it occupies or a variation in security procedures. 

3.2 Contractor and Subcontractor(s) 
(1) A Facility Security Officer (FSO) shall be established for any contractor premises with an FSC.  

The responsibilities of the FSO shall be to coordinate all security activities to ensure compliance 
with NATO (and national implementation of) NATO Security policy in accordance with the 
provisions of the Directive on Classified Project and Industrial Security (Reference C) and are 
further defined in Section 3.2.1 of this document. 

(2) The prime Contractor and any Subcontractor(s) are required comply with NATO security 
regulations as implemented by the NSA/DSA of the nation in which the work is performed, in 
particular, with all security requirements laid down in this Contract for handling, storing and/or 
transmitting NATO classified information in this PSI. 

(3) The Contractor is responsible for the safeguarding of classified information, documentation, 
material and equipment entrusted to him or generated by him in connection with the performance 
of the Contract. 

(4) The Contractor shall submit in due time to the NSA/DSA the personal particulars of the person 
the Contractor wishes to employ on the project with a view to obtaining PSCs at the required level 
where NC and above is involve. 
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(5) The Contractor shall maintain, preferably through the FSO, a continuing relationship with the 
NSA/DSA and / or the Contracting Authority in order to ensure that all NATO classified information 
involved in the bid, contract or subcontract is properly safeguarded. 

(6) The Contractor, with the signature of this Contract, acknowledges receipt of these PSIs, confirms 
that it understands and complies with the security aspects defined within this document. 

3.2.1 Facility Security Officer (FSO) 
(1) An FSO shall be in place for a Contractor/Subcontractor to be granted an FSC. The FSO shall be 

responsible for the overall protection of NATO classified information and obliged to ensure the 
effective implementation of security requirements and procedures within the facility involved in 
any contract/subcontract requiring access to NATO classified information. 

(2) The FSO shall, in accordance with national laws and regulations, serve as the main point of 
contact between the Contractor/Subcontractor and the Contracting Authority or relevant 
NSA/DSA for all security related aspects. When appointing the FSO, the following requirements 
apply: 

e. The FSO shall be: 

i. A citizen of the nation where the facility is located, or a citizen of a NATO nation; 

ii. An employee of the Contractor/Subcontractor; 

iii. Granted a PSC at the appropriate level; 

iv. A part of the facility’s management, or reporting directly to one of the members of 
the management in order to exercise security authority; 

f. The FSO shall undertake appropriate briefing and/or training regarding protective security 
and threat awareness; 

g. The responsible NSA/DSA should endeavour to create and maintain a close cooperation 
with the FSO. 

(3) The FSO is responsible for the following tasks: 

a. Establishing and maintaining a system of procedures and measures for the protection of 
NATO classified information. These measures must ensure that all security requirements 
specified for personnel security, physical security, security of information and CIS security 
(CISS) are adhered to and are in place throughout the lifetime of the classified 
project/contract; 

b. Reporting to the responsible NSA/DSA any circumstances that may have an impact on the 
status of the FSC (e.g. changes in the ownership or key management personnel, changes 
in personnel who are involved in the classified project, changes to physical security, 
security of information and CISS, etc.), or PSCs (e.g. changes to or other circumstances 
which necessitate revalidation or which may adversely affect the individual’s loyalty, 
reliability and trustworthiness, etc.); 

c. Reporting to the responsible NSA/DSA any suspected espionage, sabotage or subversive 
activities at the facility, including any indication of loss, compromise or suspected 
compromise of NATO classified information and any other security risks concerning NATO 
classified information; in all cases involving compromise of NATO information, the NCIA 
Security Officer shall be informed. 

d. Providing initial security briefings to new employees, and to all cleared persons before they 
are given access to NATO classified information. Providing periodic security training and 
security awareness programmes for all personnel as required and conduct debriefings with 
individuals who are terminating employment on their continuing responsibilities concerning 
the safeguarding of NATO classified information they have accessed; 

e. Conducting periodic security spot-checks or inventories as required of their facility; 
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f. Initiating a preliminary enquiry to ascertain the circumstances of any security violation, 
submit an initial investigation report of the security incident and final report including the 
corrective actions taken to the responsible NSA/DSA; 

g. Cooperating in security inspections and investigations undertaken by the responsible 
NSA/DSA for assessing the protection of NATO classified information and assist in 
personnel security investigations of current or former employees; complying with any 
procedure that is, or may be, established by the NSA/DSA regarding the safeguarding and 
release of NATO classified information related to the contract/subcontract. 

3.2.2 Facility Security Clearance 
(1) The Contractor shall obtain and maintain a Facility Security Clearance (FSC) for managing, 

generating or having access to NATO Classified information up to and including NATO SECRET. 
The FSC of the Contractor’s facility shall be verified through the relevant NSA/DSA. No NATO 
classified material are to be provided prior to this event. 

3.3 Purchaser / Contracting Authority 
(1) NCI Agency acts as the relevant Purchaser and Contracting Authority for this Contract. 

(2) The Purchaser shall notify, via NCIA SO, the NSA/DSA of the nation with jurisdiction over the 
Contractor about the Contract, which involves classified information at the level NS, to include 
details on the nature of services or work to be performed by the Contractor, the security 
classification, the nature and volume of classified information to be generated and handled by the 
Contractor as well as any other relevant security aspects. 

The Contracting Authority shall obtain the respective assurance from the responsible NSA/DSA by using 
the Facility Security Clearance Information Sheet (FSCIS) defined in Appendix 4 in accordance worth 
Reference C. 

3.3.1 Personnel Security Clearances 
(1) Personnel security clearances are required for access to information classified NATO 

CONFIDENTIAL and above. The Contractor facilities that require access to NATO 
CONFIDENTIAL information and above, shall be security cleared. 

3.3.2 Reproduction 
(1)  Reproduction of documents or information classified NR may be reproduced by individuals 

authorised for access to the information and on equipment with controlled access. 

3.3.3 Dissemination 
(1) The Contractor shall limit the dissemination of NATO classified information (to include 

UNCLASSIFIED) to the smallest number of persons as is consistent with the proper execution of 
the Contract or Subcontract(s).  

3.4 Security Incidents 
(1) Actual or possible loss or compromise of classified information shall be reported to the relevant 

FSO. The FSO will report the incident to the applicable NSA/DSA and NCIA SO (Head CIS 
Security AMDC2), as applicable, in addition to reporting procedures prescribed by national / 
NATO regulations. 

(2) The FSO of the facility where a violation or compromise may have occurred will investigate all 
such occurrences and inform their NSA/DSA of the results. NSA/DSA will promptly and fully 
inform other NSAs/DSAs and Air and Missile Defence Security Accreditation Board (ASAB) via 
the ASAB Chairman of the known details of any such occurrences, provide updates and final 
results on the investigation the corrective actions taken to preclude recurrences. 

(3) Reports on the loss or compromise, or possible compromise, shall include as a minimum the 
following details: 
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a. A description of the circumstances. 

b. The date or the period of the occurrence. 

c. The date and place of discovery and location of the occurrence. The security classification 
and markings of the information involved in the incident. 

d. Specific identification of the information or material, to include originator, subjects, 
reference, date, copy number, and language. 

e. Assessments of the likelihood of compromise (i.e., “certain,” “probable,” “possible,” or 
“unlikely”). 

f. A statement on whether the originator has been informed. 

g. Actions taken to secure the material and limit further damage. 

h. A list of the information that has been compromised or material that is unaccounted for. 

i. Responsible person(s) and reasons for loss or compromise or possible loss/compromise. 

(4) The above reporting requirements are in addition to any other reporting requirements of the 
Contracting parties, required by national regulations. 

(5) Reports of investigations involving NATO CONFIDENTIAL information and above shall be 
provided to the NSA/DSA and the NCIA SO who will report to the NATO International Staff (IS) 
NATO Office of Security (NOS), if appropriate. 

3.5 Termination Contract Security Procedures 
(1) In the event of termination or expiration of the Contract, the Contract parties’ respective rights and 

responsibilities with regard to Contract information shall be determined. Retained Contract 
information must be safeguarded in accordance with this PSI and References A, B, I and J. 

(2) Contract information and deliverables shall be protected accordingly to identified and categorised 
security classification levels and shall not use that information for other purposes without the prior 
written consent of the originating Contract parties. 

(3) All NATO classified information related to the Contract shall be returned to the NCIA SO on 
completion or termination of their Contract unless the information has been declassified or 
removed from control, destroyed, or authorised for retention by the NCIA SO. 

(4) In the event that a NFSC is terminated, the Contractor shall return all classified information to the 
NCIA SO or dispose of such information in accordance with instructions from the NCIA SO. 

3.6 Security Education 
(1) Contractor employees who will have access to classified and unclassified Information for the 

purpose of this Contract shall be briefed on or otherwise informed of, and acknowledge their 
understanding of their responsibilities for protecting the information. This may be accomplished 
by briefings, the use of written material, or by electronic means. 

(2) The briefings and acknowledgements including initial, recurring, and termination actions shall be 
recorded in the personnel security file. The responsibilities to be presented in the briefings shall 
include: 

a. The pertinent aspects of applicable laws and regulations; 

b. The perceived threat; 

c. Procedures for handling the information during use, transmission, visits, travel, and 
meetings; 

d. How to handle possible losses or compromises and security violations ; 

e. Any special security requirements that are unique to the Contract; and, 
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f. Penalties that may be imposed for violating the security requirements of the Contract and 
this PSI. 
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4. RELEASE OF INFORMATION 
(1) The release of Contract information (classified or non-classified) to authorities or persons outside 

of the Contract (non-participants) without prior approval is strictly prohibited. 

(2) Reference C addresses the specific procedures and arrangements for authorising the release of 
NATO classified information and the release authority conditions. 

(3) Unless specifically authorised by the Purchaser, the Contractor shall not release any NATO 
information pertaining to this Contract to any third parties to whom a request to supply goods or 
services has been submitted. 

4.1 Unilateral Release 
(1) The unilateral release of classified Contract information or material to other than the Contract 

parties is prohibited without the specific written approval of the NCIA SO. Release of Contract 
classified information is restricted to the Contract parties and their (sub) contractors expressly 
identified and approved in writing by the NCIA SO. Contractor must ensure that subcontractors 
follow the same procedures. 

(2) Requests for release shall be submitted to the NCIA SO in order to obtain approval from the 
responsible authority. Release of classified information shall be restricted to those individuals who 
have a need-to-know for purposes of performance on the Contract. 

(3) Public release of Contract information shall receive the NCIA SO approval since it is NATO 
property that must be protected from unauthorised disclosure. Approval for release may also 
include limits, restrictions, and imposition of reasonable measures that should be taken to protect 
the secrecy of inventions. Although not subject to the same restrictions, handling, and 
transmission constraints imposed on NATO classified information, NATO unclassified information 
is also the property of NATO. As such, release of official information is restricted to NATO member 
nations only, unless written permission is received from the NCIA SO. Detailed requests for 
permission to release Contract information, shall be submitted to the NCIA SO before the 
proposed date of release. 

4.2 Release of Information and Material to Third Parties 
(1) No Contract information, except that which has been approved for public release may be released 

without the prior written approval of the NCIA SO. 

4.3 Release of Contract Information at Symposia, Seminars and Conferences 
(1) In accordance with Contract Part 3 Clause 12 the following shall apply: 

a. Speeches and presentations by Contract parties at symposia, seminars, etc., regarding 
Contract must be approved in advance by the NSA/DSA, and the NCIA SO; 

b. The Contractor shall submit the particulars of the meeting in advance, with sufficient time 
to allow NSA/DSA and the NCIA SO to ascertain the extent of the classified information 
access and disclosures, and determine the organisation and composition of the proposed 
audience; 

c. Detailed requests for permission to release Contract information shall be submitted to the 
NCIA SO, a minimum of 45 days before the proposed date of release. Requests shall 
include the name of the requesting individual, date of presentation, nationality of 
representatives and the countries represented title of the symposium or seminar, and other 
information which may be required by national regulations. 

4.4 Public Release of Classified Contract Information 
(1) Written approval for public release of classified Contract information, including papers, 

advertising, brochures, displays, web pages, and other publicity material, shall be sought in writing 
through the NCIA SO. 
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(2) Contractor shall ensure that its Subcontractors follow the same procedures. The NCIA SO may 
reject such proposals without further recourse. Release authorisation will be made following 
consultation with the NSA/DSA or delegated responsible authorities. 

(3) All proposals that the NCIA SO endorses will be submitted to the appropriate NSA/DSA or other 
NSA/DSA specified authorities. The NSA/DSA will then grant or deny release in accordance with 
national regulations. A minimum of 45 days should be allowed for review of the proposal. 

(4) It is incumbent upon government organisations to screen all information submitted to them for 
public release to ensure that: (1) it is NATO UNCLASSIFIED, (2) it is technically accurate, and 
(3) release will not be detrimental to NATO or national security. 

4.5 Exhibition Authorisation 
(1) The Contractor when displaying Contract information and material at exhibitions shall have 

available at each exhibition a copy of the document that provides authorisation for the display. 
The Contractor shall ensure that all information on public display (e.g., at Air Shows, International 
Exhibitions, etc.) is displayed in the form in which it was officially authorised for release. 

(2) The Contractor shall seek the prior written approval of the Purchaser before publishing any press 
release or disclosing any other information, orally or in writing, in relation to the Contract. The 
approval of the Purchaser shall be required for both the opportunity and the content of the 
information. This provision shall remain in effect after the termination of the Contract and shall 
cease to apply to any particular piece of information once that information becomes public 
knowledge other than through an act, default or omission of the Contractor or its Subcontractors. 

(3) No Contract information, except that which has been approved for public release may be released 
without the prior written approval of the NCIA SO to third parties. 

 

5. CHANGE PROCEDURES 
(1) No changes to this document shall be made by the Contractor. 

(2) The Contractor may submit, by a written order to the Purchaser, proposals for applicable changes 
to the relevant security instructions included in this document or changes to the Project Security 
Classification Guide (PSCG). 
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6. INTERNATIONAL HAND CARRIAGE OF NATO CLASSIFIED DOCUMENTS 

6.1 Security Arrangements and Procedures 
(1) Transmission of NATO UNCLASSIFIED information may be conducted through a normal mail 

channels or by hand carrying without formal courier orders. The information display and 
processing should be avoided in public places (i.e. airport, train station) and protection against 
potential overlooking should be satisfied. 

(2) Documents or other media containing NATO classified information up to NATO RESTRICTED 
may be transmitted by a national mail system via registered mail, authorised messenger service 
or courier. Double envelopes or wrappings shall be used. The envelope or wrapping shall be 
opaque and shall not reveal that the package contains NATO classified information. 

(3) The international transmission of material classified NATO CONFIDENTIAL and NATO SECRET 
shall be satisfied by an approved courier service or personal carriage by an appropriately cleared 
and authorised person. Receipts are required for the international transmission of NATO 
classified information. 

(4) To meet an urgent need to transfer classified Contract documents and material between the 
Purchaser and Contractor and his subcontractors, the responsible NSA/DSA may approve special 
arrangements for hand carriage, or delivery by a national mail system or by cleared commercial 
delivery services. 

(5) Hand carriage may be used on a case-by-case basis when government channels are not 
reasonably available, or transmission through government channels would result in an 
unacceptable delay that will adversely affect performance on the Contract, and it is verified that 
the information is not available at the intended destination. 

(6) Classified information and material being hand carried must be sealed while in transit, may not 
be opened a route, and requires direct delivery from the secure facility originating point to the 
secure facility at the destination. During travel NATO classified information must remain in the 
personal custody of the carrier and be secured. It may not be left unattended in hotel rooms or 
vehicles and NATO classified information may not be read in public. 

(7) When hand carriage of NATO classified material is permitted, the following minimum procedure 
shall apply: 

a. The courier shall carry a Courier Certificate based on (Appendix 6), authorising him to carry 
the package as identified. The Courier Certificate shall be stamped and signed by the 
consignor’s NSA/DSA and by the consignor's FSO; 

b. A copy of the "Instructions for the Courier" (Appendix 5) shall be attached to the certificate; 

c. The Courier Certificate shall be returned to the issuing NSA/DSA through the consignor's 
Facility Security Officer (FSO) immediately after completion of the journey(s) or be kept 
available at the company for monitoring purposes if permitted by the issuing NSA/DSA 
national laws and regulations. Any circumstances that occurred during the trip which raise 
security concerns shall be reported by the courier on the certificate. 

(8) The consignor's FSO is responsible for instructing the courier in all of his/her duties and of the 
provisions of the "Instructions for the Courier" (Appendix 5) and a Security Acknowledgement 
(Appendix 8) has to be signed. 

(9) If customs authorities (of the NATO nation or of a non-NATO nation with a Security Agreement 
with NATO) request to examine the consignment and inspection is unavoidable, the procedures 
detailed in Reference C shall be followed. Customs authorities will be permitted to observe 
sufficient parts of the consignment to determine that it does not contain material other than that 
which is declared. 
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6.2 Handling of Classified Material as Freight 
(1) The transmission of classified material as freight within a country shall be in accordance with 

approved national procedures providing a degree of protection not less stringent than NATO 
Security Policy.  
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7. INTERNATIONAL VISIT CONTROL PROCEDURES 

7.1 Visit Types 
(1) There are three types of international visits that will be used in the Contract: 

a. A One-time visit is a single visit for a specific purpose and to a specific site or sites, which 
is not anticipated to be repeated within the same calendar year. The duration of the visit 
will never be longer than the validity of the personnel security clearance of the visitor(s); 

b. Recurring visit is for intermittent visits over a specified period of time to a specific site or 
sites and for a specific purpose; 

c. Emergency visit is for a one-time visit that must take place as a matter of urgency and 
importance and as such that the normally required lead time identified cannot be met. 

d. Amendment is an extended, long-term visit for a specified period of time, subject to annual 
review and validation. 

7.2 Recurring Visit 
(1) Recurring visit covers normally the duration of a contract that requires participating personnel to 

make intermittent (recurring) visits to Purchaser premises.  

(2) Visits covering a period of more than one year may be subject to annual review. The duration of 
the visit will never be longer than the validity of the personnel security clearance of the visitor(s). 

(3) When Contractor personnel are required to work at the Purchaser premises during a defined time 
period, Purchaser authorisation is required in advance of the activity. Contractor shall coordinate 
arrival of its personnel with the designated and authorised NCI Agency Contract Manager 
(Appendix 1). 

(4) The Contractor shall perform the appropriate in-processing process defined by the Purchaser 
Human Resources policy. 

(5) The NCIA SO shall initiate an annual review to update the lists of personnel that are authorised 
to make recurring visits. Information concerning individuals derived from one time or emergency 
requests shall be added, if they are to be authorised to make recurring visits. Employees that are 
no longer involved in the Contract shall be deleted. 

7.3 Emergency Visits 
(1) An emergency visit is for a one-time visit that must take place as a matter of urgency and 

importance and as such that the normally required lead time identified cannot be met. 

(2) Such unplanned or emergency visits should be arranged only in exceptional circumstances. To 
qualify as an emergency visit the following conditions must be met: 

A. The visit must relate to the Contract and failure to make the visit could reasonably be 
expected to seriously jeopardise performance on the Contract. 

B. Emergency visit requests shall be critically reviewed, fully justified and documented by the 
Security Officer of the requesting organisation. 

C. Emergency visit requests should be submitted no less than three working days prior to the 
visit. Emergency visits shall be approved only as a single, one-time visit.  

D. If subsequent visits are deemed necessary, the requester should submit a follow-up 
request for a recurring visit authorisation. 

E. The requester shall co-ordinate the emergency visit in advance with the person to be 
visited. The requestor shall ensure that contact information is provided for both the person 
to be visited and a knowledgeable government point-of contact. This contact data includes 
the complete name, grade or position, address, and telephone number of the person to 
be visited and a knowledgeable government point of contact. Provide this information in 
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the visit request, along with the identification of the Contract and the justification for 
submission of the emergency visit request. 

F. Under extraordinary circumstances, an emergency visit request may be submitted with 
less than the required lead-time; however emergency Request for Visit (RfV) will not be 
accepted less than two working days prior to the start of the proposed visit. 

7.4 Amendment 
(1) When an already approved or pending RFV needs to be changed regarding dates, visitors and/or 

locations, an amendment referring to the original RFV must be submitted. 

(2) Amendments to approved or pending one-time and recurring visits are authorised, provided that 
the amendments are limited to: 

a. Change of dates of visit; 

b. Addition and/or deletion of visitors; and 

c. Change of location. 

(3) For amendments, the standard RFV Form should be used. The type of visit cannot be changed 
via the amendment procedure. Amendments should refer to the original request that is still 
pending or already approved. 

7.5 Request for Visit 
(1) Visit the Purchaser facility by Contractor personnel required advance authorisation. The 

completed Request for Visit (RfV) format (Appendix 3) and instructions shall be used to request 
visit authorisation. Reference to the Contract shall be included in all visit requests. All RfVs shall 
be submitted through NCI Agency sponsor. 

(2) For all types of visit, the standard RfV Form (see Appendix 3) should be used. 

(3) This RFV Form has been designed for automated as well as manual use. However, the use of an 
electronic form and the transmission via e-mail are strongly encouraged. 

(4) The completed RFV should be considered as an unclassified document. 
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8. SUBCONTRACTING 
(1) Subcontracts shall not be let without the prior approval of the Contracting Authority. 

(2) Subcontractor(s) are contractually obliged to comply with all the provisions of this document and 
any other additional security requirements issued by Contracting Authority. The Contractor shall 
ensure that subcontractors follow and comply with the same security procedures. 

(3) Subcontractors under the jurisdiction of a NATO Nation requiring by their national laws and 
regulations notification of contracts involving NR shall notify their NSA/DSA about any such 
contracts they have been awarded. 

(4) The Subcontractor(s') responsibilities include but are not limited to: 

a. Obtaining NFSCs from the cognisant NSA/DSA. 

b. Dissemination of information solely on the basis of the need-to-know. No person is entitled 
to have access to NATO classified information based on rank, status, or clearance. The 
individual must have a clearly demonstrated need-to-know. 

  



 

NATO UNCLASSIFIED 

19 

9. INTERNATIONAL TRANSPORTATION 

9.1 Transportation of NATO Classified Material NC or NS as Freight 
(1) The consignor and the consignee of a consignment of NATO classified material to be transported 

as freight internationally shall jointly organise the transport arrangements. The consignor shall 
submit a written transportation plan to its NSA/DSA who, after consultation with the NSA/DSA of 
the consignee, will advise the consignor whether the transportation plan is acceptable and/or of 
any changes that are required. 

(2) The transportation of classified material as freight within a country shall be in accordance with 
approved national procedures providing a degree of protection not less stringent than current 
NATO Security Policy. 

(3) Commercial carriers can be used for transportation if it is in the opinion of the NSA/DSA 
concerned, in this case the following procedure shall be applied: 

a. The commercial carrier shall hold an FSC if required by national laws and regulations or if 
it is to store NC or above at its premises; 

b. The commercial carrier shall deploy personnel that have been granted a PSC at a minimum 
level to the material being transported; 

c. Prior to any international transmission by commercial carrier, the NSAs/DSAs of the 
consignor and of the consignee must agree on an International Transportation Plan as 
described in Appendix 9 or in Reference C; and 

d. When an International Transportation Plan is developed that will involve more than one 
international shipment of classified material, a Notice of Classified Consignment (Appendix 
10 or from Reference C) shall be used to identify each shipment and provide details to the 
recipient, transportation personnel and any other personnel who will be involved in ensuring 
the security of the shipment. 

9.2 Transportation of NATO Classified Material NC or NS as Freight by Road 
(1) The following minimum criteria shall be applied when consignments of NATO classified material 

NC or NS are transported by road: 

a. When storage of classified consignments is required at the carrier’s facility, the carrier shall 
hold an FSC at the appropriate level issued by the respective NSA/DSA; 

b. Classified material shall be secured in vehicles or containers by a lock or padlock of a type 
currently approved by the NSA/DSA concerned. Closed vans and cars that may be sealed 
should be used since they offer maximum security. If this is not physically possible, the 
consignment should be encased to protect the classified aspects and prevent unauthorised 
persons from gaining access; 

c. The transport shall be accompanied by at least two individuals who could be the driver, co-
driver or additionally deployed security escorts or guards, and who both shall hold a PSC 
at the level commensurate with the classification level of the material. At least one individual 
shall carry a “Courier Certificate” based on (Appendix 6) and assume responsibilities of a 
“Courier” as described above. 

d. In cases where stops must be made, arrangements shall be made in advance to use 
storage provided by government establishments or facilities having an appropriate FSC 
and the necessary cleared personnel and capabilities to ensure security of consignment. 
In the event such arrangements cannot be made or an emergency situation arises due to 
accident or breakdown of the vehicle, at least one of the security cleared individuals 
accompanying the material shall be responsible for keeping the consignment under 
constant control, and 

e. Communication checks along the road shall be pre-arranged to ensure security of the 
consignment. 
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9.3 Transportation of NATO Classified Material NC or NS as Freight by Rail 
(1) The following minimum criteria shall apply when consignments of NC and NS material are 

transported by rail: 

a. Passenger accommodation shall be made available for appropriately cleared security 
guards or escorts who shall carry a Courier Certificate (Appendix 6 or Reference C) and 
assume responsibilities of a “Courier” as described above.; and 

b. During stops, the security guards/escorts shall remain with the consignment. 

(2) Depending on the volume of the consignment, priority shall be given to rail cars or containers that 
can be closed and sealed, giving maximum security. 

9.4 Transportation of NATO Classified Material NC or NS as Freight by Sea 
(1) The following minimum standards shall be applied when consignments of NATO material 

classified NC or NS are sent by sea: 

a. Where possible consignments should be carried in ships sailing under the flag of a NATO 
nation. Ships sailing under the flag of a non-NATO nation, which represents a special 
security risk (as defined in the Directive on the Security of Information, "International 
Transmission") shall not be used. Where practicable, a guard or escort holding an 
appropriate PSC shall accompany the consignment; 

b. Material shall be secured in locked containers approved by the NSA/DSA of the consignor. 
However, when this is not possible, blocked-off stowage may be approved by the NSA/DSA 
of the consignor. Use of security tapes or seals on the openings shall be considered. 
Blocked-off stowage is stowage in the hold of a ship where the material is covered and 
surrounded by other cargo consigned to the same destination in such a way that access to 
the material is physically impracticable. Where it is not possible or impracticable to carry a 
consignment in the hold, it may be carried as deck cargo, provided it is secured in a locked 
container and packaged so it is not evident that it contains classified material; 

c. Stops at or entering the territorial waters of countries presenting special security risks shall 
normally be avoided but if unavoidable the security risk shall be assessed by the 
NSAs/DSAs concerned in the light of the political environment, when they receive the 
transportation plan drawn up by the consignor and the consignee. Unless the ship is in an 
emergency situation, it shall not enter the territorial waters of any of these countries; 

d. Stops at any other country shall not be permitted unless the prior approval of the 
consignor's NSA/DSA has been obtained; 

e. In all cases, loading and unloading shall be under security control; and 

f. Deliveries to the port of embarkation and collection from the port of disembarkation must 
be so timed to prevent, as far as possible, a consignment being held in port warehouses 
unless the warehouse has been granted an FSC by the consignor’s or consignees 
NSA/DSA, as applicable. Where this is not possible, sufficient security guards must be 
provided to keep the consignment under adequate and permanent supervision until 
collection is achieved. 

9.5 Transportation of NATO Classified Material NC or NS as Freight by Aircraft 
(1) Preference shall be given to the use of military aircraft of a NATO nation to transport NC or NS 

material. If utilisation of a military aircraft of a NATO nation is not feasible, an NSA/DSA approved 
commercial air carrier may be used, provided it is registered in or chartered by a NATO nation. 
Exceptionally, airlines from non-NATO nations may also be used provided the security of the 
consignment can be assured by the appropriate measures taken by NSA/DSA. Scandinavian 
Airlines System aircraft also may be used. The following minimum standards shall be observed: 

a. Every effort shall be made to deliver the consignment straight to the aircraft rather than 
permitting it to be stored in warehouses, etc., at airports and airfields. When a consignment 
cannot be loaded straight away, it shall either be stored in a NSA/DSA cleared storage 



 

NATO UNCLASSIFIED 

21 

facility, or kept under guard. A sufficient number of security guards must be provided to 
keep the consignment under adequate and continuous supervision; 

b. Every effort shall be made for the aircraft to be met on landing and the consignment to be 
removed at its final destination. When this is not feasible, the consignment shall be kept at 
the airport and a sufficient number of security guards must be provided to keep the 
consignment under adequate and continuous supervision; 

c. Direct flights shall be used wherever possible; 

d. Intermediate routine stops of short duration may be permitted, provided the consignment 
shall remain in the aircraft. However, if the cargo compartment is to be opened, every effort 
shall be made to ensure that the courier or other personnel holding an appropriate PSC 
are available to ensure the protection of the classified material; 

e. In the event the aircraft is delayed at an intermediate stop or has to make an emergency 
landing, the security guard, or the person fulfilling the duties of the security guard, shall 
take all measures considered necessary for the protection of the consignment and if 
necessary seeking the assistance of his Diplomatic mission in the country concerned; 

f. Transportation over countries presenting special security risks, as defined in the “Directive 
on the Security of Information, International Transmission” should be avoided; and 

g. Stops in a non-NATO nation having a valid security agreement with NATO, may be allowed 
by the NSA/DSA of the consignor. Stops at airfields in non-NATO nations not having a 
Security Agreement with NATO, except in an emergency, shall not be permitted; 

(2) When the conditions outlined below are met and if permitted by national laws and regulations, the 
requirements for a commercial air carrier to hold an FSC do not apply: 

a. The commercial air carrier agrees to be responsible for the consignment while it is in the 
hold of the air plane, and will be cognisant of, and agrees to comply with the security 
requirements, particularly the emergency procedures specified by the NSA/DSA; 

b. Consignments shall be transmitted point-to-point, the service provided by the commercial 
air carrier cannot be subcontracted, and the intermediate stops are not permitted; 

c. A written transportation plan approved by the participating NSA/DSA shall be in place 
before the consignment is released to the cargo handling service or to the commercial air 
carrier; 

d. Sufficient physical protection shall be provided to the consignment as agreed by the 
NSA/DSA. 

(3) Companies that provide cargo handling services (such as freight forwarders) for NC and NS 
consignments shall have an FSC and approved protection capability if the consignment is to be 
stored at the facility. 
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10. COMMUNICATION AND INFORMATION SYSTEMS (CIS) 

10.1 CIS Security Accreditation Strategy 
(1) The Contractor shall use only appropriately security accredited CIS (including standalone work 

stations), which are used for the storing, processing or transmitting (called hereafter “handling") 
of NATO classified information up to and including NATO RESTRICTED and up to including 
NATO SECRET. The Security Accreditation shall be provided by the respective national Security 
Accreditation Authorities or their delegated SAAs. No CIS may be used for processing classified 
information without prior accreditation by the responsible authorities. 

(2) The Contractor shall notify their NSA/DSA for the intended use of CIS for handling of classified 
information from this Contract. The Purchaser will be notified by the NSA/DSA through the FSCS 
in such case which will required to be accompanied from the respective accreditation statement 
per Contractor’s CIS. 

10.2 Handling of NATO RESTRICTED and Higher Classification Information on 
Information and Communication Systems (CIS) 

10.2.1 Requirement on Security Accreditation 
(1) Security accreditation shall be performed for all contractors’ CIS that are used to handle (store, 

process or transmit) NATO RESTRICTED (NR) and higher classification information. 

(2) This contract security clause contains the rules and regulations that shall be applied by the 
Contractor’s FSO or other appropriate officer to address and satisfy the minimum security 
requirements for the protection of NR information received or produced by the Contractor as a 
result of the Contract. This clause includes specific provisions to be satisfied by the Contractor 
under delegation from the Contracting Authority for the accreditation of the Contractor’s CIS 
handling NR information. Under this delegated authority the Contractor shall provide the 
Contracting Authority with a written statement of compliance confirming that its CIS has been 
accredited in compliance with the minimum requirements specified below. This written statement 
may be included in the Contractor’s response in acknowledgement of the receipt and 
requirements of this PSI. 

(3) It is the responsibility of the Contractor to implement these minimum security requirements when 
handling classified information on its CIS. 

(4) The Contractor FSO shall assess and verify the compliance of the CIS over its entire life-cycle, in 
order to ensure that it continues to be consistent with the requirements of this document. 

(5) The following describes the minimum security requirements for handling NR information on 
contractors’ CIS that shall be met: 

a. Protection of Hardware and Media 

All mandatory Protection of Hardware and Media measures (where relevant) shall be 
implemented in accordance with the requirements of the Technical and Implementation Directive 
on CIS Security (Reference L); security measures from PHM 1-1 to PHM 8-1 inclusive. 

b. Protection of Software 

All mandatory Protection of Software measures (where relevant) shall be implemented in 
accordance with the requirements of the Technical and Implementation Directive on CIS Security 
(Reference L ); security measures from PSW 1-1 to PSW 5-4 inclusive.  

c. Protection of Services 

All mandatory Protection of Services measures (where relevant) shall be implemented in 
accordance with the requirements of the Technical and Implementation Directive on CIS Security 
(Reference L ); security measures from POS 1-1 to POS 7-5 inclusive.  
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d. Secure Maintenance 

All mandatory Secure Maintenance measures (where relevant) shall be implemented in 
accordance with the requirements of the Technical and Implementation Directive on CIS Security 
(Reference L); security measures from SMT 1-1 to SMT 4-1 inclusive.  

 

e. Network Security  

All mandatory Network Security measures (where relevant) shall be implemented in accordance 
with the requirements of the Technical and Implementation Directive on CIS Security (Reference 
L); security measures from NWS 1-1 to NWS 11-7 inclusive.  

 

f. Control Systems 

All mandatory Control Systems measures (where relevant) shall be implemented in accordance 
with the requirements of the Technical and Implementation Directive on CIS Security (Reference 
L); security measures from CS 1-1 to CS 6-4 inclusive.  

 

g. Personnel Security 

All mandatory Personnel Security measures (where relevant) shall be implemented in accordance 
with the requirements of the Technical and Implementation Directive on CIS Security (Reference 
L); security measures from PS 1-1 to PS 3-2 inclusive.  

 

h. Physical and Environmental Security 

All mandatory Physical and Environmental Security measures (where relevant) shall be 
implemented in accordance with the requirements of the Technical and Implementation Directive 
on CIS Security (Reference L); security measures from PE 1-1 to PS 2-4 inclusive.  

 

i. Data Protection 

All mandatory Data Protection measures (where relevant) shall be implemented in accordance 
with the requirements of the Technical and Implementation Directive on CIS Security (Reference 
L); security measures from DA 1-1 to DA 5-2 inclusive.  

 

j. Identity and Access Management  

All mandatory Identity and Access Management measures (where relevant) shall be implemented 
in accordance with the requirements of the Technical and Implementation Directive on CIS 
Security (Reference L); security measures from IAM 1-1 to IAM 12-4 inclusive. 

 

k. Configuration Management 

All mandatory Configuration Management measures (where relevant) shall be implemented in 
accordance with the requirements of the Technical and Implementation Directive on CIS Security 
(Reference L); security measures from CM 1-1 to CM 5-3 inclusive. 

 

l. Logging, Continuous Monitoring and Audit 

All mandatory Logging, Continuous Monitoring and Audit measures (where relevant) shall be 
implemented in accordance with the requirements of the Technical and Implementation Directive 
on CIS Security (Reference L); security measures from LMA 1-1 to LMA 9-5 inclusive. 
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m. Incident Response 

All mandatory Incident Response measures (where relevant) shall be implemented in accordance 
with the requirements of the Technical and Implementation Directive on CIS Security (Reference 
L); security measures from IR 1-1 to IR 5-4 inclusive. 

 

n. Continuity Planning 

All mandatory Continuity Planning measures (where relevant) shall be implemented in 
accordance with the requirements of the Technical and Implementation Directive on CIS Security 
(Reference L); security measures from CP 1-1 to CP 3-3 inclusive. 

 

o. Planning Design and Implementation 

All mandatory Planning Design and Implementation measures (where relevant) shall be 
implemented in accordance with the requirements of the Technical and Implementation Directive 
on CIS Security (Reference L); security measures from PDI 1-1 to PDI 5-1 inclusive. 

 

p. Security Education and Awareness 

All mandatory Security Education and Awareness measures (where relevant) shall be 
implemented in accordance with the requirements of the Technical and Implementation Directive 
on CIS Security (Reference L); security measures from EA 1-1 to EA 3-1 inclusive. 

q. Interconnections to a CIS not accredited to handle NR information 

(1) Security requirements, specific to interconnection scenarios, are listed in Reference J and 
Reference K. These Directives may be obtained from the Contracting Authority. 

(2) Interconnection to another CIS, especially the internet (applicable only to NR and below), will 
significantly increase the threat to a Contractor’s CIS and therefore the risk to the security of the 
NR information handled by the Contractor’s CIS. A security risk assessment shall be performed 
to identify the additional security requirements that need to be implemented as part of the security 
accreditation process.  

10.2.2 Disposal of IT Storage Media 
(1) For IT storage media that has at any time held NR information the following sanitisation shall be 

performed to the entire storage media prior to disposal: 

a. EEPROM and Flash Memory (e.g. USB sticks, SD cards, solid state drives, hybrid hard 
drives): overwrite with random data at least three times, then verify storage content 
matches the random data; 

b. Magnetic Media (e.g. hard disks): overwrite or degauss; 

c. Optical Media (e.g., CDs and DVDs): shred or disintegrate into pieces of 10mm2 or less; 

d. Other storage media: seek security requirements from the Security Accreditation Authority. 

(2) For IT storage media that has at any time held information classified higher than NR, seek advice 
from the NCIA SO for the current disposal procedures. 

10.2.3 Portable Computing Devices (laptops, tablets, etc) 
(1) Portable computing devices not using approved encryption shall only be used or stored in an 

appropriately secure location. Portable computing devices and drives containing NR or higher 
classification information that do not use approved encryption shall not be taken outside the 
Contractor’s premises unless held under personal custody. The term “drives” includes all 
removable media. Any authentication token and/or password(s) associated with the encryption 
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product shall be kept separate from portable computing devices whenever it is not in use, left 
unattended or in transit. 

10.2.4 Physical Security of CIS Handling NR information 
(1) Areas in which CIS are installed to display, store, process, or transmit NR information shall be 

established, as a minimum, as Administrative Zones. For mobile solutions (e.g. laptop) used 
outside of Administrative Zones, the user shall ensure that the displayed content is protected in a 
way that NR information is not exposed to unauthorised individuals. 

(2) CIS areas housing servers, network management system, network controllers and 
communications controllers should be established as separate and controlled areas with an 
appropriate access control system. Access to these CIS areas should be limited to only 
specifically authorised persons. 

10.2.5 Security of NR Removable Computer Storage Media 
(1) Removable computer storage media containing NR information are required to be labelled with 

that classification marking. Measures shall be in place to prevent unauthorised access to NR 
removable computer storage media in order to maintain the need-to-know principle  

10.2.6 Use of CIS Equipment Privately Owned by Contractor’s Personnel 
(1) The use of privately-owned equipment of Contractor’s personnel (hardware and software) for 

processing NR information shall not be permitted 

10.2.7 CIS Users’ responsibilities 
(1) CIS users (e.g. end users, administrators) involved in the handling of NR information within 

the CIS shall be made aware of their responsibilities and the procedures to be followed. The 
responsibilities and the procedures to be followed shall be documented and acknowledged by 
CIS users in writing. 

10.2.8 Advice 
(1) Advice or clarification of the provisions of this contract security clause shall be obtained from 

the Contracting Authority. 

10.2.9 Audit/inspection 
At the request of the contracting authority or relevant NSA/DSA/SAA, the Contractor shall provide 
evidence of compliance with this Contract Security Clause and permit an audit of inspection of the 
Contractors processes and facilities by representatives of the contracting authority or the contractors 
NSA/DSA or relevant NATO security authorities to ensure compliance with these requirements. 

10.3 Handling Of NATO CONFIDENTIAL/SECRET Information on Information and 
Communication Systems (CIS) 

(1) All Contractor’s CIS storing and processing NATO CONFIDENTIAL and higher information shall 
be subject to a formal security accreditation process in accordance with Section 10.1.1. 

(2) The requirements listed in Section 10.2.1 are applicable to all NS CIS. Additional requirements 
shall be adhered to as specified by the respective NSA/DSA and in accordance with the security 
requirements found in the Reference L. 

10.4 Electronic Transmission of NATO Information 
(1) Electronic transmission of NATO UNCLASSIFIED information may be conducted over Internet on 

the condition that only recognised business e-mail addresses are used for a distribution (e.g. 
sender and addressee - e.g. @ncia.nato.int).  

(2) Storing NATO UNCLASSIFIED or higher information on portals accessible through the internet is 
strictly forbidden. 
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(3) Electronic transmission of NATO RESTRICTED information may be performed over accredited 
CIS or interconnecting CIS, which for this Contract is the NR AIS and the AIDES. Transmission 
of classified information NATO CONFIDENTIAL and above is strictly forbidden over NR AIS 
system. 

(4) Electronic transmission of NATO CONFIDENTIAL information may be performed over accredited 
CIS or interconnecting CIS, which for this Contract is the AIDES. 

(5) Requests for NR AIS laptops, accounts and iron-keys should be directed in writing to the NCIA 
Project Manager or through a NCI Agency Customer Request Form (CRF). Before NR AIS 
account creation, the involved user shall read the related NR AIS Security Operating Procedures 
(SecOPs) and acknowledge in writing the required adherence and compliance (Reference M). 

(6) Standard telephone or facsimile system shall be used to exchange only NATO UNCLASSIFIED 
information. 
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11. SECURITY CLASSIFICATION GUIDE 
(1) The Security Classification Guide (SCG) (Reference S), and changes thereto, are the basis for 

classification, re-grading, or declassification of Contract Information and/or material. It constitutes 
the authority that shall be cited as the basis for initial classification, re-grading, or declassification 
of Contract Information or material concerning the Contract. Security classification must be 
determined by considering all applicable information and references. 

(2) If the appropriate classification is unclear, the matter shall be referred to the NCIA SO. Questions 
concerning the content and interpretation as well as proposed changes to the classification guide 
will be co-ordinated by the NCIA SO. Until the matter is resolved, the classification level assigned 
should be the highest anticipated. 
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 CONTACT INFORMATION 
(1) Contracting Authority (Purchaser) 

Name Mr Martin Steenwege  

Function Senior Contracting Officer 

Telephone +32 2 707 8335 

Address NATO HQ Boulevard Leopold III, B-1110 Brussels, Belgium 

E-mail martin.steenwege@ncia.nato.int 

(2) NCIA Security Officer 

Name Eur Ing Dr Kevin MEPHAM  

Function CIS Security Section (NCIA AMDC2) 

Telephone +31 70 374 1760 

Address NCI Agency, Oude Waalsdorperweg 61, 2597 AK, The Hague, Netherlands 

E-mail Kevin.mepham@ncia.nato.int 

(3) Purchaser (NCI Agency) Project Manager 

Name TBD 

Function  

Telephone  

Address NCI Agency, Oude Waalsdorperweg 61, 2597 AK, The Hague, Netherlands 

E-mail  

(4) Contractor Contract Manager 

Name TBD 

Function  

Telephone  

Address  

E-mail  

(5) Contractor Security Officer 

Name TBD 

Function  

Telephone  

Address  

E-mail  

(6) Contractor CIS Officer 

Name TBD 

Function  

Telephone  

Address  

E-mail  
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(7) National Security Agency 

Name TBD 

Telephone  

Address  

E-mail  

(8) Delegated Security Agency 

Name TBD 

Telephone  

Address  

Name  

Telephone  

Address  
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 MARKING NATO INFORMATION 
(1) Each document (electronic or physical) shall be conspicuously marked or stamped at the top and 

bottom of the front cover and all pages and the back side of the last page and back side of the 
back cover with the security classification (e.g., “NATO RESTRICTED”). 

(2) "Classified by", Downgrade to”, or “Declassify on” markings together with the agreed dates for the 
action, shall be annotated on the front lower left cover of documents. 

(3) The overall classification of each page shall be reflected at the top and bottom of each page. The 
classification marking shall reflect the highest level of classified information on that page. The 
level of classification of information in the paragraphs or portion of information on each page shall 
be adequately identified in accordance with the paragraph and portion-marking requirement 
outlined below. 

(4) Paragraph or portion markings of information in NATO classified documents shall be as follows: 

a. (NU) for NATO UNCLASSIFIED 

b. (NR) for NATO RESTRICTED 

c. (NC) for NATO CONFIDENTIAL 

d. (NS) for NATO SECRET 
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 INSTRUCTIONS FOR USE AND COMPLETION OF A REQUEST FOR VISIT 

 General Instruction 
(1) The Request for Visit (RFV) must be completed without misstatement or omission. Failure to 

provide all requested information will delay the processing and possibly lead to the denial of the 
request. 

(2) This RFV should be typed. Electronic processing and transmitting of the RFV is encouraged. The 
completed RFV is normally an unclassified document. The completion of the RFV Form should 
be in either one of the official NATO languages. 

(3) RFV must be in the possession of the receiving host NSA/DSA in accordance with the RFV lead 
times detailed in Paragraph 3. 

(4) The completed RFV has to be submitted to the Security Officer of the requesting agency, 
organisation or facility. After completion by the Security Officer of the requesting agency, 
organisation or facility, the RFV should be sent to the following national agency’s address that will 
process the request (to be inserted by issuing NSA/DSA): 

Name of Agency  

Address:  

Fax no:  

E-mail address:  

 Detailed Instructions for Completion of Request for Visit 
(1) These detailed instructions are guidance for the visitors and the Security Officers who complete 

the RFV. 

HEADER Insert full country or international organisation name (e.g. NATO CI 
Agency, NATO International Military Staff, SHAPE, etc) of the host 

1.TYPE OF VISIT REQUEST 

Select the appropriate checkbox for the type of visit request. 
If the Emergency checkbox is selected, complete the remarks portion in 
item 15 of the RFV Form to explain the reasons behind the emergency 
RFV. 
If the Amendment checkbox is selected, mark the appropriate checkbox for 
the type of amendments and insert the reference number provided by the 
NSA/DSA of the original RFV that the amendment is made to. 
Depending on the laws/regulations of the countries involved, a one-time 
visit request which is issued for the posting of personnel may require 
additional information/documents to be included with the RFV Form. 

2. TYPE OF INFORMATION/ 
MATERIAL OR SITE ACCESS 

Select the appropriate checkbox for the type of information/material or site 
access. The first box covers direct access to information/material classified 
NC or above. 
The second box shall be checked when unescorted access to Security 
Areas (e.g. Class I/II) is required but no direct access to 
information/material classified NC or above is anticipated. 

3. SUMMARY Insert the number of sites to be visited and the number of visitors. 
4. ADMINISTRATIVE DATA DO NOT FILL IN - LEAVE BLANK 

To be completed by requesting NSA/DSA if required 

5. REQUESTING 
GOVERNMENT AGENCY, 
ORGANISATION OR 
INDUSTRIAL FACILITY 

Select the appropriate checkbox (only one box) for the entity of the 
requesting government agency, organisation or industrial facility. 
Insert the full name, full postal address (include city, province/state, and 
postal zone), e-mail address, facsimile number and telephone number. 
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6. GOVERNMENT 
AGENCY(IES), 
ORGANISATION(S) OR 
INDUSTRIAL FACILITY(IES) 
TO BE VISITED 

Complete Annex 1 to the RFV Form to include information on all of the 
sites to be visited. 
 

7. DATE OF VISIT Insert the period of the visit by using numeral “day/month/year” 
(dd/mm/yyyy). 

8. TYPE OF INITIATIVE Select one item from each column as indicated 

9. IS THE VISIT PERTINENT 
TO 

Select the appropriate checkbox and specify the full name of the 
government project/programme. Foreign Military Sales case, etc., or 
request for proposal or tender offer. 
Abbreviations should be avoided. 

10.SUBJECT TO BE 
DISCUSSED/ 
JUSTIFICATION/ PURPOSE 

Give a brief description of the subject(s) motivating the visit.  
If known, include the details of the host Government/Project Authority and 
solicitation/ contract number. Abbreviations should be avoided. 
Remarks: 
In case of a recurring visit, this item of the RFV Form should state 
"Recurring Visits" as the first words in the data element (e.g. Recurring 
Visits to discuss...). 
It is strongly advised to repeat the subject to be discussed and/or the 
justification of the visit in the language of the receiving country. 
Make sure to describe the subject to be discussed in a way that it does not 
reveal any classified information since the completed RFV is considered to 
be an UNCLASSIFIED document. 

11.ANTICIPATED HIGHEST 
LEVEL OF INFORMATION/ 
MATERIAL OR 
UNESCORTED ACCESS TO 
SECURITY AREAS 

Select the appropriate checkbox for the anticipated highest level of 
information/material or unescorted access to security areas. 
If the box “Other” is checked, it shall be specified. 

12.PARTICULARS OF 
VISITOR(S) 

Complete Annex 2 to the RFV Form to include information on all of the 
visitors. When there is more than one visitor, enter the visitors’ surnames in 
alphabetic order if possible 

13.THE SECURITY OFFICER 
OF THE REQUESTING 
AGENCY, ORGANISATION 
OR INDUSTRIAL FACILITY 

This item requires the name, telephone number, e-mail address, and 
signature of the requesting Security Officer. 

14. CERTIFICATION OF 
SECURITY CLEARANCE 
LEVEL 

DO NOT FILL IN - LEAVE BLANK 
To be completed by government/NATO certifying authority only. In 
accordance with the laws/regulations of the countries involved, government 
certifying authority must also complete this item for RESTRICTED. 
Note for the certifying authority: 
Insert name, address, telephone number, and e-mail address. 
Date and signature. 
If the certifying authority corresponds with the requesting National Security 
Authority, insert in this item: “See item 14 of the RFV Form”. 
Remark: 
Items 13 and 14 of the RFV Form may be completed by the appropriate 
official of the Embassy of the requesting country as per national 
legislations, policies or directives. 
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15.REQUESTING SECURITY 
AUTHORITY 

DO NOT FILL IN - LEAVE BLANK 
To be completed by the requesting NSA/DSA or responsible NATO security 
office only as per below instructions.  
Insert name, address, telephone number, and e-mail address. 
Date and signature. 

16.REMARKS In case of an emergency visit, it is mandatory to give the reasons for the 
emergency visit in this field of the RFV Form. The particulars of the 
knowledgeable person, see Paragraph 7.4, should also be identified in this 
field of the RFV Form. 
This item can be used for certain administrative requirements (e.g. 
proposed itinerary, request for hotel, and/or transportation, etc.). 
This space is also available for the receiving NSA/DSA for processing (e.g., 
“no security objections”, etc.). 
In case a special briefing is required, the type of briefing and the date that 
the briefing was given should be stated. 
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ANNEX 1 TO RFV FORM 
GOVERNMENT 
AGENCY(IES), 
ORGANISATION(S) OR 
INDUSTRIAL FACILITY(IES) 
TO BE VISITED 

Select the appropriate checkbox (only one box) for the government agency, 
organisation or industrial facility to be visited. Repeat for every site to be 
visited. 
Insert the full name, full physical address (include city, province/state, and 
postal zone), telephone number and facsimile number. Insert the name, e-
mail and telephone number of the main point of contact or the person with 
whom the appointment for the visit was made. Insert the name, e-mail and 
telephone number of the Security Officer or the secondary point of contact. 
Remarks: 
For visits to the United States, one RFV Form with Annexes for each 
agency/organisation/facility to be visited should be filled in. 
For visits to military sites in the United States, it is mandatory to specify 
which military unit will be visited (e.g. Army, Air Force, Navy, Marine Corps 
or Defence Intelligence Agency). 

 

ANNEX 2 TO RFV FORM 
PARTICULARS OF 
VISITOR(S) 

Select the appropriate checkbox (only one box) for the type of employment 
of the visitor (e.g. military, defence public servant, government, 
industry/embedded Contractor, international organisation employee (e.g. 
NATO, EU, etc.). Repeat for every visitors. 
Surname:        
Family name. 
Forenames:    
As per passport. 
Rank:              
Insert the rank of the visitor if applicable. 
DOB:              
Insert date of birth by using numeral “day/month/year” (dd/mm/yyyy). 
POB: Place of birth (city-province/state-country). 
Nationality: Insert nationality as per passport. 
Security clearance level: 
Actual security clearance status (e.g. TS, S, C). Indicate NATO clearance 
(CTS, NS, NC) if the visit is related to NATO business. 
PP/ID Number: 
Enter the passport number or identification card number, as required by 
host government. 
Position: 
Insert the position the visitor holds in the organisation (e.g., director, 
product manager, etc.) 
Company/Agency: 
Insert the name of the government agency, organisation, or industrial 
facility that the visitor represents. 
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Visit Notification Form 

All fields must be completed. 

REQUEST FOR VISIT 
 

TO:   
(Country/NATO body) 

1. TYPE OF VISIT REQUEST 2. TYPE OF INFORMATION/ 
MATERIAL OR SITE ACCESS 3. SUMMARY 

One-time 

Recurring  

Emergency  

Amendment 
Dates  
Visitors 
Agency/Facility 

 
For an amendment, insert the 
NSA/DSA original RFV Reference 
No.   

NATO CONFIDENTIAL or above, 
or 

access to security areas. 

No. of sites:   

No. of visitors:   

 

4. ADMINISTRATIVE DATA: 
 
Requestor: 

To: 

 
NSA/DSA RFV Reference No.     

Date (dd/mm/yyyy): / /   

5. REQUESTING GOVERNMENT AGENCY, ORGANISATION OR INDUSTRIAL FACILITY: 
 

Military Government Industry NATO Other:   
 
NAME: 

 
POSTAL ADDRESS: 
E-MAIL ADDRESS: 

 
FAX NO: TELEPHONE NO: 

6. GOVERNMENT AGENCY(IES) , ORGANISATION(S) OR INDUSTRIAL FACILITY(IES) TO BE 
VISITED - (Annex 1 to be completed) 

7. DATE OF VISIT (dd/mm/yyyy): FROM / / TO / /   

8. TYPE OF INITIATIVE (Select one from each column): 

Government initiative 
Commercial initiative 

Initiated by requesting agency or facility 
By invitation of the facility to be visited 
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9. IS THE VISIT PERTINENT TO: 
 

Specific equipment or weapon system  
Foreign military sales or export licence  
A programme or agreement 
A defence acquisition process  
Other 

 
Specification of the selected subject: 

10. SUBJECT TO BE DISCUSSED/JUSTIFICATION/PURPOSE (To include details of host 
Government/Project Authority and solicitation/contract number if known and any other 
relevant information. Abbreviations should be avoided): 

11. ANTICIPATED HIGHEST LEVEL OF INFORMATION/MATERIAL OR UNESCORTED 
ACCESS TO SECURITY AREAS 

 
NATO CONFIDENTIAL NATO SECRET 

COSMIC TOP SECRET Other 

If other, specify:   

12. PARTICULARS OF VISITOR(S) - (Annex 2 to be completed) 
13. THE SECURITY OFFICER OF THE REQUESTING GOVERNMENT AGENCY, ORGANISATION 
OR INDUSTRIAL FACILITY: 

NAME: 

TELEPHONE NO: 

E-MAIL ADDRESS: 

SIGNATURE: 
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14. CERTIFICATION OF SECURITY CLEARANCE LEVEL: 

NAME: 

ADDRESS: 

TELEPHONE NO: 

E-MAIL ADDRESS: 

SIGNATURE: DATE (dd/mm/yyyy): / /   

15. REQUESTING NATIONAL SECURITY AUTHORITY/DESIGNATED SECURITY 
AUTHORITY/NATO security office: 

NAME: 

ADDRESS: 

TELEPHONE NO:  

E-MAIL ADDRESS: 

SIGNATURE: DATE (dd/mm/yyyy): / /   

16. REMARKS (Mandatory justification required in case of an emergency visit): 
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1. ANNEX 1 to RFV FORM 

GOVERNMENT AGENCY(IES), ORGANISATION(S) OR INDUSTRIAL FACILITY(IES) 
TO BE VISITED 

1. Military Government Industry  NATO  Other:__________  
 
NAME: ADDRESS: 
TELEPHONE NO: 
FAX NO: 

NAME OF POINT OF CONTACT: 
E-MAIL: 
TELEPHONE NO: 

 
NAME OF SECURITY OFFICER OR 
SECONDARY POINT OF CONTACT: 
E-MAIL: 

 TELEPHONE NO: 
 
2. Military Government Industry  NATO  Other:___________
  
 
 
NAME: ADDRESS: 
TELEPHONE NO: 
FAX NO: 

NAME OF POINT OF CONTACT: 
E-MAIL: 
TELEPHONE NO: 

 
NAME OF SECURITY OFFICER OR 
SECONDARY POINT OF CONTACT: 
E-MAIL: 

 TELEPHONE NO: 
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GOVERNMENT AGENCY(IES), ORGANISATION(S) OR INDUSTRIAL FACILITY(IES) 

TO BE VISITED 

3. Military Government Industry  NATO  Other:     
 
 
NAME: ADDRESS: 
TELEPHONE NO: 
FAX NO: 

NAME OF POINT OF CONTACT: 
E-MAIL: 
TELEPHONE NO: 

 
NAME OF SECURITY OFFICER OR 
SECONDARY POINT OF CONTACT: 
E-MAIL: 
TELEPHONE NO: 

4. Military Government Industry  NATO  Other:     
 
NAME: ADDRESS: 
TELEPHONE NO: 
FAX NO: 

 
NAME OF POINT OF CONTACT: 
E-MAIL: 
TELEPHONE NO: 

 
NAME OF SECURITY OFFICER OR 
SECONDARY POINT OF CONTACT: 
E-MAIL: 
TELEPHONE NO: 

 
(Continue as required) 
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2. ANNEX 2 to RFV FORM 

PARTICULARS OF VISITOR(S) 

1. Military Government 
Contractor’s Personnel  
NATO  
Other IO (Specify: )  

 
SURNAME:  

FORENAMES (as per passport):  
RANK (if applicable):  
DATE OF BIRTH (dd/mm/yyyy): / /    
PLACE OF BIRTH:  
NATIONALITY:  
SECURITY CLEARANCE LEVEL:  
PP/ID NUMBER:  
POSITION:  
COMPANY/AGENCY:  

2. Military Government 
Contractor’s Personnel  
NATO  
Other IO (Specify: )  

 
SURNAME:  

FORENAMES (as per passport):  
RANK (if applicable):  
DATE OF BIRTH (dd/mm/yyyy): / /    
PLACE OF BIRTH:  
NATIONALITY:  
SECURITY CLEARANCE LEVEL:  
PP/ID NUMBER:  
POSITION:  
COMPANY/AGENCY:  
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PARTICULARS OF VISITOR(S) 

3. Military Government 
Contractor’s Personnel  
NATO  
Other IO (Specify: )  

 
SURNAME:  

FORENAMES (as per passport):  
RANK (if applicable):  
DATE OF BIRTH (dd/mm/yyyy): / /    
PLACE OF BIRTH:  
NATIONALITY:  
SECURITY CLEARANCE LEVEL:  
PP/ID NUMBER:  
POSITION:  
COMPANY/AGENCY:  

4. Military Government 
Contractor’s Personnel  
NATO  
Other IO (Specify: )  

 
SURNAME:  

FORENAMES (as per passport):  
RANK (if applicable):  
DATE OF BIRTH (dd/mm/yyyy): / /    
PLACE OF BIRTH:  
NATIONALITY:  
SECURITY CLEARANCE LEVEL:  
PP/ID NUMBER:  
POSITION:  
COMPANY/AGENCY:  

 
 

(Continue as required) 
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 International Visits Processing Times/Lead Times and NU or NR Notification 
Requirements  

(1) The national requirements for RFV for NU or NR notification shall not put additional obligations 
on other NATO nations or Contractors under their jurisdiction. 

a. The following table depicts the number of working days prior to the date of the one-time 
visit or the date of the first recurring visit that the request should be in the possession of 
the receiving host NSA/DSA. 

b. Visits involving NR information will be arranged directly between the SO responsible for the 
visitor and the SO of the facility to be visited without formal requirements. The SO of the 
facility to be visited should be asked if a request for visit is required to be provided to its 
NSA/DSA and if so, the SO of the facility to be visited should submit a visit request to its 
NSA/DSA on behalf of the visitor. However, visitors are not required to hold a PSC. 

COUNTRY 
RFV REQUIRED NUMBER OF 

WORKING DAYS 
Unclassified 

Visits 
Restricted 

Visits Request Amendment/ 
Change 

Albania No Yes 20 10 
Belgium No No 20 09 
Bulgaria No Yes 20 No deadline 
Canada Yes 

1. May be required for 
governmental facilities 
2. Required for military 

facilities 

Yes 
1. May be required for 
governmental facilities 
2. Required for military 

facilities 

20 10 

Croatia No No 20 7 
Czech Republic No Yes 20 10 
Denmark No No 07 05 
Estonia No Yes 20 05 
France No No 15 05 
Germany No No 20 10 

Greece 
Yes 

1. May be required for 
governmental facilities 
2. Required for military 

facilities 

Yes 
1. May be required for 
governmental facilities 
2. Required for military 

facilities 

20 10 

Hungary No No 20 10 
Iceland - - - - 
Italy No Yes 20 07 
Latvia No No 20 05 
Lithuania No Yes 20 10 
Luxembourg No Yes 20 09 
Netherlands No Yes 

required for military 
facilities only 

10 05 

Norway No Yes 10 05 
Poland No No 25 10 
Portugal No No 21 07 
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 RFV REQUIRED NUMBER OF 
WORKING DAYS COUNTRY  

 Unclassified 
Visits 

Restricted 
Visits Request Amendment/ 

Change 
Romania No No 25 10 
Slovakia No No 20 10 
Slovenia No Yes 21 07 
Spain No No 20 08 

Turkey 
Yes 

For military facilities 
only 

Yes 
For military facilities 

only 
21 10 

United Kingdom No No 20 05 
United States No Yes 21 05 
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 List of Authorities concerned with IVCPs 

 

COUNTRY OFFICE E-mail 

Albania 
Drejtoria E Sigurimit Te 
Informacionit Te Klasifikuar 
(NSA) 

Tel: +335 4 2229360 
E-mail: 
Sektretaria.nsa@mod.gov.al 

Belgium NSA Tel.: +32 2 5014542 
E-mail: nvo.ans@diplobel.fed.be 

Bulgaria 
State Commission on 
Information Security (NSA) 

Tel.: + 3592 9333 600 
E-mail: dksi@government.bg 

Canada 

Civilian RFV:  
Personnel Security Services 
Global Affairs Canada 
 
Industrial FRV: 
International Industrial 
Security and Designated 
Security Authority 
Public Services and 
Procurement Canada 
 

Tel.: +1 343 203 2076 
E-mail: 
JSCP@international.gc.ca 
 
Tel.: +1 613 948 1601 
E-mail: 
ssiotancerticatissnatocertificate
s@pwgsc.gc.ca  

Croatia 
NSA/DSA, Office of the 
National Security Council 

Tel.: +385 1 4681 255  
E-mail: ivcp@uvns.hr 

Czech Republic NSA Tel.: +420 257 283 513  
E-mail: oms@nbu.cz 

Denmark NSA Tel.: +45 7284 0753  
E-mail: jmto-ktp-movops@mil.dk 

Estonia NSA Tel: +372 6939 211 
Email: nsa@fis.gov.ee 

France NSA 

Tel: 01 71 75 80 01  
E-mail: 
louis.gautier@sgdsn.gouv
.fr  

mailto:Sektretaria.nsa@mod.gov.al
mailto:dksi@government.bg
mailto:JSCP@international.gc.ca
mailto:ivcp@uvns.hr
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COUNTRY OFFICE E-mail 

Germany 

RFV’s relating to military 
projects: 
Federal Office of Bundeswehr 
Equipment, Information 
Technology and In-Service 
Support Division Z1.3 

 
RFV’s relating to civil projects: 
Federal Ministry for Economic 
Affairs and Energy (DSA) 
Division - ZB2 

E-mail: baainbwZ1.3- 
bkv@bundeswehr.org 
Tel.: +49.261.400.13190/13192 
Fax: +49.261.400.13189 
E-mail: 
zb2- 
international@bmwi.bund.de 
Tel.: +49 228 99615 3621/3605 
Fax: +49 228 99615 2603 

Greece 

Hellenic National Defence 
General Staff F’ Division 
Security Directorate - Industrial 
Security Office 

E-mail: 
daa.industrial@hndgs.mil.gr 
Tel: 00 30 210 6572022 
Fax: 0030 210 6527612 

Hungary NSA Tel.: (+36) 1 795 2303 
Email: nbf@nbf.hu  

Iceland NSA 
Tel: +354 444 2710 
Email: nsa@police.is 

Italy 
Presidency of the Council 
of Ministers DIS/UCSe 

Tel.: +39.06.61173532 
E-mail: 
mg3437.a03@alfa.gov.it 

Latvia NSA Tel.: +37167025463  
E-mail : ndi@sab.gov.lv 

Lithuania NSA Tel.: +37070666701  
  E-mail: nsa@vsd.lt 

Luxembourg NSA 
Tel.: +352 2478 2210 
Email: ans@me.etat.lu 
habilitations@me.etat.lu 

Montenegro NSA Tel.: +382 20 246 274 

mailto:bkv@bundeswehr.org
mailto:bkv@bundeswehr.org
mailto:international@bmwi.bund.de
mailto:daa.industrial@hndgs.mil.gr
mailto:mg3437.a03@alfa.gov.it
mailto:ndi@sab.gov.lv
mailto:nsa@vsd.lt
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COUNTRY OFFICE E-mail 

Netherlands NSA/DSA 
Tel.: +31 79 3205227  
E-mail: 
frontofficevo@minbzk.nl  

Norway 
The Norwegian Defence 
Security Agency E-mail: fsa.kontakt@mil.no 

Poland NSA Tel.: +48 22 58 57 944 
Email: nsa@abw.gov.pl 

Portugal NSA/GNS Tel: +351 210 403 600 
Email: geral@gns.gov.pt 

Romania NSA 
Email: 
nsa.romania@orniss.ro 
relatii.publice@orniss.ro 

Slovakia NSA 

Tel.: + 421 2 6869 2383 
+ 421 2 6869 1111 
Email: 
marian.rejda@nbu.gov.sk 
podatelna@nbu.gov.sk 

Slovenia NSA Tel.: +386 1 478 1390 
Email: gp.uvtp@gov.si 

Spain NSA 

Tel.: +34 91 283 2289 
Email for sending/receiving 
RfV: 
sp-ivtco@areatec.com 
 
Email for other RfV-related 
questions: asic@areatec.com 

Turkey 
Ministry of Foreign Affairs of 
Turkey 

Tel.: 0090 312 292 1757 
CRONOS email: 
turmfaregistry@mod.tu. 
nato.int 

United Kingdom 

For non-MoD personnel RFVs 
can be submitted by the UK NSA 
or other security offices in 
departments/agencies. 

Email: UK-NSA@cabinet-
office.x.gsi.gov.uk 

mailto:fsa.kontakt@mil.no
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COUNTRY OFFICE E-mail 

United States 

International Industrial Security 
POC: 
Ms. Kristy Engholm 
Chief, International Programs 
Technical Oversight of Programs 
& Services Division Industrial 
Security Integration & Application 
Defense Security Service 

Tel.: +1 (571)-305-6010 
Email: dss.iab@mail.mil  
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 FACILITY SECURITY CLEARANCE INFORMATION SHEET (FSCIS)1 
REQUEST FOR A FACILITY SECURITY CLEARANCE ASSURANCE 
TO : ____________________________________ 
(NSA/DSA Country name) 

Please complete the reply boxes, where applicable: 
[ ] Provide an FSC assurance at the level of: [ ] NATO SECRET  
for the facility listed below 
[ ] Including protecting of classified material/information 
[ ] Including Communication and Information Systems (CIS) for processing classified information 
[ ] Initiate an FSC up to and including the level of ..................… with …………….level of protection and 
……………….…level of CIS, if the facility does not currently hold these levels of capabilities. 
Confirm accuracy of the details of the facility listed below and provide corrections/additions as required. 

1. Full facility name: 
………………………………………………… 
2. Full facility address: 
………………………………………………… 
3. Mailing address (if different from 2.) 
………………………………………………… 
4. Zip/postal code / city / country 
………………………………………………… 
5. Name of the Security Officer 
………………………………………………… 
6. Telephone/Fax/E-mail of the Security Officer 
………………………………………………… 
Corrections / additions: 
………………………………………………………….. 
………………………………………………………….. 
………………………………………………………….. 
………………………………………………………….. 
………………………………………………………….. 
………………………………………………………….. 
………………………………………………………….. 
7. This request is made for the following reason(s): (indicate particulars of the pre-contractual stage, 
contract, subcontract, programme/project): 
………………………………………………………………………………………………...........…………………… 
…………………………………………………………………………………………………………….....…….……\ 
 
Requesting NSA/DSA/NPA/NPO: Name: …………………… Date: (dd/mm/yyyy) …………………… 

REPLY (within 5 working days) 
This is to certify that the above mentioned facility: 
1. [ ] holds an FSC up to and including the level of: 
[ ] TS [ ] CTS [ ] S [ ] NS [ ] C [ ] NC 
[ ] Other: ………………………………………………………………………………………….. 
2. [ ] on the above mentioned request, the FSC process has been initiated. You will be informed when the 
FSC has been granted or refused. 

                                                      
1 All fields must be completed and the form communicated via Government-to-Government or 
Government to International Organisation channels. 
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3. [ ] does not hold an FSC. 
4. has the capability to protect classified information/material: 
[ ] yes, level: ……….................…….. [ ] no 
5. has Accredited CIS: 
[ ] yes, level: ……….................…….. [ ] no 
6. This FSC assurance expires on …………….. (dd/mm/yyyy), or as advised otherwise by the NSA/DSA. 
In case of an earlier invalidation or in case of any changes of the information listed above you will be 
informed. 
7. Remarks: 
…………………………………………………………………………………………………………..........…. 
……………………………………………………………………………………………………...........………. 
Issuing NSA/DSA: 
Name: ………………………………….……. Date: (dd/mm/yyyy).....………………………. 
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 INSTRUCTIONS FOR THE COURIER 
Annex to the ″Courier Certificate″, No. ……. 

for the International Hand Carriage of Classified Material 
INSTRUCTIONS FOR THE COURIER 

(1) You have been appointed to carry/escort a classified consignment. Your ″COURIER 
CERTIFICATE″/“MULTI-TRAVEL COURIER CERTIFICATE” (Appendix 6 / Appendix 7) has been 
provided. Before starting the journey, you will be briefed on the security regulations governing the 
hand carriage of the classified consignments and on your security obligations during the specific 
journey (behaviour, itinerary, schedule, etc.). You will also be requested to sign a declaration that 
you have read and understood and will comply with prescribed security regulations. 

(2) The following general points are brought to your attention: 

a. You will be held liable and responsible for the consignment described in the Certificate; 

b. Throughout the journey, the classified consignment must stay under your personal control; 

c. The consignment will not be opened a route except in the circumstances described in sub-
paragraph (j) below; 

d. The classified consignment is not to be discussed or disclosed in any public place; 

e. The classified consignment is not, under any circumstances, to be left unattended. During 
overnight stops, military facilities or industrial companies having appropriate security 
clearance may be utilised. You are to be instructed on this matter by your facility Security 
Officer; 

f. While hand carrying a classified consignment, you are forbidden to deviate from the travel 
schedule provided; 

g. In cases of emergency, you must take such measures as you consider necessary to protect 
the consignment, but on no account will you allow the consignment out of your direct 
personal control; to this end, your instructions include details on how to contact the security 
authorities of the countries you will transit as listed in sub-paragraph (l) below. If you have 
not received these details, ask for them from your facility Security Officer; 

h. You and the facility Security Officer are responsible for ensuring that your personal 
expatriation and travel documentation (passport, currency and medical documents, etc.) 
are complete, valid and current; 

i. If unforeseen circumstances make it necessary to transfer the consignment to other than 
he designated representatives of the company or government you are to visit, you will give 
it only to authorised employees of one of the points of contact listed in sub-paragraph (l); 

j. There is no assurance of immunity from search by the Customs, Police, and/or Immigration 
Officials of the various countries whose borders you will be crossing; therefore, should such 
officials enquire into the contents of the consignment, show them your Certificate and this 
note and insist on showing them to the actual senior Customs, Police, and/or Immigration 
Official; this action should normally suffice to pass the consignment through unopened. 
However, if the senior Customs, Police, and/or Immigration Official demands to see the 
actual contents of the consignments you may open it in his presence, but this should be 
done in an area out of sight of the general public; 

You should take precautions to show officials only as much of the contents as will satisfy 
them that the consignment does not contain any other item and ask the official to repack 
or assist in repacking it immediately upon completion of the examination. You should 
request the senior Customs, Police, and/or Immigration Official to provide evidence of the 
opening and inspection of the packages by signing and sealing them when closed and 
confirming in the shipping documents (if any) that the consignment has been opened. 

If you have been required to open the consignment under such circumstances as the 
foregoing, you must notify the receiving facility Security Officer and the dispatching facility 
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Security Officer, who should be requested to inform the NSA/DSA of their respective 
government. 

k. Upon your return, you must produce a bona fide receipt for the consignment signed by the 
Security Officer of the facility or agency receiving the consignment or by an NSA/DSA of 
the receiving government; 

l. Along the route you may contact the following officials to request assistance: 

……………………………………………………………………………………… 

……………………………………………………………………………………… 

……………………………………………………………………………………… 

……………………………………………………………………………………… 

……………………………………………………………………………………… 

……………………………………………………………………………………… 
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 COURIER CERTIFICATE 
[LETTERHEAD] COURIER 

CERTIFICATE PROGRAMME 

TITLE (optional) 

 

COURIER CERTIFICATE NO. …………………….. (*) 

 

FOR THE INTERNATIONAL HAND CARRIAGE OF CLASSIFIED DOCUMENTS, EQUIPMENT 
AND/OR COMPONENTS 

 

This is to certify that the bearer: Mr./Ms. (name/title): 

born on: (day/month/ year), in (country): a national of (country): 

holder of passport/identity card no.: (number) issued by: (issuing authority) 

on: (day/month/year) 

employed with: (company or organisation) 

 

is authorised to carry on the journey detailed below the following consignment: 

(Number and particulars of the consignment in detail, i.e., No. of packages, weight and dimensions of 
each package and other identification data as in shipping documents) 

…………………………………………………………. 

…………………………………………………………. 

* May also be used by security guards. 

The attention of Customs, Police, and/or Immigration Officials is drawn to the following: 

- The material comprising this assignment is classified in the interests of the security of: 

(NATO, the country of origin of the shipment and that of the destination shall be indicated. The 
country(ies) to be transited also may be indicated). 

- It is requested that the consignment will not be inspected by other than properly-authorised 
persons or those having special permission. 

- If an inspection is deemed necessary, it is requested that it be carried out in an area out of 
sight of persons who do not belong to the service and, in the presence of the courier. 
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- It is requested that the package, if opened for inspection, be marked after re-closing, to show 
evidence of the opening by sealing and signing it and by annotating the shipping documents (if any) 
that the consignment has been opened. 

- Customs, Police, and/or Immigration Officials of countries to be transited, entered or exited 
are requested to give assistance, if necessary, to ensure successful and secure delivery of the 
consignment. 
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 MULTI-TRAVELS COURIER CERTIFICATE 
 [LETTERHEAD] 

PROGRAMME TITLE (optional) 

MULTI-TRAVELS COURIER CERTIFICATE N° ………. 

FOR INTERNATIONAL HAND CARRIAGE OF CLASSIFIED DOCUMENTS,  

EQUIPMENTS AND/OR COMPONENTS 

 

This is to certify that the bearer  

Mr/Ms (name/title) 

born on (day/month/year) ………… in (country) ………..……,  

a national of (country) …………….. 

holder of passport or identity card n° ……………  

issued by (issuing authority): ………… 

on (day/month/year):………… 

employed with (facility): ……..……………... 

is authorised to carry the classified documents, equipment and/or components between the following 
countries:…………………………………………………….……………….………………………………... 

The bearer above is authorised to use the present certificate as many times as necessary, for 
classified shipments between the countries here above until (day / month / year): …………. 

Each sending is attached with the shipment description. 

The attention of Customs, Police and/or Immigration Officials is drawn to the following: 

- The material comprising each consignment is classified in the interest of the 
security of: 

(NATO, the country of origin of the shipment and that of the destination shall be indicated. The 
country (ies) to be transited also may be indicated). 

- It is requested that the consignment will not be inspected by other than 
properly authorised persons or those having special permission. 

- If an inspection is deemed necessary, it is requested that it be carried out in 
an area out of sight of persons who do not belong to the service and, in the 
presence of the courier. 

It is requested that the package, if opened for inspection, be marked after re-closing, to show evidence 
of the opening by sealing and signing it and by annotating the shipping documents (if any) that the 
consignment has been opened. 
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Customs, Police and/or Immigration Officials of countries to be transited, entered or exited are 
requested to give assistance, if necessary, to ensure successful and secure delivery of the 
consignment. 

 

Instructions for the Courier (Appendix 7) are also applicable. 
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Attachment to multi-travels courier certificate No:....................... 

 

Description of consignment nr: …….. 

 

Transport from (day/month/year): …………… to (day/month/year): 

………… Bearer (name): …………………………………………… 

Itinerary: from (originating country) ……………… to (destination country) 
……………… through (crossed countries) …………………… 

authorised stops (list of locations): 

………………………………………… References of receipt or 

inventory list: 

Description of the consignment (number of package, dimensions and, if needed, weight of 
each package): 

 

Officials you may contact to request assistance 

 

 
 

 

Note to be signed on completion of each journey: 

I declare in good faith that, during the journey covered by this "shipment 
consignment”, I am not aware of any occurrence or action, by myself or by others, 
that could have resulted in the compromise of the consignment. 

 

Courier’s signature: ………………………….. 

Witnessed by (name and signature of consignor’s security officer): 

…………………………. Date of return of the “shipment consignment” 

(day/month/year): …………… 

  

Signature of the consignor’s security officer Signature of the NSA/DSA 

………………………………………. ………………………………………. 

Facility stamp Official stamp or NSA/DSA’s seal 

………………………………………. ………………………………………. 
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 SECURITY ACKNOWLEDGEMENT (IN CASE OF HAND CARRIAGE) 
 [LETTERHEAD] 

SECURITY ACKNOWLEDGEMENT 

 

DECLARATION 

 

(name, forename) 

(name of company) 

(position in company) 

 

I have been briefed on and provided with instructions concerning the handling and custody of 
classified documents/equipment to be carried by me. I have read and understood their contents. 

I shall always retain en route the classified documents/equipment and shall not open the package 
unless required by the Customs Authorities. 

Upon arrival, I shall hand over the classified documents/equipment intended for the receiving 
company/organisation, against receipt, to the designated consignee. 

 

 

 

 

(Place and date)       (Signature of courier) 

 

 

 

Witnessed by:  

(Security Officer’s signature) 
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 INTERNATIONAL TRANSPORTATION PLAN 
INTERNATIONAL TRANSPORTATION PLAN 

[LETTERHEAD] 

TRANSPORTATION PLAN  
FOR THE MOVEMENT OF CLASSIFIED CONSIGNMENTS  

(INSERT NAME OF PROGRAMME OR PROJECT) 

1. INTRODUCTION 

This transportation plan lists the procedures for the movement of classified (insert Programme /Project 
/ Contract name) consignments between (insert Programme Participants). 

2. DESCRIPTION OF CLASSIFIED CONSIGNMENT 

Provide a general description of the consignment to be moved. If necessary, a detailed, descriptive 
listing of items to be moved under this plan, including military nomenclature, may be appended to this 
plan as an annex. Include in this section a brief description as to where and under what circumstances 
transfer of custody will occur. 

3. IDENTIFICATION OF AUTHORISED PARTICIPATING GOVERNMENT 
REPRESENTATIVES 

This Section should identify by name, title and organisation, the authorised representatives of each 
Programme/Project participant who will receipt for and assume security responsibility for the classified 
consignment. Mailing addresses, telephone numbers, fax numbers and network addresses should be 
listed for each country’s representatives. 

4. DELIVERY POINTS 

(a) Identify the delivery points for each participant (e.g., ports, railheads, airports, etc.) and how 
transfer is to be effected; 

(b) describe the security arrangements that are required while the consignment is located at the 
delivery points; and 

(c) specify any additional security arrangements, which may be required due to the unique nature 
of the movement or of a delivery point (e.g., an airport freight terminal or port receiving station). 

5. IDENTIFICATION OF CARRIERS 

Identify the commercial carriers, freight forwarders and transportation agents, where appropriate, that 
might be involved to include the level of security clearance and storage capability. 

6. STORAGE/PROCESSING FACILITIES AND TRANSFER POINTS 

(a) List, by participants, the storage or processing facilities and transfer points that will be used; 
and 

(b) describe specific security arrangements necessary to ensure the protection of the classified 
consignment while it is located at the storage / processing facility or transfer point. 

 7. ROUTES 
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Specify in this section the routes for movements of the classified consignments under the plan. This 
should include each segment of the route from the initial point of movement to the ultimate destination 
including all border crossing. Routes should be detailed for each participant in the logical sequence of 
the shipment from point to point. If overnight stops are required, security arrangements for each stopping 
point should be specified. Contingency stop-over locations should also be identified as necessary. 

8. PORT SECURITY AND CUSTOMS OFFICIALS 

In this section, identify arrangements for dealing with customs and port security officials of each 
participant. The facility must verify that the courier has been provided with the necessary documentation 
and is aware of the rules necessary to comply with customs and security requirements. Prior co-
ordination with customs and port security agencies may be required so that the Project/Programme 
movements will be recognised. 

Procedures for handling custom searches and points of contact for verification of movements at the 
initial despatch points should also be included here. 

9. COURIERS 

When couriers are to be used, relevant provisions specified in Appendix 7 and 8 apply. 

10. RECIPIENT RESPONSIBILITIES 

Describe the responsibilities of each recipient to inventory the movement and to examine all 
documentation upon receipt of the movement and: 

(a) notify the dispatcher of any deviation in routes or methods prescribed by this plan; 

(b) notify the dispatcher of any discrepancies in the documentation or shortages in the shipment; 
and 

(c) clearly state the requirement for recipients to promptly advise the NSA/DSA of the dispatcher 
of any known or suspected compromise of classified consignment or any other exigencies which may 
place the movement in jeopardy. 

11. DETAILS OF CLASSIFIED MOVEMENTS 

This section should include the following items: 

(a) identification of dispatch assembly points; 

(b) packaging requirements that conform to the national security rules of the Project/Programme 
participants. The requirements for dispatch documents seals, receipts, and storage and security 
containers should be explained. Any unique requirement of the Projects/Programme participants 
should also be stated; documentation required for the dispatch points; 

(c) courier authorisation documentation and travel arrangements; 

(d) procedures for locking, sealing, verifying and loading consignments. Describe procedures at 
the loading points, to include tally records, surveillance responsibilities and witnessing of the counting 
and loading arrangements; 

(e) procedures for accessibility by courier to the shipment en route; 
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(f) procedures for unloading at destination, to include identification of recipients and procedures 
for change of custody, and receipt arrangements; 

(g) emergency communication procedures. List appropriate telephone numbers and points of 
contact for notification in the event of emergency; and 

(h) procedures for identifying each consignment and for providing details of each consignment 
(see Attachments); the notification should be transmitted no less than six working days prior to the 
movement of the classified consignment. 

12. RETURN OF CLASSIFIED MATERIAL 

This section should identify requirements for return of classified material to the manufacturer or 
sending country (e.g., warranty, repair, test and evaluation, etc.). 

(a) Samples of these forms should be included, as appropriate, as enclosures to the plan as 
necessary. 

(1) packing list; 

(2) classified material receipts; 

(3) bills of lading; 

(4) export declaration; 

(5) waybills; 

(6) other nationally-required forms. 

(b) NSAs/DSAs reserve their right to add additional measures in the course of establishing the 
Transportation Plan if required. 
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 NOTICE OF CLASSIFIED CONSIGNMENT 
 

NOTICE OF CLASSIFIED CONSIGNMENT 

NOTICE OF (INSERT PROGRAMME/PROJECT NAME) 

CONSIGNMENT APPROVED TRANSPORTATION PLAN REFERENCE No. 
(INSERT REFERENCE) 

 

REPLY BEFORE: (insert date) 

1. Consignor / consignee: (include the name, telephone number and address of the person(s) 
responsible for the consignment at both locations). 

2. Government Designated Personnel: (include name, telephone number and address of 
releasing and receiving authorised representatives, as applicable). 

3. Description of consignment: 

(a) contract or Tender Number; 

(b) export licence or other applicable export authorisation citation; 

(c) consignment description: (describe items to be shipped and their classification); 

(d) package description: 

- type of package (wood, cardboard, metal, etc.); 

- number of packages; 

- number of enclosed classified items in each package; 

- package dimensions/weight: (include length, width, height and weight); 

(e) indicate if package contains any hazardous material. 

4. Routing of consignment: 

(a) date / time of departure; 

(b) date / estimated time of arrival; 

(c) routes to be used between point of origin, point of export, point of import and ultimate 
destination: (identify specific transfer points; use codes that appear in transportation plan, if 
applicable); 

(d) method of transport for each portion of the shipment: (include names and addresses 
of all carriers and flight, rail or ship numbers, as applicable); 

(e) freight forwarder s /transportation agents to be used: (include name, telephone 
number, address of companies if not specified in transportation plan); (Note: Consignor must 
re-verify clearance and safeguarding capability of these entities prior to releasing shipments); 
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 (f) customs or port security contacts: (list names and telephone numbers, if different from 
approved transportation plan procedures). 

5. Name(s) and identification of authorised courier. 
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