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Acquisition Directorate

Darren.Corkindale@ ncia.nato.int

Telephone: +32 (0)2 707 5182

Fax: +32 (0)2 707 8770

NCIA/ACQ/2020/6633
30" April 2020

To: All Nominated Prospective Bidders

Subject: Invitation for Bids (RFQ) Amendment Letter — AMDDS5, for Forensic and
Investigative Tools, CO-115009-FIT.

Reference: A-  NCIA/ACQ/2019/12965, BOA Announcement for RFQ-CO-

115009-FIT, dated 07 November 2019

B- NCIA/ACQ/2020/6201, Request for Quotation RFQ-CO-115009-
FIT Forensic and Investigative Tools, dated 27" February 2020.

C- NCIA/ACQ/2020/6433, RFQ-CO-115009-FIT Amendment Letter
AMD1, dated 17" March 2020.

D- NCIA/ACQ/2020/6447, RFQ-CO-115009-FIT Amendment Letter
AMD2, dated 20™ March 2020.

E- NCIA/ACQ/2020/6486, RFQ-CO-115009-FIT Clarification
Questions 2a Cover Letter, dated 27" March 2020.

F- NCIA/ACQ/2020/6536, RFQ-CO-115009-FIT Amendment Letter
AMD3, dated 3™ April 2020.

G- NCIA/ACQ/2020/6589, RFQ-CO-115009-FIT Amendment Letter
AMDA4, dated 24" April 2020.

Dear Madam / Sir,

1. Following recent requests for clarification regarding the origin MDA solutions, the
Purchaser will need time to conduct further investigation. If an exemption is required,
this too will take additional time. Noting the commitment bidders have shown towards
the FIT procurement, the Purchaser has decided to remove the Mobile Device
Analysis (MDA) elements from this solicitation. This will allow the FIT BOA
competition to continue whilst further investigation, and potential exemption, is
sought. Once this investigation is complete, and necessary approval granted, the
Purchaser may initiate another BOA competition for the MDA elements which have
been removed from this solicitation. To begin this investigation, the Purchaser will
publish a Request For Information (RFI). The RFI humber is MS-CO-115190-MDA
and will be available on the Purchaser’s online bulletin board shortly after the release
of this amendment. Your participation in this RFI would be greatly appreciated.

2. The purpose of this this Amendment 5 is to:

a. Publish the final Round 5 of RFQ Bidder’s questions and NCI Agency
answers;
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b. De-scope the Mobile Device Analysis elements from the FIT procurement;
c. lIssue revisions to the following documents:
¢ 02_RFQ-CO-115009-FIT — Book | — Bidding Instructions

¢ 03_RFQ-CO0O-115009-FIT — Book | Annex C — Bidding Sheets
e 05_RFQ-CO-115009-FIT — Book Il — SSS
¢ 06_RFQ-CO-115009-FIT — Book Il — Special Provisions

e 08_RFQ-CO-115009-FIT — Book Il — Part IV SOW

There has been no change to the deadline for submissions of quotations in response

to this RFQ. This remains Eriday 15" May 2020 at 13:00 HOURS (CENTRAL
EUROPEAN TIME).

This Amendment makes the following revisions:

a. 02_RFQ-CO-115009-FIT — Book | — Bidding Instructions — Summary of
Changes

e Paragraph 3.5.2.4.2 amended to exclude section 4.7;

¢ Page lengths for certain criteria in section 4.4 have been increased;
¢ Changes to section 4.4 to remove reference to MDA;

¢ Annex E amended to remove section 4.7.

b. 03 _RFQ-CO-115009-FIT — Book | Annex C — Bidding Sheets — Summary
of Changes

¢ Changes to CLINs to remove reference to MDA,
¢ Renumbering of CLINs.
c. 05 RFQ-CO-115009-FIT —Book Il = SSS — Summary of Changes
¢ Changes to CLINs to remove reference to MDA,
e Renumbering of CLINSs.

d. 06_RFQ-CO-115009-FIT — Book Il — Special Provisions — Summary of
Changes

¢ Changes to milestone payments and associated CLINs in section
32.13 following the removal of MDA.

NATO UNCLASSIFIED
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e. 08 _RFQ-CO-115009-FIT — Book Il = Part IV SOW - Summary of Changes
¢ Whole document updated to reflect —AMDD5;
e 1.1.2.6 amended to reflect detachment of MDA;
¢ 1.3.1.3 amended to reflect detachment of MDA;
o 4.2.1 - 4.2.2 MDA removed and diagram updated;
e 4.7 removed;
¢ 5.6.3 — 5.6.4 MDA elements removed.

NCI Agency answers to all Bidders’ questions received up to 3 April 2020 are
hereby published with this RFQ Amendment 5. Previous responses to Clarification
Requests have been greyed out for your convenience.

The response to these clarification questions has necessitated changes to the RFQ
bidding documents. The revised bidding documents as indicated in paragraphs 2 and
4 above are attached to this RFQ Amendment 5 and replace the original version in its
entirety. Potential Bidders are strongly advised to carefully review the revised bidding
documents.

With the exception of the revisions mentioned above, all other RFQ documents
remain unchanged from their original version as issued on 27" February 2020 or as
already amended.

Prospective Bidders are advised that the NATO NCI Agency reserves the right to
cancel this RFQ at any time in its entirety and bears no liability for bid preparation
costs incurred by firms or any other collateral costs if bid cancellation occurs.

The Principal Contracting Officer responsible for this solicitation is Ms. Rebecca
Benson, and all correspondence regarding this RFQ should solely be addressed to
Mr. Darren Corkindale (Contractor), who may be reached at
RFQCO.115009.FIT.COMMUNICATIONS@NCIA.NATO.INT

Please note that the deadline for submission of clarification questions has now
passed and that no new questions will be answered by the Agency.

FOR THE DIRECTOR OF ACQUISITION

[ISIGNED//

Ms. Rebecca Benson
Principal Contracting Officer
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Attachments: RFQ Amendment 5:
1. Revised Bidding Documents:

a.

b
c.
d.
e

02_RFQ-CO-115009-FIT — Book | — Bidding Instructions
03_RFQ-CO-115009-FIT — Book | Annex C — Bidding Sheets
05_RFQ-CO-115009-FIT — Book Il — SSS
06_RFQ-CO-115009-FIT — Book Il — Special

08 RFQ-CO-115009-FIT — Book Il — Part IV Statement Of Work
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Distribution List for RFQO-CO-115009-FIT
Amendment 5

Offerors (sent separately in electronic version)

NATO Delegations (Attn: Investment Adviser):
Albania
Belgium
Bulgaria
Canada
Croatia
Czech Republic
Denmark
Estonia
France
Germany
Greece
Hungary
Iceland
Italy
Latvia
Lithuania
Luxembourg
Montenegro
The Netherlands
Norway
Poland
Portugal
Romania
Slovakia
Slovenia
Spain
Turkey
United Kingdom
United States
Belgium Ministry of Economic Affairs

Embassies in Brussels (Atth: Commercial Attaché):
Albania
Bulgaria
Canada
Croatia
Czech Republic
Denmark
Estonia
France
Germany
Greece
Hungary
Italy
Latvia
Lithuania
Luxembourg
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Montenegro
The Netherlands
Norway

Poland

Portugal
Romania
Slovakia
Slovenia

Spain

Turkey

United Kingdom
United States

* NATO HQ
NA TO Office of Resources

Management and Implementation Branch - Attn: Deputy Branch Chief

Director, NA TO HQ C3 Staff
Attn: Executive Co-ordinator

« SACTREPEUR
Attn: Infrastructure Assistant

* Strategic Commands
ACO/DCOS CIS & Cyber Defence
ACT/DCOS Capability Development

* NCI Agency -Internal Distribution

ACQ Director of Acquisition (Mrs Simona Rocchi)

ACQ Deputy Director of Acquisition (Mrs Agata Szydelko)
Chief of Contracts (Mr Philip Chulick)

Administrator Contracts Award Board (Mrs Dorina Cani)
ACQ Principal Contracting Officer (Ms Rebecca Benson)
ACQ Contracting Officer (Mr Andrew Powell- consultant)
ACQ Principal ILS Officer (Mr Massimiliano Filippi)

NLO (Mr Xavier Desfougeres)

CSSL Chief (Mr lan West)

CSSL Principal Scientist (Mr. Fred Jordan)

CS SL Project Manager (Mr Atilla Okten)

Legal Office (Mr Vincent Roobaert)

Service Strategy (Mr Jose Herrero)

Registry

* NCI Agency - All NATEXs
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Serial Nr

RFQ
Section Ref.
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OFFEROR’S QUESTION

Clarifications Round 5 — answered in Round 5

RFQ-CO-115009-FIT

Book | — Bidding Instructions
Annex A — Clarification Requests Forms

NCI AGENCY ANSWER

Al

Capability Areas
3 & 4. PRADE
and MDA.

Capability areas 3 & 4 are niche areas with a
limited number of vendors. The global
leaders in these areas are from non-NATO
member countries. The Special Provisions
are very clear that products should be
sourced from participating countries so this
is not ambiguous.

Would NCIA like to consider granting an
exemption for these two capability areas so
that leading products could be considered
by Offerors.

The Purchaser will need to gather further
information to validate the information provided
in this question. Furthermore, the process for
Qpproving an exemption to this requirement
could delay the execution of the FIT project.
Therefore, the Purchaser has decided to remove
the MDA elements from this solicitation. This will
allow the FIT BOA competition to continue whilst
further investigation, and potential exemption, is
sought. Once this investigation is complete, and
necessary approval granted, the Purchaser may
initiate another BOA competition for the MDA
elements which have been removed from this
solicitation. Please see the Amendment 5
versions of the RFQ documents which illustrates
the changes made.

To begin this invstigation, the Purchaser is due to
publish a Request For Information (RFI). The RFI
number is MS-CO-115190-MDA and will be
vailable on the Purchaser's online bulletin board

shortly after the release of this amendment.

Amendment 5, Book | —
Bidding Instructions

Amendment 5, Book | —
Bidding Sheets

Amendment 5, Book Il -
Statement of Work

Amendment 5, Book Il —
Special Provisions

Amendment 5, Book Il — SSS

Closed.
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Book | — Bidding Instructions
Annex A — Clarification Requests Forms

TECHNICAL
Serial Nr | RFQ OFFEROR’S QUESTION NCI AGENCY ANSWER

Section Ref.

Clarifications Round 5 — answered in Round 5

T1 Paragraph “5.5 Technical
Documentation and Data Technical” is  |Closed.
expected to be prepared by the
Contractor at Contractor’ premises.
NATO premises may be temporary
made available to Contractor’s
personnel to gain essential information
for the development of the project
documentation and NR&NS video-
conference calls may occur in

Is it supposed to prepare all project documentation
at NATO side, or is it possible to prepare the
documentation from one of your centrally

SOW Section manageable remote offices including NR & NS

5.5 domains? Will it be also possible to make video-
conference call from your centrally manageable
remote offices including NR & NS domains when

necessary? accordance with NATO Security
Requirements (see “NATO Security
Documents” at SOW Section 2).
T.2 In SOW Section 4.8, monitoring (Solarwinds) licenses
are indicated to be provided by the Purchaser. Could Amendment 5, Book Il -
you clarify which Solarwinds modules are included by Statement of Work, Section
giving a more detailed explanation of the current 4.2.3

Additional information on the existing
Solarwinds solution has been added to

SOW Sections . . . Amendment 5, Book Il - Statement of
e |s existing Solarwinds solution centrally

monitoring (Solarwinds) infrastructure;
Closed.

4.4.1.10 Work, Section 4.2.3
4447 214 48 manageable from SHAPE or does each centrally ork, >ection
248 manageable remote site, mentioned in SOW Section Refer to response to T.11 in

4.4.4.7, have its own independent Solarwinds
solution?

¢ Does each centrally unmanageable remote site,
mentioned in SOW Section 4.4.4.8, have centrally
SHAPE-managed Solarwinds solution, or own
independent Solarwinds solution? Apart from

clarifications round 4 for information on
SolarWinds licenses.

A-2
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Book | — Bidding Instructions
Annex A — Clarification Requests Forms

Solarwinds, is there any other monitoring solution
deployed in these remote sites?

e Will it be possible to monitor the servers located in
centrally unmanageable remote sites, mentioned in
SOW section 4.4.4.8, from existing Solarwinds
infrastructure deployed in Center (SHAPE)?

¢ In case of using virtual machines, does using
Solarwinds Virtualization Manager module meet your
monitoring needs?

T.3

SOW Sections
4.4.47,4.4.4.8
& 4.4.10.3

Is existing NetBackup solution centrally manageable
or are we supposed to perform installations for each
location mentioned in SOW Section 4.4.4.7?

Is it required to integrate centrally unmanageable
remote locations mentioned in SOW Section 4.4.4.8
with the existing NetBackup solution? Is there any
existing NetBackup infrastructure deployed in these
locations?

In case of using virtual servers in our solution, how
much additional space will you be able to provide in
existing Media Servers and tape libraries for backing
up these servers in each domain?

IAdditional information on the existing
NetBackup solution has been added to
Amendment 5, Book Il - Statement of
\Work, Section 4.2.3

Amendment 5, Book Il -
Statement of Work, Section
4.2.3

Closed.

T.4

SOW Section
4448

Could you specify that how many endpoints exist on
each centrally unmanageable remote (Tier-3) site per
each domain?

Refer to previous responses T.2 and T.4
CQ round 4 alongside T.7 CQ round 2a.

Closed

T.5

SOW Sections
4.43.2,4.4.4.7
&4.44.38

Is there any WAN connection between SHAPE and
the remote sites mentioned in SOW Sections 4.4.4.7
& 4.4.4.8 for both NR and NS domains? If this is the
case, could you explain what the current WAN
throughput is?

Refer to SOW Section 4.4.3.2 for latency
and bandwidth limitations that the OCF
solution shall need to accommodate.

Closed.
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T.6

SOW Sections
4.4.10,4.4.4.7 &
4448

According to SOW Section 4.4.10, it is required that
the database, policies and configuration data of the
OCF solution should be integrated with the existing
NetBackup system. Does this requirement also
contain backup integration of remote sites apart
SHAPE? Since we couldn’t find a corresponding
statement in the SOW document regarding this issue,
could you give more detailed information about the
existing NetBackup solution including necessary
integrations? For remote sites mentioned in SOW
Sections 4.4.4.7 & 4.4.4.8, is NetBackup currently
used as a backup solution?

If this is the case;

e For centrally managed sites mentioned in SOW
4.4.4.7, is NetBackup managed by SHAPE? Where is
the backup destination of these sites? Does each site
have its own independent backup infrastructure?

e For centrally unmanageable sites mentioned in
SOW 4.4.4.8, is NetBackup managed by SHAPE?
Where is the backup destination of these sites? Does
each site have its own independent backup
infrastructure?

* For backup system, is there any obligation to
perform only SAN backups or is it accepted to
perform also network backups?

Additional information on the existing
NetBackup solution has been added to
Amendment 5, Book Il - Statement of
\Work, Section 4.2.3

Amendment 5, Book Il -
Statement of Work, Section
4.2.3

Closed.

T.7

SOW Sections
4447 &4.4.4.8

Are virtual machines deployed in remote sites (SOW
Sections 4.4.4.7 & 4.4.4.8) centrally managed from
SHAPE? If not, are separate vCenter servers deployed
in each remote site? If there occurs a need to deploy
a new virtual machine for these remote sites, is it
allowed to use the existing vCenter?

Is it possible to make installations of the physical and
virtual servers placed in the sites listed in SOW
Sections 4.4.4.7 & 4.4.4.8 from SHAPE remotely?

The existing OCF Gateways deployed at
Tier-3 sites are managed centrally from
SHAPE. However, it is important to note
that the endpoints attached to the Tier-
3 OCF Gateways are not managed from
SHAPE. The existing vCenter can be used
to manage the virtual machines installed
in the Tier-3 site enclaves.

Yes, it is possible to perform

Closed.
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installations of virtual systems on the
sites remotely. Installation of physical
equipment may require site visits.

T.8 As mentioned in SOW Section 4.4.1.4, could you
clearly define for which components should the The highest level of support offered by |Closed.
SOW Section highest level of support be provided? We would like {the manufacturer for each component is
to learn either it includes only the OCF software or  [to be offered by the Contractor. This
4414 . . .
the whole solution components. For example, is the [includes all software, hardware, and
highest level of support for VMware, NetBackup and [ancillary components.
Solarwinds also requested?
T9 Forensic Analyst Workstations are
currently placed in the Frontend room. [Closed.
The Contractor-delivered components
are expected to be in the same location.
For SCF solution, could you clarify the following;
e Where should FAW mentioned in SOW Section SOW Section 4.5.2.3 lists the systems
4.5.4 be placed (Frontend switch room or Backend [and devices to be connected to the
switch room)? Contractor-delievered switch.
¢ Which servers, workstations or clients will be
SOW Sections | connected to the newly deployed SCF switch The FAW and the VMFP shall be
1.3.1.4,4.5.2, requested in SOW 4.5.2? connected to the Contractor-delivered
4538&4.54 e Should FAW and VMFP be connected to the newly [switch as per SOW Section 4.5.2.3

deployed SCF switch required in SOW 4.5.2?

e Where will this SCF switch be placed, in Frontend
switch room or Backend switch room?

* Which type of connectivity will be between FAW
and backend switches (copper or fiber)?

The location of the switch shall be
determined at site survey, as it shall
replace the existing switch as per SOW
Section 4.5.2.2

The necessary connectivity between the
FAW and the switches is to be
determined as per SOW Section 4.5.2.6
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T.10 Will you be able to provide additional bandwidth for
WAN connectivity, ethernet and FC HBA ports and  |12U of rack space shall be available at  |Closed.
cabinet space needed for OCF deployment as given (the NCIRC Tier-2 central site for each of
below? the NR and NS domains, not necessarily
at the Tier-3 sites.

¢ Extra additional 12U space per each NR and NS

SOW Sections | domain will be needed. Contractor shall need to supply any

443&4.4.4 ® Per each NR and NS domain, redundant system will [required networking equipment as part
require totally 23 ethernet ports including 18 x 10  |of their solution, as per SOW Section
Gbps ports and 5 x 1 Gbps ports for OOB 4.4.1.2
connectivity, and 2 x 16 Gbps FC HBA ports.
e Will there be any constraints for WAN connectivity [Refer to SOW Section 4.4.3.2 for
especially between remote sites mentioned in SOW |bandwidth and latency constraints.
4.4.4.8 and center (SHAPE)?

T.11 According to SOW Section 4.4.10, for approximately Amendment 5, Book Il -

30 TB space (tape or disk) for each domain to be Statement of Work, Section
backed up, we will need at least 45 TB of tape library 4.2.3
space for each domain. It is predicted that for
centrally unmanageable sites, there will be Closed
approximately same amount of space (tape or disk)
needed. Will it be provided? If not, will it be possible
to install a new NetBackup Media Server? This server |[Additional information on the existing

SOW Section will be also connected to LTO-8 autoloader tape NetBackup solution has been added to

4.4.10 library via SAS interface. Since VMware datastores |[Amendment 5, Book Il - Statement of

cannot be kept on SAN disk array, is it acceptable
that this newly deployed Media Server will be backup
up via network instead of SAN?

In addition, will you also provide a dedicated Media
Server? If it is provided, will it be possible to use
existing backup hosts for the backup of newly
deployed virtual machines?

\Work, Section 4.2.3
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T.12

SOW Section
452.1

The 480Gbps Stacking throughput and stack power
features requested are satisfied in the Cisco 3850 and
Cisco 9300 series switches. However, 48 ports SFP+ is
also requested. In this context, 9300 series does not
have 48 port SFP+ model and 3850-48XS does not
support stacking and addition of QSFP+ modules (has
fixed QSPF+ ports) from the mentioned Cisco Switch
families. In this case, there is no switch brand and
model that will provide the switch features you
request. Could you reconsider the given
requirements and update the article in this manner?

In Amendment 5, Book Il - Statement of
Work, Section 4.5.2.1 has been
amended to reflect that the Contractor
shall deliver a switching solution based
on the requirements, which may be
comprised of multiple switches stacked.

Amendment 5, Book Il -
Statement of Work, Section
4.5.2.1

Closed.

T.13

SOW Sections
4.486&4.4.4.7

Could you give detailed information about the
operating temperature requirements for server,
switch and workstations required for the solution
regarding the main and remote locations?

Environmental data can be gathered by
the Contractor as part of the site survey

Closed.

T.14

SOW Section
4.4.10

Regarding the OCF integration with the existing
Symantec NetBackup System;

It is required that NetBackup version should be above
8 in order to provide backups of virtual machines
deployed on VMware vSAN datastores.

Could you clarify what the current version of existing
Symantec NetBackup System is?

e If the current version of the existing NetBackup
system is above 8, is it allowed to use the existing
Master Server to perform backups?

¢ |f the current version is below 8, can we use our
own (that will be newly deployed) Master Server in
order to perform backups?

See T.8 CQ round 4 for detailed
information on available access to
NetBackup and software versions.

Closed.

T.15

SOW Section
4544

For NR & NS domain FAW specs defined in SOW
Section 4.5.4.4, is it possible to use more than one
NVMe SSD having total size of 8 TB, instead of one 8
TB NVMe SSD?

Yes, more than one physical NVMe SSD
may be proposed for the locally-stored
case file data volume provided that the
total storage capacity meets the
required amount and meets the

Closed.
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required standards for availability.

T.16 Hardware and software installation on
Il sites at SOW hs 4.4.4.7 and
If there occurs a need to install software and pll sttes a paragrapns and [Closed.
4.4.4.8 shall be performed by the
hardware components to the centrally . .
. . . Contractor in accordance with the
unmanageable remote sites, mentioned in SOW s .
. . . . Qpproved delta editions of the Site
SOW Sections | Section 4.4.4.8, could you give more detailed .
. . . Installation and Cut over Plan (SICP) and
4.4.47,4.4.4.8 | information about the delivery procedure of these . . e L.
. . Site Installation Specification (SIS).
& 4.13.3 components? Should the corresponding deliveries be L
. . . Centrally unmanageable deliveries may
made directly to the remote sites or at first to SHAPE . .
. . occur directly to the remote sites as
(Mons)? In this context, could you also clarify the .
Acceptance Phase? dictated by the approved delta SICP and
) SIS. Acceptance Phase shall occur as per
SOW paragraph 4.1.3.3.

T.17 As per SOW section A.6.3.1.4.1, fourth
level of support is provided off-site at  |Closed.
factory/vendor premises.

Third level of i
Considering third and fourth level of supports ird leve ,O support does. not require
. . . ... [Contractor’s personnel resident at
mentioned in SOW Annex A.6, is there any obligation ,
. . .. [SHAPE. Contractor’s personnel should
SOW Annex A.6 | for the support site personnel to work in SHAPE? Is it .
. - . . be deployed at NATO locations as
& Section sufficient for the support site personnel to provide .
4.4.4.7 support remotely from one of the centrall needed, in order to perform the tasks at
. PP v Iron ne centraly _ KOWA.6.3.133.1t0A6.3.1.3.3.1.
manageable remote sites mentioned in SOW Section . .
In all cases, during warranty period the
4.4.4.77? .
Contractor shall dislocate personnel
resources in a way that the
requirements at SOW 5.8.24 and 5.8.25
are satisfied.

T.18 In order to satisfy support requirements mentioned [Support Site personnel may also receive

. . L . e . . Closed.
SOW Annex A.6 in SOW Annex A.6, will it be possible for the Support |notifications regarding incoming new ose

Site personnel to receive notifications regarding
incoming new tickets (including only general ticket

tickets via email, SMS or other similar

tool, provided that such notifications do

A-8
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not violate NATO Security requirements
as per “NATO Security Documents” at
SOW Section 2.

Instructions

Section 4.4.5.2,
44.6.2,4.4.7.2,
4438.1,4.4.11.2

related information and Annexes? As it is
understood from the requirements (such as 3.5.2.3.5
from Bidding Instructions), Offerors should provide
exhaustive description and sufficient evidence in
guotation documents to confirm that the Offeror will
be able to meet the timelines in accordance with the
requirements of the Schedule of Supplies and
Services and the SOW. We would appreciate if you
could allow us to provide larger documents with
annexes when necessary.

response to the technical criteria in the
Bidding Instructions have been
increased, please see Bidding
Instructions, sections: 4.4.5.2, 4.4.6.2,
1.4.7.2,4.4.8.2,4.4.11.2

T.19 According to SOW Section 4.5.3.4, M.2 drives are The Purchaser is not aware of any
requested for VMFP installation. However, it is Vmware recommendations preferring  |Closed.
SOW Section strongly recommended by the server manufacturers [standard SSD drives over M.2 drives.
4534 that using SSD disks instead of an M.2 disks will be  [Offerors should ensure that their
more effective. Could you reconsider the given proposal meets the technical
requirements and update the article in this manner? [requirements detailed in the SoW.
T.20 In order to provide higher quality quotation
documents related to PIP Section 4, Section 5, Closed.
Section 6, Section 7 and Section 10, should we
consider the size constraints related to the page
numbers of documents by excluding Annexes or
should we prepare the documents to be compliant The maximum page length of the
Bidding with the page length constraint by including all

TECHNICAL
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Serial Nr RFQ OFFEROR’S QUESTION NCI AGENCY ANSWER Status*
Section Ref.

Clarifications Round 4 — answered in Round 4

T4 In order to calculate cost of renewals of existing Closed
software licenses, we need to know license reference
(dongle, license ID, etc.) information for below
indicated software.

Four (4) license of X-Ways Forensics
SOW Section Two (2) license of EnCase Forensics DUPLICATE QUESTION. See response to
4.5.6 Three (3) license of AccessData AD Lab. T.1 in clarification round 3.

One (1) license of Magnet Axiom

Especially “AccessData AD Lab.” and Magnet Axiom is
not a standalone software but a system. Therefore,
we need all license and configuration information for
this item.

T.2 An estimate of the approximate number
of NR OCF clients was provided in the  |Closed
response to T.4 in clarifications round 3,
to give bidders a rough order of
magnitude. However, owing to various
factors the existing OCF deployment has
some agents fully deployed and
enrolled, some that have been deployed
but not properly enrolled, and some
endpoints which have not received any
dgent deployments, hence the numbers
provided should not be relied upon for
lexact totals or distributions.

Could you clarify totally how many clients are located
in all locations mentioned in SOW 4.4.4.7? Maximum
how many OCF licenses are requested? This is very
SOW Section important for scaling the OCF solution. If the exact
4.4.4.7 total number of clients requested to be licensed is
not clarified, the offerings will be prepared for
100.000 client licenses which will increase the price
of the product a lot.

The quantity of endpoints that the OCF
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solution must support are stated in
Section 4.4.2.1 The number of
lendpoints onto which the OCF solution
software agent(s) are to be deployed
shall be based on the site survey to be
conducted by the Contractor.

T3 What are the types of connection interfaces (copper,

fi DA I .) of th k

SOW Section |ber,. ¢ c,ab € ch ) OF UG el ekl DUPLICATE QUESTION. See response to ek
mentioned in section 4.5.2.3? . e .

4523 i . . L T.2 in clarifications round 3.
In addition, could you clarify cabling specifications
more detailed (cable length etc.)?

T.4 For OCF solution, it is supposed to deploy minimum
four servers on NR and NS domains. The specs of the Closed
corresponding servers are given below. Will they be
provided as virtual servers by using Purchaser’s
isti i ? (If it will i . e
existing environment? (If it V‘VI not be provided by i e senes 8 n der isrins eudl &),
the Purchaser, we are planning to deploy OCF o
. . ” the Purchaser has clarified that the
solution by using VMware vSphere Standard Edition. -
In this case, will you provide your existing vCenter for Contractor shall not be able to utilise
. youp yo & the existing virtualised NCIRC Tier-2
managing new OCF virtual environment?) .
central management infrastructure as
* Database Server (1 Server for NR + 1 Server for NS) |, . .
. this may not be adequately scaled given
o Server class hardware (64-bit) .
. . the presence of the existing OCF
Sow Section o Network Connection - 10GB Ethernet L olution and potential cut-over times
444 o CPU - 8 core, 16 threads min P ’

0 128GB RAM

o Storage

§ OS volume — 500GB, 7200RPM or better

§ Application volume — 500GB, 7200RPM or better
§ SQL Data, log, temp volume —4TB SSD in RAID
configuration or equivalent 70,000 IOPs or better
e Web Service Server (1 Server for NR + 1 Server for
NS)

o Server class hardware (64-bit)

o Network Connection - 10GB Ethernet

0 CPU — min 4 cores, 8 threads

The Contractor shall need to deliver,
install, and configure all necessary
management components (for example,
\VMware vSphere Standard Edition) as
required for the operation of the
Contractor-delivered components.
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For each centrally unmanageable remote location
defined in SOW 4.4.4.8, could you provide virtual Closed
servers with the following specs? (If it will not be
provided by the Purchaser, we are planning to deploy
OCF solution by using VMware vSphere Standard
Edition. In this case, will you provide your existing
vCenter for managing new OCF virtual environment?)
¢ Database Server (5x1 Servers for NR + 8x1 Servers
for NS)

o Server class hardware (64-bit)

o Network Connection - 10GB Ethernet

o CPU — 8 cores, 16 threads min

0 128GB RAM

o Storage

§ OS volume — 500GB, 7200RPM or better

§ Application volume — 500GB, 7200RPM or better

§ SQL Data, log, temp volume — 4TB SSD in RAID
configuration or equivalent 70,000 IOPs or better

e Web Service Server (5x1 Servers for NR + 8x1
Servers for NS)

o Server class hardware (64-bit)

o Network Connection - 10GB Ethernet

0 CPU — min 4 cores, 8 threads

0 96GB RAM

o Local Storage:

§ OS/ Application — 500GB.

§ Temp Storage — 500GB SSD Drive (or 15k RPM
drive)

e License Server (5x1 Servers for NR + 8x1 Servers for
NS)

o Server class hardware (64-bit)

o Network Connection - 10GB Ethernet

o CPU — 2 cores, 4 threads

o0 10GB RAM

o Local Storage- OS, 250 GB

In response T.3 in clarifications round 3,
the Purchaser has clarified that the
Contractor may utilise the existing
virtualised NCIRC Tier-3 platforms
subject to the available resources.

SOW Section
4.4.4.8 The Contractor shall need to deliver,
install, and configure all necessary
management components (for example,
VMware vSphere Standard Edition) as
required for the operation of the
Contractor-delivered components.
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e Examiner Server (5x1 Servers for NR + 8x1 Servers
for NS)

o Server class hardware (64-bit)

o Network Connection - 10GB Ethernet

o CPU — 8 cores to 12 cores, 16 threads to 24 threads
0 96GB RAM

o Local Storage:

§ OS-1T0

§ Application/Local Storage — 500GB hard drive.

§ Temp Storage — 500GB SSD Drive (or 15k RPM
drive)

o Network Output storage — 2TB

* Desktop Server (5x1 Servers for NR + 8x1 Servers
for NS)

o Desktop or Server class hardware (64-bit)

o Network Connection - 10GB Ethernet

o CPU — 4 cores, 8 threads min

0 32GB RAM

o Local Storage:

§ OS — 250GB

§ Application/Local Storage — 500GB

The Purchaser's OCF deployment
involves physically and logically separate|Closed
sites. Some of the sites are non-
Purchaser NATO agency sites which are
For centrally unmanageable locations depicted in not centrally managed and have their
SOW 4.4.4.8, could you clarify that, whether each lown domains/directories to which the
SOW Section site resides on a different MS Windows Domain or  [Purchaser does not have administrative
4.4.4.8 not? If not, could you clearly define more specifically jaccess. The specific configuration and
about the existing isolated MS Windows Domains quantity of those domains is not known,
involved in addition to the physical sites description? jand the Purchaser has clearly stipulated
that any solution provided must be able
to operate indepdent of Microsoft
\Windows directory structures - see
Section 4.4.8.6.
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T.7 The nature and structure of the remote
sites varies, and these are not
necessarily managed directly by the

For centrally unmanageable remote locations Purchaser and so there may not be
SOW Section depicted in SOW 4.4.4.8, can agent and virtual server [suitable OOB interfaces available.
4.4.4.8 deployment be performed via OOB management
interfaces? The deployment approach for each site
will need to be determined as part of
the site survey to be conducted by the
Contractor.
T.8 The current backup solution is sited at
. . : and managed from NCIRC's central Tier- [Closed
For centrally unmanageable remote sites listed in b site at SHAPE. Mons. Belgium
SOW 4.4.4.8, OCF Management servers should be ! P
installed. In this manner, is it required to backup
. . Any Contractor-deployed management
these management servers? As mentioned in SOW .
. . servers as part of the OCF solution must
4.4.10.3, for NetBackup integration of centrally .
. . . be backed up. Reuse of existing
unmanageable sites, who is supposed to provide the : - .
) hardware is not anticipated with the
NetBackup licenses (Contractor or Purchaser)? . .
. .. ; exception of the existing Symantec
Could you clarify the following issues regarding to
. . NetBackup management center (to
existing NetBackup System located in these remote .
. . o . which backup agents enrolled), plus the
locations and give more detailed information about
. . . storage of backed-up data to the
SOW Sections | the existing backup infrastructure? xisting tape librarv. and utilisation of
4.4.4.8,4.4.10.3| ¢ Is existing NetBackup Solution managed centrally? gtap v

§ Is there any NetBackup Master Server?

§ Is there any NetBackup Media Server?

§ Is there any system for backup virtual machines
(ESX or Hyper-V)?

§ What is the backup destination storage? (Disk or
Tape)

§ What is the type of backup network? (SAN or
Ethernet)

§ What are the corresponding RPO and RTO values of
the existing system?

the existing backup catalogs. An
assumption is made that the data
backup requirements of the Offeror's
proposed solution will not be
significantly different to the existing
storage volumes utilised by the current
product. For those sites where
connectivity is achievable through
lexisting links (i.e. where connections to
the central Tier-2 management and
backup platforms exist), then those sites

are to be included in the backup and
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sufficient additional backup licenses as
required to integrate their solution with
the existing NetBackup management
system in each domain.

Bidders are also reminded of the
availabilty requirements that are to be
met as per Section 4.4.1.11.

The Contractor shall verify all
information through the site survey.

T.9

SOW Section
4.4.10.3

For NetBackup solution headquartered centrally,
who is supposed to provide the NetBackup licenses
(Contractor or Purchaser)?

Could you clarify the following issues regarding to
existing central NetBackup System located in each
NR, NS and RS domain and give more detailed
information about the existing backup
infrastructure?

§ Is there any NetBackup Master Server?

§ Is there any NetBackup Media Server?

§ What is the backup destination storage? (Disk or
Tape)

§ What is the type of backup network? (SAN or
Ethernet)

§ What are the corresponding RPO and RTO values of

the existing system?

SEE RESPONSE TO T.8 above.

Closed

T.10

SOW Section
4.5.6.5

Some products specified under SCF have been
requested to renewal for 5-years. However, some

manufacturers are unable to bid on a 5-year renewal.

Has any confirmation been received from the
vendors regarding this issue?

Could you provide more specific information about
the existing licensing requested to renewal?

DUPLICATE QUESTION. See response to
T.5 in clarifications round 3.

Closed
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T.11 The current NCIRC FOC SolarWinds
licenses are as follow: Closed

SolarWinds Licence SW22002755 (to
2021-02-28)

- Server & Application Monitor - ALX
(unlimited)

SolarWinds Licence SW21916558 (to

2021-02-28)
- Orion NetFlow Traffic Analyzer - SLX
(unlimited)
What type of modules are used for existing - Orion Network Configuration Manager
SOW Section Solarwinds monitoring solution? Who is supposed to v7 - DL100
4.4.1.10 provide licenses for the corresponding modules - Orion Network Performance Monitor
(Contractor or Purchaser)? SL100

- Orion Network Performance Monitor
SLX (unlimited)

- Server & Application Monitor - AL150
- Storage Manager - STM1000 (up to
1000 disks)

The Contractor may connect/enroll
against existing Solarwinds central
management facilities, but shall supply
all necessary additional licenses to
support the Contractor-delivered

components.
T.12 Is it required to integrate centrally unmanageable The current OCF Gateway instances are
remote locations with the existing Solarwinds manageable from NCIRC Tier-2 Central |[Closed
SOW Sections monitoring :c,olution? Is there any existing Solarwinds management components, however the
4448 4.41.10 monitoring infrastructure deployed on these lendpoints currently connected to the
"] locations? If it is required, could you clarify that what [OCF gateways at those sites are not. For
types of modules are being used for existing those sites where connectivity is

Solarwinds monitoring solution? Who is supposed to [achievable through existing links (i.e.
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provide licenses for the corresponding modules
(Contractor or Purchaser)?

Wwhere connections to the central Tier-2
management and backup platforms
lexist), then those sites are to be
included in the backup and monitoring
regime as is already established.

See response to T.11 above for
information on the existing SolarWinds
licences.

T.13 For AccessData Lab license renewal mentioned in . .
. There is a requirement for three
SOW 4.5.6.9, could you clarify how many of the | .. Closed
following modules required? instances of AD Lab - this includes the
: ability to process data on three nodes
. . independetly.
§ Number of AD Lab Suite? (It is understood as three naep y
SOW Section Lab Suites are requested, the clarification of this
. .. . . The Purchaser does not currently have
4.5.6.9 issue is important since this affects the cost of the . .
any licenses for Quin-C. However, the
Il Offeror may propose a combination of
§ Number of AD Lab Scalable Processing Core for .y P p .
. products, including module licenses,
each AD Lab Suite? . . o
. : which meet the requirements specified
§ Number of Quin-C Collaboration Full User for each |
. in the Statement of Work.
AD Lab Suite?
T.14 The Contractor is to deliver a complete
Could you provide more detailed information about [set of all accessories (including cables, [SOW Sections 4.5.5.1,
the optional accessories needed for SCF Acquisiton [connectors, and adapters) for each 4.5.5.2,and 4.5.5.3
Tools (Tableau TX1 forensic imager, Atola TaskForce (device, that the Manufacturer produces
evidence acquisition tool, Logicube Falcon-NEO for each of those devices. For example, [Closed
forensic imager device)? if the device manufacturer offers six
Sow Section Which connectivity modules, cables, adapters, different connector kits for use with the
4.5.5 software and power supplies shall be supplied? All  |device, then all six kits shall be supplied

devices have many SW and accessories options.

For example, are “Falcon-NEO Fibre Channel Module
Option and Adapter Kit”, “Falcon-NEO Mobile Device
Capture” and “Falcon-NEO Cloud-Storage
Acquisition” software with imager device needed?

with the device by the Contractor. If the
device is offered with varying software
levels, then the highest level edition
with the complete set of features shall
be supplied.
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In Amendment 4, SOW Sections 4.5.5.1,
4.5.5.2, and 4.5.5.3 have been modified
to clarify the requirement.

T.15 Can we use Microsoft Active Directory for In Amendment 4, SOW Section 4.4.6.4 [SOW Section 4.4.6.4
SOW Section authentication and authorization instead of LDAP? If |has been modified to clarify the
4.4.6.4 it is acceptable, could you update SOW requirements requirement for using Microsoft Active |[Closed
considering this issue? Directory.
T.16 The OCF solution must be able to
perform independent notification of Closed
events via email which can be
. Is it acceptable for the OCF solution that sending configured by the OCF solution
SOW Section . e . .. Ly
warnings, alerts and notifications be performed via fadministrators within the OCF
4.48.4 . . . . .
an integration with a third party SIEM? product(s) so as not to be reliant on
messaging management being done via
a SIEM or the administrators of the
SIEM.
.17 Is it acceptable if OCF endpoints can work The O.CF endpoints in some S|te.s may be
. . . in environments where a domain, and |Closed
independent of any MS Windows domain . .
: . . . . ; therefore Domain Adminstrator
SOW Section membership whilst requiring Domain Admin account . .
. o ccounts, are not necessarily available.
4.4.8.6 to work with the other components? If it is, could .
. . . The OCF solution shall not be depedent
you update SOW requirements considering this . . .
ssue? lon any Microsoft Domain membership,
’ as per Section 4.4.8.6
T.18 The solution may support additional
. . open formats such as STIX, however the [SOW Section 4.4.12.1
Is it acceptable to support more open signatures such L olution shall be provided with the
SOW Section as YARA and STIX instead of Open IOC? If it is, could L bility to utilise tPF:e Purchaser's
4.4.11.5 you update SOW requirements considering this Y Closed

issue?

OpenlOC-format data, such as an editor
which can map OpenlOC data fields or a
data conversion utility.
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T.19 In SOW 4.4.12.1, it is mentioned that the In Amendment 4, SOW Section 4.4.12.1
implementation is required for all site endpoints at a this has been updated to clarify that this
SOW Section time. Is it acceptable to perform this implementation [refers to the execution of tasks within
44121 on one instance per domain at a time? If it is, could [an OCF instance inside a domain, to
you update SOW requirements considering this cover up to and including all of the
issue? endpoints within a specific domain.
T.20 The OCF solution must be able to
perform the ability to export data from |[Closed
Is it acceptable to export data from OCF endpoints in jendpoint(s) as per the requirements.
SOW Section a raw format (bit-for-bit copy) via software or plugin?[This may be achieved natively within in
4.4.12.9 If it is, could you update SOW requirements d single product, or may be a fully
considering this issue? integrated solution comprised of
multiple elements to achieve the
requirements.
T.21 Could you clarify that do SHAPE and the centrally
manageable remote sites mer\tloned in S.OW §ectlon As per Section 4.4.8.6, the OCF solution Closed
4.4.4.7 share the same MS Windows Active Directory .
. . shall be operate independent of any
or MS Windows domains? . . .
If not: Microsoft Windows domain
SOW Secti ! : : : membership. The membership of a
ections ¢ Are there separate MS Windows Active Directory . 'P 'P
4.4.8.6 &4.4.4.7 ) domain or presence of trust
Servers placed on each remote site? . .
. . relationships (or lack thereof) shall have
e Is there any trust between different MS Windows . -
domains? no impact on the ability of the OCF
) luti f ion full ly.
e Is it possible to access these MS Windows Active solution to function fully and correctly
Directory servers from the Center (SHAPE)?
T.22 Could you clarify that do SHAPE and the centrally

SOW Sections
4.48.6 & 4.4.4.8

unmanageable remote sites mentioned in SOW
Section 4.4.4.8 share the same MS Windows Active
Directory or MS Windows domains?

If not;

e Are there separate MS Windows Active Directory
Servers placed on each remote site?

e Is there any trust between different MS Windows
domains?

¢ Is it possible to access these MS Windows Active

As per Section 4.4.8.6, the OCF solution
shall be operate independent of any
Microsoft Windows domain
membership. The membership of a
domain or presence of trust
relationships (or lack thereof) shall have
no impact on the ability of the OCF
solution to function fully and correctly.

Closed




NATO UNCLASSIFIED RFQ-CO-115009-FIT
Book | — Bidding Instructions
Annex A — Clarification Requests Forms

Directory servers from the Center (SHAPE)?

TECHNICAL
Serial Nr  RFQ OFFEROR’S QUESTION NCI AGENCY ANSWER

Section Ref.

Clarifications Round 3 — answered in Round 3

T.1 X-Ways Forensics - Current licence
information: Closed
Code: 457069 Quantity: 1 Item: WinHex
Specialist 3 Users 2 Years Licence (ESD)

by X-Ways

Code: 457068 Quantity: 1 Item: X-Ways
Forensics BYOD 3 Users 2 Years License
(ESD) by X-Ways

End Customer Reference: 4500156125

In order to calculate cost of renewals of existing
software licenses, we need to know license reference
(dongle, license ID, etc.) information for below
indicated software.

Four (4) license of X-Ways Forensics
SOW Section Two (2) license of EnCase Forensics
4.5.6 Three (3) license of AccessData AD Lab.

. . EnCase - Current licence information:
One (1) license of Magnet Axiom

Customer ID: 10016757
Support Contract: G-SC2009427

Especially “AccessData AD Lab.” and Magnet Axiom Entitlement Group: 10432779

is not a stand alone software but a system.
Therefore, we need all license and configuration

. . .. Access Data - Licence number is 85172.
information for this item.

Axiom - Dongle number is
B201705120001137
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T.2

SOW Section
4523

What are the types of connection interfaces (copper,
fiber, DAC cable etc.) of the network adapters
mentioned in section 4.5.2.3?

The current solution is split across two
rooms at the same physical location -
backend services in one room, and
frontend services in another room.The
length of the fibre cable run between
the rooms is not known, but bidders
should assume a length of up to 400
metres between rooms.

Based on the provided hardware
inventory, it is believed that the
connections between current
workstations and the switch is copper,
and the connection between the
switches in each room is fibre. The
Contractror shall confirm such details
during the Site Survey and ensure that
correct types, quantities, and
compatability of proposed
devices/connectivity for the system
design as per Section 4.5.2.6

Additional background information on
the existing SCF solution has been added
in Amendment 3, Book Il - The
Prospective Contract, Statement of
Work Section 1.3.1.4

Amendment 3, Book Il - The
Prospective Contract,
Statement of Work Section
1.3.1.4 updated

T.3

SOW Sections
1.1.2.1,4.4.2.2,
4.44.2,4.44.8

Regarding OCF deployment, could you clarify the
following issues?

Can OCF solution be on-premise for each domain
(e.g. SOW 4.4.2.2, 4.4.4.2) or shall be deployed in
Purchaser's existing virtual environments (SOW
1.1.2.1)?

What is the specification in Purchaser's existing

The Offeror may propose hardware
appliances, software solutions, and/or
virtualised components (or a
combination thereof) which address the
totality of the requirements for the OCF
solution. The Offeror may propose
physical hardware for OCF client

No amendment required —
closed.

management, or the management
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virtual environment for installing OCF management
system?

Will the contractor install a separate physical server
system for OCF client management?

Will the OCF management servers be installed on
Purchaser's virtual server systems? What will be the
Purchaser's policy and approach to the management
of OCF client software, especially in these sites
(mentioned in 4.4.4.8) that are not centrally
managed from Shape?

Will a separate OCF management system be installed
for sites that cannot be centrally managed?

solution may be virtualised - this will be
dependent on the proposed solution
and its design. The Offeror is expected
to propose a solution which addresses
the management and deployment
requirements for both centrally-
connected and isolated systems,
including any necessary hardware to run
the solution.

For the avoidance of doubt, some sites
are not directly manageable (including
deployment of endpoint agent software)
by the Purchaser from its central NCIRC
Tier-2 site at SHAPE in Mons, Belgium.
Those sites may have a mixture of
independent deployment solutions,
none of which are accessible by the
Purchaser and so must be able to deploy
the agents within those sites completely
independently of the central Tier-2
management. Each of those non-
centrally connected sites will also be
independently responsible for software
updates and control within their own
site networks.

The Purchaser’s existing OCF solution is
virtualised with the following
specifications at NCIRC's central Tier-2
infrastructure:

- OCF Hub: CPU’s 16, Memory 64GB,
Disks: 3 (100GB,100GB,500GB)

- OCF Business Server (Webserver):
CPUs 16, Memory 32GB, Disks: 3 (70GB,
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T.5 e The licence renewal duration
Some products specified under SCF have been . . :
requirements in the Statement of Work |No amendment required —
. requested to renewal for 5-year. However, some e 1 .
SOW Section ) have been specified in line with the closed.
manufacturers are unable to bid on a 5-year renewal.
4.5.6 . . . requested cycle from the end user. We
Has any confirmation been received from the e .
: . are unaware of any specific constraints
vendors regarding this issue? |
issued by vendors.
T.6
The Contractor shall integrate their A separate document has
solution with the relevant monitoring  [been provided detailing the
(Solarwinds) and backup (NetBackup) [specific backup licenses.
platforms in each domain. The existing
central management components for
Solarwinds and NetBackup will be Amendment 3, Book Il - The
utilised to connect to any new Prospective Contract,
Contractor-delivered components. The [statement of Work Section
Contractor must supply all necessary  |4.8.1 updated.
dditional licences for the Solarwinds
. and NetBackup to cover the Contractor-
In relation to paragraphs 4.4.1.9, 4.4.1.10, 4.4.10.3. ) P v Closed
. ; delivered components.
Please can the Purchaser confirm that they will
4.4.1.3, rovide OS, monitoring (Solarwinds) and backu
4.4.1.10, fNetBacku l) licences ags PFE, to enable the Contl:;actorThe Contractor shall supply all operating
4.4.10.3 P ! system licenses for the Contractor-

to integrate the OCF solution with the existing
infrastructure environment?

delivered components as part of their
system design.

The current NCIRC NetBackup licenses
are documented in attachment Backup-
Licenses.pdf for information. However,
with the exception of the existing
Backup Manager software, it is NOT
anticipated that the Offeror will utilize
these licenses. The Offeror's proposal
shall include licensing for all new
components in the Offeror's proposal.




NATO UNCLASSIFIED RFQ-CO-115009-FIT
Book | — Bidding Instructions

Annex A — Clarification Requests Forms
Clarification of the Solarwinds and
NetBackup Management elements PFE
has been added in Amendment 3, Book
Il - The Prospective Contract, Statement
of Work Section 4.8.1

The Contractor shall verify all
information through the site survey.
T.7 Please see the following sections of the [No amendment required —
SOW regarding the use of multiple closed.

products to meet the totality of the
requirements per Forensic Capability.

Can the purchaser confrim if only one product may
be proposed for each forensic capability, or if the
SOW offeror can propose multiple products to fully

A4.1.2
address the requirements which may have 3-4.1.2 (OCF)
overlapping functionalit 4.5.1.2 (SCF)
PRInS v 4.6.1.2 (PRADE)
4.7.1.2 (MDA)

TECHNICAL
Serial Nr  RFQ OFFEROR’S QUESTION NCI AGENCY ANSWER Status*

Section Ref.

Clarifications Round 2a — answered in Round 2a
T.1 The table in Section 4.4.4.7 shows the  [No amendment required —

list of physical sites - the NR OCF and NS [closed.

IOCF columns indicate which domains

are present at each of those physical

sites.

SOW Section What is the number of sites on each location defined
4.4.4.7 in4.4.4.7?
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The current OCF solution involves
lendpoint agent software deployed No amendment required —
across multiple sites. Many of these closed.

sites are centrally managed from a
central controller in each domain, but
lowing to certain limitations (for
example, bandwidth constraints) some
sites have a local management
component which is access remotely
over a WAN link. OCF agents may be
deployed using a variety of mechanisms,
depending on the availability of
management infrastructure at certain
sites. Some agents may be deployed
using a mechanism such as Microsoft
SCCM, others may be deployed using
manual, ad-hoc batch files or scripts.

SOW Sections | Could you give more detailed information about the
1.1.2.1,4.4.4 existing OCF solution?

The method for installation of OCF
endpoint software may vary from site to [No amendment required —
site. Sites which are centrally managed [closed.

may be able to take advantage of
lexisting Microsoft SCCM or Group Policy
based deployment. Other sites may

Are we supposed to install OCF clients over Microsoft[require dedicated deployment hubs.
SCCM or do you have any infrastructure for central [Some sites may require manual/ad-hoc
client software installation? installation through batch files,
powershell etc. The Contractor-
delievered OCF solution shall need to be
flexible to accommodate a range of
deployment scenarios, including limited
or no access to central management
services.

SOW Section
4.4.4.12
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T.4

SOW Section
4.4.7.1

Are there any technical specification document for
existing data diode? Can this document be shared?

Security domains are separated by a
BAE Systems Data Diode operating in a
high-availability pair, each with its own
fibre path.

No amendment required —
closed.

T.5

SOW Section
5.6

Will computers in the training classroom be provided
by Purchaser? If licenses of the products subject to
training are required, can we use the licenses we
supply for Purchaser?

The classroom/office space for the
training will be provided by the
Purchaser.

The Contractor is however responsible
e as per SOW 5.6.19 for Instructor
Materials and Tools

e as per SOW 5.6.18 for Training Data
and Material

® as per SOW 5.6.7 for the
system/reference environment to
deliver the training (includes HW, SW,
FW, Licenses)

In particular, considering the
requirement in SOW 5.6.7, the
contractor can propose any solution
that will make the training effective,
including the use of licenses that are
part of the supply, under the condition
that the licenses shall be managed by
the contractor as per Warranty
requirements in SOW 5.8

No amendment required —
closed.

T.6

Para 1.1.2.1 and
4.4.1.12,4.4.4.1
and 2

Para 1.1.2.1 refers to replacing the existing Online
Computer Forensics (OCF) software in two security
domains in existing virtual machine environments.
However there are a few other requirements that
imply an expectation for the delivery of Hardware in
relation to OCF including 4.4.1.12, 4.4.4.1 and 2. For
the avoidance of doubt, please confirm that a refresh
of the Hardware environment for OCF is not required
and that the existing infrastructure environment will

The current OCF solution is partially
hosted on a virtualised infrastructure,
but this does not require that a new
solution utilise the existing
infrastructure. The Offeror shall propose
an OCF solution which meets the totality
of the requirements, which may include
hardware to manage not just the central

components, but also any remote sites

No amendment required —
closed.
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be made available to the Contractor. where necessary.

T.7 Under para 4.4.2 OCF Solution Scalability
Requirements, paragraph 4.4.2.1 requests that the
OCF solution is ‘able to manage up to 100,000
endpoints across a minimum of 150 sites per
domain’. Given the heading ‘Scalability’, and that
4.4.4.7 gives an initial set of 28 sites in scope, we
could interpret paragraph 4.4.2.1 as referring to
ultimate capacity, not initial. Please could the
Purchaser clarify / confirm what coverage / number
of endpoints should be provided under this
requirement.

No amendment required —

The deployment of the OCF solution is
closed.

to be across all sites as described in
SOW Section 4.4.4.7. The products
which are provided by the Contractor
shall support the expandability from the
stated sites up to a total of 150 to
accommodate future potential
expansion.

44.2,44.2.1,
4.4.4.7

ADMINISTRATIVE

Serial Nr | RFQ OFFEROR’S QUESTION NCI AGENCY ANSWER Status*

Section Ref.

Clarifications Round 1 — answered in amendment 1
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A.l Amendment 1 of Book | —
In order to ensure business Bidding Instructions
continuity in light of national sections:
emergencies regarding COVID-19, | 3
the FIT Bidding Instructions have 0533
been updated to specify emalil 3.2.1 (b)

Given the recently imposed travel restrictions gesll\;_eg %feq;ggﬁlqonlsr; s?ﬁjgt?c:s s Cttr']%n 3.2.1 (c)
across Europe and North America, would the Sl.Jb.mission email gddress . ’ 3.3.1
Bidding Agency consider allowing suppliers to submit RFOCO.115009.FIT@ncia n.ato int 3.3.5
Instructions their quotations via email? ' : ; ' 3.3.5.1
Please note that as a result of this clad
amendment, no physical/hard copy LT
versions of quotations shall now be 3.4.17.1
accepted. 3.5.1
3.5.3
3.5.3.1
Closed
A2 Amendment 1 of Book Il
— The Prospective
Contract, Part | SSS
CLIN 1.2
Could you please state which version of the PIP is :
sss expecied at EDC+0weeks? Moreover, canyou (€ ccue 55 02 SO SN Gl EEEREE B TR
elaborate on the iterations and related CLIN's if ; -
applicable? accordingly. — The Prospective
Contract, Part IV,
Statement of Work
Closed
A.3 The documents specified in Section 2 are These documents are part of the
SOW Section referenced_ in Section 4 as below. However, we referg_nce documentation as Closed
> and 4 could not find most of the referenced documents [specified under SOW Section 2 and

online. Could you share the corresponding

documents?

have been posted to the bidders who

have requested them from
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RFOCO0.115009.FIT.Communication

s@ncia.nato.int

A.4 SOW 4.2.3, Could you please provide an up-to-date web link [The AFPL document referenced in  |Closed
4.2.6.3, or the document containing the NCIA Approved fthe SOW is available to all Bidders
4.13.355 Fielded Products List (AFPL)? on request. Once the request has
been received, the Purchaser will
endeavor to ship a CD including the
requested documents. Please send
all requests for this document to:
RFQCO.115009.FIT.Communication
s@ncia.nato.int
A5
RFQ-CO- Amendment 1 of Book | —
115009-FIT- Bidding Instructions
Book II, The paragraph 1.6.1
Prospective
Contract Having in mind the scope of work and potential _
Section 1V, its extension after Q&A which contract provision ﬁ;nnend(r? %n(;o}'r? f 2?10kt|
Statement of | is binding for Completion Date for this Contract:? =X lading Sheets,
o CLIN Summary Tab
\éve?:rtli(on 111 |2.2.1 - EDC +40 weeks or The Bidding Instructions, Bidding
= o . ’ , Sheets, SSS and Special Provisions |Amendment 1 of Book |l
2.2. - The Completion Date for this Contract shall .
have been updated to +39 weeks. |- The Prospective
And be no later than January 20217 ,
Contract, Part Il, Special
RFQ-CO- Giving the contractor full 40 weeks of PoP to ; rlo \QS'O”S PR
115009-FIT compete all tasks before Jan 31-st, 2021 the "
Book I, The EDC should happen at the end of April 2020. Is
Prospective it right estimation? Amendment 1 Qf Sl
- The Prospective
Contract Part C Part | SSS
I, Special ontract, Part
Provisions
Section 2 Closed
A.6 Bidding Please explain where we add the quantitiy of Yellow cells now added to the Amendment 1 of Book | —
Sheets licenses in the Bidding Sheets. Bidding Sheets to allow suppliers to |Annex C Bidding Sheets

A-
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TECHNICAL
Serial Nr

RFQ

Section Ref.

OFFEROR’S QUESTION

Clarifications Round 1 — answered in amendment 1

populate and enter quantity of
licenses provided in their solution.

NCI AGENCY ANSWER

T.1 The duration of testing is dependent
upon the TEMPEST Level required, [Section 8.1.14 in
the type and quantity of equipment tolAmendment 1, Book Il —
Will emissions scanning by Purchaser be be tested, and the availability of the [The Prospective
SOW Para. required for delivered equipment? If yes, how  [test facility. As per the additional Contract, Part IV,
4.13.1 long after equipment is delivered to site will the wording in SOW section 8.1.14 Statement of Work
scanning be complete? (AMD1), it is anticipated that two to
three devices could be tested per
working day. Closed
T.2 i
IAs per SOW 4.11.7 the Site Survey Section 4.13.2.8.3 in
P?lr:\éeéﬂzsﬂzg, Amendment 1, Book Il —
- The Site Survey Report (SSR) Egitfggtsp;acﬂvl‘f/
Therefore there is no requirement to ’ '
provide the initial SIS for the Site P EIEET oo
SOW Para. Is the initial SIS a deliverable for the Site Survey [Survey Phase. Section 4.8 in
4.13.2.8.3 Phase? As per SOW section 4.8, the :

Purchaser will provide the extant SIS
at EDC + 3 weeks. A delta version of
the extant SIS is a Contractor
deliverable for the Installation,
Implementation and Testing phase
as per SOW section 4.13.

Amendment 1, Book Il —
The Prospective
Contract, Part |V,
Statement of Work

Closed
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SECTION I - INTRODUCTION

11

1.2

1.3

14

15

1.6

1.7

1.8

1.9

The purpose of this Request for Quotation (RFQ) is to establish a contract for the
acquisition and deployment of cybersecurity forensics capabilities to replace and
refresh obsolete hardware, software, and tools within the NCIRC central (Tier-2)
infrastructure at the Supreme Headquarters Allied Powers Europe (SHAPE), Mons,
Belgium. This project is referred to as Forensics and Investigative Tools (FIT).

The contract performance requirements are set forth in the prospective contract
Statement of Work (Book Il Part IV) and in the Contract Schedule of Supplies and
Services (Book Il Part I).

This RFQ is conducted under Basic Ordering Agreement (BOA) procedures outlined
within the “Procedure Governing the Use of Basic Ordering Agreements concluded
by the NATO Communications and Information Agency — 2019 version, Ref: AC/4-
D(2019)0004 (INV)”. Pursuant to these procedures, quotation submittal is restricted
to companies from participating NATO member nations in accordance with
paragraph 2.1.6 of Section Il of the Bidding Instructions. The security of this RFQ is
“NATO UNCLASSIFIED".

This RFQ will not be the subject of a public opening.

Award(s) of the Contract(s) will be made on a Firm Fixed Price Basis to the lowest
compliant Offeror.

The Period of Performance (PoP) for this critical, time of the essence project, from
the Effective Date of Contract (EDC) and not including the warranty period is as
follows:

1.6.1 Schedule A: EDC + 39 weeks.

The solicitation, evaluation and award processes will be conducted in accordance
with the terms and conditions contained herein.

The Offeror shall refer to the Purchaser all queries for a resolution of conflicts found
in information contained in this document in accordance with the procedures set
forth in paragraph 2.6 of Section Il of the Bidding Instructions entitled "Requests for
RFQ Clarifications".

The target date for Contract Award is July 2020.

NATO UNCLASSIFIED
(Releasable to North Macedonia)
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SECTION Il — GENERAL BIDDING INSTRUCTIONS

2.1
2.11

21.2

2.1.3

214

215

2.1.6

2.1.7

2.1.8

2.2
221

222

2.2.3

DEFINITIONS

In accordance with MIL-HDBK-505, the term “Assembly” as used herein means an
item forming a portion of equipment that can be provisioned and replaced as an
entity and which normally incorporates replaceable parts or groups of parts.

The term “Basic Ordering Agreement” (BOA) refers to the acquisition instruments
negotiated between suppliers of products / services and the NCI Agency, on behalf
of NATO.

The term "Compliance" as used herein means strict conformity to the requirements
and standards specified in this Request for Quotation.

The term "Contractor” refers to a firm of a participating country which has signed a
Contract under which he will perform a service, manufacture a product, or carry out
works for NATO.

The term "Offeror" as used herein refers to a firm, consortium, or joint venture which
submits an offer in response to this solicitation.

The term “Participating Country” as used herein means one of the contributory
NATO nations in the project, namely, (in alphabetical order): ALBANIA, BELGIUM,
BULGARIA, CANADA, CROATIA, CZECH REPUBLIC, DENMARK, ESTONIA,
FRANCE, GERMANY, GREECE, HUNGARY, ICELAND, ITALY, LATVIA,
LITHUANIA, LUXEMBOURG, MONTENEGRO, NETHERLANDS, NORTH
MACEDONIA, NORWAY, POLAND, PORTUGAL, ROMANIA, SLOVAKIA,
SLOVENIA, SPAIN, TURKEY, UNITED KINGDOM, UNITED STATES OF
AMERICA.

The term "Purchaser" refers to the authority issuing the RFQ and/or awarding the
Contract (the NCI Agency).

In accordance with MIL-HDBK-505, the term “Sub-Assembly” as used herein refers
to a portion of an assembly consisting of two or more parts that can be provisioned
and replaced as an entity. The definition purposely excludes components and/or
parts.

ELIGIBILITY

This RFQ is being conducted under BOA procedures, therefore, only firms which
hold an active Basic Ordering Agreement (BOA) with the NCI Agency are eligible to
take part in this RFQ.

All Contractors, sub-Contractors and manufacturers, at any tier, must be from
Participating Countries.

None of the work, including project design, labour and services shall be performed
other than by firms from and within Participating Countries.

NATO UNCLASSIFIED
(Releasable to North Macedonia)
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No materials or items of equipment down to and including identifiable sub-
assemblies shall be manufactured or assembled by a firm other than from and within
a Participating Country.

The intellectual property rights to all design documentation and related system
operating software shall reside in NATO member countries, and no license fee, or
royalty charges shall be paid by the Contractor to firms, individuals or governments
other than within the NATO member countries.

QUOTATION SUBMITTAL AND QUOTATION CLOSING DATE

All Quotations shall be in the possession of the Purchaser at the email address given
below in Paragraph 2.3.2 below before 1 pm/13:00 hours (CENTRAL EUROPEAN
TIME) on Friday 15" May 2020 at which time and date Quotations shall be closed.

Due to the COVID-19 restrictions imposed by some governments and organisations
within the NATO alliance, the Purchaser is permitting Offerors with a revised form of
submitting Quotations via email.

Email: REQCO0.115009.FIT@ncia.nato.int
The Quotation shall consist of three (3) separate subject emails:

For the first e-mail the subject line shall read: “RFQ-CO-115009.FIT — Official Bid
for [company name] — Part 1 - Administrative Envelope”. The e-mail content shall
be as described in Paragraph 3.2.1(a) below, with no password protection to the
file and shall be not larger than 20MB total.

For the second e-mail the subject line shall read: “RFQ-CO-115009.FIT — Official
Bid for [company name] — Part 2 - Price Quotation”. The e-mail content shall be
as described in Paragraph 3.2.1(b) below, with no password protection to the file,
and shall be not larger than 20MB total.

For the third e-mail the subject line shall read: “RFQ-CO-115009.FIT — Official
Bid for [company name] — Part 3 — Technical Proposal’. The e-mail content shall
be as described in Paragraph 3.2.1(c) below, with no password protection to the
file, and shall be not larger than 20MB total per e-mail. For large Technical
Proposals, multiple e-mails may be required to submit the entire package. In such
case, Bidders shall clearly indicate the correct order in the e-mail subject line.

Quotations which are delivered to the Purchaser after the specified time and date set
forth above for Bid Closing are “Late Bids” and shall not be considered for award.

It is the responsibility of the Offeror to ensure that the Quotation submission is duly
completed by the specified Quotation Closing time and date. If a Quotation received
at the NCI Agency’s facility by electronic data interchange is unreadable to the
degree that conformance to the essential requirements of the solicitation cannot be
ascertained, the Purchaser will immediately notify the Offeror that the Quotation will
be rejected unless the Offeror provides clear and convincing evidence:

(a) Of the content of the Quotation as originally submitted; and,

(b)That the unreadable condition of the Quotation was caused by Purchaser
software or hardware error, malfunction, or other Purchaser mishandling.

NATO UNCLASSIFIED
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2.3.6  One (1) copy of the Quotation shall be submitted via email. The evaluation will be
based on the Quotation provided via email. Due to the current state of emergency
regarding COVID-19, no physical/hard copy versions of the Quotation shall be
provided.

2.4 REQUESTS FOR EXTENSION OF QUOTATION CLOSING DATE

2.4.1 All questions and requests for extension of the Quotation Closing Date must be
submitted by e-mail. Such questions shall be forwarded to the point of contact
specified in paragraph 2.5 below and shall arrive not later than seven (7) calendar
days prior to the stated "Quotation Closing Date". The Purchaser is under no
obligation to answer requests submitted after this time. Extensions to the quotation
closing date are at the discretion of the Purchaser.

2.5 PURCHASER POINT OF CONTACT
2.5.1 The Purchaser point of contact for all information concerning this RFQ is:
NATO Communications and Information Agency
Acquisition Directorate
Boulevard Léopold IlI
1110 Brussels
Belgium

2.5.2 Attention:
Mr. Darren Corkindale
Senior Contracting Officer (Consultant)
Tel: +32 2 707 5182

2.5.3 Emails:

25.3.1 Questions/Clarifications: RFQC0.115009.FIT.Communications@ncia.nato.int
2.5.3.2 Quotation Guarantee: TreasuryVendorBank.Finance@ncia.nato.int

2.5.3.3 Quotation: RFQCO.115009.FIT @ncia.nato.int

*Please note that there is a « . » between Bank and Finance.
*The subject line shall read RFQ-CO-115009-FIT Quotation Guarantee for [INSERT COMPANY NAME]

NATO UNCLASSIFIED
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REQUESTS FOR RFQ CLARIFICATIONS

Offerors, during the solicitation period, are encouraged to query and seek clarification
of any matters of a contractual, administrative and technical nature pertaining to this
RFQ.

All questions and requests for clarification must be submitted by e-mail and using the
form in Annex A of Book | — Bidding Instructions. All questions and requests must
reference the section(s) in the RFQ subject for clarifications. The questions and/or
requests shall be forwarded to the email address specified in paragraph 2.5.3.1
above and shall arrive not later than seven (7) calendar days prior to the stated
“Quotation Closing Date”. The Purchaser is under no obligation to answer questions
submitted after this time. Requests for clarification must address the totality of the
concerns of the Offeror for any given area, as the Offeror will generally not be
permitted to revisit areas of the RFQ for additional clarification as noted in 2.6.3
below.

Offerors are advised that subsequent questions and/or requests for clarification
included in a quotation shall neither be answered nor considered for evaluation and
may be grounds for a determination of non-compliance.

Except as provided above, all questions will be answered by the Purchaser and the
guestions and answers (deprived of any means of identification of the questioner) will
be issued in writing to all prospective Offerors. Answers will be provided on a weekly
basis.

The published answers issued by the Purchaser shall be regarded as the
authoritative interpretation of the RFQ, and may lead to a formal amendment to the
RFQ. Such amendment may also contain changes to the language, terms, conditions
and/or specifications of the RFQ. Amendments to the language of the RFQ included
in the answers, and/or the formal RFQ amendment, shall be incorporated by the
Offeror in its offer.

REQUESTS FOR WAIVERS AND DEVIATIONS

Offerors are informed that requests for alteration to, waivers of, or deviations from the
Schedule, the Special Contract Provisions, the Terms and Conditions in the NCI
Agency’s Basic Ordering Agreement, the Technical Specifications, the Statement of
Work and any other Terms and Conditions of the Prospective Contract will not be
considered after the Request for Clarification process.

Requests for alterations to the other requirements, terms or conditions of the RFQ or
the Prospective Contract may only be considered as part of the clarification process
set forth in section 2.6 above. Requests for alterations to the specifications, terms
and conditions of the Contract which are included in a Quotation as submitted may be
regarded by the Purchaser as a qualification or condition of the Quotation and may be
grounds for a determination of non-compliance.

AMENDMENT OF THE RFQ

The Purchaser may revise, amend or correct the terms, conditions and/or
specifications and provisions of the RFQ documents at any time prior to the date set

NATO UNCLASSIFIED
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for the Quotation Closing Date. Any and all modifications will be transmitted to all
prospective Offerors by an official amendment designated as such and signed by the
Contracting Authority. Such amendment shall be recorded in the Acknowledgement
of Receipt which the Offeror shall complete and enclose as part of his quotation. This
process may be part of the clarification procedures set forth in section 2.6 above or
may be an independent action on the part of the Purchaser.

The Purchaser will consider the potential impact of amendments on the ability of
prospective Offerors to prepare a proper quotation within the allotted time. The
Purchaser may extend the " Quotation Closing Date" at his discretion and such
extension will be set forth in the amendment document.

In no case, however, will the closing date for receipt of quotation be less than seven
(7) days from the date of issuance of any amendment to the RFQ.

MODIFICATION AND WITHDRAWAL OF QUOTATION

Quotations, once submitted, may be modified by Offerors, but only to the extent that
the modifications are in writing, conform to the requirements of the RFQ, and are
received by the Purchaser prior to the exact time and date established for Quotation
Closing. Such modifications shall be considered as an integral part of the submitted
bid.

Modifications to quotations which arrive after the Quotation Closing Date will be
considered as "Late Modifications" and will be processed in accordance with the
procedure set forth above concerning "Late Quotation”, except that unlike a "Late
Quotation", the Purchaser will retain the modification until a selection is made. A
modification to a quotation which is determined to be late will not be considered in the
evaluation and selection process. If the Offeror submitting the modification is
determined to be the successful Offeror on the basis of the unmodified quotation, the
modification may then be opened. If the modification makes the terms of the
guotation more favourable to the Purchaser, the modified quotation may be used as
the basis of Contract award. The Purchaser, however, reserves the right to award a
Contract to the apparent successful Offeror on the basis of the quotation submitted
and disregard the late modification.

An Offeror may withdraw his Quotation at any time prior to Quotation Opening without
penalty. In order to do so, an authorised agent or employee of the Offeror must
provide an original statement of the firm's decision to withdraw the Quotation and
remove the Quotation from the Purchaser's premises.

Except as provided in paragraph 2.10.4 (b) below, an Offeror may withdraw his
Quotation after Quotation Opening only by forfeiture of the Quotation Guarantee.

QUOTATION VALIDITY

Offerors shall be bound by the term of their quotation in which the Offeror has
provided a quotation for a period of 6 months starting from the Quotation Closing
Date specified at paragraph 2.3.1.

In order to comply with this requirement, the Offeror shall complete the Certificate of
Quotation Validity set forth in Annex B-3. Quotations offering less than the period of

NATO UNCLASSIFIED
(Releasable to North Macedonia)



2.10.3

2.10.4

2.10.5

2.11
2111

2.11.2

2.11.3

211.4

NATO UNCLASSIFIED
(Releasable to North Macedonia)
RFQ-CO-115009-FIT
Book | — Bidding Instructions
Section Il — General Bidding Instructions

time referred to above for acceptance by the Purchaser may be determined to be
non-compliant.

The Purchaser will endeavour to complete the evaluation and make an award within
the period referred to above. However, should that period of time prove insufficient to
render an award, the Purchaser reserves the right to request an extension of the
period of validity of all quotations which remain under consideration for award.

Upon notification by the Purchaser of such a request for a time extension, the
Offerors shall have the right to:

(a) accept this extension of time in which case Offerors shall be bound by the terms
of their quotation for the extended period of time and the Certificate of Quotation
Validity extended accordingly; or

(b) refuse this extension of time and withdraw the quotation without penalty.

Offerors shall not have the right to modify their quotations due to a Purchaser request
for extension of the quotation validity unless expressly stated in such request.

QUOTATION GUARANTEE

The Offeror shall furnish with its Quotation a guarantee in an amount equal to One
Hundred and Fifty Five Thousand Euros (€ 155,000) only. The Quotation Guarantee
shall be in the form of an irrevocable, unqualified and unconditional Quotation bond,
i.e. Standby Letter of Credit issued by a Belgian banking institution fully governed by
Belgian legislation or issued by a non-Belgian financial institution and confirmed by a
Belgian banking institution fully governed by Belgian legislation. In the latter case
signed original letters from both the issuing institution and the confirming institution
must be provided. The confirming Belgian bank shall clearly state that it will
guarantee the funds, the drawing against can be made by the NCI Agency at its
premises in Belgium. Quotation Guarantees shall be made payable to the Treasurer,
NATO Communications and Information Agency and its legal successor.

Alternatively, an Offeror may elect to post the required Guarantee in cash (via direct
bank deposit) or by certified cheque to be submitted in the Offeror's Quotation
Administration Package in paragraph 3.3. If the latter method is selected, Offerors are
informed that the Purchaser will cash the cheque on the Quotation Closing Date.
Instructions regarding direct bank deposit can be obtained from the designated Point
of Contact indicated in paragraph 2.5.3.1 above.

“Standby Letter of Credit” as used herein, means a written commitment by a Belgian
financial institution either on its own behalf or as a confirmation of the Standby Letter
of Credit issued by a non-Belgian bank to pay all or part of a stated amount of money,
until the expiration date of the letter, upon presentation by the Purchaser of a written
demand therefore. Neither the financial institution nor the Offeror can revoke or
condition the Standby Letter of Credit. The term “Belgian financial institution” includes
non-Belgian financial institutions licensed to operate in Belgium.

The format described in Annex B-16 may be used by the issuing financial institution
to create a Standby Letter of Credit:
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If the Quotation Closing Date is extended after a Offeror’'s financial institution has
issued a Quotation Guarantee, it is the obligation of the Offeror to have such
Quotation Guarantee (and confirmation, as applicable) extended to reflect the revised
Quotation Validity date occasioned by such extension.

Failure to furnish the required Quotation Guarantee in the proper amount, and in the
proper form and for the appropriate duration by the Quotation Closing Date may be
cause for the Quotation to be determined non-compliant.

Quotation Guarantees will be returned to Offerors as follows:

a) to non-compliant Offerors forty-five (45) days after notification by the Purchaser of
a non-compliant Quotation (except where such determination is challenged by the
Offeror; in which case the Quotation Guarantee will be returned forty-five (45) days
after a final determination of non-compliance);

b) to all other unsuccessful Offerors within thirty (30) days following the award of the
Contract to the successful Offeror;

¢) to the successful Offeror upon submission of the Performance Guarantee required
by the Contract or, if there is no requirement for such a Performance Guarantee,
upon contract execution by both parties;

d) pursuant to paragraph 2.10.4. (b).
Quotation Guarantees will be covering the full scope of the implementation.

CANCELLATION OF REQUEST FOR QUOTATIONS

The Purchaser may cancel, suspend or withdraw for re-issue at a later date this RFQ
at any time prior to Contract award. No legal liability on the part of the Purchaser for
payment of any sort shall arise and in no event will any Offeror have cause for action
against the Purchaser for the recovery of costs incurred in connection with
preparation and submission of a quotation in response to this RFQ.

ELECTRONIC TRANSMISSION OF INFORMATION AND DATA

The Purchaser will endeavour to communicate answers to requests for clarification
and amendments to this RFQ to the prospective Offerors by the fastest means
possible, including the use of e-mail where the firms have forwarded the necessary
address information. All Offerors are consequently strongly encouraged to provide
accurate email addressing information and notify the Purchaser at the earliest
practicable date should any changes occur.

Offerors are cautioned that the Purchaser will rely exclusively on electronic mail to
manage all correspondence, amendments, etc., related to this RFQ.
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SECTION IIl - QUOTATION PREPARATION INSTRUCTIONS

3.1
3.11

3.1.2

3.1.3

3.1.4

3.1.5

3.1.6

3.1.7

3.2

GENERAL

Quotations shall be prepared in accordance with the instructions set forth herein.
Failure to comply with these instructions may result in the Offer being declared non-
compliant.

The requirements under this RFQ are compiled in a single Schedule (Schedule A). To
ensure compliance, Offerors shall quote for the Schedule A. Award of the
requirements will be by Schedule and this Schedule may not be subdivided for partial
guotation purposes. The Purchaser shall place one contract to cover the entire scope
of the project.

Quotations and all related documentation shall be submitted in the English language.

Offerors shall prepare a complete quotation which comprehensively addresses all
requirements stated herein. The quotation shall demonstrate the Offeror's
understanding of the RFQ and his ability to provide all the deliverables and services
listed in the Schedule of Supplies and Services (SSS). Quotations which are not
complete will be declared non-compliant.

The Offeror shall not restate the RFQ requirements in confirmatory terms only. The
Offeror must clearly describe what is being offered and how the Offeror will meet all
RFQ requirements. Statements in confirmatory terms will only be sufficient for
determining the bid to be non-compliant.

Offerors shall classify their response in accordance with the classification of the RFQ.

Offerors are advised that the Purchaser reserves the right to incorporate the Offeror’s
Technical Proposal in whole or in part in the resulting Contract.

QUOTATION CONTENT

3.2.1 Offerors shall prepare their quotation in three (3) volumes in the following quantities:

(a) Administrative Envelope (Volume I): The Administrative Envelope shall contain
PDF copies of the Certificates with
physical (non-digital) signatures and a
PDF copy of the Quotation Guarantee as
detailed in section 2.11.

(b) Price Quotation (Volume I1): The Price Quotation shall contain one (1)
email containing the individual files as
described in in section 3.4.

e Annex C to Bidding Instructions —
Bidding Sheets (Excel format)

e Annex C to Bidding Instructions -
Bidding Sheets (PDF format)

NATO UNCLASSIFIED
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e Schedule of Supplies and Services
(Excel Format)

e Schedule of supplies and Services
(PDF format)

(c) Technical Proposal (Volume III): The Offeror shall submit their Technical
Proposal as one (1) email. This email
shall contain one (1) file which addresses
each criterion as described in sections
3.2.3, 3.5, 4.4 and in accordance with the
requirements of section 3.5.2.

o Table of Contents and Cross-
Reference/Compliance Table

. PIP Sections 1 & 2 Project
Overview and Applicable Documents

. PIP Section 3 Project Management
. PIP Section 4 System Design,
Integration and Implementation

. PIP Section 5 Integrated Logistics
Support

. PIP Section 6 Configuration
Management

. PIP Section 7 Quality Assurance
and Control

. PIP Section 8 Documentation

. PIP Section 9 Training

. PIP Section 10 Testing and
Acceptance

. PIP Section 11 Project Master
Schedule

. PIP Section 12 Project Work

Breakdown Structure

. Corporate Experience

. Project Manager CV

o Technical Lead CV

. Purchaser Furnished Equipment
(PFE) Management

No information disclosing or contributing to disclose the quotation price shall be
made part of the Technical Proposal. Failure to abide to this prescription shall
result in the quotation being declared non-compliant.

As part of the Technical Proposal, the Offeror shall provide One (1) unpriced
copy of the Bidding Sheets detailing the breakdown of labour, hours and
equipment.

Documents submitted in accordance with paragraph 3.2.1 above shall be
classified no higher than “NATO UNCLASSIFIED” material.
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3.25 Partial Quotations on a Schedule and/or Quotations containing conditional
statements will be declared non-compliant.

3.2.6 Where no specific format is mandated, electronic quotation documentation shall
be delivered in PDF format without limitations of printing or “copy & paste”. The
Purchaser reserves the right to request native formats electronic files of the
proposal to facilitate the evaluation process.

3.3 PREPARATION OF THE ADMINISTRATIVE ENVELOPE (VOLUME 1)

| 3.3.1 Contents: Required documents submitted by_email, containing one PDF file
comprised of all of the required documents; and one copy of the Quotation
Guarantee submitted directly to the Purchaser Treasury office.

3.3.2 No information disclosing or contributing to disclose the quotation price shall be
made part of the Administration Volume. Failure to abide to this prescription shall
result in the quotation being declared non-compliant.

3.3.3 As explained in section 2.11 and paragraph 3.3.1, the Quotation Guarantee shall
be sent directly to the Purchaser Treasury email address specified in paragraph
2.5.3.2. Additionally, a copy of the Guarantee shall be included in this volume.
Offerors are reminded that the Quotation Guarantee shall reflect any extensions
to the Quotation Validity Date due to extensions in the Quotation Closing Date.

3.34 Volume | shall include the certificates set forth in the Annex to these Bidding
Instructions, signed in the original by an authorised representative of the Offeror.
The text of the certificates must not be altered in any way. The certificates are as

follows:

B-1: Certificate of Legal Name of Offeror

B-2: Certificate of Independent Determination

B-3: Certificate of Quotation Validity

B-4: Certificate of Understanding

B-5: Certificate of Exclusion of Taxes, Duties and Charges

B-6: Acknowledgement of Receipt of RFQ Amendments (if applicable)

B-7: Disclosure of Requirements for NCI Agency Execution of
Supplemental Agreements

B-8: Certification of NATO Member Country of Origin of Delivered
Equipment, Services, Materials and Intellectual Property Rights

B-9: Comprehension and Acceptance of Contract General and Special

Provisions.

B-10: List of Prospective Sub-Contractors / Consortium members

NATO UNCLASSIFIED
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B-11: AQAP 2110 Compliance or 1S0O-9001:2015 Certification. The Offeror
shall attach a copy of the company’s AQAP 2110 compliance or ISO
9001:2015 certification.

B-12: List of Key Personnel.

B-13: Disclosure of Involvement of Former NCI Agency Employment

B-14: Offeror Background IPR

B-15: List of Subcontractor IPR

B-16: Quotation Guarantee- Standby Letter of Credit

B-17: Vendor Supply Chain Security Self-Attestation Statement

Certificate B-7, Disclosure of Requirements for NCI Agency Execution of
Supplemental Agreements, Offerors shall note especially the following:

3.3.4.1.1 If supplemental agreements, such as End-User Certificates or Technical

Assistance Agreements, are required by national regulations, a draft version
of these must be submitted with the Offeror's quote. Supplemental
agreements submitted after the Quotation Closing Date shall not be
considered.

3.3.4.1.2 The terms of supplemental agreements, if necessary, are the Offerors /

Contractors responsibility and shall be totally consistent with the terms of the
(Prospective) Contract, and shall not duplicate, negate, or further interpret
any provisions of this Contract. The terms of the (Prospective) Contract shall
take precedence over the Supplemental Agreement.

3.3.4.1.3 A problem with the supplemental agreement in any of the areas mentioned

3.3.4.2

3.3.4.3

previously in this provision may result in a determination that the Quotation is
not compliant with the terms of the RFQ, and in rejection of the Quotation, or
termination for default of the Contract if the supplemental agreement is
submitted after Contract award.

Certificate B-10, the Contractor shall identify by name, project role, and country
of origin, all sub-contractors whose sub-contract value is expected to equal or
exceed EUR 125,000, if any. A list of consortium members shall also be
completed and included. If there are no sub-contractors/consortium members
involved, the Offeror shall state this separately. The subcontractors listed in this
certificate shall be traceable in the Bidding Sheets.

Certificate B-11 Offerors shall provide documentary evidence that the Offeror
possesses a current certification that is compliant with the requirements of Allied
Quality Assurance Publication (AQAP) 2110, ISO 9001:2015, or an equivalent
QA/QC regime.

3.3.4.3.1 If the Offeror is presenting a QA/QC regime that is claimed to be equivalent

to AQAP 2110 or ISO 9001:2015, the burden of proof of such equivalency
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shall be on the Offeror and such evidence of equivalency shall be submitted
with the Certificate at Annex B-11 in the Administration Package.

3.3.4.3.2 Failure to execute this Certificate, or failure to provide documentary evidence

3.34.4

3.3.5

3.3.5.1

3.4
3.4.1

3.4.2

3.4.3

3.4.4

3.4.5

of compliance with this requirement may result in a determination of a non-
compliant quotation.

Certificate B-17, Offerors are required to read the CONSULTATION,
COMMAND AND CONTROL BOARD (C3B) Technical and Implementation
Directive on Supply Chain Security for COTS CIS Security Enforcing Products.
This Directive may be provided to Offerors requesting the Restricted Documents
Pack. Offerors can request a copy of mentioned Directive through the email listed
in 2.5.3.1.

The Offeror shall send Volume | - Administrative Envelope via email to the
Purchaser’s email address specified in section 2.52: above. This shall consist of
One (1) copy of the Administrative Envelope.

The email provided shall be entitled: RFQ-CO-115009-FIT Official Quotation for
Company Name - Volume | — Administration Envelope where the Administration
Envelope shall be contained.

PREPARATION OF THE PRICE QUOTATION (VOLUME II)

The Offeror shall prepare their Price Proposal by submitting one (1) email containing
the completed Bidding Sheets provided with this RFQ under Book |, Bidding
Instructions Annex C in both Excel and PDF formats. The Offeror shall also propose
an accurate and complete price quotation in completing the Schedule of Supplies and
Services (SSS) as defined in these Bidding Instructions in both Excel and PDF
formats.

The prices provided shall be intended as the comprehensive total price offered for the
fulfilment of all requirements as expressed in the RFQ documentation including but
not limited to those expressed in the SOW.

Offeror shall furnish Firm Fixed Prices for all required items in accordance with the
format set forth in the Instructions for preparation of the Bidding Sheets.

Offerors are responsible for the accuracy of their Price Quotations. Price Quotations
that have apparent computational errors may have such errors resolved in the
Purchaser’s favour or, in the case of gross omissions, inconsistencies or errors, may
be determined to be non-compliant.

Offeror shall quote in their own national currency or in EUR, the host nation currency.
Offeror may also submit Quotations in multiple currencies including other NATO
member states' currencies under the following conditions:

(@) the currency is of a "Participating Country” in the project, and

(b) The Offeror can demonstrate, either through sub-contract arrangements or in
its proposed work methodology, that it will have equivalent expenses in that

NATO UNCLASSIFIED
(Releasable to North Macedonia)

15



3.4.6

3.4.7

3.4.8

3.4.9

3.4.10

3.4.11

3.4.12

NATO UNCLASSIFIED
(Releasable to North Macedonia)
RFQ-CO-115009-FIT
Book | — Bidding Instructions
Section Il — Quotation Preparation Instructions

currency. All major sub-contracts and their approximate anticipated value
should be listed on a separate sheet and included with the Price Quotation.

The Purchaser, by virtue of its status under the terms of Article IX and X of the
Ottawa Agreement, is exempt from all direct taxes (incl. VAT) and all customs
duties on merchandise imported or exported. The Contractor, therefore, shall
certify that the prices stipulated in this Contract do not include amounts to cover
such direct taxes or customs dulties.

The Contractor shall be responsible for ensuring that its respective Sub-
contractors are aware that the Purchaser is exempt from taxes and customs
duties. The Contractor (and its respective Sub-contractors) shall be responsible
for complying with all applicable national and local legal and administrative
procedures to ensure that authorities do not attempt to assess taxes and customs
duties on goods and property imported or exported through NATO member
nation frontiers under this Contract nor assess direct taxation (VAT) on goods
sold to the NCI Agency under this Contract. Offerors are reminded of the
requirement to complete the certification to this effect in Annex B-5.

Unless otherwise specified in the instructions for the preparation of bidding
sheets, all prices quoted in the proposal shall be DDP (Delivered Duty Paid) to
specified destination, in accordance with the International Chamber of Commerce
INCOTERMS 2020 and shall also cover all packaging, packing, preservation,
insurance and transportation charges. Prices quoted shall include all costs for
items supplied and delivered to final destination.

The Offeror’s attention is directed to the fact that Price Quotation shall contain no
document and/or information other than the priced copies of the Bidding Sheets
and SSS. Any other document of a contractual or technical nature will not be
considered for evaluation and may be cause for a determination of non-
compliance by the Purchaser.

When completing the Bidding Sheets, a unit price and total fixed price for each
specified element needs to be supplied on each CLIN line item. Offerors are
required to insert price information in all cells marked in yellow in the Bidding
Sheets. Prices should not be grouped. The prices and quantities entered on the
document shall reflect the total items required to meet the contractual
requirements. The total price shall be indicated in the appropriate columns and in
the currency quoted. If the price of a line item is expressed in different currencies,
these shall be identified, and there shall be as many totals on that line item as
there are currencies. In preparing the Price Quotation, Offeror shall ensure that
the prices of the Sub-items total the price of the major item of which they
constitute a part. The accuracy of the inputs of the Bidding Sheets is the
responsibility of the Offeror. The Purchaser in its favour may resolve ambiguous
computation of prices.

The Offeror shall furnish Firm Fixed Price quotations, for all proposed items.
Partial quotations shall be rejected.

The Offeror understands that there is no obligation under this Contract for the
Purchaser to exercise an optional increase of the quantities set forth in any line
NATO UNCLASSIFIED
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items, and that the Purchaser bears no liability should it decide not to exercise
such Option. Furthermore, the Purchaser reserves the right to order another
contractor through a new contract with other conditions for the additional
guantities of any line item it might need.

The Contractor shall be liable for all other taxes, assessments, fees, licences,
administrative charges or other Government assessments or charges which are
applicable to the performance of this Contract. It is the Contractor's responsibility
to inform itself of its liability in each country where such liability may arise.

Price Proposals exceeding the deadlines for delivery and completion of works
indicated in the Schedule of Supplies and Services may be declared non-
compliant.

The Offeror shall identify for each CLIN all significant sub-contractors and provide
required information about their prospective sub-contractors whose estimated
value of the subcontract is expected to equal or exceed EUR 125,000 using the
“List of Prospective Sub-Contractors” form attached to Book | Annex B-10.

The Offeror shall separately price the cost of Warranty. Zero values or the
statement that the Quotation price includes the cost of warranty are not allowed.

The Offeror shall send Volume Il - Pricing Envelope via email to the Purchaser’s
email address specified in paragraph 2.52: above. This shall consist of One (1)
copy of the Pricing Envelope.

3.4.17.1 The email provided shall be entitled: RFQ-CO-115009-FIT Official Quotation for

3.5
3.5.1

3.5.2

3.5.21

3.5.2.2

Company Name - Volume Il — Price Quotation where the Pricing Envelope shall
be contained.

PREPARATION OF THE TECHNICAL PROPOSAL (VOLUME IlI)

The Offeror shall submit their Technical Proposal as one (1) email. This email shall
contain one (1) file which addresses each criterion as described in paragraphs 3.2.3,
3.5, 4.4 and in accordance with the requirements of section 3.5.2

The Technical Proposal package shall include the following:

Table of Contents. Offeror shall compile a detailed Table of Contents which lists
not only section headings but also major sub-sections, and topic headings
required set forth in these Instructions or implicit in the organisation of the
Technical Proposal.

Cross-Reference/Compliance Table. The Offeror shall include the completed
Technical Proposal Cross-Reference Table at Annex E of Book I. The Offeror
shall complete the Column marked “QUOTATION REFERENCE” of the Table,
citing the appropriate section of the Technical Proposal that corresponds to each
paragraph of these Instructions for the Preparation of the Technical Proposal.
The completed Table serves as an index for the Purchaser's Technical
Evaluation Panel and also as an aide memoire to the Offeror to ensure that all
the required information has been provided in the Technical Proposal.
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3.5.2.3 Project Implementation Plan (PIP). The Offeror shall submit a preliminary Project

Implementation Plan in accordance with the requirements of Section 3 of the
Statement Of Work (SOW) for the Forensics and Investigative Tools (FIT) (Book
Il Part 1V), which clearly describes how the Offeror intends to implement the
totality of the project in compliance with the contractual requirements and the
following specific requirements.

3.5.23.1

3.5.2.3.2

3.5.2.3.3

PIP_Section 1 — Project Overview: The Offeror shall provide the Project

Overview which shall provide an executive summary overview of the offered
capability. The Project Overview shall also summarise the main features of
each of the sections of the Technical Proposal and shall indicate in broad
detail how the Project will be executed during the full lifetime of the Project.

PIP_Section 2 — Applicable Documents: listing all documents or standards
referenced by the other sections of the PIP.

PIP_Section 3 — Project Management Plan (PMP): defining how the Offeror
intends to manage this project from contract signature through to Final
System Acceptance and throughout any warranty periods.

3.5.2.3.3.1 The PMP shall consider all aspects of project management and control detailed
in the section 3.2.4 of the SOW and demonstrate how all the critical dates defined
in the contract will be met.

3.5.2.34

3.5.2.35

3.5.2.3.6

PIP_Section 4 — System Design and Implementation: The Offeror shall
describe how the FIT capability and underlying components will be
implemented with sufficient technical detail for the Purchaser to determine
compliance with the SOW. For this purpose the Offeror shall provide in its
Quotation a draft System Design Specification (SDS) which shall
demonstrate compliance with the Requirements as specified under section 4
of the SOW and indicate how the components and quantities of equipment
and licenses in the SSS are to be deployed.

PIP_Section 5 — Integrated Logistics Support: The Offeror shall describe the
Integrated Logistics Support (ILS) aspects of the Quotation including an
exhaustive description of the proposed Integrated Logistics Support offering.
This description shall address, with an adequate level of details, the
following: Contractor's ILS Organisation, Roles, Responsibilities and
Procedures; Maintenance Concept; LSA & RAMT; Technical Documentation
and Data, Supply Support, Support and Test Equipment Lists; Training,
including Manpower and Personnel Requirements; Planning and execution
of Packaging, Handling, Storage and Transportation; Warranty; and Planning
of Supply Chain Security as set forth in section 5 of the SOW and in
accordance with the applicable Standards and Specifications required in
SOW section 2. The description shall provide sufficient evidence to confirm
that the Offeror will be able to meet the timelines in accordance with the
requirements of the Schedule of Supplies and Services and the SOW.

PIP Section 6 — Configuration Management: In this Section, the Offeror shall
describe how it can meet the Configuration Management requirements as
specified in section 3.2.7 and section 7 of the SOW. In conformance with the
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required Standards and Specifications required in SOW section 2, this shall
include a description of the unique Configuration Management framework,
Baselines, the Product Lifecycle Management (PLM) tool, and the
Configuration Management DataBase (CMDB).

PIP_Section 7 — Quality Assurance and Control: The Offeror shall describe
the Quality Assurance and Control aspects of their proposal including how
the contents of SOW section 3.2.8 and SOW section 6 shall be met
alongside adherence to the applicable Standards and Specifications required
in SOW section 2. The description shall include the general processes,
methods and procedures in place in the Contractor organization to deliver
quality work, artefacts, studies and documents as required in the SOW,
including sub-Contractors and COTS elements management and integration.

PIP_Section 8 — Documentation: Here, the Offeror shall describe their
Documentation Pack and proposed Project Portal as required in SOW
section 3 and in accordance with applicable Standards and Specifications
detailed on SOW section 2 (including but not limited to 1ISO9001:2015). The
Contractor shall provide details on when and how the documents will be
delivered.

PIP Section 9 — Training: The Offeror shall in this section demonstrate how it
can meet the Training requirements as specified in section 3.2.10 and
section 5.6 of the SOW.

PIP Section 10 — Testing and Acceptance: The Offeror shall in this section
demonstrate how it can meet the FIT testing requirements and its
methodology for conducting all related activities as detailed in section 2,
section 3.2.11, section 4.13, section 5 and section 8 of the SOW. This
includes the development of all test documentation required under this
Contract, the conduct of all testing, the evaluation and documentation of the
tests results by an Independent Verification and Validation (IV&V) as
specified in section 2, section 3.2.11, section 4.13, section 5 and section 8 of
the SOW.

PIP_Section 11 — Project Master Schedule (PMS): that shall contain all
contract events and milestones for the Project. As described in section
3.2.12 of the SOW, the PMS shall show all contractual deliverables, their
delivery dates, and the tasks associated with them, including the Purchaser’s
review stages. The PMS shall for each task identify the start and finish dates,
duration, predecessors, constraints, and resources. The PMS shall provide
network, milestone, and Gantt views, and identify the critical path for the
overall project. Any PMS which does not align with the dates provided in the
SSS may be determined to be non-compliant.

PIP Section 12 — Project Work Breakdown Structure (WBS): that shall
contain the critical work elements (tasks) of the project and illustrate their
relationships to each other and to the project as a whole, as described in
section 3.2.13 of the SOW.
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3.5.24 Corporate Experience: The Offeror shall provide at least one (1) executive

summary describing the successful delivery of a similar project in a similar
environment during the last five (5) years. For each project, the Contractor shall
describe:

3.5.24.1

3.5.2.4.2

The domain or area (ideally the customer name), the size (contract value
range), duration and challenges encountered with remediation;

The scope of work, demonstrating its capability to implement Forensic
Capabilities similar to the requirements defined in section 4.1 to 4.6 of the
Statement of Work.

3.5.25 Key Personnel CVs: The Offeror shall provide the CV of the proposed Project

manager and the Technical Lead.

35251

3.5.2.5.2

For the Project Manager, the Offeror shall provide details about the
qualifications, evidence of six (6) years’ experience of successfully delivering
requirements of a similar scope, duration, complexity and value and
experience of applying formal project management methodologies (such as
PRINCE2).

For the Technical Lead, the Offeror shall provide details about the
qualifications, evidence of seven (7) years’ experience in engineering
positions associated with the review, design, development, evaluation,
planning and operation of electrical or electronic components, subsystems,
or systems for government or commercial use, membership of a recognised
professional body and evidence of three (3) years’ experience in system
design and integration of networking and communication component parts
similar to those detailed in the Statement of Work.

3526 Purchaser Furnished Equipment (PFE) Management: in accordance with SOW

section 4.8, the Offeror shall provide details on its approach to preventing
projects from stalling following delay in the provision of PFE.

3.5.3 The Offeror shall send Volume Ill — Technical Envelope via email to the
Purchaser’s email address specified in paragraph 2.52: above. This shall consist of
One (1) copy of the Technical Envelope and One (1) unpriced copy of the Bidding
Sheets as per paragraph 3.2.3 above.

3.5.3.1 The email provided shall be entitled: RFQ-CO-115009-FIT Official Quotation for

Company Name - Volume IIl — Technical Proposal where the Technical Envelope
shall be contained.

NATO UNCLASSIFIED
(Releasable to North Macedonia)

20



NATO UNCLASSIFIED
(Releasable to North Macedonia)
RFQ-CO-115009-FIT
Book | — Bidding Instructions
Section IV — Quotation Evaluation

SECTION IV - QUOTATION EVALUATION

4.1
41.1

4.1.2

41.3

41.4

4.1.5

4.1.6

4.1.7

41.8

GENERAL

The evaluation of Quotations will be made by the Purchaser solely on the basis of
the requirements in this RFQ.

The evaluation of Quotations and the determination as to the compliance or
technical adequacy of the supplies and services offered will be based only on that
information furnished by the Offeror and contained in its Quotation. The Purchaser
shall not be responsible for locating or securing any information which is not included
in the Quotation.

To ensure that sufficient information is available, the Offeror shall furnish with its
Quotation all information appropriate to provide a complete description of the work
which will be performed and/or the supplies to be delivered. The information
provided shall be to a level of detail necessary for the Purchaser to determine
exactly what the Offeror proposes to furnish and whether the offer meets the
technical, administrative and contractual requirements of this RFQ. Significant
omissions and/or cursory submissions may result in a determination of non-
compliance without recourse to further clarification.

During the evaluation, the Purchaser may request clarification of the Quotation from
the Offeror, and the Offeror shall provide sufficient detailed information in connection
with such requests as to permit the Purchaser to make a final determination based
upon the facts. The purpose of such clarifications will be to resolve ambiguities in the
Quotation and to permit the Offeror to state its intentions regarding certain
statements contained therein. The Offeror is not permitted any cardinal alteration of
the Quotation regarding technical matters and shall not make any change to its price
guotation at any time nor restate the Statement of Work (SOW).

The Offeror's prompt response to the Purchaser's RFQ clarification requests is
important and therefore failure to provide the requested clarifications within the time-
limits set forth in the specific Clarification Requests may cause the Quotation to be
deemed non-compliant.

The evaluation will be conducted in accordance with the Use of Basic Ordering
Agreements (BOAs) by the NATO Communications and Information Agency (NCI
Agency) set forth in the NATO document AC/4-D(2019)0004 (INV).

The administrative compliance of the Quotations will be evaluated first. Quotations
that are declared administratively non-compliant may be rejected without further
evaluation. Following evaluation for administrative compliance, evaluation will be
carried out in the following two areas: Volume Il - Price, Volume IlI- Technical.
Should areas of Administrative non-compliance be identified in the Pricing or
Technical evaluation this shall be treated in accordance with section 4.2 below.

All administrative compliant Quotations will be reviewed for price compliancy and the
identified lowest offer will be reviewed for technical compliance. Any Contract
resulting from this RFQ will be awarded to the Offeror whose offer, as evaluated by
the Purchaser, is the lowest priced, technically compliant quotation and in
compliance with the requirements of this RFQ.
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ADMINISTRATIVE CRITERIA

Prior to commencement of the Price and Technical evaluation, Quotations will be
reviewed for compliance with the Quotation Submission Requirements of this RFQ.
These are as follows:

(@) The Quotation was received by the Quotation Closing Date and Time,
(b)  The Quotation was packaged and marked properly (Paragraphs. 3.2 to 3.3),

(c) The Administrative Package containing the Quotation Guarantee is in the
proper value amount, in the proper form and valid for the established length of
time.

(d) The Administrative Package contains all the requested signed originals of the
required Certificates at Annex B hereto (Paragraph 3.3).

(e) The Quotation is provided in the English language.

A Quotation that fails to conform to the above requirements may be declared non-
compliant and may not be evaluated further by the Purchaser.

If it is discovered, during either the Price or Technical evaluation, that the Offeror
has taken exception to the Terms and Conditions of the Prospective Contract, or has
gualified and/or otherwise conditioned its Quotation on a modification or alteration of
the Terms and Conditions or the language of the Statement of Work, the Offeror
may be determined to have submitted a non-compliant Quotation.

PRICE CRITERIA

The Offeror’'s Price Quotation will be first assessed for compliance against the
following standards:

The Price Quotation meets the requirements for preparation and submission of
the Price Quotation set forth in the Quotation Preparation Section and the
Instructions for preparation of the Bidding Sheets (Annex C) in particular.

The Offeror has furnished Firm Fixed Prices for all items listed. Not having
provided a price for all items as required per the Bidding sheets, i.e. to fill out all
yellow fields, may render the Quotation non-compliant. Prices cannot be
embedded/included in other prices.

All pricing data, i.e., quantities, unit prices, has been provided as reflected in the
Bidding Sheets.

Quotation prices include all costs for items supplied, delivered, and supported.

All prices have been accurately entered into appropriate columns and accurately
totalled.

The Offeror has provided accurate unit prices (where required) and a total price
for each line item.
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The Offeror has provided accurate unit prices and a total price of each of the sub-
items it added (if any).

The currency of all line items has been clearly indicated.

The Offeror has quoted in its own national currency or in the Host Nation
currency, Euros. Where multiple currencies including other NATO member states'
currencies are quoted, the conditions of Section Ill, Paragraph 3.4.5 shall be met.

The Offeror has indicated that in accordance with the treaties governing the
terms of business with NATO, it excluded from its prices all taxes, duties and
customs charges from which the Purchaser has been exempted.

Price quotes for each individual item(s), and totalled prices are accurate and
realistic (based on historic data, and/or market and competitive trends in the
specified industrial sector(s)).

Detailed pricing information has been provided and is adequate, accurate,
traceable, and complete.

The Price Quotation meets requirements for price realism as described below in
Paragraph 4.3.5.

A Quotation which fails to meet the compliance standards defined in this section
may be declared non-compliant and may not be evaluated further by the
Purchaser.

Basis of Price Comparison to determine lowest compliant Quotation

The Purchaser will convert all prices quoted into EURO for purposes of
comparison and computation of price scores. The exchange rate to be utilised by
the Purchaser will be the average of the official buying and selling rates of the
European Central Bank at close of business on the last working day preceding
the Quotation Closing Date.

The price comparison will be based on the Offered Grand Total Firm Fixed Price
which includes all CLINs in the Bidding Sheets.

Inconsistencies and discrepancies in Quotation price quotation. In case of
inconsistencies, discrepancies and/or contradictory pricing information in the
different parts of the Quotation price submission and notwithstanding the
possibility for the Purchaser, at its sole discretion to obtain clarification from the
Offeror, for the purpose of determining the total price of the Quotation, the
following order of precedence shall apply:

PDF copy of the completed Bidding Sheets

4.3.4.1.1  Schedule of Supplies and Services Total to be Evaluated Quotation Price as

indicated by the Offeror

4.3.4.1.2 Total of the Quotation calculated from the indicated Total Prices(s) indicated

per CLIN(s)
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4.3.4.2 Microsoft Excel copy of the completed Bidding Sheets

4.3.4.2.1 Schedule of Supplies and Services Total to be Evaluated Quotation Price as
indicated by the Offeror
4.3.4.2.2 Total of the Quotation calculated from the indicated Total Prices(s) indicated
per CLIN(s)
4.3.5 Price Realism

4351 Should an Offeror submit a price quotation so low that it is not a realistic
reflection of the objective cost of performance of the associated technical
proposal, this may be considered by the Purchaser to be an unrealistic offer and
may be determined to be non-compliant.

4352 Indicators of an unrealistically low Quotation may include, but are not limited to,
the following:
4.35.2.1 Labour Costs that, when amortised over the expected or proposed direct

labour hours, indicate average labour rates far below those prevailing in the
Offeror locality for the types of labour proposed.

4.3.5.2.2 Direct Material costs that are considered to be too low for the amounts and
types of material proposed, based on prevailing market prices for such
material.
4.3.5.2.3 Numerous Line Item prices for supplies and services that are provided at no
cost or at nominal prices.
4353 If the Purchaser has reason to suspect that a Offeror has artificially debased its

prices in order to secure contract award, the Purchaser will request clarification of
the Quotation in this regard and the Offeror shall provide explanation on one of
the following basis:

4.3.53.1

4.3.5.3.2

4.3.5.3.3

An error was made in the preparation of the Price Quotation. In such a case,
the Offeror must document the nature of the error and show background
documentation concerning the preparation of the Price Quotation that makes
a convincing case that a mistake was made by the Offeror. In such a case,
the Offeror shall petition the Purchaser to both remain in the competition and
accept the Contract at the offered price, or to withdraw from the competition.

The Offeror has a competitive advantage due to prior experience or
industrial/technological processes that demonstrably reduce the costs of
Offeror performance and therefore the price offered is realistic. Such an
argument must support the technical proposal offered and convincingly and
objectively describe the competitive advantage and the net savings achieved
by this advantage over standard market practices and technology.

The Offeror recognises that the submitted Price Quotation is unrealistically
low compared to its cost of performance and, for business reasons, the
Offeror is willing to absorb such a loss. Such a statement can only be made
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by the head of the business unit submitting the Quotation and will normally
be made at the level of Chief Operating Officer or Chief Executive Officer. In
such a case, the Offeror shall estimate the potential loss and show that the
financial resources of the Offeror are adequate to withstand such reduction in
revenue

If an Offeror fails to submit a comprehensive and compelling response on one of
the basis above, the Purchaser may determine the Quotation submitted as non-
compliant. If the Offeror responds on the basis of the above and requests to
withdraw from the competition, the Purchaser may, depending on the nature and
gravity of the mistake, allow the Offeror to withdraw.

If the Purchaser accepts the Offeror's explanation of mistake in Paragraph
4.3.5.3.1 and allows the Offeror to accept the Contract at the offered price, or the
Purchaser accepts the Offeror's explanation pursuant to Paragraph 4.3.5.3.3
above, the Offeror shall agree that the supporting pricing data submitted with its
Quotation will be incorporated by reference in the resultant Contract. The Offeror
shall agree as a condition of Contract signature, that the pricing data will be the
basis of determining fair and reasonable pricing for all subsequent negotiations
for modifications of or additions to the Contract and that no revisions of proposed
prices will be made.

If the Offeror presents a convincing rationale pursuant to Paragraph 4.3.5.3.2
above, no additional action will be warranted. The Purchaser, however, reserves
its right to reject such an argument if the rationale is not compelling or capable of
objective analysis. In such a case the Quotation may be determined to be non-
compliant.
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4.4 TECHNICAL CRITERIA

44.1 Upon determination of the lowest-priced Quotation as described above, the
Quotation shall be evaluated to confirm compliance with the following technical
criteria associated with the respective sections of the Technical Proposal.

4.4.2 1) Technical Proposal Table of Contents and Cross Reference Compliance
Matrix

4421 Aim — The purpose of this criterion is to ensure the Offeror has provided a
Technical Proposal containing a Table of Contents and Cross
Reference/Compliance Table.

4422 Criterion — The Offeror shall ensure that its Technical Proposal includes and a
Table of Contents and Cross Reference/Compliance Table which meets the
requirements specified in the Document References below.

4423 Document References
4.4.2.3.1 Bidding Instructions 3.5.2.1
4.4.2.3.2  Bidding Instructions 3.5.2.2
4.4.2.3.3 Bidding Instructions Annex E
4424 Pass/Fail Criteria

44241 Pass — The Offeror’s Technical Proposal has provided a Table of Contents
and Cross Reference/Compliance Table which meets the requirements
specified in the Document References above.

4.4.2.42 Fail — The Offeror’s Technical Proposal has not provided a Table of Contents
and or a Cross Reference/Compliance Table which meets the requirements
specified in the Document References above.

443 2) PIP Sections 1 and 2

443.1 Aim — The purpose of this criterion is to ensure the Offeror has provided a
Technical Proposal containing a Project Overview (PIP Section 1) and a list of
documents/standards used in the PIP (PIP Section 2).

4432 Criterion — The Offeror shall ensure that its Technical Proposal includes a
Project Overview and list of documents/standards used in the PIP which meets
the requirements specified in the Document References below.

4.4.3.3 Document References
4.4.3.3.1 Bidding Instructions 3.5.2.3.1
4.4.3.3.2 Bidding Instructions 3.5.2.3.2
4434 Pass/Fail Criteria

4.43.4.1 Pass — The Offeror's Technical Proposal has provided a Project Overview
and list of documents/standards used in the PIP which meets the
requirements specified in the Document References above.
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4.4.3.42 Fail — The Offeror’s Technical Proposal has not provided a Project Overview

4.4.4
4.4.4.1

4.4.4.2

4.4.4.3

and or a list of documents/standards used in the PIP which meets the
requirements specified in the Document References above.

3) Project Management

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror’s approach to delivering the Project Management requirements of the
Project Management Plan (PMP).

Criterion — At no longer than ten (10) pages in length, the Offeror shall provide a
PIP section 3 Project Management Plan explaining how the requirements
specified in the Document References below shall be met.

Document References

4.4.43.1 Bidding Instructions 3.5.2.3.3
44432 SOW3.24

4444

Pass/Fail Criteria

44441 Pass — The Offeror's Technical Proposal contains a PIP section 3 which

clearly explains how the requirements specified in the Document References
above shall be met by the Offeror.

4.4.4.42 Fail — The Offeror has not submitted a response to this criterion, or the

445
4451

4452

4453

Offeror’s Technical Proposal does not contain a PIP section 3 explaining how
the requirements specified in the Document References above shall be met
by the Offeror.

4) System Design, Integration and Implementation

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror's approach to delivering the System Design, Integration and
Implementation requirements of the Project Implementation Plan (PIP).

Criterion — At no longer than fifteen-thirty (43530) pages in length, the Offeror
shall provide a PIP section 4 and System Design Specification explaining how the
requirements specified in the Document References below shall be met.

Document References

4.453.1 Bidding Instructions 3.5.2.3.4
44532 SSS CLIN 3 andCLIN 4
44533 SOW 3.25

44534 SOW 4.2-4.6

4454

Pass/Fail Criteria

44541 Pass — The Offeror's Technical Proposal contains a PIP section 4 which

clearly explains how the requirements specified in the Document References
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above shall be met by the Offeror. The Offeror PIP section 4 clearly
demonstrates how the work under PIP section 4 shall be delivered; indicates
how the components and quantities of equipment and licences in the SSS,
alongside the four Forensic Capabilities (OCF, SCF, and PRADE) as well as
how the corresponding software and services are deployed in the Offeror’s
design.

44542 Fail — The Offeror has not submitted a response to this criterion, or the

4.4.6
44.6.1

4.4.6.2

4.4.6.3

Offeror’s Technical Proposal does not contain a PIP section 4 explaining how
the requirements specified in the Document References above shall be met
by the Offeror.

5) Integrated Logistics Support (ILS)

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror's approach to delivering the ILS requirements of the Project
Implementation Plan (PIP).

Criterion — At no less than ten (10) pages and not more than thirty (30) pages in
length, the Offeror shall provide a PIP section 5 explaining how the requirements
specified in the Document References below shall be met.

Document References

4.4.6.3.1 Bidding Instructions 3.5.2.3.5
44632 SOW 3.2.6

44633 SOWS5.1

44634 SOWA5.2

44635 SOW5.3

44636 SOW5.4

44637 SOWS55

44638 SOW5.7

44639 SOW5.8

446.4

Pass/Fail Criteria

4.46.4.1 Pass — The Offeror's Technical Proposal contains a PIP section 5 which

clearly explains how the requirements specified in the Document References
above shall be met by the Offeror.

4.4.6.42 Fail — The Offeror has not submitted a response to this criterion, or the

Offeror’s Technical Proposal does not contain a PIP section 5 explaining how
the requirements specified in the Document References above shall be met
by the Offeror.
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6) Configuration Management

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror’s approach to delivering the Configuration Management requirements of
the Project Implementation Plan (PIP).

Criterion — At no less than three (3) pages and not longer than ten (10) pages in
length, the Offeror shall provide a PIP section 6 explaining how the requirements
specified in the Document References below shall be met.

Document References

4.4.7.3.1 Bidding Instructions 3.5.2.3.6
44732 SOW 3.2.7
44733 SOW7.4-7.13

4.4.7.4

Pass/Fail Criteria

44741 Pass — The Offeror's Technical Proposal contains a PIP section 6 which

clearly explains how the requirements specified in the Document References
above shall be met by the Offeror.

4.4.7.42 Fail — The Offeror has not submitted a response to this criterion, or the

4.4.8
4481

4482

4.4.8.3

Offeror’s Technical Proposal does not contain a PIP section 6 explaining how
the requirements specified in the Document References above shall be met
by the Offeror.

7) Quality Assurance and Control

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror’s approach to delivering the Quality Assurance and Control requirements
of the Project Implementation Plan (PIP).

Criterion — At not less than three (3) pages and not longer than ten (10) pages in
length, the Offeror shall provide a PIP section 7 explaining how the requirements
specified in the Document References below shall be met.

Document References

4.4.8.3.1 Bidding Instructions 3.5.2.3.7
44832 SOW 3.2.8

44833 SOWG6.3

44834 SOW 6.4

4484

Pass/Fail Criteria
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44841 Pass — The Offeror's Technical Proposal contains a PIP section 7 which

clearly explains how the requirements specified in the Document References
above shall be met by the Offeror.

4.4.8.42 Fail — The Offeror has not submitted a response to this criterion, or the

4.4.9
449.1

4.4.9.2

4.4.9.3

Offeror’s Technical Proposal does not contain a PIP section 7 explaining how
the requirements specified in the Document References above shall be met
by the Offeror.

8) Documentation

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror's approach to delivering the Documentation and Project Portal
requirements of the Project Implementation Plan (PIP).

Criterion — At no longer than ten (10) pages in length, the Offeror shall provide a
PIP section 8 explaining how the requirements specified in the Document
References below shall be met.

Document References

4.4.9.3.1 Bidding Instructions 3.5.2.3.8
44932 SOW 3.2.9
44933 SOW 3.6

4494

Pass/Fail Criteria

4.4.9.4.1 Pass — The Offeror's Technical Proposal contains a PIP section 8 which

clearly explains how the requirements specified in the Document References
above shall be met by the Offeror.

4.4.9.42 Fail — The Offeror has not submitted a response to this criterion, or the

4.4.10
4.4.10.1

4.4.10.2

4.4.10.3

Offeror’s Technical Proposal does not contain a PIP section 8 explaining how
the requirements specified in the Document References above shall be met
by the Offeror.

9) Training

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror's approach to delivering the Training requirements of the Project
Implementation Plan (PIP).

Criterion — At no longer than five (5) pages in length, the Offeror shall provide a
PIP section 9 explaining how the requirements specified in the Document
References below shall be met.

Document References

4.4.10.3.1 Bidding Instructions 3.5.2.3.9
4.410.3.2 SOW 3.2.10
4.4.10.3.3 SOW 5.6 in the context of SOW 5.

44104

Pass/Fail Criteria
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4.4.10.4.1 Pass — The Offeror's Technical Proposal contains a PIP section 9 which

clearly explains how the requirements specified in the Document References
above shall be met by the Offeror.

4.4.10.4.2 Fail — The Offeror has not submitted a response to this criterion, or the

4411
44111

4.4.11.2

44113

Offeror’s Technical Proposal does not contain a PIP section 9 explaining how
the requirements specified in the Document References above shall be met
by the Offeror.

10) Testing and Acceptance

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror’s approach to delivering the Testing and Acceptance requirements of the
Project Implementation Plan (PIP).

Criterion — At no longer than twenty (20) pages in length, the Offeror shall
provide a PIP section 10 explaining how the requirements specified in the
Document References below shall be met.

Document References

4.4.11.3.1 Bidding Instructions 3.5.2.3.10
441132 SOW 3.2.11
4.4.11.3.3 SOW 8.1.13
4.4.11.3.4 SOW 8.3.28

44.11.4

Pass/Fail Criteria

4.4.11.41 Pass — The Offeror's Technical Proposal contains a PIP section 10 which

clearly explains how the requirements specified in the Document References
above shall be met by the Offeror.

4.4.11.4.2 Fail — The Offeror has not submitted a response to this criterion, or the

4412
44121

44122

44123

Offeror’'s Technical Proposal does not contain a PIP section 10 explaining
how the requirements specified in the Document References above shall be
met by the Offeror.

11) Project Master Schedule (PMS)

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror's approach to delivering the PMS requirements of the Project
Implementation Plan (PIP) by the dates provided in the Schedule of Supplies and
Services (SSS).

Criterion — The Offeror shall provide PIP section 11 containing a preliminary
PMS and explain how the requirements and deadlines specified in the Document
References below shall be met.

Document References

4.4.12.3.1 Bidding Instructions 3.5.2.3.11
4.4.12.3.2 SSS (column J “Delivery Schedule”)
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4.4.12.33 SOW3.2.12

44124

Pass/Fail Criteria

4.4.12.4.1 Pass — The Offeror's Technical Proposal contains a PIP section 11 which

provides a preliminary PMS clearly explaining how the requirements
specified in the Document References above shall be met and delivered by
the Offeror by the dates provided in the SSS.

4.4.12.4.2 Fail — The Offeror has not submitted a response to this criterion, or the

4.4.13
44131

4.4.13.2

4.4.13.3

Offeror’s Technical Proposal does not contain a PIP section 11 which
provides a preliminary PMS clearly explaining how the requirements
specified in the Document References above shall be met and delivered by
the Offeror by the dates provided in the SSS.

12) Project Work Breakdown Structure (WBS)

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror's approach to delivering the WBS requirements of the Project
Implementation Plan (PIP) by the dates provided in the Schedule of Supplies and
Services (SSS).

Criterion — The Offeror shall provide PIP section 12 containing a preliminary
WBS and explain how the requirements and deadlines specified in the Document
References below shall be met.

Document References

4.4.13.3.1 Bidding Instructions 3.5.2.3.12
4.4.13.3.2 SSS (column J “Delivery Schedule”)
4.4.13.3.3 SOW 3.2.13

44134

Pass/Fail Criteria

4.413.4.1 Pass — The Offeror's Technical Proposal contains a PIP section 12 which

provides a preliminary WBS clearly explaining how the requirements
specified in the Document References above shall be met and delivered by
the Offeror by the dates provided in the SSS.

4.4.13.4.2 Fail — The Offeror has not submitted a response to this criterion, or the

4.4.14
44141

4.4.14.2

Offeror's Technical Proposal does not contain a PIP section 12 which
provides a preliminary WBS clearly explaining how the requirements
specified in the Document References above shall be met and delivered by
the Offeror by the dates provided in the SSS.

13) Corporate Experience

Aim — The purpose of this criterion is to provide confidence to the Purchaser that
the Offeror has the necessary corporate experience of delivering successfully
similar requirements to those in section 4.1 to 4.6 in the Statement of Work
(sow).

Criterion — At no longer than two (2) pages in length, the Offeror shall detail its
corporate experience of delivering similar requirements (as a prime or
subcontractor) in a similar environment in the last five (5) years.
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4.414.3 Document References
4.4.14.3.1 Bidding Instructions 3.5.2.4
441432 SOW4.1t04.6

4.4.14.4 Pass/Fail Criteria

4.4.14.4.1 Pass — The Offeror’s Technical Proposal contains at least one (1) example of
successfully delivering a similar requirement in a similar environment (as a
prime or subcontractor) in the last five (5) years.

4.4.14.4.2 Fail — The Offeror has not submitted a response to this criterion, or the
Offeror’s Technical Proposal does not demonstrate any previous experience
in delivering similar requirements (as a prime or subcontractor) in a similar
environment in the last five (5) years.

4.4.15 14) Project Manager’s Experience

4.4.15.1 Aim — The purpose of this criterion is to provide confidence to the Purchaser that
the Offeror’'s Project Manager has the necessary experience in managing similar
projects and can meet the requirements defined in the Statement of Work.

4.4.15.2 Criterion — At no longer than two (2) pages in length, the Offeror shall provide a
CV for their offered Project Manager detailing their individual experience in
accordance with the requirements specified in the Document Reference below.

4.4.15.3 Document Reference
4.4.15.3.1 Bidding Instructions 3.5.2.5.1
441532 SOW 3.1.2.7

4.4.15.4  Pass/Fail Criteria

4.4.15.4.1 Pass — The Offeror’s Technical Proposal contains a Project Manager's CV
which clearly explains how the requirements specified in the Document
Reference above shall be met by the Offeror.

4.4.15.4.2 Fail — The Offeror has not submitted a response to this criterion, or the
Offeror’s Technical Proposal does not contain a Project Manager's CV which
clearly explains how the requirements specified in the Document Reference
above shall be met by the Offeror.

4.4.16 15) Technical Lead’s Experience

4.4.16.1 Aim — The purpose of this criterion is to provide confidence to the Purchaser that
the Offeror's Technical Lead has the necessary experience of delivering similar
requirements and can meet the requirements defined in the Statement of Work.

4.4.16.2 Criterion — At no longer than two (2) pages in length, the Offeror shall provide a
CV for their offered Technical Lead detailing their individual experience in
accordance with the requirements specified in the Document Reference below.

44.16.3 Document Reference
4.4.16.3.1 Bidding Instructions 3.5.2.5.2
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4.4.16.3.2 SOW 3.1.2.8

4.4.16.4

Pass/Fail Criteria

4.4.16.4.1 Pass — The Offeror's Technical Proposal contains a Technical Lead’s CV

which clearly explains how the requirements specified in the Document
Reference above shall be met by the Offeror.

4.4.16.4.2 Fail — The Offeror has not submitted a response to this criterion, or the

4.4.17
44171

4.4.17.2

4.4.17.3

Offeror’'s Technical Proposal does not contain a Technical Lead’s CV which
clearly explains how the requirements specified in the Document Reference
above shall be met by the Offeror.

16) Purchaser Furnished Equipment (PFE) Management

Aim — The purpose of this criterion is for the Purchaser to understand the
Offeror’s approach to preventing projects from stalling and mitigate losses/costs
following delay in the provision of PFE.

Criterion — At no longer than two (2) pages in length, the Offeror shall detail its
corporate approach to proactively progressing and meeting the
aims/requirements of projects and mitigating losses/costs following delays in
providing PFE.

Document Reference

4.4.17.3.1 Bidding Instructions 3.5.2.6

44174

Pass/Fail Criteria

4.4.17.4.1 Pass — The Offeror has detailed their corporate approach to collaboratively

and proactively meet the aims/requirements of projects following delays in
providing PFE by discussing how the Project schedule can be re-profiled,
how losses are mitigated and costs reduced.

4.4.17.4.2 Fail — The Offeror has not provided a response to this criterion.

4.4.18

4.4.19

Any content provided over the page limit specified for each question will not be
subject to evaluation.

If an Offeror’s Technical Proposal is awarded a ‘Fail’ for any of the criteria listed in
section 4.4 above, their Proposal will be deemed technically non-compliant.

NATO UNCLASSIFIED
(Releasable to North Macedonia)

34



>

=
O

ANNEX A — Clarification Request Forms

INSERT COMPANY NAME HERE
INSERT SUBMISSION DATE HERE

ADMINISTRATIVE/CONTRACTUAL
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Serial RFQ OFFEROR’S QUESTION NCI AGENCY ANSWER
Nr Section
~ Ref. e

A.2

A.3

* Status: Is Amendment to RFQ required as a direct result of the Clarification Request?
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INSERT COMPANY NAME HERE

INSERT SUBMISSION DATE HERE

PRICE
Serial RFQ OFFEROR’S QUESTION NCI AGENCY ANSWER Status*

Section

P.2

P.3

* Status: Is Amendment to RFQ required as a direct result of the Clarification Request?
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INSERT COMPANY NAME HERE
INSERT SUBMISSION DATE HERE

TECHNICAL

Serial RFQ Section OFFEROR’S QUESTION NCI AGENCY ANSWER Status*

Nr Ref.

T.2

T.3

* Status: Is Amendment to RFQ required as a direct result of the Clarification Request?
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ANNEX B-1
CERTIFICATE OF LEGAL NAME OF OFFEROR

This Quotation is prepared and submitted on behalf of the legal corporate entity specified
below:

FULL NAME OF CORPORATION:

DIVISION (IF APPLICABLE):
SUB DIVISION (IF APPLICABLE):

OFFICIAL MAILING ADDRESS:

E-MAIL ADDRESS:

FAX NO.:

BOA NO.:

POINT OF CONTACT (POC) REGARDING THIS QUOTATION:

NAME:

POSITION:
TELEPHONE:
E-MAIL ADDRESS:

ALTERNATIVE POC:
NAME:
POSITION:
TELEPHONE:
E-MAIL ADDRESS:

DATE SIGNATURE OF AUTHORISED REPRESENTATIVE

PRINTED NAME

TITLE
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ANNEX B-2
CERTIFICATE OF INDEPENDENT DETERMINATION
1. Each Offeror shall certify signing this Quotation shall also certify that:

Each Offeror shall certify that in connection with this procurement:

a. This quotation has been arrived at independently, without consultation, communication
or agreement, for the purpose of restricting competition, with any other Offeror or with
any competitor;

b. The contents of this Quotation have not been knowingly disclosed by the Offeror and
will not knowingly be disclosed by the Offeror prior to award, directly or indirectly to
any other Offeror or to any competitor, and;

c. No attempt has been made, or will be made by the Offeror to induce any other person
or firm to submit, or not to submit, a Quotation for the purpose of restricting
competition.

2. Each person signing this Quotation shall also certify that:

a. They are the person in the Offeror's organisation responsible within that organisation
for the decision as to the quotation and that they have not participated and will not
participate in any action contrary to 1(a) through 1(c) above, or;

b. (i) They are not the person in the Offeror's organisation responsible within that
organisation for the quotation but that they have been authorised in writing to act
as agent for the persons responsible for such a decision in certifying that such
persons have not participated, and will not participate in any action contrary to
1(a) through 1(c) above, and as their agent does hereby so certify, and;

(i)  They have not participated and will not participate in any action contrary to 1(a)
through 1(c) above.

Company

NOTE: IF THE OFFEROR DELETES OR MODIFIES SUBPARAGRAPH (1B) OF THIS ANNEX,
THE OFFEROR MUST FURNISH WITH ITS QUOTATION A SIGNED STATEMENT SETTING
FORTH IN DETAIL THE CIRCUMSTANCES OF THE DISCLOSURE.
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ANNEX B-3

CERTIFICATE OF QUOTATION VALIDITY

[, the undersigned, as an authorised representative of the firm submitting this quotation, do
hereby certify that the pricing and all other aspects of our Quotation will remain valid for a
period of six (6) months from the Quotation Closing Date of this Request for Quotation.

Company
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ANNEX B-4

CERTIFICATE OF UNDERSTANDING

| certify that

.......................................................................................... (Company Name) has read and
fully understands the requirements of this Request for Quotation (RFQ) and that the
Quotation recognises these requirements in total.

| also certify to the best of my expert knowledge that this Quotation is within the "state of
art" boundaries as they exist at the time of quotation for this project.

Company
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ANNEX B-5

CERTIFICATE OF EXCLUSION OF TAXES, DUTIES AND CHARGES

| hereby certify that the prices offered in the price quotation of this Quotation exclude
all taxes, duties and customs charges from which the Purchaser has been exempted
by international agreement.

Company
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ANNEX B-6

ACKNOWLEDGEMENT OF RECEIPT OF RFQ AMENDMENTS

| confirm that the following Amendments to Request for Quotation No RFQ-CO-
115009-FIT have been received and the Quotation as submitted reflects the content of
such Amendments:

Amendment Number Date of Issue by the Date of Receipt by the
Purchaser Offeror
Date Signature of Authorised Representative

Company
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ANNEX B-7

DISCLOSURE OF REQUIREMENTS FOR NCI AGENCY EXECUTION OF
SUPPLEMENTAL AGREEMENTS

I, the undersigned, as an authorised representative of ...l

the

........................................... (Company Name), certify the following statement (Check
applicable statement below):

[0 | do not have any supplemental agreements to disclose for the performance of this
contract [cross out points 1 to 6 of this certificate].

711 do have supplemental agreements to disclose for the performance of this contract
(complete points 2 and 3 below in a separate attachment to this certificate).

All supplemental agreements, defined as agreements, documents and/or permissions
outside the body of the Contract but required by my Government, and the governments of
my sub-Contractors, to be executed by the NCIA as a condition of my firm’s performance
of the Contract, have been identified, as part of the Quotation.

Examples of the terms and conditions of these agreements are attached hereto. The
anticipated restrictions to be imposed on NATO, if any, have been identified in our offer
along with any potential conflicts with the terms, conditions and specifications of the
Prospective Contract, see .................. (complete, if any). These anticipated restrictions
and potential conflicts are based on our knowledge of and prior experience with such
agreements and their implementing regulations. We do not certify that the language or
the terms of these agreements will be exactly as we have anticipated.

The processing time for these agreements has been calculated into our delivery and
performance plans and contingency plans made in the case that there is delay in
processing on the part of the issuing government(s), see ........... (complete, if any).

We recognise that additional supplemental agreements, documents and permissions
presented as a condition of Contract performance or MOU signature after our firm would
be selected as the successful Offeror may be cause for the NCIA to determine the
submitted quotation to be non-compliant with the requirements of the RFQ.

We accept that should the resultant supplemental agreements issued in final form by the
government(s) result in an impossibility to perform the Contract in accordance with its
schedule, terms or specifications, the Contract may be terminated by the Purchaser at no
cost to either Party.

Company
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ANNEX B-8

CERTIFICATION OF NATO MEMBER COUNTRY ORIGIN OF DELIVERED
EQUIPMENT, SERVICES, MATERIALS AND INTELLECTUAL PROPERTY

RIGHTS

The Offeror hereby certifies that, if awarded the Contract pursuant to this solicitation,
it will perform the contract subject to the following conditions:

(@)

(b)

(©)

none of the work, including project design, labour and services shall be
performed other than by firms from and within participating NATO member
countries;

no material or items of equipment down to and including identifiable sub-
assemblies shall be manufactured or assembled by a firm other than from and
within a participating NATO member country (a sub-assembly is defined as a
portion of an assembly consisting of two or more parts that can be provided and
replaced as an entity)*; and

the intellectual property rights to all design documentation and related system
operating software shall reside in NATO member countries, and no license fees
or royalty charges shall be paid by the Contractor to firms, individuals or
governments other than within the NATO member countries.

Company

*This definition purposely excludes components and/or parts (as defined in AcodP-1),
which are not subject to this certification.

NATO UNCLASSIFIED
(Releasable to North Macedonia)



2

(

NATO UNCLASSIFIED
I (Releasable to North Macedonia)
v RFQ-CO-115009-FIT
Book | — Bidding Instructions
Annex B — Administrative Certificates

=z
@]

ANNEX B-9

COMPREHENSION AND ACCEPTANCE OF CONTRACT GENERAL AND
SPECIAL PRO