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NCIA/ACQ/2022/06481 
27 January 2022 

 
To: Bidders List and Distribution List 

 
Subject: Amendment 3: Responses to Clarification Requests 

 
IFB-CO-115461-NCOPBMD: Ballistic Missile Defence (BMD) Increments 
1&2 Functions For NATO Common Operational Picture (NCOP) 
 

References: A. AC/4-D/2261(1996 Edition), Procedures for International Competitive 
Bidding 

B. AC/4-D(2008)0002-REV2, International Competitive Bidding Using Best 
Value Evaluation Methodology, dated 15 July 2015 

C. NCI Agency NOI NCIA/ACQ/2021/06810, dated 06 August 2021 
D. Issuance of IFB-CO-115461-NCOPBMD, dated 08 November 2021 
E. Issuance of IFB-CO-115461-NCOPBMD: Amendment 1, dated 01 

December 2021 
F. Issuance of IFB-CO-115461-NCOPBMD: Amendment 2, dated 13 

January 2022 
 
Dear Prospective Bidders, 
 
1. The purpose of this Amendment 3 is to provide all Prospective Bidders with the NCI 

Agency’s responses to Clarification Requests (CR) received from the date in Reference 
E until the close of business on 17 December 2021. The Purchaser-provided responses 
to the CR are issued as Annex A to this letter. 
 

2. As a result of paragraph 1 above, the following Invitation for Bid (IFB) documents have 
now been added.  

 
a. 5d_NU_IFB-CO-115461-NCOPBMD_Book II-Part IV-SOW-Annex D_NCOP 

Interface Control Document  
b. 5e_NU_IFB-CO-115461-NCOPBMD_Book II-Part IV-SOW-Annex E_NCOP 

System Design Specification 
c. 5f_NR_IFB-CO-115461-NCOPBMD_Book II -Part IV-SOW-Annex F_SRS 

Reference_Appendix B to IDD v4.0 - SDEX – Port 
d. 5g_NR_IFB-CO-115461-NCOPBMD_Book II -Part IV-SOW-Annex G_SRS 

Reference_Appendix C NSV-2a and NSV-2b Diagrams 
 
3. In addition, the following IFB document has been revised, and by virtue of this 

Amendment, this document below replaces and supersedes any previous versions 
issued in the context of IFB-CO-115461-NCOPBMD. All other IFB documents remain 
unchanged in this Amendment.  

 
a. 1_NU_IFB-CO-115461-NCOPBMD_Book I-Bidding Instructions 
b. 2_NU_IFB-CO-115461-NCOPBMD_Book I-Bidding Sheets 
c. 3_NU_IFB-CO-115461-NCOPBMD_Book II-Prospective Contract (with Part II) 
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d. 5_NU_IFB-CO-115461-NCOPBMD_Book II -Part IV-Statement of Work 
 

4. Please note that due to size and classification, the documents in paragraph 2 above 
shall be sent to all Nominated Prospective Bidders’ Point of Contact (as mentioned in the 
Declaration of Eligibility) via DHL. Nominated Prospective Bidders should promptly notify 
the Agency by email if after 10 business days from the date of this letter if the document 
has not been received. 
 

5. The NCI Agency point of contact for all information concerning this IFB is Mrs. Ijeoma 
Ike-Meertens, Senior Contracting Officer, who may be reached at 
CO115461NCOPBMD@ncia.nato.int. 
 

6. The closing time for submission of bids in response is Monday, 14 March 2022, 12:00 
Hours (Central European Time (CET)).  

 
 

For the Director of Acquisition 

 
Ijeoma Ike-Meertens 

     Senior Contracting Officer 
 
Attachments: 
A. Annex A: Responses to Clarification Requests received for IFB-CO-115461-NCOPBMD, 

Amendment 3. 
  

mailto:CO115461NCOPBMD@ncia.nato.int
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Annex A 
Responses to Clarification Requests received for IFB-CO-115461-NCOPBMD, Amendment 3 

IFB-CO-115461-NCOPBMD 
ADMINISTRATIVE or CONTRACTUAL CLARIFICATION REQUESTS (CR) 

Index 
No. 

RFP Source 
Document 

RFP 
Paragraph 
Reference 

Bidder's Question NCI Agency's Response  
RFP 

Package 
Amended 

CR Released 
in AMD # 

CR#1 Book I-Bidding 
Instructions 

3.5.2.2;  
3.5.2.2.1-
3.5.2.2.3 

N/A 

A correction is made to the Not-
to-Exceed (NTE) ceiling price 

from €24,242,441 to 
€30,303,051.24. Subsequently, 

the breakdown of the ceiling 
price in paragraphs 3.5.2.2.1-

3.5.2.2.3 is also corrected. 

Yes Amendment 1 

CR#2 Book I-Bidding 
Instructions 2.5 

We would kindly request for one month 
extension of the bid closing date. i.e. 1st 
of March 2022 instead of the 30th Jan 

2022. 

The Bid Closing Date is 
extended from 31 January 2022 

to 14 March 2022. This new 
closing date reflects the 21-day 
automatic extension plus a 21-
day extension for translation. 
The new Bid Closing Date is 

reflected in paragraph 2.3.1 of 
Book I-Bidding Instructions. 

Yes Amendment 2 

CR#3 
Book II-

Prospective 
Contract  

N/A 

PART I - CONTRACT SCHEDULES OF 
SUPPLIES AND SERVICES (SECTION I) 
AND PAYMENT SCHEDULE (SECTION 

II) refers to the “2_IFB-CO-115461-
NCOPBMD_Book II, Part I, Schedule of 
Supplies and Services.xlsx” file which is 

missing. Or is it embedded into 
“2_NU_IFB-CO-115461-NCOPBMD_Book 

I-Bidding Sheets.xlsx” file? If not, could 
you please add it to the IFB list of 

documentation and send it to the bidders? 

In the Bidding Phase, the 
Schedule of Supplies and 

Service is in the form of the 
Bidding Sheets (i.e. 2_NU_IFB-
CO-115461-NCOPBMD_Book I-
Bidding Sheets). At the point of 

Contract Award, this Bidding 
Sheet becomes the Schedule of 

Supplies and Services. 

No Amendment 3 
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CR#4 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 2 

Could you please confirm that the term 
“Article” used in the CSP is to be 

understood as “A provision of the Special 
or General Provisions of this Contract”. As 
this definition is missing in CSP, could you 
confirm that this definition will be added in 

CSP 2.? 

Confirmed that the term “Article” 
used in the CSP is to be 

understood as “A provision of the 
Special or General Provisions of 
this Contract”. A clear definition 
is now added to the CSP Article 

2  as paragraph 2.2.1. 

Yes Amendment 3 

CR#5 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 7.1.1 

Could you please confirm that in CSP 
Article 7.1.1 “Date of Contract Award” 

should read “Effective Date of Contract”? 
Note: "Date of Contract Award" is not 

defined in CGP or CSP. 

The Date of Contract Award is 
also the Effective Date of 

Contract. The paragraph is 
amended to read as "Effective 

Date of Contract". 

Yes Amendment 3 

CR#6 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 9.1 & 
1.1.5 

Could you please confirm that the 
beginning of Article 9.1 "This Article 

supplements and replaces Article 25" shall 
read "This Article supplements and partly 

replaces Article 25" as stated in CSP 
Article 1.1.5. 

Confirmed. This paragraph 
includes "partly". Yes Amendment 3 

CR#7 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 20.5 

Could you please confirm that CSP Article 
20.5 shall read “The validity of the 

Performance Guarantee shall be limited in 
time to the total period of performance in 
the Schedule of Supplies and Services 

and the Payment Schedule (non-optional 
CLIN period plus any exercised options 

(optional CLINs) period).”? 

The Agency does not confirm 
this statement. The language 
intends to read as written in 
paragraph 20.5 of Book II-

Prospective Contract: Contract 
Special Provisions. 

No Amendment 3 

CR#8 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 21.6 
CSP Article 21.6 includes a reference to 

Article 18.2. Could you please confirm that 
the reference should be Article 21.3.? 

Yes, the reference should be 
Article 21.3. This is corrected. Yes Amendment 3 

CR#9 

Book II-
Prospective 

Contract: 
Contract Special 

Article 26.4 
& 26.5 

Could you confirm these provisions apply, 
provided Export Control regulations allow 
it and National Authorities have agreed to 

such measures? 

Yes, these provisions apply, as it 
pertains to Foreground IPR as 

described in Article 26.2. Articles 
26.4 & 26.5  has been made 

Yes Amendment 3 
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Provisions clearer with the inclusion of 
"Foreground" Software and 

Licence. 

CR#10 

Book II-Part III-
Contract 
General 

Provisions; Book 
II-Prospective 

Contract: 
Contract Special 
Provisions; Book 

I-Bidding 
Instructions 

CGP 20.1; 
CSP 37.2; 
BI 3.5.2.11 

CSP Article 37.2, that replaces CGP 
Article 20.1, specifies the required 

INCOTERMS. Could you confirm that it is 
INCOTERMS 2010 as per Bidding 

Instruction 3.5.2.11 and so reflect in the 
CSP Article 37.2? 

Confirmed that it is INCOTERMS 
2010 as per Bidding Instruction 

3.5.2.11. This is reflected in CSP 
Article 37.2 

Yes Amendment 3 

CR#11 

Book II-Part III-
Contract 
General 

Provisions; Book 
II -Part IV-

Statement of 
Work 

CGP 14.2 
and SOW 
3.3.8.1.2.2 

CGP 14.2 and SOW 3.3.8.1.2.2 provide 
that NCIA may charge costs of Contractor 
personnel working at their premises but 
no estimates of such costs is provided. 
Could NCIA confirm that in the frame of 

this Contract these costs shall not be 
charged to Contractor, or provide Bidders 
with daily costs for such use by Contractor 

Personnel of Purchaser premises 

The costs (per SOW 3.3.8.1.2.2) 
cannot be predetermined for a 
future occurrence that may or 

may not take place, until it is at 
the point where, as SOW 
3.3.8.1.2.1 points out, the 

Contractor has requested to 
temporarily locate personnel at 

the Purchaser’s facilities....and if 
the request is approved by the 

Purchaser. 

No Amendment 3 

CR#12 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 7.1.1 

The Warranty period starts at FSA and 
ends at FSA+1Y. It is included in WP2 

that covers ISS from PSA-1 to FSA + 1Y. 
As a consequence, could you please 

confirm that: 
1) Article 7.1.1 that is currently 

"8 years from Date of Contract Award until 
FSA. Embedded within these 8 years is 5 

years of “WP 2: In-Service Support” 
beginning from Provisional System 
Acceptance (PSA) and;" shall read 
"8 years from the Effective Date of 

Yes, this is confirmed. This 
Article in the CSP is amended 

accordingly. 
Yes Amendment 3 
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Contract until FSA. Embedded within 
these 8 years is 5 years of “WP 2: In- 

Service Support” beginning from the first 
Provisional System Acceptance (PSA-1) 

and ending at FSA + 1 year, and;" 

CR#13 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 12.2 

Please confirm that CSP 12.2. "The 
Purchaser shall provide the Contractor 

with Property and Services for the 
performance of the Contract as specified 
in Paragraph 3.3.5.6 of the SOW." shall 
read "12.2. The Purchaser shall provide 

the Contractor with Property and Services 
for the performance of the Contract as 

specified in paragraphs 3.3.5. & 3.3.6 of 
the SOW." 

No. The Purchaser Furnished 
Items is as stated in SOW 

3.3.5.6. 
No Amendment 3 

CR#14 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Article 
17.3.2 

Please confirm that CSP Article 17.3.2." 
Completion of the Operational Evaluation 

as per section 6.4" is irrelevant and should 
be removed. 

Confirmed. Paragraphs 17.2 and 
17.3 have been removed and 

replaced with a paragraph 17.2 
which reads as follows: "FSA 

shall be conducted in 
accordance with  paragraph 

4.9.2 of the SOW." 

Yes Amendment 3 

CR#15 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

Articles 5.5, 
9.3, 20.5, 
21.3, 39.2, 

42.1.1 

The Prospective Contract Part one is split 
up into 2 sections, as follows: 

- SCHEDULE OF SUPPLIES AND 
SERVICES (SECTION I), the SSS, that 

contain all price information, and 
- PAYMENT SCHEDULE (SECTION II) 

that will contain the Bidding Sheets Tab_3 
information. As a consequence, 

- CSP articles should be modified to so 
reflect including articles 5.5, 9.3, 20.5, 

21.3, 39.2, and 42.1.1, and 
- Payment Schedule should be defined 

and referred to as Contract Part I Section 
II. 

These Articles will not be 
amended. The Payment 

Schedule is an embedded Tab in 
the overall Bidding Sheets 

(which becomes the Schedule of 
Supplies and Services at 

contract award). It is not a wholly 
separate file. 

No Amendment 3 
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CR#16 

Book II-
Prospective 

Contract: 
Contract Special 
Provisions; Book 

I-Bidding 
Sheets; Book I-

Bidding 
Instructions 

CSP 7.1.2 
Bidding 

Sheets sub-
CLINs 

7.1.1, 7.1.2, 
7.1.3, 7.1.4; 

Bidding 
Instructions 
3.5.2.2.3. 

As indicated SOW requirement 5.11.1.1. 
"The Contractor shall provide Operation 

and Maintenance (O&M) services starting 
at the end of warranty plus four (4) 

years.". The O&M Post warranty starts at 
FSA+1Y and ends at FSA+5Y, over a 

period of 4 years. 
As a consequence, could you please 

confirm that: 
1) Article 7.1.2 that is currently 

"5 years of Operation and Maintenance 
(O&M) support." shall read "4 years of 

Operation and Maintenance (O&M) 
support." 

2) CLIN 7.1.1 Required Completion Date 
currently set to "FSA until FSA + 5 years" 

shall be changed to "FSA + 1Y until FSA + 
2Y" 

3) CLIN 7.1.2 Required Completion Date 
currently set to "FSA until FSA + 5 years" 

shall be changed to "FSA + 2Y until FSA + 
3Y" 

4) CLIN 7.1.3 Required Completion Date 
currently set to "FSA until FSA + 5 years" 

shall be changed to "FSA + 3Y until FSA + 
4Y" 

5) CLIN 7.1.4 Required Completion Date 
currently set to "FSA until FSA + 5 years" 

shall be changed to "FSA + 4Y until FSA + 
5Y" 

6) 3.5.2.2.3. Bidding Instruction that 
currently states: 

"€3,678,265.54 for the five years of 
Operation and Maintenance (O&M) 

support (i.e. CLIN 7)." shall be changed 
to: "€3,678,265.54 for the four years of 

Changes of Required 
Completion dates in SSS to 

reflect dates referring to 
Acceptance milestone for each 

software delivery (patch or 
maintenance) is based on SAT-
BLn instead of PSA or FSA in 

CLIN 6. 
 

BL5 quarterly patches have been 
extended to cover additional 

quantity until FSA+1 year and 
aligns with the Warranty release 

(CLIN 4.2). 
 

Bidding Instruction to reflect 9 
years = duration from PSA-1 to 

FSA+5 years, as per current 
Schedule in SSS. 

Yes Amendment 3 
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Operation and Maintenance (O&M) 
support (i.e. CLIN 7). 

CR#17 

Book II-
Prospective 

Contract: 
Contract Special 
Provisions; Book 

II -Part IV-
Statement of 

Work 

CSP 17.2 & 
17.3.3; 

SOW Table 
4- 52/2 

The CSP require that all deficiencies be 
corrected to pass FSA whereas the SOW 
provides for critical deficiencies only to be 
corrected to pass FSA, provided that the 

correction of other deficiencies be planned 
during the warranty period (see SOW 

Table 4-5/2): "All critical and major 
deficiencies are fixed. Remaining ones 

are planned for correction under 
warranty." 

Could NCIA consider aligning CSP 17.2 
and 17.3.3 on FSA conditions as specified 

in SOW Table 4-52 Item 2? 

See response to CR#14. Yes Amendment 3 

CR#18 Book I-Bidding 
Instructions 3.1.8 

Design-related offer documentation based 
on the SRS requirements will be classified 
at the same level as the SRS which is NR. 
These offer documents include the SDS, 

the RTM and the RIS. 
As the bidding instructions require that the 
offer be delivered under electronic format, 
could you please confirm that electronic 

delivery is authorized for these documents 
and indicate the encryption tools to be 

used? 

The Bidder's response on these 
documents shall be unclassified. 
For example, the Bidder needs 
to refer to SRS items with their 

ID. SRS IDs shall be considered 
unclassified. 

No Amendment 3 

CR#19 

Book I-Bidding 
Sheets; Book I-

Bidding 
Instructions 

Bidding 
Instructions 
4.6.3.2.1; 
Bidding 
Sheets 
CLIN 7 

There is an inconsistency between the 
Bidding Instructions (BI) and the Bidding 

Sheets (BS) regarding the non- evaluated 
options. BI (§4.6.3.2.1.) states that CLIN 7 

is a non-evaluated option whereas the 
Bidding Sheets state that CLIN 7 is 

evaluated. 
Could you please align the list of non-

evaluated options across the IFB, and in 
particular in the BI and BS?  

CLIN 7 is an evaluated option. 
The paragraph 4.6.3.2 of the 
Bidding Instructions is now 

aligned with the Bidding Sheets 

Yes Amendment 3 
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CR#20 

Book II-Part III-
Contract 
General 

Provisions; Book 
I-Bidding 

Instructions 

Bidding 
Instructions 
3.5.2.8.2. 
Contract 
General 

Provisions 
10.3.2 & 
10.3.3  

BI 3.5.2.8.2. requires that all major 
subcontracts and their approximate 

anticipated value be listed. 
Could you please confirm that a major 

subcontractor is one meeting the 
conditions specified in Article 10.3.2 or in 
Article 10.3.3 of the General Provisions? 

Confirmed No Amendment 3 

CR#21 Book I-Bidding 
Instructions 3.5.2.8.2. 

BI 3.5.2.8.2 requires that all major 
subcontracts value information be 

provided as part of the Quotation under a 
separate tab sheet. 

Bidding Sheets Labour and Material tabs 
already include columns to host such 

information on a per CLIN basis. Could 
you please confirm that: 

- this information should be provided 
under Annex B.9 format as part of the 

Administration pack 
- BI 3.5.2.8.2. should read "All major 
subcontracts and their approximate 

anticipated value should be documented 
under Annex B.9 format and included with 

the Bid Administration Package ". 

This paragraph has been revised 
to read as: "All major 

subcontracts and their 
approximate anticipated value 

should shall be listed in  ANNEX 
B.9, List of Prospective 
Subcontractors, with the 

breakdown of the value reflected 
in the Bidding Sheet." 

Yes Amendment 3 

CR#22 Book I-Bidding 
Instructions 

3.3.9, 
3.6.1.3.3 & 
3.6.1.3.4 

BI 3.6.1.3 requires that 2 PDF files be 
delivered as part of Volume III Technical, 

Part 3: Supportability including: 
1) 3.6.1.3.3. One PDF file for Draft In-

Service Support Plan (ISSP), and 
2) 3.6.1.3.4. One PDF file for Draft 

Warranty/In-Service Support (ISS) Report 
whereas only one file name is defined in 

article 3.3.9. 
Could you please provide file names for 

the ISSP and the ISS Report? 

The missing file name for the 
Draft In-Service Support Plan 
(ISSP) has been added to the 
table in paragraph 3.3.9 of the 

Bidding Instructions. 

Yes Amendment 3 
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CR#23 

Book I-Bidding 
Instructions; 

Book II -Part IV-
Statement of 

Work 

BI 3.7.1.3.;  
item 4 h. of 

SOW 
3.8.7.6.2. 

BI 3.7.1.3 does not explicitly indicate that 
a draft QAP shall be delivered as part of 

the Offer PMP whereas: 
- SOW section 3.8 is stated to be used as 

a guideline for the content of the Offer 
PMP 

- SOW requirement 3.8.7.6.2.indicates 
that the PMP shall include as an annex a 
Quality Plan. Could you please indicate if: 

- A draft QAP shall be annexed to the 
Offer draft PMP 

- if so, if the maximum page limit specified 
for the PMP (20p) applies to the PMP 

including the QAP annex, or to the PMP 
without the QAP annex? 

- in the latter case, what is the maximum 
page limit for the QAP annex? 

The Draft PMP requested for in 
paragraph 3.6.4.1.4.5.1 of the 

Bidding Instructions excludes the 
inclusion of a draft Quality 

Assurance Plan (QAP). 

No Amendment 3 

CR#24 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 

20.5 

Please confirm that Article 20.5. currently 
"The validity of the Performance 

Guarantee shall be limited in time to the 
total Period of Performance of the 

Contract (Base Period plus any exercised 
options)." shall read 

"The validity of the Performance 
Guarantee shall be limited in time to the 

total period of performance in the 
Schedule of Supplies and Services and 

the Payment Schedule (non-optional CLIN 
period plus any exercised options 

(optional CLIN) period)." 

See response to CR#7. No Amendment 3 

CR#25 Book I-Bidding 
Instructions 2.13.1 N/A 

Please be advised that the 
procedure to submit the Bid 

Guarantee has been updated. 
This update is reflected in 
paragraphs 2.13.1, 2.13.5, 

3.4.1.2, and 3.7.1.1. 

Yes Amendment 3 
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CR#26 

Book II-
Prospective 

Contract: 
Contract Special 

Provisions 
Book II-Part III-

Contract 
General 

Provisions 

Article 44 
(CSP); 

Article 8.4 
(GP) 

N/A 

Please be advised that the 
requirement for the Performance 
Guarantee to be from a Belgian 
Bank is dropped. This update is 

reflected in Article 44 of the 
Contract Special Provisions. 

Yes Amendment 3 

CR#27 Book I-Bidding 
Instructions 

3.5.2.2;  
3.5.2.2.1-
3.5.2.2.3 

N/A 

A correction has been made to 
the Not-to-Exceed (NTE) ceiling 

price from €30,303,051.24 to 
€28,289,035.70. Subsequently, 

the breakdown of the ceiling 
price in paragraphs 3.5.2.2.1-
3.5.2.2.3 has been corrected. 

Yes Amendment 3 

 
IFB-CO-115461-NCOPBMD 

PRICE CLARIFICATION REQUESTS (CR) 
Index 
No. 

RFP Source 
Document 

RFP 
Paragraph 
Reference 

Bidder's Question NCI Agency's Response  
RFP 

Package 
Amended 

CR Released 
in AMD # 

CR#1 
Book II -Part IV-

Statement of 
Work 

4.3 & 4.7 

It seems that CLINs are missing in the 
Tab2_CLIN_Breakdown of the Bidding 

Sheets, under CLIN 2.3. For the System 
development and Integration activities 

specified in SOW 4.7 including the application 
of the Sprint Delivery Methodology specified 

in SOW 4.3. Could you please indicate in 
which sub-CLIN(s) the above mentioned 

activities shall be costed? 

Yes, CLIN 2.3.1 should 
integrate the definitions of 

these activities. The 
execution can be costed 
under CLINs 2.5.1, 2.5.2, 

2.5.3. 

No Amendment 3 
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CR#2 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets 

CLIN 1.2.2 
SOW 

3.3.5.6.3., 
3.7.3., 

3.12.5.6. & 
3.17. 

Table 4-6/ 
7; Table 4-
8/ 1; Table 

4-11/ 1; 
Table 4-12/ 

11 

CLIN 1.2.2 of the Bidding Sheets specifies 
PMR to occur "'Semi-Annually" whereas all 

PMR-related requirements sitting in the SOW 
specify the conduct of one PMR only. 

Could you please confirm that the SOW shall 
be aligned with the Bidding Sheets: 
- to specify semi-annual PMR, and 

- to distinguish the requirements pertaining to 
the first PMR from the requirements pertaining 

to all following PMRs. 
As a consequence the following SOW PMR-
related requirements should be amended: 

SOW 3.3.5.6.3., SOW 3.7.3., SOW 3.12.5.6., 
Requirements in SOW 3.17., Table 4-6/7, 
Table 4-8/1, Table 4-11/1, Table 4-12/11. 

As a consequence could you please confirm 
that in the Bidding Sheets the "Requirement 

Completion Date" (RCD) of CLIN 1.1.1 to 
1.1.7 shall be amended as follows? 

The RCDs which are currently set to "PMR 
(updated as required)" should be changed to 

"First PMR (updated as required)". 

Yes, PMR should be 
conducted only once during 
BL3. The Bidding Sheet has 
been amended to reflect this. 

Yes Amendment 3 

CR#3 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets 

CLIN 2.4 
SOW 

Figure 5 
SOW 

4.8.11.1. to 
4.8.11.5. & 
4.8.11.7. 

It seems that CLIN 2.4 breakdown does not 
include any sub-CLINs to cost Contractor-lead 

testing activities specified in SOW 4.8.11 
including: 

- TRR formal review (SOW 4.8.11.1.), 
- FAT test event (SOW 4.8.11.2.); 

- L-SIT test event (SOW 4.8.11.3.); 
- SSMAT formal review (SOW 4.8.11.4.); 
- L-UAT test event (SOW 4.8.11.5.); and 

- STR formal review (SOW 4.8.11.7.) 
Could you please indicate in which sub-

CLIN(s) the above activities shall be costed? 

These activities can be 
costed in CLINs 2.4.1 to 

2.4.5. 
No Amendment 3 
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CR#4 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets 

CLIN 4.1 
SOW 5.9.2 

Could you please indicate in which sub-CLIN 
of CLIN 4.1 the preparation and conduct of 
the SQR formal review, specified in SOW 

5.9.2. shall be costed? 

The cost can be spread 
within CLIN 4. No Amendment 3 

CR#5 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets 

CLIN 2.6.1 
SOW 

Figure 5/ 
RFC phase 

SOW 
4.8.11.8.19. 

SOW 
4.8.11.10.1. 

and 
4.8.11.10.5 

SOW 4.8.11.8.19. requires that the Contractor 
provides on-site support to the IV&V Testing 

activity performed by the Purchaser. 
1) Could you please confirm that this support 

shall be costed in CLIN 2.6.1? 
Could you please clarify the amount of 

support specified in CLIN 2.6.1, in particular: 
2) In CLIN 2.6.1 Description currently "Testing 
and validation support (level of effort on site at 

NCIA) 4d event (Purchaser's Option)", what 
does "4d event" mean? 

3) What does the combination of Unit of 
measure="Each" and Quantity="10" mean? 

 
Regarding the Contractor activities specified 
in SOW 4.8.11.10.1. and 4.8.11.10.5., that 

consist of testing activities to be performed by 
the Contractor, at Purchaser's request, as part 

of the SAT testing conducted by NCIA: 
4) Could you please indicate whether these 
testing activities shall be performed on-site, 

i.e. by Contractor personnel sent to NCIA The 
Hague, or remotely? 

5) If on-site, could you please confirm that 
these activities are part of the amount of 

support specified in CLIN 2.6.1? 

1) Yes, confirmed. 
2) Each event lasts 4 days. 
3)We need 10 events and 

the cost is for each event (1 
event = 4 days). The unit of 
measure each is consistent 
with the quantity required 
4) According to Delivery 
Destination = NCIA The 

Hague 
5) SAT is the final milestone 
coming from the success of 
all the validation milestones 
(see figure 5 of the SOW). 
Each testing and validation 
support event (CLIN 2.6.1) 
must include all activities 

referred to 4.8.11.10.1. the 
SAT report (4.8.11.10.5) is 

due regardless 

No Amendment 3 
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CR#6 Book I-Bidding 
Sheets CLIN 2.4.1 

The System Development methodology 
applicable to the project specifies that the 

Project Test Plan shall be approved at CDR. 
As a consequence, could you please confirm 

that CLIN 2.4.1 Initial Project Test Plans 
"Required Completion Date" that is currently 
set to "PDR" shall be changed to "CDR-1, 

CDR-2, CDR-3" and as a consequence, "Unit 
of measure" changed to "Lot". 

CLIN 2.4.1 (Initial project test 
plan) has been amended. 
But deliverable is due in 
accordance with SoW for 

PDR. 
New CLINs (i.e. 2.4.1-2.4.3) 

have been created for 
deliveries at CDRs 

Yes Amendment 3 

CR#7 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets 

CLIN 3.3.3 
SOW 

Figure 5 
SOW 

5.8.1.1. 

SOW 5.8.1.1. specifies that general user 
training shall be delivered during PVS UAT, 

that is part of the BMD Programme Validation. 
"· Instructor Led Training (ILT)/ On-the-job 
Training (OJT) for the general user during 

UAT (PVS event)". 
The Required Completion Date (RQD) " of 

"CLIN 3.3.3 PVS - General user training (on 
site) x 5 events" is currently set to "TRR-3, 

TRR-4, TRR-5" which will occur before 
Contractor-led FAT, which is to say much 

earlier than the beginning of BMD PV. 
1) As the actual date of BMD PV UAT is not 

indicated in the IFB, could you please confirm 
that the RCD of CLIN 

3.3.3 shall be changed to "Up to FSA"? 
Besides: 

2) Could you please confirm that CLIN 3.3.3 
SOW Reference (currently set to 5.8.1.2) shall 

be corrected to "5.8.1.1"? 
3) Could you please confirm that CLIN 3.3.3 
Description shall read "BMD PV - General 

user training (on site) x 5 events"? 

1) The change is confirmed. 
2) The correction is 

confirmed. 
3) The description of this 

CLIN remains as is. 

Yes Amendment 3 
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CR#8 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets 

CLIN 4.2.2 
SOW 

5.10.2.2 

CLIN 4.2.2 Warranty (Product Baseline 
warranty) Delivery Location (DL) is currently 
set to "NCIA The Hague". Could you please 
confirm that this DL shall read "Contractor 
premises" since these services will not be 

provided at NCIA site? 

The description of this CLIN 
remains as is. No Amendment 3 

CR#9 Book I-Bidding 
Sheets CLIN 4.2.1 

Regarding CLIN 4.2.1 Warranty (Service 
Desk), could you please indicate why the 
Delivery Location (DD) is currently set to 

"NCIA The Hague" since service desk 
services are always delivered remotely? 

Should not the DD be set to "N/A" as for CLIN 
4.1.1? 

Yes, CLIN 4.2.1 has been 
updated to read as "N/A". Yes Amendment 3 

CR#10 
Book II -Part IV-

Statement of 
Work 

5.9.4.7. 

SOW 5.9.4.7. requires that the Contractor 
delivers on-site support up to five (5) days by 

baseline including travel time and on three 
different locations in Europe. 

Could you please indicate in which CLIN of 
the Bidding Sheets Tab 2_CLIN Breakdown 
tab this amount of on- site support shall be 

costed? 

New CLINs 6.1.6, 6.1.7, 
6.1.8 have been added to the 

Bidding Sheet. 
Yes Amendment 3 

CR#11 Book I-Bidding 
Sheets 

CLIN 6.1.1 
to 6.1.5 

Please confirm that the Required Completion 
Date (RCD) and SOW Reference information 

for 6.1 sub-CLINs shall be corrected as 
follows: 

- sub-CLIN 6.1.1 (for BL3): RCD should be 
PSA-1 until PSA-1 + 1 year. SOW Ref should 

be 5.10.2 
- sub-CLIN 6.1.2 (for BL3): RCD should be 

PSA-1 + 1 year until PSA-1 + 2 years. SOW 
Ref should be 5.10.2 

- sub-CLIN 6.1.3 (for BL4): RCD should be 
PSA-2 until PSA-2 + 1 year. SOW Ref should 

be 5.10.2 
- sub-CLIN 6.1.4 (for BL4): RCD should be 

PSA-2 + 1 year until PSA-2 + 2 years. SOW 

Confirmed that the RCD for 
these CLINs have been 

corrected. 
However, the SOW reference 

of 5.10.2 remains 
unchanged. 

Yes Amendment 3 
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Ref should be 5.10.2 
- sub-CLIN 6.1.5 (for BL5): SOW Ref should 

be 5.10.2 

CR#12 Book I-Bidding 
Sheets 

CLIN 8.1.1 
to 8.1.4 

Regarding all sub-CLINs of CLIN 8,1 COTS 
Software: 

- Please explain what is meant by 
"'Commissioned software" for the Delivery 

Form? 
- The Delivery Destination is set to "NATO site 

in Europe". Could you please clarify? 

Commissioned software is 
licence and media. 

Delivery Destination is where 
the commissioned software 

should be delivered to. 

No Amendment 3 

CR#13 Book I-Bidding 
Sheets 

CLIN 5.1.1 
to 5.1.8 

The Required Completion Date (RCD) 
information of all sub-CLINs of CLIN 5,1 

Support for PVS-events is currently set to 
"One per baseline", which is not relevant as a 

RCD. 
Could you please provide the RCD for all sub-
CLINs of CLIN 5,1 Support for PVS-events? 

These CLINs can be 
activated up to FSA. The 

RCD for these CLINs have 
been updated to read as 

"FSA". 

Yes Amendment 3 

CR#14 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets Tab 

2_CLIN 
Breakdown 
SOW 5.2, 
5.4, & 5.5 

It seems that CLIN(s) are missing in the 
Tab2_CLIN_Breakdown of the Bidding Sheets 
for the following Integrated Logistics Support 
programme activities specified in the SOW: 

1) ILS Plan (SOW 5.2) 
2) Logistics Support Analysis (SOW 5.4 ), and 

3) Supply Support (SOW 5.5) 
Could you please indicate in which sub-

CLIN(s) the above mentioned activities shall 
be costed? 

These activities should be 
costed under CLIN 4.1. No Amendment 3 

CR#15 Book I-Bidding 
Sheets CLIN 4.1.5 

In line 104 of Tab 2_CLIN Breakdown, the 
sub-CLIN identification is 4.1.5, which seems 

to be wrong according to the CLIN tree 
structure. Could you please confirm that the 

identification number should be 4.3.1? 

Yes, line 104 (now line 108) 
is now amended to CLIN 

4.3.1. 
Yes Amendment 3 
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CR#16 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Sheets 

CLIN 2.1.5, 
2.1.6 

& 2.2.5 
SOW 

4.6.4.13.1. 

The System Development methodology 
applicable the project specifies that the design 

documentation including the SDS and its 
annex the RTM (see SOW 4.6.4.13.1.), the 
ICD, and the Project Test Plan including the 
VCRM shall be approved at CDR, for each 

baseline. 
As a consequence, could you please confirm 
that the "Required Completion Date" of the 

following CLINs which is currently set to 
"PDR" shall be changed to "CDR-3, CDR-4, 

CDR-5 (updated as required)": 
- CLIN 2.1.5 Requirements Traceability Matrix 

(RTM) 
- CLIN 2.1.6 Verification Cross Reference 

Matrix (VCRM) 
- CLIN 2.2.5 NCOP Interface Control 

Document (ICD) 
As a consequence, the "Unit of measure" of 
the above CLINs shall be changed to "Lot". 

The change is confirmed and 
reflected in the Bidding 

Sheets. 
The SDS will be approved at 

CDRs. 
RTM & VCRM RCD is 
updated as proposed. 

The ICD aligned with SDS. 

Yes Amendment 3 

CR#17 Book I-Bidding 
Sheets CLIN 2.2.1 

CLIN 2.2.1 requires that the initial SDS be 
completed by the PDR. The SDS is subject to 

acceptance in CDR for all three BL. 
Consequently, could you please confirm that 
the CLIN 2.2.1 of the Bidding Sheet shall be 

amended with a completion date set to "CDR-
3"? 

Updated in accordance with 
CR#16n above. Yes Amendment 3 

CR#18 Book I-Bidding 
Sheets CLIN 2.2.3 

In CLIN 2.2.3, the Quantity field is set to 2. 
Could you please confirm that it is erroneous 

and that Quantity should be 1? 

Yes, quantity is "1". The 
Bidding Sheet has been 

updated accordingly. 
Yes Amendment 3 
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CR#19 Book I-Bidding 
Sheets 

CLIN 
2.5.13 

The Software Build Instruction is delivered to 
allow the Purchaser to generate a product 

baseline. Consequently it is common practise 
to issue Build Instruction after STR rather than 
after TRR. Moreover, Build Instruction should 

be delivered for each BL. 
As a consequence, could you please confirm 

that the CLIN 2.5.13 of the Bidding Sheet 
shall be amended with a completion date set 
to "STR-3, STR-4 and STR-5", and a unit of 

measure set to "Lot"? 
In addition, CLIN 2.5.13 includes a reference 
to §.4.7.12.2.6 of the SOW. Could you please 

confirm that the reference should be 
§.4.7.12.5? 

(1) No, the Required 
Completion Date (RCD) for 

CLIN 2.5.13 RCD remains as 
is and is aligned with CLIN 
2.3.3 (build environment). 
(2) Yes, the reference for 

CLIN 2.5.13 has been 
updated to read as 

"4.7.12.5". 

Yes Amendment 3 

CR#20 Book I-Bidding 
Sheets CLIN 2.3.4 

We understand that Request for Change Test, 
under Purchaser’s lead, requires Validation 

Environment provision by the Contractor. This 
Validation Environment should be delivered 

for each BL. 
CLIN 2.3.4 completion date states this 

delivery to SIT-1. This SIT-1 is not referenced 
in the IFB. In addition, the Validation 

Environment should be delivered for each BL. 
Consequently, could you please correct CLIN 

2.3.4 completion date to indicate BL3, BL4 
and BL5 milestones defined in the IFB? As a 
consequence, the unit of measure should be 

changed to "Lot"? 
In addition, CLIN 2.3.4 includes a reference to 

§.4.7.12.7 of the SOW. Could you please 
confirm that the reference should be 

§.4.7.12.6? 

(1) The RCD for CLIN 2.3.4 
has been updated to L-SIT-3, 

L-SIT-4, L-SIT-5. 
(2) The unit for CLIN 2.3.4 

has been changed to "Each" 
and the Quantity changed to 

"3". 
(3) The Reference for CLIN 

2.3.4 has changed to 
"4.7.12.6". 

Yes Amendment 3 
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CR#21 Book I-Bidding 
Sheets CLIN 2.3.5 

System Engineering Sprint Products are to be 
installed by the Contractor in the Collaborative 

Working Environment after each sprint, 
subject to SER (Sprint End Review). 

Consequently, could you please confirm that 
the CLIN 2.3.5 of the Bidding Sheet shall be 

amended with a completion date set to "Each 
SER", and a unit of measure set to "Lot"? 

In addition, CLIN 2.3.5 includes a reference to 
§.4.3.8 of the SOW. Could you please confirm 

that the reference should be §.4.3.9? 

The RCD for CLIN 2.3.5 is 
already "SER". The unit of 

measure has been changed 
to "Lot". The Reference is 

changed to 4.3.9. 

Yes Amendment 3 

CR#22 Book I-Bidding 
Sheets CLIN 2.3.1 

The System Development methodology 
applicable to the project specifies that, the 

System Development Plan shall be approved 
at CDR, and updated later as required. 

As a consequence, could you please confirm 
that CLIN 2.3.1 System Development Plan 
(SDP) "Required Completion Date" that is 
currently set to "PDR" shall be changed to 

"CDR-3 (updated as required)"? 

No, this plan (when matured 
enough) is due at PMR and 
then updated as required. 

No Amendment 3 

CR#23 Book I-Bidding 
Sheets CLIN 2.2.4 

The System Development methodology 
applicable to the project specifies that, for 

each BL, the NCOP Architectural 
Model/Logical model shall be delivered at 

PDR, and updated later as required. 
As a consequence, could you please confirm 
that CLIN 2.2.4 Architecture Model - NCOP 
Logical Model "Required Completion Date" 

that is currently set to "PDR" shall be changed 
to "PDR-1, PDR-2, PDR-3 (updated as 

required)" and as a consequence, "Unit of 
measure" changed to "Lot". 

No, this deliverable is due at 
CDR-3 and the unit of 

measure remains at "Each". 
Yes Amendment 3 
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IFB-CO-115461-NCOPBMD 
TECHNICAL CLARIFICATION REQUESTS (CR) 

Index 
No. 

RFP Source 
Document 

RFP 
Paragraph 
Reference 

Bidder's Question NCI Agency's Response  
RFP 

Package 
Amended 

CR Released 
in AMD # 

CR#1 

Book II -Part IV-
SOW-Annex 
A_System 

Requirement 
Specifications 

N/A 

A great deal of requirements of the 
document referenced as 
5a_NR_IFB-CO-115461-

NCOPBMD_Book II -Part IV-SOW-
Annex A_System Requirement 

Specifications refers to an Applicable 
Document, REFERENCE A: 

Interface Design Description (IDD), 
BMD-SE-PRG-IDD-558-4.0, without 
which we cannot undertake an in-

depth analysis of the solution. Could 
you please add it to the IFB list of 
documentation and send it to the 

bidders? 

This Reference Document is now 
added to the IFB list as: 
5c_NR_IFB-CO-115461-

NCOPBMD_Book II -Part IV-SOW-
Annex A_SRS Reference_Interface 

Design Description (IDD). 
However, as this document is 

NATO RΞSTRICTED, the Agency 
will send this document to all 

Nominated Prospective Bidders’ 
Point of Contact (as mentioned in 
the Declaration of Eligibility) via 
DHL. Nominated Prospective 

Bidders should promptly notify the 
Agency by email if after 5 business 
days from the date of this letter if 

the document has not been 
received. 

Yes Amendment 1 

CR#2 Book I-Bidding 
Instructions 3.6.4.1.3.7.1. 

According to 3.6.4.1.3.7.1., the 
Bidder shall submit a draft SDS and 

shall use paragraph 4.6.4 of the 
SOW as the guideline in submitting 
this draft SDS. Please specify which 
subparagraphs of 4.6.4 are expected 

to be included in the draft SDS. 

The Bidder shall provide a draft 
SDS in line with the technical 

criteria under paragraph 3.6.4.1.3.7 
of the Bidding Instructions and 

paragraph 4.6.4 of the statement of 
work. The Purchaser will evaluate 
the proposition with the draft SDS 

resulting of the understanding of the 
Bidder about this particular subject.  

No Amendment 3 
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CR#3 
Book II -Part IV-

Statement of 
Work 

1.2.3 

According to SOW, NCOP-BMD will 
take NCOP-2 as foundation and 

integrates the complete new BMD 
scope, will extent NCOP services, 

augment existing interfaces, and add 
new interfaces. Is it possible to get 
NCOP-2 SRS, User Manual, SDD, 

etc. or any suitable project document 
to be able to understand the 

scope/coverage of the project? 

The "NCOP-2 SDS" and "ICD" 
documents, which are provided as 
the basis of complying with Bidding 
Instructions paragraph 3.6.4.1.3.7.4, 

are now added to the IFB list as: 
5d_NU_IFB-CO-115461-

NCOPBMD_Book II-Part IV-SOW-
Annex D_NCOP Interface Control 
Document and 5e_NU_IFB-CO-
115461-NCOPBMD_Book II-Part 
IV-SOW-Annex E_NCOP System 
Design Specification respectively. 
However, due to the size of these 
documents, they will be sent to all 
Nominated Prospective Bidders’ 

Point of Contact (as mentioned in 
the Declaration of Eligibility) via 
DHL. Nominated Prospective 

Bidders should promptly notify the 
Agency by email if after 10 business 

days from the date of the date of 
Amendment 3 if the document has 

not been received. 

Yes Amendment 3 

CR#4 

Book II -Part IV-
SOW-Annex 
A_System 

Requirement 
Specifications 

CR#1 

The above requested document 
REFERENCE A: Interface Design 
Description (IDD), BMD-SE-PRG-

IDD-558-4.0 is received one month 
after the IFB documents pack i.e. 8th 

of Dec 21. We kindly request to 
extend the bid closing date by one 

(1) month to undertake a deep 
analysis of the solution. 

See response to CR#2 under the 
Administrative and Contractual 

Clarification Requests. 
Yes Amendment 3 
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CR#5 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

Bidding 
Instructions 

1.6.2.1 
SOW 2.1, 2.2 

& 2.3 

To allow bidders understanding in 
depth the BMD-related requirements 

sitting in the SOW and costing the 
associated CLINs in the Bidding 
Sheets, it is required that BMD-

related documents made applicable 
by the SOW and listed in section 2.2 

be delivered to the bidders since 
they are being made applicable in full 
(as stated in SOW 2.3) but cannot be 

retrieved by bidders not (yet) 
involved in the BMD programme. 
Documents referenced II, JJ, MM, 

NN, OO and PP fall into this 
category. 

Could you please provide the above 
mentioned BMD-related documents 

made applicable by the SOW? 

As stated in paragraph 1.6.2.1 of 
the Bidding Instructions, all 

pertinent information relevant for 
bidding from the Applicable 

Documents referenced in Section 2 
of the SOW have been retrieved 

and made a part of the IFB. 
Therefore, Bidders neither require 

physical access to these documents 
in order to make their bids 

compliant nor shall the Purchaser 
make these documents available as 

part of this IFB. 

No Amendment 3 

CR#6 
Book II -Part IV-

Statement of 
Work 

 3.4.1.1. 

Could you please clarify what is 
meant by the last sentence of SOW 

statement 3.4.1.1. "[...] It is also 
important that information 

dissemination and coordination is 
made possible/available through a 
NCI Agency portal presence on the 

appropriate networks in general, 
training products, preparations." in 

general and in particular with regards 
to expectations from the Contractor? 

The Collaborative Working 
Environment will also be used by 
the IPMT to share the approved 

deliverables with the IPMT 
members. There is no specific 

expectation from the Contractor 
besides the electronic delivery of 
the deliverables into the CWE. 

No Amendment 3 

CR#7 
Book II -Part IV-

Statement of 
Work 

3.13.2.4. 

As the deployment of NCOP-BMD 
onto sites/nodes is not in the scope 
of the NCOP-BMD contract, could 

you please clarify what is 
Contractor's responsibility regarding 

the management of the Service 
Baseline specified in SOW 3.13.2.4.? 

The Contractor's responsibility for 
the Service Baseline is identified in 
paragraphs 3.13.2.5 and 3.13.2.6 of 

the SOW. 

No Amendment 3 
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CR#8 
Book II -Part IV-

Statement of 
Work 

Tables 3-5 & 
3-7 

The metadata to be managed for 
Change Requests are specified twice 

in the SOW, in Table 3-5 and in 
Table 3-7 that both hold the same 

title (CR Outlines), but do not specify 
the same set of metadata. Could you 

please clarify? 

Table 3-5 is not applicable for this 
project. As such, both paragraph 

3.13.6.5 and Table 3-5 are hereby 
deleted in the SOW. 

Yes Amendment 3 

CR#9 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

SOW Figure 
5 SOW Table 

3-15/ Item 
8; SOW 

4.8.11.10. 
inc.; Table 4-

43 
Table 4-44; 
Table 4-45  

Bidding 
Sheets Tab 
3_Payment 
schedule 

Item 8 
SOW 

4.8.11.10.1. & 
4.8.11.10.5. 

The end of System Acceptance Test 
(SAT) review: 

- is depicted in SOW Figure 5 as 
being a "Decision Point"; 

- is specified in SOW Table 3-15 
Formal Reviews / Item 8 as being a 

formal review 
- is specified in Bidding Sheets, tab 

Tab 3_Payment schedule, as being a 
milestone. 

It is understood from requirements 
sitting in SOW section 4.8.11.10. that 

NCIA will conduct System 
Acceptance Test activities (SAT test 

event) as part of the Independent 
Verification and Validation phase, 

using the IV&V system, for which the 
SOW requires that the Contractor 
provides support in the form of: 
- Table 4-43 deliverables and 

documents to be delivered for SAT 
- Table 4-44 entry criteria 

- Table 4-45 success criteria 
- At Purchaser's request, the 

performance by the Contractor 
(under NCI Agency environment) 
and report of potential additional 

tests to the Purchaser's satisfaction 
as specified in SOW 4.8.11.10.1. and 

Please note that there is no "end of 
SAT review" as such. 

1) SAT review is led by the 
Contractor and approved by NCIA. 

2) SAT is the combination of 
Purchaser-led validation events. But 

each milestone (e.g. SAT) has its 
own review event which is led by 

the Contractor. 

No Amendment 3 
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4.8.11.10.5. 
1) Could you please confirm that the 

“end of SAT review” will be led by 
NCIA? 

2) Could you please confirm that on 
Figure 5, in Table 3-15 and Bidding 

Sheets/Tab 3_Payment 
schedule/Item #8, the name SAT or 
System Acceptance Test refers to 

the end of SAT review since the SAT 
testing is conducted by NCIA? 

CR#10 

Book I-Bidding 
Sheets; Book II -

Part IV-
Statement of 

Work 

SOW 
5.8.1.1.; 
Bidding 

Sheets CLIN 
3.3.3 

Could you please indicate the 
required duration of each of the five 
general user training sessions to be 
provided during UAT (PVS event) 

(see SOW 5.8.1.1 and CLIN 3.3.3)? 

CLIN 3.3.3's expected duration is no 
longer 2 (two) days. No Amendment 3 

CR#11 
Book II -Part IV-

Statement of 
Work 

SRS 
Reference A 

IDD 
BMD 

Appendix B 

In SRS REFERENCE A: "Interface 
Design Description (IDD), BMD-SE-
PRG-IDD-558-4.0", the Appendix B 
"SDE Exchange - Communication 

Methods" includes a reference to the 
"(NR) IDD v4.0 App B SDE Exch - 

Comm Method Mapping" document. 
Could you please provide the latter 

document that should be included in 
the IFB document pack? 

This "Appendix B to IDD v4.0 - 
SDEX - Port" document is now 

added to the IFB list as: 5f_NR_IFB-
CO-115461-NCOPBMD_Book II -

Part IV-SOW-Annex F_SRS 
Reference_Appendix B to IDD v4.0 

- SDEX - Port. However, as this 
document is NATO RΞSTRICTED, 

it will be sent to all Nominated 
Prospective Bidders’ Point of 
Contact (as mentioned in the 

Declaration of Eligibility) via DHL. 
Nominated Prospective Bidders 

should promptly notify the Agency 
by email if after 10 business days 
from the date of this letter if the 

document has not been received. 

Yes Amendment 3 
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CR#12 
Book II -Part IV-

Statement of 
Work 

SRS 
REFERENCE 

A IDD 
BMD 

Appendix C 

In SRS REFERENCE A: "Interface 
Design Description (IDD), BMD-SE-
PRG-IDD-558-4.0", the APPENDIX 
C "NSV-2a and NSV-2b Diagrams" 
(Item 3.) includes a reference to the 
"(NR) IDD v4.0 App C NSV-2a and 

NSV- 2b Diagrams" document. 
Could you please provide the latter 

document that should be included in 
the IFB document pack? 

This "IDD v4.0 Appendix C NSV-2a 
and NSV-2b Diagrams" document is 

now added to the IFB list as: 
5g_NR_IFB-CO-115461-

NCOPBMD_Book II -Part IV-SOW-
Annex G_SRS 

Reference_Appendix C NSV-2a and 
NSV-2b Diagrams. 

However, as this document is 
NATO RΞSTRICTED, it will be sent 

to all Nominated Prospective 
Bidders’ Point of Contact (as 

mentioned in the Declaration of 
Eligibility) via DHL. Nominated 

Prospective Bidders should 
promptly notify the Agency by email 
if after 10 business days from the 
date of this letter if the document 

has not been received. 

Yes Amendment 3 

CR#13 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 

The SRS contains a column 
"Significantly changed", with values 
True, False or <empty>. What is the 

meaning of these values? 

This column can be ignored No Amendment 3 

CR#14 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 
NCOP-BMD-

SRS-849 
NCOP-BMD-

SRS-850 

NCOP-BMD-SRS-849 and NCOP-
BMD-SRS-850 refer to "SDE: 

Aggregated Impact Areas 
Predictions, in accordance with 

REFERENCE A". There is no such 
SDE in REFERENCE A. Can you 

please confirm that these 
requirements can be discarded? 

NCOP-BMD-SRS-849 and NCOP-
BMD-SRS-850 can be discarded. No Amendment 3 
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CR#15 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 
NCOP-BMD-

SRS-1074 
NCOP-BMD-

SRS-1075 
NCOP-BMD-

SRS-1076 

NCOP-BMD-SRS-1074, NCOP-
BMD-SRS-1075 and NCOP-BMD-

SRS-1076 refer to "the source track 
number of a defence resources as 

provided by SDE - Platform Location, 
in accordance with REFERENCE A." 

The description of SDE Platform 
Location does not include a source 

track number Data Element. Can you 
please clarify? 

The STN-attribute is part of the J-
REAP header for PPLI messages 

(the source of the Platform Location 
SDE). 

No Amendment 3 

CR#16 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 
NCOP-BMD-

SRS-1077 
NCOP-BMD-

SRS-1078 
NCOP-BMD-

SRS-1079 

NCOP-BMD-SRS-1077, NCOP-
BMD-SRS-1078 and NCOP-BMD-

SRS-1079 refer to "the source track 
number of a defence resources as 

provided by SDE - Tactical 
Information 2, in accordance with 

REFERENCE A." The description of 
SDE Tactical Information 2 does not 
include a source track number Data 

Element. Can you please clarify? 

The Data Element "source track 
number" of the defence resource 

corresponds to Data Element 
"Platform ID" contained in "Platform 

Status (Real-Time)" as part of 
"Tactical Information 2". 

No Amendment 3 

CR#17 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 
NCOP-BMD-

SRS-1080 
NCOP-BMD-

SRS-1081 
NCOP-BMD-

SRS-1082 

NCOP-BMD-SRS-1080, NCOP-
BMD-SRS-1081 and NCOP-BMD-

SRS-1082 refer to "the platform type 
and activity of a defence resources 

as provided by SDE - Platform 
Location, in accordance with 

REFERENCE A." The description of 
SDE Platform Location does not 

include a platform type and activity 
Data Element. Can you please 

clarify? 

The SDE - Platform Location will 
contain Platform Type and Platform 

Activity in addition to the fields 
included in the IDD 

No Amendment 3 
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CR#18 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 
NCOP-BMD-

SRS-1083 
NCOP-BMD-

SRS-1084 
NCOP-BMD-

SRS-1085 

NCOP-BMD-SRS-1083, NCOP-
BMD-SRS-1084 and NCOP-BMD-

SRS-1085 refer to "the platform type 
and activity of a defence resources 

as provided by SDE - Tactical 
Information 2, in accordance with 

REFERENCE A." The description of 
SDE Tactical Information 2 does not 
include a platform type and activity 

Data Element. Can you please 
clarify? 

The SDE - Tactical Information 2 
will contain Platform Type and 

Platform Activity in addition to the 
fields included in the IDD 

No Amendment 3 

CR#19 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 
NCOP-BMD-

SRS-9 
NCOP-BMD-

SRS-10 
NCOP-BMD-

SRS-13 

NCOP-BMD-SRS-9, NCOP-BMD-
SRS-10 and NCOP-BMD-SRS-13 

refer to "the network status of 
defence resources as provided by 

SDE - Platform Status (Real-Time), 
in accordance with REFERENCE A." 

The description of SDE Platform 
Status (Real-Time) does not include 
a network status Data Element. Can 

you clarify? 

In the J13.5 Land Platform and 
System Status message, i.e., 
Platform Status (Real-Time) 

message, there are fields in the 
J13.5C1 word related to Link 

Status. 

No Amendment 3 

CR#20 
Book II -Part IV-

Statement of 
Work 

Annex 
A_System 

Requirement 
Specifications 
NCOP-BMD-

SRS-11 
NCOP-BMD-

SRS-12 
NCOP-BMD-

SRS-14 

NCOP-BMD-SRS-11, NCOP-BMD-
SRS-12 and NCOP-BMD-SRS-14 

refer to "the network status of 
defence resources as provided by 

SDE - Tactical Information 2, in 
accordance with REFERENCE A." 

The description of SDE Tactical 
Information 2 does not include a 

network status Data Element. Can 
you please clarify? 

Please see the response to CR#19 
above. No Amendment 3 

END OF CLARIFICATION REQUETS AND RESPONSES 
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SECTION 1 INTRODUCTION 
 
1.1. Purpose 
 
1.1.1. The purpose of this Invitation for Bid (IFB) is to award a Contract for Ballistic 

Missile Defence Increments 1&2 functions for NATO Common Operational 
Picture Delivery (NCOP BMD Delivery). All of the technical details and 
requirements of the project are explained in Book II, Part IV, Statement of 
Work (SOW) and the SOW annexes. 

 
1.2. Scope of Work 
 
1.2.1. The scope of this project is to procure two Work Packages (WPs) as follows: 
 
1.2.1.1. WP1: Deliver NCOP-BMD Functionality: This work package comprises the 

activities for developing and delivering the NCOP BMD functionality and 
interfaces, including transition of support. 

 
1.2.1.2. WP2: Provide NCOP-BMD In-Service Support: This work package comprises 

all the activities to provide in-service support to the fielded baselines prior to 
Final System Acceptance (FSA). 

 
1.2.2. Overview of the Prospective Contract 
 
1.2.2.1. The Prospective Contract (Book II) requires the selected Contractor to deliver 

the NCOP-BMD capability as described in this IFB. The Contractor shall 
perform all activities required per Book II Part IV (Statement of Work (SOW)) 
and its Annexes and shall deliver the associated deliverables per Book II Part I 
(Schedule of Supplies and Services (SSS)).  

 
1.2.3. The Contract resulting from this IFB shall be awarded on a Firm-Fixed-Price 

basis.  
 
1.2.4. The resulting contract will use elements of the Agile methodology, with 

multiple increments, each consisting of several sprints, and the opportunity for 
frequent acceptances of functional capabilities. 

 
1.2.5. The Contract will be governed by Book II, Part II (Contract Special 

Provisions), and Part III (Contract General Provisions). 
 
1.3. Governing Rules, Eligibility, and Exclusion Provisions 
 
1.3.1. This solicitation is an International Invitation for Bid (IFB) and is issued in 

accordance with the procedures for International Competitive Bidding (ICB) 
set forth in NATO document AC/4-D/2261 (1996 Edition) and its Annex X, 
dated 24 July 2009. 

 
1.3.2. Pursuant to these procedures, bidding is restricted to companies from 
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participating NATO member nations (see paragraph 2.1.1.7) for which either a 
Declaration of Eligibility has been issued by their respective national 
authorities. 

 
1.4. Best Value Evaluation Method 
 
1.4.1. The evaluation method to be used in the selection of the successful Bidder 

under this solicitation will follow the Best Value Procedures set forth in AC/4-
D/2261, Annex X, dated 24 July 2009, and AC/4(2008)0002-REV2-ANNEX 
1, dated 15 July 2015, or deviations to the procedure, as approved by the 
NATO Investment Committee. 

 
1.4.2. The bid evaluation criteria and the detailed evaluation procedures are described 

in SECTION 4. 
 
1.4.3. The Bidder shall refer to the Purchaser all queries for resolution of any 

conflicts found in information contained in this document in accordance with 
the procedures set forth in paragraph 2.7 "Request for IFB Clarifications”. 

 
1.5. Security 
 
1.5.1. This Invitation for Bid is NATO UNCLASSIFIED.  
 
1.5.2. Contractor personnel will be required to possess a security clearance of 

“NATO SΞCRET” (NS) for the performance of the Contract.  
 
1.5.3. The Contractor will be required to handle and store classified material to the 

level of “NATO RΞSTRICTED”. 
 
1.5.4. The Contractor shall have the appropriate facility and personnel clearances at 

the date of Contract Signature. Should the Contractor be unable to perform 
the Contract due to the fact that the facility/security clearances have not been 
provided by their respective national security agency, this lack of clearance 
cannot be the basis for a claim of adjustment or an extension of schedule, nor 
the lack of clearance be considered a mitigating circumstance in the case of an 
assessment of Liquidated Damages or a determination of Termination For 
Default by the Purchaser under the Prospective Contract. 

 
1.5.5. Contractor personnel working at NATO or National sites without such a 

clearance confirmed by the appropriate national security authority and 
transmitted to the cognisant NATO or National security officer at least 
fourteen (14) days prior to the site visit, will be denied access to the site.  
Denial of such access by the Purchaser may not be used by the Contractor as 
the basis for a claim of adjustment or an extension of schedule nor can the 
denial of access be considered a mitigating circumstance in the case of an 
assessment of Liquidated Damages or a determination of Termination for 
Default by the Purchaser. 
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1.5.6. Bidders are advised that Contract signature will not be delayed in order to 
allow the processing of NS security clearances for personnel or facilities and, 
should the otherwise successful Bidder not be in a position to accept the 
offered Contract within a reasonable period of time, due to the fact that its 
personnel or facilities do not possess the appropriate security clearance(s), the 
Purchaser may determine the Bidder’s Offer to be non-compliant and offer the 
Contract to the next ranking Bidder.  In such a case, the Bidder who would not 
sign the Contract shall be liable for forfeiture of the Bid Guarantee. 

 
1.6. Documentation 
 
1.6.1. All documentation – including the IFB itself, all applicable documents and any 

reference documents provided by the Purchaser – are solely to be used for the 
purpose of preparing a response to this IFB. They are to be safeguarded at the 
appropriate level according to their classification and reference documents are 
provided “as is“, without any warranty as to quality or accuracy. 

 
1.6.2. Statement of Work Applicable Documents 
 
1.6.2.1. All pertinent information relevant for bidding from the Applicable Documents 

referenced in Section 2 of the SOW have been retrieved and made a part of the 
IFB. Therefore, Bidders neither require physical access to these documents in 
order to make their bids compliant nor shall the Purchaser make these 
documents available as part of this IFB. 

END OF SECTION 1 
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SECTION 2 GENERAL BIDDING INFORMATION 
 
2.1. Definitions 
 
2.1.1. In addition to the definitions and acronyms set in Article 1 of Part II of the 

Prospective Contract and the definitions and acronyms set in the Article 2 of 
the NCI Agency Contract General Provisions (Part III), the following terms 
and acronyms, as used in this IFB shall have the meanings specified below: 

 
2.1.1.1. “Bid” or “Quotation”: a binding offer to perform the work specified in the 

Prospective Contract (Book II). 
 
2.1.1.2. “Bidder”: a firm, consortium, or joint venture which submits an offer in 

response to this solicitation. Bidders are at liberty to constitute themselves into 
any form of Contractual arrangements or legal entity they desire, bearing in 
mind that in consortium-type arrangements, a single judicial personality shall 
be established to represent that legal entity. A legal entity, such as an individual, 
Partnership or Corporation, herein referred to as the “Principal Contractor”, 
shall represent all members of the consortium with the NCI Agency and/or 
NATO. The “Principal Contractor” shall be vested with full power and 
authority to act on behalf of all members of the consortium within the 
prescribed powers stated in an irrevocable Power of Attorney issued to the 
“Principal Contractor” by all members associated with the consortium. 
Evidence of authority to act on behalf of the consortium by the “Principal 
Contractor” shall be enclosed and sent with the bid. Failure to furnish proof of 
authority may be a reason for the bid being declared non-compliant. 

 
2.1.1.3. “Compliance”: strict conformity to the requirements and standards specified 

in this IFB. 
 
2.1.1.4. “Contractor”: the awardee of this IFB, which shall be responsible for the 

fulfilment of the requirements established in the Contract. 
 
2.1.1.5. “Firm of a Participating Country”: a firm legally constituted or chartered 

under the laws of, and geographically located in, or falling under the 
jurisdiction of a Participating Country. 

 
2.1.1.6. “IFB”: Invitation for Bid 
 
2.1.1.7. “Participating Country”: any of the 30 NATO nations contributing to the 

project, namely, (in alphabetical order): Albania, Belgium, Bulgaria, Canada, 
Croatia, Czech Republic, Denmark, Estonia, France, Germany, Greece, 
Hungary, Iceland, Italy, Latvia, Lithuania, Luxembourg, Montenegro, The 
Netherlands, North Macedonia, Norway, Poland, Portugal, Romania, Slovakia, 
Slovenia, Spain, Turkey, The United Kingdom, and The United States. 

 
2.1.1.8. “Purchaser”: The Purchaser is defined as the NCI Agency or its legal 

successor. 
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2.2. Eligibility and Origin of Equipment and Services 
 
2.2.1. As stated in paragraph 1.3.2, only firms from a Participating Country are 

eligible to engage in this competitive bidding process.   
 
2.2.2. In addition, all Contractors, subcontractors and manufacturers, at any tier, 

must be from Participating Countries.   
 
2.2.3. None of the work, including project design, labour and services shall be 

performed other than by firms from and within Participating Countries. 
 
2.2.4. No materials or items of equipment down to and including identifiable sub-

assemblies shall be manufactured or assembled by a firm other than from and 
within a Participating Country. 

 
2.2.5. Unless otherwise authorised by the terms of the Prospective Contract, the 

Intellectual Property Rights to all design documentation and related system 
operating software shall reside in NATO member countries, and no license 
fees or royalty charges shall be paid by the Contractor to firms, individuals or 
governments other than within the NATO member community. 

 
2.3. Bid Delivery and Bid Closing 
 
2.3.1. The closing time for submission of bids in Response to this IFB is Monday, 

14 March 2022, 12:00 Hours (Central European Time (CET)). 
 
2.3.2. Bids shall be submitted to the following email address below: 

 
2.3.2.1. CO115461NCOPBMD@ncia.nato.int  
 
2.4. Late Bids 
 
2.4.1. Bids which are submitted to the Purchaser after the specified time and date set 

forth in paragraph 2.3.1 are "Late Bids" and shall not be considered for award.  
Such bids will be unopened unless the Purchaser can determine that the bid in 
question meets the criteria for consideration as specified below. 

 
2.4.2. Consideration of Late Bid 
 
2.4.2.1. The Purchaser considers that it is the responsibility of the Bidder to ensure that 

the bid is submitted by the specified bid closing time. However, a late bid shall 
only be considered for award if a Contract has not already been awarded 
pursuant to the IFB or if the bid was sent to the correct email address specified 
in paragraph 2.3.2.1 and the delay was solely the fault of the Purchaser. 

 
2.5. Requests for Extension of Bid Closing Date 
 
2.5.1. Bidders are informed that requests for extension to the closing date for the 

mailto:CO115461NCOPBMD@ncia.nato.int
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IFB shall be submitted to the Point of Contact indicated in paragraph 2.6.1 
below only through the delegation of the country of origin of the firm which 
has been invited to bid or by that country’s Embassy no later than fourteen 
(14) calendar days prior to the established bid closing date. Bidders are 
advised to submit their request in sufficient time as to allow their respective 
NATO Delegation or Embassy to deliver the formal request to the Purchaser 
within this time limit. 

 
2.6. Purchaser’s Point of Contact 
 
2.6.1. The Purchaser point of contact for all information concerning this IFB is: 

 
Mrs. Ijeoma Ike-Meertens, Senior Contracting Officer 
E-mail: CO115461NCOPBMD@ncia.nato.int 
 

2.6.2. All correspondence related to the IFB including the bid shall be sent to the 
contact details in paragraph 2.6.1 above. 

 
2.7. Request for IFB Clarifications 
 
2.7.1. Bidders, at the earliest stage possible during the course of the bidding period, 

are encouraged to seek clarification of any matters of an administrative or 
contractual, price, or technical in nature pertaining to this IFB. 

 
2.7.2. All questions and requests for clarification shall be submitted via email (no 

phone calls) to the point of contact identified in paragraph 2.6.1 using the 
Clarification Request Form provided at ANNEX C of this Book 1.  

 
2.7.3. Such questions and requests for clarification shall be submitted not later than 

twenty eight (28) calendar days prior to the stated "Bid Closing Date". The 
Purchaser is under no obligation to answer questions submitted after this time.  
Requests for clarification must address the totality of the concerns of the 
Bidder, as the Bidder will not be permitted to revisit areas of the IFB for 
additional clarification except as noted in paragraph 2.7.4 below. 

 
2.7.4. Additional requests for clarification are limited only to the information 

provided as answers by the Purchaser to Bidder’s requests for clarification.  
Such additional requests shall arrive not later than fourteen (14) calendar days 
before the established bid closing date. 

 
2.7.5. It is the responsibility of the Bidders to ensure that all Clarification Requests 

submitted bear no mark, logo or any other form or sign that may lead to reveal 
the Bidders’ identity in the language constituting the clarification itself. This 
prescription is not applicable to the mode used for the transmission of the 
clarification (i.e. email or form by which the clarification is forwarded).  

 
2.7.6. The Purchaser declines all responsibilities associated to any and all 

circumstances regardless of the nature or subject matter arising from the 

mailto:CO115461NCOPBMD@ncia.nato.int
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Bidders’ failure or inability to abide to the prescription in paragraph 2.7.5 
above.  

 
2.7.7. Except as provided above, all questions will be answered by the Purchaser and 

the questions and answers (but not the identity of the questioner) will be issued 
in writing (via email) to all Prospective Bidders. The Bidders shall immediately 
inform the Purchaser in the event that submitted questions are not reflected in 
the answers published. 

 
2.7.8. Where the extent of the changes implied by the response to a clarification 

request is of such a magnitude that the Purchaser deems necessary to issue 
revised documentation, the Purchaser will do so by the means of the issuance 
of a formal IFB amendment in accordance with paragraph 2.9. 

 
2.7.9. The Purchaser may provide for a re-wording of questions and requests for 

clarification where it considers the original language ambiguous, unclear, 
subject to different interpretation or revelatory of the Bidder’s identity. 

 
2.7.10. The Purchaser reserves the right to reject clarification requests clearly devised 

or submitted for the purpose of artificially obtaining an extension of the 
bidding time (i.e. clarifications re-submitted using different wording where 
such wording does not change the essence of the clarification being requested). 

 
2.7.11. The published responses issued by the Purchaser shall be regarded as the 

authoritative interpretation of the IFB. Any amendment to the language of the 
IFB included in the answers will be issued as an IFB Amendment and shall be 
incorporated by the Bidder in its offer. 

 
2.8. Requests for Waivers and Deviations 
 
2.8.1. Bidders are informed that requests for alteration to, waivers, or deviations 

from the terms and conditions of this IFB will not be considered after the 
request for clarification process. Requests for alterations to the other 
requirements, terms or conditions of the IFB may only be considered as part of 
the clarification process set forth in paragraph 2.7. 

 
2.8.2. Requests for alterations to the specifications, terms and conditions of the 

Contract which are included in a bid as submitted may be regarded by the 
Purchaser as a qualification or condition of the bid and may be grounds for a 
determination of non-compliance. 

 
2.9. Amendment of the Invitation for Bid 
 
2.9.1. The Purchaser may amend the IFB at any time prior to the Bid Closing Date. 

Any and all changes will be transmitted to all Bidders by an official amendment 
designated as such and signed by the Purchaser. This process may be part of 
the clarification procedures set forth in paragraph 2.7 or may be an 
independent action on the part of the Purchaser. 
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2.9.2. The Purchaser will consider the potential impact of amendments on the ability 
of prospective Bidders to prepare a bid within the allotted time. The Purchaser 
may extend the "Bid Closing Date" at its discretion and such extension will be 
set forth in the amendment. 

 
2.9.3. All such IFB amendments issued by the Purchaser shall be acknowledged by 

the Bidder in its bid by completing the “Acknowledgement of Receipt of IFB 
Amendments” certificate at Annex B.2. Failure to acknowledge receipt of all 
amendments may be grounds to determine the bid to be administratively non-
compliant. 

 
2.10. Cancellation of Invitation for Bid 
 
2.10.1. The Purchaser may cancel, suspend or withdraw for re-issue at a later date this 

IFB at any time prior to Contract award.  No legal liability on the part of the 
Purchaser for payment of any sort shall arise and in no event will any Bidder 
have cause for action against the Purchaser for the recovery of costs incurred 
in connection with preparation and submission of a bid in response to this 
IFB. 

 
2.11. Modification and Withdrawal of Bids 
 
2.11.1. Bids, once submitted, may be modified by Bidders, but only to the extent that 

the modifications are in writing, conform to the requirements of the IFB, and 
are received by the Purchaser prior to the exact time and date established for 
bid closing.  Such modifications shall be considered as an integral part of the 
submitted bid. 

 
2.11.2. Modifications to bids which arrive after the bid closing date will be considered 

as "Late Modifications" and will be processed in accordance with the 
procedure set forth in paragraph 2.4 concerning "Late Bids". Except that 
unlike a "Late Bid", the Purchaser will retain the modification until a selection 
is made. A modification to a bid which is determined to be late will not be 
considered in the evaluation and selection process.  If the Bidder submitting 
the modification is determined to be the successful Bidder on the basis of the 
unmodified bid, the modification may then be opened. If the modification 
makes the terms of the bid more favourable to the Purchaser, the modified bid 
may be used as the basis of Contract award. The Purchaser, however, reserves 
the right to award a Contract to the apparent successful Bidder on the basis of 
the bid submitted and disregard the late modification. 

 
2.11.3. A Bidder may withdraw its bid at any time prior to bid opening without 

penalty.  In order to do so, an authorised agent or employee of the Bidder 
must provide an original statement of the firm's decision to withdraw the bid. 

 
2.11.4. Except as provided in paragraph 2.12.4.2 below, a Bidder may withdraw its bid 

after Bid Opening only by forfeiture of the Bid Guarantee. 
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2.12. Bid Validity 
 
2.12.1. Bidders shall be bound by the term of their bids for a period of twelve (12) 

months starting from the bid closing date specified in paragraph 2.3.1. 
 
2.12.2. In order to comply with this requirement, the Bidder shall complete the 

Certificate of Bid Validity set forth in Annex B.4. Bids offering less than this 
period of time, may be determined non-compliant. 

 
2.12.3. The Purchaser will endeavour to complete the evaluation and make an award 

within the bid validity period. However, should that period of time prove 
insufficient to render an award, the Purchaser reserves the right to request an 
extension of the bid validity period all bids which remain under consideration 
for award. 

 
2.12.4. Upon notification by the Purchaser of such a request for a time extension, the 

Bidders shall have the right to: 
 
2.12.4.1. accept this extension of time in which case Bidders shall be bound by the 

terms of their offer for the extended period of time and the bid guarantee and 
Certificate of Bid Validity extended accordingly; or 

 
2.12.4.2. refuse this extension of time and withdraw the bid, in which case the Purchaser 

will return to the Bidder its Bid Guarantee in the full amount without penalty. 

2.12.5. Bidders shall not have the right to modify their bids due to a Purchaser request 
for extension of the bid validity unless expressly stated in such request. 

 
2.13. Bid Guarantee 
 
2.13.1. The Bid Guarantee shall be submitted by: 
 
2.13.1.1. email either directly by the banking institution or the Bidder to the email 

address in paragraph 3.4.1.2, plus 
2.13.1.2. mail the original copy to the address in paragraph 3.4.1.3. 
 
2.13.2. The Bidder shall furnish with its bid a guarantee in an amount equal to Three 

Hundred Thousand Euro (€300,000).   
 

2.13.3. The Bid Guarantee shall be substantially similar to ANNEX D as an 
irrevocable, unqualified and unconditional Standby Letter of Credit (SLC) 
issued by any of the banks (used interchangeably with “financial institution”) 
listed in ANNEX E or issued by a different financial institution and confirmed 
by any of the banks listed in ANNEX E. In the latter case, signed original 
letters from both the issuing institution and the confirming institution must be 
provided.  The confirming bank shall clearly state that it will guarantee the 
funds, the drawing against can be made by the NCI Agency. Bid Guarantees 
shall be made payable to the Treasurer, NCI Agency.   
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2.13.4. "Standby Letter of Credit" or "SLC" as used herein, means a written 
commitment by a financial institution listed in ANNEX E either on its own 
behalf or as a confirmation of the Standby Letter of Credit issued by a different 
bank not listed in ANNEX E to pay all or part of a stated amount of money, 
until the expiration date of the letter, upon presentation by the Purchaser of a 
written demand therefore. Neither the financial institution nor the Contractor 
can revoke or condition the Standby Letter of Credit. 

 
2.13.5. Alternatively, a Bidder may elect to post the required Guarantee by cash (no 

cheques).  If the latter method is selected, Bidders are informed that the 
Purchaser will cash the cheque on the Bid Closing Date or as soon as possible 
thereafter. 

 
2.13.6. If the Bid Closing Date is extended after a Bidder's financial institution has 

issued a Bid Guarantee, it is the obligation of the Bidder to have such Bid 
Guarantee (and confirmation, as applicable) extended to reflect the revised Bid 
Validity date occasioned by such extension. 

 
2.13.7. Failure to furnish the required Bid Guarantee in the proper amount, and/or in 

the proper form and/or for the appropriate duration by the Bid Closing Date 
may be cause for the bid to be determined non-compliant. 

 
2.13.8. The Purchaser will make withdrawals against the amount stipulated in the Bid 

Guarantee under any of the following conditions: 
 
2.13.8.1. The Bidder has submitted a bid and, after Bid Closing Date (including 

extensions thereto) and prior to the selection of the successful bid, withdraws 
its bid, or states that it does not consider its bid valid or agree to be bound by 
its bid; 

 
2.13.8.2. The Bidder has submitted a successful bid, but the Bidder declines to sign the 

Contract offered by the Agency, such Contract being consistent with the terms 
of the solicitation documents; 

 
2.13.8.3. The Purchaser has offered the Bidder the Contract for execution but the 

Bidder has been unable to demonstrate compliance with the security 
requirements of the Contract at the date of contract signature; 

 
2.13.8.4. The Purchaser has entered into the Contract with the Bidder but the Bidder 

has been unable or unwilling to provide the Performance Guarantee required 
under the terms of the Contract within the time frame required. 

 
2.13.9. Bid Guarantees will be returned to Bidders as follows: 
 
2.13.9.1. To non-compliant Bidders forty-five (45) days after notification by the  

Purchaser of a non-compliant bid (except where such determination is 
challenged by the Bidder; in which case the Bid Guarantee will be returned 
forty-five (45) days after a final determination of non-compliance); 
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2.13.9.2. To all other unsuccessful Bidders within thirty (30) days following the award of 
the Contract to the successful Bidder; 

 
2.13.9.3. To the successful Bidder upon submission of the Performance Guarantee 

required by the Contract or, if there is no requirement for such a Performance 
Guarantee, upon Contract execution by both parties. 

 
2.13.9.4. pursuant to paragraph 2.12.4.2. 
 
2.14. Electronic Transmission of Information and Data 
 
2.14.1. The Purchaser will communicate answers to requests for clarification and 

amendments to this IFB to the prospective Bidders as soon as practicable. 
 
2.14.2. Bidders are advised that the Purchaser will rely exclusively on email 

communication to manage all correspondence related to this IFB, including 
IFB amendments and clarifications. 

 
2.14.3. Bidders are cautioned that electronic transmission of documentation which 

contains classified information is not allowed. 
 
2.15. Supplemental Agreements and Export Controlled Information 
 
2.15.1. Bidders are required, in accordance with the certificate at Annex B.7 of this 

Book I, to disclose any prospective Supplemental Agreements that are required 
by national governments to be executed by NATO/NCI Agency as a 
condition of Contract performance. 

 
2.15.2. Supplemental Agreements are typically associated with, but not necessarily 

limited to, national export control regulations, technology transfer restrictions 
and end user agreements. 

 
2.15.3. Bidders are cautioned that failure to provide full disclosure of the anticipated 

requirements and the terms thereof, to the best of the Bidder’s knowledge and 
experience, may result in the Purchaser withholding award of the Contract or 
terminating an executed Contract if it is discovered that the terms of such 
Supplemental Agreements contradict the terms of the Contract, to the extent 
that either key objectives cannot be accomplished or basic Contract principles 
and Purchaser rights have been abridged. 

 
2.16. Notice of Limitations on Use of Intellectual Property Delivered to the   

Purchaser 
 
2.16.1. Bidders are instructed to review Article 26 of the Contract Special Provisions 

and Article 30 of the Contract General Provisions. These Articles set forth the 
definitions, terms and conditions regarding the rights of the Parties concerning 
Intellectual Property (IP) developed and/or delivered under this Contract or 
used as a basis of development under this Contract. 
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2.16.2. All Contract deliverables are governed by a distinct set of Intellectual Property 
Rights (IPR) and Title and Ownership provisions, detailed in Book II, 
Prospective Contract. 

 
2.16.3. Bidders are required to disclose, in accordance with Annex B.10 and Annex 

B.11 of this Bidding Instructions, the IP proposed to be used by the Bidder 
that will be delivered with either Background Intellectual Property Rights (IPR) 
or Third Party IPR. Bidders are required to identify such IP and the basis on 
which the claim of Background or Third Party IP is made. 

 
2.16.4. The identification of Bidders’ Background and/or Third Party IP shall be 

limited to those IPs associated with products and/or documentation which is 
indispensable in order to deliver, install and operate, support, maintain the 
system and to provide training and which are not related to products and/or 
documentation needed for internal processes only.  

 
2.16.5. Bidders are further required to identify any restrictions on Purchaser use of the 

IP that is not in accordance with the definitions and rights set forth in the 
provisions of the Book II’s Prospective Contract concerning use or 
dissemination of such IP. 

 
2.16.6. Bidders are informed that any restriction on use or dissemination of IP 

conflicting with the terms and conditions of Book II or with the objectives and 
purposes of the Purchaser as stated in the Prospective Contract shall render 
the bid non-compliant. 

 
2.17. Receipt of an Unreadable Electronic Bid 
 
2.17.1. If a bid received at the NCI Agency’s facility by electronic data interchange is 

unreadable to the degree that conformance to the essential requirements of the 
solicitation cannot be ascertained, the CO shall immediately notify the Bidder 
that the bid will be rejected unless the Bidder provides clear and convincing 
evidence: 

 
2.17.1.1. of the content of the bid as originally submitted, and; 
 
2.17.1.2. that the unreadable condition of the bid was caused by Purchaser software or 

hardware error, malfunction, or other Purchaser mishandling. 
 
2.17.2. A bid that fails to conform to the above requirements may be declared 

noncompliant and may not be evaluated further by the Purchaser. 
 
2.17.3. If it is discovered, during either the Administrative, Price or Technical 

evaluation, that the Bidder has submitted an unreadable electronic bid, the 
Bidder may be determined to have submitted a non-compliant bid. 

END OF SECTION 2  
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SECTION 3 BID PREPARATION INSTRUCTIONS 
 
3.1. General 
 
3.1.1. Bids shall be prepared in accordance with the instructions set forth herein. 

Failure to comply with these instructions may result in the bid being declared 
non-compliant. 

 
3.1.2. Bidders shall prepare a complete bid which comprehensively addresses all 

requirements stated herein. The bid shall demonstrate the Bidder's 
understanding of the IFB and its ability to provide all the deliverables and 
services listed in the Schedule of Supplies and Services in a timely manner. 

 
3.1.3. The Bidder shall not restate the IFB requirements in confirmatory terms only. 

The Bidder must clearly describe what is being offered and how the Bidder will 
meet all IFB requirements. Statements in confirmatory terms only will be 
sufficient grounds for determining the bid to be non-compliant. 

 
3.1.4. Although the Purchaser may request clarification of the bid, it is not required 

to do so and may make its determination on the content of the bid as written.  
Therefore, Bidders shall assume that inconsistencies, omissions, errors, lack of 
detail and other qualitative deficiencies in the submitted bid will have a 
negative impact on the final rating. 

 
3.1.5. Partial bids and bids containing conditional statements will be declared non-

compliant. 
 
3.1.6. Bidders are advised that the Purchaser reserves the right to incorporate the 

successful Bidder’s Offer in whole or in part by reference in the resulting 
Contract. 

 
3.1.7. If no specific format has been established for electronic versions, Bidders shall 

deliver this type of documentation in an electronic format which is best suited 
for review and maintenance by the Purchaser (e.g. Project Master Schedule in 
MS Project format, Project Highlight Reports in MS Word). 

 
3.1.8. All documentation submitted as part of the bid shall be classified at a level not 

higher than “NATO UNCLASSIFIED”. 
 
3.2. Language of Bid 
 
3.2.1. All notices and communications regarding this IFB shall be written and 

conducted in English. 
 
3.2.2. All bids shall be submitted in English. 
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3.3. Bid Package Content and Marking 
 
3.3.1. The complete bid shall consist of three distinct and separated volumes 

described in the following subparagraphs. Detailed requirements for the 
structure and content of each of these packages are contained in these Bidding 
Instructions. 

 
3.3.1.1. Volume 1: Bid Administration Package (paragraph 3.4) 
3.3.1.2. Volume 2: Price Quotation (paragraph 3.5) 
3.3.1.3. Volume 3: Technical Proposal Package (paragraph 3.6) 
 
3.3.2. “Times New Roman” fonts in size 12 shall be used for normal text, and “Arial 

Narrow” fonts not smaller than size 10 for tables and graphics. 
 
3.3.3. Emails with a bid attached to it, shall be less than 10 MB in size per email. 

 
3.3.4. The submitted bid shall be in accordance with the Page Limit set in paragraph 

3.7. 
 
3.3.5. The bid shall be consolidated into as few emails as possible and sent to the 

correct Bid Delivery email address stated in paragraph 2.6.1.   
 
3.3.6. The email shall have the following subject line: IFB-CO-115461-NCOPBMD 

Bid for {Insert Company Name}.   
 
3.3.7. In the event the bid must be submitted in multiple emails to stay under the size 

limit stated in paragraph 3.3.3, the Bidder shall add “Email 1 of 2”, “Email 2 of 
2” as necessary to the subject line of the email. 

 
3.3.8. “Company Name”: In the subject line of the email, and in the names of the 

individual files, the name of the Bidder shall be abbreviated to no more than 10 
characters.  For example, if a company’s name is “Computer and Technology 
Research Company”, the company name could be shorted to CTRC in the 
email and file names.   

 
3.3.9. The individual electronic files sent by email shall have the naming convention 

listed in the table below. In the event the documents must be split into more 
than one file (to ensure the size of the email stays within the limit stated in 
paragraph 3.2.2), the Bidder shall add “Part 1 of 2”, “Part 2 of 2” as necessary 
to the file names.  

 
Volume I, Bid Administration: 115461-NCOPBMD-Company Name–Vol I–Admin 
 115461-NCOPBMD-Company Name–Vol I–BidGuarantee 
  
Volume II, Price: 115461-NCOPBMD-Company Name–Vol II–Price 
 115461-NCOPBMD-Company Name-Vol II-OfferSum 
  
Volume III, Technical: Engineering 

 115461-NCOPBMD-Company Name-Vol III-SDP 
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 115461-NCOPBMD-Company Name-Vol III-RIS 
 115461-NCOPBMD-Company Name-Vol III-UEP 
 115461-NCOPBMD-Company Name-Vol III-SDS 
 115461-NCOPBMD-Company Name-Vol III-RTM 
 115461-NCOPBMD-Company Name-Vol III-PTP 
 Management 
 115461-NCOPBMD-Company Name-Vol III-BQ 
 115461-NCOPBMD-Company Name-Vol III-PMP 
 115461-NCOPBMD-Company Name-Vol III-PPBS 
 115461-NCOPBMD-Company Name-Vol III-PWBS 
 115461-NCOPBMD-Company Name-Vol III-PMS 
 115461-NCOPBMD-Company Name-Vol III-RMP 
 Supportability 
 115461-NCOPBMD-Company Name-Vol III-ILSP 
 115461-NCOPBMD-Company Name-Vol III-CMP 
 115461-NCOPBMD-Company Name-Vol III-ISSP 
 115461-NCOPBMD-Company Name-Vol III-ISS 
 115461-NCOPBMD-Company Name-Vol III-TRN 

 
3.4. Volume 1: Bid Administration Package 
 
3.4.1. Quantity:  
 
3.4.1.1. One (1) PDF file containing all the documents specified in paragraph 3.4.3 

and; 
 
3.4.1.2. One electronic (1) PDF file of the Bid Guarantee (paragraph 3.4.3.17) 

submitted to: NCIABankGuarantee@ncia.nato.int  
 

3.4.1.2.1. In addition, an Original (Paper) copy of the Bid Guarantee shall be sent. This 
Original (Paper) shall be received no later than seven (7) business days after the 
Bid Closing Date (in paragraph 2.3.1). This Original (Paper) copy shall be sent 
to: 

 
ATTN: Jean-Luc Guellec 
IFB-CO-115461-NCOPBMD 
NATO Industrial Infrastructure 
Reception Service 1 
Rue Arthur Maes 
1130 Brussels, Belgium 
Tel: +32 2 707 8303 

 
3.4.1.2.2. Failure to comply with paragraphs 3.4.1.2 and 3.4.1.2.1 may be cause for the 

bid to be determined non-compliant. 
 

3.4.2. No information disclosing or contributing to disclose the Bid Price shall be 
made part of the Bid Administration Package. Failure to abide to this 
prescription shall result in the bid being declared non-compliant. 

 
3.4.3. The Bid Administration Package shall include the following Certificates, signed 

mailto:NCIABankGuarantee@ncia.nato.int
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in the original or electronically by an authorised representative of the Bidder: 
 
3.4.3.1. Annex B.1 Certificate of Legal Name of Bidder 
3.4.3.2. Annex B.2: Acknowledgement of Receipt of IFB Amendments 
3.4.3.3. Annex B.3: Certificate of Independent Determination 
3.4.3.4. Annex B.4: Certificate of Bid Validity 
3.4.3.5. Annex B.5: Certificate of Exclusion of Taxes, Duties, and Charges 
3.4.3.6. Annex B.6: Comprehension and Acceptance of Contract Special and General 

Provisions 
3.4.3.7. Annex B.7: Disclosure of Requirements for NCI Agency Execution of 

Supplemental Agreements, with the prospective text of such Agreements, as 
applicable 

3.4.3.8. Annex B.8: Certificate of Compliance AQAP 2110 or ISO 9001:2015 or 
Equivalent, with a copy of the relevant quality certification attached to it. 

3.4.3.9. Annex B.9: List of Prospective Subcontractors 
3.4.3.10. Annex B.10: Bidder Background IPR 
3.4.3.11. Annex B.11: List of Subcontractor and Third Party IPR 
3.4.3.12. Annex B.12: Certificate of Origin of Equipment, Services, and Intellectual 

Property 
3.4.3.13. Annex B.13: List of Proposed Key Personnel 
3.4.3.14. Annex B.14: Certificate of Price Ceiling. 
3.4.3.15. Annex B.15: Disclosure of Involvement of Former NCI Agency Employment 
3.4.3.16. Annex B.16: Code of Conduct: Post Employment Measures. Please note this 

annex is for information only and does not need to be signed or submitted. 
3.4.3.17. ANNEX D: Bid Guarantee-Standby Letter of Credit. Bidders are reminded 

that the Bid Guarantee shall reflect any extensions to the Bid Validity Date due 
to extensions in the Bid Closing Date.  

 
3.5. Volume 2: Price Quotation 
 
3.5.1. Quantity:  
 
3.5.1.1. One (1) completed MS Excel (native) file of the Bidding Sheet document. This 

MS Excel file shall be duly filled, can be manipulated (i.e. not an image), and be 
the full and complete Price Quotation. 

 
3.5.1.2. One (1) PDF file of the Offer Summary sheet (i.e. Tab 1) of the Bidding Sheet. 
 
3.5.2. General Rules 
 
3.5.2.1. The total price of bid shall not exceed the ceiling stated below in paragraph 

3.5.2.2. Bids submitted in excess of this ceiling may be determined to be non-
compliant and eliminated from further consideration. 

 
3.5.2.2. Bidders are advised that the total price shall not exceed a ceiling of  

€29,537,977.80 €28,289,035.70 broken down as: 
 

3.5.2.2.1. €23,293,267.28 for up to Final System Acceptance (FSA) plus 1-year Warranty 
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after FSA (i.e. CLINs 1–5); 
3.5.2.2.2. €3,331,518.43 €2,665,214.74 for In-Service Support (ISS) (i.e. CLIN 6) plus; 
3.5.2.2.3. €2,913,192.10 €2,330,553.68 for the four years of Operation and Maintenance 

(O&M) support (i.e. CLIN 7).   
 
3.5.2.3. Bidders shall prepare their Price Volume by completing the Bidding Sheet in 

accordance with the instructions specified in ANNEX A. 
 
3.5.2.4. The structure of the Bidding Sheets shall not be changed (other than as 

indicated elsewhere) nor should any quantity or item description in the Bidding 
Sheets. The currency(ies) of each Contract Line Item and sub-item shall be 
shown. The prices provided shall be intended as the comprehensive total price 
offered for the fulfilment of all requirements as expressed in the IFB 
documentation to include those expressed in the SOW. 

 
3.5.2.5. With the exception of any pre-populated Not-to-Exceed amounts, Bidders 

shall furnish Firm Fixed Prices for all required items in accordance with the 
format set forth in the Instructions for preparation of the Bidding Sheets. This 
includes Firm Fixed Prices for all optional CLINs. 

 
3.5.2.6. Offered prices shall not be “conditional" in nature.  Any comments supplied in 

the Bidding Sheets which are conditional in nature, relative to the offered 
prices, may result in a determination that the bid is non-compliant. 

 
3.5.2.7. Bidders are responsible for the accuracy of their Price Quotations.  Price 

Quotations that have apparent computational errors may have such errors 
resolved in the Purchaser’s favour or, in the case of gross omissions, 
inconsistencies or errors, may be determined to be non-compliant.  

 
3.5.2.8. Bidders shall quote in their own national currency or in EURO. Bidders may 

also submit bids in multiple currencies including other NATO member states' 
currencies under the following conditions: 

 
3.5.2.8.1. The currency is of a "Participating Country" in the project, and 
 
3.5.2.8.2. The Bidder can demonstrate, either through subcontract arrangements or in its 

proposed work methodology, that it will have equivalent expenses in that 
currency.  All major subcontracts and their approximate anticipated value 
should shall be listed on a separate sheet and included with the Price Quotation 
in  ANNEX B.9, List of Prospective Subcontractors, with the breakdown of 
the value reflected in the Bidding Sheet. 

 
3.5.2.9. The Purchaser, by virtue of its status under the terms of Article IX  and X of 

the Ottawa Agreement, is exempt from all direct and indirect taxes (incl. VAT) 
and all customs duties on merchandise imported or exported. 

 
3.5.2.10. Bidders shall therefore exclude from their price bid all taxes, duties and 

customs charges from which the Purchaser is exempted by international 
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agreement and are required to certify that they have done so through execution 
of the Certificate at Annex B.5. 

 
3.5.2.11. Unless otherwise specified in the instructions for the preparation of Bidding 

Sheets in Annex A, all prices quoted in the proposal shall be on the basis that 
all deliverable items shall be delivered “Delivery Duty Paid (DDP)” in 
accordance with the International Chamber of Commerce INCOTERMS ® 
2010. 

 
3.5.2.12. The Bidder’s attention is directed to the fact that the Price Volume shall 

contain no document and/or information other than the priced copies of the 
Bidding Sheets. Any other document will not be considered for evaluation. 

 
3.6. Volume 3: Technical Proposal Package 
 
3.6.1. Quantity:  
 
3.6.1.1. Part 1: Engineering Proposal, as described in paragraph 3.6.4.1.3. 
 

3.6.1.1.1. One PDF file for Draft System Development Plan (SDP) 
3.6.1.1.2. One PDF file for Draft Requirements Implementation Schedule (RIS) 
3.6.1.1.3. One PDF file for Draft Usability Engineering Plan (UEP) 
3.6.1.1.4. One PDF file for Draft System Design Specification (SDS) 
3.6.1.1.5. One PDF file for Requirement Traceability Matrix (RTM) 
3.6.1.1.6. One PDF file for Draft Project Test Plan (PTP) 
 
3.6.1.2. Part 2: Management Proposal, as described in paragraph 3.6.4.1.4. 
 
3.6.1.2.1. One PDF file for Bidder Qualifications (BQ) 
3.6.1.2.2. One PDF file for Draft Project Management Plan (PMP) 
3.6.1.2.3. One PDF file for Project Product Breakdown Structure (PPBS) 
3.6.1.2.4. One PDF file for Project Work Breakdown Structure (PWBS) 
3.6.1.2.5. One PDF file for Project Management Schedule (PMS) 
3.6.1.2.6. One PDF file for Risk Management Plan (RMP) 
 
3.6.1.3. Part 3: Supportability Proposal, as described in paragraph 3.6.4.1.5. 
 
3.6.1.3.1. One PDF file for Supportability Integrated Logistic Support (ILS) Plan 
3.6.1.3.2. One PDF file for Configuration Management Plan (CMP) 
3.6.1.3.3. One PDF file for Draft In-Service Support Plan (ISSP) 
3.6.1.3.4. One PDF file for Draft Warranty/In-Service Support (ISS) Report 
3.6.1.3.5. One PDF file for Training (TRN) 
 
3.6.2. No information disclosing or contributing to disclose the Bid Price shall be 

made part of the Technical Proposal Package. Failure to abide to this 
prescription shall result in the bid being declared non-compliant. 
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3.6.3. It is of utmost importance that Bidders respond to all of the technical 
requirements contained in the IFB Statement of Work (including all Annexes) 
and all the bidding instructions, not only with an affirmation of compliance but 
also with an explanation of how each requirement will be met. A simple copy / 
paste of the requirements from the IFB into a proposal will not be constitute 
sufficient grounds of compliance and may lead to a determination of non-
compliance.  

 
3.6.4. TECHNICAL PROPOSAL PACKAGE CONTENT: 
 
3.6.4.1. The Technical Proposal shall include: 
 
3.6.4.1.1. Table of Contents: which lists not only the section headings but also the 

major sub-sections, and topic headings required set forth in these instructions 
or implicit in the organisation of the Technical Proposal. This is not included 
as part of the page limit count. 

 
3.6.4.1.2. Executive summary: Bidders shall provide an overview of the salient features 

of their technical proposal in the form of an executive summary. An Executive 
Summary is not mandatory and shall not be evaluated. This summary (if 
included) shall not exceed 1 page. 

 
3.6.4.1.3. ENGINEERING PROPOSAL  
 
3.6.4.1.3.1. All areas of the engineering proposal shall comprehensively demonstrate 

feasibility and reasonableness of the proposed solution. 
 
3.6.4.1.3.2. The Engineering Proposal shall include: 

 
3.6.4.1.3.3. Table of Contents 
 
3.6.4.1.3.3.1. Bidders shall compile a detailed Table of Contents which lists not only the 

section headings but also the major sub-sections, and topic headings 
required set forth in these instructions or implicit in the organisation of the 
Engineering Proposal. 

 
3.6.4.1.3.4. Draft System Development Plan (SDP)  
 
3.6.4.1.3.4.1. The Bidder shall submit a draft SDP and shall use paragraphs 4.4.1-4.4.2.11 

of Book II, Part IV, Statement of Work (SOW) as the guideline in 
submitting this draft SDP. 

 
3.6.4.1.3.4.2. The Bidder shall provide evidence that within the sprint delivery the 

development process and the test methodology are detailed and mature.  
 
3.6.4.1.3.4.3. The Bidder shall describe the processes, the tools and the indicators that 

will be used for these activities. 
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3.6.4.1.3.4.4. The Bidder shall detail the mechanism it will put in place to ensure there 
will not be any conflict between its development and the one from the 
existing (NCOP2) Contractor. 

 
3.6.4.1.3.5. Draft Requirements Implementation Schedule (RIS) 
 
3.6.4.1.3.5.1. The Bidder shall submit a draft RIS and shall use paragraph 4.4.3 of the 

SOW as the guideline in submitting this draft RIS. 
  
3.6.4.1.3.5.2. The draft RIS shall emphasize the sprint concept methodology in a way 

that the requirements are grouped in a prioritised, logical and achievable 
way that each baseline will deliver the foreseen scope. 

 
3.6.4.1.3.6. Draft Usability Engineering Plan (UEP) 
 
3.6.4.1.3.6.1. The Bidder shall submit a draft UEP and shall use paragraph 4.4.4 of the 

SOW as the guideline in submitting this draft RIS. 
 
3.6.4.1.3.7. Draft System Design Specification (SDS) 
 
3.6.4.1.3.7.1. The Bidder shall submit a draft SDS and shall use paragraph 4.6.4 of the 

SOW as the guideline in submitting this draft SDS. 
 
3.6.4.1.3.7.2. The draft SDS shall describe the performance characteristics of the 

proposed solution in terms of construction, component functions, 
operation, and maintenance. 

 
3.6.4.1.3.7.3. The draft SDS shall demonstrate that the proposed solution is 

comprehensive, feasible and logical. 
 
3.6.4.1.3.7.4. The draft SDS shall describe the architecture and composition of the 

proposed solution clearly indicating which parts already exist (re-use of 
existing components, provided as Purchaser Furnished Equipment) and 
which parts will be built under its responsibility. 

 
3.6.4.1.3.8. Draft Requirement Traceability Matrix (RTM) 
 
3.6.4.1.3.8.1. The Bidder shall submit a draft RTM and shall use paragraph 4.6.4.13.1 of 

the SOW as the guideline in submitting this draft RTM. 
 
3.6.4.1.3.9. Draft Project Test Plan (PTP) 
 
3.6.4.1.3.9.1. The Bidder shall submit a draft PTP and shall use paragraph 4.8.4 of the 

SOW as the guideline in submitting this draft PTP. 
 
3.6.4.1.3.9.2. The Bidder shall provide evidence that the proposed solution will not 

degrade the existing components and that non-regression tests will cover 
the current scope of the system. 
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3.6.4.1.3.9.3. The Bidder shall describe its understanding of its role during the all the 
testing phases of the project, in particular with Programme Verification 
Strategy (PVS) activities. 

 
3.6.4.1.4. MANAGEMENT PROPOSAL 
 
3.6.4.1.4.1. All areas of the management proposal shall comprehensively demonstrate 

feasibility and reasonableness of the proposed approach. 
 
3.6.4.1.4.2. The Management Proposal shall include: 
 
3.6.4.1.4.3. Table of Contents 
 
3.6.4.1.4.3.1. Bidders shall compile a detailed Table of Contents which lists not only the 

section headings but also the major sub-sections, and topic headings 
required set forth in these instructions or implicit in the organisation of the 
Management Proposal. 

 
3.6.4.1.4.4. Bidder Qualifications (BQ) 
 
3.6.4.1.4.4.1. The Bidder shall describe and demonstrate the relevant corporate 

experience in at least one (1) recent contract within the last five (5) years 
for which the Bidder has delivered the same as or substantially similar to 
the proposed solution, with at least one intelligence or military or law 
enforcement customer. 

 
3.6.4.1.4.4.2. The Bidder shall provide a description of the necessary experiences to 

support the Project and System Lifecycle of the referenced project(s). 
  
3.6.4.1.4.4.3. For each referenced previous project(s) above, the Bidder shall provide a 

description of the solution deployed/delivered, highlighting similarities to 
the proposed solution; the purchaser(s) of these system(s); the user(s) of 
these system(s); the Contract number(s); the start date and end date of the 
Contract; a point of contact for verification purposes. 

 
3.6.4.1.4.4.4. For each of the proposed key personnel, the Bidder shall provide the 

Curriculum Vitae (CV) of each individual, clearly demonstrating their 
education and experience as required in paragraph 6 of the SOW. 

 
3.6.4.1.4.4.5. The Bidder shall provide evidence of previous use of the detailed sequence 

of activities which are expected to support the AGILE methodology 
through the project life cycle.  

 
3.6.4.1.4.4.6. The Bidder shall provide samples of indicators and metrics from similar 

AGILE project. Those shall cover at least the management, development 
and test activities. 

  
3.6.4.1.4.4.7. The Bidder shall characterize its processes and shall provide the evidence 
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that they are described in standards, procedures, tools, and methods.  
 
3.6.4.1.4.4.8. The Bidder shall provide a clear definition of each processes in terms of 

purpose, inputs, entry criteria, activities, roles, measures, verification steps, 
outputs, and exit criteria.  

 
3.6.4.1.4.4.9. The Bidder shall provide evidence that the standards, process descriptions, 

and procedures for a project are tailored from the organization’s set of 
standard processes to suit a particular project. 

 
3.6.4.1.4.5. Draft Project Management Plan (PMP) 
 
3.6.4.1.4.5.1. The Bidder shall submit a draft PMP and shall use paragraph 3.8 of the 

SOW as the guideline in submitting this draft PMP. The draft PMP shall 
include all aspects of the project such as the Contractor's project 
management structure and project management methodology, control 
processes and tools/environments, and relationship with the Purchaser 
necessary to provide the capability as will be required by the resulting 
Contract. 

  
3.6.4.1.4.5.2. The Bidder shall detail the resources that will be allocated throughout the 

duration of the project, in particular with the period between the Final 
System Acceptance and the end of Warranty. 

 
3.6.4.1.4.5.3. The Bidder shall describe the mechanism it will put in place to maintain the 

development capacity throughout the project lifecycle, especially during the 
periods when a support is required for external activities (e.g. PVS 
activities). 

 
3.6.4.1.4.6. Draft Project Product Breakdown Structure (PPBS) 
  
3.6.4.1.4.6.1. The Bidder shall submit a draft PPSB and shall use paragraph 3.9 of the 

SOW as the guideline in submitting this draft PPBS. 
  
3.6.4.1.4.6.2. The Bidder shall submit the Product Description to include the purpose 

and function of the product and the level of quality required of the 
product. 

 
3.6.4.1.4.6.3. The Bidder shall submit a Product Flow Diagram that clearly details the 

sequence of delivery of products and identifies dependencies between 
products (internal or external). 

 
3.6.4.1.4.7. Draft Project Work Breakdown Structure (PWBS) 
 
3.6.4.1.4.7.1. The Bidder shall submit a draft PWBS and shall use paragraph 3.10 of the 

SOW as the guideline in submitting this draft PWBS. 
  
3.6.4.1.4.7.2. The draft PWBS shall describe the activities to a level that exposes all 



NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)  

IFB-CO-115461-NCOPBMD, Book I 

NATO RΞSTRICTED 
       (NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)                             

           Page | 26  
  

project risk factors and allows accurate estimate of each work item’s 
duration, resource requirements, inputs and outputs, and predecessors and 
successors.  

 
3.6.4.1.4.7.3. The draft PWBS includes a Dictionary identifying for each work item its 

duration, resource requirements, inputs and outputs, predecessors and 
successors, assumptions, constraints, dependencies, and requirements for 
Purchaser support. 

 
3.6.4.1.4.8. Draft Project Management Schedule (PMS) 
 
3.6.4.1.4.8.1. The Bidder shall submit a draft PMS and shall use paragraph 3.11 of the 

SOW as the guideline in submitting this draft PMS. 
 
3.6.4.1.4.8.2. The draft PMS shall describe the sequence, duration, and relationship 

among task orders, activities and work items. 
  
3.6.4.1.4.8.3. The Bidder shall provide evidence that the proposed schedule is realistic 

and takes into account the constraints from BMD Programme events and 
the implementation contract output. 

 
3.6.4.1.4.9. Draft Risk Management Plan (RMP)  
  
3.6.4.1.4.9.1. The Bidder shall submit a draft RMP and shall use paragraph 3.12 of the 

SOW as the guideline in submitting this draft RMP. The draft RMP shall 
include initial risk register to include at least twenty (20) risks with all the 
required information filled to properly manage them. 

 
3.6.4.1.5. SUPPORTABILITY PROPOSAL  
 
3.6.4.1.5.1. All areas of the Supportability proposal shall comprehensively demonstrate 

feasibility and reasonableness of the proposed solution. 
 
3.6.4.1.5.2. The Supportability Proposal shall include: 

 
3.6.4.1.5.3. Table of Contents 
 
3.6.4.1.5.3.1. Bidders shall compile a detailed Table of Contents which lists not only the 

section headings but also the major sub-sections, and topic headings 
required set forth in these instructions or implicit in the organisation of the 
Supportability Proposal.  

 
3.6.4.1.5.4. Draft Integrated Logistic Support (ILS) Plan 
 
3.6.4.1.5.4.1. The Bidder shall submit a draft ILS Plan and shall use paragraph 5.2 of the 

SOW as the guideline in submitting this draft ILS Plan. The draft ILS Plan 
shall demonstrate the Bidder’s capabilities to support the future capability. 
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3.6.4.1.5.4.2. The draft ILS Plan shall also include a detailed Product Support Case using 
the  Logistic Support Analysis (LSA) and Reliability, Availability, 
Maintainability (RAM) paragraph 5.4 of the SOW as the guideline. The 
draft ILS Plan shall include the details of the calculation and estimation 
methodology for RAM metrics (based on the System Requirements 
Specification (SRS)) and spare parts with clear formulas and rationale. 

  
3.6.4.1.5.5. Draft Configuration Management Plan (CMP) 
 
3.6.4.1.5.5.1. The Bidder shall submit a draft CMP with a Traceability Matrix (as an 

annex), and shall use paragraph 3.13 of the SOW as the guideline in 
submitting this draft CMP. The draft CMP shall demonstrate the Bidder’s 
ability to manage all aspects of the configuration management process of 
the future BMD capability, in particular, within the Agile/Sprint 
methodology. 

  
3.6.4.1.5.6. Draft In-Service Support Plan (ISSP) 
 
3.6.4.1.5.6.1. The Bidder shall submit a draft In-Service Support Plan (ISSP) with a 

Traceability Matrix (as an annex) and shall use paragraphs 5.9 and 5.12 of 
the SOW as the guideline in submitting this draft plan.  

 
3.6.4.1.5.7. Draft Warranty/ In-Service Support (ISS) Report 
 
3.6.4.1.5.7.1. The Bidder shall submit a draft Warranty/In-Service Support (ISS) Report 

and shall use paragraphs 5.9 and 5.13 of the SOW as the guideline in 
submitting this draft report.  

  
3.6.4.1.5.8. Draft Training Plan  
 
3.6.4.1.5.8.1. The Bidder shall submit a draft Training Plan (TP), and shall use 

paragraphs 5.8 and 6.6 of the SOW as the guideline in submitting this draft 
Training Plan.  

 
3.7. Bidder’s Check-List 
 
3.7.1. The tables below provide an overview of all items to be delivered by the Bidder 

as part of this bid. Bidders are invited to use these tables to verify the 
completeness of their proposal. 

3.7.1.1. Volume 1: Bid Administration Package 
# Item Maximum 

Page Limit Format Delivery 
Method 

1 Annex B.1: Certificate of Legal Name of 
Bidder 

No page 
limit 

A. per naming convention 
in paragraph 3.3.9 

 
1. one (1) PDF file 
containing documents #1-
#16 

 
2. one (1) PDF file of #17 

Email 
2 Annex B.2: Acknowledgment of Receipt of 

IFB Amendments 

3 Annex B.3: Certificate of Independent 
Determination 

4 Annex B.4: Certificate of Bid Validity 
5 Annex B.5: Certificate of Exclusion of Taxes, 
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Duties, and Charges submitted in accordance 
with paragraphs 3.4.1.2 
and 3.4.1.2.1. 6 Annex B.6: Comprehension and Acceptance 

of Contract Special and General Provisions 

7 

Annex B.7: Disclosure of Requirements for 
NCI Agency Execution of Supplemental 
Agreements, with the prospective text of such 
Agreements, as applicable 

8 Annex B.8: Certificate of AQAP 2110 or ISO 
9001:2008 Compliance or Equivalent 

9 Annex B.9: List of Prospective 
Subcontractors 

10 Annex B.10: Bidder Background IPR 

11 Annex B.11: List of Subcontractor and Third 
Party IPR 

12 
Annex B.12: Certificate of Origin of 
Equipment, Services, and Intellectual 
Property 

13 Annex B.13: List of Proposed Key Personnel 
14 Annex B.14: Certificate of Price Ceiling 

15 Annex B.15: Disclosure of Involvement of 
Former NCI Agency Employment 

16 

Annex B.16: Code of Conduct: Post 
Employment Measures. Please note this 
annex is for information only and does not 
need to be signed or submitted 

17 Annex D: Bid Guarantee-Standby Letter of 
Credit. 

 
3.7.1.2. Volume 2: Price Quotation 

# Item Maximum 
Page Limit Format Delivery 

Method 

   Per naming convention in paragraph 
3.3.9:  

1 

Annex A-1: Bidding Sheets (i.e. 
“2_IFB-CO-115461-

NCOPBMD_Book I-Bidding 
Sheets.xlsx”) 

No-page 
Limit 

One (1) completed MS Excel file 
which shall be duly filled, can be 

manipulated (i.e. not an image) and be 
the full and complete Price Quotation Email 

2 Offer Summary sheet (i.e. Tab 1) 
of the Bidding Sheets 

No-page 
Limit One (1) PDF file 

 
3.7.1.3. Volume 3: Technical Proposal Package 

 Item Maximum Page 
Limit Format Delivery 

Method 
1 Executive Summary 1 

One (1) PDF 
File of per 

document and 
per naming 

convention in 
paragraph 3.3.9. 

Email 

2 Table of Contents No page limit 
3 Engineering Proposal 120 
 a. Table of Contents  No page limit 
 b. Draft System Development Plan (SDP)  20 

 c. Draft Requirements Implementation 
Schedule (RIS) 20 

 d. Draft Usability Engineering Plan (UEP) 20 
 e. Draft System Design Specification (SDS) 20 

 f. Draft Requirement Traceability Matrix 
(RTM) 20 

 g. Draft Project Test Plan (PTP) 20 
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4 Management Proposal 120 
 a. Table of Contents No page limit 
 b. Bidder Qualifications 20 
 c. Draft Project Management Plan (PMP) 20 

 d. Draft Project Product Breakdown Structure 
(PPBS) 20 

 e. Draft Project Work Breakdown Structure 
(PWBS) 20 

 f. Draft Project Management Schedule (PMS) 20 
 g. Draft Risk Management Plan (RMP) 20 
5 Supportability Proposal 100 
 a. Table of Contents No page limit 

 b. Draft Integrated Logistic Support Plan 
(ILSP) 20 

 c. Draft Configuration Management Plan 
(CMP) 20 

 d. Draft In-Service Support Plan (ISSP) 20 
 e. Draft Warranty/ In-Service Support (ISS) Report 20 
 f. Draft Training Plan 20 

END OF SECTION 3 
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SECTION 4 BID EVALUATION AND CONTRACT AWARD 
 
4.1. General 
 
4.1.1. The evaluation of bids will be made by the Purchaser solely on the basis of the 

requirements in this IFB. 
 
4.1.2. The evaluation of bids and the determination as to the compliance or technical 

adequacy of the supplies and services offered will be based only on that 
information furnished by the Bidder and contained in its bid. The Purchaser 
shall not be responsible for locating or securing any information which is not 
included in the bid or included only by reference. 

 
4.1.3. To ensure that sufficient information is available, the Bidder shall furnish with 

its bid all information appropriate to provide a complete description of the 
work which will be performed and/or the supplies to be delivered. The 
information provided shall be to a level of detail necessary for the Purchaser to 
determine exactly what the Bidder proposes to furnish and whether the offer 
meets the technical, administrative and contractual requirements of this IFB. 

 
4.1.4. During the evaluation, the Purchaser may request clarification of the bid from 

the Bidder and the Bidder shall provide sufficient detailed information in 
connection with such requests as to permit the Purchaser to make a final 
assessment of the bid based upon the facts. The purpose of such clarifications 
will be to resolve ambiguities in the bid and to permit the Bidder to state its 
intentions regarding certain statements contained therein. The purpose of the 
clarification stage is not to elicit additional information from the Bidder that 
was not contained in the original submission or to allow the Bidder to 
supplement cursory answers or omitted aspects of the bid.  The Bidder is not 
permitted any cardinal alteration of the bid regarding technical matters and 
shall not make any change to its price quotation at any time. 

 
4.1.5. The Bidder’s prompt response to the Purchaser’s clarification requests is 

important and therefore failure to provide the requested clarifications within 
the time-limits set forth in the specific Clarification Requests (minimum 24 
hours next working day) may cause the bid to be deemed non-compliant 

 
4.1.6. The Purchaser reserves the right, during the evaluation and selection process, 

to verify any statements made concerning experience and facilities, by making a 
physical inspection of the Bidder's facilities and capital assets and by 
interviewing proposed Key Personnel. Physical inspections and interviews shall 
also apply to assertions in the proposal made on behalf of proposed 
Subcontractors.  The Bidder shall be responsible for providing access to its 
own or Subcontractors' facilities and personnel. 

 
4.1.7. The evaluation will be conducted in accordance with NATO Infrastructure 

Bidding Procedures as set forth in the document, and the Best Value 
evaluation procedures set forth in AC/4-D(2008)0002-REV2, “Procedures and 
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Practices for Conducting NSIP International Competitive Bidding Using Best 
Value Methodology”, with the exception described in paragraph 4.3.1.2. The 
bid evaluation methodology to be followed, including the top-level evaluation 
criteria and their weighting factors, were agreed by the Host Nation. 

 
4.2. Best Value Award Approach and Bid Evaluation Factors 
 
4.2.1. The Contract resulting from this IFB will be awarded to the Bidder whose 

conforming offer provides the Best Value to NATO, as evaluated by the 
Purchaser in compliance with the requirements of this IFB and according to 
the evaluation method specified in this section. 

 
4.2.2. The top level criteria are 60% Technical and 40% Price. 
 
4.2.3. Technical Scoring 
 
4.2.3.1. The 2nd level criteria for the technical evaluation are:  
 
4.2.3.1.1. Engineering (E): 35% weight, based on the criteria listed in order of 

descending importance (that is, most important listed first) in paragraph 4.5.2. 
 
4.2.3.1.2. Management (M): 45% weight, based on the criteria listed in order of 

descending importance in paragraph 4.5.3.  
 
4.2.3.1.3. Supportability (S): 20% weight, based on the criteria listed in order of 

descending importance in paragraph 4.5.4. 
 
4.2.3.2. The Technical Score will be calculated using the following formula: 
 
4.2.3.2.1. TS = (35%*Engineering Score) + (45%*Management Score) + 

(20%*Supportability Score) 
 
4.2.4. Price Scoring 
 
4.2.4.1. The Price Score (PS) will be calculated using the following formula: 
 
4.2.4.1.1. PS = 100 * (1-(Bid Price / (2*Average Bid Price))) 
 
4.2.4.2. The “Bid Price” and the “Average Bid Price” will be calculated based on the 

sum of the proposed prices as defined in paragraph 4.6.3.2. 
 
4.2.4.3. Only those bids evaluated as compliant in both the Administrative and 

Technical, and price evaluations will be used in the calculation of the Price 
Score. Therefore, the price scores cannot be calculated until after the technical 
evaluations are complete. 

 
4.2.4.4. Bidders shall note that any bid in excess of the stated ceiling price set forth in 

paragraph 3.5.2.2 may not be scored as the bid may be determined to be non-
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compliant. 
 
4.2.5. Best Value Final Scoring 
 
4.2.5.1. The Best Value final score (FS) will be the sum of the weighted Technical 

Score (TS) and weighted Price Score (PS), according to the following formula:     
 
4.2.5.1.1. FS = (TS*60%) + (PS*40%) 
 
4.2.5.2. The maximum possible Best Value Score is 100. The bid with the highest Best 

Value Score will be recommended to be the Apparent Successful Bidder. 
 
4.2.6. A weighting scheme for sub-criteria values has been developed by Purchaser 

staff not associated with the Technical Evaluation. This weighting scheme has 
been sealed and is not known to any of the Purchaser staff beyond the 
originator and the Chairman of the Contracts Award Board, who are not 
evaluators within the framework of this IFB or in any manner or form are 
made privy of evaluation information throughout the course of the evaluation 
process. The weighting scheme remains sealed until Step 4 of the evaluation 
process described in paragraph 4.7. 

 
4.3. Evaluation Procedure 
 
4.3.1. The evaluation will be done in a four-step process, as described below: 
 
4.3.1.1. Step 1: Administrative Compliance 
 
4.3.1.1.1. Bids received will be reviewed for compliance with the mandatory 

administrative requirements specified in paragraph 4.4. Bids not meeting all of 
the mandatory administrative requirements may be determined to be non-
compliant and not considered for further evaluation.  

 
4.3.1.2. Step 2: Technical Evaluation 
 
4.3.1.2.1. The Technical volumes will be evaluated against predetermined top-level 

criteria and identified sub-criteria (see paragraph 4.2.3 above), and scored 
accordingly. This evaluation will result in “raw” or unweighted technical scores 
against the criteria.  

 
4.3.1.2.2. Bidders are advised that any bid whose Technical Proposal receives a score of 

less than 20% of the total unweighted raw score possible in any of the sub-
criteria listed in paragraph 4.5 of this document may be determined by the 
Purchaser to be non-compliant and not considered for further evaluation. 

 
4.3.1.3. Step 3: Price Evaluation 
 
4.3.1.3.1. The Price volumes will be opened and evaluated in accordance with paragraph 

4.6.   
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4.3.1.4. Step 4: Determination of Apparent Successful Bidder 
 
4.3.1.4.1. Upon completion of the Technical and Price evaluations, the scores of the bids 

considered to be technically compliant will be calculated. The Apparent 
Successful Bid will be determined in accordance with paragraph 4.7. 

 
4.4. Evaluation Step 1: Administrative Compliance 
 
4.4.1. Bids will be reviewed for compliance with the formal requirements for bid 

submission as stated in this IFB and the content of the Bid Administration 
Volume. The evaluation of the Bid Administration Volume will be made on its 
completeness, conformity and compliance to the requested information. This 
evaluation will not be scored in accordance with Best Value procedures but is 
made to determine if a bid complies with the requirements of the Bidding 
Instructions and Prospective Contract.  Specifically, the following requirements 
shall be verified: 

 
4.4.1.1. The bid was received by the Bid Closing Date and Time stated in paragraph 

2.3.1; 
 
4.4.1.2. The bid is packaged and marked properly as stated in paragraph 3.3; 
 
4.4.1.3. The Bid Administration Volume contains the documentation listed in 

paragraph 3.4 and complies with the formal requirements established in 
paragraph 3.3; 

 
4.4.1.4. The Bidder has not taken exception to the Terms and Conditions of the 

Prospective Contract or has not qualified or otherwise conditioned his offer on 
a modification or alteration of the Terms and Conditions or the language of 
the Statement of Work. 

 
4.4.2. Receipt of an unreadable electronic bid. If a bid received by email is 

unreadable to the degree that conformance to the essential requirements of the 
solicitation cannot be ascertained, the Point of Contract in paragraph 2.6.1 
shall immediately notify the Bidder that the bid will be rejected unless the 
Bidder provides clear and convincing evidence: 

4.4.2.1.1. Of the content of the bid as originally submitted; and, 
 
4.4.2.1.2. That the unreadable condition of the bid was caused by Purchaser software or 

hardware error, malfunction, or other Purchaser mishandling. 
 
4.4.3. A bid that fails to conform to the above requirements may be declared non-

compliant and may not be evaluated further by the Purchaser. 
 
4.4.4. Bids that are determined to be administratively compliant will proceed to Step 

2, Technical Evaluation. 



NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)  

IFB-CO-115461-NCOPBMD, Book I 

NATO RΞSTRICTED 
       (NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)                             

           Page | 34  
  

 
4.4.5. Notwithstanding paragraph 4.4.3 if it is later discovered in the evaluation of the 

Bid Administration Volume, Technical Volume or the Price Volume that the 
Bidder has taken exception to the Terms and Conditions of the Prospective 
Contract, or has qualified and/or otherwise conditioned his offer on a 
modification or alteration of the Terms and Conditions or the language of the 
Statement of Work, the Bidder may be determined to have submitted a non-
compliant bid at the point in time of discovery. 

 
4.5. Evaluation Step 2: Technical Evaluation 
 
4.5.1. The Technical Proposal will be evaluated against the criteria set forth in this 

section.  For some sub-criteria, there may be additional supporting factors at 
the next lower level.  These lower level factors are not published in this IFB 
but are predetermined and included in the Technical Evaluation Weighting 
Scheme sealed before Bid Opening. The following paragraphs identify the 
aspects to be examined in the Technical Proposal evaluation and rating. 

 
4.5.2. Part 1: Engineering  
 
4.5.2.1. The criteria used to evaluate Part 1, Engineering are listed in descending order 

of importance. 
 
4.5.2.2. Within those criteria, all of the sub-criteria are also listed in order of 

descending importance. 
 
4.5.2.3. The criteria of high importance will have higher weighting factors than the 

criteria of lower importance. 
 

4.5.2.4. Draft System Development Plan (SDP)  
 

4.5.2.4.1. The Bidder submitted a draft SDP and used paragraphs 4.4.1-4.4.2.11 of Book 
II, Part IV, Statement of Work (SOW) as the guideline in submitting this draft 
SDP. 

 
4.5.2.4.2. The Bidder provided evidence that within the sprint delivery the development 

process and the test methodology are detailed and mature.  
 
4.5.2.4.3. The Bidder described the processes, the tools and the indicators that will be 

used for these activities. 
  
4.5.2.4.4. The Bidder detailed the mechanism it will put in place to ensure there will not 

be any conflict between its development and the one from the existing 
(NCOP2) Contractor. 

 
4.5.2.5. Draft Requirements Implementation Schedule (RIS) 
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4.5.2.5.1. The Bidder submitted a draft RIS and used paragraph 4.4.3 of the SOW as the 
guideline in submitting this draft RIS. 

  
4.5.2.5.2. The draft RIS emphasized the sprint concept methodology in a way that the 

requirements are grouped in a prioritised, logical and achievable way that each 
baseline will deliver the foreseen scope. 

 
4.5.2.6. Draft Usability Engineering Plan (UEP) 
 
4.5.2.6.1. The Bidder submitted a draft UEP and used paragraph 4.4.4 of the SOW as 

the guideline in submitting this draft RIS. 
 

4.5.2.7. Draft System Design Specification (SDS) 
 
4.5.2.7.1. The Bidder submitted a draft SDS and used paragraph 4.6.4 of the SOW as the 

guideline in submitting this draft SDS. 
 

4.5.2.7.2. The draft SDS described the performance characteristics of the proposed 
solution in terms of construction, component functions, operation, and 
maintenance. 

 
4.5.2.7.3. The draft SDS demonstrated that the proposed solution is comprehensive, 

feasible and logical. 
 
4.5.2.7.4. The draft SDS described the architecture and composition of the proposed 

solution clearly indicating which parts already exist (re-use of existing 
components, provided as Purchaser Furnished Equipment) and which parts 
will be built under its responsibility. 

 
4.5.2.8. Draft Requirement Traceability Matrix (RTM) 
 
4.5.2.8.1. The Bidder submitted a draft RTM and used paragraph 4.6.4.13.1 of the SOW 

as the guideline in submitting this draft RTM. 
 

4.5.2.9. Draft Project Test Plan (PTP) 
 
4.5.2.9.1. The Bidder submitted a draft PTP and used paragraph 4.8.4 of the SOW as the 

guideline in submitting this draft PTP. 
 
4.5.2.9.2. The Bidder provided evidence that the proposed solution will not degrade the 

existing components and that non-regression tests will cover the current scope 
of the system. 

  
4.5.2.9.3. The Bidder described its understanding of its role during the all the testing 

phases of the project, in particular with Programme Verification Strategy (PVS) 
activities. 

4.5.3. Part 2: Management 
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4.5.3.1. The criteria used to evaluate Part 2, Management are listed in descending order 
of importance. 

 
4.5.3.2. Within those criteria, all of the sub-criteria are also listed in order of 

descending importance. 
 
4.5.3.3. The criteria of high importance will have higher weighting factors than the 

criteria of lower importance. 
 
4.5.3.4. Bidder Qualifications (BQ) 
 
4.5.3.4.1. The Bidder described and demonstrated the relevant corporate experience in at 

least one (1) recent contract within the last five (5) years for which the Bidder 
had delivered the same as or substantially similar to the proposed solution, 
with at least one intelligence or military or law enforcement customer. 

 
4.5.3.4.2. The Bidder provided a description of the necessary experiences to support the 

Project and System Lifecycle of the referenced project(s). 
  
4.5.3.4.3. For each referenced previous project(s) above, the Bidder provided a 

description of the solution deployed/delivered, highlighting similarities to the 
proposed solution; the purchaser(s) of these system(s); the user(s) of these 
system(s); the Contract number(s); the start date and end date of the Contract; 
a point of contact for verification purposes. 

 
4.5.3.4.4. For each of the proposed key personnel, the Bidder provided the Curriculum 

Vitae (CV) of each individual, clearly demonstrating their education and 
experience as required in paragraph 6 of the SOW. 

 
4.5.3.4.5. The Bidder provided evidence of previous use of the detailed sequence of 

activities which are expected to support the AGILE methodology through the 
project life cycle.  

 
4.5.3.4.6. The Bidder provided samples of indicators and metrics from similar AGILE 

project. Those covered at least the management, development and test 
activities. 

  
4.5.3.4.7. The Bidder characterized its processes and provided the evidence that they are 

described in standards, procedures, tools, and methods.  
 
4.5.3.4.8. The Bidder provided a clear definition of each processes in terms of purpose, 

inputs, entry criteria, activities, roles, measures, verification steps, outputs, and 
exit criteria.  

 
4.5.3.4.9. The Bidder provided evidence that the standards, process descriptions, and 

procedures for a project are tailored from the organization’s set of standard 
processes to suit a particular project. 
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4.5.3.5. Draft Project Management Plan (PMP) 
 
4.5.3.5.1. The Bidder submitted a draft PMP and used paragraph 3.7 of the SOW as the 

guideline in submitting this draft PMP. The draft PMP included all aspects of 
the project such as the Contractor's project management structure and project 
management methodology, control processes and tools/environments, and 
relationship with the Purchaser necessary to provide the capability as will be 
required by the resulting Contract. 

  
4.5.3.5.2. The Bidder detailed the resources that will be allocated throughout the 

duration of the project, in particular with the period between the Final System 
Acceptance and the end of Warranty. 

 
4.5.3.5.3. The Bidder described the mechanism it will put in place to maintain the 

development capacity throughout the project lifecycle, especially during the 
periods when a support is required for external activities (e.g. PVS activities). 

 
4.5.3.6. Draft Project Product Breakdown Structure (PPBS) 
  
4.5.3.6.1. The Bidder submitted a draft PPSB and used paragraph 3.9 of the SOW as the 

guideline in submitting this draft PPBS. 
  
4.5.3.6.2. The Bidder submitted the Product Description to include the purpose and 

function of the product and the level of quality required of the product. 
 
4.5.3.6.3. The Bidder submitted a Product Flow Diagram that clearly detailed the 

sequence of delivery of products and identifies dependencies between products 
(internal or external). 

 
4.5.3.7. Draft Project Work Breakdown Structure (PWBS) 
 
4.5.3.7.1. The Bidder submitted a draft PWBS and used paragraph 3.10 of the SOW as 

the guideline in submitting this draft PWBS. 
  
4.5.3.7.2. The draft PWBS described the activities to a level that exposed all project risk 

factors and allowed accurate estimate of each work item’s duration, resource 
requirements, inputs and outputs, and predecessors and successors.  

 
4.5.3.7.3. The draft PWBS included a Dictionary identifying for each work item its 

duration, resource requirements, inputs and outputs, predecessors and 
successors, assumptions, constraints, dependencies, and requirements for 
Purchaser support. 

 
4.5.3.8. Draft Project Management Schedule (PMS) 
 
4.5.3.8.1. The Bidder submitted a draft PMS and used paragraph 3.11 of the SOW as the 

guideline in submitting this draft PMS. 
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4.5.3.8.2. The draft PMS described the sequence, duration, and relationship among task 
orders, activities and work items. 

  
4.5.3.8.3. The Bidder provided evidence that the proposed schedule is realistic and took 

into account the constraints from BMD Programme events and the 
implementation contract output. 

 
4.5.3.9. Draft Risk Management Plan (RMP)  
  
4.5.3.9.1. The Bidder submitted a draft RMP and used paragraph 3.12 of the SOW as the 

guideline in submitting this draft RMP. The draft RMP included initial risk 
register to include at least twenty (20) risks with all the required information 
filled to properly manage them. 

 
4.5.4. Part 3: Supportability  
 
4.5.4.1. The criteria used to evaluate Part 3, Supportability are listed in descending 

order of importance. 
 
4.5.4.2. Within those criteria, all of the sub-criteria are also listed in order of 

descending importance. 
 
4.5.4.3. The criteria of high importance will have higher weighting factors than the 

criteria of lower importance. 
 
4.5.4.4. Draft Integrated Logistic Support (ILS) Plan 
 
4.5.4.4.1. The Bidder submitted a draft ILS Plan and used paragraph 5.2 of the SOW as 

the guideline in submitting this draft ILS Plan. The draft ILS Plan 
demonstrated the Bidder’s capabilities to support the future capability. 

   
4.5.4.4.2. The draft ILS Plan also included a detailed Product Support Case using the  

Logistic Support Analysis (LSA) and Reliability, Availability, Maintainability 
(RAM) paragraph 5.4 of the SOW as the guideline. The draft ILS Plan included 
the details of the calculation and estimation methodology for RAM metrics 
(based on the System Requirements Specification (SRS)) and spare parts with 
clear formulas and rationale. 

 
4.5.4.5. Draft Configuration Management Plan (CMP) 
 
4.5.4.5.1. The Bidder submitted a draft CMP with a Traceability Matrix (as an annex) and 

used paragraph 3.13 of the SOW as the guideline in submitting this draft CMP. 
The draft CMP demonstrated the Bidder’s ability to manage all aspects of the 
configuration management process of the future BMD capability, in particular, 
within the Agile/Sprint methodology. 

 

4.5.4.6. Draft In-Service Support Plan (ISSP) 
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4.5.4.6.1. The Bidder submitted a draft In-Service Support Plan (ISSP) with a 

Traceability Matrix (as an annex) and used paragraphs 5.9 and 5.12 of the SOW 
as the guideline in submitting this draft plan.  

  
4.5.4.7. Draft Warranty/ In-Service Support (ISS) Report 
 
4.5.4.7.1. The Bidder submitted a draft Warranty/In-Service Support (ISS) Report and 

used paragraphs 5.9 and 5.13 of the SOW as the guideline in submitting this 
draft report.  

 
4.5.4.8. Draft Training Plan  
 
4.5.4.8.1. The Bidder submitted a draft Training Plan (TP), and used paragraphs 5.8 and 

6.6 of the SOW as the guideline in submitting this draft Training Plan.  
 
4.6. Evaluation Step 3: Price Evaluation 
 
4.6.1. The Bidder’s price bid will be assessed for compliance against the following 

standards: 
 
4.6.1.1. The total amount of the bid (inclusive of all work packages for the basic 

contract and all option years) shall not exceed the ceiling in paragraph 3.5.2.2.  
 
4.6.1.2. The price bid meets the requirements for preparation and submission of the 

Price Quotation set forth in the Bid Preparation Section and the Instructions 
for Preparation of the Bidding Sheets in ANNEX A. 

 
4.6.1.3. Detailed pricing information has been provided and is current, adequate, 

accurate, traceable, and complete. 
 
4.6.1.4. The price bid meets requirements for price realism and balance as described 

below in paragraph 4.6.4. 
 
4.6.2. A bid which fails to meet the compliance standards defined in this section may 

be declared non-compliant and may not be evaluated further by the Purchaser. 
 
4.6.3. Basis of Price Comparison 
 
4.6.3.1. The Purchaser will convert all prices quoted into EURO for purposes of 

comparison and computation of price scores. The exchange rate to be utilised 
by the Purchaser will be the average of the official buying and selling rates of 
the European Central Bank at close of business on the last working day 
preceding the Bid Closing Date. 

 
4.6.3.2. The evaluated bid price to be inserted into the formula specified at paragraph 

4.2.4.1 will be derived as follows: 
 



NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)  

IFB-CO-115461-NCOPBMD, Book I 

NATO RΞSTRICTED 
       (NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)                             

           Page | 40  
  

4.6.3.2.1. The sum of the Firm Fixed Prices proposed for CLINs 1-7 as detailed below: 
 

CLIN Number CLIN Name  
Base Contract 

1.0 Project Management 
2.0 System Engineering  
3.0 NCOP Training 
4.0 NCOP Post Software Delivery Support and Sustainment 

and Warranty  
Options-Evaluated 

2.6 Testing and Validation Support 
4.3 On-Site Support 
5.0 BMD Programme Validation 
6.0 In Service Support (up to and including warranty period) 
7.0 Operations & Maintenance (O&M Post warranty) 

Options-Non-Evaluated 
8.0 COTS SW 

 
4.6.4. Price Balance and Realism 
 
4.6.4.1. In those cases in which the prices quoted in relation with this IFB appear to be 

unreasonably low in relation to the performance required under the 
prospective Contract and/or the level of effort associated with the tasks, the 
Purchaser will reserve the right to request the Bidder clarifications aimed to 
demonstrate the rationale for such circumstances. 

 
4.6.4.2. Indicators of an unrealistically low bid may be the following, amongst others: 
 
4.6.4.2.1. Labour Costs that, when amortised over the expected or proposed direct 

labour hours, indicate average labour rates far below those prevailing in the 
Bidder’s locality for the types of labour proposed. 

 
4.6.4.2.2. Direct Material costs that are considered to be too low for the amounts and 

types of material proposed, based on prevailing market prices for such 
material. 

 
4.6.4.2.3. Numerous Line Item prices for supplies and services that are provided at no 

cost or at nominal prices. 
 
4.6.4.3. If the Purchaser has reason to suspect that a Bidder has artificially debased its 

prices in order to secure Contract award, the Purchaser will request 
clarification of the bid in this regard and the Bidder shall provide explanation 
on one of the following bases: 

 
4.6.4.3.1. An error was made in the preparation of the price quotation.  In such a case, 

the Bidder must document the nature of the error and show background 
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documentation concerning the preparation of the price quotation that makes a 
convincing case that a mistake was made by the Bidder.  In such a case, the 
Bidder shall petition the Purchaser to either remain in the competition or 
accept the Contract at the offered price, or to withdraw from the competition. 

 
4.6.4.3.2. The Bidder has a competitive advantage due to prior experience or 

industrial/technological processes that demonstrably reduce the costs of 
Bidder performance and therefore the price offered is realistic. Such an 
argument must support the technical proposal offered and convincingly and 
objectively describe the competitive advantage and the net savings achieved by 
this advantage over standard market practices and technology. 

 
4.6.4.3.3. The Bidder recognises that the submitted price quotation is unrealistically low 

compared to its cost of performance and, for business reasons, the Bidder is 
willing to absorb such a loss.  Such a statement can only be made by the head 
of the business unit submitting the bid and will normally be made at the level 
of Chief Operating Officer or Chief Executive Officer.  In such a case, the 
Bidder shall estimate the potential loss and show that the financial resources of 
the Bidder are adequate to withstand such reduction in revenue. 

 
4.6.4.4. If a Bidder fails to submit a comprehensive and compelling response on one of 

the bases above, the Purchaser may determine the bid submitted as non-
compliant.  If the Bidder responds on the basis of paragraph 4.6.4.3.1 above 
and requests to withdraw from the competition, the Purchaser may, depending 
on the nature and gravity of the mistake, allow the Bidder to withdraw. 

 
4.6.4.5. If the Purchaser accepts the Bidder’s explanation of mistake in paragraph 

4.6.4.3.1 and allows the Bidder to accept the Contract at the offered price, or 
the Purchaser accepts the Bidder’s explanation pursuant to paragraph 4.6.4.3.3 
above, the Bidder shall agree that the supporting pricing data submitted with 
its bid will be incorporated by reference in the resultant Contract. The Bidder 
shall agree as a condition of Contract signature, that the pricing data will be the 
basis of determining fair and reasonable pricing for all subsequent negotiations 
for modifications of or additions to the Contract and that no revisions of 
proposed prices will be made. 

 
4.6.4.6. If the Bidder presents a convincing rationale pursuant to paragraph 4.6.4.3.2 

above, no additional action will be warranted.  The Purchaser, however, 
reserves its right to reject such an argument if the rationale is not compelling or 
capable of objective analysis. In such a case the bid may be determined to be 
non-compliant. 

 
4.6.4.7. The Agency reserves the right to request prime contractors or the 

subcontractors to separately identify each of the direct/indirect costs, advise 
why each is required, and provide supporting documentation to substantiate 
each charge, such as: 1) catalogue price lists and any applicable discounts, 2) 
copies of the Subcontractor's orders from others for the same or similar items, 
including explanations for cost variations, 3) Subcontractor's internal cost 
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estimate, or documentation of whatever means the Subcontractor used to 
arrive at the charge. 

 
4.6.5. Once the offered prices as described in paragraph 4.6.3.2 have been calculated 

and checked, the formula set forth in paragraph 4.2.4.1 will be applied to derive 
the Price Score of each bid. 

 
4.7. Evaluation Step 4: Calculation of Best Value Scores 
 
4.7.1. Upon conclusion and approval of the Technical Evaluation and Price 

Evaluation results, the pre-determined weighting scheme for the Technical 
Evaluation will be unsealed and the scores for the Engineering, Management 
and Supportability factors will be calculated for each compliant bid. Then all 
partial scores will be fed into the formula stated in paragraph 4.2.5 in order to 
obtain the Best Value Score of each bid. 

 
4.7.2. The highest scored bid will be recommended as the Apparent Successful Bid. 

 
4.7.3. A statistical tie is deemed to exist when the final scores of the highest scoring 

bids are within one point (1.0) of each other. (For example, final scores of 
67.30 and 68.30 are within one point of each other and would therefore be 
considered a statistical tie. Final scores of 67.30 and 68.31 are more than one 
point apart and would not be considered a tie.) The Purchaser will then resolve 
the statistical tie by awarding the contract to the bid with the highest weighed 
technical score.  

 
4.7.4. Prior to confirmation of award, the Purchaser shall invite the Bidder with the 

Apparent Successful Offer to one or more rounds of pre-award discussions.  
These discussions shall aim at clarifying and confirming, within the boundaries 
of the IFB documents, any remaining topics and results in the preparation of 
the final contract documents. 

 
4.7.5. Upon the successful completion of these pre-award discussions, to the 

Purchaser’s full satisfaction, confirmation of final bid compliance will be noted. 
 
4.7.6. The Purchaser will deliver the final set of contract documents to the Bidder for 

their signature.  Upon the Purchaser’s countersignature of those contract 
documents, the contract shall be considered to be in effect. 

END OF SECTION 4 
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ANNEX A BIDDING SHEETS 
 
ANNEX A.1. Introduction 
 
A.1.1. Bid pricing requirements as addressed in this Annex are mandatory. Failure to 

abide to the bid pricing requirements included in this section may lead to the bid 
being declared non-compliant and not being taken into consideration for award. 

 
A.1.2. No alteration of the Bidding Sheet - including, but not limited to quantity 

indications, descriptions, titles or pre-populated Not-to-Exceed amounts – are 
allowed with the sole exception of those explicitly indicated as allowed in this 
document or in the instructions embedded in the Bidding Sheet file.   

 
A.1.3. Additional price columns may be added if multiple currencies are bid, including 

extra provisions for all totals. 
 
ANNEX A.2. General Requirements 
 
A.2.1. Bidders are required, in preparing their Price Volume to utilise the electronic files 

provided as part of this IFB and referenced in paragraph 3.5.1. 
 
A.2.2. This Excel file includes detailed instructions on each tab that will facilitate 

Bidders’ preparation of the bid pricing.  These instructions are mandatory. 
 
A.2.3. The prices and quantities entered on the document shall reflect the total items 

required to meet the Contractual requirements. The total price shall be indicated 
in the appropriate columns. 

 
A.2.4. In preparing the Bidding Sheets, Bidders shall ensure that the prices of the Sub-

items total the price of the major item of which they constitute a part.  
 
A.2.5. All metrics (e.g., cost associated with labour) will be assumed to be standard or 

normalised to 7.6 hours/day, for a five-day workweek at NATO and National 
sites and Contractor facilities. 

 
A.2.6. Should the Apparent Best Value Bid be in other than Euro currency, the award 

of the Contract will be made in the currency or currencies of the bid.  
 
A.2.7. Bidders are advised that formulae are designed to ease evaluation of the Bidders 

proposal have been inserted in the electronic copies of the Bidding Sheets. 
Notwithstanding this, the Bidder remains responsible for ensuring that their 
figures are correctly calculated and should not rely on the accuracy of the 
formulae electronic copies of the Bidding Sheets.  

 
A.2.8. If the Bidder identifies an error in the spreadsheet, it should notify the Purchaser 

through process described paragraph 2.7. The Purchaser will then make a 
correction and notify all the Bidders of the update. 
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A.2.9. Prices shall not include any provision for taxes or duties for which the Purchaser 
is exempt. 
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ANNEX B PRESCRIBED ADMINISTRATIVE FORMS AND 
CERTIFICATES 
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ANNEX B.1. CERTIFICATE OF LEGAL NAME OF BIDDER 
 
This bid is prepared and submitted on behalf of the legal corporate entity specified below: 
 
 
Full Name of Corporation:                                    

 
___________________________________ 

  
Division (If Applicable):                                              ___________________________________ 
  
Sub Division  (If Applicable):                                           ___________________________________ 
  
Official Mailing Address 
 
 
 
E-Mail Address:                                   ___________________________________ 
  
Point of Contact Regarding this bid:                                      
Name: ___________________________________ 
  
Position: ___________________________________ 
  
Phone: ___________________________________ 
  
Alternative Point of Contact:                               
Name: ___________________________________ 
 
Position: 

 
___________________________________ 

 
Phone: 

 
___________________________________ 

 
E-Mail Address:                                   ___________________________________ 

 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
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ANNEX B.2. ACKNOWLEDGEMENT OF RECEIPT OF IFB 
AMENDMENTS 

 
I confirm that the following amendments to Invitation for Bid n° IFB-CO-115461-
NCOPBMD have been received and the bid, as submitted, reflects the content of such 
amendments. 
   

 
 
 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 

Amendment No. Date of Issued Date of receipt Initials 
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ANNEX B.3. CERTIFICATE OF INDEPENDENT DETERMINATION 
 
It is hereby stated that: 
 
We have read and understand all documentation issued as part of IFB-CO-115461-
NCOPBMD. Our bid submitted in response to the referred solicitation is fully compliant 
with the provisions of the IFB and the Prospective Contract. 
 
Our bid has been arrived at independently, without consultation, communication or 
agreement, for the purpose of restricting competition, with any other Bidder or with any 
competitor; 
 
The contents of our bid have not been knowingly disclosed by the Bidder and will not 
knowingly be disclosed by the Bidder prior to award, directly or indirectly to any other 
Bidder or to any competitor; and 
 
No attempt has been made, or will be made by the Bidder to induce any other person or 
firm to submit, or not to submit, a bid for the purpose of restricting competition. 
 
 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
  



NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)  

IFB-CO-115461-NCOPBMD, Book I 

NATO RΞSTRICTED 
       (NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)                             

           Page | 49  
  

ANNEX B.4. CERTIFICATE OF BID VALIDITY 
 
I, the undersigned, as an authorised representative of the firm submitting this bid, do 
hereby certify that the pricing and all other aspects of our bid will remain valid for a 
period of twelve (12) months from the bid closing date of this Invitation for Bid. 
 
 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
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ANNEX B.5. CERTIFICATE OF EXCLUSION OF TAXES, DUTIES AND 
CHARGES 

 
I hereby certify that the prices offered in the price quotation of this bid exclude all taxes, 
duties and customs charges from which the Purchaser has been exempted by international 
agreement. 
 
 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
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ANNEX B.6. COMPREHENSION AND ACCEPTANCE OF CONTRACT 
SPECIAL AND CONTRACT GENERAL PROVISIONS 

 
The Bidder hereby certifies that it has reviewed the Contract Special Provisions and the 
NCI Agency Contract General Provisions set forth in the Prospective Contract, Book II 
of this Invitation for Bid.  The Bidder hereby provides its confirmation that it fully 
comprehends the rights, obligations and responsibilities of the Contractor as set forth in 
the Articles of the Prospective Contract. The Bidder additionally certifies that the offer 
submitted by the Bidder is without prejudice, qualification or exception to any of the 
Terms and Conditions and it will accept and abide by the stated Special and General 
Provisions if awarded the Contract as a result of this Invitation for Bid. 
 
 
 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
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ANNEX B.7. DISCLOSURE OF REQUIREMENTS FOR NCI AGENCY 
EXECUTION OF SUPPLEMENTAL AGREEMENTS 

 
I, the undersigned, as an authorised representative of _______________________, 
certify the following statement: 
 
B.7.1. All supplemental agreements, defined as agreements, documents and/or 

permissions outside the body of the Contract but are expected to be required by 
my Government, and the governments of my subcontractors, to be executed by 
the NCI Agency as a condition of my firm’s performance of the Contract, have 
been identified, as part of the bid.   

 
B.7.1.1. Bidder is to: 
 
B.7.1.1.1. insert list of supplemental agreements: 
 

 
 

 
B.7.1.1.2. Or check none if none supplemental agreements: 
 

� None 
 
B.7.2. Examples of the terms and conditions of these agreements have been provided 

in our Offer. The anticipated restrictions to be imposed on NATO, if any, have 
been identified in our offer along with any potential conflicts with the terms, 
conditions and specifications of the Prospective Contract. These anticipated 
restrictions and potential conflicts are based on our knowledge of and prior 
experience with such agreements and their implementing regulations.  We do not 
certify that the language or the terms of these agreements will be exactly as we 
have anticipated. 

 
B.7.3. The processing time for these agreements has been calculated into our delivery 

and performance plans and contingency plans made in the case that there is delay 
in processing on the part of the issuing government(s). 

 
B.7.4. We recognise that additional supplemental agreements, documents and 

permissions presented as a condition of Contract performance or Memorandum 
of Understanding (MOU) signature after our firm would be selected as the 
successful Bidder may be cause for the NCI Agency to determine the submitted 
bid to be non-compliant with the requirements of the IFB. 

 
B.7.5. We accept that should the resultant supplemental agreements issued in final form 

by the government(s) result in an impossibility to perform the Contract in 
accordance with its schedule, terms or specifications, the Contract may be 
terminated by the Purchaser at no cost to either Party. 
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________________           __________________________________ 
Date         Signature of Authorised Representative 
 
  
         _________________________________ 
                  Printed Name 
 
 
____________________                                      _________________________ 
Title                                                                     Company 
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ANNEX B.8. CERTIFICATE OF COMPLIANCE AQAP 2110 OR ISO 9001:2015 
OR EQUIVALENT 

 

I hereby certify that _________________________(name of Company) possesses and 
applies Quality Assurance Procedures/Plans AQAP 2110 or ISO 9001:2015 or equivalent 
as evidenced through the attached documentation1. 
 
 
 
 
           
Date    Signature of Authorised Representative 
 
           
    Printed Name 
 
           
    Title 
 
           
    Company 
  

                                                           
1 Bidders must attach copies of any relevant quality certification. 
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ANNEX B.9. LIST OF PROSPECTIVE SUBCONTRACTORS 
 

Name and 
Address of 

Subcontract 

DUNS 
Number2 

Primary 
Location of 

Work 

Items/Services to 
be Provided 

Estimated 
Value of 

Subcontract 
     
     
     
     
     
     
     
     

 
 

 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
 
     _________________________________________ 
     Bid Reference 
  

                                                           
2 Data Universal Numbering System (DUNS). Bidders are requested to provide this data in order to help 
NCI Agency to correctly identify Subcontractors. If a Subcontractor’s DUNS is not known this field may 
be left blank. 
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ANNEX B.10. BIDDER BACKGROUND IPR 
 
I, the undersigned, as an authorised representative of Bidder ____________________, 
warrant, represent, and undertake that: 
 
B.10.1. The Bidder Background IPR specified in the table below will be used for the 

purpose of carrying out work pursuant to the Prospective Contract. 
 

Item Description / IP Ownership Indicate if COTS1 
   
   
   
   
   

 
B.10.2. The stated Bidder has and will continue to have, for the duration of the 

Prospective Contract, all necessary rights in and to the Background IPR specified 
above. 

 
B.10.3. The Background IPR stated above complies with the terms specified in Article 

26 of the Contract Special Provisions and shall be licensed to the Purchaser 
according to the terms and conditions specified therein and in Article 30 of the 
Contract General Provisions. 

 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
 
     _________________________________________ 
     Bid Reference 
 
 
 Indicate whether the IPR is applicable to a COTS product as defined in the Contract General Provisions. 
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ANNEX B.11. LIST OF SUBCONTRACTOR OR THIRD PARTY IPR 
 
I, the undersigned, as an authorised representative of Bidder _____________________, 
warrant, represent, and undertake that: 
 
B.11.1. The Subcontractor IPR specified in the table below will be used for the purpose 

of carrying out work pursuant to the Prospective Contract. 
 

Item Description / IP Ownership Indicate if COTS3 
   
   
   
   
   
   
   

 
B.11.2. The stated Bidder has and will continue to have, for the duration of the 

Prospective Contract, all necessary rights in and to the IPR specified above 
necessary to perform the Contractor’s obligations under the Contract. 

 
B.11.3. The Subcontractor and/or Third Party IPR stated above complies with the terms 

Article 30 the Contract General Provisions. 
 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
 
     _________________________________________ 
     Bid Reference 

 

                                                           
3 Indicate whether the IPR is applicable to a COTS product as defined in the General Contract Provisions. 
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ANNEX B.12. CERTIFICATE OF ORIGIN OF EQUIPMENT, SERVICES, 
AND INTELLECTUAL PROPERTY 

 
B.12.1. The Bidder hereby certifies that, if awarded the Contract pursuant to this 

solicitation, it will perform the Contract subject to the following conditions: 
 
B.12.1.1. None of the work, including project design, labour and services shall be 

performed other than by firms from and within participating NATO member 
countries; 

 
B.12.1.2. No material or items of equipment down to and including identifiable sub-

assemblies shall be manufactured or assembled by a firm other than from and 
within a participating NATO member country. A sub-assembly is defined as a 
portion of an assembly consisting of two or more parts that can be provisioned 
and replaced as an entity; and 

 
B.12.1.3. The intellectual property rights to all design documentation and related system 

operating software shall reside in NATO member countries, and no license fees 
or royalty charges shall be paid by the Bidder to firms, individuals or 
Governments other than within the NATO member countries. 

 
 

 
________________   _________________________________________ 
 Date     Signature of Authorised Representative 
 
     _________________________________________ 
     Printed Name 
 
     _________________________________________ 
     Title 
 
     _________________________________________ 
     Company 
 
     _________________________________________ 
     Bid Reference 
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ANNEX B.13. LIST OF PROPOSED KEY PERSONNEL 
 

Position SOW 
Reference(s) 

Labour 
Category Name Designation Period 

Project Manager 3.5.2 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

Technical Lead 3.5.3 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

Test Director 3.5.4 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

Quality Assurance 
Manager 3.5.5 To be completed by 

the Bidder 
To be completed 
by the Bidder 

EDC through End of 
Contract 

ILS Manager 3.5.6 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

 
 
*EDC : Effective Date of Contract 
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ANNEX B.14. CERTIFICATE OF PRICE CEILING 
 
B.14.1. I hereby certify that the total price offered in the Price Volume of this bid does 

not exceed the price ceiling provided in paragraph 3.5.2.2 of the Bidding 
Instructions. 

 
B.14.2. Note: All prices, or supporting pricing information, shall be included in the Price 

Volume only.  There shall be no pricing information disclosed in the either the 
Bid Administration Volume or the Technical Volume. 

 
 
 
 
           
Date    Signature of Authorised Representative 
 
           
    Printed Name 
 
           
    Title 
 
           
    Company 
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ANNEX B.15. DISCLOSURE OF INVOLVEMENT OF FORMER NCI 
AGENCY EMPLOYMENT 

 
The Bidder hereby certifies that, in preparing its bid, the Bidder did not have access to 
solicitation information prior to such information been authorized for release to Bidders 
(e.g., draft statement of work and requirement documentation). 

 
The Bidder hereby acknowledges the post-employment measures applicable to former 
NCI Agency Personnel as per the NCI Agency Code of Conduct. 
 
The Bidder hereby certifies that its personnel working as part of the company’s team, at 
any tier, preparing the bid: 
 
☐   Has not held employment with NCI Agency within the last two years.    

 
☐   Has obtained a signed statement from the former NCI Agency personnel below, who 
departed the NCI Agency within the last two years, that they were not previously involved 
in the project under competition (as defined in the extract of the NCI Agency Code of 
Conduct provided in Annex B-16 of this IFB): 

 
Employee Name Former NCI Agency Position Current Company Position 

   
   
   
   

 
The Bidder also hereby certifies that it does not employ and/or receive services from 
former NCI Agency Personnel at grades A5 and above or ranks OF-5 and above, who 
departed the NCI Agency within the last 12 months. This prohibitions covers 
negotiations, representational communications and/or advisory activities. 
 
 
           
Date    Signature of Authorised Representative 
 
           
    Printed Name 
 
           
    Title 
 
           
    Company 
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ANNEX B.16. NCI AGENCY AD. 05.00, CODE OF CONDUCT: POST 
EMPLOYMENT MEASURES 

 
1. The NCI Agency will not offer employment contracts to former NCI Agency 

Personnel who departed less than 2 years earlier, unless prior approval by the General 
Manager has been received. 
 

2. Former NCI Agency Personnel will not be accepted as consultants or commercial 
counterpart for two (2) years after finalization of their employment at NCI Agency, 
unless the General Manager decides otherwise in the interest of the Agency and as 
long as NATO rules on double remuneration are observed. Such decision shall be 
recorded in writing. Commercial counterparts include owners or majority 
shareholders, key account managers, or staff member, agent or consultant of a 
company and/or subcontractors seeking business at any tier with the NCI Agency in 
relation to a procurement action in which the departing NCI Agency staff member 
was involved when he/she was under the employment of the NCI Agency. As per the 
Prince 2 Project methodology, a Project is defined as a “temporary organization that 
is created for the purpose of delivering one or more business products according to 
an agreed business case”. For the purpose of this provision, involvement requires (i) 
drafting, review or coordination of internal procurement activities and 
documentation, such as statement of work and statement of requirement; and/or (ii) 
access to procurement information that has not yet been authorized for release for 
outside distribution, including draft statements of work and requirement 
documentations; and/or (iii) being appointed as a representative to the Project 
governance (e.g., Project Board) with access to procurement information as per (ii) 
above; and/or (iv) having provided strategic guidance to the project, with access to 
procurement information as per (ii) above. 
 

3. In addition to paragraph 2 above, former NCI Agency Personnel at grades A5 and 
above or ranks OF-5 and above are prohibited during twelve months following the 
end of their employment with the NCI Agency to engaging in negotiations, 
representational communications and/or advisory activities with the NCI Agency on 
behalf of a private entity, unless this has been agreed in advance by the NCI Agency 
General Manager and notified to the Agency Supervisory Board (ASB). 
 

4. NCI Agency Personnel leaving the Agency shall not contact their former colleagues 
in view of obtaining any information or documentation about procurement activities 
not yet authorized’ release. NCI Agency Personnel shall immediately report such 
contacts to the Director of Acquisition. 
 

5. The ASB Chairman will be the approving authority upon recommendation by the 
Legal Adviser when the NCI Agency Personnel concerned by the above is the NCI 
Agency General Manager and will notify the ASB. 
 

6. NCI Agency Personnel leaving the Agency shall sign a statement that they are aware 
of the post-employment measures set out in this Directive. 
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7. The post-employment measures set out in this Directive shall be reflected in the NCI 
Agency procurement documents, such as IFBs, and contract provisions. 
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ANNEX C CLARIFICATION REQUEST FORM 
 

IFB-CO-115461-NCOPBMD 
 

Company Name:  
             
Submission Date: 
 

ADMINISTRATIVE or CONTRACTUAL 
Serial# IFB Ref. Bidder’s Question NCI Agency’s Response 

A.1    
A.2    
A.3    

 
PRICE 

Serial# IFB Ref. Bidder’s Question NCI Agency’s Response 
P.1    
P.2    
P.3    

 
TECHNICAL 

Serial# IFB Ref. Bidder’s Question NCI Agency’s Response 
T.1    
T.2    
T.3    
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ANNEX D BID GUARANTEE - STANDBY LETTER OF 
CREDIT 

 
Standby Letter of Credit Number:     
 
Issue Date:   ___________________________ 
 
Beneficiary: NCI Agency, 

Financial Management Resource Centre, 
   Boulevard Leopold III, 

B-1110 Brussels, Belgium 
 

Expiry Date: ___________________________ 
 
1. We, (issuing bank) hereby establish in your favour our irrevocable standby letter 

of credit number {number} by order and for the account of (NAME AND 
ADDRESS OF BIDDER) in the original amount of € 300,000.00 (Three 
Hundred Thousand Euro).  We are advised this Guarantee fulfils a requirement 
under Invitation for Bid IFB-CO-115461-NCOPBMD dated 
__________________. 

 
2. Funds under this standby letter of credit are available to you upon first demand 

and without question or delay against presentation of a certificate from the NCI 
Agency Contracting Officer that: 

 
2.1. (NAME OF BIDDER) has submitted a bid and, after Bid Closing Date 

(including extensions thereto) and prior to the selection of the Best Value bid, 
has withdrawn its bid, or stated that it does not consider its bid valid or agree 
to be bound by its bid, or 

 
2.2. (NAME OF BIDDER) has submitted a bid determined by the Agency to be 

the Best Value bid, but (NAME OF BIDDER) has declined to execute the 
Contract offered by the Agency, such Contract being consistent with the terms 
of the Invitation for Bid, or 

 
2.3. The NCI Agency has offered (NAME OF BIDDER) the Contract for 

execution but (NAME OF BIDDER) has been unable to demonstrate 
compliance with the security requirements of the Contract within a reasonable 
time, or 

 
2.4. The NCI Agency has entered into the Contract with (NAME OF BIDDER) 

but (NAME OF BIDDER) has been unable or unwilling to provide the 
Performance Guarantee required under the terms of the Contract within the 
time frame required. 

 
3. This Letter of Credit is effective the date hereof and shall expire at our office 

located at (Bank Address) on __________________. All demands for payment 
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must be made prior to the expiry date. 
 
4. It is a condition of this letter of credit that the expiry date will be automatically 

extended without amendment for a period of sixty (60) calendar days from the 
current or any successive expiry date unless at least thirty (30) calendar days prior 
to the then current expiry date the NCI Agency Contracting Officer notifies us 
that the Letter of Credit is not required to be extended or is required to be 
extended for a shorter duration. 

 
5. We may terminate this letter of credit at any time upon sixty (60) calendar days 

notice furnished to both (NAME OF BIDDER) and the NCI Agency by 
registered mail. 

 
6. In the event we (the issuing bank) notify you that we elect not to extend the expiry 

date in accordance with paragraph 4 above, or, at any time, to terminate the letter 
of credit, funds under this credit will be available to you without question or delay 
against presentation of a certificate signed by the NCI Agency Contracting Officer 
which states:  

 
6.1. "The NCI Agency has been notified by {issuing bank} of its election not to 

automatically extend the expiry date of letter of credit number {number} 
dated {date} pursuant to the automatic renewal clause (or to terminate the 
letter of credit).  As of the date of this certificate, no suitable replacement 
letter of credit, or equivalent financial guarantee has been received by the NCI 
Agency from, or on behalf of (NAME OF BIDDER), and the NCI Agency, as 
beneficiary, hereby draws on the standby letter of credit number ________ in 
the amount of € (Amount up to the maximum available under the LOC), such 
funds to be transferred to the account of the Beneficiary number 
___________________ (to be identified when certificate is presented)." 

 
Such certificate shall be accompanied by the original of this letter of credit and 
a copy of the letter from the issuing bank that it elects not to automatically 
extend the standby letter of credit, or terminating the letter of credit. 

 
7. The Beneficiary may not present the certificate described in paragraph 6 above 

until 20 (twenty) calendar days prior to a) the date of expiration of the letter of 
credit should {issuing bank} elect not to automatically extend the expiration date 
of the letter of credit, b) the date of termination of the letter of credit if {issuing 
bank} notifies the Beneficiary that the letter of credit is to be terminated in 
accordance with paragraph 6 above. 

 
8. Multiple drawings are allowed. 

 
9. Drafts drawn hereunder must be marked, "Drawn under {issuing bank} Letter of 

Credit No.  {number}" and indicate the date hereof. 
 

10. This letter of credit sets forth in full the terms of our undertaking, and this 
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undertaking shall not in any way be modified, amended, or amplified by reference 
to any document, instrument, or agreement referred to herein (except the 
International Standby Practices (ISP 98) hereinafter defined) or in which this letter 
of credit is referred to or to which this letter of credit relates, and any such 
reference shall not be deemed to incorporate herein by reference any document, 
instrument, or agreement. 
 

11. We hereby engage with you that drafts drawn under and in compliance with the 
terms of this letter of credit will be duly honoured upon presentation of 
documents to us on or before the expiration date of this letter of credit. 
 

12. This Letter of Credit is subject to The International Standby Practices-ISP98 
(1998 Publication) International Chamber of Commerce Publication No.590. 
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ANNEX E LIST OF ACCCEPTABLE BANKS TO ISSUE BID 
GUARANTEES 

 
# *Bank 
1 KBC Group 
2 Bank of Montreal (BMO) 
3 Royal Bank of Canada 
4 Scotiabank 
5 Danske Bank 
6 Citibank Europe 
7 BNP Paribas 
8 Credit Agricole Group 
9 Societe Generale 
10 Commerzbank AG 
11 Deutsche Bank 
12 Intesa 
13 UniCredit S.p.A. 
14 ING Group 
15 Rabobank Group 
16 Banco Santander 
17 BBVA 
18 Barclays PLC 
19 HSBC Holdings 
20 Standard Chartered Plc 
21 Bank of America 
22 Wells Fargo 

*These Banks are in NATO-member countries. 
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Bidding Sheets Instructions

INTRODUCTION & IMPORTANT NOTES

Bidders should note that NCIA has recently updated its bidding sheet template and are encouraged to read the instructions in full for this new 
version before completing the bidding sheets.

All bidders are required to submit pricing details to demonstrate the Purchaser's Pricing Principles are being applied as part of their bids. All data 
submitted in these sheets shall be complete, verifiable and factual and include the required details. Any exclusions may render the bid as non 
compliant thus removing the bidder from the bidding process.

Bidders are REQUIRED to complete the following tabs:
- "Tab 1_Offer Summary",
- "Tab 2_CLIN Summary",
- "Labour",
- "Material",
- "Travel",
- "ODC",
- "Rates".
Note that input cells  in the "Offer Summary" and the "CLIN Summary" tabs are colour coded YELLOW.

The instructions for the detailed tabs can be found below, as well as in the green boxes within each detailed tab. G&A, Overhead, material 
handling and other indirect rates do not need to be separately calculated in the detail sheets but must be included in the totals for each category 
(Labour/Material/Travel/ODC) as appropriate. A list of the direct and indirect rates applied in the bid must also be provided in the "Rates" tab, 
although they do not need to be linked to any and the detailed calculations. The list of these rates will be requested in pre-contract award from 
the winning bidder.
Note: any information found within GREEN boxes throughout the entire document is provided as an instruction and/or example only.

Any formulas provided in these bidding sheets are intended only to assist the bidder. Any changes in formula can be made at the bidder's 
discretions, as long as the detailed costs are clear, traceable and accurate as required. Ultimately the bidder is responsible for ALL values, 
formulas and calculations within the bidding sheets that are submitted to the Agency.

Bids in MULTIPLE CURRENCIES should follow the following instructions: 
- For the "Offer Summary" tab bidders must add "Firm Fixed Price" column to the right of the current table for each additional currency.
- For the "CLIN Summary" tab, Bidders have 2 options: A) Two columns "Unit Price" and "Total Firm Fixed Price" may be added to the right of the 
current table for each additional currency of the bid; B) Bidders may duplicate the CLIN Summary tab for each currency bid.
- For the Detailed tabs Bidders have 2 options: A) Provide all the detailed data for all currencies in the table provided, selecting the individual 
currencies from the dropdown lists and summing only common currencies together in CLIN Summary/Offer Summary Sheets B) Duplicate the 
CLIN Summary tab for each currency bid.

DETAILED TABs DESCRIPTION

MATERIAL 
LABOUR
TRAVEL
ODCs

The detailed tables are to be completed by the bidder with all columns populated, and shall be expanded to include as many rows as necessary to 
provide the detail requested. The bidder is required to identify for each item the CLIN it is associated with from the drop down menu. Each column 
should then be populated using the column- specific instructions in the first row. Bidder may not delete columns within tables, or omit information 
from columns, but may add columns if necessary, although it's not anticipated this will be needed. 

Note CLINs with no costs associated with that item should also be selected within the table, and noted that there is no cost within that table for the 
CLIN. For example, if there is no labour associated with CLIN X.1, Select CLIN X.1 in the first column and then in the second column note "No Labour 
is associated with this CLIN". This will help to ensure that all the proper detail has been accounted for and properly allocated.  

Important Note: The Total sum of the "fully burdened" cost column should equal the grand total cost for each category (Labour, Material, etc.) to 
include profit as well as all indirect rates (G&A/Overhead/Material handling/etc.) associated with that category. These indirect rates must be 
included in the total firm fixed price on the appropriate detailed tab but are no longer required to be shown as separate calculations at the bidding 
stage. However, the bidder is required to include  the associated indirect costs in the totals of the detailed tab in the base unit costs. Alternatively, 
the bidder may choose to show these as separate calculations by expanding the table columns to show the additional costs due to these indirect 
rates (similar to the way profit is calculated). Note again although the detailed indirect rate calculations are not required at the bidding stage, this 
information will be requested from the winning bidder during pre-contract award discussions.

RATES
As discussed previously in these instructions, the detailed indirect rate calculations are not required to be included in the bidding sheets, although 
the bidders may chose to do so. However, ALL bidders are required to state the G&A/OH/Material handling and any other indirect rates that they 
have applied to the bid.
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For multiple currencies, duplicate the "Firm Fixed Price" column for each currency

CLIN Number CLIN DESCRIPTION Firm Fixed Price
Declare Currency => 

Grand Total Firm fixed Price - Base Contract -                                 
Grand Total Firm fixed Price - Base Contract + Evaluated Options -                                 
Grand Total Firm fixed Price - Base Contract + Evaluated Options + Non-Evaluated Options -                                 

CLIN 1 CLIN 1 (BASE-EVALUATED) - PROJECT MANAGEMENT -                                           
CLIN 2 CLIN 2 (BASE-EVALUATED) - SYSTEM ENGINEERING (excluding options) -                                           
CLIN 3 CLIN 3 (BASE-EVALUATED) - NCOP TRAINING -                                           
CLIN 4 CLIN 4 (BASE-EVALUATED) - NCOP POST SOFTWARE DELIVERY SUPPORT and SUSTAINMENT and WARRANTY (excluding options) -                                           
Total Firm Fixed Price Base Contract -                                           
CLIN 2.6 CLIN 2.6 (OPTION-EVALUATED) - Testing and validation support -                                           
CLIN 4.3 CLIN 4.3 (OPTION-EVALUATED) - On-site Support -                                           
CLIN 5 CLIN 5 (OPTION-EVALUATED) - BMD PROGRAMME VALIDATION -                                           
CLIN 6 CLIN 6 (OPTION-EVALUATED) - IN-SERVICE SUPPORT (up and including warranty period) -                                           
CLIN 7 CLIN 7 (OPTION-EVALUATED) - Operations & Maintenance (O&M Post warranty) -                                           
Total Firm Fixed Price Evaluated Options -                                           
CLIN 8 CLIN 8 (OPTION-NON-EVALUATED) - COTS SW -                                           
Total Firm Fixed Price Non-Evaluated Options -                                           

CLIN SUMMARY

Offer Summary Instructions:
Bidders are to populate all yellow cells. Firm fixed prices 
need to be provided for every CLIN, with no omissions.

Note that any formulas existing in the cells are provided only 
to assist the bidder, and ultimately all calculations are the 
bidder's responsibility. As such, the contractor may alter any 
formulas necessary to provide an accurate, clear and traceable 
bid as required. 

Important Note: The Total sum firm fixed price column in this 
"Offer Summary" sheet should equal the grand total from the 
"CLIN Summary" tab. These totals are also required to be 
traceable to the totals from the details tabs 
(Labour+Material+Travel+ODCs)= Grand Total= CLIN Summary 
Tab.

Example for multiple currencies: 



NATO RΞSTRICTED
      (NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications)  

  

IFB-CO-115461-NCOPBMD

NATO RΞSTRICTED
      (NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) IFB-CO-115461-NCOPBMD

IFB-CO-115461-NCOPBMD
BASE CONTRACT WITH OPTIONS

CLIN BREAKDOWN

O
PT

IO
N

S

CLIN Description SOW Reference Required Completion Date Delivery Destination Delivery Form Unit of measure Quantity Unit Price
Total Firm 
Fixed Price

Investment or 
O&M 

Optional Comments
 (Mandatory for zero costs lines)

Declare Currency => 
1.0 CLIN 1 (BASE-EVALUATED) - PROJECT MANAGEMENT  

1.1 Project Planning -                    
1.1. Project Management Plan (PMP) 3.8 PMR (updated as required) Project portal Electronic Each 1 -              -                    
1.1. Risk Management Plan (RMP) 3.12.4 PMR (updated as required) Project portal Electronic Each 1 -              -                    
1.1. Configuration Management Plan (CMP) 3.13.3 PMR (updated as required) Project portal Electronic Each 1 -              -                    
1.1. Quality Plan (QP) 3.14.1.6 PMR (updated as required) Project portal Electronic Each 1 -              -                    
1.1. Project Product Work breakdown Structure (PPBS) 3.9 PMR (updated as required) Project portal Electronic Each 1 -              -                    
1.1. Project Work Breakdown Structure (PWBS) 3.10 PMR (updated as required) Project portal Electronic Each 1 -              -                    
1.1. Project Master Schedule (PMS) 3.11 PMR (updated as required) Project portal Electronic Each 1 -              -                    

1.2 Monitoring and Control -                    
1.2. Project Highlight Report (PHR) 3.16 Monthly Project portal Electronic Each 1 -              -                    

1.2. Project Management Review (PMR) 3.17 Semi-Annually
'PMR (updated as required)

Project portal Electronic Each 1 -              -                    

1.2. Risk Action Issue Decision Log (RAID Log) 3.7 For PMR (updated as required) Project portal Electronic Each 1 -              -                    
1.2. Configuration Status Accounting database (CI, CR, DR) 3.13.9 Fill based on PMS and as changes occur Project portal Electronic Each 1 -              -                    

TOTAL PRICE CLIN 1 -                    
2.0 CLIN 2 (BASE-EVALUATED) - SYSTEM ENGINEERING  

2.1 Requirements Analysis -                    
2.1. Initial User Story Documentation 4.5.9.3.5 SRR Project portal Electronic Lot 1 -              -                    
2.1. User Story Documentation BL3 4.5.9.3.5 TRR-3 Project portal Electronic Lot 1 -              -                    
2.1. User Story Documentation BL4 4.5.9.3.5 TRR-4 Project portal Electronic Lot 1 -              -                    
2.1. User Story Documentation BL5 4.5.9.3.5 TRR-5 Project portal Electronic Lot 1 -              -                    
2.1. Requirements Traceability Matrix (RTM) 4.6.4.13 CDR-3, CDR-4, CDR-5 (updated as required) Project portal Electronic Lot 1 -              -                    
2.1. Verification Cross Reference Matrix (VCRM) 4.8.3.21 CDR-3, CDR-4, CDR-5 (updated as required) Project portal Electronic Lot 1 -              -                    
2.1. Engineering Change Proposal (ECP) doc for ARS updates 4.2.2 PSA1-1, PSA-2, FSA Project portal Electronic Each 3 -              -                    

2.2 Design -                    

2.2. Initial System Design Specification (SDS) - BL3 4.6.4 PDR
CDR-3

Project portal Electronic Each 1 -              -                    

2.2. System Design Specification (SDS) - BL4 4.6.4 CDR-4 Project portal Electronic Each 1 -              -                    
2.2. System Design Specification (SDS) - BL5 4.6.4 CDR-5 Project portal Electronic Each 1 -              -                    

2.2. Architecture Model - NCOP Logical Model 4.6.4.9.1 PDR (updated as required)
CDR-3

Project portal Electronic Each 1 -              -                    

2.2. NCOP Interface Control Document (ICD) - BL3 3.13.8 PDR
CDR-3

Project portal Electronic Lot 1 -              -                    

2.2. NCOP Interface Control Document (ICD) - BL4 3.13.8 CDR-4 Project portal Electronic Each 1 -              -                    
2.2. NCOP Interface Control Document (ICD) - BL5 3.13.8 CDR-5 Project portal Electronic Each 1 -              -                    

2.3 Development and Integration -                    
2.3. System Development Plan (SDP) 4.4 PMR (updated as required) Project portal Electronic Each 1 -              -                    
2.3. Test Automation Tool 4.8.6 For TRR-3 Website Electronic Each 1 -              -                    
2.3. Build Environment 4.7.12.2 For TRR-3 Website Electronic Each 1 -              -                    

2.3. Validation Environment provision
4.7.12.7
'4.7.12.6

SIT-1 
L-SIT-3, L-SIT-4, L-SIT-5

NCIA The Hague Electronic Lot
Each

3 -              -                    

2.3. Installation of System Engineering Sprint Product to Collaborative Working Environment
4.3.8
'4.3.9

SER NCIA The Hague Electronic Each
Lot

1 -              -                    

2.4 Testing -                    
2.4. Initial Project Test Plans 4.8.4 PDR Project portal Electronic Each 0 -              -                    
2.4
.2
2 4

Project Test Plans - BL3 4.8.4 CDR-3 Project portal Electronic Each 1 -              -                    

2.4. Project Test Plans - BL4 4.8.4 CDR-4 Project portal Electronic Each 1 -              -                    
2.4. Project Test Plans - BL5 4.8.4 CDR-5 Project portal Electronic Each 1 -              -                    
2.4. Test Procedures - BL3 4.8.7 TRR-3 Project portal Electronic Lot 1 -              -                    
2.4. Test Procedures - BL4 4.8.7 TRR-4 Project portal Electronic Lot 1 -              -                    
2.4. Test Procedures - BL5 4.8.7 TRR-5 Project portal Electronic Lot 1 -              -                    
2.4. Testbeds installation & activation (DEV) 4.8.3.4 Until FSA NCIA The Hague N/A Each 3 -              -                    
2.4. Testbeds installation & activation (IVV) 4.8.3.4 Until FSA NCIA The Hague N/A Each 3 -              -                    
2.4. Testbeds installation & activation (ITB) 4.8.3.4 Until FSA NCIA The Hague N/A Each 6 -              -                    

2.5 Product -                    
2.5. Product Baseline  (breakdown by CI) - BL3 3.13.2.3 SAT-3 NCIA The Hague Electronic Each 1 -              -                    
2.5. Product Baseline  (breakdown by CI) - BL4 3.13.2.3 SAT-4 NCIA The Hague Electronic Each 1 -              -                    
2.5. Product Baseline  (breakdown by CI) - BL5 3.13.2.3 SAT-5 NCIA The Hague Electronic Each 1 -              -                    
2.5. Product Baseline  (breakdown by CI) - FSA 4.9.2.1.3 FSA NCIA The Hague Electronic Each 1 -              -                    
2.5. HMI Prototypes (updated / release) 4.5.9.4 SAT-3, SAT-4, SAT-5 NCIA The Hague Electronic Each 1 -              -                    
2.5. Software Version Description (SVD) (updated / release) 3.13.11 TRR-3, TRR-4 and TRR-5 Project portal Electronic Each 1 -              -                    
2.5. Operation and User Manual BL3 5.7.4 STR-3 Project portal Electronic Each 1 -              -                    
2.5. Operation and User Manual BL4 5.7.4 STR-4 Project portal Electronic Each 1 -              -                    
2.5. Operation and User Manual BL5 5.7.4 STR-5 Project portal Electronic Each 1 -              -                    
2.5. Maintenance and Administration Manual - BL3 5.7.5 STR-3 Project portal Electronic Each 1 -              -                    
2.5. Maintenance and Administration Manual - BL4 5.7.5 STR-4 Project portal Electronic Each 1 -              -                    
2.5. Maintenance and Administration Manual - BL5 5.7.5 STR-5 Project portal Electronic Each 1 -              -                    

2.5. Software Build Instruction
4.7.12.2.6
'4.7.12.5

TRR-3 Project portal Electronic Each 1 -              -                    

2.5. NCOP Quick User Guide (updated / release) 5.7.7 STR-3,  STR-4 and STR-5 Project portal Electronic Each 1 -              -                    
2.5. NCOP Installation Configuration Guide (updated / release) 5.7.2 STR-3,  STR-4 and STR-5 Project portal Electronic Each 1 -              -                    
2.5. On-Line Help Update (updated / release) 5.7.10 STR-3,  STR-4 and STR-5 Project portal Electronic Each 1 -              -                    
2.5. Other Documentation (Transition Manuals, Release notes, Read me files, FAQs, COTS Manuals etc.) 5.7.12, 5.7.8, 5.7.9, 5.7.11 STR-3,  STR-4 and STR-5 Project portal Electronic Lot 1 -                    

2.6 CLIN 2.6 (OPTION-EVALUATED) - Testing and validation support -                    
X 2.6. Testing and validation support (level of effort on site at NCIA) 4d event (Purchaser's Option) 4.5.9, 4.8.1 FSA NCIA The Hague N/A Each 10 -              -                    

TOTAL PRICE CLIN 2 (excluding Options) -                    
TOTAL PRICE CLIN 2 (Evaluated Option) -                    
TOTAL PRICE CLIN 2 (including Options) -                    
3.0 CLIN 3 (BASE-EVALUATED) - NCOP TRAINING  

3.1 Training Plan Delivery -                    
3.1. Training Plan 5.8.2 PMR (updated as required) Project portal Electronic Each 1 -              -                    

3.2 Training course development -                    
3.2. NCOP Training Data for Training database BL3 5.8.1.4 TRR-3 Project portal Electronic Each 1 -              -                    
3.2. NCOP Training Data for Training database BL4 5.8.1.4 TRR-4 Project portal Electronic Each 1 -              -                    

CLIN Summary Instruction:
Bidders are to populate all yellow cells. Firm fixed 
prices need to be provided for every CLIN, with no 
omissions.
If Bidder decides to keep any CLIN at zero costs the 
reason for it has to be explained in the corresponding 
Comments field.

For the CLIN Summary Tab Bidders have 2 options:
A) Columns may be added to the right of the current 
table; two columns "Unit Price" and "Total Firm Fixed 
Price" would be added for each additional currency of the 
bid;
B) Bidders may duplicate the CLIN Summary tab for each 
currency bid.

Note: Any formulas existing in the cells are provided only 
to assist the bidder and ultimately all calculations are the 
bidder's responsibility. As such, the contractor may alter 
any formulas necessary to provide an accurate, clear and 
traceable bid as required. 

Important Note: The total sum of the "Firm Fixed Price" 
column in this CLIN Summary sheet should equal the 
grand total from the "Offer Summary" tab. These totals 
are also required to be traceable to the totals from the 
details tabs (Labour+Material+Travel+ODC)= Grand Total= 
CLIN Summary Tab.
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3.2. NCOP Training Data for Training database BL5 5.8.1.4 TRR-5 Project portal Electronic Each 1 -              -                    
3.2. System Administrator Training Course Material BL3 5.8.4 TRR-3 Project portal Electronic Each 1 -              -                    
3.2. System Administrator Training Course Material BL4 5.8.4 TRR-4 Project portal Electronic Each 1 -              -                    
3.2. System Administrator Training Course Material BL5 5.8.4 TRR-5 Project portal Electronic Each 1 -              -                    

3.3 Training Delivery -                    
3.3. NCIA/PVS Test Crew Training (1 per release) 5.8.3 TRR-3, TRR-4 and TRR-5 NCIA The Hague N/A Each 3 -              -                    
3.3. System administrator training (1 per release) 5.8.4 SQR-3, SQR-4 and SQR-5 NCIA The Hague N/A Each 3 -              -                    

3.3. PVS - General user training (on site) x 5 events
5.8.1.2
'5.8.1.1

Up to FSA NATO site in Europe N/A Each 5 -              -                    

TOTAL PRICE CLIN 3 -                    
4.0 CLIN 4 (BASE-EVALUATED) - NCOP POST SOFTWARE DELIVERY SUPPORT and SUSTAINMENT and WARRANTY  

4.1 Post-SW delivery support -                    
4.1. Implementation Reach back Support Desk 5.9.3 From SQR-3 until  FSA N/A Electronic Lot 1 -              -                    
4.1. Operational Support during Implementation -  (BL3)  1my 5.9 From SQR-3 until  SQR-4 NCIA, The Hague Electronic Man-days 200 -              -                    
4.1. Operational Support during Implementation -  (BL4)  1my 5.9 From SQR-4 until  SQR-5 NCIA, The Hague Electronic Man-days 200 -              -                    
4.1. Operational Support during Implementation -  (BL5)  1my 5.9 From SQR-5 until  FSA NCIA, The Hague Electronic Man-days 200 -              -                    
4.1. Integrated Logistic Support Plan 5.2 For PMR (updated as required) Project portal Electronic Each 1 -              -                    
4.1. Supply Support (Inventory, SWDL, RTTL, special tools) 5.5 For STR-3, STR-4 and STR-5 Project portal Electronic Lot 1 -              -                    

4.2 Warranty -                    

4.2. Warranty (Service Desk) 5.10 FSA until FSA + 1 year
NCIA The Hague

'N/A
Electronic Lot 1 -              -                    

4.2. Warranty (Product Baseline warranty) 5.10 FSA + 1 year NCIA, The Hague Electronic Lot 1 -              -                    
4.3 CLIN 4.3 (OPTION-EVALUATED) - On-site Support -                    

X
4.1
.5
4 3

On-site Site support (Purchaser's Option) 5.10.2.2.3 Until EOW NATO site in Europe N/A Man-days 10 -              -                    

TOTAL PRICE CLIN 4 (excluding Options) -                    
TOTAL PRICE CLIN 4 (Evaluated Option) -                    
TOTAL PRICE CLIN 4 (including Options) -                    

Total Firm Fixed price (excluding Options) - Base Contract -                    
Total Firm Fixed Price Evaluated Options - within Base Contract -                    
Total Firm Fixed price (including Options) - Base Contract -                    

EVALUATED OPTIONS
5.0 CLIN 5 (OPTION-EVALUATED) - BMD PROGRAMME VALIDATION  

5.1 Support for PVS-events -                    

5.1. Ensemble Test (ET) x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 60 -              -                    

5.1. Ensemble Test(ET)-LITE x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 30 -              -                    

5.1. Operational Evaluation (UAT) x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 60 -              -                    

5.1. Ensemble Operator Test (EOT) x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 30 -              -                    

5.1. STAR like exercise (1w) x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 30 -              -                    

5.1. STJU like exercise (2w) x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 30 -              -                    

5.1. JPOW like exercise (2w) x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 30 -              -                    

5.1. System of Systems Integration Test (SoSIT) x 3 events 4.8.1, 4.8.12 One per Baseline
'FSA

Contractor facilities N/A Man-days 15 -              -                    

TOTAL PRICE CLIN 5 -                    
6.0 CLIN 6 (OPTION-EVALUATED) - IN-SERVICE SUPPORT (up and including warranty period)  

6.1 Service Desk / L4 Support -                    

6.1. Service Desk / L4 Support - BL3 Y1 5.10.2.1 PSA-1 until PSA-1 + 2 years
PSA-1 + 1 year

Contractor facilities N/A Lot 1 -              -                    

6.1. Service Desk / L4 Support - BL3 Y2 5.10.2.1 PSA-1 until PSA-1 + 2 years
PSA-1 + 2 years

Contractor facilities N/A Lot 1 -              -                    

6.1. Service Desk / L4 Support - BL4 Y1 5.10.2.1 PSA-2 until PSA-2 + 2 years
PSA-2 + 1 year

Contractor facilities N/A Lot 1 -              -                    

6.1. Service Desk / L4 Support - BL4 Y2 5.10.2.1 PSA-2 until PSA-2 + 2 years
PSA-2 + 2 years

Contractor facilities N/A Lot 1 -              -                    

6.1. Service Desk / L4 Support - BL5 Y1 5.10.2.1 FSA until FSA + 1 year Contractor facilities N/A Lot 1 -              -                    
6.1. On site support L4 - BL3 5.9.4.7 PSA-1 + 2 years NATO site in Europe N/A Each 3 -              -                    
6.1. On site support L4 - BL4 5.9.4.7 PSA-2 + 2 years NATO site in Europe N/A Each 3 -              -                    
6.1. On site support L4 - BL5 5.9.4.7 FSA + 1 year NATO site in Europe N/A Each 3 -              -                    

6.2 Software Patches -                    

6.2. Software Patches (quarterly) - BL3 (2 years) 5.9.12.1 PSA-1 until PSA-1 + 2 years
SAT-BL3 + 2 years

Electronic Electronic Each 6 -              -                    

6.2. Software Patches (quarterly) - BL4 (2 years) 5.9.12.1 PSA-2 until PSA-2 + 2 years
SAT-BL4 + 2 years

Electronic Electronic Each 6 -              -                    

6.2. Software Patches (quarterly) - BL5 (> 1 year) 5.9.12.1 FSA until 
FSA + 1 year

Electronic Electronic Each 6 -              -                    

6.3 Maintenance Release -                    

6.3. Maintenance release - BL3 5.11.2.2 PSA-1 + 1 year
SAT-BL3 + 1 year

Electronic Electronic Each 1 -              -                    

6.3. Maintenance release - BL4 5.11.2.2 PSA-2 + 1 year
SAT-BL4 + 1 year

Electronic Electronic Each 1 -              -                    

6.3. Maintenance release - BL5 Y1 5.11.2.2 FSA + 1 year
SAT-BL5 + 1 year

Electronic Electronic Each 1 -              -                    

TOTAL PRICE CLIN 6 -                    
7.0 CLIN 7 (OPTION-EVALUATED) - Operations & Maintenance (O&M Post warranty)  

7.1 Service Desk / L4 Support -                    

7.1. Service Desk / L4 Support - BL5 Y2 5.10.2.1 FSA until FSA + 5 years
FSA + 2 Yr

Contractor facilities N/A Lot 1 -              -                    

7.1. Service Desk / L4 Support - BL5 Y3 5.10.2.1 FSA until FSA + 5 years
FSA + 3 Yr

Contractor facilities N/A Lot 1 -              -                    

7.1. Service Desk / L4 Support - BL5 Y4 5.10.2.1 FSA until FSA + 5 years
FSA + 4 Yr

Contractor facilities N/A Lot 1 -              -                    

7.1. Service Desk / L4 Support - BL5 Y5 5.10.2.1 FSA until FSA + 5 years
FSA + 5 Yr

Contractor facilities N/A Lot 1 -              -                    

7.2 Software Patches -                    
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7.2. Software Patches (quarterly) - BL5 (4 years) 5.9.12.1 FSA + 1 Yr until 
FSA + 5 Yr

Electronic Electronic Each 12 -              -                    

7.3 Maintenance Release -                    
7.3. Maintenance release - BL5 Y2 5.11.2.2 FSA + 2 Yr Electronic Electronic Each 1 -              -                    
7.3. Maintenance release - BL5 Y3 5.11.2.2 FSA + 3 Yr Electronic Electronic Each 1 -              -                    
7.3. Maintenance release - BL5 Y4 5.11.2.2 FSA + 4 Yr Electronic Electronic Each 1 -              -                    
7.3. Maintenance release - BL5 Y5 5.11.2.2 FSA + 5 Yr Electronic Electronic Each 1 -              -                    

TOTAL PRICE CLIN 7 -                    
Total Firm Fixed Price- Evaluated Options (excluding Options from Base Contract) -                    
Total Firm Fixed Price- Evaluated Options (including Options from Base Contract) -                    

NON-EVALUATED OPTIONS
8.0 CLIN 8 (OPTION-NON-EVALUATED) - COTS SW  

8.1 COTS Software -                    
8.1. COTS for single configuration - Fill based on PMS NATO site in Europe Commissioned software Each 1 -              -                    
8.1. COTS for scalable configuration - Fill based on PMS NATO site in Europe Commissioned software Each 1 -              -                    
8.1. COTS for high availability configuration - Fill based on PMS NATO site in Europe Commissioned software Each 1 -              -                    
8.1. COTS for XL configuration - Fill based on PMS NATO site in Europe Commissioned software Each 1 -              -                    

TOTAL PRICE CLIN 8 -                    
Total Firm Fixed Price- Non-Evaluated Options -                    
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Populate each line of the table 
that contains labour with the 
appropriate CLIN from the drop 
down menu. Note that all CLINS 
should be accounted for and if 
there is no labour associated 
please include a line for that CLIN 
and indicate "No labour 
associated" in column C.

Identify specific labour categories used. For 
example:
Senior Systems Engineer,
Technician,
Junior program analyst, etc.

Identify the applicable 
currency. Bidder may choose 
to enter multiple currencies 
in one sheet or duplicate the 
sheet for multiple 
currencies.

Nr of MD's
Year 1 

Nr of MD's
Year 2

Nr of MD's
Year 3

Nr of MD's
Year 4

Nr of MD's
Year 5

Nr of MD's
Year 6

Nr of MD's
Year 7

Nr of MD's
Year 8

Nr of MD's
Year 9

Nr of MD's
Year 10

Unit Cost
per MD
Year 1

Unit Cost
per MD
Year 2

Unit Cost
per MD
Year 3

Unit Cost
per MD
Year 4

Unit Cost
per MD
Year 5

Unit Cost
per MD
Year 6

Unit Cost
per MD
Year 7

Unit Cost
per MD
Year 8

Unit Cost
per MD
Year 9

Unit Cost
per MD
Year 10

Use formula only, which is 
the total of the previous 
columns: "quantity x cost" 
for all years.

Profit calculation. Note the 
formula given in this column is 
an example only and the Bidder 
should enter the appropriate 
formula.
If the contractor did not apply 
profit, any or all of these cells 
can be 0. 

Fully burdened  cost 
calculation for each 
labour category, which 
means the cost of all 
units including all profit 
and indirect rates 
associated  with 
material (G/A, overhead, 
etc.).

 If the line of effort is performed by the 
bidder indicate "No" in each line that is 
not subcontracted.
If the line of effort is subcontracted 
indicate the company name in each line 
associated with its effort. 

CLIN Labour Category Currency
Man-Days

2022
Man-Days

2023
Man-Days

2024
Man-Days

2025
Man-Days

2026
Man-Days

2027
Man-Days

2028
Man-Days

2029
Man-Days

2030
Man-Days

2031
Lab-rate

2022
Lab-rate

2023
Lab-rate

2024
Lab-rate

2025
Lab-rate

2026
Lab-rate

2027
Lab-rate

2028
Lab-rate

2029
Lab-rate

2030
Lab-rate

2031 Extended cost
Expat Allowance 

(ONLY if applicable) Profit 
 Fully burdened 

cost 
 Subcontracted/ Name of 

Subcontractor Profit => 0%
Example. CLIN 1.1.1 Systems Engineer Euro (EUR) 25 20 15 10 5 10 15 20 25 30 50.00 51.00 52.00 53.00 54.00 55.00 56.00 57.00 58.00 59.00 9,600.00 960.00 10,560.00 No IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
CLIN 1.1.1 Insert Labour category name here -                           -                               0.00 0.00

Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00
Insert Labour category name here -                           0.00 0.00

Total 0.00
Please add as many rows as needed in the table above.

 Enter profit percentage for 
labour in yellow cell below: 

Labour table Instructions:
This detailed labour table is to be completed by 
Bidder with all columns populated and shall be 
expanded to include as many rows as 
necessary to provide the detail requested. Any 
unnecessary rows should be deleted (no blank 
entries).  Bidder is required to identify for each 
item the CLIN it is associated with from the 
drop down menu. Each column should then be 
populated using the column- specific 
instructions in the first row. Bidder may not 
delete columns or omit information from 
columns, but may add columns if necessary
although it's not anticipated this will be 
needed. 

Note: Any formulas existing in the cells are 
provided only to help Bidder and ultimately all 
calculations are the Bidder's responsibility. As 
such, the contractor may alter any formulas 
necessary to provide an accurate, clear and 
traceable bid as required. 

Important Note: The total sum of the "Fully 
burdened cost" column should equal the grand 
total labour cost to include profit as well as all 
indirect rates (G&A/Overhead/etc.) associated 
with labour. These indirect cost rates must be 
included in the total firm fixed price on the 
appropriate detailed tab but are no longer 
required to be broken out separately in the 
calculations at the bidding stage. However, 
Bidder is required to include  the associated 
indirect costs in the totals of the detailed tab 
either:
A) in the base unit costs;
or
B) shown separately by expanding the table 
columns to show the additional costs due to 
these indirect rates (similar to the way profit is 
calculated). Option B is not required at the 
bidding stage but this detail will be requested 
from the winning bidder during pre-contract 
award discussions.

Note: Please see also the Rates tab where any and all 
rates included in this bid need to be listed.
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Populate each line of the table 
that contains material with the 
appropriate CLIN from the drop 
down menu. Note that all CLINS 
should be accounted for and if 
there is no material associated 
please include a line for that CLIN 
and indicate "No material 
associated" in column C.

Identify specific material that is to be procured as a part 
of the proposed solution. This includes specific hardware 
items, software licenses, etc.

Provide a description of each item;
this can be a model number, hardware configuration description, etc.

Identify the applicable 
currency. Bidder may choose 
to enter multiple currencies 
in one sheet or duplicate the 
sheet for multiple currencies.

Nr of Units to 
be purchased
Year 1

Nr of Units to 
be purchased
Year 2

Nr of Units to 
be purchased
Year 3

Nr of Units to 
be purchased
Year 4

Nr of Units to 
be purchased
Year 5

Nr of Units to 
be purchased
Year 6

Nr of Units to 
be purchased
Year 7

Nr of Units to 
be purchased
Year 8

Nr of Units to 
be purchased
Year 9

Nr of Units to 
be purchased
Year 10

Unit Cost
Year 1

Unit Cost
Year 2

Unit Cost
Year 3

Unit Cost
Year 4

Unit Cost
Year 5

Unit Cost
Year 6

Unit Cost
Year 7

Unit Cost
Year 8

Unit Cost
Year 9

Unit Cost
Year 10

Use formula 
only, which is 
the total of the 
previous 
columns: 
"quantity x 
costs" for all 
years.

Profit calculation. Note the 
formula given in this column 
is an example only and the 
Bidder should enter the 
appropriate formula.
If the contractor did not 
apply profit, any or all of 
these cells can be 0. 

"Fully burdened" cost 
calculation for each 
labour category, which 
means the cost of all 
units including all profit 
and indirect rates 
associated  with material 
(G/A, overhead, etc.).

 If the line of effort is performed by the 
bidder indicate "No" in each line that is not 
subcontracted.
If the line of effort is subcontracted 
indicate the company name in each line 
associated with its effort. 

CLIN Equipment Name Item Description Currency 
Quantity

2022
Quantity

2023
Quantity

2024
Quantity

2025
Quantity

2026
Quantity

2027
Quantity

2028
Quantity

2029
Quantity

2030
Quantity

2031
Unit cost

2022
Unit cost

2023
Unit cost

2024
Unit cost

2025
Unit cost

2026
Unit cost

2027
Unit cost

2028
Unit cost

2029
Unit cost

2030
Unit cost

2031
Extended 

cost Profit
 Fully burdened 

cost 
 Subcontracted/ Name of 

Subcontractor Profit => 0%
Example. CLIN 1.1.1 EXAMPLE: BrandX Server: TS1593 Example: HT800003 (model number) Euro (EUR) 10 20 25 5 5 10 15 20 10 5 150.00 155.00 160.00 165.00 170.00 175.00 180.00 185.00 190.00 195.00 21,300.00 2,130.00 24,430.00 No IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
CLIN 1.1.1 Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00

Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00
Insert Purchased Equipment name Insert Item Description/Model number 0.00 0.00 0.00

Total 0.00
Please add as many rows as needed in the table above.

 Enter profit percentage for 
material in yellow cell below: 

Material tab Instruction:
This detailed material tab is to be completed by Bidder 
with all columns populated and shall be expanded to 
include as many rows as necessary to provide the detail 
requested. Any unnecessary rows should be deleted (no 
blank entries).  Bidder is required to identify for each item 
the CLIN it is associated with from the drop down menu. 
Each column should then be populated using the column-
specific instructions in the first row. Bidder may not 
delete columns or omit information from columns, but 
may add columns if necessary although it's not 
anticipated this will be needed. 

Note: Any formulas existing in the cells are provided only 
to help Bidder and ultimately all calculations are the 
Bidder's responsibility. As such, the contractor may alter 
any formulas necessary to provide an accurate, clear and 
traceable bid as required. 

Important Note: The total sum of the "Fully burdened 
cost" column should equal the grand total Material cost 
to include profit as well as all indirect rates 
(G&A/Overhead/Material handling/etc.) associated with 
material. These indirect cost rates must be included in the 
total firm fixed price on the appropriate detailed tab but 
are no longer required to be broken out separately in the 
calculations at the bidding stage. However, Bidder is 
required to include  the associated indirect costs in the 
totals of the detailed tab either:
A) in the base unit costs;
or
B) shown separately by expanding the table columns to 
show the additional costs due to these indirect rates 
(similar to the way profit is calculated). Option B is not 
required at the bidding stage but this detail will be 
requested from the winning bidder during pre-contract 
award discussions.
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Populate each line of the table 
that contains travel with the 
appropriate CLIN from the drop 
down menu. Note that all CLINS 
should be accounted for and if 
there is no travel associated please 
include a line for that CLIN and 
indicate "No travel associated" in 
column C.

Identify the origin and the destination of each 
travel.

Year of 
expected 
Travel cost.

Identify the applicable 
currency. Bidder may 
choose to enter 
multiple currencies in 
one sheet or duplicate 
the sheet for multiple 
currencies.

Number of 
trips.

Number of people 
for each trip.

Number of days per 
trip.

Cost per roundtrip 
transportation
(Flight, train, etc.). Per diem rate.

This column should only be 
expressed as a formula.

Profit calculation. Note the 
formula given in this column 
is an example only and the 
Bidder should enter the 
appropriate formula.
If the contractor did not 
apply profit, any or all of 
these cells can be 0. 

Calculated the Total 
Travel Cost.

CLIN Origin/Destination Year Currency
Nr of
trips

Nr of
people

Nr of Days
per trip Cost per roundtrip  Per Diem  Extended cost  Profit  Total Cost Profit => 0%

Example. CLIN 1.1.1 Rome/The Hague 2022 Euro (EUR) 4 3 5 600.00 150.00 16,200.00 810.00 17,010.00 IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
CLIN 1.1.1 Insert Origin/destination -                            0.00 0.00

Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00
Insert Origin/destination -                            0.00 0.00

Total 0.00
Please add as many rows as needed in the table above.

 Enter profit percentage for 
travel in yellow cell below: 

Travel table Instructions:
This detailed Travel table is to be completed by Bidder with 
all columns populated and shall be expanded to include as 
many rows as necessary to provide the detail requested. 
Any unnecessary rows should be deleted (no blank entries).  
Bidder is required to identify for each item the CLIN it is 
associated with from the drop down menu. Each column 
should then be populated using the column- specific 
instructions in the first row. Bidder may not delete columns 
or omit information from columns, but may add columns if 
necessary although it's not anticipated this will be needed. 

Note: Any formulas existing in the cells are provided only to 
help Bidder and ultimately all calculations are the Bidder's 
responsibility. As such, the contractor may alter any 
formulas necessary to provide an accurate, clear and 
traceable bid as required. 

Important Note: The sum of the "Total cost" column on this 
tab should equal the grand total Travel cost to include any 
profit as well as all indirect rates (G&A/Overhead/etc.) 
associated with travel. These indirect cost rates must be 
included in the total firm fixed price on the appropriate 
detailed tab but are no longer required to be broken out 
separately in the calculations at the bidding stage. However, 
Bidder is required to include  the associated indirect costs in 
the totals of the detailed tab either:
A) in the base unit costs;
or
B) shown separately by expanding the table columns to 
show the additional costs due to these indirect rates as 
separate columns. Option B is not required at the bidding 
stage but this detail will be requested from the winning 
bidder during pre-contract award discussions.
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Populate each line of the table 
that contains ODC with the 
appropriate CLIN from the drop 
down menu. Note that all CLINS 
should be accounted for and if 
there is no ODC associated please 
include a line for that CLIN and 
indicate "No ODC associated" in 
column C. Name of the ODC item. Description of the ODC item.

Year of expected ODC 
cost.

Identify the applicable 
currency. Bidder may 
choose to enter multiple 
currencies in one sheet or 
duplicate the sheet for 
multiple currencies.

Unit type,
(MD's, lot, etc.) Number of units. Unit cost.

This column 
should only be 
expressed as a 
formula.

Profit calculation (if 
applicable).
Note: The formula 
given in this column 
is an example only 
and the bidder 
should enter the 
appropriate 
formula.
If the contractor did 
not apply profit, 
any or all of these 
cells can be 0. 

Total ODC cost 
calculation.

CLIN Item Name Item Description Year Currency Unit Type Quantity Unit cost 
 Extended 
cost  Profit Total Cost Profit => 0%

Example. CLIN 1.1.1 Shipping Shipping USA to BRU 2022 Euro (EUR) Lot 2 3,000.00 6,000.00 300.00 6,300.00 IMPORTANT: DELETE THIS EXAMPLE ROW (Row 3) BEFORE SUBMITTING BID
CLIN 1.1.1 Insert Other Direct Cost item 0.00 0.00 0.00

Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00
Insert Other Direct Cost item 0.00 0.00 0.00

Total 0.00
Please add as many rows as needed in the table above.

 Enter profit percentage for 
ODC in yellow cell below: 

ODC table Instructions:
This detailed ODC table is to be completed by Bidder with 
all columns populated and shall be expanded to include as 
many rows as necessary to provide the detail requested. 
Any unnecessary rows should be deleted (no blank entries).  
Bidder is required to identify for each item the CLIN it is 
associated with from the drop down menu. Each column 
should then be populated using the column- specific 
instructions in the first row. Bidder may not delete columns, 
or omit information from columns, but may add columns if 
necessary although it's not anticipated this will be needed. 

Note: Any formulas existing in the cells are provided only to 
help Bidder and ultimately all calculations are the Bidder's 
responsibility. As such, the contractor may alter any 
formulas necessary to provide an accurate, clear and 
traceable bid as required. 

Important Note: The sum of the "Total cost" column on this 
tab should equal the grand total ODC cost to include any 
profit as well as all indirect rates (G&A/Overhead/etc.) 
associated with ODCs. These indirect cost rates must be 
included in the total firm fixed price on the appropriate 
detailed tab but are no longer required to be broken out 
separately in the calculations at the bidding stage. However, 
Bidder is required to include  the associated indirect costs in 
the totals of the detailed tab either:
A) in the base unit costs;
or
B) shown separately by expanding the table columns to 
show the additional costs due to these indirect rates as 
separate columns. Option B is not required at the bidding 
stage but this detail will be requested from the winning 
bidder during pre-contract award discussions.
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Enter the name of the Rate here (G&A, 
Overhead, etc.)

Enter a rate description 
for non-standard rate 
categories Enter the rate percentage EXAMPLE ONLY: 

Rate Name Rate description* Percentage Name of Rate Rate description
[Insert Rate Name] 0% Fringe 2%
[Insert Rate Name] 0% Overhead 2%
[Insert Rate Name] 0% G&A 2%

ABC rate (company specific)
In the case of non-standard rates include a 
description x%

*Note: rate description only needed if this is a rate not included in the list below:
Overhead
Fringe
General & Administrative
Material Handling
Profit- Labour
Profit- Material

EXAMPLE ONLY: 
Fully burdened daily rate

Labour Category Currency 2022 2023 2024 2025
Project Manager Euro (EUR) ---- ---- ---- ----
Lead Engineer Euro (EUR) ---- ---- ---- ----
QA Engineer Euro (EUR) ---- ---- ---- ----
Senior Engineer Euro (EUR) ---- ---- ---- ----
Junior Engineer Euro (EUR) ---- ---- ---- ----
Sr Principal Analyst, Program Euro (EUR) ---- ---- ---- ----
Analyst, Program Euro (EUR) ---- ---- ---- ----
Sr Principal Engineer, Systems Euro (EUR) ---- ---- ---- ----
Principal Analyst, Program Euro (EUR) ---- ---- ---- ----
---- Euro (EUR) ---- ---- ---- ----
---- Euro (EUR) ---- ---- ---- ----
---- Euro (EUR) ---- ---- ---- ----

Instructions:

Although the rates in this tab do not need to be linked to calculations for purposes of the bid, it is 
required that Bidders list any and all rates included in their bid to include (but not limited to):
Overhead, Labour Fringe, Material handling, General &Administrative, Profit, etc. 
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Serial Acceptance Criteria 
SOW Reference

BL3*
% of Contract

From EDC 
(months)

*****
Amount

Milestone Due Date BL4* 
% of Contract

From EDC 
(months)

*****
Amount

Milestone Due Date BL5* 
% of Contract

From EDC 
(months)

*****
Amount

Milestone Due Date

0 N/A N/A
[To be inserted at 
Contract Award]

09-12-22 N/A N/A
[To be inserted at 
Contract Award]

N/A N/A N/A
[To be inserted at 
Contract Award]

N/A

1 3.17 N/A 1 " 09-01-23 N/A N/A " N/A N/A N/A " N/A
2 4.5.10 N/A 3 " 09-03-23 N/A N/A " N/A N/A N/A " N/A
3 4.6.3.5 N/A 4 " 09-04-23 N/A 27 " 09-03-25 N/A 47 " 09-11-26
4 4.6.3.6 N/A 8 " 09-08-23 N/A 31 " 09-07-25 N/A 51 " 09-03-27
5 4.3.14 10% TBC " TBC 10% TBC " TBC 10% TBC " TBC
6 4.8.11.1 2% 18 " 09-06-24 2% 41 " 09-05-26 2% 61 " 09-01-28
7 4.8.11.7 4% 22 " 09-10-24 6% 45 " 09-09-26 8% 65 " 09-05-28
8 4.8.11.10 7% 27 " 09-03-25 9% 50 " 09-02-27 10% 70 " 09-10-28
9 5.9.2 1% 28 " 09-04-25 1% 51 " 09-03-27 1% 71 " 09-11-28

10 4.9.1 3% 35 " 09-11-25 3% 59 " 09-11-27 N/A N/A " N/A
11 4.9.2 N/A N/A " N/A N/A N/A " N/A 10% 80 " 09-08-29
12 5.10 & 5.11 N/A N/A " N/A N/A N/A " N/A 1% 92 " 09-08-30
13 n/a n/a n/a n/a n/a n/a n/a n/a n/a 0% 140 n/a 09-08-34

27% 0 31% 0 42% 0

From SAT-3 to FSA+5 years (in years) 9.42
From PSA1 to FSA+5 years (in years) 8.75

(quarters) from SAT-5 to FSA+1y 7.33

CO-115461-NCOPBMD
Progress Payment Milestone Schedule

***Total % of Base Contract (Excluding Options)
100%

Project Management Review (PMR)

Activities

Effective Date of Contract (EDC)

Test Readiness Review (TRR)
Sprint End Reviews (1…n)**

System Requirements Review (SRR)
Preliminary Design Review (PDR)
Critical Design Review (CDR)

0

System Test Review (STR)
System Acceptance Test (SAT)
Support/Sustainment Qualification Review (SQR)
Provisional System Acceptance (PSA)
Final System Acceptance (FSA)
End of Warranty
FSA + 5 years

Notes:
1. *Applicable % of scope per baseline.
2. **Contractor (at Contract Award) will propose the sprint allocation in relationship to the 
Requirements Implementation Schedule (RIS). (TBC=To Be Confirmed).
3. ***% of Base Contract are on CLINs: 1, 2 (except 2.4.6), 3, 4 (except 4.1.5), 5, and 6. Optional 
CLINs are 2.4.6, 4.1.5, and 7 which shall be handled in accordance with Article 11 of the Contract 
Special Provisions.
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ARTICLE 1. ALTERATIONS, MODIFICATIONS AND DELETIONS 
OF THE NCI AGENCY CONTRACT GENERAL 
PROVISIONS 

 
1.1. For the purposes of this Contract, the Contract General Provisions are modified, 

supplemented, or replaced as follows. 
 
1.1.1. Article 2 “Interpretation, Definitions, and Acronyms” supplements Article 2 

“Definitions of Terms and Acronyms” of the Contract General Provisions. 
 
1.1.2. Article 3 “Order of Precedence” replaces Article 1 “Order of Precedence” of the 

Contract General Provisions.  
 
1.1.3. Article 6 “Contract Type” replaces Article 7 “Firm Fixed Price Contract” of the 

Contract General Provisions.  
 
1.1.4. Article 8 “Participating Countries” supplements Article 9 “Participating 

Countries” of the Contract General Provisions.  
 
1.1.5. Article 9 “Invoicing And Payment Terms” supplements and partly replaces Article 

25 “Invoices and Payment” of the Contract General Provisions. 
 
1.1.6. Article 10 “Pricing Of Changes, Amendments And Claims” supplements Article 

19 “Pricing of Changes, Amendments and Claims” of the Contract General 
Provisions. 

 
1.1.7. Article 12 “Purchaser Furnished Property and Services” supplements Article 13 

“Purchaser Furnished Property” of the Contract General Provisions. 
 
1.1.8. Article 16 “Provisional System Acceptance (PSA)” and Article 17 “Final System 

Acceptance (FSA)” supplements Articles 21 “Inspection and Acceptance of 
Work” and 22 “Inspection and Acceptance of Documentation” of the Contract 
General Provisions. 

 
1.1.9. Article 21 “Liquidated Damages” replaces Articles 38 “Liquidated Damages” of 

the Contract General Provisions. 
 
1.1.10. Article 22 “Ownership and Title” supplements Article 24 “Ownership and Title” 

of the Contract General Provisions. 
 
1.1.11. Article 20 “Performance Guarantee” supplements Article 8 “Performance 

Guarantee” of the Contract General Provisions. 
 
1.1.12. Article 26 “Intellectual Property” supplements Article 30 “Intellectual Property” 

of the Contract General Provisions. 
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1.1.13. Article 29 “Warranty (Exclusive Of Software)” supplements Article 27 “Warranty 
of Work (Exclusive of Software)” of the Contract General Provisions. 

 
1.1.14. Article 30 “Software Warranty” supplements Article 31 “Software Warranty” of 

the Contract General Provisions. 
 
1.1.15. Article 31 “Security” supplements Article 11 “Security” of the Contract General 

Provisions. 
 
1.1.16. Article 34 “Acceptance of Design Documentation” supplements Article 22 

“Inspection and Acceptance of Documentation” of the Contract General 
Provisions. 

 
1.1.17. Article 37 “Place and Terms of Delivery” replaces and supplement Article 20 

“Notice of Shipment and Delivery” of the Contract General Provisions. 
 
1.1.18. Article 39 “Purchaser Right to Contract with Third Parties in case of Contractor 

Default” supplements Article 39 “Termination of Default” of the Contract 
General Provisions. 
 

1.1.19. Article 42.1 replaces paragraph 39.9 of the Contract General Provisions. 
 
1.1.20. Article 43 “Engineering Change Proposals (ECP)” supplements Article 16 

“Changes” of the Contract General Provisions. 
 
1.1.21. Article 44 “Performance Guarantee” replaces Articles 8.4 “Performance 

Guarantee” of the Contract General Provisions. 
 
ARTICLE 2. INTERPRETATION, DEFINITIONS, AND 

ACRONYMS 
 
2.1. This Article supplements Article 2 “Definitions of Terms and Acronyms” of the 

NATO Communications and Information Agency (NCI Agency) Contract 
General Provisions. 

 
2.2. As used throughout this Contract, the following terms shall have the meanings 

specified below unless otherwise specified in the Contract: 
 

2.2.1. “Article”: means a term or condition in the Contract Special Provisions or 
Contract General Provisions of the contract. 

 
2.2.2. “CLIN”: Contract Line Item Number, as shown in the Schedule of Supplies and 

Services (SSS).  For example, 1.0, 2.0, etc.  
 
2.2.3. “Compliance”: strict conformity to the requirements and standards of the 

Prospective Contract. 
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2.2.4. “Contractor”: the awardee which shall be responsible for the fulfilment of the 
requirements established in the Prospective Contract. 

 
2.2.5. “Days”: calendar days. 
 
2.2.6. “Deliverables”: the items, features or services to be delivered by the Contractor 

at a Milestone Date or at any other stage during the performance of this Contract 
as listed in Part I (Contract Schedules) and as more particularly described in the 
Statement of Work (SOW), the System Requirements Specification (SRS), the 
Technical Solution or any other relevant Contract document.  
 

2.2.7. “EDC”: Effective Date of Contract/Date of Contract Award. 
 
2.2.8. “FSA”: Final Systems Acceptance. 
 
2.2.9. “NATO Participating Country”: any of 30 NATO nations that has undertaken 

to share the cost of the project, namely, (in alphabetical order): Albania, Belgium, 
Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, France, Germany, 
Greece, Hungary, Iceland, Italy, Latvia, Lithuania, Luxembourg, Montenegro, The 
Netherlands, North Macedonia, Norway, Poland, Portugal, Romania, Slovakia, 
Slovenia, Spain, Turkey, The United Kingdom and The United States of America. 

 
2.2.10. “Purchaser”: The Purchaser is defined as the current NCI Agency or its legal 

successor. 
 
2.2.11. “SSS”: the Schedule of Supplies and Services. 
 
ARTICLE 3. ORDER OF PRECEDENCE 
 
3.1. This Article replaces Article 1 “Order of Precedence” of the Contract General 

Provisions as follows: 
 
3.1.1. “In the event of any inconsistency in language, terms or conditions of the various 

parts of this Contract, precedence will be given in the following order: 
 
3.1.1.1 The Signature Page (for Basic Contract and any subsequent Amendments); 
3.1.1.2 Part I (Contract Schedule of Supplies and Services (SSS)); 
3.1.1.3 Part II (Contract Special Provisions); 
3.1.1.4 Part III (Contract General Provisions); 
3.1.1.5 Part IV (Statement of Work (SOW)) with Annex A_System Requirement 

Specifications and Annex B_ Annex B: Required Architectural Views and 
Minimum Content; 

3.1.1.6 Project Management and Engineering documentation; 
3.1.1.7 The Contractor’s proposal (Technical Proposal and Price Quotation) in response 

to IFB-CO-115461-NCOPBMD dated [to be inserted at Contract Award] and any 
clarifications thereto, incorporated herein by reference. 
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ARTICLE 4. SCOPE OF WORK 
 
4.1. The purpose of this Contract  is for the provision of Ballistic Missile Defence 

Increments 1&2 functions for NATO Common Operational Picture Delivery 
(NCOP BMD Delivery). 

 
4.2. The scope of this project is to procure two Work Packages (WPs) as follows: 
 
4.2.1. WP1: Deliver NCOP-BMD Functionality: This work package comprises the 

activities for developing and delivering the NCOP BMD functionality and 
interfaces, including transition of support. 

 
4.2.2. WP2: Provide NCOP-BMD In-Service Support: This work package comprises all 

the activities to provide in-service support to the fielded baselines prior to Final 
System Acceptance (FSA). 
 

4.3. Options: The contract has a number of options (e.g. In Service Support and 
Operations and Maintenance) that the Purchaser may decide to exercise. 

 
ARTICLE 5. COMPREHENSION OF CONTRACT AND 

SPECIFICATIONS 
 
5.1. The Contractor warrants that it has read, understood, and agreed to implement 

each and all terms, articles, specifications (including interfaces), conditions and 
requirements specified in this Contract and that its signature of the Contract is an 
acceptance, without reservations, of the said Contract terms within their normal 
and common meaning. 

 
5.2. The SOW and its Annex System Requirements Specification (SRS) of Part IV of 

this Contract set forth the performance requirements for the Contractor's 
proposed work as called for under this Contract. Accordingly, notwithstanding 
any conflict or inconsistency which hereafter may be found between achievement 
of the aforesaid performance requirements and adherence to the Contractor's 
proposed design for the work, the Contractor hereby warrants that the 
Deliverables will meet the performance requirements of the said SOW and SRS. 
 

5.3. The Contractor shall be fully responsible for the integration of all its sub-systems 
and components, and hereby agrees to make certain that any or all required 
inspection and Acceptance test procedures are accomplished and are sufficient to 
meet the specifications. Further, the Contractor agrees that all subsystems and 
components will be installed and integrated into the systems to be delivered under 
this Contract. 
 

5.4. The Contractor hereby acknowledges that it has no right to assert against the 



NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

           IFB-CO-115461-NCOPBMD 
Book II, Part II – Special Contract Provisions 

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

                              Page | 9  
 

Purchaser any claims or demands with respect to the aforesaid specifications as 
are in effect on the date of award of this Contract that are based:  

 
5.4.1. on impossibility of performance, defective, inaccurate, impracticable, insufficient 

or invalid specifications, implied warranties of suitability of such specifications, or  
 
5.4.2. otherwise derived from the aforesaid specifications, and hereby waives any claims 

or demands so based or derived as might otherwise arise.  
 

5.5. Notwithstanding the “Changes” Article (Article 16 of the Contract General 
Provisions) or any other Article of the Contract, the Contractor hereby agrees that 
no changes to the aforesaid SOW which may be necessary to permit achievement 
of the performance requirements specified herein for the Contractor’s proposed 
work shall entitle the Contractor either to any increase in the fixed price as set 
forth in this Contract or to any extension of the delivery times for the work 
beyond the period of performance in the Schedule of Supplies and Services. 
 

ARTICLE 6. CONTRACT TYPE 
 
6.1. This Article replaces Article 7 “Firm Fixed Price Contract” of the Contract 

General Provisions. 
 
6.2. This is a Firm Fixed Price Contract.  

 
6.3. The prices stated herein are not subject to any adjustment on the basis of the 

Contractor’s cost experience in performing the Contract. 
 

6.4. The total Firm Fixed Price of this Contract is stated on the Signature page of the 
Contract and is based on the total price of the SSS, unless revised by the 
Purchaser through formal Amendment to the Contract.  

 
6.5. If the Contract contains an Option(s). The Option(s) will not be part of the fixed 

price of the Contract. This Option may be exercised by the Purchaser at such time 
as the corresponding requirements and needs are fully developed under the 
Contract. 

 
6.6. The Purchaser assumes no liability for costs incurred by the Contractor in excess 

of the stated Total Price. 
 
6.7. The SSS of this Contract, organized into Contract Line Items (CLINs), lists all 

services and/or deliverables, and their fixed price.  
 

6.8. Included in the prices shown in the SSS are all costs for activities not specifically 
listed on the SSS, but that are considered necessary by the Contractor to execute 
the SOW, included but not limited to: 

6.8.1. All travel, per diem and accommodation costs; 
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6.8.2. All executive management, administrative or other support effort; 
6.8.3. All facility or other overhead costs; 
6.8.4. All other direct costs.  
 
ARTICLE 7. CONTRACT TERM 
 
7.1. This Contract will begin on the Effective Date specified in the Signature Page and, 

unless terminated at an earlier date in accordance with other terms and conditions 
of the Contract or extended by virtue of a formal Contract amendment, will 
terminate after 13 years, broken down as follows: 

 
7.1.1. 8 years from Effective Date of Contract until FSA. Embedded within these 8 

years is 5 years of “WP 2: In-Service Support” beginning from Provisional System 
Acceptance (PSA-1) and ending at FSA+1 year, and; 

 
7.1.2. 4 years of Operation and Maintenance (O&M) support. 
 
7.2. Options shall be exercised through a formal Amendment to the Contract which 

shall be issued not later than 2 months before the end of the initial Contract term 
or extensions thereof. 
 

ARTICLE 8. PARTICIPATING COUNTRIES 
 

8.1. This Article supplements Article 9 “Participating Countries” of the Contract 
General Provisions. 

 
8.2. The Contractor may issue sub-contracts to firms and purchase from qualified 

vendors in any of the following 30 NATO participating nations: Albania, Belgium, 
Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, France, Germany, 
Greece, Hungary, Iceland, Italy, Latvia, Lithuania, Luxembourg, Montenegro, The 
Netherlands, North Macedonia, Norway, Poland, Portugal, Romania, Slovakia, 
Slovenia, Spain, Turkey, The United Kingdom and The United States of America.  
None of the work, including project design, labour and services, shall be 
performed other than by firms from and within participating countries as per 
NATO policy. 

 
8.3. The Contractor shall notify in writing to the Purchaser immediately upon being 

informed of any change in the nationality of its Sub-contractor(s) which would 
prevent the Contractor from further complying with this Article. Upon receipt of 
this information from the Contractor, the Purchaser may, within three months 
from this notification, require the Contractor to find an alternate subcontractor, 
complying with the requirements set out in this Article. 
 

8.4. Unless authorised by NATO Policy, no material or items of equipment down to 
and including identifiable sub-assemblies delivered under this Contract shall be 



NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

           IFB-CO-115461-NCOPBMD 
Book II, Part II – Special Contract Provisions 

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

                              Page | 11  
 

manufactured or assembled by a firm other than from and within a participating 
country. 

 
8.5. The Intellectual Property Rights to all designed documentation and system 

operating software shall reside in NATO member countries, and no license fee, or 
royalty charges shall be paid by the Contractor to firms, individuals or 
governments other than within the NATO member community. 
 

ARTICLE 9. INVOICING AND PAYMENT TERMS 
 
9.1. This Article supplements and partly replaces Article 25 “Invoices and Payment” 

of the Contract General Provisions. Specifically, Articles 9.2 through 9.9 
supplements Article 25 “Invoices and Payment” of the Contract General 
Provisions while Article 9.10 and 9.10 replaces Article 25.5 of the of the Contract 
General Provisions. 

 
9.2. Payment for supplies and services furnished under this Contract shall be made in 

the currency quoted by the Contractor for the relevant portion of the Contract. 
 

9.3. Payments will be made to the Contractor on achievement/delivery and prior 
written acceptance by the Purchaser of the Progress Payment Milestones defined 
at Tab 3 of the SSS. 

 
9.4. Where Optional CLINs are exercised, payments shall be made in accordance with 

the stipulations of the relevant amendment providing for the exercise of such 
Options. 

 
9.5. No payment shall be made with respect to undelivered supplies, works not 

performed; services not rendered and/or incorrectly submitted invoices. 
 
9.6. The Purchaser shall not be liable for any amount resulting from the performance 

of services or the delivery of equipment outside the scope of this Contract. 
 
9.7. Payment to the Contractor will be made within 30 days of receipt of properly 

supported and documented invoices and upon acceptance in writing by the 
Purchaser. 

 
9.8. All invoices shall refer to CO-115461-NCOPBMD and Purchase Order Number. 
 
9.9. Invoices shall be properly supported with any necessary reports, certificates, 

statements, receipts, written evidence of acceptance by the Purchaser and any 
other required documentation in accordance with the terms of the Contract. 

 
9.10. All invoices shall be sent electronically to: accountspayable@ncia.nato.int. No 

paper invoices will be accepted. 

mailto:accountspayable@ncia.nato.int
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ARTICLE 10. PRICING OF CHANGES, AMENDMENTS AND 

CLAIMS 
 
10.1. This Article supplements Article 19 “Pricing of Changes, Amendments and 

Claims” of the Contract General Provisions. 
 
10.2. The Purchaser may at any time, by written order designated or indicated to be a 

change order, and without notice to the sureties, if any, make changes within the 
scope of any Contract or Task Order, in accordance with Article 16 (Changes) of 
the Contract General Provisions. 
 

10.3. Changes, modifications, follow-on Contracts of any nature, and claims shall be 
priced in accordance with Article 19 (Pricing of Changes, Amendments and 
Claims) of the Contract General Provisions, and with the "Purchaser's Pricing 
Principles" as set out in the Annex to the Contract General Provisions. 

 
10.4. Contractor price quotations for Contract changes or modifications shall be 

provided at no cost to the Purchaser and shall have a minimum validity period of 
six (6) months from submission. 

 
10.5. The pricing information contained in the cost breakdown sheets submitted with 

the Bidding sheets, as part of the Contractor’s proposal, and especially the 
forward labour rates provided, will constitute the basis for any future negotiations 
related to possible future amendments to this Contract. 
 

ARTICLE 11. OPTIONS 
 
11.1. For CLINs marked as Options (or Optional), the prices not included in the firm 

fixed price mentioned on the signature page of the Contract or any amendments 
thereto.  

 
11.2. The Purchaser’s liabilities and obligations under this Contract at the time of its 

signature, and unless a formal Contract Amendment is issued in accordance with 
the terms of this Article and Article 16 (Changes) of the Contract General 
Provisions, are limited in scope and amount to performance and deliverables 
associated to the base contract as described in the SSS and SOW. 

 
11.3. The Contractor understands that there are no obligations under this Contract for 

the Purchaser to exercise any of the Options and that the Purchaser bears no 
liability should it decide not to exercise them (either totally or partially).  
 

11.4. Further, the Purchaser reserves the right to order another Contractor (or the 
same), to perform the tasks described in the Options of the current Contract 
through a new Contract with other conditions. 
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11.5. Any optional CLINs may be exercised unilaterally by the Purchaser, and 
confirmed by written amendment to the Contract which will establish the 
payment terms.  

 
ARTICLE 12. PURCHASER FURNISHED PROPERTY AND 

SERVICES 
 
12.1. This Clause hereby supplements Article 13 “Purchaser Furnished Property” of the 

Contract General Provisions. 
 
12.2. The Purchaser shall provide the Contractor with Property and Services for the 

performance of the Contract as specified in Paragraph 3.3.5.6 of the SOW. 
 
12.3. The Purchaser reserves the right to exclude from the awarded Contract the 

purchase of software licenses for which NATO has established centralized 
Contracts. The Contractor will be notified by the Purchaser in writing as to which 
software licenses will be removed from the Contract scope to be provided to the 
Contractor in the form of “Purchaser Furnished Property” in accordance with 
Clause 13 “Purchaser Furnished Property” of the Contract General Provisions. 
The Contract terms, schedule, and prices will subsequently be modified 
accordingly through an amendment to the Contract. 

 
ARTICLE 13. COMMERCIAL OF THE SHELF (COTS) SOFTWARE 
 
13.1. The Purchaser reserves the right to exclude from the awarded Contract the 

purchase of software licenses for which NATO has established centralized 
Contracts. The Contractor will be notified by the Purchaser in writing as to which 
software licenses will be removed from the contract scope to be provided to the 
Contractor in the form of “Purchaser Furnished Property” in accordance with 
Article 13 (Purchaser Furnished Property) of the Contract General Provisions. 
The Contract terms, schedule, and prices will subsequently be modified 
accordingly through an amendment to the Contract.  

 
ARTICLE 14. SOFTWARE LICENSES 
 
14.1. Any software licenses purchased on behalf of or provided to the Purchaser by the 

Contractor shall be perpetual licenses. In the event a perpetual license model is 
not available for a particular software product, the Contractor shall request written 
approval from the Purchaser in advance. 

 
14.2. Any software licenses the Contractor purchases on behalf of the Purchaser, 

and/or transfers or provides to the Contractor shall provide the same usage rights 
as required by Article 26.  The Contractor shall ensure that any software licenses 
that will ultimately need to be assigned to the Purchaser can be done so at no 
additional cost.  
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14.3. The Purchaser reserves the right to exclude from the awarded Contract the 

purchase of software licenses which the Purchaser may procure through 
centralized Contracts. In this case, the contract terms, schedule and prices will be 
modified accordingly, and the software licenses will be provided to the Contractor 
in the form of "Purchaser Furnished Items”. 

 
ARTICLE 15. CONTRACT STATUS REVIEW 
 
15.1. This Contract will be executed through a staged/agile approach with the scope of 

work structured into three baselines each associated with a set of project 
milestones, checkpoints and decision gates. 

 
15.2. All Reviews and Decision Gates have success and fail criteria pre-defined by the 

Purchaser against which the Purchaser will measure Contractor’s performance. 
Should the default criteria change or have to be adjusted during execution of the 
Contract, the Purchaser will make the new Success and Fail Criteria available to 
the Contractor for review, so that this criteria can be discussed and agreed with 
Contractor at the last Project Checkpoint Review, or at the latest four (4) weeks 
prior to the Decision Gate review by the Purchaser. 

 
15.3. The Purchaser will assess the overall status at Project Checkpoint Reviews (PCR) 

as one of the following: 
 
15.3.1. Success: All associated milestones are on schedule. 
 
15.3.2. Provisional Success: One or more milestones are not fully achieved, but the 

Purchaser recognises them to be in good progress and to be completed within a 
mutually agreed schedule. These pending milestones will be reassessed during 
subsequent Project Checkpoint Reviews.  

 
15.3.3. Fail: One or more milestones have not been achieved, and the Purchaser does not 

recognise them to be in good progress. The assessment of the checkpoint will be 
repeated on a mutually agreed date and the Purchaser reserves the right to take 
remedial action. 

 
15.4. The Purchaser will take into account in his decision the following considerations 

which include, but are not limited to: 
 
15.4.1. The number and types of changes made to the Contractor’s technical solution, or 

expected to be made and their impact on project cost and schedule of the present 
Contract; 

15.4.2. Operational, environmental, or technological changes in the requirements for 
NCOP BMD; 

 
15.4.3. Level of satisfaction with the product(s) delivered by the Contractor up to the 
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Decision Gate. 
 
ARTICLE 16. PROVISIONAL SYSTEM ACCEPTANCE (PSA) 
 
16.1. This Article supplements Articles 21 “Inspection and Acceptance of Work” and 

22 “Inspection and Acceptance of Documentation” of the Contract General 
Provisions. 

 
16.2. The concept of Provisional System Acceptance shall be based on the knowledge 

that complex and technically sophisticated systems may not be delivered without 
some deficiencies in the compliance with the totality of the contract requirements. 

 
16.3. A deficiency shall be defined as a failure to meet a contractual requirement, which 

is minor and not of sufficient gravity to prevent the normal operation of the 
Capability under normal conditions. 

 
16.4. The Contractor shall maintain a complete listing of all deficiencies discovered 

during the testing leading up to its request for PSA, including: 
 
16.4.1. A serial number for each deficiency; 
16.4.2. Description of the deficiency; 
16.4.3. Date of the observation of the deficiency and expected date of its correction; 
16.4.4. The authorized personnel raising and endorsing the observation; 
16.4.5. Any clearance action taken such as repair and testing, notification, receipt of a 

written reply from the Contractor, etc.; 
 
16.4.6. The authorized personnel endorsing the correction and the date of correction. 
 
16.5. Perceived deficiencies, observed by the Purchaser during testing or other 

inspection procedures shall be included in the Contractor's listing of deficiencies. 
 
16.5.1. The PSA Entry and Success Criteria are described in paragraphs 4.9.1.1.3 and 

4.9.1.1.4 of the SOW. 
 
16.6. A request for PSA shall be submitted to the Purchaser in writing, supported by a 

PSA Report, including: 
 
16.6.1. Status of each individual equipment, sub-system, installation, integration 

operation, etc.; 
16.6.2. Status of tests and test reports etc.; 
16.6.3. Status of inventory; 
16.6.4. Status of documentation; 
16.6.5. Status of training package; 
16.6.6. Listing of identified and documented deficiencies. 
 
16.7. Within 1 week of the receipt of a Request for PSA, the Purchaser shall schedule a 
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PSA meeting at Purchaser's facility. 
 
16.8. The PSA meeting shall be chaired by the Purchaser with the objectives of: 
 
16.8.1. Providing a review of the status of the Capability, specifically reviewing and 

discussing the status of all observed deficiencies; 
16.8.2. Establishing a list of all observed deficiencies which have yet to be corrected by 

the Contractor; 
16.8.3. Evaluating the list of outstanding deficiencies in relation to their combined effect 

on the suitability of the Capability to enter operations; 
16.8.4. Providing an initial determination as to whether PSA shall be granted.  
16.8.5. If PSA is not granted, the basis for such determination shall be established; 
16.8.6. If PSA is granted, the final list of deficiencies to be corrected by the Contractor 

and a schedule for such correction shall be established; 
16.8.7. The Contractor shall prepare a written record of the PSA meeting in the form of 

meeting minutes which shall be completed and signed by the representatives of 
the Contractor and Purchaser respectively. 

 
ARTICLE 17. FINAL SYSTEM ACCEPTANCE (FSA) 
 
17.1. This Article supplements Articles 21 “Inspection and Acceptance of Work” and 

22 “Inspection and Acceptance of Documentation” of the Contract General 
Provisions. 

 
17.2. FSA shall be conducted in accordance with  paragraph 4.9.2 of the SOW. 
 
17.3. Within 1 week of the receipt of a request for FSA, the Purchaser shall schedule an 

FSA meeting, preferably held by teleconference or video conference. 
 
17.4. The FSA meeting shall be chaired by the Purchaser with the objective to verify 

that all contract requirements (except warranty) have been met and that the 
Purchaser may grant the FSA thereof. 

 
17.5. The Contractor shall prepare a written record of the FSA meeting in the form of 

meeting minutes that shall be completed and signed by the representatives of the 
Contractor and Purchaser respectively. 

 
ARTICLE 18. CONTRACT ADMINISTRATION 
 
18.1. The Purchaser is the NATO Communications and Information Agency (NCI 

Agency). The Purchaser is the Point of Contact for all Contractual and Technical 
issues.  

 
18.2. The Contractor shall accept Contract modifications only in writing from the 

Purchaser’s Contracting Authority. 
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18.3. The Purchaser reserves the right to re-assign this Contract to a representative(s) 
for administrative purposes, in whole or in part, provided that the Purchaser shall 
always be responsible for its obligations under the Contract and for actions or lack 
of actions of its assigned administrator. The Purchaser undertakes to advise the 
Contractor in writing whenever this right is to be exercised. 

 
18.4. All notices and communications between the Contractor and the Purchaser shall 

be written in English and may be personally delivered, mailed, or emailed at the 
following address: 

 
18.4.1. Contractor Address: 

Contractor: Name: [To be inserted at Contract Award] 
 Attn: [To be inserted at Contract Award] 
 Title: [To be inserted at Contract Award] 
 Address: [To be inserted at Contract Award] 
 Phone: [To be inserted at Contract Award] 
 E-mail: [To be inserted at Contract Award] 

 
18.4.2. Purchaser Address: 

NCI Agency: Oude Waalsdorperweg 61 
2597 AK The Hague, The Netherlands 

 Acquisition Directorate 
 Attn: Ms. Ijeoma Ike-Meertens (Senior Contracting Officer) 
 Phone: +31 70 374 3174 
 E-mail: Ijeoma.Ike-Meertens@ncia.nato.int  

 
18.4.3. Such address as the Purchaser may from time to time designate in writing. 
 
18.5. All contractual documentation (e.g. change proposals, invoices, etc.) shall be 

delivered electronically. 
 
ARTICLE 19. TECHNICAL DIRECTION 
 
19.1. For the direct official control and coordination of requirements, the Purchaser 

designates the Project Manager specified below as the staff element that has the 
authority to coordinate, monitor, and control Contractor’s performance under this 
Contract: 

 
NCI Agency  
Oude Waalsdorperweg 61 
2597 AK The Hague, Netherlands  
Attn: [To be inserted at Contract Award] 
Phone: [To be inserted at Contract Award] 
E-mail: [To be inserted at Contract Award] 

 

mailto:Ijeoma.Ike-Meertens@ncia.nato.int
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19.2. The Purchaser may designate other staff elements as technical focal points for the 
execution of specific tasks and who will provide the Contractor with instruction 
and guidance, within the general scope of work, in performance of their duties 
and working schedule. 

 
19.3. Notwithstanding the prescriptions of this Article, neither the Purchaser’s Project 

Manager, nor any Technical Representative has the authority to change the terms 
and conditions of the Contract. If the Contractor has reason to believe that the 
Project Manager/Technical Representative is requesting work that is inconsistent 
with the scope of the Contract, the Contractor shall immediately inform the 
Purchaser’s Contracting Authority for confirmation of the actions. Failure to 
obtain confirmation that the action of the Project Manager is under the authority 
of the Contract shall render any subsequent claim null and void. 
 

19.4. Upon receipt of such notification above, the Purchaser’s Contracting Authority 
will: 
 

19.4.1. confirm the effort requested is within scope, or 
19.4.2. confirm that the instructions received constitute a change and request a quotation 

for a modification of scope and/or price, or 
19.4.3. rescind the instructions. 
 
ARTICLE 20. PERFORMANCE GUARANTEE 
 
20.1. This Article supplements Clause 8 “Performance Guarantee” of the Contract 

General Provisions. 
 
20.2. The amount of the Performance Guarantee is expressed as 10% of the total value 

of the contract.  
 
20.3. The Purchaser may allow reductions in the amount of the Performance Guarantee 

in accordance with the Purchaser’s cost estimate of the work remaining to be 
completed under the Contract. In order to benefit from such reductions, the 
Contractor must provide the Purchaser with an updated copy of the Project 
Master Schedule for completion of the remaining work, and detailed cost 
breakdowns, prepared in accordance with the pricing principles and standards 
established in the Contract, which indicate the percentage of work completed for 
each Contract line item. These requests for reduction shall be submitted in writing 
to the NCI Agency Point of Contact established in paragraph 18.4.2. 

 
20.4. The reductions specified in paragraph 20.3 shall be treated as a concession to the 

Contractor and, therefore, shall be supported by sufficient consideration. Further, 
the decision to accept or reject an application for reduction of Performance 
Guarantee shall be a unilateral decision made solely at the discretion of the 
Purchaser. 
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20.5. The validity of the Performance Guarantee shall be limited in time to the total 

Period of Performance of the Contract (Base Period plus any exercised options). 
 
ARTICLE 21. LIQUIDATED DAMAGES 
 
21.1. This Article replaces Article 38 “Liquidated Damages” of the Contract General 

Provisions. 
 
21.2. If the Contractor; 
 
21.2.1. Fails to meet the delivery schedule of the or any milestones specified in the SSS, 

or any extension thereof, or 
 
21.2.2. Fails to obtain acceptance of the delivered Work as specified in the Contract, or, if 

no time for acceptance is specified in the contract within a reasonable time after 
work is delivered; 

 
21.3. The actual damage to the Purchaser for the delay will be difficult or impossible to 

determine. Therefore, in lieu of actual damages the Contractor shall pay to the 
Purchaser, for each day of delinquency in achieving the deadline or milestone, 
fixed and agreed liquidated damages of 0.1% (zero point one percent) per day of 
the associated payment set forth in the Schedule of Payments provided in Tab 3 
of the Contract SSS.  

 
21.4. In addition to the liquidated damages referred to above, the Purchaser shall have 

the possibility of terminating this Contract in whole or in part, as provided in 
Article 39 (Termination for Default) of the Contract General Provisions. In the 
event of such termination, the Contractor shall be liable to pay the excess costs 
provided in Article 39.5 of the Contract General Provisions. 

 
21.5. The Contractor shall not be charged with liquidated damages when the delay 

arises out of causes beyond the control and without the fault or negligence of the 
Contractor as defined in Article 39.6 (Termination for Default) of the Contract 
General Provisions. In such event, subject to the provisions of Article 41 
(Disputes) of the Contract General Provisions, the Purchaser shall extend the time 
for performance of the Contract when in his judgement the findings of the fact 
justify an extension. 
 

21.6. Liquidated damages shall be payable from the first day of delinquency and shall 
accrue at the rate specified in Article 21.3 above to 15% (fifteen percent) of the 
value of each payment milestone individually, not to exceed 10% (ten percent) of 
the total value of the Contract. These liquidated damages shall accrue 
automatically and without any further notice being required. 

 
21.7. The rights and remedies of the Purchaser under this Article are in addition to any 
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other rights and remedies provided by law or under this Contract. 
 
21.8. The Contractor acknowledges that any sums payable under this article are in the 

nature of liquidated damages and not penalties, and represent a reasonable 
estimate of fair compensation for the losses that may be reasonably anticipated 
from such failure to perform obligations. 
 

21.9. The amount of Liquidated Damages due by the Contractor shall be recovered by 
the Purchaser in the following order of priority: 
 

21.9.1. By deducting such damages from the amounts due to the Contractor against the 
Contractor's invoices. 

21.9.2. By drawing from the performance guarantee. 
21.9.3. By reclaiming such damages through appropriate legal remedies. 
 
ARTICLE 22. OWNERSHIP AND TITLE 
 
22.1. This Article supplements Article 24 “Ownership and Title” of the Contract 

General Provisions. 
 
22.2. Title to tangible or intangible Deliverables covered by this Contract shall remain 

with the Contractor until, and shall pass to the Purchaser upon Acceptance by the 
Purchaser or receipt of the supplies by the Purchaser at the destination specified 
in the Contract, whichever is the later. 

 
22.3. Notwithstanding paragraph 22.2, the risk of loss or damage to supplies which fail 

to conform to the requirements of the Contract shall remain with the Contractor 
until cure and Acceptance, at which time paragraph 22.2 shall apply. 

 
22.4. Notwithstanding paragraph 22.3 above the Contractor shall not be liable for the 

loss of or damage to supplies caused by the negligence of officers, agents or 
employees of the Purchaser acting within the scope of their employment. 
 

ARTICLE 23. COTS PRODUCTS REPLACEMENT 
 
23.1. If any COTS products specified in the Contract are upgraded or discontinued by 

their original providers for commercial or technological reasons, the Contractor 
shall propose their substitution by the new versions that are intended as market 
replacement of the original products. The proposed items shall provide an 
equivalent or enhanced performance without a price or life-cycle support cost 
increase and the Contractor shall be responsible for the installation, integration 
and transition of data and information to the new version. 

 
23.2. The Contractor shall provide price and performance data to support an 

improvement in performance and/or a reduction in price and/or life-cycle 



NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

           IFB-CO-115461-NCOPBMD 
Book II, Part II – Special Contract Provisions 

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

                              Page | 21  
 

support costs. If necessary for evaluation by the Purchaser, the Contractor shall 
provide a demonstration of the proposed items. Should the Purchaser decide that 
the proposed item(s) should be included in the Contract, an equitable price 
adjustment will be negotiated and the proposed item(s) shall be added to the 
Contract by bilateral modification under the authority of this Article. 
 

ARTICLE 24. INDEPENDENT CONTRACTOR 
 
24.1. The Personnel provided by the Contractor are at all times employees of the 

Contractor and not the Purchaser.  In no case shall Contractor personnel act on 
behalf of or as an agent for NATO or any of its bodies.  In no way shall the 
Contractor personnel claim directly or indirectly to represent NATO in an official 
capacity or claim themselves to be NATO employees. 

 
24.2. The Purchaser shall not be responsible for securing work permits, lodging, leases 

nor tax declarations, driving permits, etc., with national or local authorities.  
Consultants employed under this Contract are not eligible for any diplomatic 
privileges or NATO employee benefits. 

 
ARTICLE 25. KEY PERSONNEL 
 
25.1. The individuals listed in ANNEX A are considered to be key to the performance 

of this contract and may not be replaced by the Contractor with substitute 
personnel without the prior written approval of the Purchaser.   

 
25.2. In such cases where the services of the Key Personnel are lost to the Contractor 

beyond the reasonable control of the Contractor, the Contractor must nominate a 
substitute(s) of equivalent or higher qualification and experience within 15 
working days of the date at which the Contractor has knowledge of the loss of 
service of such key personnel. The replacement personnel shall be in place within 
7 days of Purchaser approval. 

 
25.3. If the Contractor is unable to nominate and/or replace the lost personnel within 

the timeframe mentioned in paragraph 25.2 above, the Purchaser may conclude 
that the loss of the Key Personnel endangers progress under the Contract to the 
extent that the Purchaser may resort to the Article 39 “Termination for Default” 
of the Contract General Provisions for redress of the situation. 
 

25.4. The Purchaser shall approve the dedicated personnel, as well as the replacement 
personnel. The Purchaser has the right to refuse any proposed substitution as not 
meeting the qualifications and request the Contractor to offer another qualified 
individual in lieu thereof. 

 
25.5. The Purchaser reserves the right to reject a Contractor’s staff member after 

acceptance of a Contractor’s staff member on the basis of their CV if the 
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individual is not providing the required level of support. The Purchaser will 
inform the Contractor in writing in case such a decision is taken and the 
Contractor shall propose and make another staff member available within three 
working days after the written notification. 

 
25.6. A Contractor’s staff member assigned to this Contract shall remain working on 

the Contract for as long as required by the terms of the Contract. However, in the 
event where the Contractor has no control over the individual’s non-availability 
(e.g., resignation, sickness, incapacity, etc.), the Contractor shall notify the 
Purchaser of a change of key personnel within working 3 days of the date of 
knowledge of the prospective vacancy and offer a substitute with equivalent 
qualifications. 

 
25.7. Key Personnel are not necessarily required to work full-time in that position.  

Therefore, it is possible for an individual to fill more than one Key Personnel role 
at the same time, assuming the person is qualified to perform both roles. 

 
ARTICLE 26. INTELLECTUAL PROPERTY 
 
26.1. This Article supplements Article 30 “Intellectual Property” of the Contract 

General Provisions. 
 
26.2. All Foreground IPR is the property of the Purchaser. Consequently, no statement 

shall be made restricting the rights of the Purchaser. All Foreground IPR are 
immediately and exclusively transferred and assigned to the Purchaser as from 
their coming into existence or, as the case may be, as from the conclusion of this 
Contract for rights already in existence at the time of execution of this Contract. 
 

26.3. Any use by the Purchaser of Contractor Background IPR for the purpose of 
carrying out work pursuant to the Contract shall, subject to any obligation on the 
part of the Contractor to make payments to any third party in respect of IPR 
which is licensed from such third party, be free of any charge to Purchaser. The 
Contractor hereby grants to the Purchaser a non-exclusive, royalty-free and 
irrevocable licence throughout NATO, NATO operations (including out of area 
operations) and/or among NATO member nations to use and authorise others to 
use any Contractor Background IPR for the purpose of exploiting or otherwise 
using the Foreground IPR for any purpose. 

 
26.4. The Purchaser retains the right to redeploy the Foreground Software provided 

under the Contract within NATO for NATO purposes, and/or among NATO 
Nations for NATO purposes. 

 
26.5. This Foreground licence shall also allow the Purchaser and its member nations to 

use and authorise others to use the software for further adaptation, integration, 
modifications and future procurements. 
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26.6. The Contractor intends to use the Background IPR stated in ANNEX B and 

ANNEX C hereto for the purpose of carrying out work pursuant to this Contract.  
 

26.7. The Contractor warrants, undertakes, and represents that any derivative product 
created under this Contract from the stated Background IPR shall be considered 
as Foreground IPR and, therefore, shall be governed by the terms and conditions 
specified in Article 30.3 (Foreground IPR) of the Contract General Provisions. 

 
26.8. In addition, regarding the Contractor’s Background IPR, the Purchaser shall have 

the right to further re-transfer this software (source code excluded) and associated 
documentation necessary and/or useful for use and integration, to companies 
eligible for other NATO procurements, subject to an appropriate license 
agreement. There shall be no additional charges or fees associated with this license 
agreement beyond the Firm Fixed Price of this contract. 

 
26.9. Any use of Contractor and Third Party Background IPR as stated in ANNEX B 

and ANNEX C, and unless specifically applicable to COTS items, is not limited to 
the number of users or the number of licenses required by the Contract for use of 
the system. With the exception of COTS items, the Purchaser reserves the right to 
use or authorise NATO members to use the Background IPR as stated in 
ANNEX B and ANNEX C for any number of users and number of licenses as 
required, at no additional cost to the Purchaser. 

 
26.10. All Software, except COTS, delivered under this Contract shall not be marked 

with corporate logos, proprietary information or contain warnings limiting the 
rights to use or reproduction nor shall those markings be included in the operating 
and/or maintenance manuals or instructions accompanying such software. 
 

ARTICLE 27. CONFIDENTIALITY AND NON-DISCLOSURE 
 
27.1. For purposes of this article, "Confidential Information" shall include all 

information pertaining to any part of this Contract or any program related to this 
Contract that is not marked “Non-Confidential”. 

 
27.2. Confidential Information does not include information that is: (a) publicly known 

at the time of disclosure or subsequently becomes publicly known through no 
fault of the Contractor; (b) discovered or created by the Contractor before 
disclosure by the Purchaser; (c) learned by the Contractor through legitimate 
means other than from the Purchaser or its representatives; or (d) is disclosed by 
the Contractor with the Purchaser's prior written approval. 
 

27.3. Without prejudice to other obligations imposed by NATO Security regulations, 
the Contractor shall hold and maintain the Confidential Information in strictest 
confidence for the sole and exclusive benefit of the Purchaser. The Contractor 
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shall carefully restrict access to Confidential Information to employees, sub-
Contractors and third parties as is reasonably required and shall require those 
persons to sign nondisclosure restrictions at least as protective as those in this 
Contract. The Contractor shall not, without prior written approval of the 
Purchaser, use for the Contractor's own benefit, publish, copy, or otherwise 
disclose to others, or permit the use by others for their benefit or to the detriment 
of the Purchaser, any Confidential Information. The Contractor shall return to the 
Purchaser any and all records, notes, and other written, printed, or tangible 
materials in its possession pertaining to Confidential Information immediately if 
the Purchaser requests it in writing. 

 
27.4. The provisions of this article and the associated Contractor’s duties shall survive 

the termination of this Contract and remain in effect until the Purchaser sends the 
Contractor written notice releasing the Contractor from the obligations imposed 
by this article, or for a further period of three (3) years after Contract close-out, 
whichever occurs first, and without prejudice to other obligations imposed by 
applicable NATO Security regulations. 
 

27.5. The Contractor shall include the substance of the language of this article in any 
subcontract/Contract issued for the purpose of the fulfilment of the obligations 
Contracted under this Contract regardless of the legal nature of the entity 
subscribing such subcontract.  

 
27.6. The Contractor agrees that compliance with the obligations imposed by the terms 

of this article is of the essence and that failure to abide to these terms shall 
constitute sufficient grounds for the termination of the Contract for default. 

 
ARTICLE 28. CONFLICT OF INTEREST 
 
28.1. A conflict of interest means that because of other activities or relationships with 

other persons or entities, a Contractor is unable, or potentially unable to render 
impartial assistance or advice to the Purchaser, or the Contractor’s objectivity in 
performing the Contract work is, or might be otherwise impaired, or the 
Contractor has an unfair competitive advantage.  

 
28.2. Conflict of interest includes situations where the capacity of a Contractor 

(including the Contractor’s executives, directors, consultants, subsidiaries, parent 
companies or subcontractors) to give impartial, technically sound advice or 
objective performance is or may be impaired or may otherwise result in a biased 
work product or performance because of any past, present or planned interest, 
financial or otherwise in organizations whose interest may substantially affected or 
be substantially affected by the Contractor’s performance under the Contract. 

 
28.3. The Contractor is responsible for maintaining and providing up-to-date conflict of 

interest information to the Contracting Officer. If, after award of this Contract or 
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task order herein, the Contractor discovers a conflict of interest with respect to 
this Contract which could not reasonably have been known prior to award, or if 
any additional conflicts or potential conflicts arise after award, the Contractor 
shall give written notice to the Contracting Officer as set forth below. 
 

28.4. If, after award of this Contract herein, the Purchaser discovers a conflict of 
interest with respect to this Contract or task order, which has not been disclosed 
by the Contractor, the Purchaser may at its sole discretion request additional 
information to the Contractor, impose mitigation measures or terminate the 
Contract for default in accordance with Article 39 (Termination for Default) of 
the Contract General Provisions. 
 

28.5. The Contractor's notice called for in paragraph 28.2 shall describe the actual, 
apparent, or potential conflict of interest, the action(s) the Contractor has taken or 
proposes to take to avoid or mitigate any conflict, and shall set forth any other 
information which the Contractor believes would be helpful to the Contracting 
Officer in analysing the situation. Any changes to the Contractor’s Conflict of 
Interest Mitigation Plan, if any is incorporated in the Contract, should be also 
detailed. 
 

28.6. The Contractor has the responsibility of formulating and forwarding a proposed 
mitigation plan to the Contracting Officer, for review and consideration. This 
responsibility arises when the Contractor first learns of an actual, apparent, or 
potential conflict of interest. 

 
28.7. If the Purchaser in its discretion determines that the Contractor's actual, apparent, 

or potential conflict of interest remains, or the measures proposed are insufficient 
to avoid or mitigate the conflict, the Contracting Officer will direct a course of 
action to the Contractor designed to avoid, neutralize, or mitigate the conflict of 
interest.  
 

28.8. If the parties fail to reach agreement on a course of action, or if having reached 
such agreement the Contractor fails to strictly adhere to such agreement during 
the remaining period of Contract performance, the Contracting Officer has the 
discretion to terminate the Contract for default or alternatively refrain from 
exercising any further Option or Work Package under the Contract. 

28.9. The Contractor's misrepresentation of facts in connection with a conflict of 
interest reported or a Contractor’s failure to disclose a conflict of interest as 
required shall be a basis for default termination of this Contract. 

ARTICLE 29. WARRANTY (EXCLUSIVE OF SOFTWARE) 
 
29.1. This Article supplements Article 27 “Warranty of Work (Exclusive of Software)” 

of the Contract General Provisions.  
 
29.2. The Warranty Period for any Hardware deliverables under this Contract shall be 
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the specific warranty periods established in the SOW for individual deliverables. 
29.3. The Warranty Period shall start from the time of their formal acceptance after 

delivery. 
 

29.4. Throughout the Warranty Period the Contractor shall make good any:  
 

29.4.1. Defects in the deliverables;  
 
29.4.2. Breach of warranties specified in Article 27 (Warranty of Work) of the Contract 

General Provisions; and 
 
29.4.3. Breach of any other express or implied warranties that may be applicable; 
 
29.4.4. Arising out of or in connection with the Contractor's failure to perform its 

obligations under this Contract (herein after collectively referred to as "Warranty 
Period Incidents") in accordance with this Article 30 and Article 27 (Warranty of 
Work) of the Contract General Provisions. 

 
29.5. The Contractor shall correct all Warranty Period Incidents arising during the 

Warranty Period without any cost to the Purchaser. 
 
29.6. If the Contractor fails to correct any Warranty Period Incidents within the 

timeframe specified in Article 27 (Warranty of Work) of the Contract General 
Provisions or section 5.10 of the SOW for the type of incident concerned, or if no 
specific timeframe has been established in the referred Article or in the SOW for 
the type of incident concerned, within 30 working days of notification, the 
Purchaser may on ten (10) working days written notice: 
 

29.6.1. Correct the Warranty Period Incident or employ a third party to correct it; and 
 
29.6.2. Deduct from the prices to be paid, draw from the performance guarantee, or 

recover as a debt due from the Contractor, all reasonable costs in so doing. 
 

29.7. The Contractor shall deploy all such additional resources as are reasonably 
required to remedy any Warranty Period Incident as efficiently and quickly as 
possible. 

 
29.8. If replacement parts are fitted by the Contractor as part of the warranty the parts 

removed shall become the Contractor's property unless required by the Purchaser 
at the Purchaser's discretion. Notwithstanding that, faulty hard disks removed 
from NATO SECRT equipment shall not be returned to the Contractor but 
destroyed by the NATO site personnel in accordance with applicable NATO 
security regulations.  
 

29.9. Notwithstanding Article 27.6 of the Contract General Provisions, if prior agreed 
upon by the Purchaser, the Contractor has the possibility to repair the failed 
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component instead of providing a new replacement. 
 
ARTICLE 30. SOFTWARE WARRANTY 
 
30.1. The Article supplements Article 31 “Software Warranty” of the Contract General 

Provisions. 
 
30.2. For each Software delivered under this Contract, the Contractor warranties stated 

in paragraph 31.1 of the Contract General Provisions shall extend to all defects 
discovered within twelve (12) months from Final System Acceptance (FSA) 
declared in writing by the Purchaser’s Contracting Authority. 

 
ARTICLE 31. SECURITY 
 
31.1. This Article supplements Article 11 “Security” of the Contract General 

Provisions. 
 
31.2. The Contractor is responsible, in accordance with NATO and National Security 

regulations, for the proper handling, storage and control of any classified 
documents and information as may be furnished to the Contractor in relation to 
the performance of this contract. As such, the Contractor’s premises shall be able 
to handle information up to NATO RΞSTRICTED. 

 
31.3. The security classification of this contract and its annexes is “NATO 

UNCLASSIFIED”.  However, the Contractor’s technical personnel working on 
the Contract will need to access NATO SΞCRET data and therefore shall hold a 
valid NATO SΞCRET security clearance for the duration of the Contract. This 
access to NATO SΞCRET data shall occur only at NATO premises and never at 
the Contractor’s own premises. 
 

31.4. Contractor's personnel visiting or working at Purchaser’s facilities in connection 
with this Contract shall hold a NATO SΞCRET security clearance valid for the 
duration of the Contract. This requirement applies to all subcontracts issued by 
the Contractor for the effort under this prime Contract. 

31.5. It is the responsibility of the Contractor to ensure that its personnel obtain the 
required security clearances and transmit this information to the sites to be visited 
in adequate time that the site may perform the appropriate administration. 

 
31.6. The Contractor is advised that the personnel security process may be lengthy. The 

Purchaser bears no responsibility for the failure of the Contractor to secure the 
required clearances for its personnel within the necessary time. 

 
31.7. Failure of the Contractor to obtain proper security clearances to have access to 

any NATO sites, and any attendant delay in the project which results from this 
access refusal, is not the basis for excusable delay under the terms of the contract 
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concerning default. The Contractor bears full responsibility and liability under the 
contract for delays arising from the failure of the Contractor to adhere to the 
security requirements. 

 
31.8. If during the performance of the Contract, Contractor's personnel need to be 

escorted because of non-availability of the security clearance required by the Site, 
the Contractor shall pay to the Purchaser a compensatory fee of 800 Euro per day 
of escort. 

 
31.9. In the absence of valid security clearances for the Contractor's personnel at 

contract signature, the Purchaser reserves the right to terminate the Contract for 
“Default”. 

 
ARTICLE 32. SUPPLEMENTAL AGREEMENT(S), DOCUMENTS 

AND PERMISSIONS 
 
32.1. The Contractor has submitted all relevant draft supplemental agreement(s), 

documents and permissions prior to Contract award, the execution of which by 
the Purchaser is/are required by National Law or regulation. If any supplemental 
agreements, documents and permissions are introduced after Contract award, and 
it is determined that the Contractor failed to disclose the requirement for the 
execution of such agreement from the Purchaser prior to Contract signature, the 
Purchaser may terminate this Contract for Default, in accordance with the Article 
39 (Termination For Default) of the Contract General Provisions. 

 
32.2. Supplemental agreement(s), documents and permissions, the execution of which 

by the Purchaser is/are required by National Law or regulation and that have been 
identified by the Contractor prior to the signature of this Contract, but have not 
yet been finalised and issued by the appropriate governmental authority, are 
subject to review by the Purchaser.  If such supplemental agreement(s), 
documents and permissions are contrary to cardinal conditions of the signed 
Contract between the Parties, and the Purchaser and the appropriate 
governmental authority cannot reach a mutual satisfactory resolution of the 
contradictions, the Purchaser reserves the right to terminate this Contract and the 
Parties agree that in such case the Parties mutually release each other from claim 
for damages and costs of any kind, and any payments received by the Contractor 
from the Purchaser will be refunded to the Purchaser by the Contractor. 

 
 
ARTICLE 33. CONTRACT CLOSE-OUT 
 
33.1. Planned Closure 
 
33.1.1. Planned Contract Close-out occurs after all products and services provided by the 

Contractor have been accepted by the Purchaser. 
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33.1.2. The Contractor shall finalise all plans (e.g. Project Management Plan (PMP), 

Integrated Logistics System Plan (ILSP)) and all records (e.g. Risk, Issue Register 
and Lessons Log). 
 

33.1.3. The Contractor shall apply the project closure practices defined in PRINCE2. 
 

33.1.4. The Contractor shall plan a Contract Close-out Meeting (CCM) to review all 
products and services are delivered, and all activities are successfully completed. 

 
33.1.5. Contract Close-out Meeting (CCM) and its report shall mark the End of Contract. 

 
33.2. Premature Closure 
 
33.2.1. Premature Close-out occurs when the Purchaser decides to close the Contract at 

an earlier phase than the FSA, in the case of a Termination for Default (per article 
39 of the Contract General Provisions) or a Termination for Convenience (per 
article 40 of the Contract General Provisions). It does not mean that the work in 
progress is simply abandoned, but that the project salvages (at the discretion of 
the Purchaser) anything of value created to date and checks that any gaps left by 
the cancellation of the project are clearly defined. 

 
33.2.2. Upon the decision on premature close-out, the Contractor shall: 

 
33.2.2.1 Update the Project Plan with actuals from the final phase. 
33.2.2.2 Identify the status of the Developmental Items under development. 
33.2.2.3 Identify the work that has not started yet. 
33.2.2.4 Identify the products already developed. 
33.2.2.5 Agree the means for recovering products that have been completed or are in 

progress (if appropriate). 
33.2.2.6 Develop an Exception Plan to include additional work to create, make safe or 

complete products that needs to be delivered to the Purchaser. 
 
ARTICLE 34. ACCEPTANCE OF DESIGN DOCUMENTATION 
 
34.1. This Article supplements Article 22 “Inspection and Acceptance of 

Documentation” of the Contract General Provisions. 
 
34.2. The acceptance by the Purchaser of the Contractor’s design documentation 

required by this Contract signifies that the documents delivered appear logical and 
consistent. The acceptance does not constitute an endorsement or approval of the 
design by the Purchaser and does not relieve the Contractor of the obligation to 
meet the performance requirements of this contract in the event that the design 
eventually proves to be non-compliant at the testing. 
 

ARTICLE 35. INCORPORATION OF REVISED PROJECT 
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MANAGEMENT AND ENGINEERING 
DOCUMENTATION DELIVERABLES 

 
35.1. This Contract documentation will be subject to changes and revisions. The 

frequency and dynamics of these changes and revisions would make it unfeasible 
to ratify a new version of the documentation via a formal Contract amendment at 
the time it is produced and approved by the Purchaser. Consequently during the 
course of formal reviews the Purchaser Contracting Authority will evaluate any 
changed documentation and subject to the terms of the Contract validate its 
adequacy and, at its sole discretion provide for its approval in writing indicating 
which updated documentation is approved. 

 
35.2. Subject to the exception noted in paragraph 35.3 below, any formally Purchaser 

approved documentation shall be deemed as made part of the Contract and shall 
replace any existing previous version.  

 
35.3. The Purchaser is under no obligation to approve any proposed revised document 

except as in accordance with the terms of the present Contract. Rejection of any 
proposed changes shall not discharge the Contractor, in whole or in part, of its 
responsibility for the performance under the Contract. 
 

ARTICLE 36. INDEMNITY 
 

36.1. The Contractor will indemnify and hold harmless NATO, its servants or agents, 
against any liability, loss or damage arising out of or in connection of the Supplies 
and Services under this Contract. 
 

36.2. The parties will indemnify each other against claims made against the other by 
their own personnel, and their sub-Contractors (including their personal 
representatives) in respect of personal injury or death of such personnel or loss or 
destruction of or damage to the property of such personnel. 

 
36.3. NATO will give the Contractor immediate notice of the making of any claim or 

the bringing of any action to which the provisions of this Article may be relevant 
and will consult with the Contractor over the handling of any such claim and 
conduct of any such action and will not without prior consultation and without 
the consent of the Contractor settle or compromise any such claim or action. 
 

36.4. In the event of an accident resulting in loss, damage, injury or death arising from 
negligence or wilful intent of an agent, officer or employee of NATO for which 
the risk has been assumed by the Contractor, the cause of the accidents will be 
investigated jointly by the Parties and the extent to which NATO will be liable to 
recompense the Contractor will be determined together. 
 

ARTICLE 37. PLACE AND TERMS OF DELIVERY 
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37.1. This Article replaces and supplements Article 20 “Notice of Shipment and 

Delivery” of the Contract General Provisions. Specifically, paragraph 37.2 replaces 
Article 20.1 of the Contract General Provisions while paragraph 37.3 supplements 
Article 20 of the Contract General Provisions. 

 
37.2. All deliverables under this Contract shall be delivered DDP (“Delivered Duty 

Paid”) as defined by the INCOTERMS 2010 published by the International 
Chamber of Commerce (Publication No. 560) to the places and at such times as 
stipulated in the Schedule of Supplies and Services. The Contractor shall note that 
the Purchaser is exempt from customs duties and Value Added Tax as per Article 
26 “Taxes and Duties” of the Contract General Provisions. 
 

37.3. All supplies covered under this Contract, including Purchaser Furnished Property 
(PFP), once handed over to the Contractor, and items shipped, shall be 
transported to and from all destinations at the responsibility of the Contractor. 
The Purchaser shall not be liable for any storage, damage, accessorial or any other 
charges involved in such transporting of supplies. 
 

ARTICLE 38. RESPONSIBILITY OF THE CONTRACTOR TO 
INFORM EMPLOYEES OF WORK ENVIRONMENT 

 
38.1. The Contractor shall inform his employees under this Contract of the terms of the 

Contract and the conditions of the working environment. 
 
38.2. Specifically, personnel shall be made aware of all risks associated with the 

performance under this Contract, the conditions of site in which the performance 
is to take place and living conditions while performing within the boundaries of 
the Contract. The selection of adequate personnel shall remain sole responsibility 
of the Contractor. 
 

ARTICLE 39. PURCHASER RIGHT TO CONTRACT WITH THIRD 
PARTIES IN CASE OF CONTRACTOR DEFAULT 

 
39.1. This Article supplements Article 39 “Termination for Default” of the Contract 

General Provisions. 
 

39.2. In the event that the Contractor fails to deliver or make progress on the provision 
of any components of this project in accordance with the milestones and delivery 
dates stipulated in the SSS and SOW, and is notified by the Purchaser in writing 
that the Contractor is in a state of default in accordance with Article 39 of the 
Contract General Provisions (Termination for Default), the Purchaser reserves the 
right to enter directly into contracts with any third party, including commercial 
entities, and Contractor’s Subcontractors for provision of the Contract Work 
Package. 
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39.3. The provisions of this Article are in addition to and in no way limit the rights of 

the Purchaser contained in other applicable Articles of this Contract, including but 
not limited to, Article 21 (Inspection and Acceptance of Work) and Article 39 
(Termination for Default) of the Contract General Provisions. 
 

ARTICLE 40. EXPORT AGREEMENT AND LICENSE 
 

40.1. It is the Contractor’s responsibility to ensure compliance with all relevant or 
necessary national export provisions in executing the work under this contract. 
Copies of the documentation will be supplied to the Purchaser on request. 
 

ARTICLE 41. FORCE MAJEURE 
 

41.1. If the performance of this Contract, or any obligation hereunder is prevented, 
restricted or interfered with by reason of fire, flood, earthquake, explosion or 
other casualty or accident, strikes or labour disputes, pandemic, war or other 
violence, including acts of terrorism, any law, order, proclamation, regulation, 
ordinance, demand or requirement of any governmental agency, or any other act, 
event or condition whatsoever beyond the reasonable control of the affected 
Party, the Party so affected, upon giving prompt notice to the other Party, shall be 
excused from such performance to the extent of such prevention, restriction or 
interference, provided, however, that the Party so affected shall take all reasonable 
steps to avoid or remove such cause of non-performance and shall resume 
performance hereunder with dispatch whenever such causes are removed. 
 

ARTICLE 42. TERMINATION FOR DEFAULT 
 
42.1. This Article replaces paragraph 39.9 of the Contract General Provisions as 

follows: 
 
42.1.1. At the point of a Termination for Default, payment shall be for completed 

Contract Milestones (per Tab 3 of the SSS) that have been delivered to and 
accepted by the Purchaser. 

 
ARTICLE 43. ENGINEERING CHANGE PROPOSALS (ECP) 
 
43.1. This Article supplements Article 16 of the Contract General Provisions. 
 
43.2. Engineering Change Proposals (ECP) as defined in this Article are proposals for 

changes relevant to tasks, deliverables, technical requirements, processes, 
schedules or any other term of the contract which are submitted in written form 
by the Contractor upon request from the Purchaser or independently when such 
changes are necessary in light of varied facts or circumstances which prevent the 
execution of the contract in its form. 
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43.3. Any Engineering Change Proposal (ECP) submitted by the Contractor to the 

Purchaser in a format as in Annex D or compatible with any Contractor’s internal 
change management methodology standards or forms, shall in any case, contain as 
a minimum, the following elements: 

 
43.3.1. A sequential number of ECP identification 
43.3.2. Rationale for the changes being proposed 
43.3.3. Illustration of any relevant impact to the performance being rendered including 

but not limited to those relevant to schedules, technical solutions, requirements 
and delivery time. 

43.3.4. List of contract documents affected by the changes being proposed. 
43.3.5. Revised copy of the contract documents in native electronic format edited to 

incorporate the changes being proposed in a way that changes are immediately 
identifiable.  

43.3.6. Total Firm Fixed Price of the ECP and illustration of cost impacts with respect to 
the total contract Firm Fixed Price and the single CLINs affected. 

43.3.7. A detailed price breakdown of all costs to identify single elements of cost 
contributing to the total. 

43.3.8. All labour costs quoted as part of any ECP shall be consistent with those 
stipulated in the Contract 

 
43.4. The Purchaser shall assess the ECP being proposed by the Contractor and subject 

to its sole judgment and without recourse by the Contractor approve or reject the 
ECP by the mean of written communication to be dispatched solely by the 
Purchaser’s Contracting Authority. 

 
43.5. The Contractor shall proceed with the performance on the approved ECP and 

not on a Pending or Rejected ECP. 
 
43.6. Formally approved ECPs shall be treated as interim authorization to proceed with 

the changes proposed strictly and limited to the scope, content and price as 
specified in the approved ECP. 

 
43.7. The Purchaser shall not be liable for any cost incurred by the Contractor for 

performance rendered, regardless of the nature or time, associated to ECPs not 
formally approved by the Purchaser’s Contracting Authority. 

 
43.8. All formally approved ECPs will be incorporated in the Contract via the issuance 

of a formal Contract Amendment at the earliest practical time after their issuance. 
 
43.9. The production of any ECP regardless of its final approval or rejection shall be at 

no cost for the Purchaser. 
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ARTICLE 44. PERFORMANCE GUARANTEE 
 
44.1. This Article replaces paragraph 8.4 of the Contract General Provisions as follows: 
 
44.1.1. The standby letter of credit shall be issued by a financial institution listed in 

Annex E either on its own behalf or as a confirmation of the Standby Letter of 
Credit issued by a different bank not listed in Annex E to pay all or part of a 
stated amount of money, until the expiration date of the letter, upon presentation 
by the Purchaser of a written demand therefore. Neither the financial institution 
nor the Contractor can revoke or condition the Standby Letter of Credit. 

 
END OF CONTRACT SPECIAL PROVISIONS 
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ANNEX A. KEY PERSONNEL 
 
The following Key Personnel shall be subject to the stipulations contained in Article 25 
(Key Personnel) of the Contract Special Provisions for the period of designation indicated 
below: 
 

Position SOW 
Reference(s) 

Labour 
Category Name Designation Period 

Project Manager 3.5.2 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

Technical Lead 3.5.3 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

Test Director 3.5.4 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

Quality Assurance 
Manager 3.5.5 To be completed by 

the Bidder 
To be completed 
by the Bidder 

EDC through End of 
Contract 

ILS Manager 3.5.6 To be completed by 
the Bidder 

To be completed 
by the Bidder 

EDC through End of 
Contract 

 
EDC: Effective Date of Contract 
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ANNEX B. CONTRACTOR BACKGROUND IPR 
 
a. The Contractor Background IPR specified in the table below will be used for 

the purpose of carrying out work pursuant to the Contract. 
 

Item Description / IP Ownership Indicate if COTS1 

   
   
   
   
   
   
   
   

 
b. The Contractor represents that it has and will continue to have, for the 

duration of this Contract, all necessary rights in and to the IPR specified above 
necessary to meet the Contractor’s obligations under the Contract. 

 
c. The Contractor Background IPR stated above complies with the terms 

specified in Article 26 of the Contract Special Provisions and shall be licensed 
to the Purchaser according to the terms and conditions specified therein and 
in Article 30 of the Contract General Provisions. 
 

 
 
 
 
 
 
 
 
 
 
 
1Indicate whether the IPR is applicable to a COTS product as defined in the Contract General 
Provisions. 
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ANNEX C. SUBCONTRACTOR AND THIRD PARTY IPR 
 
a. The Subcontractor and Third Party Background IPR specified in the table 

below will be used for the purpose of carrying out work pursuant to the 
Contract. 

 

Item Description / IP Ownership Indicate if COTS1 

   
   
   
   
   
   
   
   

 
b. The Contractor represents that it has and will continue to have, for the 

duration of this Contract, all necessary rights in and to the IPR specified above 
necessary to meet the Contractor’s obligations under the Contract. 

 
c. The Subcontractor and Third Party Background IPR stated above complies 

with the terms specified in Article 26 of the Contract Special Provisions and 
shall be licensed to the Purchaser according to the terms and conditions 
specified therein and in Article 30 of the Contract General Provisions. 
 

 
 
 
 
1Indicate whether the IPR is applicable to a COTS product as defined in the Contract General 
Provisions. 
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ANNEX D. ENGINEERING CHANGE PROPOSAL (ECP) 
FORM 

 
1. Contract#: CO-115461-NCOPBMD 2. ECP Sequential 

Number1:  
3. Date 

4. Requestor2 5. To Be Effected in Amendment: 

6.  7.  

8. Description and Rationale for changes being proposed 
 

9. Impact on Project / Contract (other than price) 
 
 
 
 
 
10. Impact on Contract Price 
 

11. Contract documents to be revised as a result of ECP approval 
 
 
 
 
 
 

                                                 
1 ECP sequential numbers shall be unique and continuous regardless of the status of the ECP (pending / 
approved / rejected) 
2 Indicate requestor in terms of Purchaser or Contractor 
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Attachments to ECP (Check as appropriate) 
Revised Schedule of Supplies and Services3 

 Complete cost break-down sheets4 
 Revised Annexes (list as applicable)5 
 Other documents 6 (list as applicable) 

 
 
Submitted by 
 
 
 
 
Purchaser Determination 
 
 
________________________________ (APPROVED / REJECTED) 
 
 
________________________________ (Signature) 
 
 
________________________________ (Contracting Officer Name) 
 
 
  

                                                 
3 Include document and check if Block 6 of the ECP is to be filled 
4 Include document and check if Block 6 of the ECP is to be filled 
5 Include document and check if Block 7 of the ECP is to be filled 
6 Include document and check if Block 7 of the ECP is to be filled 
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ANNEX E. LIST OF ACCCEPTABLE BANKS TO ISSUE 
PERFORMANCE GUARANTEES 

 
# Bank 
1 KBC Group 
2 Bank of Montreal (BMO) 
3 Royal Bank of Canada 
4 Scotiabank 
5 Danske Bank 
6 Citibank Europe 
7 BNP Paribas 
8 Credit Agricole Group 
9 Societe Generale 
10 Commerzbank AG 
11 Deutsche Bank 
12 Intesa 
13 UniCredit S.p.A. 
14 ING Group 
15 Rabobank Group 
16 Banco Santander 
17 BBVA 
18 Barclays PLC 
19 HSBC Holdings 
20 Standard Chartered Plc 
21 Bank of America 
22 Wells Fargo 

*These Banks are in NATO-member countries. 
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SECTION 1:    INTRODUCTION 

1.1. Purpose 

1.1.1. The purpose of this Contract is to implement and support the Ballistic Missile 
Defense (BMD) Increment 1 (Inc1) and Increment 2 (Inc2) functions in the NATO 
Common Operational Picture (NCOP) capability. This is a fixed-price Contract 
for services and supplies to design, develop, test and support the NCOP-BMD 
capability.  

1.2. Background 

1.2.1. The Ballistic Missile Defence (BMD) Programme has been established to provide 
NATO with a verified architecture providing the NATO Commander with the 
capability to defend NATO European populations, territory and deployed forces 
against the full range of Ballistic Missile (BM) threats. The NCOP-BMD 
development is part of the Capability Package 0A1303REV1 [Ref EE], “Provide 
Ballistic Missile Defence Capabilities” and is authorised as the NSIP projects 
2013/0IS03074 “BMD Increment 1 Functions in Bi-Strategic Command (Bi-SC) - 
Automated Information System (AIS)”, specifically under sub-project 
2013/0IS03074-1 “BMD Increment 1 Functions in NCOP”, and 2013/0IS03089 
“BMD Increment 2 Functions in Bi-SC AIS”, specifically under subproject 
2013/0IS03089-1 “BMD Increment 2 Functions in NCOP”. 

1.2.2. The purpose of the NCOP-BMD development is to extend the existing NCOP 
Increment 2 (NCOP-2) capability to deliver BMD specific requirements for 
Situational Awareness (SA) and support for BMD specific Information Products. 
In addition, NCOP-BMD shall have an interoperability capability to fully 
participate in BMD exercises and training events. 

1.2.3. NCOP-BMD takes NCOP-2 as foundation and fully integrates the complete new 
BMD scope through extension of the NCOP Data Model; extension of NCOP 
services; augmentation of existing interfaces; and added new interfaces.   

1.2.4. To enable the NCOP-BMD capability, NCOP-2 provides joint situational 
awareness based on receiving information from NATO and National systems, 
collating the information into a mission tailored Common Operational Picture 
(COP) and making the COP information available to the NATO forces in a timely 
and responsive manner in accordance with NATO policy, doctrine and guidance.  
In order to support tailored Common Operational Pictures to various missions’ 
specific needs, NCOP-2 delivers services in support of defining information 
requirements and establishing and managing the individual COP. 

1.2.5. For purposes of this SOW, the NCOP project represents the full capability 
consisting of the existing NCOP-2 system with the extension of the NCOP-BMD 
requirements.   

1.3. NCOP Incremental Implementation 

1.3.1. The NCOP project is approved for incremental implementation aligned with the 
BMD Programme Verification Strategy (BMD PVS) delivered via a Tranche 
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Concept. The purpose of BMD PVS is incremental delivery of measurable 
operational value in an integrated System of Systems (SoS) approach which 
culminates with an operational validation event at the end of each Tranche cycle. 
This SOW details that there will be three baselines deliveries in satisfaction of the 
NCOP requirements, each being delivered two years after the previous one.  Each 
incremental delivery shall be linked to a BMD Delivery Tranche and each one 
delivering a major version: NCOP Baseline 3 (BL3) in Tranche 2025, NCOP 
Baseline 4 (BL4) in Tranche 2027, and NCOP Baseline 5 (BL5) in Tranche 2029. 
Each of these baselines is intended to incorporate a sequence of design, 
development, and testing, and each one delivering an integral, fielded baseline 
capable of supporting NATO operational requirements. 

1.3.2. The incremental development approach is intended to meet the full range of 
NCOP operational requirements, but also to balance operational user priorities 
with technical risks, implementation costs, and development schedules in 
determining the scope of each baseline. Requirements not allocated against the 
current baselines under development shall be the subject of parallel analysis 
efforts, either to refine the functional requirements or to assess the feasibility of 
technical solutions. The results of these studies shall then be used to define the 
scope of the following baseline.  

1.3.3. NCOP shall be based on a complete Service-Oriented Architecture (SOA) in order 
to meet the required flexibility and adaptability to the NATO environment. This 
includes: 

• A set of Business Services to deliver the program’s functionalities, 
• A set of Enabler Services to deliver functionalities in support of Business 

Services, and perform actions that could be combined with or migrated towards 
NATO Core Enterprise Services as required, 

• An architectural construct to provide sets of services to internal and external 
partners and to provide dedicated means of communications to Information 
Providers, and other methods enabling adequate transformations, also ensuring 
policy enforcement and governance within NCOP scope1, 

• An Orchestration Engine2 to allow for flexibility in designing sequences of 
services interaction in support of evolving business processes definition. 

1.4. Key Operational Requirements 

1.4.1. The NCOP system provided by the Contractor shall improve Commanders’ 
situational awareness of the related functions resulting from the expansion in the 
BMD capability and meet the key operational requirements stated below. 

• Enhance the existing NCOP-2 capability. Since NCOP must be the 
continuation of NCOP-2, it will offer and maintain all functionalities present 
in NCOP-2, and will also deliver reported and validated users’ requests for 
change collected after the delivery of the last NCOP-2 version. 

• Monitor resource status, weapon system engagements; and display 
engagement start and end alerts. 

                                                 
1 Such an architecture construct may be called in the literature an “Enterprise Service Bus” 
2 Such engine may be also called “business process manager” 
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• Display Ballistic Missile consequence estimations for force protection, in 
support of Passive Defence.  

• Associate surveillance and planning data; compile the NATO Common 
Operational Picture (COP); include warnings in the NATO COP; provide 
rolling summaries; display the NATO COP with BMD enhancements; and 
provide access to the enhanced NATO COP.  

• Calculate and display track trajectory extrapolation.  
• Provide separate user sessions for operations and exercises; mark exercise 

related information; initialise with geospatial information; and develop, 
initialise with and disseminate components of exercise specific settings and 
scenario. 

1.4.2. The NCOP system shall be deployed across the NATO Command Structure 
(NCS). The commands originally authorised and confirmed by the operational 
community, hereafter referred as Authorised Sites, to be equipped with NCOP are: 

1.4.2.1. Allied Command Operations (ACO) HQs, including Joint Force Commands 
(JFCs), Component Commands (CCs) and other subordinate commands, as 
listed below:  

Table 1-1 NCOP primary sites 

Serial Sites 
1 SHAPE (CCOMC) 
2 JFC-BS (Brunssum, NLD) 
3 JFC-NP (Naples, ITA) 
4 MARCOM (Northwood, GBR) 
5 AIRCOM (Ramstein, DEU) 
6 BMDOC-R (Ramstein, DEU) 
7 LANDCOM (Izmir, TUR) 
8 Backup BMDOC-U (Uedem, DEU) 
9 Backup BMDOC-T (Torrejon, ESP) 
10 JFC (JTF HQ) 
11 JFAC (Ramstein, DEU) 
12 JFLC (Izmir, TUR) 
13 JFMC (Northwood, GBR) 

1.4.2.2. Support sites, including: 
Table 1-2 NCOP support sites 

Serial Requirement 
1 NCIA Reference System - UAT (NCIA The Hague, NLD) 
2 NCIA Integrated Test & Development System (NCIA The Hague, NLD) 
3 NCIA Independent Verification and Validation System (NCIA The 

Hague, NLD) 
4 NCIA Integrated Test Bed for BMD (NCIA The Hague, NLD) 
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5 Training capability for NCISS (Oeiras, PRT) 
6 JWC – training facility (Stavanger, NOR) 

1.4.3. The NCOP system needs to exchange data with COP Information Providers and 
Information Consumers in various Communities of Interest such as Bi-SC AIS 
Functional and Core Services and National Systems. To that extent the NCOP 
system needs to support current standards of information exchange, data 
replication mechanisms and mechanisms derived from its SOA environment (e.g. 
Web-services based interfaces and Information Discovery).  

1.4.4. The detailed NCOP requirements are being provided in the Annexes: 
• “5a_NR_IFB-CO-115461-NCOPBMD_ Book II -Part IV-SOW-Annex A System 

Requirement Specifications” 
• “5b_NU_IFB-CO-115461-NCOPBMD - Book II -Part IV-SOW-Annex B 

Required Architectural Views and Minimum Content” 

1.5. Scope of Work 

1.5.1. This Statement of Work (SOW) describes the Contractor's responsibilities and 
tasks to satisfy the NATO requirements of the NCOP system. 

1.5.2. The Contractor shall provide all necessary resources in addition of those furnished 
by the Purchaser (e.g. the collaborative working environment) to include services, 
personnel, materials, components, equipment, data and documentation needed to 
accomplish the tasks described in the SOW, to meet the requirements of the SOW, 
and to fulfil Contract Provisions.  

1.5.3. Three NCOP deliveries called BL3, BL4 and BL5 shall be developed and 
delivered approximately every two years. The goal for this approach is to deliver 
the BMD Functions, delivered by NCOP, when they are most meaningful, based 
on other systems delivery schedules and user priorities, as specified by the BMD 
Tranche Concept, including the BMD Tranche-based Capability Delivery 
Methodology [Ref GG], the BMD Programme Tranches Implementation Plan 
[Ref OO], and prioritized as specified in Section 5.4 of the BMD Architecture 
Definition Document (ADD) [Ref PP]. 

1.5.4. Multiple sequences of requirements review, design, development, testing and 
users demo activities will be conducted to deliver each baselines. Each sequence 
will be called a sprint which will not last more than two (2) months. 

1.5.5. The BL3 delivery will implement the first portion of BMD Functions assessed as 
“NEW”, “REWORK” and “MAINTAIN” allocated to Tranche 2025, as specified 
in the ARS (Ref NN) . 

1.5.6. The BL4 will implement the portion of BMD Functions assessed as “NEW”, 
“REWORK” and “MAINTAIN” allocated to Tranche 2027, as specified in the 
ARS and resolve all deficiencies or software faults identified and prioritized 
during previous BMD programme-led validation events.   
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1.5.7. The BL5 will implement the BMD Functions assessed as “NEW”, “REWORK” 
and “MAINTAIN” allocated to Tranche 2029, as specified in the ARS and resolve 
all deficiencies or software faults identified and prioritized during previous BMD 
programme-led validation events. 

1.5.8. In parallel, NCOP will be implemented to authorised site through another contract. 
The Contractor shall support its implementation and, if required, develop patches 
to fix deficiencies avoiding the use (technical or functional) of the system. 

 

 
 

Figure 1 - NCOP Plan 

1.5.9. The Contractor shall: 

1.5.9.1. Design a system based, as practical, upon commercially-available products 
to meet the NCOP System Requirements Specifications, as per SOW Annex 
A - SRS. 

1.5.9.2. Organise, manage and report on the contracted work as directed by this 
Contract. 

1.5.9.3. Plan and execute developments and/or procurements required in order to 
ensure that the NCOP Product Baseline will at all times meet the Contract 
requirements. 

1.5.9.4. Plan and execute the required tests to certify the NCOP Product Baseline as 
meeting its functionality, performance, security and interoperability, as 
specified in the SRS. 

1.5.9.5. Provide expertise in Purchaser-led validation activities as required. 

1.5.9.6. Provide expertise during the preparation, installation and configuration of 
the NCOP system in the Purchaser IV&V Environment.  
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1.5.9.7. Provide expertise during the BMD validation events (e.g. PVS events). 

1.5.9.8. Fully document the design, operation, and maintenance of the delivered 
operational and support systems by providing the required manuals, 
operational procedures, supporting technical data, computer software and 
drawings required by the Contract. 

1.5.10. The Contractor shall implement all NCOP system requirements stated in Annex 
A – System Requirements Specification (SRS). 

1.5.11. At the end of each baseline, the Contractor shall hand over the product baseline 
and all the related documents to a third party which will be responsible for the user 
trainings and the deployment of NCOP to the operational sites. During the 
deployment phase, the Contractor shall provide patches to correct deficiencies 
impacting the operational use of NCOP.   

1.5.12. The Contractor shall perform all activities to deliver In-Service Support to fielded 
baselines until Final System Acceptance (FSA) is achieved. In-Service Support 
activities will include resolution of any deficiencies reported by production sites 
or operational validation events in support of the BMD Tranche Concept, and the 
delivery of any required software patches or updates to a future baseline. 

1.6. Types of NCOP Sites 

1.6.1. NCOP consists of different types of sites, as described below, to be deployed at 
NATO sites and Commands. 

1.6.2. ”Datacentre” site: This is the physical location where NCOP is installed. A 
datacentre provides capacities to many “User” site. 

1.6.3. “User” or “Static” site: All users are connected to services hosted in the 
datacentres (located in another physical location) through the Wide Area Network 
(WAN). The capability is able to operate with low bandwidth and high latency 
connectivity conditions as needed. 

1.6.4. “Deployable” site: The NCOP system is hosted on the DCIS platform and 
operates with a disadvantaged connection (possibly low bandwidth and high 
latency connectivity and limited, intermittent or no connectivity) with the static 
infrastructure. The system operates in an autonomous manner if the connectivity 
between the servers at different locations becomes broken, interrupted or is 
significantly reduced. This provides resilience to network outage/interruptions 
and the capability to work independently. The system automatically synchronises 
with other nodes once the connection is restored. 

1.7. Statement of Work Organisation 

1.7.1. This Statement of Work defines the general requirements for services and supplies 
provided under this Contract: 

• Section 1 provides an introduction to the Statement of Work. 
• Section 2 identifies applicable documents. 
• Section 3 defines the management requirements. 
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• Section 4 defines the requirements for technical tasks. 
• Section 5 defines the Integrated Logistics Support (ILS) requirements. 
• Section 6 identifies the responsibilities and experience and education 

requirements for the labour categories.  
• Section 7 lists requirements for documentation. 
• Section 8 lists acronyms. 

1.8. Standards for Interpretation of the Statement of Work  

1.8.1. This SOW invokes a variety of Standard NATO Agreements (STANAGs), Allied 
Quality Assurance Publications (AQAPs), Military Standards (MIL-STDs) and 
International Standards. While these are NATO reference documents, there are 
national and international standards that are considered to be equivalent and are 
cited as such within these documents.  

1.8.2. Where a national or international standard exists that is not specifically referenced 
in the STANAGs, AQAPs, or MIL-STDs as being equivalent, the Contractor may 
propose to utilise such a standard if it can demonstrate to the satisfaction of the 
Purchaser that such a standard is equivalent to the STANAG, AQAPs, or MIL-
STD in question. The Purchaser, however, reserves the right to deny such a request 
and demand performance in accordance with the standard cited in the SOW. 

1.8.3. The most relevant NATO standards will be available under request and stored 
under the Collaborative Working Environment. 
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SECTION 2:    APPLICABLE DOCUMENTS 

2.1. Compliance Documents  

2.1.1. NATO 
A. AC/35-D/1015-REV3, Guidelines for the Development of Security Requirement 

Statements (SRS), 31 January 2012 (NR) 
B. AC/35-D/2005-REV3, Management Directive on CIS Security, 12 October 2015 

(NU) 
C. ACMP-2100 Ed. A Ver. 2 March 2017, The core set of configuration management 

contractual requirements  
D. ACT DIR 75-3 (2007) Course Development  
E. ACT DIR 75-10 (2006) Training Needs Analysis  
F. STANAG 4107 Edition 11, dated Jan 2019 – Mutual Acceptance of Government 

Quality Assurance and Usage of the allied Quality Assurance publications (AQAP), 
and associated AQAPS, i.e. AQAP-2000, Edition 3, AQAP-2070, Edition B, AQAP-
2105, Edition C, AQAP-2110, Edition D, AQAP-2131, Edition C, AQAP-2210, 
Edition A, AQAP-2310, Edition B, AQAP-4107, Edition A. 

G. AC/322-D(2018)0002-REV1, NATO Architecture Framework (NAF) Ver. 4 
H. STANAG 6001, Ed. 5, 2014, Language Proficiency Levels 
I. NCIA DIR 06.03.04, Test, Verification and Validation 
J. AC/322(CP/1)N(2020)0085-REV1, Guidance on Digital Labelling of NATO 

Information 
K. AI 06.00.01 (2017), File Naming 
L. AD 06.00.16, Configuration Management 

2.1.2. Non-NATO 
M. ISO 9001:2015 Quality management systems — Requirements 
N. ISO/IEC 12207:2017: Systems and Software Engineering - Software life cycle 

processes 
O. IEEE Standard 16326-2019, IEEE Systems and Software Engineering--Life Cycle 

Processes--Project Management 
P. ISO 31000:2018 Risk management — Guidelines 
Q. IEEE Standard 15288.2:2014, IEEE Standard for Technical Reviews and Audits on 

Defense Programs 
R. ISO 10007:2017, Quality management — Guidelines for configuration management 
S. IEEE Standard 1016-2009, IEEE Standard for information technology - systems 

design - software design descriptions 
T. ISO 9241-210:2019, Ergonomics of human-system interaction — Part 210: Human-

centred design for interactive systems 
U. Unified Modelling Language (UML) 2.1, Object Modelling Group 
V. ISO/IEC/IEEE 29119-1:2013 Software and systems engineering — Software testing 

— Part 1: Concepts and definitions  
W. ISO/IEC/IEEE 29119-2:2013 Software and systems engineering — Software testing 

— Part 2: Test processes 
X. ISO/IEC/IEEE 29119-3:2013 Software and systems engineering — Software testing 

— Part 3: Test documentation 
Y. ISO/IEC/IEEE 29119-4:2015 Software and systems engineering — Software testing 

— Part 4: Test techniques 
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Z. ISO/IEC 25010-2011, Systems and software engineering — Systems and software 
Quality Requirements and Evaluation (SQuaRE) — System and software quality 
models 

AA. ISO 9000:2015 Quality management systems — Fundamentals and 
vocabulary 

2.2. Other Reference Documents 

2.2.1. NATO 
BB. ACO COP Directive 80-80, May 2017 
CC. STANAG 4427 - Configuration Management in System Life Cycle 

Management, Edition 3, dated Dec 2014 
DD. AAP-20 Edition C Version 1 October 2015, NATO Programme Management 

Framework (NATO Life Cycle Model) 
EE. Capability Package 5A0007 - Provide Information Systems in Support of ACE-wide 

Operations Mission Area 
FF. Capability Package 0A1303 – “Provide NATO-wide Theatre Missile Defence 

Capabilities”, NR, C-M(2005)0071, Jul 2005. 
GG. Capability Package 0A1303REV1 – “Provide Ballistic Missile Defence 

Capabilities”, NR, AC/4(PP)N(2013)0091, BC-D(2013)0193, Nov 2013. 
HH. ACMP-2009-SRD-41 – Examples of CM plan requirements Edition A 

Version 1 March 2017 
II. “Tranche-based Capability Delivery Methodology Guide”, NU, 

NCIA/AMDC2/2019/01195, Dec 2019. 
JJ. “Ballistic Missile Defence Programme Verification Strategy”, NU, 

NCIA/AMDC2/2019/01185, Dec 2019 
KK. ASD S1000D – International Specification for the Procurement and Production of 

Technical Publications 
LL. ASD S3000L – International Procedure Specification for Logistic Support Analysis 

(LSA) 
MM. PEPD 16.30 Process Definition and Execution Document (PDED), NU, June 

2020 
NN. ARS 2.1 NCIA/AMDC2/2021/00970_TT8291, Aug 2021 
OO. Tranche Concept, NCIA/AMDC2/2019/01240/TT-6840, Dec 2019 
PP.  BMD ADD, Version 4.3 (NCIA/AMDC2/2021/01184), dated 30 March 2021. 

2.3. Applicability 

2.3.1. The Contractor shall be aware and apply the previously identified normative and 
informative documents throughout the Contract to all of the processes necessary 
for the Contractor to fulfil the contractual requirements. 
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SECTION 3:    MANAGEMENT 

3.1. Introduction 

3.1.1. This section outlines the Project Management Task Area for the NCOP Contract. 

3.1.2. The goal of the Contractor’s project management shall be to guide the project 
through a controlled, well managed, visible set of activities to achieve the desired 
results and, wherever possible, to eliminate problems and to ensure that those 
problems that do occur are identified early, assessed accurately, and resolved 
quickly in partnership with the Purchaser. 

3.2. Project Management Methodology 

3.2.1. The Contractor shall apply the PRINCE2 project management methodology to the 
planning, delivery and control of services under this Contract. Subject to approval 
of the Purchaser, the Contractor may propose his own project management 
methodology. 

3.3. General Requirements 

3.3.1. This section outlines the general requirements for the NCOP Contract. 

3.3.2. The requirements of this section shall apply to all the activities issued under this 
Contract. 

3.3.3. Personnel Security 
• The Contractor shall ensure that all Contractor and Subcontractor personnel that 

shall work on a NATO site or have access to NATO S*CRET information and 
facilities shall have, at a minimum, a valid NATO S*CRET clearance as 
required by NATO policy.  

• The Contractor shall provide proof that these team members is in possession of 
a valid NATO S*CRET security clearance prior to Contract Award. 

• The Contractor shall process all Contractor and Subcontractor personnel 
through NATO security at each site, adhering to their procedures for clearances, 
to obtain security badges for the duration of the on-site activities. 

3.3.4. Independent Verification and Validation (IV&V) 

3.3.4.1. The main objective of the Independent Verification and Validation (IV&V) 
activity will be the evaluation of the performance of the NCOP Contractor 
and the verification and validation of the work being performed under the 
related effort, in particular evaluation of Contractor deliverables. 

3.3.4.2. The Purchaser IV&V Representatives will provide support for the NCOP 
Project. Purchaser IV&V Representatives will monitor, assess, and report on 
the NCOP-BMD Contract in order to identify, as early as possible, perceived 
problem areas. 

3.3.4.3. The Purchaser IV&V Representatives may monitor Contractor activities at 
Contractor’s facilities or other sites related to the development, testing and 
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implementation of the NCOP system. The Contractor shall fully support such 
activities and in particular: 

3.3.4.3.1. The Contractor shall make itself available for answering questions and 
furnishing information related to the project. 

3.3.4.4. Allow the Purchaser IV&V Representatives to inspect and monitor testing 
activities, as well as management, technical and quality processes applicable 
to this project. 

3.3.4.5. The Contractor shall transfer to the Purchaser IV&V Representatives all 
information deemed necessary to perform the IV&V activities, on his own 
initiative or on request by the Purchaser IV&V Representatives.  

3.3.4.5.1. Not limitative list of information that the Contractor shall transfer to the 
Purchaser IV&V Representatives: minutes of Configuration Control Board 
(CCB) meetings, planning, control and review documents, source code, 
requirements documents and database, design, test, and other technical 
documentation. 

3.3.5. Purchaser Responsibilities 

3.3.5.1. The Purchaser’s Project Manager (PM) will act as the Purchaser’s 
representative and will be the primary interface between the Contractor and 
Purchaser.  

3.3.5.2. The Purchaser’s Project Manager will be supported by specialists in certain 
areas who may, from time to time, be delegated to act on the Project 
Manager’s behalf in their area of expertise.  

3.3.5.3. Neither the Project Manager, the integrated project team, nor any other 
NATO personnel may make changes to the terms and conditions of the 
Contract but may only provide the Purchaser’s interpretation of technical 
matters. All changes to the Contract will be made through the Purchaser's 
contracting authority only. 

3.3.5.4. The Purchaser will provide the Contractor with technical descriptions of 
existing NATO systems as required for the purpose of determining specific 
interface requirements between the NCOP system and these systems. 

3.3.5.5. The Purchaser will make available to the Contractor the facilities necessary 
to test and demonstrate compliance with required interfaces to existing 
NATO systems. 

3.3.5.6. Purchaser Furnished Items 

3.3.5.6.1. The Purchaser will provide NCOP-2 source code for re-use as mandated by 
this Statement of Work in developing NCOP.  The Contractor will provide 
the new functions defined in the SRS as well as the existing baseline 
requirements that are to be maintained. 
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3.3.5.6.2. The Purchaser will provide access to sample existing databases and other data 
export formats to support the development of representative data for purposes 
of development, testing, and training. The intent is to provide this through 
remote access to the Collaborative Working Environment. The Contractor 
shall identify requirements for NATO testing environment test support in the 
SDP and the Project Test Plan. 

3.3.5.6.3. The Purchaser will provide (under the CWE) at PMR the security settings 
(https://nsap.nr.nato/SecSet/default.aspx) and related testing documentation 
for servers, workstations, and wide area network connections. 

3.3.5.7. The Contractor shall remotely access the test and integration environments. 
But on demand, the Purchaser will provide access to test and integration 
facilities for the NCOP to its premises in The Hague, Netherlands. 

3.3.5.7.1. The facility, currently known as NATO testing environment, shall provide 
reference operating systems/networks having NATO security settings and 
also NCOP applicable information objects.  

3.3.5.7.2. At the NATO testing environment, the Purchaser will provide access to those 
Core Services on which the NCOP system is to depend. 

3.3.5.8. The Purchaser will maintain configuration control for Purchaser-provided 
prototype software baseline. The Contractor shall identify to the designated 
Purchaser contact any deficiencies in this baseline it encounters during the 
course of requirements analysis, design, development, and test activities. 

3.3.5.9. The Purchaser will also provide:  
• Access to Collaborative Working Environment (Development and 

Integration Environment, Validation Environment and Collaboration Space) 
• Latest System Administrator Training Course Material 
• ICD of interfaces and data sample (per system) 

3.3.6. Co-ordination with other NATO Projects 

3.3.6.1. The NATO CIS environment will be under continual development by other 
NATO projects that are being implemented in parallel with NCOP. The 
Purchaser will inform the Contractor and provide more detailed information 
concerning the changes in the operational or technical environment that may 
emerge as a result of these projects. 

3.3.6.2. The Contractor shall advise the Purchaser on the cost, schedule, and 
performance impacts of such changes on the project. Assessments requiring 
in-depth analysis will be addressed as separate activities. 

3.3.7. Operational User Involvement 

3.3.7.1. The Contractor shall involve (e.g., through participation in working groups 
reviews, workshops, Joint Technical Reviews, Formal Reviews, test events) 
appropriate operational users for input to, review of and testing of the project 
deliverables throughout the life span of the Contract work (i.e., requirements 
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refinement to system activation). The Purchaser will be the facilitator to 
determine the attendees to such meetings.  

3.3.7.2. The operational user is expected to participate in the following activities: 
• Validation of system requirements 
• SME support for software analysis and design 
• Human-Computer Interaction design 
• SME support for implementation details 
• Sprint End Review (e.g. Demo) 
• User Acceptance Tests (UAT) 

3.3.7.3. The Contractor shall support the Purchaser in the participation of operational 
user during workshops or working groups that required them. 

3.3.8. Contract and activities Management 

3.3.8.1. Location of work 

3.3.8.1.1. Unless approved by the Purchaser, the main effort for this Project shall be 
carried out in the Contractor's premises. 

3.3.8.1.2. Work at Purchaser Sites 

3.3.8.1.2.1 To support extended collaborative efforts due to the failure of the 
Contractor, the Contractor may request to temporarily locate personnel at 
the Purchaser’s facilities. 

3.3.8.1.2.2 If the request is approved by the Purchaser, the Contractor shall be 
responsible for costs associated with working at the Purchaser’s facilities 
per the Special Provisions of this Contract. 

3.3.8.1.2.3 The Purchaser will provide Contractor personnel working at Purchaser 
locations as part of activities under this Contract with: 

Table 3-1 Items provided a Purchaser location 

Serial Requirement 
1 A desk, cubicle, or workbench, as appropriate 
2 Standard office furniture 
3 Common expendable office supplies 
4 Access to the CWE 
5 Access to utilities within the work area 

3.3.9. Purchaser Quality Assurance Representative 

3.3.9.1. As provided under STANAG 4107, the Purchaser may exercise its right to 
delegate some of the QAR responsibilities to a National Quality Assurance 
Representative (NQAR). 
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3.3.10. Decisions 

3.3.10.1. All decisions taken during the project implementation lifecycle should be 
tracked per project phase, together with evidence of options analysis when 
apply. All decisions shall be recorded in the RAID Log. 

3.3.10.2. First decisions should be already available at CAW stage covering design 
decisions, development decisions, tools and environment covered by the 
proposal and any possible proposed change before starting the project 
implementation.  

3.3.10.3. A workflow shall allow for NCI Agency PM agreement with the decisions 
when proposed decisions are based on NCI Agency SME and stakeholders 
inputs.  

3.3.10.4. A decision log shall also record design rationale, i.e. information capturing 
the reasoning of the designer that led to the system as designed, including 
design options, trade-offs considered, decision made and the justification of 
those decisions. 

3.3.10.5. The decision log shall also record “architectural and implementation 
rationale”  , i.e. information capturing the reasoning of the developer that led 
to the system as build, including implementation options, trade-offs 
considered, decision made and the justification of those decisions. 

3.3.10.6. A decision cannot and shall not overrule or modify: 
• the Contract  
• the Statement of Work  
• the Product Scope as specified in the Contract  
• any part of an already accepted or baselined Work product  

3.3.10.7. Any decision in a meeting to change any of the above artefacts shall be 
formalised by a decision in the RAID Log and through the Change Request 
process if required. 

3.3.10.8. Purchaser decision to accept contractual deliverables signifies only that the 
Purchaser agrees to the Contractor’s approach in meeting the requirements. 
This acceptance in no way relieves the Contractor from its responsibilities to 
meet the requirements stated in this Contract. 

3.4. Project Management Teams 

3.4.1. Integrated Project Management Team 

3.4.1.1. The IPMT is important to engage and provides the information flow to the 
user. The actual schedule is coordinated through the IPMT. Feedback and 
Lessons Learned on a site installation are promulgated through this body. It 
is also important that information dissemination and coordination is made 
possible/available through a NCI Agency portal presence on the appropriate 
networks in general, training products, preparations. 
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3.4.1.2. Upon award of this Contract, the Contractor shall become an advisory 
member of the NCOP Integrated Project Management Team (IPMT), which 
also serves as the NCOP Configuration Control Board.  

3.4.1.3. The NCOP IPMT comprises of key stakeholders in NCOP, including 
representatives of the Users, and serves as the primary mechanism for 
monitoring project status, resolving issues or conflicts within the project, and 
advising the Purchaser’s NCOP Project Manager.  

3.4.1.4. The Purchaser’s representative chairs the NCOP Integrated Project 
Management Team. The other voting members are designated 
representatives of the Purchaser.  Technical experts within the NCIA and 
other bodies also serve as advisory members.  

3.4.1.5. The Contractor shall provide its inputs to the IPMT via the NCIA Project 
Manager. 

3.4.2. Project Board 

3.4.2.1. The NCOP Project Board is formed by the Purchaser according to PRINCE2 
principles and serves as the primary mechanism for monitoring project 
status, resolving issues or conflicts within the project, and advising the 
Purchaser’s NCOP Project Manager.  

3.4.2.2. The Purchaser’s Chief C2 Service Line chairs the NCOP Project Board in an 
“Executive” role.  

3.4.2.3. Depending on the context of the meeting, the Contractor will become a 
member of the NCOP Project Board as the “Senior Supplier” role. The 
Contractor shall participate the Project Board Meeting as invited. 

3.4.2.4. Depending on the context of the meeting, the user community is represented 
by the “Senior User” role. 

3.4.2.5. The other members are designated representatives of the Purchaser. 

3.5. Project Management Office 

3.5.1. The Contractor shall establish and maintain a Project Management Office (PMO) 
to perform and manage all efforts necessary to discharge all his responsibilities 
under this Contract.  

3.5.1.1. The Contractor shall also provide all necessary manpower and resources to 
conduct and support the management and administration of operations in 
order to meet the objectives of the project, including taking all reasonable 
steps to ensure continuity of personnel assigned to work on this project.  The 
personnel identified below shall be considered as Key Personnel in 
accordance with the Special Provisions of this Contract. 

3.5.2. Project Manager  
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3.5.2.1. The Contractor shall designate a Project Manager (PM), who will direct and 
co-ordinate the activities of the Contractor's project team.  

3.5.2.2. The Project Manager shall be the Contractor's primary contact for the 
Purchaser's NCOP Project Manager and shall conduct all major project 
design, test, and status reviews. 

3.5.2.3. The Project Manager shall be prepared at all times to present and discuss the 
status of Contract activities with the Purchaser’s Project Manager, 
Contracting Officer, or Technical Lead. 

3.5.2.4. The Project Manager shall assist the Purchaser’s Project Manager in 
assessing of cost, schedule, and performance trade-offs within the scope of 
this Contract.  

3.5.2.5. The Project Manager shall serve as point of contact for the IV&V Service 
Line. 

3.5.2.6. The Project Manager shall demonstrate experience in leading previous 
projects that have maximized the reuse of NATO software PFI. 

3.5.2.7. The Project Manager shall meet the qualifications of Project Manager as 
specified in 6.2.1. 

3.5.3. Technical Lead  

3.5.3.1. The Contractor shall designate a Technical Lead for the project.  

3.5.3.2. The Technical Lead shall lead the analysis, design, development, integration, 
and follow-on enhancement efforts of the Contractor. 

3.5.3.3. The Technical Lead shall demonstrate experience in leading previous 
projects that have maximized the reuse of NATO software PFI. 

3.5.3.4. The Technical Lead shall meet the qualifications of a Senior Engineer and 
Senior Systems Engineer as specified in Senior Engineer 6.4.1 and 6.4.4, 
respectively. 

3.5.4. Test Director  

3.5.4.1. The Contractor shall designate a Test Director for all test activities conducted 
under this Contract.  

3.5.4.2. The Test Director shall demonstrate experience in participating in previous 
projects that have maximized the reuse of NATO software PFI. 

3.5.4.3. The Test Director shall meet the qualifications of Senior Test Engineer as 
specified in 6.4.18. 

3.5.5. Quality Assurance Manager  
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3.5.5.1. The Contractor shall designate a qualified individual to serve as the Quality 
Assurance Manager for activities under this Contract (ref quality 
management 3.14).  

3.5.5.2. The Quality Assurance Manager shall report to a separate manager within 
the Contractor's organisation at a level equivalent to or higher than the 
Project Manager. 

3.5.5.3. The Quality Assurance Manager shall meet the qualifications of Quality 
Assurance Manager as specified in 6.5.10. 

3.5.5.4. The Contractor should designate Quality Engineers to work under the 
supervision of the Quality Assurance Manager for all Quality actions to be 
taken during the lifetime of the project 

3.5.5.5. The term "Contractor QAR" (CQAR) shall apply to any of the Contractor 
appointed Quality Assurance Representative, nominated by the Contractor 
organisation. The CQAR shall be the point of contact for interface with and 
resolution of quality matters raised by the NCI Agency or his delegated 
NQAR(s). The CQAR(s) shall be identified in the Quality Plan (QP). 

3.5.6. Integrated Logistics Support (ILS) Manager  

3.5.6.1. The Contractor shall designate an ILS Manager to perform and/or oversee 
all ILS related activities as they are defined in Chapter 5 as well as the 
conformity with the non-functional requirements as they are defined in SRS.  

3.6.    Collaboration Space and Collaborative Working Environment 

3.6.1. The Purchaser will provide a Collaborative Working Environment based on 
multiple technical environments (Figure 2 – Collaborative Working 
Environment). 
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Figure 2 – Collaborative Working Environment 

3.6.2. The Purchaser will provide an unclassified Collaboration Space (based on 
Microsoft TEAMS) on which the Contractor shall maintain all relevant 
unclassified NCOP project documentation and datasets. This shall allow the 
Purchaser, the Contractor, NCOP project team, and IV&V Service Line to share 
content, collaborate and work efficiently online as a team. 

3.6.3. The Collaboration Space shall identify all relevant classified documents by title, 
unless a title is itself classified. 

3.6.4. The Collaboration Space shall allow the Purchaser access to the RAID Log, 
Quality Log, Project Master Schedule, and other datasets and tools required by 
this SOW. 

3.6.5. The Collaboration Space shall allow the Purchaser access to the finished and in-
progress items, including design specifications and documentation. 

3.6.6. The Contractor shall maintain the Collaborative Working Environment (based on 
Microsoft AZURE) for the development activities of NCOP: 
• Source code configuration management ; 
• Development & Testing ; 
• Build and packaging ; 

3.6.7. Collaborative Working Environment shall contain links to the latest baseline of 
the software during all phases of project. 

3.6.8. The Contractor shall continuously update the CWE with the development 
artefacts. 
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3.7. Risk Action Issue Decision Log (RAID Log) 

3.7.1. As part of the PRINCE2 methodology, the project management will be focused 
on delivering the product and not the documents. In order to simplify and trace 
accurately all the elements emerging from the project, the Contractor shall put in 
place a RAID Log. 

3.7.2. The RAID Log will categorize and time stamp: 
• Risks ; 
• Actions ; 
• Issues ;  
• Decisions ; 

3.7.3. The required fields for each section will be set and approved at PMR. 

3.7.4. The RAID Log shall be available at any time in the CWE. It can be presented as 
an excel file or as a SharePoint list from which exports will be operated for 
contractual purposes. 

3.7.5. The RAID Log shall provide the following data for each entry: 
Table 3-2 RAID outlines 

Serial Requirement 
1 Unique RAID identifier 
2 Category (R/A/I/D) 
3 RAID title 
4 Description 
5 Owner Organisation 
6 Status 
7 Reason 
8 Priority 
9 Importance 
10 Milestones 
11 Date reported 
12 Assigned to 
13 Contract Update required 
14 Resolution information 
15 Closure information 
16 Related to (RAID item) 
17 Source 

3.8.    Project Management Plan 

3.8.1. The Contractor shall establish, provide and maintain a Project Management Plan 
(PMP) which shall describe how the Contractor will implement the totality of the 
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project, including details of the project control that will be applied and how the 
BMD Tranche Concept will be implemented along the project. 

3.8.2. The PMP shall identify all major Contractor operating units and any 
Subcontractors involved in the development of the NCOP system and a 
description of the portion of the overall effort or deliverable item for which they 
are responsible.  

3.8.3. The PMP shall cover all aspects of the project implementation, including the 
Contractor’s project management structure and project control processes, 
personnel assignments, and external relationships necessary to provide the 
capability as required by this Contract, including alignment with the BMD 
Tranche Concept, as laid out in the key documents of the Tranche Information 
Package (ref OO) 

3.8.3.1. The PMP shall describe the team capacity for all phases of the project. Even 
after the last delivery, the Contractor shall ensure that the sufficient capacity 
will remain in place to cover the support expected by this project. 

3.8.4. The PMP shall be sufficiently detailed to ensure that the Purchaser is able to assess 
the Contractor plans with insight into the Contractor’s plans, capabilities, and 
ability to satisfactorily implement the entire project in conformance with the 
requirements as specified in this SOW.  

3.8.5. The PMP shall describe how the various project management processes (quality 
management, configuration management, risk management, etc.) are integrated, 
either via a tool set and/or internal project management practices. 

3.8.6. The PMP shall describe how Collaboration Space and Collaborative Working 
Environment will be used to maintain communication between the Purchaser and 
the Contractor. 

3.8.7. The PMP shall cover at least the following areas: 

3.8.7.1. Project scope: 
• Description; 
• Major deliverables; 
• Assumptions;  
• Constraints. 

3.8.7.2. Project organization: 
• Internal structure, including a project organizational diagram; 
• Roles and responsibilities of each organizational unit; 
• Key personnel, their qualifications, and their responsibilities; 
• Organizational boundaries between the project organization and the parent 

and subcontracted organizations;  
• Governance structure. 

3.8.7.3. Project management processes: 
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• Project start-up, including staffing, basis of cost and schedule estimates, and 
project infrastructure; 

• Project control, including monitoring, reporting, and change management; 
• Responsibility assignment matrix (Responsible, Accountable, Consulted, 

Informed – RACI); 
• Issue management, including the identification, reporting, assessment, and 

logging of project issues; 
• External communication and engagement management, including a proactive 

approach with regards to the coordination with NCI Agency and the 
stakeholders, including the Project's Website, its establishment, maintenance 
and use, Project Highlight Reports, Project Checkpoint Reviews, Request for 
Information (RFI), stakeholders and NCI Agency engagement plan and 
schedule, and all other communications with the Purchaser; 

• Internal communication and engagement management, including a proactive 
approach with regards to the coordination within the Contractor’s project 
teams required to guide them to achieve as a team of teams the project goals; 

• Risk management, including the Contractor’s process for risk identification, 
assessment, mitigation, monitoring, and reporting; 

• Security management, including personnel and facility security and system 
security accreditation (where applicable);  

• Purchaser involvement via Formal Reviews, Joint Technical Reviews, 
Working Group Reviews, (in)formal meetings, reporting, modification and 
change, implementation, verification, approval, acceptance and access to 
facilities. 

3.8.7.4. Software Project Management 

3.8.7.5. The PMP shall cover software project management aspects including 
managerial, technical and supporting process plans in accordance with IEEE 
Std 16326-2019 and ISO/IEC 12207-2017. 

3.8.7.6. Quality Management 

3.8.7.6.1. The PMP shall describe how Contractor will establish and use quality 
management programme, as described in 3.14. 

3.8.7.6.2. The PMP shall include as an annex a Quality Plan compliant with AQAP 
2105. The QAP shall be updated as required. 

3.8.7.6.3. Quality management programme shall cover, but not be limited to quality 
assurance of work processes (system/software engineering activities on 
requirements, design and implementation), internal verification and 
validation, Joint Technical Reviews, Working Group Reviews, Formal 
Reviews and audits. 

3.8.7.6.4. Contractor‘s QA effort shall apply to all services and all products (both 
management products and specialist products) to be provided by the 
Contractor under this contract (this includes all hardware and software – 
COTS as well as developed for this project – documentation and supplies that 
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are designed, developed, acquired, maintained or used, including deliverable 
and non-deliverable items. 

3.8.7.6.5. The Contractor‘s QA effort shall ensure that procedures are developed, 
implemented and maintained to adequately control the management and 
control, analysis, design, development, production, purchasing, installation, 
inspection, testing, configuration management and customer support of all 
services and all products (both management products and specialist 
products), in accordance with the requirements of this Contract. 

3.8.7.6.6. The Contractor shall prepare, perform and document SRR, PDR, CDR based 
on the contractual requirements and tailoring IEEE 15288:2014 requirements 
and guidance to the specific project needs.  

3.8.7.6.7. The Contractor shall provide report(s) to the Purchaser following the 
completion of any verification, validation or assurance event, including 
testing. 

3.8.7.6.8. Quality management programme shall apply both the contractual 
requirements and the NATO requirements for quality identified by AQAP 
2110, AQAP 2210 and AQAP 2310, to provide confidence on the 
Contractor’s capability to deliver products that conforms to the Contractual 
requirements. In case of inconsistencies exist between the contract 
requirements and the AQAPS, the contract requirements shall prevail.  

3.8.7.6.9. The PMP shall define the major quality checkpoints that will be implemented 
while executing the project and the quality process to be used at each 
checkpoint. 

3.8.7.6.10. The PMP shall cite any references used in the quality management, such as 
methodologies, tools or best practice material. 

3.8.7.6.11. The PMP shall identify the organization and responsibilities of the quality 
assurance team and its relation to the project team. 

3.8.7.6.12. If sub-contracted quality resources are used, the PMP shall describe the 
controls and processes in place for monitoring the sub-Contractor's work 
against agreed timelines and levels of quality. 

3.8.8. The PMP shall include, as an annex, a Configuration Management Plan as 
described in 3.13.3. 

3.8.9. The approval of the PMP by the Purchaser signifies only that the Purchaser agrees 
to the Contractor’s approach in meeting the requirements. This approval in no way 
relieves the Contractor from its responsibilities to meet the requirements stated in 
this Contract. The requirements of the Contract supersede any statement in the 
PMP in case of any conflict, ambiguity or omission. 

3.8.10. The PMP shall describe the relationship between the PMP and subordinate plans: 
• Quality Plan (QP) 
• Configuration Management Plan (CMP) 
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• Risk Management Plan (RMP) 
• System Development Plan (SDP) 
• Project Test Plan (PTP) 
• Integrated Logistic Support Plan (ILSP) 

3.8.11. The Contractor shall ensure that the PMP remains current throughout the duration 
of the Project to reflect the actual state of the Contractor's organisation and efforts, 
and maintain a current copy on the Collaboration Space. 

3.9.   Project Product Breakdown Structure 

3.9.1. The Contractor shall establish and maintain Project Product Breakdown Structure 
(PPBS). PBS is a hierarchical list of all the products to be produced during the 
project where PRINCE2 guidance may be used. 

3.9.2. The Contractor shall establish and maintain product-based planning which shall 
include a product description of the final product of the project, a Project Product 
Breakdown Structure (PPBS), Product Descriptions of each product and a Product 
Flow Diagram.  

3.9.3. The PPBS shall describe the hierarchical structure that breaks down a final product 
into its constituent sub-products. 

3.9.4. The PPBS shall describe the products to a sufficient level of detail to understand 
what is needed to build the final product and to clarify and identify all necessary 
work for the creation of the final product. The PPBS shall be used to identify the 
activities in the Project Work Breakdown Structure. 

3.9.5. The Product Description shall be sufficient to understand the purpose and function 
of the product and the level of quality required of the product. 

3.9.6. The Product Flow Diagram shall show the sequence of delivery of products and 
identify dependencies between those products, including external products. 

3.9.7. The Contractor shall not change the PPBS without the approval of the Purchaser. 

3.10. Project Work Breakdown Structure 

3.10.1. The Contractor shall establish and maintain a Project Work Breakdown Structure 
(PWBS).  

3.10.2. The PWBS shall structure the activities to be performed and the relationship 
between them and the end product. 

3.10.3. The PWBS shall describe the activities to a level that exposes all project risk 
factors and allows accurate estimate of each work item’s duration, resource 
requirements, inputs and outputs, and predecessors and successors.  

3.10.4. The PWBS shall include a PWBS Dictionary that identifies for each work item its 
duration, resource requirements, inputs and outputs, predecessors and successors, 
assumptions, constraints, dependencies, and requirements for Purchaser support. 
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3.10.5. The Contractor shall plan work contained within the lowest-level PWBS 
components. 

3.10.6. The PWBS shall be used as the primary framework for Contract planning and 
reporting to the Purchaser.  

3.10.7. The Contractor shall not change the PWBS or PWBS Dictionary, without the 
approval of the Purchaser. 

3.11. Project Master Schedule 

3.11.1. The Contractor shall establish and maintain a Project Master Schedule (PMS) that 
contains all Contract events and milestones, including Contract-related Purchaser 
and IV&V activities and events (e.g., Purchaser reviews, provision of specific 
Purchaser-furnished items).  

3.11.2. The PMS shall take into accounts the external constraints coming from BMD 
programme events (e.g. PVS events) and the Implementation Contract delivery 
(e.g. deployment, Deficiency Report (DR)),  

3.11.3. The PMS shall depict the sequence, duration, and relationship among task orders, 
activities and work items.  

3.11.4. The PMS shall identify the start and finish dates, and duration. 

3.11.5. The PMS shall be provided in a format fully compatible with the latest commercial 
version of the MS Project or other Project Management Software as proposed by 
the Contractor and authorised by the Purchaser. The PMS shall be made available 
on the Collaboration Space. 

3.11.6. The initial version of the PMS shall, upon Purchaser Acceptance, be placed under 
the NCOP Configuration Control Board (CCB).  

3.11.6.1. Thereafter, the Contractor shall maintain the baseline version of the PMS on 
the Collaboration Space.  

3.11.7. The Contractor shall deliver a Performance Measurement Baseline (PMB) to 
include the Value Items against which the scope implementation can be planned 
and measured. The PMB represents what is planned to be accomplished by the 
contractor at any given point in time, and will be used by the Purchaser to monitor 
progress and performance. The PMB is an annex to the PMS. 

3.12. Risk Management 

3.12.1. The Contractor shall establish a risk management program in accordance with ISO 
31000:2018 and Prince2 and perform risk management throughout the period of 
performance of this Contract. As part of this, the Contractor shall establish and 
maintain a Risk Register for the project.  

3.12.1.1. The Risk Register will be part of the Risks, Actions, Issues, Decisions 
(RAID) Log for the project. 
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3.12.1.2. In the Risk Register, the Contractor shall identify any management, 
technical, schedule, cost, quality and product risks.  

3.12.1.3. The Contractor shall rate each risk as High, Medium, or Low, based on its 
probability of occurrence and its impact on cost, schedule, and quality.  

3.12.1.4. The Contractor shall identify for each risk the measures being taken to 
mitigate any risk rated as high on any factor and make an assessment of the 
risk rate in case of implementation of the mitigation measures 

3.12.2. The Contractor shall make the Risk Register available on the Collaboration Space.  
The Contractor shall include in the Project Highlight Report a chart that lists all 
active risks rated high on any factor and note any significant forecasted changes 
in these risks.  

3.12.3. The Contractor shall update and brief the Risk Register at all Project Checkpoint 
Reviews and Formal Reviews. 

3.12.4. Risk Management Plan 

3.12.4.1. The Contractor shall prepare a Risk Management Plan (RMP) and deliver it 
together with the PMP. 

3.12.4.2. The RMP shall describe how the risk management will be performed. 

3.12.4.3. The RMP shall be quarterly updated. 

3.12.5. Risk Register  

3.12.5.1. This register is a record of any significant element which are relevant for the 
project execution. 

3.12.5.2. The Contractor shall establish and maintain a Risk Register within the RAID 
Log for the project.  

3.12.5.3. The Contractor shall identify management, technical, schedule, and cost 
risks and record them. 

3.12.5.4. The Contractor shall rate each risk as “High”, “Medium”, or “Low”, based 
on its probability of occurrence and its impact on cost, schedule (including 
tranche/phase schedule), scope (including scope within a Tranche or phase), 
and quality.  

3.12.5.5. The Contractor shall identify for each risk the measures being taken to 
mitigate any risk rated as High on any factor and make an assessment of the 
risk rate in case of implementation of the mitigation measures. 

3.12.5.6. The Contractor shall provide the initial baseline version of the RAID Log at 
the PMR and maintain it throughout the period of the Contract. 

3.12.5.7. The Contractor shall make the RAID Log available on the Collaboration 
Space. 
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3.13. Configuration Management 

3.13.1. General 

3.13.1.1. The CCB baselines and recommends any changes to the Functional, 
Allocated, Developmental, and Product Baseline. 

3.13.1.1.1. The Contractor shall serve as an advisory member of this board. 

3.13.1.2. The Contractor shall implement a Configuration Management (CM) program 
consistent with ACMP-2100 and the additional guidelines from ACMP 
standards within STANAG 4427. 

3.13.1.2.1. The Contractor shall ensure that an effective CM organisation is established 
and maintained to implement the CM program and manage the CM functions 
(configuration identification and documentation, configuration control, 
configuration status accounting, configuration audits).  

3.13.1.2.2. The Contractor shall be responsible for the application of all necessary CM 
procedures throughout the duration of the Contract. 

3.13.1.3. The Contractor shall maintain a version control system as part of its CM 
program.  

3.13.1.3.1. This version control system shall allow for the unique identification of all 
changes to the deliverables including documents, no matter how minor the 
change.  

3.13.1.4. The Contractor shall create and maintain 4 (four) configurational baselines 
for each NCOP release baseline (ref L), as follows:  

a) Functional Baseline (FBL or “as required”) 
b) Allocated Baseline (ABL, or "as-designed"); 
c) Product Baseline (PBL, or "as-built"); 
d) Service Baseline (SBL, or "as-delivered", or "as-deployed"). 

3.13.1.5. The Contractor's developed baselines shall be encapsulated and maintained 
by the Contractor in a database established by the Contractor as specified 
under Configuration Management Tools. 

 

3.13.2. Baselines 

3.13.2.1. Functional Baseline. The Functional baseline shall be derived from the 
NCOP SRS and shall be established at the successful completion of the SRR 
with the approved updated SRS.  

3.13.2.2. Allocated Baseline. The Allocated Baseline for NCOP shall be established 
after successful completion of the PDR and shall be finally approved at CDR.  
The Contractor shall include the NCOP System Design Specification (SDS) 
(including the Requirements Traceability Matrix), the Project Test Plan, and 
any other documentation deemed appropriate by the Contractor, in 
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accordance with provisions of IEEE 12207, to ensure NCOP requirements 
are reflected in the system during development and integration, can be 
demonstrated through a comprehensive set of tests, and can be delivered in 
the form of the Product Baseline. The Contractor shall establish the 
Allocated Baseline for each NCOP release product. 

3.13.2.3. Product Baseline. The Product Baseline shall be established after successful 
completion of the CDR.  It shall contain all delivered CSCI and 
documentation that comprise the NCOP system and any subsequent releases. 
It reflects the “as-built” configuration of the system.  

3.13.2.3.1. Since Incremental Development with Multiple Deliveries Approach is used, 
the Contractor shall establish the first PBL for the NCOP first released 
product, and the second PBL for the NCOP second release combining the 
first release functionalities with the additional ones. PBL for second baseline 
shall include, therefore supersede the first baseline.  The third and final PBL 
shall include the second baseline, therefore supersede the second baseline 
and shall be the sole and final baseline encompassing all NCOP 
functionalities.   

3.13.2.3.2. The Contractor shall include in the Product Baseline release package the 
following elements, as a minimum: 

Table 3-3 Product Baseline release package content 

Serial Requirement 
1 All required CSCI. 
2 The source code of elements categorised as foreground knowledge, 

script, and configuration setting baseline, including the 
documentation for these items. 

3 The script and configuration setting baseline, including 
documentation for these items. 

4 Release notes, which include a description of what is new or changed 
5 List of open known problems and faults. Workarounds must be 

defined 
6 The SRS and SDS versions against which the baseline has been 

developed. 
7 Interface Control Documents for NCOP interfaces 
8 All design artefacts provided as part of the SDS, updated to reflect 

the Product Baseline. 
9 Conversion programs and instructions 
10 Plug-ins/add-ins, glue-code and interfaces. 
11 Parameter definitions. 
12 Initial data sets. 
13 Online help files. 
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14 Test procedures and test cases for any automated tests, along with all 
source data for the manual and automated tests and including the 
documentation for these items. 

15 Copyright and license information. 
16 Instructions for system administration staff to follow to save the 

previously installed system baseline, to install the new baseline, and 
to recover the old baseline if the new baseline installation must be 
interrupted or aborted. 

17 Installation scripts. 
18 Instructions on how to identify and report problems after acceptance. 
19 Instructions for the generation of new Product baselines, distribution 

and installation of new software versions, and any test procedures and 
test cases necessary to verify the generated baseline before 
distribution.  

20 Software Version Description (SVD) 
21 Additional documentation artefacts identified in the SRS. 
21 Support Documentation (operation and support manuals, Test Crew 

and System Administration training materials, CMDB extract) 

3.13.2.4. Service Baseline. The Service Baseline (SBL) is the “approved” product 
configuration identification (documentation) for all delivered CSCI and 
other documentation that comprise any subsequent releases. 

3.13.2.5. Since Incremental Development with Multiple Deliveries Approach is used, 
the Contractor shall establish the first SBL for the NCOP first released 
product, and the second SBL for the NCOP second release combining the 
first release functionalities with the additional ones. SBL for second baseline 
shall include, therefore replace the first baseline fully.  The third and final 
SBL shall include the second baseline, therefore supersede the second 
baseline and shall be the sole and final baseline encompassing all NCOP 
functionalities. 

3.13.2.6. The third and final SBL shall be established after successful completion of 
Validation Process and approved at the FSA. 

3.13.3. Configuration Management Plan (CMP) 

3.13.3.1. The Contractor shall describe their configuration management concept and 
methodology in a Configuration Management Plan (CMP). The Contractor 
shall align the CMP with the Sprint/Agile methodology in place. 

3.13.3.2. As a minimum, the Contractor’s CMP shall describe: 
Table 3-4 CMP outlines 

Serial Requirement 
1 Configuration identification and documentation 
2 Baselines – functional and product 
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3 Configuration control 
4 Interface management 
5 Audits and reviews 
6 Change Request (CR) process 
7 Relationship with the Schedule of Supplies and Services 

3.13.3.3. The Contractor shall define Configuration Management organization and 
procedures in place to implement the CM program, manage the CM 
functions and the role of the CCB. 

3.13.3.4. The Configuration Management Plan shall describe relation between the CM 
system at the Contractor’s site and the CM system to be deployed at the 
Purchaser’s site. 

3.13.3.5. The Configuration Management Plan shall describe how the Configuration 
Management data will be handed-over to the Purchaser to be further 
supported as described in Section 5. 

3.13.4. Configuration Item Identification and Documentation 

3.13.4.1. The Contractor shall establish, document and maintain a configuration 
identification system in accordance with ACMP-2100 and the additional 
guidelines from ACMP standards within STANAG 4427.  

3.13.4.2. The Contractor shall support maintenance of following types of 
configuration items: 

• Documentation 
• Software products 

3.13.4.3. The Contractor shall use configuration identification to divide the system 
into configuration items (CI) for ease of management. The Contractor shall 
explain the criteria and the rationale used in the identification process, based 
on the criteria for selection of Cis in accordance with ACMP-2100 and the 
additional guidelines from ACMP standards within STANAG 4427.  

3.13.4.4. The CIs shall be chosen in accordance with ACMP-2100 and the additional 
guidelines from ACMP standards within STANAG 4427 and in a way to 
assure visibility throughout the development effort and easy support to the 
operational system after acceptance.  

3.13.4.5. Every CI and its associated documentation shall have a unique identifier and 
name.  

3.13.4.6. The SW versioning numbering scheme shall be compliant with the NCIA 
document SMD TI Version numbering 2-04. 

3.13.4.7. Each commercial/government/NATO/modified-off-the-shelf (OTS), 
adapted, and developed software application or module shall be designated 
as a CI. 
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3.13.4.8. Each complete hardware element shall be designated as a CI, if applicable. 

3.13.4.9. The CI identification system shall provide the ability to easily trace higher 
and subordinate CIs. 

3.13.4.10. The CI structure shall be a tree structure with NCOP being the top level CI 
and shall show the relationships between the lower level CIs. The Purchaser 
reserves the right to modify the CI structure prior to its baselining. 

3.13.4.11. The Contractor shall populate and maintain a CMDB tool with the identified 
CIs (documentation and software) and configuration baselines.  

3.13.4.12. Each physical deliverable shall be marked with the Contract number, its 
associated CI identifier, name, version number, release date, and media copy 
number. 

3.13.5. Configuration Control 

3.13.5.1. The Contractor shall be responsible for issuing in a timely manner, as 
required by this SoW, all approved changes and revisions to the functional, 
allocated and product baseline documents included in the Contract. This 
includes changes originated both by the Contractor and the Purchaser.  

3.13.5.2. Where a change affects more than one document, or affects documents 
previously approved and delivered, the Contractor shall ensure that the 
change is properly reflected in all baseline documents affected by that 
change. 

3.13.5.3. All design changes shall be appropriately reflected in the technical 
documentation by the issue of appropriate changes or revisions and shall be 
provided to the Purchaser. 

3.13.6. Change Requests 

3.13.6.1. The Contractor shall establish and maintain a process for identifying, 
reviewing, approving, and tracking all requests for changes to NCOP 
baselines in accordance with ACMP-2100 and the additional guidelines from 
ACMP standards within STANAG 4427. 

3.13.6.2. Change Requests identify proposed changes to the Functional, Allocated or 
Product Baselines. 

3.13.6.3. Changes to the Contractor's developed baselined CIs shall be processed as 
either Class I or Class II CRs as required by ACMP-2100 and the additional 
guidelines from ACMP standards within STANAG 4427 and the change 
request requirements specified herein. 

3.13.6.4. The Contractor shall prepare and manage Change Requests as follows: 
• Class 1 Change Requests affect the documentation and baselines managed 

by the NCOP Configuration Control Board and shall be approved by the 
Purchaser. 
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• Prior to implementation, all Class 2 CRs shall be submitted by the 
Contractor to the Purchaser for review and classification concurrence. If the 
Purchaser’s representative does not concur in the classification, Class 1 CR 
procedures shall be applied by the Contractor and the CR shall be formally 
submitted to the Purchaser for approval or rejection. 

3.13.6.5. Any Change Request (CR) shall contain, at a minimum: 
Table 3-5 CR outlines 

Serial Requirement 
1 Identification number per request 
2 Requestor’s identity 
3 Date of request 
4 Type of change (e.g. delete, add, exp, etc.) 
5 Requested change description 
6 Status of request (how it was addressed – e.g. completed, not 

addressed, etc.) 
7 Comment/Resolution of the request 
8 If the requested change impacts the cost, design, implementation, 

licensing scheme, or any other contractual documentation, then two 
other areas shall be addressed: 

− Impact on schedule, cost, performance, or any other 
contractual requirements (based on an analysis) 

Priority for handling (high/critical/urgent, 
medium/sensitive/important, low) 

3.13.7. Deficiency Reports 

3.13.7.1. The Contractor shall establish and maintain a process for reporting, tracking, 
and resolving deficiencies in the Baselines.  

3.13.7.2. Deficiency Reports (DRs) document problems during the design, 
configuration, implementation, or operation of the NCOP system. 

3.13.7.3. DRs shall be closed when the identified problem is resolved through 
procedure or other action that does not affect the system baselines, or when 
a corresponding Change Request is opened to correct the deficiency through 
a change to a baseline. 

3.13.7.4. If required, the Contractor shall prepare, handle, and submit for Purchaser's 
approval, RFDs and RFWs as required by ACMP-2100 and the additional 
guidelines from ACMP standards within STANAG 4427. 

3.13.8. Interface Control Documents 

3.13.8.1. The Contractor shall document all the interfaces between the NCOP system 
and other systems and applications identified in the SRS (i.e., including 
application programming interfaces) and consider them as CIs. These 
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interfaces shall be documented as Interface Control Documents (ICD) and 
provided to the NCOP Configuration Control Board to be included under 
Developmental Baseline and Product Baseline.  

3.13.9. Configuration Status Accounting 

3.13.9.1. The Contractor shall maintain a Configuration Status Accounting (CSA) 
system for all CIs. This system shall be capable of recording and reporting 
on the status of the configuration baselines and maintaining traceability of 
all configuration changes to the current baselines. 

3.13.9.2. The CSA system shall be maintained and provided as a database, 
spreadsheet, or version control system that provides the following data for 
each CI: 

Table 3-6 CI outlines 

Serial Requirement 
1 Associated baseline 
2 CI identifier 
3 CI name 
4 Version number 
5 Release date 
6 Audit date 

3.13.9.3. The CSA system shall provide the following data for each Change Request 
(CR): 

Table 3-7 CR outlines 

Serial Requirement 
1 Unique CR identifier 
2 CR title 
3 Description 
4 Justification 
5 Category 
6 POC identifying CR 
7 Priority 
8 Criticality 
9 Baseline(s) affected 
10 CIs affected 
11 Impact on schedule, cost and performance 
12 Date opened 
13 Date approved or rejected 
14 Date closed 
15 Status. 
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3.13.9.4. The CSA system shall provide the following data for each Deficiency Report 
(DR): 

Table 3-8 DR outlines 

Serial Requirement 
1 Unique DR identifier 
2 DR title 
3 Description 
4 Category 
5 POC identifying DR 
6 Priority 
7 Severity 
8 Impact on SW product characteristic, schedule, cost and performance 
9 Baseline(s) affected 
10 CIs affected 
11 Date opened 
12 Date approved or rejected 
13 Date closed 
14 Status 
15 Environment 

3.13.9.5. The CSA system shall be maintained in such a manner that it can readily be 
copied in part or in total. 

3.13.9.6. The CSA system shall provide a complete historical record of all CIs, CRs, 
and DRs. 

3.13.9.7. The CSA system shall be capable of providing the following reports: 
Table 3-9 CSA’s report 

Serial Requirement 
1 List of CIs associated with a baseline 
2 List of all CRs and DRs associated with a CI 
3 List of all audits 
4 Log of all changes to a baseline 

3.13.9.7.1. At the end of the Contract (FSA), the Contractor shall deliver a set of final 
CSA reports for each CI in electronic format. 

3.13.10. Configuration Management Tools 

3.13.10.1. Subject to approval of the Purchaser under the Technology Substitution 
clause, the Contractor shall establish and maintain the baselines referred to 
above using a version control/configuration management automated tool 
from the Collaborative Working Environment. 
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3.13.10.1.1. The version control/configuration management automated tool shall include 
the capabilities for baselines management, source control versioning, 
configuration item identification, change request management, deficiency 
reporting management, and configuration status accounting. 

3.13.10.2. The Purchaser will provide the Contractor access to the version 
control/configuration management tool. 

3.13.10.3. The Purchaser will provide the Contractor access to the source code of the 
baseline via the version control/configuration management tool. 

3.13.10.4. Upon request from the Purchaser, the Contractor shall support functional 
(FCA) and physical configuration audits (PCA) to demonstrate that the 
actual status of all CIs matches the authorised state of CIs as registered in the 
CSA reports, CMDB and other documentation. 

3.13.10.5. The Contractor shall document the results of the audits and solve any 
deficiencies found during the Configuration Management Audits within the 
agreed timeframe and update the baseline accordingly. 

3.13.11. Software Version Description 

3.13.11.1. The Contractor shall produce a Software Version Description (SVD) for each 
Baseline and for each new release thereafter. 

3.13.11.2. The SVD shall list by identifying numbers, titles, abbreviations, dates, 
version numbers, and release numbers, as applicable, all physical media (for 
example, listings, disks) and associated documentation that make up the 
software version being released. 

3.13.11.3. The SVD shall include applicable security and privacy considerations for the 
release. 

3.13.12. The SVD shall contain a list of all changes incorporated into the software version 
since the previous version. 

3.13.12.1. The SVD shall identify any possible problems or known errors with the 
software version at the time of release, any steps being taken to resolve the 
problems or errors, and instructions (either directly or by reference) for 
recognizing, avoiding, correcting, or otherwise handling each one. The 
information presented shall be appropriate for the user who may need advice 
on avoiding errors. 

 

3.14. Quality Management 

3.14.1. General 

3.14.1.1. The Contractor shall establish, execute, and maintain an effective Quality 
Management (QM) program throughout the Contract lifetime. 



  NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 
  

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

41 
 

3.14.1.2. The Contractor shall recognise the application of AQAP 2070 in the 
implementation of this project. 

3.14.1.3. The Contractor shall periodically review the QA programme and audit it for 
adequacy, compliance and effectiveness. 

3.14.1.4. The Contractor’s QM program shall be based on AQAP-2110, which 
incorporates by reference ISO 9001 directive, and on NATO AQAP-2210 

3.14.1.5. The QA Plan shall refer to all applicable contract specific procedures, 
including title and identification, and shall be made available for review by 
the Purchaser QAR and shall be subject to Purchaser QAR approval. 

3.14.1.6. The Contractor shall provide a Quality Plan for the Purchaser review and 
approval in accordance with the requirements of AQAP-2105, Edition 2 and 
the above mentioned AQAPs, and as amended herein. The acceptance of the 
Quality Plan by the Purchaser signifies only that the Purchaser agrees to the 
Contractor’s approach in meeting the requirements. This acceptance in no 
way relieves the Contractor from its responsibilities to meet the requirements 
stated in this Contract. The Quality Plan shall be updated annually 
throughout the lifecycle of the project. 

3.14.1.7. The Contractor's Quality Plan shall distinguish between the Quality 
Assurance process (including product assurance and process assurance) and 
Quality Control Process and plan, manage and resource both.  

3.14.1.8. The Quality Plan shall include a contract specific description of the 
organizational structure and identify those responsible for ensuring that the 
required activities are carried out. The responsibilities and authorities of 
responsible personnel related to quality, including the Management 
Representative, shall be described. The inter-relationships between those 
responsible personnel shall be explained. The independence of personnel 
designated for contract related quality responsibilities shall be clearly 
documented. The quality organization shall have sufficient responsibility, 
authority, organisational freedom and independence to review and evaluate 
activities, identify problems and initiate or recommend appropriate 
corrective action.  

3.14.1.9. The QM program shall ensure that procedures are developed, implemented 
and maintained to adequately control the design, development, production, 
testing, configuration management, and support phase of all deliverables. 
The Contractor shall document these procedures in the QA Plan 

3.14.1.10. The Contractor QA Plan shall include the details of the internal quality 
review and approval process for all the deliverables before released for 
Purchaser review and approval.  

3.14.1.11. The Contractor shall establish and maintain, as part of the Collaboration 
Space, a project Quality Log, as specified in PRINCE2 that lists all planned 
and performed quality checks on Contractor deliverables both for all 
applicable products and documentation. The list shall cover both the 
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Contractor’s internal quality and technical reviews and the Contractual 
formal reviews performed by the Purchaser.  Contractor’s internal audits and 
technical reviews prior a formal review and the contractual ones shall be also 
addressed by the Quality log.  

3.14.1.12. The Contractor shall establish and implement a Corrective Action System to 
ensure prompt detection, documentation and correction of problems and 
deficiencies (non-conformities). The Contractor shall document the 
Corrective Action System in the Quality Plan. 

3.14.1.13. The Corrective Action System shall track all reported and recorded problems 
and deficiencies until their closure and clearance.  

3.14.1.14. The contractor shall demonstrate that all the non-conformities are solved 
before the product acceptance. 

3.14.1.15. Quality management personnel shall be of sufficient number and have 
sufficient resources to adequately and effectively monitor and control the QA 
Programme. 

3.14.1.16. The Purchaser reserves the right to perform Reviews and Quality audits at 
any of the Contractor (or Sub-Contractor(s)) facilities. If notified by the 
Purchaser, the Contractor shall cooperate and facilitate such quality audit by 
providing the relevant personnel and data/documentation to support 
Purchaser during the activity. 

3.14.1.17. The Contractor shall make all support tools available for demonstration to 
the Purchaser QAR or his designated representative, upon request. 

3.14.1.18. The Contractor shall make his quality documented information, and those of 
his subcontractors, available for evaluation by the QAR/NQAR throughout 
the duration of the Contract 

3.14.1.19. The Contractor shall perform sprint retrospective meetings at the end of each 
sprint to give the opportunity to the Contractor’s teams to perform a self-
assessment and create improvement plans for the next sprints. A Contractor’s 
Quality representative shall be present and the NQAR shall be timely 
informed. 

3.14.1.20. The Contractor shall perform static code analysis during the system 
development and integration. A Contractor’s Quality representative shall 
confirm that the static code analysis and source code reviews are timely 
performed and reported, and the NQAR shall be timely informed. 

3.14.1.21. The Contractor shall be solely responsible for the conformance to 
requirements, of products provided to the Purchaser. The Contractor SHALL 
deliver all the Certificate of Conformity (CoC) for products, COTS SW 
(including firmware) released by the COTS Vendors unless otherwise 
instructed. The CoCs delivered by the Contractor SHALL be part of the 
acceptance data package of the product. 
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3.15. Meetings 

3.15.1. General 

3.15.1.1. Unless otherwise specified, at least one week before all meetings required 
under this Contract, the Contractor shall send an invitation, including: 

Table 3-10 Meeting invitation outlines 

Serial Requirement 
1 Purpose 
2 Agenda 
3 List of participants  
4 Date, hour, place, duration  

3.15.1.2. The Contractor shall record meeting minutes and post them on the 
Collaboration Space within 5 working days after the meeting.  

3.15.1.3. The meeting minutes shall include: 
Table 3-11 Meeting minutes outlines 

Serial Requirement 
1 Date, time and location of the event 
2 List of participants 
3 Meeting Agenda 
4 Input documents 
5 Discussion 
6 Comments raised 
7 Decisions taken 
8 Action Items 
9 Attachments 

3.15.1.4. The minutes shall not be used as a mechanism to change the terms, 
conditions or specifications of the Contract, nor as a vehicle to alter the 
design or configuration of equipment or systems. Such changes shall only be 
made by agreement, amendment or by authorised mechanisms as set forth in 
the Contract. 

3.15.2. Project Checkpoint Reviews 

3.15.2.1. The Contractor shall conduct Project Checkpoint Reviews (PCR) at least 
once a month throughout the Contract period of performance. By default, the 
PCRs shall take place in the week after delivery of the PHR. However; the 
date and time of PCRs may vary and, where possible, be scheduled with other 
project meetings 
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3.15.2.2. The Contractor shall identify and discuss problems with the Purchaser’s 
NCOP Project Manager promptly, however, and not delay this until the next 
PCR.  

3.15.2.3. The PCR shall be conducted in one of the Purchaser’s sites or the 
Contractor’s site and the location shall be subject to the Purchaser’s Project 
Manager’s approval. By default, NCIA The Hague shall be considered as the 
location to conduct PCR. However; the location of PCRs may vary and, 
where possible, be scheduled with other project meetings.  

3.15.2.4. Attendance in person is preferred but video or telephone conferences may be 
accepted by the Purchaser if meeting agendas are too short to justify travel. 

3.15.2.5. The Contractor shall organize the first PCR no later than one month after the 
Effective Date of Contract (EDC). 

3.15.2.6. The Contractor shall provide the following documents for the PCR: 
 

Table 3-12 – PCR Deliverables and documents 

Serial Activities / Documents 
1 RAID Log 
2 Project Checkpoint Review Report 

3.15.2.7. Entry Criteria 

3.15.2.8. The Contractor shall include in planning the PCR Entry Criteria given in 
Table 3-13 - PCR Entry Criteria and make them available to the Purchaser 
at least one (1) weeks prior to the PCR: 

Table 3-13 - PCR Entry Criteria 

Serial Activities / Documents 
1 Project Highlight Report 
2 A preliminary PCR agenda 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Active RAID 

3.15.2.9. Success Criteria 

3.15.2.10. The Purchaser concludes that the PCR Success Criteria accomplished to 
complete the objectives of the PCR: 

Table 3-14 - PCR Success Criteria 

Serial Requirement 
1 The current issues and risks have been explained by the Contractor. 

Solutions or alternatives have been proposed by the Contractor. 
2 Decisions have been made by the Purchaser. 
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3.15.2.11. The Contractor shall prepare PCR Report and submit it within one (1) week 
after the completion of PCR. 

3.15.3. Formal Reviews 

3.15.3.1. Formal Reviews mark the milestones and the steps from one Contract Phase 
into the next. They assess where past work is mature and validated, future 
work is agreed upon and lessons learned are captured in the Lessons Log and 
Lessons Report is prepared. 

3.15.3.2. The Purchaser can use the Formal Reviews as break-points at which there 
will be administrative decision about whether or not continuing the project 
by executing the next phase. The Purchaser has the right to re-assess if the 
Contract and the capability it implements is still in NATO’s best interest. If 
not, the Contract will be terminated and Premature Close-out procedure (see 
3.19.2) will be activated.  

3.15.3.3. A Formal Review will be assessed by the Purchaser using the Success and 
Fail Criteria. The result of the assessment shall be one of the following: 

 Success: All items in the Success Criteria are met. The Purchaser will commit 
to continue the project. 

 Provisional Success: One or more items of the Success Criteria are not fully 
achieved. They are recognised as in progress and will be completed within an 
agreed schedule. The Purchaser will commit to continue the project or wait 
until completion of all identified items. The pending items will be reassessed 
during other Checkpoints and the status of the Formal Review can be set to 
Success. 

 Fail: One or more items of the Fail Criteria are met. This Formal Review can 
be a break-point for the Contract. The Purchaser may choose not to continue 
the project. A Cure Plan may be applicable, or the Contract may be terminated. 

3.15.3.4. The result of the Formal Review assessment will be a written document 
signed by the Purchaser formalising the decisions made, or any other form 
that is deemed appropriate for the project. 

3.15.3.5. The Contractor shall plan and execute the following Formal Reviews with 
the Purchaser: 

Table 3-15 – Formal Reviews 

Serial Activities 
1 Project Management Review (PMR) 
2 System Requirements Review (SRR) 
3 Preliminary Design Review (PDR) 
4 Critical Design Review (CDR) 
5 Test Readiness Review (TRR) 
6 Support/Sustainment Qualification Review (SQR) 
7 System Test Review (STR) 
8 System Acceptance Test (SAT) 
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3.15.3.6. The scope and requirements for Formal Reviews are described in Section 4.  

3.15.3.7. At least two weeks before each Formal Review, the Contractor shall send an 
invitation to the participants and an organisation paper, including as a 
minimum the following: 

Table 3-16 – Formal Review Details 

Serial Activities / Documents 
1 Agenda 
2 List of participants, 
3 Date, hour, location of the Formal Review 

3.15.4. Other Meetings 

3.15.4.1. Project Kick-Off Meeting 

3.15.4.1.1. The Contractor’s Project Manager or designated representative shall 
participate in an NCOP project kick-off meeting with the Purchaser’s Project 
Manager, members of the NCOP Integrated Project Management Team 
(IPMT) and BMD Programme representatives.  This meeting will be held at 
the Purchaser’s facility. 

3.15.4.1.2. Contractor’s attendance in person is necessary unless determined by the 
Purchaser that a video meeting satisfies the requirement. 

3.15.4.1.3. The Contractor shall be at least prepared to present a draft Project 
Management Plan and review the organisation of the Collaboration Space. 

3.15.4.2. The Contractor shall provide the following documents for the KOM: 
Table 3-17 – KOM Deliverables and documents 

Serial Activities / Documents 
1 Initial Project Management Plan 
2 Kick-off Meeting Report 

3.15.4.3. Entry Criteria 

3.15.4.4. The Contractor shall include in planning the KOM Entry Criteria given Table 
3-18 - KOM Entry Criteria and make them available to the Purchaser at least 
one (1) weeks prior to the KOM: 

Table 3-18 - KOM Entry Criteria 

Serial Activities / Documents 
1 Effective Date of Contract passed 
2 A preliminary KOM agenda 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Contractor Project Manager or representative designated and present 
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6 Purchaser Project Manager or representative designated and present 
7 IPMT designated and present 
8 The following Purchaser items: 

• Collaborative Working Environment  

3.15.4.5. Success Criteria 

3.15.4.6. The Purchaser concludes that the KOM Success Criteria accomplished to 
complete the objectives of the KOM: 

Table 3-19 - KOM Success Criteria 

Serial Requirement 
1 All resources requested to execute the plan are in place 
2 An initial Project Management Plan has been presented by the 

Contractor 
3 The organization of the Collaboration Space has been reviewed 
4 All relative documents have been approved 
5 The Contractor has access to: 

• Collaborative Working Environment  

3.15.4.7. The Contractor shall prepare KOM Report and submit it within one (1) week 
after the completion of KOM. 

3.15.4.8. KOM shall occur not later than two (2) weeks after EDC. 

3.15.4.9. NCOP Integrated Project Management Team/Configuration Control Board 
Meetings.  

3.15.4.9.1. The Contractor’s Project Manager or designated representative shall 
participate in NCOP Integrated Project Management Team and CCB 
meetings as requested by the NCIA Project Manager. 

3.15.4.9.2. For each CCB the Contractor shall provide the status of all active change 
requests. 

3.15.4.9.3. Attendance in person is preferred but via video or telephone conferences may 
be accepted by the Purchaser if meeting agendas are too short to justify travel. 

3.15.4.10. Working Group meetings 

3.15.4.10.1. In support of sprint development the Contractor shall establish task-oriented 
working groups with NATO subject matter experts (SMEs).  

3.15.4.10.2. The Contractor shall organise Working Group meetings to conduct reviews 
with NATO subject matter experts as specified in chapter 4.3.12. 

3.15.4.10.3. The technical reviews supporting Working Groups shall be carried out in the 
formula of the Joint Technical Reviews and Working Group Reviews. 



  NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 
  

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

48 
 

3.15.4.11. Additional meetings 

3.15.4.11.1. The Contractor shall identify to the Purchaser’s Project Manager any other 
meetings with NATO personnel required to support this Contract.  

3.15.4.11.2. Upon approval by the Purchaser’s Project Manager, the Contractor shall 
schedule and conduct such meetings, which shall be mentioned in that 
month's Project Highlight Report. 

3.16. Project Highlight Report 

3.16.1. The Contractor shall provide, no later than the third business day of each month, 
a Project Highlight Report (PHR). This report shall summarise activities, 
including:   

Table 3-20 – PHR Content 

Serial Requirement 
1 Summary of contract activities during the preceding month, including 

the status of current and pending activities; 
2 Progress of work and schedule status against the PMS, highlighting 

any changes since the preceding report; 
3 Management, development, test and acceptance test dashboards and 

measurements 
4 Status of action items 
5 Description of any identified problems, anomalies and high risk areas 

with proposed solutions and corrective actions; 
6 Test(s) conducted and results during the engineering test and 

demonstration phase and the acceptance testing phase; 
7 Provisional financial status and predicted invoices; 
8 Changes in key Contractor personnel, as approved by the Purchaser; 
9 Summary of Change Requests requested, recommended or approved; 
10 Configuration Status Accounting (CSA) Report 
11 Report on maintenance calls by number, type, and actions taken;  
10 Plans and dates for activities and products during the following 

reporting period. 

3.16.2. The Contractor shall maintain an archive of Project Highlight Reports on the 
Collaboration Space. 

3.17. Project Management Review 

3.17.1. The Contractor shall execute Project Management Review at the beginning of 
BL3. 

3.17.1.1.  The purpose of the PMR is to review the scope and approve the plan for 
Contractor activities provided within this Contract. 
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3.17.1.2. The PMR meeting shall be hosted by the Contractor. 

3.17.1.3. The Contractor shall provide the following documents for the PMR: 
 

Table 3-21 – PMR Deliverables and documents 

Serial Activities / Documents 
1 Project Management Plan (PMP) 
2 Project Product Breakdown Structure (PPBS) 
3 Project Work Breakdown Structure (PWBS) 
4 Project Master Schedule (PMS) 
5 Configuration Management Plan (CMP) 
6 Risk Management Plan (RMP) 
7 System Development Plan (SDP) 
8 Initial Project Test Plan (PTP) 
9 Quality Log 
10 RAID Log 
11 Change Request Log 
12 Lessons Log 
13 Deficiency Reports 
14 Project Management Review Report (PMR) 

3.17.1.4. Entry Criteria 

3.17.1.5. The Contractor shall include in planning the PMR Entry Criteria given Table 
3-22 - PMR Entry Criteria and make them available to the Purchaser at least 
one (1) month prior to the PMR: 

Table 3-22 - PMR Entry Criteria 

Serial Activities / Documents 
1 The effective date of contract is passed 
2 A preliminary PMR agenda 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 The Collaborative Working Environment (PFE) 
6 The Purchaser has shared the security settings 

3.17.1.6. Success Criteria 

3.17.1.7. The Purchaser concludes that the PMR Success Criteria accomplished to 
complete the objectives of the PMR: 

Table 3-23 - PMR Success Criteria 

Serial Requirement 
1 The scope and the plan of the project have been detailed by the 

contractor 
2 The scope and the plan are approved by the Purchaser 
3 All the documents have been approved by the Purchaser 
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4 The Sprint delivery has been understood and taken into account by 
the Contractor 

5 The contractor has been able to use the Collaborative Working 
Environment 

6 The project risks are understood; plans, process and resources exist to 
effectively manage them. Steps to mitigate risks are identified in the 
RAID Log. 

7 The security settings are available to the Contractor 

3.17.1.8. The Contractor shall prepare PMR Report and submit it within one (1) week 
after the completion of PMR. 

3.17.1.9. PMR shall occur not later than one (1) month after EDC. 

3.18. Project Status Assessments 

3.18.1. The project will be continuously assessed by the Purchaser through a series of 
control points. These control points are certain events like Milestones in addition 
to monthly Project Checkpoint Reviews. 

3.18.2. Milestones 

3.18.2.1. Milestones are the certain events that are held at the end of each development 
phase to provide visibility to system-wide issues, synchronise the 
management and engineering perspectives and verify that the goals of the 
phases have been achieved. SRR, PDR, SDR, TRR, FAT are examples to 
Milestones. 

3.18.2.2. Build Process Milestones such as SRR, SDR, and FAT focus the detailed 
content for a defined scope. 

3.18.2.3. The Contractor shall clearly identify in the Project Master Schedule all 
Milestones identified in this SOW. 

3.18.3. Checkpoints 

3.18.3.1. Checkpoints are the selected Milestones or events in the Project Master 
Schedule used to ensure that the project status is on agreed track. They have 
clear expectations and tangible results. 

3.18.3.2. The Contractor shall clearly identify the Checkpoints and the associated 
Milestones stated in this SOW in the Project Master Schedule. 

3.18.4. Checkpoint Assessment 

3.18.4.1. The project will be assessed at each Checkpoint by the Purchaser based on 
the associated Milestones. 

3.18.4.2. “Status Indicators” as traffic lights, Red-Amber-Green colours, will be used 
to visually indicate the status of the associated Milestones at the time of 
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assessment. A Status Indicator will be assigned to each Milestone according 
to the amount of schedule deviation as defined in Table 3-24 - Status 
Indicators for Milestones: 

Table 3-24 - Status Indicators for Milestones 

Milestone 
Deviation 

Description Status 

0 - 15 days The Milestone is achieved earlier than the scheduled 
date or within fifteen (15) days behind the schedule. 

Green 

15 - 30 days The Milestone is achieved between fifteen (15) and thirty 
(30) days behind the schedule. 

Yellow 

More than 30 
days 

The Milestone has not been achieved yet although it is 
more than thirty (30) days behind the schedule. 

Red 

3.18.4.3. The Purchaser will decide which Status Indicator will be assigned to the 
Milestones at the time of the Checkpoint assessment. 

3.18.4.4. A Checkpoint will be assessed by the Purchaser. The result of the assessment 
shall be one of the following: 

• Success: All associated Milestones are achieved on time ; 
• Provisional Success: One or more Milestones are not fully achieved. They are 

recognised as in progress and will be completed within an agreed schedule. 
The pending items will be reassessed during other PCRs and the status of the 
Checkpoint can be set to Success ; 

• Fail: The status of one or more Milestones are not acceptable for the Purchaser. 
The assessment have to be repeated according to a revised plan. Contractual 
leverages shall apply ; 

3.18.4.5. A Checkpoint Assessment may also include warnings to the Contractor, 
describing the risk areas and subjects to be improved. Warnings can be issued 
by the Purchaser within a Formal Notification (see Paragraph 3.18.6). 

3.18.4.6. Checkpoint Assessments will be in the form of a review meeting of the 
Purchaser and the Contractor. The first PCR after the associated Milestone 
can be used for Checkpoint Assessment. 

3.18.5. Contract Phases 

3.18.5.1. The Contract Schedule is divided into logical phases called “Contract 
Phases” in order to assess the performance of the Contract. 

3.18.5.2. The Purchaser will commit the Contract phase by phase (not as a whole). As 
such, each Contract Phase is bound to certain Milestones, a Checkpoint and 
a payment plan. 

3.18.6. Formal Notification 

3.18.6.1. The Purchaser may inform the Contractor about certain subjects which are 
deemed to be not compliant to the contractual requirements and cannot be 
acceptable. Continuous delays, inefficient plans, unacceptable quality of 
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services, inappropriate project organization are examples to reasons that lead 
to Formal Notification. 

3.18.6.2. A Formal Notification may include one or more warnings to the Contractor, 
which may have indication levels as “Minor”, “Medium” or “Major”. 

3.18.6.3. The Purchaser may use the “Formal Notification” to inform the Contractor 
in writing about the unacceptable conditions of the Contract based on the 
status assessment of Formal Reviews. 

3.18.6.4. Formal Notifications may have impact on the decision taken by the Purchaser 
at Formal Reviews. 

3.19. Contract Close-out 

3.19.1. Planned Closure 

3.19.1.1. Planned Contract Close-out occurs after all products and services provided 
by the Contractor have been accepted by the Purchaser. 

3.19.1.2. The Contractor shall finalise all plans such as PMP, and its annexes CMP 
and QP, and all records such as RAID Log and Lessons Log. 

3.19.1.3. The Contractor shall apply the project closure practices as defined in 
PRINCE2. 

3.19.1.4. The Contractor shall plan a Contract Close-out Meeting (CCM) to review all 
products and services are delivered, and all activities are successfully 
completed. 

3.19.1.5. Contract Close-out Meeting (CCM) and its report shall mark the End of 
Contract. 

3.19.2. Premature Closure 

3.19.2.1. Premature Close-out occurs when the Purchaser determines it is in the 
NATO’s best interest to close the Contract at an earlier phase than the FSA. 
It does not mean that the work in progress is simply abandoned, but that the 
project salvages anything of value created to date and checks that any gaps 
left by the cancellation of the project are clearly defined. 

3.19.2.2. Upon the decision on premature close-out, the Contractor shall: 
• Update the Project Plan with actuals from the final phase ; 
• Identify the status of the Developmental Items under development ; 
• Identify the work that has not started yet ; 
• Identify the products already developed ; 
• Agree the means for recovering products that have been completed or are in 

progress (if appropriate) ; 
• Develop an Exception Plan to include additional work to create, make safe or 

complete products that needs to be delivered to the Purchaser ; 
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3.20. Other Project Management Work 

3.20.1. Other work that the Contractor shall perform as specified under appropriate 
sections under the Project Management Task Area includes: 

3.20.1.1. Project and security risk analysis. 

3.20.1.2. Presentations to Purchaser meetings or conferences. 

3.20.1.3. Preparation of project information materials such as brochures, white papers, 
posters and a video presentation. 
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SECTION 4:    TECHNICAL 

4.1. General 

4.1.1. This section outlines the Technical Task Area of the NCOP Contract. 

4.1.2. The Contractor shall design, develop, integrate, test, and deliver the NCOP 
system. Furthermore, the Contractor shall provide engineering and support for the 
NCOP system. 

4.1.3. The Contractor shall develop the System Design Specification (SDS) based on an 
analysis and a fine-tuning of the Purchaser's functional and non-functional 
requirements provided in the SRS; adapt and integrate the components to establish 
the NCOP Product Baseline; and plan and execute a series of tests to confirm that 
this baseline meets the functional and non-functional requirements. 

4.1.4. The Contractor shall provide continuing engineering for the NCOP system, which 
shall include analysing the cost and performance impacts on the NCOP Product 
Baseline of changes in OTS components or system requirements, integrating 
approved changes, and planning and conducting follow-on tests. 

4.1.5. The NCOP system shall be made available to its users as a web-based application 
running on the existing NATO UNCLASSIFIED, NATO S*CRET Wide Area 
Network and MISSION S*CRET Wide Area Network (NSWAN/MSWAN). 

4.1.6. NCOP shall consist of a combination of custom-developed, off-the-shelf (whether 
commercially available or developed for other customers), and potentially, 
adaptations of Purchaser-provided prototypes and systems.  

4.1.7. NCOP shall be built following a Component-Based Framework approach (CBF) 
for reusability of components and a Service Oriented Architecture (SOA) to 
provide for flexibility, scalability and agility, to minimise the impacts of future 
modifications to accommodate changes in other NATO systems and interfaces, as 
well as changes in the products and technologies employed in the NCOP-2 
capability. 

4.1.8. The Contractor shall be responsible for the overall design, development, 
integration, and system engineering of the NCOP system throughout all 
increments delivered under this Contract. 

4.1.9. The Contractor shall support the BMD PVS for the verification and validation of 
BMD capability at the System of System level. The purpose of the BMD PVS is 
to assess the BMD capability by means of System of System testing and 
integration, architectural verification, and operational validation through a series 
of test events led by the Purchaser. Each NCOP Baseline undergoes PVS 
validation supported by the contractor as described in 4.8.12. 

4.1.10. The BMD capability is comprised of multiple systems, including NCOP, to deliver 
Battle Management, Command, Control, Communication, and Intelligence 
(BMC3I) as described in Figure 3. The purple coloured component in the diagram 
identifies the acquisition scope for this project. Boxes with a blue outline indicate 
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systems providing new and/or updated information related to BMD. Other boxes 
without a blue outline are out of scope of the NCOP project. Any reference to 
DCIS across this document is for illustrative purposes only, in the overall context 
of NCOP. 

 

 
Figure 3 - Context diagram for NCOP 

4.1.11. The Contractor shall use quality engineering indicators to aid in managing his 
development process and communicating the quality achieved to Purchase. 

 

4.2. Baseline Delivery Cycle 

4.2.1. In support of the BMD Mission’s overall objectives, the tranche concept aims at 
formalising regular incremental development of the BMD operational capability.  
Every 24 months, when a new tranche is completed and released, the BMD 
operational community will be able to perform its mission better in specific areas 
relating to the tranche. To support the BMD tranche concept, the Contractor shall 
deliver NCOP system in three Baselines divided into manageable scope in 
incremental delivery. 

4.2.2. During and after development, test and acceptance of a Baseline is complete, 
BMD PVS test activities will commence led by the Purchaser as described in 
4.8.12. Training required to support a PVS shall also be provided as needed.  After 
a Baseline has completed BMD PVS test activities and has been deployed, 
feedback from the user community will be documented in the form of an 
Engineering Change Proposal (ECP), recorded as a change request and 
incorporated by means of patches or the future Baseline as deemed appropriate.  
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4.3. Sprint Delivery Methodology 

4.3.1. The Contractor shall deliver NCOP using an agile delivery methodology (e.g. 
SCRUM). The delivery will follow a sprint schedule and each sprint is identified 
as a System Engineering Sprint. 

4.3.2. Each of the consecutive System Engineering Sprint shall implement a new scope 
of requirements, and consolidate it with implementation of the requirements from 
the previous sprint, as agreed with the Purchaser.  

4.3.3. As a good practice, each System Engineering Sprint has to be kept short and time-
boxed. That will ensure the Contractor implementing the full scope of the sprint 
with more control and increasing the lessons learn for the next sprint. A sprint 
duration of two (2) months is recommended. The Contractor shall describe their 
software development approach in their proposal. 

4.3.4. A System Engineering Sprint shall include part of each stage: Requirements 
Analysis, System Design, and System Development, Testing & Integration. 

4.3.4.1. Within each stage part, the Contractor shall produce a revised version (draft 
or final) of the deliverables from the stage. 

4.3.4.2. The Contractor shall use the Change Management Process take into account 
the outcome of a System Engineering Sprint to revise deliverables as inputs 
for the next System Engineering Sprint. 

4.3.4.3. The Contractor shall organise and prioritize the requirements to be included 
in each System Engineering Sprint. 

4.3.4.4. The Contractor shall prepare a working development version of the NCOP 
software to demonstrate subsets of functionalities. 

4.3.4.5. In a sprint approach, it is common to apply a continuous integration. This 
approach will require to design the tests prior the sprint starts. 

4.3.4.6. The Contractor shall measure some metrics to value the product delivered: 
• Defect density - it measures number of defects per software size, for 

example per lines of code (LOC). While this metric can easily be 
skewed, it is valuable in fast-moving projects to check if growth in 
defects is “normal” given the growth of the underlying codebase. 

• Team Velocity - it measures how many user stories were completed by 
the team, on average, in previous sprints. It assists in estimating how 
much work the team is able to accomplish in future sprints. 

• The sprint burn down chart - it shows the number of hours remaining to 
complete the stories planned for the current sprint, for each day during 
the sprint. The sprint burn down shows, at a glance, whether the team is 
on schedule to complete the sprint scope or not. 

• Team member turnover - Low turnover (replacement of team members) 
in a scrum team indicates a healthy environment, while high turnover 
could indicate the opposite. 
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4.3.5. As described in the SCRUM methodology, the development team (also called 
SCRUM team) shall not exceed 10 people and shall be composed of different 
roles: 
• DT - Development Team (1 to x developers) 
• PO - Product Owner (1) 
• SM - SCRUM Master (1)  

4.3.5.1. The Contractor shall provide the development team. 

4.3.5.2. The Contractor shall provide a Proxy Product Owner which will get 
delegation from the NCIA Product Owner to daily interact with the DT. 

4.3.5.3. The Contractor shall provide the SCRUM master. 

4.3.6. Each sprint shall be articulated with these four mandatory events/meetings: 
• Sprint planning meeting 
• Daily SCRUM 
• Sprint review 
• Sprint Retrospective 

4.3.6.1. The Sprint Planning Meeting (see SDR 4.6.3.4) 
• Takes place at the beginning of each sprint 
• Lasts up to four (4) hours 
• Attended by the SCRUM team and NCIA representatives 

4.3.6.2. Daily SCRUM 
• Takes place at the same place (developers place or virtually), same 

time, every day 
• Lasts up to fifteen (15) minutes 
• Attended by the Development Team and required attendees by the DT 

4.3.6.3. Sprint review (see SER 4.3.14) 
• Takes place at the end of each sprint 
• Lasts up to four (4) hours 
• Attended by the SCRUM team, NCIA & users representatives as 

required 

4.3.6.4. Sprint Retrospective 
• Takes place at the end of each sprint 
• Lasts up to three (3) hours 
• Attended by the SCRUM team and NCIA representatives as required by 

the SCRUM team 

4.3.7. The Contractor should maintain traceability of the SRS requirements allocated to 
the User Stories.  

4.3.8. At the beginning of each sprint, The Contractor shall allocate the dedicated User 
Stories based on the requirements priorities (set by the Purchaser) and effort 
estimates (made by the contractor), the Contractor team workload capacity and 
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the existing sprint backlog. The sprint backlog is derived from the product 
backlog.  

4.3.8.1. The product backlog is a list of the new features, changes to existing features, 
bug fixes, infrastructure changes or other activities that a team may deliver 
in order to achieve a specific outcome. The product backlog is the single 
authoritative source for things that a team works on. 

4.3.8.2. The sprint backlog is the set of items selected from the product backlog to 
work on during the upcoming sprint. 

4.3.8.3. The Contractor shall provide dashboards based on the sprint metrics to 
follow the execution of each sprint. 

4.3.9. At the end of each System Engineering Sprint, the Contractor shall install the 
development version of the NCOP software to the Purchaser Collaborative 
Working Environment. If the scope of the sprint doesn’t fit the foreseen scope, the 
Contractor shall plan the remaining work items in a later Sprint. 

4.3.10. The development versions of the NCOP software shall be usable by the 
Purchaser/Users without assistance from the Contractor (to enable feed-back for 
all review activities). 

4.3.11. Within each System Engineering Sprint, the Contractor shall organise the 
following types of meetings using the recent version of the developed products 
relevant to the aim of the meeting: 

4.3.11.1. Sprint Design Review (SDR); 

4.3.11.2. Sprint End Review (SER); 

4.3.11.3. Joint Technical Reviews (JTRs), if required; 

4.3.11.4. Working Group Reviews (WGRs), if required;  

 
Figure 4 – Sprint Concept 
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4.3.11.5. Attendance in the Working Group Review and Joint Technical Review is 
solely at the discretion of the Purchaser and shall not be limited by the 
Contractor. 

4.3.11.5.1. Remote meeting shall be preferred (as described in 4.3.13) to increase 
efficiency for the Users community to participate in the Working Group 
session. 

4.3.11.5.2. The Contractor shall organise a single Working Group Review not to last 
more than 2 hours for a remote meeting. In the case where the agenda requires 
more time, several sessions shall be organised in accordance with the 
Purchaser. 

4.3.11.5.3. The Contractor shall seek approval from the Purchaser to decide in which 
Working Group should be discussed a subject (activity or deliverable) in the 
event where the subject may belong to different groups. 

4.3.11.5.4. In the case where a subject is not within the scope of a Working Group, the 
Contractor shall seek approval from the Purchaser to decide in which 
Working Group the subject will be further refined. 

4.3.11.6. The Contractor shall capture and manage all issues raised and JTRs, WGRs 
in the project RAID Log with a category corresponding to the Working 
Group handling the issue.  

4.3.12. Working Groups 

4.3.12.1. The Purchaser will establish the membership and be responsible for the 
overall leadership of the Working Groups.  Involvement by Users and 
Operational Stakeholders is key to the successful implementation of the 
project. 

4.3.12.2. The Contractor shall organise activities involving the Purchaser and the 
Users (excluding the Contractor internal engineering activities and Formal 
Reviews with the Purchaser) under a Working Group structure.  

4.3.12.3. The Contractor shall support the following Working Groups defined within 
the NCOP project:  

• Architecture Working Group (AWG); 
• End-User Working Group (UWG); 
• Interoperability Working Group (InWG);  
• Testing Working Group (TsWG). 

4.3.12.4. Architecture Working Group (AWG) 

4.3.12.4.1. The AWG scope is the overall technical Architecture of NCOP. The WG 
focus is the architectural-driving requirements and the design of NCOP.  

4.3.12.5. End-User Working Group (UWG) 
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4.3.12.5.1. The UWG scope is the end-user functional aspects, efficiency aspects, 
relation to the operational documentation (SOPs and CONOPS/CONUSE) 
and the Human-centred aspects. 

4.3.12.6. Interoperability Working Group (InWG) 

4.3.12.6.1. The InWG scope is the interoperability aspects, interfaces and information 
exchanges aspects. 

4.3.12.7. Testing Working Group (TsWG) 

4.3.12.7.1. The TsWG scope is the testing and acceptance aspects of the capability 
including both functional and non-functional aspects. This also includes any 
preparation for test data and scenarios. 

4.3.12.8. The Contractor shall insure that each Working Group addresses 
requirements, planned or on-going activities, issues and deliverables in its 
respective scope by collaboration between Users, Purchaser and the 
Contractor. 

4.3.12.9. The Working Groups shall meet under formula of Joint Technical Reviews 
(JTR) and Working Group Review (WGR).  

4.3.12.9.1. The aim of the JTRs shall be to address issues prior to formal coordination 
of issues within the current sprint. 

4.3.12.9.2. The aim of the WGRs shall be verification of the deliverables produced 
during the current sprint and providing recommendation for the next sprint. 

4.3.13. Joint Technical Reviews 

4.3.13.1. The Contractor shall recommend attendance to Joint Technical Reviews for 
Purchaser approval.  The Contractor shall be responsible for the overall 
leadership of the Joint Technical Reviews. 

4.3.13.2. The Contractor shall organize and conduct Joint Technical Reviews (JTR) to 
address and resolve critical technical issues in advance of the Working Group 
Reviews, supporting sprint development. 

4.3.13.3. The Contractor shall propose the subject and the timing of the JTRs to ensure 
the most critical technical risks are raised and mitigated as early as possible. 
The JTRs shall be planned as early as possible but as a minimum 1 week 
prior to the review to provide sufficient time for the identification of 
appropriate operational users and arrangements for their participation. 

4.3.13.4. The Contractor shall provide the following documents for the JTR: 
Table 4-1 – JTR Deliverables and documents 

Serial Activities / Documents 
1 RAID Log 
2 Change Request Log 



  NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 
  

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

61 
 

4.3.13.5. Entry Criteria 

4.3.13.5.1. The Contractor shall include in planning the JTR Entry Criteria given in 
Table 4-2 - JTR Entry Criteria and make them available to the Purchaser at 
least two (2) weeks prior to the JTR: 

Table 4-2 - JTR Entry Criteria 

Serial Activities / Documents 
1 A critical issue occurred and has been shared 
2 A preliminary JTR agenda 
3 The appropriate audience is present 
4 Active RAID log 
5 Active Change Request 

4.3.13.6. Success Criteria 

4.3.13.6.1. The Purchaser concludes that the JTR Success Criteria accomplished to 
complete the objectives of the JTR: 

Table 4-3 - JTR Success Criteria 

Serial Requirement 
1 A mitigation or solution has been approved by the Purchaser 

 

4.3.13.7. The Contractor shall deliver the list of issues to be reviewed, with an impact 
assessment, root cause of the issue (evidence) and possible solutions per 
issue.  

4.3.13.8. Unless agreed by the Purchaser or organised remotely in accordance with 
4.3.13.14, all JTRs shall be conducted at a Purchaser facility, either SHAPE, 
NCIA Brussels, or NCIA The Hague. The specific date and location must be 
agreed between the Contractor and the Purchaser's Project Manager. 

4.3.13.9. The Contractor shall provide all relevant resources including personnel, 
hardware, software, and tools at each review. 

4.3.13.10. The Contractor shall propose the detailed scope of the JTRs executed within 
System Engineering Sprint. The JTR’s shall be based on deliverables 
reviewed at SRR, PDR and SDR, following the sprint development 
framework. 

4.3.13.11. The Contractor shall provide the following items at each review: presentation 
and discussion of each issue, including relevant technical material, such as 
requirements references, design specifications, views, user stories, mock-
ups, screenshots, or prototypes, or developmental baseline release. 

4.3.13.12. The Contractor shall deliver the following items within one week after each 
JTR: meeting minutes, updated issues log, and any resulting proposed 
change requests. 
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4.3.13.13. In addition to these mandatory JTRs, the Contractor may call additional 
working group meetings, when deemed necessary, to ensure that critical 
project risks are raised, discussed, and resolved as early as possible 
throughout the course of the project. 

4.3.13.14. The Contractor may organise JTRs using remote meeting technologies 
(online conferencing tool) over the Internet after approval by the Purchaser. 

• The online review meeting shall take place in regular CET working hours, 
• The online review may be planned on a shorter notice than a regular 

review, but not shorter than a week. 
• The Contractor shall ensure that participation to an online review is at no-

cost for the participants. Any licences for the online meeting shall be 
arranged at the beginning of the Contract by the Contractor. 

• The Contractor shall allow the online review to go up to NATO 
Unclassified materials using appropriate security means. 

4.3.14. Sprint End Reviews 

4.3.14.1. The Contractor shall organize SER at the end of each sprint.  

4.3.14.2. The SER shall aim into recommendation for approval of the deliverables 
produced during the current System Engineering Sprint. The verification 
shall be carried out using the scope defined for SRR, PDR and SDR, as 
planned by the Contractor.  

4.3.14.3. The Contractor shall execute a demo to emphasize the achievements of the 
current sprint. The audience shall be constituted of NCIA project members 
and end-users. 

4.3.14.4. The Contractor shall provide the following documents for the SER: 
 

Table 4-4 – SER Deliverables and documents 

Serial Activities / Documents 
1 Sprint version of the software 
2 User Story Documentation (updated) 
3 Test Procedures 
4 RAID Log 
5 Sprint End Review Report 
6 Deficiency Reports (DRs) 
7 Change requests log 
8 Sprint dashboards and metrics 

4.3.14.5. Entry Criteria 

4.3.14.5.1. The Contractor shall include in planning the SER Entry Criteria given in 
Table 4-5 - SER Entry Criteria and make them available to the Purchaser at 
least one (1) weeks prior to the SER: 
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Table 4-5 - SER Entry Criteria 

Serial Activities / Documents 
1 Deficiency Reports and deficiency log have been shared 
2 A preliminary SER agenda 
3 The appropriate audience is present 
4 8 weeks have lasted since the beginning of the sprint 
5 The Contractor has prepared a demo covering the scope of the sprint 
6 Sprint version software available in Purchaser CWE 
7 Active RAID log 
8 Active change requests (including PVS ECP) 
9 The test procedures have been defined 
10 The sprint test cases have been run after the last build 
11 Sprint dashboards and metrics have been provided 

4.3.14.6. Success Criteria 

4.3.14.6.1. The Purchaser concludes that the SER Success Criteria accomplished to 
complete the objectives of the SER: 

Table 4-6 - SER Success Criteria 

Serial Requirement 
1 The contractor has demonstrated that the system fit the requirements 

for this particular sprint 
2 Any missing or failed user story has been allocated in a new sprint 

after the approval of the Purchaser 
3 The contractor has performed a demo highlighting the scope of sprint 
4 The test procedures have been agreed by the Purchaser 
5 Test cases have been executed, the results recorded and the RTM 

updated  
6 The sprint backlog is up to date and any work item has been 

reallocated in a later sprint (product backlog updated). 
7 Acceptance of PMR, SRR and PDR 
8 Acceptance of CDR (applicable to last SER of each baseline) 

4.3.14.7. The Contractor shall prepare SER Report and submit it within one (1) week 
after the completion of SER.  

4.3.14.8. The SER report shall contain: 
• Dates of the sprint 
• Agreed scope 
• Developed scope 
• Test procedures  
• Test log. 
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• Resulting backlog 
• Updated RTM with the requirements status at the end of the sprint.  

4.4. System Development Plan  

4.4.1. The Contractor shall provide and maintain a System Development Plan. The SDP 
shall describe all necessary activities for planning, managing and controlling the 
engineering efforts for specifying, designing, developing, testing, and supporting 
NCOP. 

4.4.2. The SDP shall describe: 

4.4.2.1. Engineering activities and work items defined in the PWBS Dictionary. 

4.4.2.2. The system development strategy including the organisation (by stage), 
tasks, resources, and methodologies. 

4.4.2.2.1. The system development strategy including the organisation (by stage), tasks,  

4.4.2.3. The technical approach, including the relationship between bespoke (i.e., 
software specially written to specification) and off-the-shelf products (i.e., 
existing products that can be integrated with little or no customization).  

4.4.2.4. The engineering processes (e.g., development technologies, development 
practices, design methodologies, unit testing and system integration 
procedures, static code analysis,  risks analysis, control and monitoring 
mechanisms). 

4.4.2.5. The computing system environment including hardware and operating 
system environment.  

4.4.2.6. The development and test methodologies, standards, tools (including OTS 
products and programming or scripting languages), engineering 
environment, equipment, facilities, libraries, interfaces, plug-ins/add-ins, 
glue code and data. 

4.4.2.7. Change management of the NCOP System Requirements Specification, 
System Design Specification, and Project Test Plan. Change management 
shall be described in line with the CMP (3.13.3) and the sprint delivery 
methodology (described in 4.3). 

4.4.2.8. System development schedule. Schedule shall be developed in line with 
the sprint delivery methodology (described in 4.2). 

4.4.2.9. Purchaser/User participation. Participation shall be achieved using a working 
group structure (described in 4.3.12). 

4.4.2.10. Requirements management, to ensure traceability, and alignment with 
requirements from other NCI Agency projects, and baseline of requirements 
within the work packages and across increments (described in 4.5.9). 

4.4.2.11. Following annexes: 
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Requirements Implementation Schedule (RIS); 
Usability Engineering Plan (UEP); 

4.4.3. Requirements Implementation Schedule (RIS) 

4.4.3.1. The Contractor shall provide a Requirements Implementation Schedule 
(RIS), which lists groups of NCOP requirements from the Contractual SRS 
and assigns in which Baseline the requirement will be implemented 
(Available at Baseline 1, 2, or 3). The assignment could be done at the sprint 
level. 

4.4.3.2. The Contractor shall provide, in the RIS, the roadmap for any COTS 
components used in the technical solution. The Roadmap should contain the 
list of planned updates to the COTS product and the new functionality that 
will be included in each Baseline. 

4.4.3.3. The Contractor will indicate, in the RIS, what will be implemented in each 
Build Process based on the proposed concept, technical solution envisioned, 
availability of COTS components and other relevant factors. 

4.4.3.4. The schedule shall have tabular form with the following columns: 
• Requirement id 
• Requirement short description 
• Implementation baseline and milestone: 

o SP1 to SPn (adjusted to the number of spiral) 
• EDC 
• BL3 – PSA 
• BL4 – PSA2 
• BL5 – FSA 
• Not implemented (requirements will not or cannot be implemented) 

4.4.3.5. Each requirement shall have at least one Implementation Milestone selected. 

4.4.4. Usability Engineering Plan (UEP) 

4.4.4.1. Usability Engineering Plan (UEP) which defines how the human-centred 
activities fit into the overall system development process shall be prepared 
as an annex to the SDP. 

4.4.4.2. The UEP shall identify: 
• The human-centred design process activities ; 
• The individuals and the organization(s) responsible for the human-centred 

design activities and the range of skills and viewpoints they provide ; 
• Effective procedures for establishing feedback and communication from 

users and other Purchaser representatives on human-centred design 
activities as they affect other design activities, and methods for 
documenting these activities ; 

• Suitable timescales to allow feedback and possible design changes to be 
incorporated into the project schedule. 
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4.5. Requirements Analysis 

4.5.1. The Contractor shall review the NCOP System Requirements Specification (SRS 
– Annex A) and all other applicable documents; liaise with NATO subject matter 
experts as necessary; and prepare its recommendations in terms of proposed 
changes to the SRS. The Contractor may propose changes to the SRS, in order to 
resolve inconsistencies and/or make improvements. Such proposals shall be 
considered by the Purchaser through the CCB process after Systems Requirements 
Review Meetings. 

4.5.2. The Contractor shall conduct the Requirement Analysis phase using the sprint 
delivery methodology (described in 4.2). 

4.5.3. Within agreed System Engineering Sprints the Contractor shall update the 
Requirements Implementation Schedule annexed to the SDP to reflect the 
requirements to be implemented with the sprint, as agreed during the System 
Requirements Review (described in 4.5.10). 

4.5.4. The Contractor shall justify any proposed changes to the requirements by the 
expected system cost, schedule, performance, and supportability impacts.  

4.5.5. The Contractor shall also identify any requirements that are in conflict (e.g., with 
design constraints). 

4.5.6. The Contractor shall identify requirements initially satisfied by the COTS 
proposed by the Contractor.  

4.5.7. The Contractor shall ensure compliance with IEEE 12207 (section 6.4.2) for 
requirements analysis activities. 

4.5.8. Security Risk Assessment (SRA) (not required) 

4.5.8.1. The Contractor shall conduct a Security Risk Assessment (SRA) which 
identifies all threats, vulnerabilities, and resulting risks to NCOP using the 
EBIOS or the NATO version of the CRAMM methodology. 

4.5.8.1.1. The SRA shall identify any changes to the SRS required to achieve the 
desired system accreditation. 

4.5.8.1.2. The Contractor shall provide a report documenting the findings of its SRA. 

4.5.9. Requirements Identification, Elaboration and Validation Support 

4.5.9.1. The Contractor shall provide requirements identification, elaboration and 
validation support for NCOP as stated in the following: 

• Elicit, analyse, and support validation of stakeholder needs, expectations, 
constraints, and interfaces to specify customer requirements that constitute 
an understanding of what will satisfy stakeholders. 

• Develop the lifecycle requirements of the product (e.g., development, 
maintenance, transition to operations, evolution). 
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• Review operational concepts and scenarios to refine and discover 
requirements. 

• Analyse needs and requirements (for each product lifecycle phase), the 
operational environment, and factors that reflect overall customer and end-
user needs and expectations for attributes such as safety, security, 
portability, maintainability, performance, interoperability and affordability. 

• Define the environment in which the product will operate, including 
boundaries and constraints. 

• Analyse stakeholder needs, expectations, constraints, and external 
interfaces to remove conflicts and to organize into related subjects. 

• Analyse requirements to determine whether they satisfy higher level 
requirements. 

• Analyse requirements to ensure that they are complete, feasible, realizable, 
and verifiable. 

• Explore the adequacy and completeness of requirements by developing 
product representations (e.g., prototypes, simulations, models, scenarios, 
and storyboards) and by obtaining feedback about them from relevant 
stakeholders. 

• Analyse the requirements to determine the risk that the resulting product 
will not perform appropriately in its intended-use environment. 

• Define constraints for verification and validation. 
• Establish and maintain relationships among the requirements under 

consideration during change management and requirements allocation. 
• Apply requirements elicitation, documentation, and verification and 

validation methods based on sound engineering principles. 
• Provide impact assessment of new project issues, risks, and changes.  

4.5.9.2. Requirements Elicitation Techniques: The Contractor shall employ the 
following techniques to elicit project requirements as applicable: 

• Questionnaires and interviews. 
• Business process analysis. 
• Operational scenarios obtained from end users. 
• Operational walkthroughs and end-user task analyses. 
• Prototypes, storyboards and models. 
• Observation of existing products, environments, and workflow patterns. 
• Participation in NATO exercises. 
• Brainstorming. 
• Market surveys. 
• Extraction from sources such as business process documents, standards, or 

specifications. 
• Use cases and user stories. 
• Business case analyses. 
• Reverse engineering (for legacy products). 

4.5.9.3. Requirements Specification 

4.5.9.3.1. The Contractor shall employ the following techniques to refine project 
requirements: 
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• Organize, facilitate, and document the results of Joint Technical Reviews 
and other stakeholder workshops (such as the Working Groups) in an 
agreed requirements database, and architecture product deliverables. 

• Develop User Story documentation (broken down from Epics and 
Features) to identify the required functions, supported processes, 
information exchanges, and operational modes of the service. 

• Develop proposed changes to the SRS, justified and documented by the 
products mentioned above. 

4.5.9.3.2. The Contractor shall propose changes to the SRS during the sprint delivery 
in order to take into account outcomes of the Working Groups Reviews or to 
mitigate identified issues. 

4.5.9.3.3. The Purchaser will propose changes to the SRS during the sprint delivery to 
take into account outcomes of the Working Groups Reviews or to mitigate 
identified issues. 

4.5.9.3.4. The Contractor shall propose a ranking and trade-in mechanism to ensure that 
proposed changes can be considered by the CCB within the same project 
scope or an extension. 

• Propose elaborated contractual requirements consistent with customer 
requirements to a level of detail that is sufficient to be included in the 
Contract. 

• Support the development of operational concepts and scenarios that 
include functionality, performance, maintenance, support, and disposal, as 
appropriate. 

4.5.9.3.5. User story 

4.5.9.3.5.1 The Contractor shall write User stories for users or the Purchaser to 
describe in few lines the functionality of the system being developed. 

4.5.9.3.5.2 The Contractor shall start defining User stories from Epics which are high 
level user stories, close to individual project goals or high-level business 
requirements. Those Epics will be decomposed into Features 
(intermediate level stories or requirements) which will be themselves 
decomposed into user stories. 

4.5.9.3.5.3 User stories describe what may be built in the software project. The 
Purchaser will prioritize the delivery of the User stories to indicate which 
are to be delivered first in accordance with the RIS. 

4.5.9.3.5.4 The User Stories (Epics and Features level) will be initially delivered and 
reviewed at SRR. During the sprints deliveries and at each SDR, the User 
Stories of the current sprint will be detailed and broken down as required. 
The use of good practices like the INVEST model (criteria for judging 
good stories) or SPIDR approach (approach to splitting stories) shall be 
considered.  

4.5.9.3.5.5 At TRR, the User Story documentation will be considered completed and 
ready for acceptance. 
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4.5.9.3.5.6 Each User Story must be linked with one or many requirements identified 
in the SRS. Those dependencies will be used in the development tool to 
allocate the sprint and follow the remaining work to perform and the 
quality (test driven).  

4.5.9.3.5.7 During the testing phase with users, the Contractor shall use the user story 
documentation to verify the software.  

4.5.9.3.5.8 A User Story will be considered done when the Proxy Product Owner 
(Contractor) and the Product Owner (NCIA) have noticed that the 
acceptance criteria have been met. 

4.5.9.4. User Interface Specification 

4.5.9.4.1. The Contractor shall prepare User Interface Specification (UIS) to capture 
the details of the Human Machine Interface (HMI) including Graphical User 
Interface (GUI) and covering most of the actions that an end user may 
perform. 

4.5.9.4.2. The Contractor shall ensure that the GUI design is compliant to the NCI 
Agency Style Guide (Human Machine Interface (HMI) Style Guide for Rich 
C4ISR Applications edition 2.0, NCI Agency, 30 Jul 30 2018). 

4.5.9.4.3. The UIS shall include the following: 
• Main user interaction through HMI. 
• Main Application View design. 
• Structure and navigation of Web pages. 
• Individual Application GUI. 
• Dialog boxes. 
• Notification windows. 
• Tooltips. 
• Description and navigation for each window. 
• All elements in a window (including the menu/list items). 
• Behaviour of control widgets. 

4.5.9.4.4. The UIS shall include all logical flows illustrated by the user stories, 
description of displays, windows and dialog boxes, full range of information 
displayed in GUI elements (e.g. items for a pull-down list). 

4.5.9.4.5. The Contractor shall deliver the first UIS with high-level requirements at 
PDR, a more detailed versions at CDR-3 & 4 and a final one at CDR-5. The 
actual details for individual software elements shall be added during related 
Build Processes and evaluated at related Software Requirements Reviews 
and Software Design Reviews. 

4.5.9.4.6. The Contractor shall provide user interface mock-ups supporting the 
descriptions included in the UIS better understanding and more effective 
assessment. 
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4.5.10. System Requirements Review 

4.5.10.1. System Requirements Review (SRR) is a multi-disciplined review to ensure 
that the system under review can proceed into initial systems development, 
and that all system requirements and performance requirements are defined 
and testable, and are consistent with cost, schedule, risk, technology 
readiness, and other system constraints. 

4.5.10.2. The Contractor shall organize and conduct System Requirements Reviews 
(SRR) to present its proposed changes to the Functional Baseline for the 
design and integration of the NCOP versions. 

4.5.10.3. The proposed changes to the SRS shall be delivered prior to a SRR. 

4.5.10.4. The System Requirements Specification shall be the Purchaser provided SRS 
with approved changes and, as required, extended with additional details 
supporting the approved scope. 

4.5.10.5. The Contractor shall provide the following documents for the SRR: 
Table 4-7 – SRR Deliverables and documents 

Serial Activities / Documents 
1 Updated System Requirements Specification (SRS) 
2 Security Risk Assessment (SRA) 
3 Initial User Story documentation (Epics and Features only) 
4 Active Change Requests (CR) 
5 Requirements implementation schedule (RIS) 
6 Initial Requirements Traceability Matrix (RTM) 
7 The Collaborative Working Environment (PFE) 
8 System Requirements Review Report (SRRR) 
9 Functional baseline 

4.5.10.6. Entry Criteria 

4.5.10.6.1. The Contractor shall include in planning the SRR Entry Criteria given in 
Table 4-8 - SRR Entry Criteria and make them available to the Purchaser at 
least two (2) weeks prior to the SRR: 

Table 4-8 - SRR Entry Criteria 

Serial Activities / Documents 
1 PMR passed with success 
2 A preliminary SRR agenda 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Preliminary system development plan 
6 Updated risk assessment and mitigations in the RAID Log 
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7 Active Change Requests 
8 The following Purchaser items: 

• Latest System Administrator Training Course Material of 
NCOP-2 release to be updated for NCOP 

 
9 Functional baseline available 

4.5.10.7. Success Criteria 

4.5.10.7.1. The Purchaser concludes that the SRR Success Criteria accomplished to 
complete the objectives of the SRR: 

Table 4-9 - SRR Success Criteria 

Serial Requirement 
1 System requirements are identified, detailed and understood by the 

Contractor 
2 All relative documents have been approved by the Purchaser 
3 Performance requirements and qualification provisions are set in the 

SRS and understood by the Contractor 
4 The SRS is sufficient to start the design and the implementation work 
5 Preliminary system development plan exists 
6 All changes to SRS are agreed, they are accepted to have sufficient 

detail to begin or continue with the system design and 
implementation work. 

7 Major risks have been identified, and viable mitigation strategies 
have been defined. Steps to mitigate risks are identified in the RAID 
Log. 

8 The following Purchaser items is available to the Contractor: 
• Latest System Administrator Training Course Material of 

NCOP-2 release to be updated for NCOP 
 

9 Functional baseline approved 

4.5.10.7.2. The Contractor shall prepare SRR Report and submit it within one (1) week 
after the completion of SRR. 

4.5.10.8. SRR shall be considered completed when the Purchaser and the Contractor 
have agreed to all necessary changes to the SRS such that the SRS is 
sufficient to begin or continue with the design and implementation work. 

4.5.10.9. SRR shall be used within the sprint development framework to update the 
Requirements Implementation Schedule annexed to the SDP to reflect the 
requirements to be implemented within the current sprint. 

4.5.11. Requirements Change Requests 
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4.5.11.1. The Contractor shall identify all proposed changes to System Requirements 
Specification in the form of one or more Change Requests.  

4.5.11.2. The Contractor shall prepare Change Requests following the guidelines of 
the Contract configuration management requirements as stated in 3.13.9. 

4.5.11.3. The CR impact description shall include a statement of compliance with the 
authorised scope of the project and any trade-offs that shall be considered. 

4.5.11.4. Provided approval of the Purchaser’s Contracting Authority, the Contractor 
shall update the baseline SRS to reflect the decision of the CCB on these 
Change Requests.  

4.5.11.5. The Contractor shall use this updated and approved SRS as the basis for the 
NCOP system design and subsequent design changes. 

4.6. System Design 

4.6.1. The Contractor shall perform system design activities in compliance with the 
processes defined in IEEE 12207. 

4.6.2. The Contractor shall conduct the System Design phase using the sprint delivery 
methodology (described in 4.2). 

4.6.3. Design Reviews 

4.6.3.1. For each baseline, prior to the first sprint, the Contractor shall organize and 
conduct a Preliminary Design Review (PDR) to present its design of the 
NCOP system for the current baseline 

4.6.3.2. At the beginning of each sprint, the Contractor shall organize and conduct a 
Sprint Design Review (SDR) to present its design of the NCOP system and 
any subsequent maintenance and major releases. 

4.6.3.3. For each baseline, the Contractor organize and conduct a Critical Design 
Review (CDR) to formally validate the design of the current tranche. The 
CDR will be planned when all the evidences of a mature design will be 
demonstrated. 

4.6.3.4. Sprint Design Reviews 

4.6.3.4.1. The Contractor shall conduct the Sprint Design Reviews (SDR) to present its 
detailed design of the NCOP system for the next sprint. The SDR shall be 
considered completed when the Purchaser agrees to the sufficient SDS 
(constituting the Developmental Baseline) and the next sprint HMI 
prototypes and mock-ups which have been refined based on documented 
usability tests with operational users and Subject Matter Experts (SMEs). 

4.6.3.4.2. The Contractor shall conduct a SDR for each sprint of a baseline. It will be 
focused on the requirements of the current sprint. 

4.6.3.4.3. The Contractor shall provide the following documents for the SDR: 
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Table 4-10 –SDR Deliverables and documents 

Serial Activities / Documents 
1 System Design Specification  (SDS) 
2 Requirements Traceability Matrix (RTM) 
3 Verification Cross Reference Matrix (VCRM) 
4 Interface Control Documents (ICD)  
5 Active change requests – change request log 
6 User Story documentation (updated – Epics & Features broken down) 
7 Prototypes for user assessment and Graphical User Interface (GUI) 

design refinement 
8 RAID log 
9 Sprint Design review report 
10 Analysis of Engineering Change Proposal (ECP) resulting from a 

PVS observations 
11 Sprint Test cases 
12 Sprint backlog 

 

4.6.3.4.4. Entry Criteria 

4.6.3.4.4.1 The Contractor shall include in planning the SDR Entry Criteria given in 
Table 4-16 and make them available to the Purchaser at least one (1) 
weeks prior to the SDR: 

Table 4-11 - SDR Entry Criteria 

Serial Activities / Documents 
1 Successful completion of the PMR, SRR and PDR and responses has 

been made to all SDR open issues 
2 A preliminary SDR agenda 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Prototypes and mock-ups refined based on usability tests 
7 Updated risk assessment and mitigations in the RAID Log 
8 Active Change Requests (including PVS ECP) 
9 Context of use and supported user tasks have been understood and 

identified 
10 The SDR must occur not later than the SER of the previous sprint 
11 Updated User Story documentation reviewed by the Purchaser 
12 The proposed requirements / User Stories to be allocated in the sprint 

have been estimated 
13 The Contractor has provided its sprint team capacity  
14 The sprint test cases have been reviewed by the Purchaser.  
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15 The team velocity is known 

4.6.3.4.5. Success Criteria 

4.6.3.4.5.1 The Purchaser concludes that the SDR Success Criteria accomplished to 
complete the objectives of the SDR: 

Table 4-12 - SDR Success Criteria 

Serial Requirement 
1 All requirements have been allocated in the RIS (current sprint and 

the following ones). 
2 Requirements of the sprint have been designed in the SDS and agreed 

by the Purchaser 
3 HMI prototypes and mock-ups agreed by the Purchaser 
4 Test datasets are identified and available 
5 Major risks have been identified, and viable mitigation strategies 

have been defined. Steps to mitigate risks are identified in the RAID 
Log. 

6 The User Stories mapping the requirements to be developed in the 
sprint have been detailed and approved 

7 The requirements / User Stories allocated in the sprint have been 
prioritized and the Contractor team capacity is sufficient to cover 
their estimates 

8 The sprint test cases have been approved by the Purchaser 

9 There is no requirement or User Story allocated in the sprint which is 
not covered by a test case. 

10 The Sprint allocation is realistic regarding the team capacity and the 
team velocity. 

11 Acceptance of PMR, SRR and PDR 

12 Acceptance of CDR (applicable to last SDR of each baseline) 

4.6.3.4.6. The Contractor shall prepare SDR Report and submit it within one (1) week 
after the completion of SDR. 

4.6.3.4.7. As required, the Contractor shall organise subsequent design reviews and 
shall deliver updated design documents as minor revisions within the sprint 
development framework that replaces earlier versions of the documents the 
Functional Baseline. The reviews shall be carried out within the framework 
of the Working Group Reviews 

4.6.3.4.8. Unless otherwise directed in an appropriate section, the Contractor shall 
include the following areas in its design reviews: 
• NCOP overall system, subsystem and interactions. 
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• NCOP Services breakdown, Services, componentization and 
interactions. 

• NCOP Human-Machine Interaction and Human Factors justifications. 
• CSCI-level (Computer Software Configuration Item-level) 

functionality, design, and interfaces. 
• NCOP System-level and Service-level interfaces, including external 

Services interfaces. 
• Core Service integration (at Service-level and host environment-level). 
• Design of NCOP Common Data Format (CDF), services messages and 

persistence layers. 
• For off-the-shelf products, the intended product and version, and note if 

any modifications, adaptations, or additional elements (such as macros 
or plug-ins) are required. Open Source Software (OSS) are to be 
disclosed (for review of OSS conditions by NCIA). 

• For any elements that require development: design, development, 
documentation, unit testing, and integration approach. 

• Sequence and scope of system tests of the initial or updated 
Developmental Baseline and any requirements for Purchaser support 
and participation. 

• Steps to mitigate risks identified in the RAID Log. 
 

4.6.3.5. Preliminary Design Reviews 

4.6.3.5.1. The Contractor shall conduct the Preliminary Design Reviews (PDR) and 
present its proposed System Design Specification for approval as the 
Allocated Baseline for the Contractor’s Detailed Design activities. The PDR 
shall be considered completed when the Purchaser agrees to the initial SDS 
which shall include mock-ups or prototypes for system HMI. 

4.6.3.5.2. The Contractor shall conduct a PDR for each baseline. It will be focused on 
the requirements of the current baseline. 

4.6.3.5.3. The Contractor shall provide the following documents for the PDR: 
Table 4-13 – PDR Deliverables and documents 

Serial Activities / Documents 
1 Initial System Design Specification (SDS) 
2 Initial Project Test Plan (PTP) 
3 User Interface Specification (UIS) 
4 Requirements Traceability Matrix (RTM) 
5 Verification Cross Reference Matrix (VCRM) 
6 Interface Control Documents (ICD)  
7 Active change requests – change request log 
8 User Story documentation (updated – Epics & Features broken down) 
9 Prototypes for user assessment and Graphical User Interface (GUI) 

design refinement 
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10 RAID log 
11 Preliminary Design Review report  
12 Analysis of Engineering Change Proposal (ECP) resulting from a 

PVS observations 
 

4.6.3.5.4. Entry Criteria 

4.6.3.5.4.1 The Contractor shall include in planning the PDR Entry Criteria given in 
Table 4-14 - PDR Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the PDR 

Table 4-14 - PDR Entry Criteria 

Serial Activities / Documents 
1 SRR passed with success 
2 A preliminary PDR agenda 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Allocated baseline available 
6 Updated risk assessment and mitigations in the RAID Log 
7 Active Change Requests 
8 Context of use and supported user tasks have been understood and 

identified 
9 The ICDs have been provided by the Purchaser 

4.6.3.5.5. Success Criteria 

4.6.3.5.5.1 The Purchaser concludes that the PDR Success Criteria accomplished to 
complete the objectives of the PDR: 

Table 4-15 - PDR Success Criteria 

Serial Requirement 
1 Initial System Design Specification is sufficiently detailed to 

implement the system 
2 All relative documents have been approved by the Purchaser 
3 Initial System Design Specification accepted by the Purchaser 
4 Major user interface features are reviewed and concept of interfaces 

are agreed. 
5 Agreement exists for the top-level requirements, including their 

verification and validation criteria, technical performance measures 
and any implementation constraints, and that these are finalised, 
stated clearly, and are consistent with the preliminary design. 

6 Major risks have been identified, and viable mitigation strategies 
have been defined. Steps to mitigate risks are identified in the RAID 
Log. 
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7 The initial Test Plan provide sufficient information to understand the 
overall test process and details the tests to be run during sprints. 

8 Allocated baseline approved 

4.6.3.5.6. The Contractor shall prepare PDR Report and submit it within one (1) week 
after the completion of PDR. 

4.6.3.6. Critical Design Reviews 

4.6.3.6.1. The Contractor shall conduct the Critical Design Reviews (CDR) and shall 
present its proposed System Design Specification for approval as the 
Allocated Baseline for the Contractor’s Detailed Design activities. The CDR 
shall be considered completed when the Purchaser agrees to the final SDS 
for the current baseline which shall include mock-ups or prototypes for 
system HMI. 

4.6.3.6.2. The Contractor shall conduct a CDR for each baseline. It will be focused on 
the requirements and the design changes of the current baseline. 

4.6.3.6.3. The Contractor shall provide the following documents for the CDR: 
Table 4-16 – CDR Deliverables and documents 

Serial Activities / Documents 
1 System Design Specification (SDS) 
2 User Interface Specification (UIS) 
3 Requirements Traceability Matrix (RTM) 
4 Verification Cross Reference Matrix (VCRM) 
5 Interface Control Documents (ICD)  
6 Active change requests – change request log 
7 User Story documentation 
8 Prototypes for user assessment and Graphical User Interface (GUI) 

design refinement 
9 RAID log 
10 Critical Design review report 
11 Analysis of Engineering Change Proposal (ECP) resulting from a 

PVS observations 
 

4.6.3.6.4. Entry Criteria 

4.6.3.6.4.1 The Contractor shall include in planning the CDR Entry Criteria given in 
Table 4-17 - CDR Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the CDR 
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Table 4-17 - CDR Entry Criteria 

Serial Activities / Documents 
1 PDR passed with success 
2 A preliminary CDR agenda 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Allocated baseline available 
6 Updated risk assessment and mitigations in the RAID Log 
7 Active Change Requests 
8 Context of use and supported user tasks have been understood and 

identified 

4.6.3.6.5. Success criteria 

4.6.3.6.5.1 The Purchaser concludes that the CDR Success Criteria accomplished to 
complete the objectives of the CDR: 

Table 4-18 - CDR Success Criteria 

Serial Requirement 
1 System Design Specification is fully detailed to implement the 

system 
2 All relative documents have been approved by the Purchaser 
3 User interface features are reviewed and concept of interfaces are 

agreed. 
4 Agreement exists for the top-level requirements, including their 

verification and validation criteria, technical performance measures 
and any implementation constraints, and that these are finalised, 
stated clearly, and are consistent with the preliminary design. 

5 The risks have been identified, and viable mitigation strategies have 
been defined. Steps to mitigate risks are identified in the RAID Log. 

6 Product baseline approved 

4.6.3.6.6. The Contractor shall prepare CDR Report and submit it within one (1) week 
after the completion of CDR. 

4.6.3.6.7. As required, the Contractor shall organise subsequent design reviews and 
shall deliver updated design documents as minor revisions within the sprint 
development framework that replaces earlier versions of the documents 
specifying the Functional Baseline. 

4.6.4. System Design Specification 

4.6.4.1. The Contractor shall establish, provide, and maintain the NCOP System 
Design Specification (SDS) based on the approved SRS specifying the 
Functional Baseline. The Contractor shall provide a system design that 
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maximizes the reuse of NCOP-2 PFI and avoid any duplication of existing 
components. 

4.6.4.2. The SDS shall describe the NCOP system to a level of detail that is sufficient 
for the Purchaser to be able to understand how the NCOP system will be 
implemented, operated, and managed.  

4.6.4.3. The development of the SDS shall be in accordance with the processes 
defined in sections 6.4.3, 7.1.2, 7.1.3 of IEEE 12207, IEEE 1016 (IEEE 
Recommended Practice for Software Design Descriptions) and the 
specifications below. 

4.6.4.4. After having an approved initial SDS (constituting the Allocated Baseline) 
at the Preliminary design Review (PDR) meeting, the Contractor shall 
develop the final SDS in accordance with the processes defined in section 
7.1.4 through 7.1.7 of IEEE 12207. 

4.6.4.5. The SDS shall identify the proposed Configuration Items and their design, 
functionality, interfaces, and data structures. For each CI, the SDS shall: 

4.6.4.5.1. Identify the functions and algorithms used by a component. 

4.6.4.5.2. Identify the functional requirements that are realized by a component. 

4.6.4.5.3. Identify any constraints imposed upon it. 

4.6.4.5.4. Identify any off-the-shelf and government furnished equipment (GFE) 
components necessary to build, deploy, or execute this computer software 
component. 

4.6.4.6. The SDS shall identify any Interface Control Documents (ICD) and 
Applications Programming Interfaces (API) required to document and 
control the interface between the NCOP system and external systems, 
services, or applications. 

4.6.4.7. The SDS shall identify all necessary customization (by parameterization or 
new software development) of the off-the-shelf packages that has to be 
performed. 

4.6.4.8. The SDS shall include the information as required in the architectural views 
listed in the SRS annex B “NCOP required architecture views and minimum 
content”, based on the NATO Architectural Framework, Version 4.0 The 
SDS data model shall be importable into the NCIA modelling tool. 

4.6.4.9. The SDS shall provide both the high-level and detailed design information 
as an integrated set of model files using structured dataset format containing 
all the required data and relationships according to the SRS specifications 
The Contractor shall use Archimate notation using the Archimate Model 
Exchange File Format or UML version 2.5 as a notation (design view only). 
The Contractor shall propose the most appropriate notation and 
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representation to represent the underlying data in the SDS to be validated by 
the Purchaser at PDR. 

4.6.4.9.1. The Contractor shall provide the SDS high level architecture model in the 
form of an NCOP logical model. The Purchaser will provide guidance on 
preparing the model. 

4.6.4.9.1.1 The NCOP logical model shall include at minimum the following UML 
diagram types: Use Case diagram, Class diagram, Object diagram, 
Activity diagram, Sequence diagram and State Machine diagram. 

4.6.4.9.2. The Contractor shall provide the SDS detailed design information in the form 
of an NCOP implementation model.  

4.6.4.9.2.1 The NCOP implementation model shall include UML diagram types such 
as: Activity diagram, Class diagram, Object Diagram, Component 
diagram, Deployment diagram, Sequence diagram, State Machine 
diagram and Communication diagram. 

4.6.4.9.2.2 UML class diagrams shall be used to identify and describe the computer 
software units and their interdependencies.  Class diagrams shall portray 
attributes (data), methods (functions, interface), and dependency 
relationships (e.g. inheritance, dependencies, associations). The 
Contractor shall produce the required information within NSV-1 and 
NSV-5 for these logical models. 

4.6.4.9.3. The content and dependencies between both models of the SDS shall be 
updated and managed by the Contractor during the complete project 
lifecycle.   

4.6.4.9.4. This design information shall be available using the standard output and 
viewing capabilities of an architecture tool to be agreed upon with the 
Purchaser, as well as to compatible web browsers using the web publishing 
capabilities (Microsoft Edge as Agency standard, Google Chrome and 
Mozilla Firefox).   

4.6.4.10. The SDS shall include the database schema (Logical and Physical Data 
Models). 

4.6.4.10.1. In addition to document-based versions of the schema, this database schema 
shall be provided in the native format of the database design tool proposed 
by the Contractor.  The provided data model with the database design tool 
shall support automated generation of Data Definition Language scripts to 
create target database structures for the chosen database management system.   

4.6.4.11. The SDS shall provide a detailed list of the OTS components (software) 
proposed to be supplied as part of the Contract. The product name, 
manufacturer name, and manufacturer’s part number, date of general 
availability, last date of support version, or release number shall be stated, as 
appropriate.  
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4.6.4.12. Each software item shall have at least three years of vendor support after 
final delivery. 

4.6.4.13. Requirements Traceability Matrix (RTM)  

4.6.4.13.1. As an appendix to the SDS, the Contractor shall provide and maintain a 
Requirements Traceability Matrix that guarantees the two way link between 
requirements (SRS), technical specifications (user story, SDS section, ICD 
section and configuration item), test scripts and test and operational 
acceptance criteria. The Contractor shall extend this matrix to the 
Developmental Baseline, Product Baseline, and the Project Test Plan to 
ensure verification throughout the project. 

4.6.4.14. Interface Control Document (ICD). 

4.6.4.14.1. The Contractor shall produce NCOP Interface Control Document, describing 
all external NCOP interfaces to be developed or updated within this contract. 
The ICD shall refer other ICDs where applicable. 

4.6.4.15. The Contractor shall include an updated set of all the above design artefacts 
as part of the delivered Product Baseline. 

4.6.4.16. Review and acceptance of design documentation provided by the Contractor 
to the Purchaser shall not imply Purchaser acceptance of the NCOP design. 
It remains the sole responsibility of the Contractor to prove the design 
through the regime of testing set forth in the Contract and it shall be the sole 
responsibility of the Contractor in the event that the system proves deficient 
in meeting the SRS. 

4.7. System Development and Integration 

4.7.1. The Contractor shall develop and integrate the components identified in the SDS. 

4.7.2. The Contractor shall perform system development and integration activities in 
compliance with the processes defined in sections 6.4 of IEEE 12207 and IEEE 
1016 (IEEE Recommended Practice for Software Design Descriptions). 

4.7.3. The Contractor shall conduct the System Development and Integration phase 
using the sprint delivery methodology (described in 4.3). 

4.7.4. For such custom adaptation as identified at SDRs and agreed to as part of the SDS, 
the Contractor shall adapt, integrate, document, and test software applications and 
scripts.  

4.7.5. Purchaser Access during Development 

4.7.5.1. The Purchaser, case-by-case by use of the IV&V team, reserves the right to 
monitor the Contractor's activities, including code inspections, to ensure that 
sound engineering practices are followed and that the requirements of the 
SRS are met. 
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4.7.5.2. During the process of development, the Contractor shall provide the 
Purchaser with Internet access to a version of the Developmental Baseline 
through the application lifecycle management/software development 
lifecycle (ALM/SDLC) software suite. This online accessible version of the 
application shall be updated to reflect the current build and allow access to 
both development data and dashboards. 

4.7.5.3. The Contractor shall permit Purchaser personnel or designees to inspect the 
Developmental Baseline. 

4.7.5.4. The Purchaser will notify the Contractor at least three working days before 
an inspection visit. 

4.7.6. The Purchaser shall retain ownership of the source code for any software 
developed as foreground knowledge.  

4.7.7. The Contractor shall deliver the source code, including internal and external 
libraries, and the software development environment required to allow future 
maintenance by the Purchaser. 

4.7.7.1. The Contractor shall integrate the source code, the requirements, and the 
links from the requirements to test cases in the test plan, the automated build 
and the test plan (with the test cases) into the Configuration Management 
Repository of the Purchaser. 

4.7.7.2. The Contractor shall deliver all test documentation, test data, and test suites 
to allow a full or partial retest after maintenance operations by the Purchaser. 

4.7.8. Software Engineering  

4.7.8.1. The Contractor shall apply a formally defined and documented object-
oriented engineering methodology. The methodology shall be documented 
in the System Development Plan. 

4.7.8.2. The Contractor shall use a Component-Based Architecture for developing 
the NCOP system as it is expected that it will be a combination of custom-
developed and off-the-shelf (whether commercially available or developed 
for other customers).  The Contractor shall design, document and implement 
components supporting well-defined interfaces and supporting reuse, 
encapsulation and independent deployment. 

4.7.8.3. The Contractor shall develop the NCOP system as a service-oriented 
architecture.  The Contractor shall identify, document and implement 
services (primarily as web services) that can be accessed within NCOP and 
by other authorised systems. 

4.7.8.4. The Contractor shall utilise available Bi-SC AIS Core Enterprise Services 
which will be provided either as components of the target operating 
environment or by the development of other NATO systems with which 
NCOP must co-operate and communicate. 
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4.7.8.5. The Contractor shall provide integration with available Bi-SC AIS 
Functional Services which will be provided either as components of the 
target operating environment or by the development of other NATO systems 
with which NCOP must co-operate and communicate. 

4.7.9. Subject to approval of the Purchaser under the Technology Substitution clause, 
the Contractor shall use the latest commercial version of the help authoring tool 
specified in the SRS to generate on-line help documentation. In addition to the 
executable modules, all on-line help source and configuration files shall be 
delivered. 

4.7.10. The Contractor shall be responsible for integration of the NCOP system. This 
integration shall include both the integration of the various hardware and software 
elements that constitute the NCOP system and the integration of the NCOP system 
with the existing NATO systems and capabilities specified in the SRS. 

4.7.11. Upon completion of the Baseline, the Contractor shall provide a candidate version 
of the Product Baseline to be delivered via the Collaborative Working 
Environment.  

4.7.12. Development and Integration Environments 

4.7.12.1. The Purchaser will provide the NATO Software Factory (NSF3) as PFE. The 
Contractor shall, unless otherwise agreed with the Purchaser, use the NSF as 
the platform for all software engineering, implementation work, and testing 
(including system integration testing). 

4.7.12.2. As the Contractor can only create and maintain engineering artefact at 
unclassified level on the NSF, the Contractor shall : 
• On occasions be able to use mock data values (e.g. mock domain 

values) and/ or data structures to enable work at unclassified level; 
• For any module/ component/deliverable where it is not feasible to work 

and provide at unclassified level (using mock data is not feasible), be 
able to do the work in Contractor’s own secure software engineering 
environment at NATO RΞSTRICTED level; 

4.7.12.3. The Contractor shall, when feasible, use existing NSF tooling (see footnote 
3) for managing the project engineering artefacts. The Contractor may 
propose additional tooling for managing engineering artefacts using the NSF 
for Purchaser’s approval. 

4.7.12.4. The Contractor shall organize the engineering artefacts in a structured and 
logical way that will enable the Purchaser to quickly find any artefacts based 
on context (e.g. work package, increment/ deliverable, etc.) and artefact type. 

                                                 
3 The NSF toolchain includes a number of tools that the Contractor can make use of in execution of this 
work including Azure DevOps, GitLab, Jira, Jenkins, Nexus, SonarCube 
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4.7.12.5. The Contractor shall provide the software build instruction and all the 
libraries (internal and external) which must allow the Purchaser to create a 
product baseline. The software build instruction must cover these functions: 
• Fetching the code from the source control repository 
• Compile the code and check the dependencies/modules 
• Run the automated unit tests 
• Link the libraries, code, files, etc. accordingly 
• Once successfully passed, Build the artefacts and store them 
• Archive the build logs 
• Send the notification mails 

4.7.12.6. The Purchaser will provide a Validation Environment. On the Purchaser 
request, the Contractor shall install NCOP on this environment in order to 
perform any activity of testing, verification or validation.  

4.8. Testing, Verification and Validation (TVV) 

4.8.1. The NCOP TVV follows a standard and established NATO cycle, but has been 
extended with steps required for BMD Programme Verification Strategy (PVS). 
As described in Figure 5, the TVV cycle is comprised of five modules: 1) System 
Test under Contractor lead; 2) Request for Change Test under Purchaser lead with 
Contractor support; 3) Patch Testing and Verification under Contractor lead; 4) 
On-Site Validation to be performed under separate contract; and 5) BMD 
Programme Validation under Purchaser lead with Contractor support.  The 
purpose of the BMD PVS is to perform System of System testing and integration, 
architecture verification, and operational validation. Verification and validation 
events supporting the BMD PVS take place on the basis of a two-year rolling test 
schedule in line with delivery of capability by Tranches as described in Section 
1.3.   
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Figure 5 – Overview of NCOP testing  

 

4.8.2. The NCOP TVV cycle will be executed for each of the three NCOP product 
baselines. 

4.8.3. Contractor Lead Testing.  

4.8.3.1. The Contractor shall define and develop test programs, plans, and 
procedures, conduct testing, and evaluate and document results. 

4.8.3.2. The Contractor shall ensure that rigorous testing, including regression testing 
when required, is performed at every stage of the project lifecycle in order 
to identify and correct deficiencies as early as possible and minimize impact 
on cost and schedule. 

4.8.3.3. The Contractor shall lead and perform verification and validation by means 
of the following methods; inspection, analysis, demonstration and/or testing 
(IADT) during, the engineering testing and demonstration phase and the 
acceptance test phase.  

4.8.3.4. The Contractor shall conduct testing and verification during all the sprints.  
The contractor shall provide evidence to the Purchaser of the results of these 
testing activities.  The Contractor shall respond to any Purchaser clarification 
requests regarding test results or performance within two working days. 
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4.8.3.4.1. The Contractor shall install the candidate version of the Laboratory, IV&V 
and BMD verification environments. 

4.8.3.5. The Contractor shall perform sequence of testing on the Release Candidate 
of each NCOP software baseline (BL3, BL, and BL5) in order to verify its 
quality and receive necessary approvals required to deploy the system in 
NATO operational environment. 

4.8.3.5.1. The Purchaser reserves the right to develop additional test procedures and 
conduct independent testing. 

4.8.3.6. The Contractor shall have the overall responsibility for meeting NCOP 
testing requirements, and shall provide the manpower required to integrate 
the NCOP system into the Purchaser testing environment and to perform the 
tests under its responsibility. 

4.8.3.7. The Contractor shall designate a Test Director and provide an overall Project 
Test Manager, who will work closely with the Purchaser’s assigned TVV&A 
lead through the execution of all test verification and validation activities 
during the software engineering phase and the acceptance test phase.  

4.8.3.8. The Contractor shall produce and maintain a Requirements Traceability 
Matrix (RTM) to track the test, verification, validation and assurance 
(TVV&A) status of all requirements during both the software engineering 
phase (engineering testing and demonstration) and the acceptance test phase. 

4.8.3.9. The contractor shall prepare the test documentation in accordance to the 
contractual requirements and ISO/IEC/IEEE-29119-3. 

4.8.3.10. The Contractor shall support the Purchaser during the NATO validation 
phase. 

4.8.3.11. The Purchaser or its designees (e.g., IV&V) will review/approve the 
Contractor’s test plans and procedures for correctness and completeness, and 
will monitor and inspect the Contractor’s test activities to ensure compliance. 

4.8.3.12. The Contractor shall ensure that its hardware, software, test equipment, 
instrumentation, supplies, facilities, and personnel are available and in place 
to conduct or support each scheduled test.  

4.8.3.13. The Contractor shall provide test data to support developmental, acceptance 
activities. 

4.8.3.13.1. The test data shall provide the quantities; the varieties of object types, object 
sizes and attribute values; the exceptional values; and the update frequency 
appropriate to the type of testing and sufficient to verify that all system 
requirements are met. 

4.8.3.13.2. For acceptance testing, the test data shall also include, as a minimum, the 
anticipated operational quantities and sizes of information objects identified 
in the SRS.  
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4.8.3.14. The Contractor shall perform testing to evaluate NCOP system performance 
and establish benchmarks for future enhancements, including the changes 
which are made to meet the requirements. 

4.8.3.15. The Contractor shall perform developmental, acceptance, and operational 
testing for future NCOP enhancements and modifications undertaken as part 
of this Contract, including the changes which are made to meet the 
requirements 

4.8.3.16. The Contractor shall support post go-live activities during the Service 
Operation and Operational Test and Evaluation period.  This will allow for 
the evaluation of the capability’s operational requirements such as 
performance and availability.  It will also establish benchmarks for future 
enhancements, including any changes made to fulfil the requirements 

4.8.3.17. All results of all formal test, verification or validation activities performed 
during a given day shall be recorded in the test management tool. The 
Contractor shall provide these test results for any given day by the start of 
the next working day (0900 AM), or as agreed by the Purchaser following 
the completion of the test activities. 

4.8.3.18. The Contractor shall only proceed to the next formal test event, after the 
successful completion of the previous test event and the agreement/approval 
by the Purchaser. 

4.8.3.19. For each event, the Contractor shall provide log/record of the event, 
including but not limited to individual test results, deficiencies found, 
requirement coverage, test execution durations, deviations during execution 
and sign-off for each result by both the Contractor and Purchaser. 

4.8.3.20. The Contractor shall produce and maintain the Requirement Traceability 
Matrix (RTM) which includes all functional, non-functional requirements 
and SSRS throughout the Contract execution to demonstrate and confirm that 
the verification and validation methods have successfully verified the 
requirements and that those requirements are tracked.  The Purchaser will 
review and approve the proposed RTM. 

4.8.3.21. The Contractor shall produce and maintain the Verification Cross Reference 
Matrix (VCRM) which defines how the requirement will be verified at each 
of the IVVA phases.  As a minimum, it shall consist of the following items 
and may be merged with the RTM into one configuration item upon 
agreement with the Purchaser:  

• Requirement UID from the Contractor’s database. 
• Requirement ID, from the SoW/SRS. 
• Requirement Text, from the Functional Baseline. 
• Change Request (CR) traceability. 
• Requirement heading, and descriptors from the SRS. 
• Operational acceptance criteria (OAC). 
• Implementation sprint, baseline and milestone. 
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• Configuration Item mapping. Reference to the Configuration Item (CI) to 
the Computer Software Configuration Item (CSCI), HWCI, Computer 
Software Components (CSC) and Computer Software Units (CSU). 

• Document mapping. Reference to document(s) and section(s) enabling to 
verify implementation of the requirement. Typically Low-level design. 

• The verification method: Inspection, Analysis, Test or Demonstration. 
• Correspondent test phase(s) for each requirement. 
• Verification Mechanism, including TC UID and Test Case name. 
• Verification Mechanism status/test case status. 
• Test Event, reference to latest test event when test case have been 

addressed. 
• Coverage Status (traceability verified, not verified). 
• Requirement confirmation status (met, not met). 
• Software Build Version and Release Number. 
• Platform, including security domain information. 
• Test Case date change and change description. 
• Contractor’s tester. 
• NCI Agency witness. 
• IVV Engineer status, to record the independent assessment. 
• IVV QA Status to record the independent assessment. 

4.8.3.22. The Contractor’s RTM shall be generated automatically from information 
managed by means of requirements/test management tools. 

4.8.3.23. The Contractor shall provide the Purchaser with updates (via the tools) to the 
RTM and VCRM daily during the execution of each IVVA event, and 
following the conclusion of each event. A workflow for updating the RTM 
and VCRM shall be proposed by the Contractor within two weeks after each 
event and approved by the Purchaser. 

4.8.3.24. If applicable, the Contractor shall develop and validate any Test Harnesses, 
simulators and stubs, including all script/code/data/tools required to execute 
the planned functional and non-functional tests in the Test Environment 

4.8.3.25. The QA organisation shall verify that all tests, including formal and informal, 
are adequately planned, designed, and executed in accordance to the 
Contract, the Project Test Plan and the Contractor's QMS. 

4.8.3.26. A Contractor QAR shall be present at all formal test activities. 

4.8.4. Project Test Plan (PTP) 

4.8.4.1. The Contractor shall produce a Project Test Plan that details all test 
verification, validation and acceptance test activities the Contractor proposes 
to conduct to meet all the requirements in the SOW, requirements 
specifications and final design. The Purchaser will review the Project Test 
Plan and approve once all deficiencies have been corrected.  The Purchaser 
will monitor and inspect the Contractor’s activities to ensure compliance. 
The Contractor shall keep the Project Test Plan always up to date.  
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4.8.4.2. The Project Test Plan shall describe how the Contractor intends to meet the 
following objectives: 

• Verification that the design produces the required capability; 
• Verification that implemented requirements do not introduce in regression 

in the system; 
• Confidence that system deficiencies are detected early and tracked through 

to correction by using a test management tool and logged in a file; 
• Compliance with the requirements of the SRS, including quality attributes 

and their test case coverage and with external system interfaces as defined 
in the ICDs, including any plug-ins/add-ins and glue code; 

• Operational readiness and suitability of all configurations; 
• Verification by the operational users that the system is usable and 

acceptable; 
• Verification that the system can be efficiently supported and maintained; 
• System characterisation to establish the system’s performance benchmarks; 
• Documentation and code verification; 
• Implementation of the validation environment. 

4.8.4.3. The Project Test Plan shall describe the Contractor’s test organisation and its 
relationship with the Contractor’s Project Management Office, QA 
functions, the Configuration Management structure and the design and 
development teams. 

4.8.4.4. The Project Test Plan shall provide a flow diagram that identifies the overall 
sequence of tests, the location, and Contractor and Purchaser equipment and 
personnel involved in each test, and the relationship of test events to project 
milestones 

4.8.4.5. The Project Test Plan shall describe how the Contractor will apply 
requirements-based testing to ensure that the requirements have been 
addressed during testing, to determine whether NCOP meets the contractual 
and end user requirements. 

4.8.4.6. The Project Test Plan shall describe how the Contractor will apply Service-
based-testing to ensure that NCOP processes and people can work effectively 
and efficiently together to deliver NCOP services, according to the 
contractual requirements. The contractor shall define test scenarios that 
include elements of the three pillars: people, processes and technology. All 
Contractor's service based test cases and scenarios shall be approved prior to 
their execution by the Purchaser. The Contractor shall demonstrate through 
testing the integration of NCOP with processes and with trained users. The 
Contractor shall develop test cases for each type of quality criteria and ensure 
full test coverage.  Contractor shall conduct Quality Based Testing (QBT) 
for each Release prior to any deployment activity 

4.8.4.7. The Project Test Plan shall describe how the Contractor will apply QBT, 
including usability and performance testing, through both engineering 
testing and demonstration phase, to verify the SW product quality model 
characteristics defined by ISO 25010 and specified by the SRS. The 
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Contractor shall conduct QBT for each Release prior to any deployment 
activity. 

4.8.4.8. The Project Test Plan shall identify the test documentation associated with 
each test, including the scenario, procedures, test data, test results, and test 
reports.  

4.8.4.9. The Contractor shall prepare the Project Test Plan in keeping with the format,  
concepts, test process and test techniques  identified by ISO/IEC/IEEE 
29119-1, ISO/IEC/IEEE 29119-2, ISO/IEC/IEEE 29119-3, ISO/IEC/IEEE 
29119-4. 

4.8.4.10. The Contractor shall generate one test plan (including test design 
specification) per event that will detail all the information for that event. The 
Contractor shall provide and maintain these phase test plans as annexes to 
the Project Test Plan. 

4.8.4.11. The Project Test Plan shall identify how deficiencies are tracked through to 
correction by using a test management tool or deficiencies management tool 
respectively.  

4.8.4.12. The Project Test Plan shall identify any specialised or long-lead items 
required for testing. 

4.8.4.13. The Project Test Plan shall identify all NCOP Configuration Items (CIs) that 
are subject to the test program and shall indicate by which method the items 
will be evaluated. 

4.8.4.14. The Project Test Plan shall include a description of how the Requirements 
Traceability Matrix (RTM) shows how test tasks demonstrate that the tested 
system fulfils specific SRS requirements and implements specific SDS 
features. 

4.8.4.15. The Project Test Plan shall provide the allocation of test procedure to each 
test task supporting the tests. 

4.8.5. Test Management Tool 

4.8.5.1. The Contractor shall perform Test Quality Management by introducing a 
Test Management Tool and Test Automation Tool 

4.8.5.2. The Contractor shall use a common and verified Test Management System 
in coordination with the Purchaser, and shall provide the outputs of the Test 
Management System as required.  

4.8.5.3. The Test Management Tool shall: 

4.8.5.3.1. Link requirements in the SRS to test cases, procedures, and results. 

4.8.5.3.2. Support Test Preparation, Test execution, as well as the logging of errors.   
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4.8.5.3.3. Support the establishment of version-controlled test baselines associated with 
the Functional, Development and Product Baselines. 

4.8.5.3.4. Provide all Test Case references to the associated SRS requirement(s). 

4.8.5.3.5. Provide all Test Case references to the associated functional area(s) in the 
logical model of NCOP SDS. 

4.8.5.3.6. Provide detailed Test Case description, including: 
Table 4-19 Test case description 

Serial Requirement 
1 Unique identifier 
2 Objective 
3 Expected results 
4 Input data 
5 Preconditions    
6 Execution procedures 
7 Output data 
8 Post conditions 
9 Exception handling, including test break-off criteria 

4.8.5.3.7. Provide overall and individual Test Case dependencies. 

4.8.5.3.8. Provide overall procedures for sequences of tests, such as those for the 
Factory Acceptance Test.  

4.8.5.3.9. Provide individual and summary test results. 

4.8.5.3.10. Provide a Test Log of all tests run, including: 
Table 4-20 Test log 

Serial Requirement 
1 Date 
2 Test-ID 
3 Tester 
4 Test conditions 
5 Test results 
6 Test witness 
7 Release number  

4.8.5.4. Support change management, including data on test errors, affected Test 
Cases, associated deficiency reports, and change history. 
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4.8.5.5. The Contractor shall make the contents of the Test Management Tool 
information (including deficiencies management) accessible on a read-only 
basis via the Collaborative Working Environment. 

4.8.5.6. The Contractor shall deliver the contents of the Test Management Tool once 
a month based on Purchaser’s request.  

4.8.6. Test Automation Tool 

4.8.6.1. The Contractor shall make use of automated testing and supporting testing 
tools (test management, requirement coverage, issue tracking, etc.) to the 
maximum applicable extent, for all system development, implementation, 
internal and formal tests. The process and proposed supportive tools shall be 
described in the Project Test Plan. In areas where the Purchaser already uses 
specific tools, the Contractor shall make use of the tools in use by the 
Purchaser. 

4.8.6.2. The Contractor shall use a test automation tool which is part of the test 
management tool to allow automation on repeatable test cases related to 
performance and stress testing 

4.8.7. Test Procedures 

4.8.7.1. The Contractor shall develop and maintain procedures (or test scripts) for 
each test task supporting the NCOP tests.  

4.8.7.1.1. The test procedures shall cover the verification events executed on the 
laboratory environments and the UAT executed on the NATO S*CRET 
environment (see Figure 5 – Overview of NCOP testing ). 

4.8.7.2. The test procedures shall cover all aspects of the user stories. 

4.8.7.3. The Contractor shall identify any conditions which shall be satisfied prior to 
application of the test with, if applicable, a block diagram showing the 
proposed method of meeting the test requirements. 

4.8.7.4. The Contractor shall state for each test the following items: 
Table 4-21 Test description 

Serial Requirement 
1 Test objective; 
2 NCOP elements and facilities and test equipment involved; 
3 Configuration parameter resets (i.e., to allow recording of relevant 

initial parameter settings) 
4 Steps to be taken to achieve the test outcome 
5 Data to be collected 
6 Expected outcome. 

4.8.7.5. The Contractor shall include a subset of the Requirements Traceability 
Matrix (RTM) to show how test tasks are linked to and demonstrate specific 
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SRS requirements. The relationship between the Test Procedure and the 
Requirement shall be bi-directional. 

4.8.7.6. The Contractor shall identify the means of measurement or assessment for 
each test. 

4.8.7.7. The Contractor shall forward the test procedures for Purchaser review and 
acceptance at least two weeks prior to test execution. 

4.8.8. Test Reports 

4.8.8.1. The Contractor shall provide test status reports to the Purchaser regarding 
verification and validation activities during the planning/design and 
development phases, via the use of a dashboard report within the test 
management tool set and through meetings.  

4.8.8.2. The Contractor shall record the results for each test called for in the test plan 
in a test report, using test results sheets incorporated in the relevant test 
procedure. 

4.8.8.3. Where the Purchaser or his representative has witnessed the testing, the 
Contractor shall make appropriate annotations on each page of the test results 
to ensure that the test report is a true record of test activities and results as 
witnessed by the Purchaser, and the whole test report shall be signed by the 
Contractor representative and by the Purchaser representative on completion 
of that testing. Where the Purchaser has witnessed the testing, the witness 
shall sign the summary test results. Such signatures shall only confirm the 
accuracy of the test results and shall not be considered as an acceptance of 
the testing.  

4.8.8.4. Any failure to complete a test successfully shall be recorded by the 
Contractor, logged as a Deficiency Report, and noted in the test report. 

4.8.8.5. An electronic report shall be distributed to the Purchaser for acceptance 
within two weeks after the completion of the test. 

4.8.8.6. The Contractor shall provide, as a minimum, the following information with 
test report: 

• Test report cover sheet which clearly shows how many tests passed, failed, 
or were not run. 

• Summary covering test result assessment, result dashboard and logs 
covering test cases, requirements and deficiencies status;  

• Reference to test plan, test procedure, test case/suite;  
• Date when the test was run; 
• Identification of the PBL and specific build under test; 
• Identification of the data set used to conduct the test session; 
• Description of the system under test and of the configuration of the testing 

environment. 
• Test result ("Pass", "Fail", "Not run"); if “Fail”, identification of the 

associated deficiency report addressing the deficiencies; 
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• Test Item status, including contractual requirements status; 
• Deficiency reports log; 
• Any annotations by the Purchaser’s representative; 
• Comments; 
• Contractor representative signature (Test Suite); 
• Purchaser representative signature; 

4.8.9. Test Failures 

4.8.9.1. Classification of Failures 

4.8.9.1.1. Should a failure occur during testing, the Contractor shall submit a failure 
report (individually identified to ensure traceability) and carry out a 
preliminary investigation to classify the failure as one of the following: 

4.8.9.1.1.1 Class “A”: there is evidence that the cause was an external or transient 
condition; 

4.8.9.1.1.2 Class “B”: there is mutual agreement between the Contractor and 
Purchaser that the cause was an inherent design or manufacturing 
deficiency in the unit under test;  

4.8.9.1.1.3 Class “C”: When the specific nature of the cause cannot be immediately 
determined and a more detailed investigation is required before a 
conclusion can be drawn; 

4.8.9.2. Class "A" Failures 

4.8.9.2.1. In the event that a preliminary investigation results in the classification of a 
failure as described above, the Contractor shall repeat the test at least three 
successive times in order to confirm the failure. 

4.8.9.2.2. If the re-test is successful, the Purchaser will close the observation and testing 
shall be resumed from the point immediately after that where the failure 
occurred. 

4.8.9.2.3. If the re-test fails, the Contractor shall change the failure category to class 
"B" or "C", as described above. 

4.8.9.3. Class "B" Failures 

4.8.9.3.1. If a failure is classified as a Class "B" from above, the Contractor shall 
suspend all testing until the Contractor determines the specific cause of the 
failure and proposes appropriate remedial action acceptable to the Purchaser. 

4.8.9.3.2. If the Contractor determines that the cause of the failure or the effect of the 
proposed remedial action will have no influence whatsoever on other areas 
of scheduled testing, it may propose to the Purchaser to continue testing in 
the other areas prior to the rectification of the cause of the failure. 
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4.8.9.3.3. The Purchaser shall have the right to require repetition of any or all tests 
performed in these circumstances after the rectification of the cause of the 
failure and the subsequent re-tests, to prove they have been successfully 
completed. 

4.8.9.3.4. The Contractor shall be responsible for all costs related to the rectification of 
deficiencies or failures and subsequent re-testing caused by the design or 
production of the deliverables identified during the verification and/or testing 
cycles.  

4.8.9.3.5. The Contractor shall be responsible for any travel, subsistence and other 
incidental expenses incurred by the Purchaser as a result of the requirement 
for the re-performance of tests necessitated by test failures. 

4.8.9.3.6. The Contractor shall provide full details describing the cause of the failure 
and the recommended remedial actions to be taken by the Contractor. 

4.8.9.3.7. After the Contractor has taken remedial action, the test may be resumed at 
the step during which the deficiency or failure was identified; however, the 
Purchaser shall have the right to require that re-testing includes all of the tests 
related to the verification of that particular specification requirement. 

4.8.9.4. Class "C" Failures 

4.8.9.4.1. If a failure is classified as a Class "C" from above, the Contractor shall 
immediately suspend testing of test case and conduct a detailed investigation 
into its causes.  

4.8.9.4.2. The Contractor shall report its findings and recommendations on the cause 
and remedial action required and advise if the failure should be re-classified 
as either a Class “A” or “B.” The actions previously described relating to 
these classifications shall then be commenced. 

4.8.9.4.3. If the Contractor determines that the test failure was due to a component 
failure and not attributable to a deficiency in design, then the defective 
component may be replaced and the failure re-classified as a Class "A" 
failure. 

4.8.9.5. Tracking of Failures 

4.8.9.5.1. If a failure occurs during testing, the Contractor shall record the event and 
log the subsequent actions taken to resolve the failure 

4.8.9.6. Test deficiency categorization: 

4.8.9.6.1. Should a test failure be a test deficiency, the Contractor shall classify the 
deficiency according to its severity and its priority, where: 

4.8.9.6.1.1 The severity is the degree of impact that the deficiency has on the 
development or operation of a component or system. The severity of the 
failure shall initially be proposed by the tester but shall officially be set in 
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agreement with all the stakeholders. When agreement cannot be reached 
the Purchaser's PM will set the severity. 

4.8.9.6.1.2 The priority defines the order in which deficiencies SHALL be resolved. 
The priority of the deficiency shall initially be proposed by the tester but 
shall officially be set in agreement with all the stakeholders. When 
agreement cannot be reached the Purchaser's PM will set the priority. 

4.8.9.6.2. According to their severity, deficiencies SHALL be classified as one of the 
following severity classes: 

4.8.9.6.2.1 Critical: A major deficiency for which a work around does not exist. The 
deficiency totally prevents the system from performing operational 
processes and/or causes unrecoverable data loss. Applies to conditions 
under which one or more components are totally inoperative and 
jeopardize the ability to continue using the system. This condition 
generally is characterized by a complete or catastrophic system failure and 
requires immediate restoration or correction 

4.8.9.6.2.2 Major: A significant deficiency that causes severely impaired functions 
but does not prevent operational processing. Applies to conditions under 
which one or more components are partially inoperative, but are still 
usable by the users. A workaround is available but it may be labour 
intensive or require manual intervention. 

4.8.9.6.2.3 Minor: A functional deficiency that causes a specific aspect of the system 
to fail. There is a reasonably satisfactory work around which can be used 
during normal operations for a limited period of time. The system may be 
released provided the deficiency and work around is documented. Applies 
to conditions under which one or more components are usable with limited 
functions, but creates a manageable situation with respect to the normal 
operations. A work around is available and does not require any manual 
intervention 

4.8.9.6.3. The Contractor shall ensure, that according to their priority, deficiencies are 
classified as one of the following in Priority Classes: 

4.8.9.6.3.1 Urgent. The deficiency shall be resolved as soon as possible 

4.8.9.6.3.2 Medium. The deficiency shall be resolved in the normal course of 
development activities. It can wait until a new build or version is created. 

4.8.9.6.3.3 Low. The deficiency is an irritant which should be repaired, but repair can 
be deferred until after more serious deficiencies have been fixed. 

4.8.10. Test Waivers 

4.8.10.1. If the Contractor has previously successfully completed qualification testing 
to national or international standards for assemblies, subassemblies, 
components or parts, the Contractor may submit documentation that 
substantiates the particular test requirement.  
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4.8.10.2. The Purchaser reserves the right to review and approve the test 
documentation for acceptance and waiver of any test requirement. 

4.8.10.3. The Contractor shall produce the following to justify a test waiver: 

4.8.10.3.1. The nationally or internationally certified test results; 

4.8.10.3.2. The test standards, procedures and methods employed on the testing; and 

4.8.10.3.3. The test environment specifications that show that the previous testing 
matches the requirements of this Contract. 

4.8.10.3.3.1 The Contractor shall certify that the environment to be implemented is 
identical to that which was originally tested and certified, or advise the 
Purchaser of design/construction changes which affect form, fit or 
function.  

4.8.10.3.3.2 The Purchaser, after review of such changes and their impact, reserves the 
right to require test and certification of the modified equipment at no cost. 

4.8.10.4. The Contractor shall record and log all waiver requests along with their 
resolution. 

4.8.11. Tests 

4.8.11.1. Test Readiness Review (TRR) 
4.8.11.1.1. A Test Readiness Review (TRR) ensures that the test article (hardware/ 

software), test facility, support personnel, test procedures, test data and test 
tools are ready for testing and data acquisition, reduction, and control. 

4.8.11.1.2. Before scheduling any testing or evaluation phase, the Contactor shall host a 
Test Readiness Review (TRR) to review preparations and readiness for 
testing of software configuration items, including adequate version 
identification of software and test procedures.   

4.8.11.1.3. The Contractor shall provide the following documents for the TRR: 
 

Table 4-22 – TRR Deliverables and documents 

Serial Activities / Documents 
1 Project Test Plan (PTP) 
2 Test Procedures 
3 Security Implementation Verification Procedures 
4 (Acceptance Test Phase) Test Plans  
5 Test Report form (empty) 
6 Product baseline 
7 Software qualification evidence  -  Source Code Review Report  
8 Software qualification evidence  -  All previous test reports (including 

last dry-run test report)  
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9 Software qualification evidences - Test log 
10 Software qualification evidence – Requirements Traceability Matrix 

addressing the last verification status for all the Contractual 
requirements associated with one or more of the verification methods 
(IADT). 

11 Software qualification evidences -  Functional configuration Audit 
(FCA) report 

12 Test Automation Tool 
13 RAID Log 
14 Test Crew Training 
15 Maintenance Instruction 
16 User & System Administration manuals 
17 System administrator training materials 
18 Build Environment 
19 Test Readiness Review Report 
20 User Story documentation 
21 Software Version Description (SVD) 

4.8.11.1.4. Entry Criteria 

4.8.11.1.4.1 The Contractor shall include in planning the TRR Entry Criteria given in 
Table 4-23 - TRR Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the TRR: 

Table 4-23 - TRR Entry Criteria 

Serial Activities / Documents 
1 Product baseline finalized 
2 Specifications for the systems are complete and approved 
3 A preliminary TRR agenda 
4 Success Criteria (enhanced or adapted) 
5 All relative documents have been delivered and reviewed 
7 Qualification Testing Performed 
7 Test procedures documented, approved and ready to be executed 
8 Software version to be tested identified 
9 Test Report performed by Contractor internal testing 
10 Network accreditation for CFBLNet connectivity is in place (not 

necessary when a simulation is brought to ITB) 
11 Active RAID Log 
12 Test Automation Tool has been delivered 
13 The NCOP team has received the Test Crew Training 
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14 The Story documentation is available and fully cover the current 
baseline 

15 All required test resources people (including a designated test 
director), facilities, test articles, test instrumentation, and other test 
enabling products have been identified and are available to support 
required tests 

16 Roles and responsibilities of all test participants are defined and 
agreed to 

17 Test contingency planning has been accomplished, and all personnel 
have been trained 

18 Last SER has been succesfull 

4.8.11.1.4.2 Documentation that requires formal review for Purchaser acceptance prior 
to a TRR, shall be provided no less than two (2) week prior to TRR. 

4.8.11.1.5. Success Criteria 

4.8.11.1.5.1 The Purchaser concludes that the TRR Success Criteria accomplished to 
complete the objectives of the TRR: 

Table 4-24 - TRR Success Criteria 

Serial Requirement 
1 All tests, support personnel, and test procedures are approved and 

ready to execute the test events 
2 All relative documents have been approved by the Purchaser 
3 The objectives of the testing have been clearly defined , documented, 

and they provide a reasonable expectation that the objectives will be 
met 

4 Each requirement is covered by one or more test cases 
5 A test case do not cover more than five requirements 
6 Operational software (baselined version to be tested) (PBL) is 

available on the NCOP Test System 
7 Test personnel have received appropriate training in test operation 

and safety procedures 
8 Test Report form (empty) has been approved 
9 Test Automation Tool is available 
10 The Contractor has demonstrated its capability to perform most of the 

test procedures using the Test Automation Tool 
11 Major risks have been identified, and viable mitigation strategies 

have been defined. Steps to mitigate risks are identified in the RAID 
log. 

12 The authorisation to continue to the system test event has been 
granted. 
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4.8.11.1.6. The Contractor shall prepare TRR Report and submit it within one (1) week 
after the completion of TRR. 

4.8.11.1.7. The contractor shall conduct a Test Readiness Review (TRR) meeting at least 
one week prior to the FAT event.  

4.8.11.1.8. The Contractor shall conduct a nimble Test Readiness Review (TRR) prior 
each of the test events executed after FAT.  

4.8.11.2. Factory Acceptance Test (FAT) 

4.8.11.2.1. The purpose of the Factory Acceptance Test is to demonstrate that the 
Product Baseline complies with the Functional Baseline and that the off-the-
shelf and uniquely developed elements of the NCOP system have been 
integrated to meet the requirements of the SRS and the SOW, based on a 
selection of tests. 

4.8.11.2.2. The testing environment for FAT shall reflect the target implementation 
environment including configuration and NATO – approved security 
settings. The tests shall cover both functional testing and security testing. 
Tests shall also cover all product characteristics to the maximum possible 
extend.  

4.8.11.2.3. The FAT is conducted by the Contractor and observed by the Purchaser. The 
Contractor shall allow the Purchaser to perform specific tests after 
demonstration of that test by the Contractor.  

4.8.11.2.4. The FAT shall be conducted on the basis of tests. These tests shall be 
developed by the Contractor. The tests shall be based on test data and 
description of test outcomes developed/produced by the Operational 
community (the final users) if available. 

4.8.11.2.5. The Contractor shall facilitate and support up to five days of ad hoc testing 
by Purchaser personnel. The Contractor shall support the ad hoc testing and 
shall provide space and up to five NCOP system-enabled workstations for 
Purchaser personnel. The Contractor shall record and assess for Contract 
relevance any discrepancies identified during ad hoc testing. 

4.8.11.2.6. The Contractor shall provide the following documents for the FAT: 
 

Table 4-25 – FAT Deliverables and documents 

Serial Activities / Documents 
1 Factory Acceptance Test Procedure 
2 Project Test plan 
3 Test procedures executed 
4 Test reports  
5 RAID Log 
6 User Story documentation 
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7 Sprint backlogs / Product backlog 

4.8.11.2.7. Entry Criteria 

4.8.11.2.7.1 The Contractor shall include in planning the FAT Entry Criteria given in 
Table 4-26 - FAT Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the FAT: 

Table 4-26 - FAT Entry Criteria 

Serial Activities / Documents 
1 TRR passed with success 
2 System delivered 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Testing environment ready to be used and it reflects the target 

implementation environment 
6 Purchaser ad hoc testing ready 
7 Time, location, material and resource available for Contractor and ad 

hoc testing 
8 Test procedures covering the requirements provided (Requirement 

traceability) 
9 Test schedule provided 
10 Product Baseline installed on the ITB 

4.8.11.2.8. Success Criteria 

4.8.11.2.8.1 The Purchaser concludes that the FAT Success Criteria accomplished to 
complete the objectives of the FAT: 

Table 4-27 - FAT Success Criteria 

Serial Requirement 
1 The Product Baseline complies with the Functional Baseline and the 

system meets the requirements of the SRS 
2 All test procedures of the scope of the Product Baseline have been 

executed 
3 At least 80 % of the executed test procedures are passed with success 
4 All the user stories are passed without any blocking deficiencies 

(critical DR) 
5 The Purchaser has been able to perform its ad hoc testing 
6 All discrepancies has been logged and the Product backlog has been 

updated  
7 The number of deficiency report (class B and C) in the product 

baseline, linked to requirement in the SRS, do not exceed five (5) 
critical DR and no more than twenty (20) major DR 
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4.8.11.2.9. The Contractor shall prepare FAT Report and submit it within one (1) week 
after the completion of FAT. 

4.8.11.3. Laboratory System Integration Test (L-SIT) 

4.8.11.3.1. The purpose of Laboratory System Integration Testing (L-SIT) is to 
demonstrate that the Product Baseline complies with the Functional Baseline 
concerning the integration with the Bi-SC AIS Hardware Baseline and the 
Bi-SC AIS Core Services and other Bi-SC AIS Functional Services. 

4.8.11.3.2. The purpose of the L-SIT is also to demonstrate the Product Baseline 
compatibility and that complies with the Interoperability requirements as 
specified in the SRS. Such as: information exchange and interfaces to other 
systems, standards and protocols. 

4.8.11.3.3. The purpose of the L-SIT is also to demonstrate on a NCI Agency 
environment that the Product Baseline complies with all other software 
product characteristics requirements identified by the SoW, including but not 
limited to usability, performance efficiency and reliability in order to mitigate 
risks at System Acceptance Test (SAT).  

4.8.11.3.4. The Contractor shall perform L-SIT by installing the Product Baseline on a 
Purchaser-specified Reference System or NATO testing environment and 
performing system integration and interoperability tests, with emphasis on 
any CIs that have been modified since Factory Acceptance Test. 

4.8.11.3.5. The L-SIT shall be conducted on the basis of test. The Contractor shall 
develop the initial version of the tests. The Purchaser will review, amend and 
approve the tests prior to execution. 

4.8.11.3.6. The L-SIT shall also include testing of all supporting capabilities, including:  
• data migration capabilities ; 
• collaboration capabilities ; 
• data display and validation ;  

4.8.11.3.7. L-SIT shall use test data that is realistic in terms of structure, content and 
size. 

4.8.11.3.8. The Purchaser reserves the right to observe the tests and to have the 
Contractor perform selected testing tasks on the Reference System to confirm 
compliance. 

4.8.11.3.9. The Purchaser reserves the right to perform 10 days of ad hoc testing by 
Purchaser personnel with support from Contractor personnel.  The Contractor 
shall record and assess for Contract relevance any discrepancies identified 
during ad hoc testing. 

4.8.11.3.10. The Contractor shall provide the following documents for the L-SIT: 
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Table 4-28 – L-SIT Deliverables and documents 

Serial Activities / Documents 
1 Laboratory System Integration Test Procedure 
2 Project Test Plan 
3 Test Procedures 
4 User Story documentation 
5 Test Reports 
6 RAID Log 
7 System Integration Test Report 
8 Sprint backlogs and Product backlog 

4.8.11.3.11. Entry Criteria 

4.8.11.3.11.1 The Contractor shall include in planning the L-SIT Entry Criteria given in 
Table 4-29 – L-SIT Entry Criteria and make them available to the 
Purchaser at least two (2) weeks prior to the L-SIT: 

Table 4-29 – L-SIT Entry Criteria 

Serial Activities / Documents 
1 FAT passed with success 
2 AIS Core Services and other Bi-SC AIS Functional Services are 

available 
3 Success Criteria (enhanced or adapted) 
4 All relative documents have been delivered and reviewed 
5 Realistic test data 
6 Purchaser ad hoc testing ready 
7 Time, location, material and resource available for Contractor ad hoc 

testing 
8 Test procedures covering the requirements provided (Requirement 

traceability) 
9 Test schedule provided 

4.8.11.3.12. Success Criteria 

4.8.11.3.12.1 The Purchaser concludes that the L-SIT Success Criteria accomplished to 
complete the objectives of the L-SIT: 

Table 4-30 – L-SIT Success Criteria 

Serial Requirement 
1 The Product Baseline complies with the Functional Baseline and the 

Product Baseline can be integrated with the other functional services 
2 The Product Baseline complies with the Interoperability 

Requirements 
3 Tests reviewed, amended and approved by Purchaser 
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4 The data used during the L-SIT are realistic in terms of structure, 
content and size. 

5 All test procedures of the scope of the Product Baseline have been 
executed 

6 At least 80 % of the executed test procedures are passed with success 
7 All the user stories are passed without any blocking deficiencies 

(critical DR) 
8 The Purchaser has been able to perform its ad hoc testing 
9 All discrepancies has been logged and the Product backlog has been 

updated 
10 The number of deficiency report (class B and C) in the product 

baseline, linked to requirement in the SRS, do not exceed five (5) 
critical DR and no more than twenty (20) major DR 

4.8.11.3.12.2 The Contractor shall prepare L-SIT Report and submit it within one (1) 
week after the completion of L-SIT. 

4.8.11.4. System Support and Maintenance Acceptance Testing (SSMAT). 

4.8.11.4.1. The purpose of System Support and Maintenance Acceptance Testing is to 
demonstrate that the Product Baseline complies with the Functional Baseline 
based on a selection of tests and provides Purchaser support staff with the 
capability to modify, test, and implement changes to the Product Baseline 
after handover to the Purchaser. 

4.8.11.4.2. The Contractor shall perform System Support and Maintenance Acceptance 
Testing by installing the Product Baseline on a Purchaser-specified 
Reference System and performing System Test Review, with emphasis on 
any CIs that have been modified since Factory Acceptance Testing. 

4.8.11.4.3. The Contractor shall perform SSMAT by installing the PBL using the 
Software Installation Configuration Guide on the NCOP Test System at the 
Test Facility. 

4.8.11.4.4. Software Installation Configuration Guide 

4.8.11.4.5. Software Installation Configuration Guide (SIG) provides information about 
all actions to take in order to install and configure the NCOP Operational 
Software, including COTS components. 

4.8.11.4.5.1 The SIG shall include the following: 
• Prerequisites for installing NCOP (e.g. the necessary operating 

system access right to perform installation) ; 
• The necessary supplementary software, drivers, etc. to install 

NCOP ; 
• The required disk space ; 
• Configuration file information (location, content, available 

settings of the items and their meaning) ; 
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• How to modify the configuration file ; 
• How to configure the database management systems (including 

both the data model and access mechanisms) ; 
• How to modify the system backbone to run NCOP ; 
• Any additional information specific to the system ; 
• Text and/or screenshots of the system feedback which will be 

displayed after each action ; 
• Detailed installation procedures for all services installed or 

migrated on new or existing platforms, allowing system 
administrators to rebuild services from scratch ; 

4.8.11.4.5.2 The Contractor shall deliver the SIG at least three (3) weeks prior to the 
System Support and Maintenance Acceptance Testing (SSMAT). 

4.8.11.4.6. System Support and Maintenance Acceptance Testing (SSMAT) shall also 
include testing of all supporting capabilities, including data migration 
capabilities, data migration verification and validation shall include use of 
test data that is realistic in terms of structure, content and size. 

4.8.11.4.7. The Purchaser reserves the right to observe the tests and to have the 
Contractor perform selected testing tasks on the Reference System to confirm 
compliance. 

4.8.11.4.8. The Purchaser reserves the right to perform five days of ad hoc testing by 
Purchaser personnel with support from Contractor personnel. The Contractor 
shall record and assess for Contract relevance any discrepancies identified 
during ad hoc testing. 

4.8.11.4.9. The Contractor shall provide the following documents for the SSMAT: 
Table 4-31 – SSMAT Deliverables and documents 

Serial Activities / Documents 
1 SSMAT procedure 
2 Project Test Plan 
3 Test Procedures 
4 Test Reports 
5 RAID Log  
6 Software Installation Configuration Guide (candidate) 
7 User Manual (candidate) 
8 Quick User Guide (candidate) 
9 System Administrator Manual (candidate) 
10 System Supportability and Maintenance Acceptance Test Report 
11 Sprint backlogs / Product backlog 

4.8.11.4.10. Entry Criteria 
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4.8.11.4.10.1 The Contractor shall include in planning the SSMAT Entry Criteria given 
in Table 4-32 - SSMAT Entry Criteria and make them available to the 
Purchaser at least two (2) weeks prior to the SSMAT: 

Table 4-32 - SSMAT Entry Criteria 

Serial Activities / Documents 
1 SIT passed with success 
2 Success Criteria (enhanced or adapted) 
3 All relative documents have been delivered and reviewed 
4 Software Installation Configuration Guide available 
5 The product Baseline has been installed on a Purchaser reference 

system and is available 
6 The Purchaser has provided a reference system and this system is 

available 
7 Purchaser ad hoc testing ready 
8 Time, location, material and resource available for Contractor ad hoc 

testing 

4.8.11.4.11. Success Criteria 

4.8.11.4.11.1 The Purchaser concludes that the SSMAT Success Criteria accomplished 
to complete the objectives of the SSMAT: 

Table 4-33 - SSMAT Success Criteria 

Serial Requirement 
1 SSMAT procedure covers all the SSMAT requirements 
2 The Product Baseline complies with the Functional Baseline based on 

a selection of tests and provides Purchaser support staff with the 
capability to modify, test, and implement changes to the Product 
Baseline after handover to the Purchaser 

3 All test procedures of the scope of the Product Baseline have been 
executed 

4 At least 80 % of the executed test procedures are passed with success 
5 The Purchaser has been able to perform its ad hoc testing 
6 All discrepancies has been logged and the Product backlog has been 

updated 

4.8.11.4.12. The Contractor shall prepare SSMAT Report and submit it within one (1) 
week after the completion of SSMAT. 

4.8.11.5. Laboratory User Acceptance Testing (L-UAT) 

4.8.11.5.1. The Contractor shall develop and carry out tests of the NCOP system to 
verify that all SRS and SOW requirements are met and to establish 
benchmarks for system performance and system reliability, maintainability, 
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and availability. This shall be referred to as a Laboratory User Acceptance 
Test (L-UAT).  

4.8.11.5.2. The L-UAT shall be conducted by representatives of the operational 
community, with support from the Contractor personnel. 

4.8.11.5.3. The L-UAT shall be conducted on the basis of test scripts. The Contractor 
shall develop an initial version of the test scripts using test data and 
description of test outcomes developed/produced by the operational 
community if available. The Purchaser will review, amend with the 
operational community and approve the L-UAT tests procedures prior to 
execution. The BMD operational community will confirm the L-UAT test 
procedures are adequate to validate the product baseline in accordance with 
the system specifications. 

4.8.11.5.4. The L-UAT shall also be conducted on the basis of an operational context in 
addition to the L-UAT Test plan execution, using representative BMD 
operational data. The Purchaser and the BMD operational community will 
determine which events will provide the context for the additional L-UAT 
scope. 

4.8.11.5.5. The Contractor shall provide two in person NCOP training courses per 
Baseline delivery to the representatives of the operational community in 
support of the BMD PVS. 

4.8.11.5.6. The Purchaser will observe the L-UAT and the Contractor shall perform 
selected testing tasks to confirm compliance. 

4.8.11.5.7. The Contractor shall support the L-UAT on a Purchaser-specified Reference 
System (e.g. NCIA NCOP Reference system). 

4.8.11.5.8. The Purchaser reserves the right to perform five days of ad hoc testing by 
Purchaser personnel and the Operational Community with support from 
Contractor personnel. 

4.8.11.5.9. The Contractor shall record and assess for Contract relevance any 
discrepancies identified during testing. 

4.8.11.5.10. The Contractor shall provide the following documents for the L-UAT: 
Table 4-34 – L-UAT Deliverables and documents 

Serial Activities / Documents 
1 Project Test Plan 
2 Test Procedures 
3 User Story documentation 
4 Test Reports 
5 RAID Log 
6 Laboratory User Acceptance Test Report 
7 Sprint backlogs and Product backlog 
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8 Verification Cross Reference Index (VCRI) 

4.8.11.5.11. Entry Criteria 

4.8.11.5.11.1 The Contractor shall include in planning the L-UAT Entry Criteria given 
in Table 4-35 – L-UAT Entry Criteria and make them available to the 
Purchaser at least two (2) weeks prior to the L-UAT: 

Table 4-35 – L-UAT Entry Criteria 

Serial Activities / Documents 
1 L-SIT passed with success 
2 Success Criteria (enhanced or adapted) 
3 All relative documents have been delivered and reviewed 
4 L-UAT tests procedures validated by the Purchaser 
5 NCOP is available for testing 
6 Test environment identified and available 
7 Test procedures covering the requirements provided (Requirement 

traceability) 
8 Test schedule provided 
9 NCOP BMD operators have been identified 
10 NCOP BMD operators are available to participate in the L-UAT 
11 Purchaser ad hoc testing ready 
12 Time, location, material and resource available for Contractor ad hoc 

testing 
13 Operational data have been provided 

4.8.11.5.12. Success Criteria 

4.8.11.5.12.1 The Purchaser concludes that the L-UAT Success Criteria accomplished 
to complete the objectives of the L-UAT: 

Table 4-36 – L-UAT Success Criteria 

Serial Requirement 
1 All test procedures of the scope of the Product Baseline have been 

executed 
2 At least 90 % of the executed L-UAT test procedures are passed with 

success 
3 L-UAT test procedures are passed without any blocking deficiencies 

(critical DR) 
4 Any critical or major failed test procedure logged during a previous 

milestone has been fixed 
5 The Purchaser has been able to perform its ad hoc testing 
6 All discrepancies has been logged and the product back log has been 

updated 
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7 The number of deficiency report (class B and C) in the product 
baseline, linked to requirement in the SRS, do not exceed three (3) 
critical DR and no more than twenty (20) major DR 

4.8.11.5.13. The Contractor shall prepare L-UAT Report and submit it within one (1) 
week after the completion of L-UAT. 

4.8.11.6. Regression Test 

4.8.11.6.1. Regression Test (RegT) is a quality control measure to ensure that the newly 
modified code still complies with its specified requirements and that 
unmodified code has not been affected by the maintenance activity. The 
intent of regression testing is to provide confidence that corrective actions 
have not introduced or exposed anomalies in unchanged parts of the test item. 

4.8.11.6.2. The Contractor shall plan and execute RegT to uncover new software 
problems or regressions in the system after changes or bug fixes are applied. 

4.8.11.6.3. The Contractor shall demonstrate in the RegT that the deficiencies found in 
the previous test events are solved and the rest of the system is not affected. 

4.8.11.6.4. The Contractor shall perform a RegT on the whole system (or some 
components) if a formal test activity is deemed to be “Conditionally Passed”. 
The test status shall be changed to “Passed” if the RegT is agreed to be 
successful. 

4.8.11.6.5. The Contractor shall provide Regression Test Procedure to the Purchaser 
prior to the test, execute the test, update the Test Log and provide the 
Regression Test Report (RegT-R) within two (2) weeks after the test. 

4.8.11.6.6. The Contractor’s regression tests shall be conducted using automated test 
cases in the following areas: 
• Data creation ; 
• Interoperability ; 

4.8.11.6.7. The Purchaser will authorise manual tests for some GUI or complex 
functions. 

4.8.11.7. System Test Review (STR) 

4.8.11.7.1. STR is the last milestones of the testing and verification under the Contractor 
lead. The Contractor shall demonstrate the product baseline is mature enough 
to be carried under the NCIA validation. 

4.8.11.7.2. The Contractor shall provide the following documents for the STR: 
Table 4-37 – STR Deliverables and documents 

Serial Activities / Documents 
1 Software Installation Configuration Guide (final) 
2 User Manual (final) 
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3 Quick User Guide (final) 
4 System Administrator Manual (final) 
5 Product baseline (candidate) 
6 Configuration audits reports 

4.8.11.7.3. Entry Criteria 

4.8.11.7.3.1 The Contractor shall include in planning the STR Entry Criteria given in 
Table 4-38 - STR Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the STR: 

Table 4-38 - STR Entry Criteria 

Serial Activities / Documents 
1 TRR, FAT, L-SIT, L-UAT and SSMAT passed with success 
2 Success Criteria (enhanced or adapted) 
3 All relative documents have been delivered and reviewed 
4 RTM updated with the last verification status per contractual 

requirement 
5 Last version of the CSA registers all known DRs associated to the 

product baseline (candidate) has been delivered 

4.8.11.7.4. Success Criteria 

4.8.11.7.4.1 The Purchaser concludes that the STR Success Criteria accomplished to 
complete the objectives of the STR: 

Table 4-39 - STR Success Criteria 

Serial Requirement 
1 All relative documents have been approved 
2 All test procedures of the scope of the Product Baseline have been 

executed and their results reported 
3 At least 90 % of the executed test procedures are passed with success 
4 The Product Baseline has been declared usable by the Purchaser in 

coordination with the BMD operational community based on L-UAT 
results 

5 All the user stories are passed without any blocking deficiencies 
(critical DR) 

6 The Purchaser has been able to perform its ad hoc testing 
7 All discrepancies has been logged and the Product backlog has been 

updated 
8 The number of deficiency report (class B and C) in the product 

baseline, linked to requirement in the SRS, has no (0) critical DR and 
no more than twenty (20) major DR 
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4.8.11.7.5. The Contractor shall prepare STR Report and submit it within one (1) week 
after the completion of STR 

4.8.11.7.6. The Contractor shall conduct a Test Review Meeting (TRM) no more than 
one (1) day following a test event, i.e. FAT, L-SIT, L-UAT, SSMAT, and 
Regression Testing in order to reduce the STR risks. The TRM shall ensure 
that the event results and deficiencies categorization is agreed upon.  The 
Contractor shall ensure that the Purchaser and Contractor agree on the results 
of the event following the TRM.  If agreement is not reached, the disputed 
items shall be escalated to the Purchaser’s and Contractors’ Project 
Managers. 

4.8.11.8. Independent Verification & Validation 

4.8.11.8.1. The Contractor shall provide support to the Purchaser to conduct Independent 
Verification and Validation (IV&V) Testing including the Independent 
Security Testing (IST). 

4.8.11.8.2. The Contractor is responsible for successfully obtaining security 
accreditations of NCOP Operational Software for both NU and up to NR 
Domains that: 

•  The developed application/set of applications shall not contain security 
bugs / vulnerabilities. (tested by security testing) 

•  The Contractor shall support NCIA to conduct a (independent) security 
penetration testing by providing all the necessary information / 
documentation and assisting in security findings resolution. 

4.8.11.8.3. The purpose of Software Accreditation is to demonstrate that NCOP meets 
its security requirements and can be accredited for use on NATO networks 
within the NCI Agency jurisdiction. 

4.8.11.8.4. Any software to be used in NATO networks and operational environments is 
subject to security screening and approval by the NCI Agency. In particular, 
this software must be included in the NATO Service Baseline as described in 
the Approved Fielded Product List (AFPL). The process of software 
accreditation is divided in two (2) phases: 

• Configuration Change Proposal – the software to be accredited is presented 
to a Configuration Control Board; 

• Software Accreditation Test – the Software itself and the software 
documentation are subjected to in-deep technical assessment by the NCI 
Agency. 

4.8.11.8.5. The Contractor-provided software shall operate within the environment of 
NATO Service Baseline (defining software deployed at NATO computers) 
as listed in the AFPL.  

4.8.11.8.6. The Purchaser will provide the Contractor the images of the latest version of 
the supported software configuration (Service Baseline) for servers and 
clients as defined in the AFPL. 
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4.8.11.8.7. The Purchaser will provide the Contractor with the licenses for the activation 
of the COTS software indicated in the software that is covered by Enterprise 
Agreements the Purchaser has signed, unless otherwise specified (e.g. the 
Contractor purchases the software licenses on behalf of the Purchaser). 

4.8.11.8.8. In case third party software is used, the Contractor shall provide the software 
warranty and licensing documentation to the Purchaser at least three (3) 
weeks before the IV&V Security Testing or when otherwise specified to 
ensure that Security Test can be carried out at the Purchaser’s facility. 

4.8.11.8.9. The Contractor shall develop and provide system documentation as required 
by the IV&V and NCI Agency Enterprise CAB in order to support the 
security penetration test and screening activities (to be conducted using the 
NCI Agency IV&V testing environment) and to include NCOP in the AFPL. 
The list of documents required to conduct such activities will be provided as 
part of PFE on Contract Award. 

4.8.11.8.10. The Contractor shall deliver the IV&V test documentation for reviewing at 
least thirty (30) days prior to the IV&V testing activity. This delivery shall 
be indicated in the PTP. 

4.8.11.8.11. The Contractor is responsible for providing the necessary documentation to 
successfully obtaining listing on the necessary AFPL. This includes the 
provision of the required product documentation and actively supporting the 
product testing. 

4.8.11.8.12. Two (2) test sessions per baseline for software accreditation are foreseen, 
whose duration is five (5) working days each. Test session schedule will be 
planned in advance by the NCI Agency and in coordination with the 
Purchaser. The Contractor will be communicated in due time the test 
schedule. 

4.8.11.8.13. IV&V Test sessions will be repeated until completion with a Pass or 
Conditional Pass. 

4.8.11.8.14. Upon successful completion of the test, the software product is added to the 
AFPL and then it can be installed on BMD ITB and a NATO site (or ref sys 
environment). 

4.8.11.8.15. The NCI Agency will provide the Contractor with a Test Report at the end of 
each test session, where the reason for failure and remedial actions will be 
indicated. 

4.8.11.8.16. The Purchaser will perform IV&V Testing in support of the approval process 
for changes to the operational Bi-SC AIS configuration. The IV&V Testing 
will be performed at the Purchaser’s IV&V Test Facility, unless mutually 
agreed by the Contractor and the Purchaser. Standard Bi-SC AIS components 
(e.g. operating systems, e-mail servers) will be provided at the IV&V Test 
Facility. 
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4.8.11.8.17. The Contractor shall support the Purchaser for Initial Planning Conference 
(IPC) and Final Planning Conference (FPC) prior to the IV&V Testing. 

4.8.11.8.18. The Contractor shall support the installation and configuration of the NCOP 
system (as delivered in the Product Baseline) in support of IV&V Testing. 
The Contractor shall install all required elements of the NCOP PBL including 
Purchaser- and Contractor-provided COTS components on the equipment in 
the IV&V Test Facility using the Site Installation and Activation Procedures. 
The Contractor shall install test databases to support Acceptance Testing. 

4.8.11.8.19. The Contractor shall provide support to the IV&V Testing activity performed 
by the Purchaser. The Contractor shall provide on-site support for the testing, 
including supporting the identification and resolution of issues, performance 
of test procedures to demonstrate system functionality, and participation in 
pre- and post-test reviews. The Contractor shall record and assess for 
Contract relevance any discrepancies identified during IV&V Testing. 

4.8.11.8.20. The Contractor shall support interoperability testing performed between 
NCOP and external systems/services as defined in SRS. These applications 
will be defined in correspondence of the Contractor’s submission of the 
Project Test Plan. 

4.8.11.8.21. The Contractor shall resolve any discrepancies relevant under the Contract 
and support additional IV&V Testing required to verify these fixes. If the 
resolution of discrepancies requires changes to the PBL, the Contractor shall 
deliver a revised version of the PBL prior to site installation and additional 
testing. 

4.8.11.8.22. The IV&V Testing will be repeated for the three Baselines. 

4.8.11.8.23. The Purchaser reserves the right to perform the user-produced test scenarios 
during this test. 

4.8.11.8.24. The Contractor shall provide the following documents for the IV&V: 
Table 4-40 – IV&V Deliverables and documents 

Serial Activities / Documents 
1 Project Test Plan 
2 RAID Log 

4.8.11.8.25. Entry Criteria 

4.8.11.8.25.1 The Contractor shall include in planning the IV&V Entry Criteria given 
in Table 4-41 – IV&V Entry Criteria and make them available to the 
Purchaser at least two (2) weeks prior to the IV&V: 

Table 4-41 – IV&V Entry Criteria 

Serial Activities / Documents 
1 STR passed with success 
2 Success Criteria (enhanced or adapted) 
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3 All relative documents have been delivered and reviewed 
4 RFC submitted 
5 Contractor project material provided by the Contractor 
6 IV&V coordinator has been designated 
7 IV&V slot planned with IV&V coordinator 

4.8.11.8.26. Success Criteria 

4.8.11.8.26.1 The Purchaser concludes that the IV&V Success Criteria accomplished to 
complete the objectives of the IV&V: 

Table 4-42 – IV&V Success Criteria 

Serial Requirement 
1 Testing is conducted in a manner consistent with Agency policy 

during all stages of the life cycle 
2 The necessary materials have been produced 
3 Functional and non-functional requirements are satisfied 

 

4.8.11.9. Security Tests and Analysis and Reporting 

4.8.11.9.1. The Contractor shall, within the Contractor’s continuous integration build 
pipeline, set up automated security test that tests security aspects of the 
implemented software in accordance with the OWASP Testing Guide. The 
automated security tests shall include:  
• (1) Static Application Security Testing (SAST) (e.g. using the NSF 

SonarQube);  
• (2) Dynamic Application Security Testing (DAST) (e.g. using OWASP 

ZAP);  
• (3) Dependency checking (i.e. security scanning of third-party libraries);  
• (4) Security-related unit and integration tests.  

4.8.11.9.2. The Contractor shall during source code reviews shall also consider security 
in accordance with the OWASP Code Review Guide.  

4.8.11.9.3. The Contractor shall document all security test and analysis findings in a 
Security Test Report (SecTR). The Contractor shall document all security 
test and analysis findings in a Security Test Report (SecTR) 

4.8.11.9.4. Security Test Report (SecTR)  

4.8.11.9.4.1 The SecTR shall record the results of source code analysis of security 
vulnerabilities, of manual security tests, and of automated security tests.  

4.8.11.9.4.2 The SecTR shall describe any security measures that aim to mitigate 
security issues identified in the SecTR. 

4.8.11.10. System Acceptance Test (SAT) 
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4.8.11.10.1. The Contractor shall perform (under NCI Agency environment) and report 
potential additional tests to the Purchaser's satisfaction before the Product 
Baseline can be accepted by the Purchaser for deployment authorization. 

4.8.11.10.2. The Contractor shall provide the following documents for the SAT: 
Table 4-43 – SAT Deliverables and documents 

Serial Activities / Documents 
1 Product Baseline (final) 
2 All approved deliverables to be included on the media 

4.8.11.10.3. Entry Criteria 

4.8.11.10.3.1 The Contractor shall include in planning the SAT Entry Criteria given in 
Table 4-44 - SAT Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the SAT: 

Table 4-44 - SAT Entry Criteria 

Serial Activities / Documents 
1 The Product Baseline is approved on the NATO AFPL 
2 Success Criteria (enhanced or adapted) 
3 All relative documents have been delivered and reviewed 
4 The Product Baseline has been installed on the BMD ITB 

4.8.11.10.4. Success Criteria 

4.8.11.10.4.1 The Purchaser concludes that the SAT Success Criteria accomplished to 
complete the objectives of the SAT: 

Table 4-45 - SAT Success Criteria 

Serial Requirement 
1 IV&V and AFPL milestones have been successfully passed 
2 All contractual requirements have been verified and the non-

compliances have been identified and agreed  
3 The number of deficiencies (class B and C) in the product baseline, 

linked to the SRS requirements, does not contain any critical DR and 
does not exceed more than five (5) major DR 

4.8.11.10.5. The Contractor shall prepare SAT Report and submit it within one (1) week 
after the completion of SAT. 

4.8.12. Support validation during Programme Verification Strategy (PVS) events 

4.8.12.1. The PVS sets out the strategy for the verification and validation (V&V) of 
the BMD capability. It also describes subsequent Programme support to user 
and operational validation and capability acceptance and transition activities, 
which are led by the NATO Bi-Strategic Commands (Bi-SC = ACO & ACT) 
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4.8.12.2. For each Tranche the contractor shall support; one Ensemble Test (ET), one 
Ensemble Test LITE (ET-LITE), Ensemble Operator Test (EOT), surge 
support for two exercises, one Operational Evaluation in terms of a User’s 
Acceptance Test (UAT), and one System of System Integration Test 
(SoSIT).  

4.8.12.3. The Contractor shall provide the support to PVS events up to the estimates 
provided in table Table 4-46. 

Table 4-46 – PVS events effort 

PVS event Quantity of 
events 

Total man-
days 

Ensemble Test (ET) 3 60 
Ensemble Test – LITE (ET-LITE) 3 30 

Operational Evaluation (UAT) 3 60 
Ensemble Operator Test (EOT) 3 30 

System of Systems Integration Test (SoSIT) 3 15 
Exercise STAR-like 3 30 
Exercise STJU-like 3 30 
Exercise JPOW-like 3 30 

Training 5 50 
 

4.9. System Acceptance 

4.9.1. Provisional System Acceptance 

4.9.1.1. Provisional System Acceptance (PSA) occurs when all capabilities and 
services are provided for the reference system. Rolling-out the system at the 
authorised sites will be performed prior PSA. This project will include one 
PSA at the end of BL3 and one PSA at the end of BL4. 

4.9.1.1.1. The Contractor shall map the applicable Operational Acceptance Criteria 
(OAC) to the SoW and SRS requirements in the Requirement Traceability 
Matrix Document. The Contractor shall establish the OAC traceability at 
SRR stage and finally approved at CDR. 

4.9.1.1.2. The Contractor shall provide the following documents for the PSA: 
Table 4-47 – PSA Deliverables and documents 

Serial Activities / Documents 
1 Product baseline (BL3 and BL4) 
2 Patches 

4.9.1.1.3. Entry Criteria 
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4.9.1.1.3.1 The Contractor shall include in planning the PSA Entry Criteria given in 
Table 4-48 - PSA Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the PSA: 

Table 4-48 - PSA Entry Criteria 

Serial Activities / Documents 
1 Success Criteria (enhanced or adapted) 
2 All relative documents have been delivered and reviewed 
3 All patches have been delivered and approved 
4 All the authorized sites have installed and activated 

4.9.1.1.4. Success Criteria 

4.9.1.1.4.1 The Purchaser concludes that the PSA Success Criteria accomplished to 
complete the objectives of the PSA: 

 
Table 4-49 – PSA Success Criteria 

Serial Requirement 
1 The baseline is accepted 
2 The baseline has been successfully installed and activated at 

authorized sites as confirmed by the users 
3 The patches have been delivered and applied 
4 All the critical deficiencies have been corrected or are allocated to the 

upcoming baseline 
5 All required documentation and support tools are delivered. 

4.9.1.1.4.2 The Contractor shall prepare a PSA Report and submit it within one (1) 
week after the completion of PSA. 

4.9.2. Final System Acceptance 

4.9.2.1. Final System Acceptance (FSA) occurs when the Purchaser has evaluated 
the whole system and has determined that it meets the requirements of this 
Contract including all deliveries and services. This project will include one 
FSA at the end of BL5. 

4.9.2.1.1. The Contractor shall provide the following documents for the FSA: 
Table 4-50 – FSA Deliverables and documents 

Serial Activities / Documents 
1 Final CSA reports 
2 Final Configuration Audits reports 

4.9.2.1.2. Entry Criteria 
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4.9.2.1.2.1 The Contractor shall include in planning the FSA Entry Criteria given in 
Table 4-51 - FSA Entry Criteria and make them available to the Purchaser 
at least two (2) weeks prior to the FSA: 

Table 4-51 - FSA Entry Criteria 

Serial Activities / Documents 
1 Success Criteria (enhanced or adapted) 
2 All relative documents have been delivered and reviewed 

4.9.2.1.3. Success Criteria 

4.9.2.1.3.1 The Purchaser concludes that the FSA Success Criteria accomplished to 
complete the objectives of the FSA: 

Table 4-52 - FSA Success Criteria 

Serial Requirement 
1 Product Baseline is updated and the patches have been integrated. 
2 All critical and major deficiencies are fixed. Remaining ones are 

planned for correction under warranty 
3 Reference Systems are updated with the current Product Baseline 
4 All the authorised sites have been installed and activated as 

confirmed by the users 
5 All due deliverables are accepted in writing by the Purchaser. 
6 Support Desk delivered. 
7 ILS documentation is updated. 
8 FSA Report is provided. 

 

4.9.2.1.3.2 The Contractor shall prepare FSA Report and submit it within one (1) 
week after the completion of FSA. 
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SECTION 5:    INTEGRATED LOGISTICS SUPPORT (ILS) 

5.1. General 

5.1.1. This section outlines the supportability requirements of the project. It addresses 
the Integrated Logistic Support (ILS) elements requirements. 

5.1.2. Requirements for the inclusion of all Contractor's identified activities and 
milestones are described in SOW. 

5.1.3. The Contractor shall use the [AIA/ASD SX000i, 2016] specification as guidance 
when establishing and conducting the ILS Process, in accordance with the 
requirements of the contract. 

5.2. Integrated Logistic Support Plan (ILSP) 

5.2.1. The Contractor shall provide and maintain an Integrated Logistic Support Plan, 
tailored to the Project Program phases and in accordance with the requirements in 
this section.  

5.2.2. The Contractor shall detail in the ILS Plan how Integrated Logistic Support will 
be designed, managed, procured and provided throughout the system lifetime 
detailing the activities and deliverables required by each subsection under 
SECTION 5:   Integrated Logistics Support. 

5.2.3. The Contractor’s ILSP shall have an annex dedicated to the transition aspects from 
NCOP-2 BL2 to NCOP BL3. This shall include the change summary for the 
operational aspects (functionality changes) and maintenance and system 
administration aspects (installation, configuration, check out, troubleshooting, 
testing, fault isolation, system restoration etc.) for the new solution compared to 
the NCOP-2.  

5.2.4. The Contractor’s ILSP shall have an In-Service Support annex detailing the 
support to be provided by the Contractor during implementation (transition) and 
during operational phase of the NCOP software in accordance with the 
requirements outlined in Section 5.9 Operational Support and Section 5.10 
Warranty and Support.  

5.2.5. The Contractor’s In-Service Support annex shall provide sufficient details to show 
compliance with the contractual support requirements; at minimum this annex 
shall describe the Contractor’s organization, PoCs, support level definitions and 
responsibilities, response times and metrics, procedures to follow for Incident and 
Problem Management or other support requests in line with the defined scope 
within SOW.  

5.2.6. The Contractor's ILSP shall be provided to the Purchaser for review and 
acceptance, and shall be updated as required throughout the project 
implementation. 

5.2.7. The acceptance of the ILSP by the Purchaser signifies only that the Purchaser 
agrees to the Contractor’s approach in meeting the requirements. This acceptance 
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in no way relieves the Contractor from its responsibilities to meet the requirements 
stated in this Contract. 

5.2.8. The Contractor shall maintain and update the ILSP with its annexes as required to 
reflect changes in the Project Baselines, especially between the NCOP BL3, BL4, 
and BL5.  

5.3. Maintenance and Support Concept  

5.3.1. Definitions  

5.3.1.1. Support Concept 

5.3.1.1.1. The Support concept is the set of activities and processes in charge of 
managing the various level of maintenance and to escalate the problem to the 
appropriate level in accordance with the defined responsibilities. 

5.3.1.1.2. It is based on the Incident management process defined in ISO/IEC 20000 
and ITIL framework, software supportability concept of ASD S3000L or 
equivalent. 

5.3.1.1.3. The Service management is divided in three different level of service, which 
interface each other, in order to activate the proper level of maintenance in 
accordance with the event happened on the system. 

5.3.1.1.4. First Level Support Process 

5.3.1.1.4.1 The 1st Level Support Process implements the Incident Management 
process in accordance with the ISO/IEC 20000 and ITIL framework or 
equivalent; 

5.3.1.1.4.2 As part of the Incident Management, the Service Desk receives the issue 
from the user, puts it into a standard format (Trouble Ticket (TT)), 
performs an initial assessment and distributes it to the predefined actors to 
solve it. 

5.3.1.1.5. Second Level Support Process 

5.3.1.1.5.1 The 2nd Level Support Process implements the Problem Management 
process in accordance with the ISO/IEC 20000 and ITIL framework or 
equivalent; 

5.3.1.1.5.2 The Problem Management process receives the TT from the Service Desk 
and performs the following tasks (not limited to): 
• (Re-) evaluation of TT category, criticality and priority. 
• Identification of the root cause of the issue (e.g. by issue replication 

testing). 
• Identification of workarounds. 
• Identification and initial planning of possible short, medium and 

long-term solutions (e.g. workarounds, patches, or new baseline or 
CI releases). 
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• Create Problem Analysis Report and Change Request incl. schedule 
of implementation, and synchronisation with the Baseline 
Maintenance process. 

• Presentation of the Problem Analysis Report and Change Request to 
the CCB for approval. 

• Monitor and Control the approved Change Request during 
implementation. 

• Trigger 3rd Level Support and/or 3rd Level Maintenance process to 
implement the Change Request, in case the incident cannot be solved 
at 2nd level. 

• Perform the post- Change Request implementation review. 

5.3.1.1.6. Third Level Support Process 

5.3.1.1.6.1 The 3rd Level Support Process implements the Deployment and Release 
Management process in accordance with the ISO/IEC 20000 and ITIL 
framework or equivalent. 

5.3.1.1.6.2 The Deployment and Release Management process receives the approved 
Change Request from the 2nd Level Support and performs the following 
tasks (not limited to): 
• Activating Level 3 maintenance when new solutions shall be 

developed / release of the solution (release unit/record);  
• Development of the solution (e.g. new CI Fix, Repair, Replacement, 

Patch, or Release),);  
• Testing of the solution (e.g. Regression testing, issue/deficiency 

replication testing),);  
• Update of baseline content and status;  
• Release of the solution (release unit/record);  
• Delivery and deployment of the solution.  

5.3.1.2. Maintenance Concept 

5.3.1.2.1. The Maintenance Concept is the set of activities and processes in charge of 
restoring the system functionality in the shortest time possible. 

5.3.1.2.2. All proactive Maintenance tasks are defined in the Service/Capability and 
Site specific O&M Manuals (What) and corresponding Procedures (How) 
and scheduled in the Maintenance Plan.  

5.3.1.2.3. Reactive Maintenance activities are triggered by Incident and Change 
Requests coming either from the Service Customer via the Customer Support 
Services or from the OEM/Vendor 

5.3.1.2.4. First Level of Maintenance (SL1) 
• It is responsible for the very basic maintenance activities including the 

software failure recovery by simple diagnostics, data back-up or restart 
by site personnel. It is responsible to activate the second level of 
maintenance when it is needed. 
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• It implements the initial preventive Maintenance procedures and any 
additional Service/Capability and/or site specific procedures that are 
defined in the corresponding O&M Manual. All 1st Level Maintenance 
procedures do not require specialised tools and/or specialised personnel.  

5.3.1.2.5. Second Level of Maintenance (SL2) 
• It is responsible of isolation and resolution of system-level maintenance 

and management of deficiency reports and repair including the simple 
SW customizations, SW reloading/installation, execution of scripts, 
management of users/profiles usually performed by system 
administrators. It is responsible to activate the third level of 
maintenance when it is needed.  

• It implements the initial preventive Maintenance procedures and any 
additional Service/Capability and/or site specific procedures that are 
defined in the corresponding Manual. All 2nd Level Maintenance 
procedures do not require specialised tools and/or specialised personnel. 

5.3.1.2.6. Third Level of Maintenance (SL3) 
• It is responsible of any support that involves a change to the system 

baseline, such as software patches or new releases including the bug 
recording and reporting, advanced troubleshooting and configuration 
changes with the changing environment. Third level maintenance is 
activated by third level support and can be initiated either to define the 
solution to a problem (corrective maintenance) or to maintain up to date 
software configuration (adaptive maintenance following changes to the 
underpinning hardware, firmware and software environment) e.g. 
security patches, operating system upgrades, minor software 
configuration changes due to operational/interface needs requested. 

• It implement the initial preventive Maintenance procedures and any 
additional Service/Capability and/or site specific procedures that are 
defined in the corresponding Manual. 3rd Level Maintenance 
procedures can require specialised tools and/or Personnel such as 
software architects, programmers, advanced system administrators and 
specialists.  

5.3.1.2.7. Fourth Level of Maintenance (SL4) 
• It is the responsibility of the software original developer under warranty 

or through separate agreements outside the warranty duration. It is 
activated from the 3rd level of maintenance only when it is needed and 
requires debugging, re-coding and testing (both in simulated and 
emulated environments), patch creation and deployment.  

5.3.2. As an Annex of the ILSP, the Contractor shall develop and maintain the 
Maintenance and Support Concept that defines the maintenance and support 
environment, constraints, locations, procedures, artefacts, organisation and 
personnel skills to maintain the Delivered baselines of the platform. 

5.3.3. The Contractor shall design/deliver the system/elements and the 
Support/Maintenance documentation, training, instructions, and resources (skills, 
tools/test equipment) in order to allow the Purchaser to fully operate the software, 
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to perform SL1/2 and SL3 Maintenance and Support from the Provisional Site 
Acceptance (PSA). 

5.3.4. Starting from PSA and until the end of warranty period, all maintenance 
activities beyond Purchaser capabilities/skills (as per Maintenance Concept and 
Contractor delivered training and documentation) required to restore the System 
from a critical failure shall be carried on by the Contractor by dedicated on-site 
interventions and/or off-site resolutions.  

5.3.5. For the system failures that is beyond the capability of the Purchaser, the 
Contractor shall ensure system restoration within 2 days of Purchaser 
notification providing workarounds; and within 10 calendar days for critical bug 
fixing including the fault identification, software recoding, patch creation, 
software testing and release of the new version. New patch releases shall be done 
quarterly for non-critical bugs.  

5.3.6. The Contractor's Maintenance and Support Concept shall refer to the functional 
and non-functional Requirements of the system. 

5.3.7. The Contractor's Maintenance and Support Concept shall define the Maintenance 
and Support tasks at any level of support and at any level of maintenance. 

5.3.8. The Contractor's Maintenance and Support Concept shall define the Delivered 
Baselines maintenance and support processes and flow amongst the various 
NATO locations, organisations, groups, and people. This shall include the flow 
and interfaces between various maintenance and support levels.  

5.3.9. The Support process interface definition shall include the input and output 
information, its structure, the communication path (POC's), the time constraints 
for sending and receiving information, and quality criteria to evaluate the integrity 
of the interface. 

5.3.10. At each Support and Maintenance Level, the Contractor's Support Concept shall 
describe the support environment, constraints, locations, procedures, artefacts, 
organisation and personnel. 

5.3.11. The Contractor's procedural description shall include objective(s), triggering 
event(s), input(s), output(s), task(s), roles and responsibilities (RACI-format), 
constraints, exceptional case(s), and tool(s) support. 

5.3.12. The Contractor's ILSP shall be based on the established Support Concept, 
approved by the Purchaser 

5.4. Logistic Support Analysis (LSA) and RAM (Reliability, Availability, 
Maintainability) Requirements. 

5.4.1. The Contractor shall develop and document a detailed Logistic Support Analysis 
in accordance with the ASD S3000L Specification. 

5.4.2. The Contractor shall propose to the Purchasers a tailoring of the S3000L 
Specification, in order to define as a minimum the following elements in 
accordance with the Maintenance and Support levels defined in Annex A and the 
Maintenance Concept defined in Section 5.2: 
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o Full Logistic Breakdown Structure (LBS) 
o Full and detailed Operation and Maintenance Task Analysis (OMTA) 
o Maintenance Plan. 

5.4.3. The tailoring of the S3000L specification, the minimum dataset and the formats 
of the data/deliverables shall be agreed no later than the PDR. 

5.4.4. The Contractor shall define and design the Maintenance tasks and resources 
associated to the new/modified/upgraded equipment in order to allow 95% of the 
failures to be recovered and operations to be executed at Organizational Level 
(SL1/2) by Purchaser personnel. 

5.4.5. The Contractor shall provide the following data/elements as part of this project, in 
conformance with the latest applicable Product baseline (PBL, see Section 3.13): 
o Detailed hierarchical Logistic Breakdown Structure (LBS) down to the 

Maintenance Significant Item (MSI); 
o MSIs category (Line Replaceable Unit - LRU, Insurance Item - II, Attaching 

Part - AP, Technical and/or non-Technical consumable, Next Higher 
Assembly - NHA, not-MSI); 

o Full Configuration Management data (identification of Configuration Items - 
CIs, type of CI, relationships, dependencies) in accordance with Section 
3.13; 

o Maintenance Level (preventative, corrective, troubleshooting) associated to 
each individual item identified in the LBS; 

o MTBF (Mean Time Between Failure) for each element down to MSI level 
and relevant calculation method (predicted, allocated, field data, 
specification) and conditions (temperature, environment etc.); 

o MTTR (Mean Time to Repair) for each hardware element down to MSI; 
o Preventative Maintenance periodicities and durations (Mean Time Between 

Preventative maintenance - MTBP and Mean Time To Preventive - MTTP as 
per guidelines given by MIL-HDBK-338B); 

o Skills/Trades and numbers; 
o Population at each MSI level and QEI (Quantity per End Item); 
o SMR (Source, Maintenance, Recoverability) Coding down to MSI level in 

accordance with AR 700-82/SECNAVINST 4410.23/AFMAN 21-106; 
o Safety instructions (if applicable). 

5.4.6. All LSA and RAM data shall be provided both as raw MS Excel tables and as 
summary reports (with supporting MS Excel data, calculation methods and 
applicable standards and handbooks), fully consistent with the LBS and the 
relevant PBL. 

5.4.7. The Contractor shall develop and maintain the list of all operation tasks, Service 
Management and Control (SM&C) tasks, administrative tasks, corrective 
maintenance tasks and preventive maintenance tasks, to be used as a starting point 
for the task analysis.  

5.4.8. For each identified task, the Contractor’s OMTA shall clearly show the associated 
software CI, subsystem –system identification (higher level COTS or developed 
software components), associated maintenance level, responsible/associated role 
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(user, advanced user, contributor, manager, functional and system administrator, 
refer to Table 5-4 – NCOP roles) and other parameters as listed in 5.4.14 

5.4.9. The Contractor shall perform and deliver the first issue of Operation and 
Maintenance Task Analysis before Critical Design Review (CDR) and accepted 
at CDR for each NCOP baseline; BL3, BL4 and BL5. 

5.4.10. The Contractor's analysis shall contain also the list of procedures needed to 
configure the platform for mission and/or exercise environment. 

5.4.11. The Contractor's operation tasks shall be identified through analysis of the 
functional and no functional requirements of the new system taking into account 
mission scenarios and conditions under which the system will be operated.  

5.4.12. The Contractor's analysis shall examine each system function allocated to 
personnel and determine what operator tasks are involved in the performance of 
each system function. 

5.4.13. The Contractor's SM&C tasks shall be identified through analysis of all functions 
related to customer support and service management and control and analysis shall 
examine each customer support function and service management and control 
function allocated to personnel and determine what SM&C tasks are involved in 
the operation and maintenance of the system. 

5.4.14. For each task, the Contractor shall determine the properties and physical resources 
required to execute the task. For that purpose, each task shall be analysed to 
identify and capture: 

• the support level to be assigned; 
• location/ facility involved; 
• personnel skills required; 
• task duration and frequency, reusing MTBF and MTTR data available; 
• Manpower required. 

5.4.15. The Contractor's data and results of the Task Analysis shall be used as input to the 
development of technical publication (all manuals at any level of maintenance) 
and the development of training material to the maximum extent possible to enable 
the Purchaser to Support the System up to Level 3 (centralised) and Maintain it up 
to SL1/2 as per Maintenance/Support concept. 

5.4.16. The Operational instructions shall specify the tasks, the processes and the 
resources required at each Support Level (as per maintenance and support concept 
defined in Section 5.2) including the interaction/coordination with the 
Maintenance activities. 

5.4.17. The Contractor shall deliver, together with OMTA, a full and detailed report of 
PM tasks (including troubleshooting) and relevant durations, periodicities, 
resources (skills/trades, tools, materials), Safety data/procedures. 

5.4.18. The Contractor shall be responsible, from PSA up to the end of the Warranty 
period, of the SL3/4 activities and for the provision of remote and onsite technical 
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assistance beyond the scope and capabilities of Organizational Level Maintenance 
(SL1/2). 

5.4.19. The Organizational Level maintenance shall be executed on site and shall include 
Preventative Maintenance, Corrective Maintenance and related troubleshooting 
activities to be reflected in the training, training material and Operation and 
Maintenance (O&M) manuals that the Contractor shall provide. 

5.5. Supply Support 

5.5.1. System Inventory 

5.5.1.1. The Contractor shall provide the Purchaser's ILS POC with a System 
Inventory in electronic Microsoft Excel format at least 14 (fourteen) calendar 
days before each delivery of Software (SW). 

5.5.1.2. The Contractor's System Inventory is site-specific (and per CLIN) and shall 
include, in separate chapters, all items furnished under this Contract, as 
follows:  
a. all SW – i.e. all SW components, licenses, software tools, SW test 

equipment, etc. (where applicable); 
b. All HW devices that is used for SW deliveries, 
c. all Purchaser Furnished Equipment (PFE); (where applicable); 
d. all documentation, such as manuals, handbooks and drawings; 
e. all training materials.  

5.5.2. Physical Labelling 

5.5.2.1. All hardware (CD, USB, memory stick, hard drive etc.) that is used to deliver 
or transfer the software by the Contractor shall be physically labelled with 
the contract information, CLIN, identification, release date and security 
classification. The label shall be durable and non-erasable to ensure proper 
identification is warranted at all times.  

5.5.3. Software Delivery 

5.5.3.1. The Contractor shall provide a detailed Software Distribution List (SWDL), 
which shall detail comprehensively all CSCIs and associated software, 
firmware or feature/performance licenses provided under this Contract. The 
SWDL shall include, the following data elements:  

a. CSCI identification number;  
b. nomenclature;  
c. version number; 
d. license key (if applicable); 
e. license renewal date (if applicable); 
f. warranty expiration date; 
g. date of distribution; 
h. distribution location (geographically); 
i. distribution target (server). 
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5.5.3.2. The Contractor shall make sure that all licenses are registered with the NCI 
Agency as end-user.  

5.5.4. Tools and Test Equipment 

5.5.4.1. Tools and Test Equipment fall into two (2) categories: 
• “Special to Type” Tools and Test Software, intrinsically related to NCOP 
• “Standard” Tools and Test Software, which are common and are likely to 

be already available at NATO sites. 

5.5.4.2. The Contractor shall deliver a fully detailed and priced Recommended Tools 
and Test Software List (RTTL), covering the “Standard” Tools and Test 
Software. 

5.5.4.3. The Contractor shall provide “Special to Type” tools and/or test software if 
required, in particular on the Reference System and/or on the testing 
environment. 

5.5.4.4. The Contractor shall provide at CDR + eight (8) working weeks to the 
Purchaser PM and ILS Officer the following data, in accordance with 
S2000M Spec., for hardware RTTL and Standard tool list, including (but not 
limited to): 

• Part Number 
• NCAGE (NATO Commercial and Government Entity code) 
• NCAGE Data (name, address, Point of Contact – POC, etc.) 
• Description/nomenclature 
• MSI type 
• Quantity per End Item (QEI) 
• Recommended quantity (RQTY) 
• Unit Price (UP) 
• Price Unit Of Measure (UOM)  
• Minimum Order Quantity (MOQ) 
• SMR Code 
• Turn-Around-Time (TAT) or Lead Time (LT), coherent with the SMR 

Code 

5.6. Packaging, Handling, Storage, Transportation (PHST) 

5.6.1. SW shipment 

5.6.1.1. Unless clearly specified otherwise, the Contractor shall be responsible for 
the shipment (INCOTERMS with DDP) delivery of Installation packages 
(physical/electronic media) of all SW, firmware and modifications provided 
under this Contract from Contractor’s premises to the respective 
implementation destination.  

5.6.1.1.1. The Contractor shall be responsible for any insurance covering these 
shipments. 
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5.6.1.1.2. The Contractor shall apply all the necessary supply chain security and 
information security precautions for such shipments to prevent any tampering 
with the software or the device the software is being transferred in.  

5.6.2. Customs 

5.6.2.1. The Contractor shall be responsible for customs clearance and/or export 
licences of all deliveries into their destination countries.  

5.6.2.2. For that, the Contractor shall perform and follow all necessary procedures 
including the timely request of Customs 302 form from the Purchaser that is 
used for customs import/export tax exemption.  

5.6.2.3. It is the Contractor’s responsibility to take into account delays at customs. 
The Contractor shall therefore consider eventual delays and arrange for 
shipment in time. Under no circumstances can the Purchaser be held 
responsible for delays incurred, even when utilising Purchaser provided 
Customs Form 302 (if applicable). 

5.6.2.4. If a Country refuses to accept the Custom Form 302 and requires the payment 
of custom duties, the Contractor shall immediately inform the Purchaser by 
the fastest means available and obtain from the Custom Officer a written 
statement establishing that its country refuses to accept the Custom Form 
302. 

5.6.2.5. Only after having received Purchaser’s approval, the Contractor shall pay 
these customs duties and shall claim reimbursement to the Purchaser. 

 

5.6.3. Notice of Delivery 

5.6.3.1. 14 (fourteen) calendar days before each delivery of supplies, the Contractor 
SHALL provide the Purchaser with a Notice of Delivery comprising the 
following details: 

a. Shipment Date; 
b. Purchaser Contract Number; 
c. CLIN; 
d. Consignor’s and Consignee’s name and address; 
e. Number and type of Installation media and/or Packages/Containers; 
f. Number of 302 Forms used (if applicable). 

5.6.4. Documentation Shipment 

5.6.4.1. The Contractor shall ship all required software, documentation (e.g. design 
docs, reports, manuals, training package etc.), and installation or testing tools 
to the locations designated by the Purchaser.  

5.6.4.2. The Contractor shall be responsible for resolving any loss incurred in 
shipping. 

5.6.5. On-site Delivery 
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5.6.5.1. During the Site Survey, the Purchaser will provide the Contractor with the 
exact shipment addresses and NATO Points of Contact (POC). 

5.6.5.2. Delivery, unless otherwise specified, shall be to a single location. 

5.6.5.3. Each site Point Of Contact shall be notified of all impending deliveries prior 
to their shipment. The notification shall include: 

5.6.5.3.1. Reception instructions. 

5.6.5.3.2. All details of the shipped item as per Packing Lists. 

5.6.5.3.3. Reception instructions. 

5.6.5.3.4. An inspection and inventory check-up form. 

5.6.5.4. Each site POC shall be faxed or sent by email a copy of the tailored reception 
instructions, at least by the date the shipping notice is given. The reception 
instructions shall include a reception check-out form to be used to inspect 
and inventory the received shipment. 

5.6.5.5. The Contractor: 

5.6.5.5.1. Shall expect that User designated site personnel will be able to carry out a 
visual inspection of the received items in order to identify any external 
indications of damage. This will allow the Contractor to initiate a claim for 
damage to package content to the shipping insurance. 

5.6.5.5.2. Shall acknowledge that the Purchaser representative cannot be held liable for 
not having reported any damage on received items. 

5.6.5.6. The Contractor, as indicated in the reception instructions, shall request that 
no package be opened, even to conduct a visual inspection, unless written 
permission has been given. 

5.7. Technical Documentation 

5.7.1. General 

5.7.1.1. Technical documentation shall be prepared in accordance with the 
requirements outlined in this section and non-functional requirements 
describing the technical documentation covered in the SRS.  

5.7.1.2. Non-functional requirements regarding the technical manuals, 
administrative manuals, and software maintenance manuals shall be applied 
to the Maintenance and Administration Manual as described in 5.7.5. 

5.7.1.3. All the technical Documentation shall be kept updated by the Contractor and 
under configuration control for the entire life cycle of the system. 

5.7.1.4. The above information contained in each technical documentation shall be 
coherent with the operational configuration (SBL) deployed. 
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5.7.1.5. The Contractor's technical documentation shall be developed as follows: 
• online technical publication shall be accessible using the platform;  
• offline technical publication shall be accessible without using the platform.  

5.7.1.6. Technical documentation shall consist (as a minimum) of: 
• Training material (for system administrators and test crew) 
• Operation and User Manuals (off line4 documentation);  
• Installation Configuration Guide (off line documentation); 
• Maintenance and Administration Manuals  (off line documentation);  
• OEM (for COTS product) (Off line documentation);  
• Quick user guide (on line documentation);  
• Release Notes (On line documentation);  
• Read me file (Off line documentation);  
• On line Help (On line documentation);  
• Frequently Asked Question (FAQ) (On line documentation); 
• Transition Manuals (as described in SRS) 
• Other project documentation as required in this SoW.  

5.7.1.7. All the activities, milestones and actors associated with the development of 
technical documentation shall be described in the Contractor's ILS Plan.  

5.7.1.8. All the off line technical documentation shall be provided by the Contractor 
in electronic form. 

5.7.1.9. The Contractor shall provide all the technical documentation in the British 
English language.  

5.7.1.10. The Contractor shall make use of the OMTA results while creating the 
content for various technical documentation.  

5.7.1.11. While describing various tasks, the Contractor’s technical documentation 
shall always refer to the various operational and maintenance roles from 
purchaser organization and the user community. The classifications and 
definitions shall be agreed with the Purchaser.  

5.7.1.12. The Contractor shall maintain lowest level possible for Classification of the 
Technical documentation. The security classification of any on line 
Contractor’s documentation shall not be higher than NATO 
UNCLASSIFIED. 

5.7.1.13. All Contractor's documents, however short, shall identify the complete name 
and version identifier of the software they refer to, originator, date of 
production, the type of document, and configuration management 
information of the document itself. 

5.7.1.14. All Contractor's documents shall contain a list of those CIs (title and version 
identifier) that the document or parts thereof refers to. 

                                                 
4 hard (printed) or soft copy (pdf, word) but stand-alone delivery and accessible independently 
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5.7.1.15. The Contractor shall submit all final and accepted versions of documentation 
deliverables in PDF, with an OCR (Object Character Recognition) capability 
format or in Microsoft Office Professional (MS Word) compatible format. 

5.7.1.16. The Contractor shall submit documentation, intended for review by the 
Purchaser, with each modification identified through the change tracking 
feature or otherwise marked. 

5.7.1.17. The Contractor's developed manuals shall supplement the off-the-shelf 
(OEM) documentation the Contactor shall provide with the system. 

5.7.1.18. The Contractor shall provide the initial versions of the technical 
documentation at least 8 weeks prior to the official delivery dates stipulated 
in the SSS to enable the Purchaser to review the technical content and leave 
the Contractor sufficient time to update the documents accordingly.  

5.7.1.19. The Contractor shall provide the initial and final versions of each set of 
document defined in this section both for BL3, BL4 and BL5 in accordance 
with the defined milestones for each baseline.  

5.7.2. Installation Configuration Guide 

5.7.2.1. The Contractor shall develop, provide and maintain the System Installation 
Configuration Guide to include minimum the following:  

• Prerequisites for installing NCOP (e.g. the necessary operating system 
access right to perform installation) 

• The necessary supplementary software, drivers, etc. to install NCOP 
• The required disk space 
• Configuration file information (location, content, available settings of the 

items and their meaning) 
• How to modify the configuration file 
• Software configuration details for different platforms  
• Software installation and configuration tasks, detailed step by step with  

screenshots of the system feedback which will be displayed after each 
action 

5.7.3. Technical Manuals 

5.7.3.1. The Contractor shall propose, at the CDR, a tailoring of the S1000D 
specification in order to start the development of the manuals (Interactive 
Electronic Technical Publications) once the business rules have been agreed. 

5.7.3.2. The Contractor shall deliver the following manuals (fully compliant with 
S1000D Spec.): 

• Operation and User Manuals (see section 5.7.4); 
• Maintenance and Administration Manuals (see section 5.7.5); 
• OEM Manuals for COTS product (see section 5.7.6). 

5.7.3.3. The above listed manuals shall be delivered to the Purchaser’s PM and ILS 
Officer as a preliminary version not later than PSA – twelve (12) working 
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weeks and be ready, used and commented when the training sessions will 
occur. 

5.7.3.4. The Contractor shall execute a desktop verification of the manuals content, 
structure and layout and usability S1000D fully compliant browser and shall 
be QA approved before such manuals are delivered to the Purchaser. 

5.7.3.5. The Purchaser will validate the manuals and will collect comments to the 
manuals in different stages (including the training sessions) and will provide 
all the comments to the Contractor not later than PSA – 4 working weeks. 

5.7.3.6. The Contractor shall deliver the original version (starting from the 
preliminary version including the implementation of all the comments) not 
later than PSA – one (1) working week. 

5.7.3.7. The Manuals shall be delivered as an installation package to be 
viewed/browsed with a S1000D fully compliant browser for Windows 10 
environment. 

5.7.4. Operation and User Manuals 

5.7.4.1. The Contractor shall develop, provide and maintain the System Operation 
Manual (SOM). 

5.7.4.2. The Contractor's developed Operation Manual shall describe the complete 
system by the explanation of functional blocks and Configuration Items with 
the user functions, interrelationship and the step by step logical sequence. 

5.7.4.3. The Contractor's developed Operation Manual shall define the in-depth, step-
by-step procedure how to use the software and how to perform Level 1 
maintenance tasks. 

5.7.4.4. The Contractor's developed SOM shall include all the Standard Procedures 
in order to safely operate and use the platform. 

5.7.4.5. The operation described in the Contractor's developed Manual shall be an 
outcome of the Operation and maintenance Task Analysis  

5.7.4.6. The Contractor shall include each and any procedure as a minimum the 
following information:  

a. location/ facility involved (if the operation is performed remotely, it has to 
be specified); 

b. personnel skills required; 
c. personnel role, 
d. task duration and frequency, reusing MTBF and MTTR data; 
e. manpower required; 
f. tools and special tools required (if any); 
g. the steps needed to perform the operation.  

5.7.5. Maintenance and Administration Manuals (including system administrator 
manual) 
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5.7.5.1. The Contractor shall develop, provide and maintain the System Maintenance 
and Administration Manual. 

5.7.5.2. The Contractor's Maintenance Manual shall: 
• contain all the possible Scheduled and Unscheduled maintenance 

procedure and all the possible Administration procedures as requested in 
SOW; the Contractor shall ensure that all Configuration Items and all items 
required for maintenance are included in this full product breakdown list; 

• define the in-depth, step-by-step procedure how to perform the 1st, 2nd 
and 3rd level corrective and preventive maintenance tasks and SM&C 
tasks;  

• contain a full product breakdown list.  

5.7.5.3. The Contractor's manual shall include an annex with troubleshooting 
information. The troubleshooting annex shall provide a break-down on 
actions to solve a full range of (potential) problems or provide workarounds 
(Problem Management). 

5.7.5.4. The Contractor's manual shall contain all the possible configuration 
information and settings. 

5.7.5.5. The Contractor's Maintenance Manual shall also include all information, 
illustrations, and procedures required for the installation, configuration, 
provisioning, testing, repairing, replacing and troubleshooting of an item CI. 

5.7.5.6. The Contractor's manual shall contain all the possible information on the use 
and the locations of the log files. 

5.7.5.7. Each and any procedure in the Contractor's manual shall include as a 
minimum the following information: 

• the support level to be assigned;  
• location/ facility involved (if the operation is performed remotely, it has to 

be specified); 
• personnel skills required; 
• task duration and frequency (if applicable), reusing MTBF and MTTR data 

available; 
• manpower required; 
• tools and special tools required (if any); 
• the steps needed to perform the procedure.  

5.7.6. OEM Manuals for COTS product 

5.7.6.1. The Contractor shall be responsible to keep the OEM COTS manual under 
configuration control and to assure that all the O&M COTS Manuals will be 
always coherent with the Operation configuration (SBL) deployed. 

5.7.6.2. The Contractor shall assure that all the possible information needed to 
configure, operate, manage and maintain the COTS product will be in the 
User Manual and in the Maintenance Manual if they are no in the COTS 
O&M manuals. 
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5.7.7. Quick User Guide 

5.7.7.1. The Contractor's Platform shall be equipped with a Quick User Guide.  

5.7.7.2. The Contractor's Quick User guide shall describe the frequently used user 
functions in a short format. 

5.7.7.3.  The Contractor's Quick User guide shall be integrated in the "help on 
line" publication. 

5.7.8. Release Note 

5.7.8.1. Each Contractor's Platform release shall be equipped with a Release Notes 
file which shall include: 

5.7.8.2. the change log describing the difference in functionality with the previous 
release; 

5.7.8.3. know issues of the current release. 

5.7.9. Read Me File 

5.7.9.1. The Contractor's Platform shall be equipped with 'Read Me' files for specific 
components. 

5.7.9.2. The Contractor's Platform Read Me files shall at minimum contain: 
• minimal system requirements necessary to run the specific Platform part; 
• the functional changes since the latest release; 
• the solved errors; 
• known errors; 
• contact information for problem reporting. 

5.7.10. On Line Help 

5.7.10.1. The content of the online-help shall be in line with the user manuals. 

5.7.11. Frequently Asked Question (FAQ) 

5.7.11.1. The content of the FAQ shall be in line with the user manuals. 

5.7.12. Transition Manuals 

5.7.12.1. Equipped with NCOP Transition Manuals describing the transition from 
NCOP-2 to NCOP-BMD in terms of functionality upgrade and migration of 
data. 

5.7.12.2. Equipped with NCOP Transition Manuals describing the transition from an 
NCOP increment to the next NCOP increment in terms of functionality 
upgrade and migration of data. 

5.7.12.3. Transition Manual shall describe: 
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• how to update an NCOP installation to the next increment. 
• how to convert the data from an NCOP increment to the next NCOP 

increment. 
• how information can be exchanged between different increments of 

NCOP. 
• the difference in functionality between the successive NCOP 

increments. 
 

5.7.13. Other Project Documentation 

5.7.13.1. All the Other Project Documentation required shall respect the general 
requirement about publication in this SoW. 

5.7.14. Amendments to documentation 

5.7.14.1. The Contractor shall be the responsible authority for the issue, control, and 
distribution of amendments to delivered documentation in the format 
provided for the associated equipment or system until expiration of the 
warranty period. 

5.7.14.2. The Contractor shall release the documentation for each baseline, BL3, BL4 
and BL5. For that, the Contractor shall amend and re-release the whole 
documentation set for BL5, clearly summarizing the changes between two 
baselines and operational and maintenance tasks.  

5.7.14.3. Upon Purchaser request, the Contractor shall amend any documentation 
listed in 5.7.1.6 until the end of warranty, to complete or correct any 
operational, maintenance, administrative, configuration or installation tasks.  

5.7.14.4. For that purpose, the Contractor shall provide the necessary data (in written 
form) to complete/correct the missing/incorrect information within 5 
business day upon written request from the Purchaser. The changes shall be 
conducted under the change process methodology in place. 

5.7.14.5. The Contractor shall, at minimum, amend the documentation and deliver it 
in final form before PSA, FSA and end of warranty. The frequency for the 
in between releases (PSA-FSA and during warranty) will be agreed by both 
parties to minimize the administrative burden, and ensure faster 
communication in case of an urgent information need.  

5.7.15. Manual Issuing Schedule 

5.7.15.1. The Contractor shall test and validate the procedures and resources described 
in the technical manuals. 

5.7.15.2. Not later than two (2) months prior to the delivery of the System at the first 
location, the Contractor shall submit a copy of the draft to the Purchaser for 
review.  
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5.7.15.3. Any resulting recommended changes, corrections and/or additions submitted 
by the Purchaser will be incorporated by the Contractor in the final version. 

5.7.15.4. The Contractor shall provide the final versions of each Technical 
Publication, in the requisite number of copies within four (4) weeks of FSA.  

5.7.15.5. Until the expiration of the warranty, the Contractor shall remain responsible 
for any changes to the manuals required as a result of any omission or 
inaccuracy discovered in use or, whenever changes/modifications in 
equipment or spare parts are made under the Contractor's responsibility. 

5.7.15.6. In addition to the “Manual Issuing schedule”, the Contractor shall update all 
Manuals as needed throughout this contract. 

5.8. Training and Training Material and Aids/Equipment Preparation 

5.8.1. General 

5.8.1.1. The Contractor shall create and provide the following trainings for each 
system baseline (BL3, BL4 and BL5):  

• Instructor Led Training (ILT)/ On-the-job Training (OJT) for the test crew 
• Instructor Led Training (ILT)/ On-the-job Training (OJT) for system 

administrators 
• Instructor Led Training (ILT)/ On-the-job Training (OJT) for the general 

user during UAT (PVS event) 

5.8.1.2. The Contractor shall make use of the OMTA results as an input while 
creating the content for both system administrator and operational user 
trainings.  

5.8.1.3. The Contractor shall develop an operationally-realistic set of NCOP data, 
including a representative number of each information object to support 
training objectives for use in NCOP Training Courses and Training 
Materials. The training database shall be dynamic and allow replay of 
training scenarios. 

5.8.1.4. The Contractor shall develop the Training Data according to the 
specifications of the SRS. 

5.8.2. Training Plan 

5.8.2.1. The Contractor shall develop and provide NCOP Training Plan for Purchaser 
approval.  

5.8.2.2. Training plan shall describe in a coherent way how the training will be 
developed, delivered and maintained detailing the milestones, training 
organization, training material development, course schedule planning and 
execution in line with the training requirements specified herein SOW and 
SRS.  
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5.8.2.3. Training Plan shall detail the course material development process and 
material type proposal for each course and provide it for purchaser review 
and approval.  

5.8.2.4. Training Plan shall detail the approach and activities for transition training 
between BL3, BL4 and BL5.  

 

5.8.3. Test Crew Training  

5.8.3.1. The Contractor shall provide a mix of ILT and OJT to test crew before the 
testing event and shall cover minimum the following. 

5.8.3.2. The purpose of the Test Crew Training is to train the Purchaser and 
Operational Community representatives on the functionality to be tested, 
including the changes from NCOP-2 in terms of both operational and 
maintenance aspects and how the tests will be performed. 

5.8.3.3. The Contractor shall provide Test Crew Training (including system 
overview) to the Purchaser Test Crew participating in the tests during the test 
events. 

5.8.3.4. The Contractor shall update the training material for BL5, and shall provide 
the delta training to the test crew in Purchaser location (NCIA, The Hague). 
The Contractor shall ensure that the duration of this training shall not exceed 
five days.  

5.8.3.5. The Contractor shall deliver training courses at Purchaser-specified locations 
using Purchaser-furnished facilities and equipment and the training version 
of the NCOP database before the SAT. 

5.8.4. System Administrator Training  

5.8.4.1. The Contractor's System Administrator Training shall provide as a minimum 
the following training on the software: 

• description of the software, including the changes from NCOP-2 in terms 
of both operational and maintenance aspects; 

• how to install, configure and deploy the software, including the COTS 
components; 

• how to maintain the software, including the use for logging and 
performance counters provided by the system which, as minimum, shall 
include: 

o all the configuration settings for the Platform modules, services and 
components; 

o how to configure the logging and uses of performance counters; 
o where to find the log files; 
o the different categories of logging; 
o the different performance counter categories; 

• how to trouble shoot and restore the system, including actions to solve a 
full range of (potential) problems or provide workarounds; 
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• transition training to outline the differences between NCOP-2 and NCOP 
in terms of functionality and system administration 

• how to manage database information, including database tables, triggers 
and stored how perform back-up and restore procedures. 

5.8.4.2. The Contractor shall provide the system administrator training in Purchaser 
location (NCIA, The Hague) for a duration that is not longer than five days. 
The Contractor shall update the training material for BL5, and shall provide 
the delta training to the system administrators in Purchaser location (NCIA, 
The Hague). The Contractor shall ensure that the duration of this training 
shall not exceed five days.  

5.8.4.3. The Contractor shall deliver training courses at Purchaser-specified locations 
using Purchaser-furnished facilities and equipment and the training version 
of the NCOP database before the SAT. 

5.9. In-Service Support (ISS) during Implementation  

5.9.1. NCOP In-Service Support (ISS) shall take place in parallel with development, 
implementation and roll-out of NCOP as such transition support shall be provided 
for BL3 implementation starting from PSA during the development of BL4; for 
BL4 implementation during the development of BL5; and for BL5 implementation 
until FSA.  

5.9.2. The Contractor shall conduct a Support/Sustainment Qualification Review (SQR) 
to demonstrate that they are fully ready with the support structure and processes 
to begin to support the NCOP systems upon installation. 

5.9.2.1. The Contractor shall provide the following documents for the SQR: 
Table 5-1 – SQR Deliverables and documents 

Serial Activities / Documents 
1 Software Distribution List 
2 Integrated Logistics Support Plan (ILSP) 
3 System Administrator Training 
4 Monthly management reports in accordance with the report templates 

included in NCIA SLA Template (PFE). 

5.9.2.2. Entry Criteria 

5.9.2.2.1. The Contractor shall include in planning the SQR Entry Criteria given in 
Table 5-2 - SQR Entry Criteria and make them available to the Purchaser at 
least two (2) weeks prior to the SQR: 

Table 5-2 - SQR Entry Criteria 

Serial Activities / Documents 
1 Success Criteria (enhanced or adapted) 
2 All relative documents have been delivered and reviewed 
3 Support levels detailed and cover the whole scope of the project 
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4 Profiles to execute support level are described 
5 The NCOP support team has received the System Administrator 

Training 

5.9.2.3. Success Criteria 

5.9.2.3.1. The Purchaser concludes that the SQR Success Criteria accomplished to 
complete the objectives of the SQR: 

Table 5-3 - SQR Success Criteria 

Serial Requirement 
1 The Contractor has demonstrated that he is able to provide ISS 
2 Implementation Reachback Support Desk is available 
3 The Contractor has demonstrated that the implementation, the 

training and the support are ready to be executed by the future BMD 
O&M Contractor 

4 All the hand over documentation has been delivered by the 
Contractor and approved by the Purchaser 

5 Software warranty and licensing documentation has been delivered 
by the Contractor to the Purchaser 

5.9.2.3.2. The Contractor shall prepare SQR Report and submit it within one (1) week 
after the completion of SQR. 

5.9.3. Implementation Reachback Support Desk 

5.9.3.1. The Support Desk shall act as central point of contact for the Purchaser. 

5.9.3.2. The Support Desk shall handle incidents and requests and provide an 
interface for all activities linked with the implementation of the product 
baseline. 

5.9.3.3. The Support Desk shall be responsible to: 
Serial Requirement 

1 Receive and record all calls from the Purchaser. 
2 Analyse incidents linked to NCOP baselines installation  
3 Provide incident analysis results by telephone and Internet electronic 

mail 
4 Provide work arounds to incident to ensure that NATO site 

deployment can be finalised 
5 Provide up to two patches by baseline to ensure the product baseline 

can be implemented at all NATO sites. 

5.9.3.4. The Support Desk shall provide its services in the English language. 

5.9.3.5. The Support Desk shall be operated by the Contractor up to NCOP FSA 
declaration. 
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5.9.4. Within the task of providing In Service Support, the Contractor shall: 

5.9.4.1. Analyse incidents linked to NCOP baselines installation and provide 
feedback by telephone and Internet electronic mail. 

5.9.4.2. Use the Collaborative Working Environment to manage incidents. 

5.9.4.3. The Contractor shall ensure that the individual(s) providing this support are 
familiar with the requirements, design, test, implementation, and support of 
a COP capability and are capable of supporting all of the following NCOP 
roles: 

Table 5-4 – NCOP roles 

Serial Requirement 
1 NCOP User 
2 NCOP Advanced User 
3 NCOP Contributor 
4 NCOP Manager 
5 NCOP Functional Administrator 
6 NCOP System Administrator 

5.9.4.4. The Contractor shall provide technical assistance, as required, to the 
Purchaser assigned personnel to answer the technical questions that are not 
clear or not fully covered within the existing documentation. This shall 
specifically address data migration from NCOP-2 to NCOP BL3, 
information requests for training and implementation areas and shall be 
provided via phone and email as applicable.  

5.9.4.5. The Contractor shall be only responsible for preparation and training to bring 
the System Administrator to the performance level required to fulfil its role. 

5.9.4.6. The Purchaser’s on-site representative will assign and monitor progress on 
specific tasks within the scope of this Contract and this task. 

5.9.4.7. The Contractor’s designated individuals shall travel on a NATO site as 
required by the Purchaser. This on-site support shall be up to five (5) days 
by baseline including travel time and on three different locations in Europe. 
Upon Purchaser’s notification, the Contractor shall be on site within 3 days. 

5.9.4.8. The Contractor shall report on activities under this task as part of all Project 
Status Reports and Reviews conducted during the period of performance of 
this task. 

5.9.5. Patches 

5.9.5.1. After delivering each product baseline, if any incident during the 
implementation period is characterised blocking or critical and must be 
corrected before the next product baseline, the Contractor shall deliver 
patches within 10 calendar days of notification from the Purchaser. 
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5.9.5.2. The Contractor shall deliver up to two patches by baseline. 

5.9.5.3. The Contractor shall integrate each non-critical patch in the subsequent 
baseline:  

• Baseline 4 for patches of baseline 3 (for non-critical incidents during 
implementation, BMD PVS, or BL3 warranty); 

• Baseline 5 for patches of baseline 4 (for non-critical incidents during 
implementation, BMD PVS, or BL4 warranty); 

• Warranty baseline (quarterly if needed or final before the end of 
warranty period) for patches of baseline 5; 

5.9.6. Handover of SW warranty and licenses 

5.9.6.1. The Contractor shall provide Software warranty and licensing 
documentation (SWDL and others as required) to the Purchaser at least three 
weeks before IV&V security testing or when otherwise specified to ensure 
that Security test planning can be carried out at the Purchaser’s facility. 

5.9.6.2. The Contractor shall ensure the warranty and license model allows for 
transfer of responsibility between the Purchaser and other NATO entities as 
required by NATO’s organization structure. 

5.9.6.3. The Contractor shall ensure the SW licenses are correctly attributed to the 
Purchaser’s Organization that will actually use the application. 

5.9.6.4. The transfer of responsibility shall be carried out without incurring additional 
cost for the Purchaser. 

5.10. Warranty  

5.10.1. General  

5.10.1.1. The Contractor shall warrant that all software and documentation furnished 
under this Contract conform to the requirements of this contract and 
standards that are referred to, and is free of any code or workmanship for a 
period starting at date of BL3 acceptance to the date of BL5 FSA plus one 
(1) year. Therefore, the warranty period shall last till BL5 FSA plus one year 
covering the BL3 and BL4 functionalities within BL5 baseline warranty.   

5.10.1.2. The warranty shall be applicable to all Product baseline CIs delivered under 
this contract, without requiring further explicit reference. 

5.10.1.3. If the Contractor becomes aware at any time before the end of this contract 
(FSA + 1 year) by the Purchaser that a deficiency exists in any supplies, the 
Contractor shall coordinate with the Purchaser and correct the deficiency 
accordingly with warranty requirement. 

5.10.2. The Contractor shall provide the following services during the Warranty to 
maintain the system to the required performance level, being responsible for: 

5.10.2.1. Service Desk  
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5.10.2.1.1. On-demand support and technical assistance at the Contractor’s premises 
providing indication for SW corrective/unscheduled and 
preventive/scheduled maintenance from SL 3 up to SL 4 included and 
onwards to ensure that the response times specified can be met (e.g.: MTTR). 

5.10.2.1.2. The Contractor shall provide assistance by Internet electronic mail, and shall 
use the CWE to track all repair and replacement actions. 

5.10.2.1.3. The Contractor shall provide the Purchaser instructions for handling 
replacement actions. 

5.10.2.2. Maintenance corrective/unscheduled and preventive/scheduled 
maintenance: remediation/resolution of all bugs, flaws, etc. of all software 
installations, provided as part of this contract. 

5.10.2.2.1. In case of any critical bug, the Contractor shall provide analysis to the 
Purchaser within one (1) day, provide a workaround (of possible) after three 
(3) days and deliver a corrective baseline after ten (10) days.  

5.10.2.2.2. In case of non-critical bugs, the Contractor shall give an analysis and 
workaround to the Purchaser within three (3) days and deliver a corrective 
baseline at the end of the quarter. Before the end of the warranty, the 
Contractor shall provide a final release including all patches resolving the 
non-critical bugs. 

5.10.2.2.3. The Contractor shall provide on-site support on the request of the Purchaser 
for all SL3 and SL4 corrective/unscheduled and preventive/scheduled 
maintenance and the warranty cases that cannot be resolved remotely. This 
support will cover any other SL incident which cannot be handled remotely 
or needs a local expertise. This support shall be exceptional and only to fulfil 
the warranty requirements within the scope of the contract 

5.10.2.3. Repairs and Replaces 

5.10.2.3.1. The warranty scope includes replacement of any faulty NCOP CI provided 
by the Contractor. The faulty NCOP CI is characterised as a critical 
deficiency in the product baseline preventing installation or operational use. 

5.10.2.3.2. The Contractor shall provide for a specific remedy such as a repair or 
replacement in the event the software application fails to meet the warranty 
conditions. 

5.10.2.4. Problem Log 

5.10.2.4.1. During the Warranty Period all problems reported by the Purchaser that are 
encountered shall be added to a problem log in the CWE, together with a 
clear description of the problem and including classification. The entries in 
the Problem Log shall include, but not be limited to, the following 
information: 
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Table 5-5 – Problem Log during ISS warranty 

Serial Requirement 
1 Software Item, Component or 

Module. 
2 Problem Description. 
3 Date Occurred. 
4 Business Impact (Severity). 
5 Priority. 
6 Affected CI 
7 Effort 
8 Schedule 
9 Corrective actions (associated CWE 

work items) 

5.10.2.4.2. This classification, as well as the classification of each logged problem, shall 
be jointly agreed by the Purchaser and the Contractor.  

5.10.2.4.3. The Contractor shall submit a Warranty Report: 

5.10.2.4.3.1 At the end of every 3 months period during the warranty period, 
documenting all identified warranty cases, affected CI's, corrective 
actions, cost and schedule. 

5.10.2.4.3.2 At the end of the warranty period that cumulative report all identified 
warranty cases, affected CI's, corrective actions, cost and schedule 

5.10.3. The warranty for NCOP Product Baseline is limited to the scope provided by the 
Contractor to the Purchaser. The Purchaser, in consultation with the Contractor, 
may apply changes to the NCOP Product Baseline. The scope of the Purchaser’s 
changes will be excluded from the warranty.  

5.10.4. If the actual achieved performance and quality figures of NCOP system does not 
(or no longer) satisfy the Performance and Quality requirements in this Contract 
then the Contractor shall modify the design and the source code to fulfil the 
requirements in this Contract. 

5.10.5. For any breach of this warranty, the Purchaser's exclusive remedy and the 
Contractor's entire liability shall be the re-performance of the deficient services, 
and if the Contractor fails to re-perform the services as warranted, the Purchaser 
is entitled to recover the fees the Purchaser paid the Contractor for those deficient 
services or components. 

5.10.6. Configuration Management 

5.10.6.1. The Contractor shall maintain updated, for the whole duration of ISS, the 
Full Configuration Management data (identification of Configuration Items 
- CIs, type of CI, relationships, dependencies) in accordance with Sections 
3.13 and 5.4. 
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5.11. Operation and Maintenance (O&M) services after warranty 

5.11.1. General  

5.11.1.1. The Contractor shall provide Operation and Maintenance (O&M) services 
starting at the end of warranty plus four (4) years. The O&M will cover: 

• Field Engineering 
o Service Desk  
o SW Maintenance 

5.11.1.2. The Contractor shall provide the necessary engineering support per year for 
applying Corrective and Preventive Maintenance. 

5.11.1.3. Quarterly Maintenance Review 

5.11.1.3.1. The Contractor shall plan and conduct Quarterly Maintenance Review 
(QMR) in order to determine the status of maintenance activities and 
planning for the next activities. 

5.11.1.3.2. The QMR shall include reviewing and analysing the activities summarized 
in the ISS Quarterly Report. 

5.11.1.3.3. The first QMR shall be conducted in the first week of January, April, July, 
October, whichever is the closest after the package invoke date (i.e. first week 
of April if the invoke date is between 1 January and 31 March. 

5.11.1.3.4. The QMR shall be executed at the Contractor premises or any other location 
approved by the Purchaser two weeks prior the event. 

5.11.2. Field Engineering 

5.11.2.1. Service Desk  

5.11.2.1.1. The Contractor shall provide service desk during all the duration of the O&M 
period. 

5.11.2.1.2. On-demand support and technical assistance at the Customer’s premises 
providing indication for SW corrective/unscheduled and 
preventive/scheduled maintenance up to SL 2 included and onwards to 
ensure that the response times specified can be met (e.g.: MTTR, MTRS). 

5.11.2.1.3. The Contractor shall provide assistance by Internet electronic mail, and shall 
maintain a trouble-ticketing system to track all repair and replacement 
actions. 

5.11.2.1.4. The Contractor shall provide the Purchaser instructions for handling 
replacement actions. 

5.11.2.2. Software Maintenance 

5.11.2.2.1. The Contractor shall perform following types of Software Maintenance in the 
context of Third Level Maintenance: 
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• Corrective Maintenance 

5.11.2.2.2. Corrective Maintenance 

5.11.2.2.2.1 Corrective Maintenance is modification of the software to correct 
discovered problems or defects (a.k.a. bugs). It is carried out after fault 
recognition and intended to put a software unit into a state in which it can 
perform its intended function. 

5.11.2.2.2.2 In case of any critical bug, the Contractor shall provide analysis to the 
Purchaser within one (1) day, provide a workaround (of possible) after 
three (3) days and deliver a corrective baseline after ten (10) days.  

5.11.2.2.2.3 In case of non-critical bugs, the Contractor shall give a response to the 
Purchaser within three (3) days and deliver a corrective baseline at the end 
of the quarter. Before the end of any year of the O&M, the Contractor shall 
provide an annual release including all the remaining patches resolving the 
non-critical bugs. 

5.11.2.2.2.4 The Contractor shall provide on-site support on the request of the 
Purchaser for all SL 3 corrective/unscheduled maintenance and the ISS 
cases that cannot be resolved remotely. This support will cover any other 
SL incident which cannot be handled remotely or needs a local expertise. 
This support shall be exceptional and only to fulfil the warranty 
requirements within the scope of the contract 

5.11.2.2.2.5 The Contractor shall perform SL3 and SL4 Corrective Maintenance which 
includes the following activities: 

• Trouble shooting 
• Determining the cause 
• Correcting the defect 
• Generating a patch with versioning 
• Testing at the Test and Reference Systems 
• Applying the patch 
• Testing (including regression and nominal testing) 
• Recording maintenance data. 

 

5.12. In Service Support Plan 

5.12.1. The Contractor shall establish, provide, execute and maintain an effective In 
Service Support Plan (ISSP) that describes in detail the practical instructions 
necessary for the Purchaser’s In Service Support organisation to operate and 
maintain the system delivered under this Contract. 

5.12.2. The ISSP shall describe the ISSP strategy and the detailed process and procedure 
to execute the ISS. This plan shall be detailed enough to form a comprehensive 
understanding of how the Contractor proposes to meet the support requirements 
of this SOW. 



  NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 
  

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

146 
 

5.12.3. The Contractor shall provide the first release of ISSP six (6) months before the 
ISS starts and a second version six (6) months before the warranty starts. Any 
other release of ISSP will be issued by Contractor on necessity base during the 
ISS and warranty, if any process or procedure will change. The Contractor shall 
provide a description of how its proposed CM procedures shall continue to be 
implemented on the System (hardware and software/firmware) during the 
operative phases. 

5.12.4. The ISSP shall be considered a living document and as such shall be updated as 
necessary by the Contractor, with the Purchaser’s concurrence, throughout the 
contracted O&M post warranty. 

5.12.5. The ISSP shall describe and detail the following: 
• Detailed description of the product baseline 
• Contractor’s proposed Management Organisation and Structure, to carry 

out the effort proving adequate experience in the maintenance and support 
of major defence systems including specialised software. 

• Plan and methods for performing ISS, warranty and O&M activities (e.g.: 
intervention on each site, preventive maintenance, repair activities, spares 
replenishment) and evaluating the Contractor’s performance through 
proposed Key Performance Indicators for each area. 

• Details for suggested Service Level Agreements (SLA) and relevant Key 
Performance Indicators (KPI) methods, measures and thresholds 

• Details for maintaining and updating the Technical Publications and the 
Logistics Database providing relevant input to training material for 
refreshing training courses [included in Engineering Support Area]. 

• Plan and methods for Configuration Management specific for the ISS and 
warranty. 

• Plan and methods for communication (e.g.: for site personnel to inform 
ISS Contractor when assistance is needed) detailing also the use of Call 
centre and Collaborative environment and how any exceptions have to be 
handled. 

5.12.6. The Contractor shall provide a description of the proposed logistics and 
maintenance information processes. This description shall detail how the 
information from locations and the Contractor’s maintenance facilities will be 
collected, stored and made available for evaluation. The term “Sites” refers to 
every physical location where systems or items under this contract are located 
when Contractor’s activity is required. 

5.12.7. The Contractor shall provide a description of how the QA/QC Programme of the 
Prime Contractor and sub-contractors providing ISS services shall meet the 
provisions of this contract. The Contractor shall include applicable certificates 
(issued by National Governments or International Organisations such as ISO) that 
demonstrate that the sub-contractors Quality Programme conforms to the 
requirement of the Prospective ISS Contract. The Contractor shall also 
demonstrate how the provisions of the Prospective ISS Contract regarding QA/QC 
shall be inserted in all subcontracts and enforced by the Prime Contractor. 
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5.12.8. The Contractor shall provide the ISSP detailing the relevant content to cover the 
following structure. 

Table 21 - ISSP Content and Structure 
Structure Content 
1 Introduction 
2 Documents and Acronyms 
2.1 List of Applicable Documents 
2.2 List of Reference Documents 
2.3 List of Acronyms 
3 System Overview 
3.1 Architecture 
3.2 Operational scenario 
3.3 Maintenance Concept 
3.4 Support Concept 
4 ISS Management 
4.1 ISS team 
4.2 ISS processes and procedure overview 
4.3 ISS RACI Matrix 
4.3 ISS constraints 
4.4 ISS tools 
4.5 ISS Contractual Documentation Requirements List (CDRL) 
5 System Breakdown 
6 Engineering Support (ES) 
6.1 Framework and processes description 
6.2 Data Reporting Analysis from CWE  
6.3 Key Performance Indicators for ES 
7 Field Engineering (FE) 
7.1 Framework and processes description 
7.2 Manpower and support concept 
7.3 Facilities 
7.4 Key Performance Indicators for FE 

5.13. In Service Support Quarterly Report 

5.13.1. The Contractor shall submit an ISS Quarterly Report that documents all the ISSP 
foreseen activities. This report shall describe in detail all task performed in the 
preceding months under the contract through appropriate use of Data Reporting 
Analysis from CWE. 

5.13.2. For any activity performed during ISS, warranty and O&M at least the following 
data shall be recorded: 

• Date and time of occurred failure (actual and/or estimated); 
• Date and time of reception of request; 
• Part Number of CI that requires a patch; 
• Activities performed and failure reporting analysis (or diagnosis with 

evaluation cost, proposed solution and details on the disposal); 
• Time to issue a new patch; 
• Date and time of closure of request. 
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5.13.3. The ISS Quarterly Report shall report all relevant activities performed, dashboard 
for the KPI evaluation to provide a performance analysis. 

5.13.4. The ISS Quarterly Report shall report activities in terms of: 
• Maintenance scheduled and executed; 
• Corrective maintenance performed; 
• Manpower involved and facilities issues; 
• List of all requests for on-site support, including: 

o Date and time of reception of request; 
o Name of the employee(s) sent on-site; 
o Location; 
o Start and end-date and time of support provided; 
o Date and time of closure of request. 

• Patches issue: 
o List of patches issued; 
o List of CI under investigation; 
o List of patches installed. 

• Test Equipment (TE): 
o List of TE with location; 
o List of TE planned to be used in the next period. 

5.13.5. List of all requests for technical assistance (solved by Help Desk), including: 
• Date and time of reception of request; 
• Nature of the request; 
• Details of SME responding to the request; 
• Date and time of closure of request; 

5.13.6. The ISS Quarterly Report shall include the update of the Supportability Report. 
  



  NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 
  

NATO RΞSTRICTED 
(NATO UNCLASSIFIED when separated from SOW-Annex A_System Requirement Specifications) 

149 
 

SECTION 6:    LABOUR CATEGORIES 

6.1. General 

6.1.1. This section outlines minimum educational and experience qualifications for 
Contractor staff supporting this Contract. The labour categories identified shall be 
available to support all Task Areas as required. 

6.1.2. The purchaser may request to interview any Contractor staff to ensure they fully 
comply with the expectations of the Purchaser.  

6.1.3. The Purchaser reserve the right to revoke any Contractor staff who would not suit 
the expectations of the Purchaser. A particular attention will be paid to the key 
personnel (3.5.1). 

6.1.4. Substitution of experience or education is allowed as outlined in Table 9-1 below. 
Education Equivalent Education + Experience Equivalent Experience 
Associate degree  4 years of relevant experience 
Bachelor degree Associates + 2 years of relevant experience 6 years of relevant experience 
Master degree Bachelors + 4 years of experience 8 years of relevant experience 

Table 6-1 - Experience/Education Substitution 

6.2. Management 

6.2.1. Project Manager 

6.2.1.1. Responsible for project management, performance and completion of tasks 
and delivery orders. Establishes and monitors project plans and schedules 
and has full authority to allocate resources to insure that the established and 
agreed upon plans and schedules are met. Manages costs, technical work, 
project risks, quality, and corporate performance. Manages the development 
of designs and prototypes, test and acceptance criteria, and implementation 
plans. Establishes and maintains contact with Purchaser, Subcontractors, and 
project team members. Provides administrative oversight, handles 
contractual matters and serves as a liaison between the Purchaser and 
corporate management. Ensures that all activities conform to the terms and 
conditions of the Contract and Work Package procedures.  

6.2.1.2. Education:  Master degree in management, engineering, or business 
administration. Formal certification through Project Management Institute or 
equivalent source. 

6.2.1.3.  Experience:  At least seven years in information systems design and project 
management. At least two years as the project manager for an effort of 
similar scope and complexity, including the application of a formal project 
management methodology such as PRINCE2. 

6.3. Project Management Support 

6.3.1. Project Control Analyst 
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6.3.1.1. Establishes and maintains project schedule and cost baseline and analyses 
risks and potential impacts. Prepares project highlight reports. 

6.3.1.2. Education:  Bachelor degree. 

6.3.1.3. Experience:  At least three years in project scheduling, project control, or 
project monitoring and reporting. 

6.3.2. Webmaster 

6.3.2.1. Provides website construction and administration, develops connections 
between databases and web based front ends. Generates technical reports and 
related documentation as required. Provides expertise in the development 
and maintenance of web sites. Provides training on the uploading of 
documents, creating pages, links and other web functions. Maintains access 
rights to pages on web. Maintains reports and statistics on utilisation of the 
Project Website.  

6.3.2.2. Education:  Associates degree or two years of technical training.  

6.3.2.3. Experience:  At least one year in website support and at least one year in 
website construction.  

6.3.3. Contract Security Specialist 

6.3.3.1.  Provides support in areas directly pertinent to administration, supervision, 
and control of facility security in an industrial and/or government 
environment. Possesses a working knowledge of government and industrial 
security regulations. 

6.3.3.2.  Education:  Bachelor degree. 

6.3.3.3. Experience:  At least three years in Contract security administration. 

6.4. Engineering and Technical 

6.4.1. Senior Engineer 

6.4.1.1. Performs complex engineering tasks and multiple tasks simultaneously. 
Assists with or plans major research and engineering tasks or programs of 
high complexity. Directs and co-ordinates all activities necessary to 
complete a major, complex engineering program or multiple smaller tasks or 
programs. Performs advanced engineering research, hardware or software 
development. 

6.4.1.2. Education:  Master degree in engineering. 

6.4.1.3. Experience:  At least seven years in engineering positions associated with 
the review, design, development, evaluation, planning and operation of 
electrical or electronic components, subsystems, or systems for government 
or commercial use. Member of recognised professional body. 
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6.4.2. Intermediate Engineer 

6.4.2.1. Performs engineering tasks and additional duties as assigned. Assists higher 
level engineers with larger tasks. Manages or directs multiple engineering 
tasks, directing research and development activities as required. Performs 
advanced engineering applications programming and analysis for 
systems/equipment assigned. 

6.4.2.2. Education:  Bachelor degree in engineering. 

6.4.2.3. Experience:  At least three years in engineering functions associated with the 
review, design, development, evaluation, planning and operation of electrical 
or electronic components, subsystems, or systems for government or 
commercial use. 

6.4.3. Junior Engineer 

6.4.3.1. Performs engineering tasks under the direction of higher level engineers. 
Performs independent research, conducts studies and analysis, and 
participates in the design and development of complex systems. 

6.4.3.2. Education:  Bachelor degree in engineering. 

6.4.3.3. Experience:  At least one year in engineering functions associated with the 
review, design, development, evaluation, planning and operation of electrical 
or electronic components, subsystems, or systems for government or 
commercial use. 

6.4.4. Senior Systems Engineer 

6.4.4.1. Plans and co-ordinates project management and engineering. Provides 
comprehensive definition of all aspects of system development from analysis 
of mission needs to verification of system performance. Competent in 
technical disciplines as applied to government and commercial information 
and communications systems. Prepares trade-off studies and evaluations for 
vendor equipment. Recommends design changes/enhancements for 
improved system performance. Supervises the work of a design, integration, 
test, and implementation team. 

6.4.4.2. Education:  Master degree in engineering or computer science. 

6.4.4.3. Experience:  At least seven years in system design and integration. At least 
five years in the design, integration, or implementation of COP systems. 

6.4.5. Intermediate Systems Engineer 

6.4.5.1. Performs system engineering assignments in support of the analysis of 
complex system design, formulating requirements, developing alternative 
approaches, conduct of studies, and application of standards. May function 
as a member of an engineering team assigned responsibilities for specific 
task areas. 
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6.4.5.2. Education:  Bachelor degree in engineering or computer science. 

6.4.5.3. Experience:  At least three years in system design and integration.  

6.4.6. Junior Systems Engineer 

6.4.6.1. Conducts research and application of system design principles for the design, 
development, implementation, or support as a member of assigned task 
staffing. Develops alternative solutions, concepts, or processes through 
research into assigned systems and components. 

6.4.6.2. Education:  Bachelor degree in engineering or computer science. 

6.4.6.3. Experience:  At least one year in system design and integration. 

6.4.7. Senior Communications Engineer 

6.4.7.1. Performs communications system implementation planning, engineering 
design for integration with processing systems, specification development, 
standards, interface design, testing, and the conduct of transmission and 
traffic studies. 

6.4.7.2. Education: Master degree in engineering. 

6.4.7.3. Experience: At least seven years of experience in the engineering of 
communications systems via all transmission media. 

6.4.8. Intermediate Communications Engineer 

6.4.8.1. Prepares communications systems designs and technical documentation, and 
other design criteria. Implements COTS and emerging communications 
systems and develops technical plans, documentation, and support. 

6.4.8.2. Education: Bachelor degree in engineering. 

6.4.8.3. Experience: At least three years of experience in the engineering of 
communications systems via all transmission media. 

6.4.9. Junior Communications Engineer 

6.4.9.1. Conducts engineering analysis, develops technical documentation, 
investigate communications requirements, formulates network interfaces, 
and assists in project/program execution. 

6.4.9.2. Education: Bachelor degree in engineering. 

6.4.9.3. Experience: At least one year experience in the engineering of complex 
communications systems via all transmission media. 

6.4.10. Senior Network Engineer  
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6.4.10.1. Designs network topologies and architectures. Determines applicable 
hardware, software, and connectivity solutions. Supports implementation 
through configuration set-up, testing, and training of users. 

6.4.10.2. Education:  Master degree in engineering and completion of a formal 
network certification program. 

6.4.10.3. Experience:  At least seven years of experience in network systems. At least 
five years of experience with TCP/IP wide area networks. 

6.4.11. Intermediate Network Engineer  

6.4.11.1. Develops detailed network interface and configuration data. Surveys and 
evaluates applicable products. Prepares network diagrams. Provides 
guidance for system implementation and support. 

6.4.11.2. Education:  Bachelor degree in engineering. 

6.4.11.3. Experience:  At least five years of experience in network systems. At least 
three years of experience with TCP/IP wide area networks. 

6.4.12. Junior Network Engineer 

6.4.12.1. Develops network interface and configuration data for system components. 
Surveys and evaluates network products. Prepares network diagrams. 
Prepares routing tables and installation and support documentation. 

6.4.12.2. Education:  Bachelor degree in engineering. 

6.4.12.3. Experience:  At least one year experience in the engineering of complex 
communications systems via all transmission media. 

6.4.13. Systems Integration Analyst 

6.4.13.1. Develops and implements solutions using the optimal technology, platform, 
and interfaces Researches available tools and technologies to determine 
alternate technology solutions. Researches, implements, and supports 
multiple computing platforms, operating systems, processing environments, 
and telecommunications technologies. May conduct cost/benefit or 
feasibility analyses; perform capacity analyses and planning. 

6.4.13.2. Education: Bachelor degree in engineering or computer science. 

6.4.13.3. Experience: At least seven years in the integration and implementation of 
COTS-based information systems. 

6.4.14. Senior Software Programmer 

6.4.14.1. Performs complex program development using standard and specialised 
languages to create special purpose software, modify existing programs, and 
enhance system efficiency and integrity. Translates detailed designs into 
software, tests, debugs, and refines software packages. Manages software 
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development teams in modular development of complex applications. 
Provides technical direction to assigned programmers.  

6.4.14.2. Education:  Bachelor degree in engineering or computer science. 

6.4.14.3. Experience:  At least seven years in the design, programming, and testing of 
applications software. 

6.4.15. Intermediate Software Programmer 

6.4.15.1. Analyses systems requirements and design specifications to develop block 
diagrams and logic flow charts. Translates detailed designs into computer 
software for specific applications. Prepares documentation, including 
program and user documentation.  

6.4.15.2. Education:  Bachelor degree in engineering or computer science. 

6.4.15.3. Experience:  At least three years in the design, programming, and testing of 
applications software. 

6.4.16. Junior Software Programmer 

6.4.16.1. Performs programming tasks based upon specifications and flow diagrams. 
Translates concepts into program modules for testing, debugging, 
refinement, and integration with other modules. Prepares draft 
documentation including program and user documentation. Functions as a 
member of a software development team under the guidance of more 
experienced programmers. 

6.4.16.2. Education:  Bachelor degree in engineering or computer science. 

6.4.16.3. Experience:  At least one year in the design, programming, and testing of 
applications software. 

6.4.17. System Support Engineer 

6.4.17.1. Designs and integrates system support applications and protocols to meet 
system requirements. Analyses architectural options for performance and 
manageability. Analyses and designs implementations to meet specialised 
message formats or interfaces. 

6.4.17.2. Education: Bachelor degree in engineering. 

6.4.17.3. Experience: At least seven years in the design, integration, and 
implementation of information systems. At least three years of experience 
with SNMP and system support applications. 

6.4.18. Senior Test Engineer 

6.4.18.1. Directs test planning, design and tools selection. Establishes guidelines for 
test procedures and reports. Co-ordinates with Purchaser on test support 
requirements and manages Contractor test resources. 
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6.4.18.2. Education:  Bachelor degree in engineering. 

6.4.18.3. Experience:  At least seven years in the design and execution of information 
systems tests.  

6.4.19. Intermediate Test Engineer 

6.4.19.1. Designs and documents unit and application test plans. Transforms test plans 
into test scripts and executes those scripts. Supervises individual tests and 
prepares test reports. 

6.4.19.2. Education:  Bachelor degree in engineering. 

6.4.19.3. Experience:  At least three years in the design and execution of information 
systems tests. 

6.4.20. Junior Test Engineer 

6.4.20.1. Performs testing activities under supervision of more experienced test 
personnel. Executes defined test cases and procedures. Collects and analyses 
test data. Prepares test reports 

6.4.20.2. Education:  Bachelor degree in engineering. 

6.4.20.3. Experience:  At least one year in the design and execution of information 
systems tests. 

6.4.21. Test Technician 

6.4.21.1. Provides installation and administration support to information system 
testing. Constructs and tests prototype equipment for electrical systems and 
components, consistent with engineering and other specifications. Executes 
tests and collects test data. Assists in preparing test reports. 

6.4.21.2. Education:  Associates degree or two years of technical training. 

6.4.21.3. Experience:  At least two years in the configuration and administration of 
information systems or test and measurement systems. 

6.4.22. Information Systems Security Engineer 

6.4.22.1. Analyses and develops network systems and information security practices 
to include:  operating systems, applications, TCP/IP, security architecture, 
multi-level security, intrusion detection, virus detection and control, PKI, 
vulnerability assessment. Documents findings and recommend changes in 
procedures, configuration, or design. 

6.4.22.2. Education:  Bachelor degree. 

6.4.22.3. Experience:  At least three years in information systems security. At least 
five years in information systems integration, implementation, or operation. 
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6.4.23. Information Systems Security Specialist 

6.4.23.1. Provides support in implementing procedures and practices prescribed for 
safeguarding and control of an automated information system and the 
processing of classified information.  

6.4.23.2. Education:  Associates degree or two years of technical training. 

6.4.23.3. Experience:  At least two years as an Information Systems Security Officer 
for an operational system.  

6.4.24. Field Engineer 

6.4.24.1. Conducts site surveys, prepares implementation plans, prepares 
implementation procedures, supervises installation and activation, reports on 
installation status, manages repair and modifications to systems/equipment, 
performs field maintenance, and performs system configuration changes 
based upon approved specifications. 

6.4.24.2. Education:  Bachelor degree. 

6.4.24.3. Experience:  At least seven years in the installation and support of 
information systems. 

6.4.25. Senior Technician 

6.4.25.1. Supervises technicians in the troubleshooting, repair, installation, training, 
integration, and upgrade of systems and equipment. Works closely with 
assigned engineers and systems personnel to support implementation and 
activation efforts. 

6.4.25.2. Education:  Associates degree. 

6.4.25.3. Experience:  At least seven years in the installation and maintenance of 
network and information systems. 

6.4.26. Intermediate Technician 

6.4.26.1. Performs troubleshooting, repair, refurbishment, and installation of systems 
and equipment. Performs factory or field testing of systems, development of 
maintenance or repair procedures, and supports installation teams in specific 
areas of expertise. 

6.4.26.2. Education:  Associates degree. 

6.4.26.3. Experience:  At least three years in the installation and maintenance of 
network and information systems. 

6.4.27. Junior Technician 
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6.4.27.1. Performs troubleshooting, repair, and installation functions as assigned. May 
be assigned as technical support technician for specific systems or hardware. 
Performs factory or field testing and supports installation teams as assigned. 

6.4.27.2. Education:  Secondary school graduate with one year of technical training. 

6.4.27.3. Experience:  At least two years installing and maintaining network and 
information systems. 

6.4.28. System Management Specialist 

6.4.28.1. Analyses, develops, and maintains operational system configuration 
parameters. Establishes and implements system policy, procedures and 
standards, and ensures their conformance with system requirements. Ensures 
that security procedures are established and implemented. Provides technical 
assistance to operational, logistics, and system engineering staff. 

6.4.28.2. Education:  Bachelor degree and completion of a formal system 
administration or network management certification course. 

6.4.28.3. Experience:  At least three years in the administration of distributed 
information systems.  

6.5. Implementation Support 

6.5.1. Logistics Management Specialist 

6.5.1.1. Provides support in the development of support documentation to include as 
a minimum, elements such as support equipment, technical orders, supply 
support and computer resources support, process of evolving and 
establishing maintenance/support concepts. 

6.5.1.2. Education:  Bachelor degree. 

6.5.1.3. Experience:  At least seven years in supply and support of information 
systems. At least three years in support of distributed systems in more than 
one NATO nation. 

6.5.2. Logistics Analyst 

6.5.2.1. Creates and helps execute plans for the integrated logistics support (ILS) of 
complex systems. Analyses adequacy and effectiveness of current and 
proposed logistics support provisions. Supervises the efforts of other 
logistics personnel in the execution of assigned tasks. 

6.5.2.2. Education:  Bachelor degree. 

6.5.2.3. Experience:  At least three years in ILS planning and analysis. 

6.5.3. Inventory Specialist 
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6.5.3.1. Creates and maintains an inventory control system. Tracks materials, co-
ordinates shipping and receiving, and supervises packing operations. 

6.5.3.2. Education:  Associates degree. 

6.5.3.3. Experience:  At least three years in shipping, receiving, and inventory 
control. 

6.5.4. Shipping and Receiving Clerk 

6.5.4.1. Co-ordinates the shipping and receiving of materials. Tracks property using 
automated equipment. Performs and records materials inventory checks. 

6.5.4.2. Education:  Secondary school graduate. 

6.5.4.3. Experience:  At least three years in shipping and receiving. 

6.5.5. Technical Writer 

6.5.5.1. Develops, writes, and edits materials, briefs, proposals, instruction books, 
and related technical and administrative publications concerned with work 
methods and procedures for installation, operations and enhancement of 
equipment. Organises material and compiles writing assignments for clarity, 
conciseness, style, and terminology. Prepares and edits documentation 
incorporating information provided by users, and technical and operations 
staff. Possesses a substantial knowledge of the capabilities of computer 
systems. Capable of writing, editing, and generating graphic presentations. 

6.5.5.2. Education:  Bachelor degree. 

6.5.5.3. Experience:  At least three years as a technical writer. 

6.5.6. Senior Configuration Manager 

6.5.6.1. Establishes and maintains a process for tracking the life cycle development 
of system design, integration, test, training, and support efforts. Maintains 
continuity of products while ensuring conformity to Purchaser requirements 
and commercial standards. Establishes configuration control forms and 
database. 

6.5.6.2. Education:  Bachelor degree. 

6.5.6.3. Experience:  At least five years of experience in specifying configuration 
management requirements, standards, and evaluation criteria in acquisition 
documents, and in performing configuration identification, control, status 
accounting, and audits. At least three years in computer and communication 
systems development, including physical and functional audits and software 
evaluation, testing and integration. At least two years of experience with 
application of configuration management tools. 

6.5.7. Intermediate Configuration Manager. 
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6.5.7.1. Maintains a process for tracking the life cycle development of system design, 
integration, test, training, and support efforts. Maintains continuity of 
products while ensuring conformity to Purchaser requirements and 
commercial standards. Maintains configuration control records and 
databases. 

6.5.7.2. Education:  Associates degree or two years of technical training. 

6.5.7.3. Experience:  At least three years in technical system configuration 
management. At least two years in computer and communication systems 
development, including physical and functional audits and software 
evaluation, testing and integration. 

6.5.8. Junior Configuration Manager 

6.5.8.1. Prepares and co-ordinates change requests, configuration items, and system 
baselines. Maintains configuration control records and databases. 

6.5.8.2. Education:  Associates degree or one year of technical training. 

6.5.8.3. Experience:  At least one year in technical system configuration or document 
management. 

6.5.9. Data Control Specialist 

6.5.9.1. Performs assigned portions of managing the data input into complex 
information systems. Analyses and administers data for both the developing 
team and the customer. Handles daily administrative tasks, produces and 
edits technical reports based on data system processing, monitors use of data 
and performs updates as required. Participates in all phases of system 
development with emphasis on the data collection, input, documentation, and 
acceptance phases. Designs and prepares technical reports and related 
documentation, and makes charts and graphs to record results. 

6.5.9.2. Education:  Associates degree. 

6.5.9.3. Experience:  At least three years in administration of configuration 
management or technical documentation. 

6.5.10. Quality Assurance Manager 

6.5.10.1. Establishes and maintains process for evaluating software, hardware, and 
associated documentation. Determines the resources required for quality 
control. Maintains the level of quality throughout the system life cycle. 
Develops project quality plans. Conducts formal and informal reviews and 
audits at predetermined points throughout the system life cycle. 

6.5.10.2. Education:  Bachelor degree. 

6.5.10.3. Experience:  At least seven years working with quality control methods and 
tools. At least four years supporting system development and test projects. 
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6.5.11. Quality Assurance Specialist 

6.5.11.1. Develops and implements quality standards. Reviews hardware, software, 
and documentation. Participates in formal and informal reviews to determine 
quality. Participates in the development of system quality plans. Examines 
and evaluates design, integration, and test processes and recommends 
enhancements and modifications. 

6.5.11.2. Education:  Bachelor degree. 

6.5.11.3. Experience:  At least four years working with quality control methods and 
tools. 

6.6. Training Support 

6.6.1. Instructional Systems Designer 

6.6.1.1. Conducts the research, necessary to identify training needs based on 
performance objectives and existing skill sets; prepares training strategies 
and delivery methodology analyses; and prepares cost/benefit analyses for 
training facilities and deliverables. Develops training delivery plan, 
instructional guidelines, and performance standards and assessment 
mechanisms. Plans and directs the work of training material developers and 
coordinates activities with system development staff. Supervises the 
implementation and adaptation of training products to customer 
requirements.  

6.6.1.2. Education: Bachelor Degree. 

6.6.1.3. Experience: At least three years in the design and development of training 
for information systems using an Instructional Systems Design approach 
such as the Systems Approach to Training, Performance-Based Training, 
Analysis, Design, Development, Implementation, and Evaluation (ADDIE), 
or Criterion Referenced Instruction. 

6.6.2. Senior Training Materials Developer 

6.6.2.1. Conducts the research necessary to develop and revise training courses and 
prepares training plans. Develops instructor (course outline, background 
material, and training aids) and student materials (course manuals, 
workbooks, handouts, completion certificates, and course feedback forms). 
Trains personnel by conducting formal classroom courses, workshops, 
seminars, and/or computer based/computer-aided training. Provides daily 
supervision and direction to staff.  

6.6.2.2. Education:  Bachelor Degree. 

6.6.2.3. Experience:  At least five years in the preparation of technical training, 
including Computer Based Training CBT materials. 

6.6.3. Training Materials Developer 
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6.6.3.1. Conducts the research necessary to develop and revise training. Develops 
training materials (course outline, manuals, workbooks, handouts, 
completion certificates, and course feedback forms. 

6.6.3.2. Education:  Associates degree. 

6.6.3.3. Experience:  At least three years in the preparation of technical training 
materials. 

6.6.4. CBT Developer 

6.6.4.1. Uses CBT tool to design and implement course flowchart, text, animation, 
voice, and graphic displays.  

6.6.4.2. Education:  Bachelor degree. 

6.6.4.3. Experience:  At least three years in the preparation of CBT courses.  

6.6.5. Senior Instructor 

6.6.5.1. Supervises trainers who conduct technical training classes. Conducts training 
classes. Works closely with Purchaser personnel to determine training and 
scheduling requirements. Develops and maintains training materials. 
Reviews and provides inputs for technical documentation. 

6.6.5.2. Education:  Bachelor Degree.  

6.6.5.3. Experience:  At least four years in systems administration or operation and 
at least four years as technical training instructor. 

6.6.6. Junior Instructor 

6.6.6.1. Conducts technical training classes. Prepares and updates training 
documentation.  

6.6.6.2. Education:  Bachelor Degree. 

6.6.6.3. Experience:  At least four years in systems administration or operation and 
at least two years as technical training instructor. 

6.7. Operational Support 

6.7.1. System Administrator 

6.7.1.1. Administers systems operations and configuration. Maintains user accounts 
and profiles. Performs system backup and restoration procedures. 
Troubleshoots operational problems. Co-ordinates system configuration and 
performance issues with central network support staff and Purchaser site 
personnel. 

6.7.1.2. Education:  Associates degree or two years of technical training. 
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6.7.1.3. Experience:  At least one year in systems administration of Windows 
2000/2003 systems. At least one year in the administration and operation of 
X.400 systems. 

6.7.2. Network Manager 

6.7.2.1. Oversees administration and operation of network and service management 
applications. Develops and implements operating procedures. Administers 
upgrades to system support and network management components. Collects 
operational performance data and performs performance analysis. 

6.7.2.2. Education:  Associates degree. 

6.7.2.3. Experience:  At least two years in administration and implementation of 
SNMP or other system support systems. 

6.7.3. Database Administrator 

6.7.3.1. Manages network-wide configuration databases. Develops and implements 
data synchronisation procedures and resolves database discrepancies. 
Maintains and publishes network configuration tables and indices. Designs 
and implements queries and other utilities. 

6.7.3.2. Education:  Associates degree. 

6.7.3.3. Experience:  At least two years in database administration. 

6.7.4. Operational Support Manager 

6.7.4.1. Organises, directs and manages operational support activities. Analyses 
system performance data and prepares reports and assessments. Meets with 
Purchaser personnel to co-ordinate support issues and co-ordinates with 
system implementation personnel on activation and cut-over. Ensures 
conformance with Work Package requirements. 

6.7.4.2. Education:  Bachelor degree. 

6.7.4.3. Experience:  At least five years in the administration and operation of a 
distributed information system. 

6.8. Functional Support 

6.8.1. Senior COP Functional Specialist 

6.8.1.1. Provides support in the development of doctrine; operational concepts; 
requirements; tactics, techniques and procedures; standard operating 
procedures and other functional documentation.  Supports testing and 
operational validation.  Meets with Purchaser personnel to co-ordinate 
functional and operational implementation issues.  Designs and prepares 
reports and related documentation. 

6.8.1.2. Education:  Bachelor degree. 
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6.8.1.3. Experience:  At least seven years in the COP functional area in NATO or a 
NATO nation.  At least three years in the development of COP doctrine; 
operational concepts; requirements; tactics, techniques and procedures; 
standard operating procedures and other functional documentation. 

6.8.2. Intermediate COP Functional Specialist 

6.8.2.1. Provides support in the development of doctrine; operational concepts; 
requirements; tactics, techniques and procedures; standard operating 
procedures and other functional documentation.  Supports testing and 
operational validation.  Meets with Purchaser personnel to co-ordinate 
functional and operational implementation issues.  Designs and prepares 
reports and related documentation. 

6.8.2.2. Education:  Associate degree. 

6.8.2.3. Experience:  At least four years in the COP functional area in NATO or a 
NATO nation.  At least one year in the development of COP doctrine; 
operational concepts; requirements; tactics, techniques and procedures; 
standard operating procedures and other functional documentation. 
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SECTION 7:    CONTRACT DOCUMENTATION 
REQUIREMENTS 

7.1. Documentation 

7.1.1. General: 

7.1.1.1. All documentation provided to the Purchaser shall be written in English with 
spelling and usage based on the Concise Oxford English Dictionary, 11th 
edition. 

7.1.1.2. The convention to be used for numbers appearing in textual documents is for 
a comma to be the thousands separator and a period to be the decimal 
separator (e.g., 1,365,276.24). 

7.1.1.3. The convention to be used for dates appearing in free text (e.g., quoting dates 
of meetings) is day-month-year and not month-day-year. 

7.1.1.4. All documentation deliverables must be “stand-alone” with no dependence 
on other documentation or applications in the Contractor’s environment for 
its comprehension.  Likewise if there are hyperlinks to other areas of the 
Contractor environment, they must be fully available.  

7.1.1.5. Documentation shall not be marked with corporate logos or contain warnings 
limiting the rights to use or reproduction. 

7.1.1.6. The security classification of the documentation shall follow agreed NATO 
security guidelines. Documentation developed under this project shall have 
its security classification shown on each page, top and bottom. It is expected 
that none of the documentation requires a higher classification than NATO 
Restricted. 

7.1.1.7. The documentation within this contract will respect the naming convention 
as stated in The NCIA instruction AI 06.00.01 (naming convention). 

7.1.2. Reports: 

7.1.2.1. For all reports delivered under this Contract, the Contractor shall ensure the 
following standards are met: 

7.1.2.2. The report shall be candid, forthright and complete. 

7.1.2.3. The report shall contain only material that can be supported by evidence and 
confirmed by independent analysis. 

7.1.2.4. The report shall provide evidence to support or justify the conclusions 
reached. 

7.1.2.5. The report shall be concise. If necessary, supporting data should be placed 
in appendices or referenced as backup material. 
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7.1.2.6. The report shall use charts, graphs, matrices, tables, and other illustrative 
techniques to present data in an easily-understood form. Each illustration 
should be accompanied with a narrative showing how the data displayed is 
relevant to the process improvement. 

7.1.3. Unless otherwise directed by the Purchaser, the Contractor shall furnish requested 
documentation as follows: 

7.1.3.1. All contractual documentation (e.g., change proposals, invoices, etc.) shall 
be delivered in electronic format. 

7.1.3.2. All project management documentation (e.g., plans, schedules, reports, etc.) 
shall be delivered as electronic copies in MS Office format (MS Office 2016 
or higher). 

7.1.3.3. The rest of the deliverables shall be furnished as an electronic copy in a 
format which is best suited for review and maintenance by the Purchaser 
(e.g., Project Master Schedule in MS Project format, Project Highlight 
Reports in MS Word). In general the following guidelines shall be used: 
Microsoft Word shall be used for generating text document; Microsoft Excel 
shall be used for tabular or matrix data; Microsoft Visio shall be used for 
drawings; Microsoft Project shall be used for schedule; and Microsoft 
PowerPoint shall be used for briefings. The Contractor shall use MS Office 
2016 or higher version. The rest of deliverables shall be furnished as 
electronic copy of the agreed tools/media used. 

7.1.3.4. Documentation shall be distributed as follows: 
• An electronic copy to the Purchaser’s Project Manager. 
• An electronic copy to the identified IV&V Service Line. 
• An electronic copy to the Project Website. 

7.1.4. Each document shall contain the following information for identification: 
Serial Requirement 
1 Version of the document and version history 
2 Due date 
3 Delivery date 
4 CLIN number. 
5 Status (e.g., accepted/approved/draft…) 

7.1.5. The Contractor shall submit all documentation for Purchaser review as described 
below. At each review cycle, the Purchaser will state if the document is likely to 
be accepted in its Final version. 

7.1.5.1. If the review is organized within sprint development, the Contractor shall 
provide documents for the review at least two (2) weeks before the review 
date, and four (4) weeks otherwise, unless specified differently the Statement 
of Work or in Schedule of Supplies and Services 
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7.1.5.2. Attached to the documents to be reviewed, the Contractor shall send the 
invitation, including: 

Serial Requirement 
1 Agenda 
2 List of participants, 
3 Date, hour, location of the review 
4 List of deliverables identifying the version 
5 Contractor’s review outputs evidence 
6 Non-conformities and corrective actions required, if any  

7.1.5.3. During the development the Contractor may be required to provide 
subsequent Draft versions of the documents (starting with version 0.1) for 
the Purchaser comments, as defined in the sprint development methodology. 

7.1.5.4. The Contractor shall provide last Draft version (identified as version 0.9) of 
each deliverable for Purchaser review. 

7.1.5.4.1. The Purchaser will provide comments, corrections, and suggested changes to 
the Contractor within two (2) weeks of receipt for deliverables being 
submitted part of the sprint development and four (4) weeks otherwise. 

7.1.5.4.2. This version shall be substantially complete and correct, and the delivery 
dates specified in the Schedule of Supplies and Services assume this. 

7.1.5.4.3. The Purchaser reserves the right to return without review a document that has 
significant deficiencies. 

7.1.5.4.4. The Contractor shall not rely on the Purchaser review to fill in deficiencies 
or obtain missing Purchaser information 

7.1.5.4.5. The Contractor shall ensure that any documentation delivered to the 
Purchaser has been properly reviewed according to Contractor's quality 
management process. 

7.1.5.4.6. The Contractor shall ensure that only acceptable products, intended for 
delivery, are released. The Purchaser reserve the right to reject non-
conforming products. 

7.1.5.4.7. The Contractor shall notify the Purchaser of proposed action, resulting from 
Review Output before releasing v0.9 that will affect compliance with 
contractual requirements. 

7.1.5.4.8. The Contractor's Review outputs shall, where action item(s) are identified, 
specify the responsible person/function and due date of the action item(s). 

7.1.5.4.9. The Contractor shall notify the Purchaser of non-conformities and corrective 
actions required, unless otherwise agreed with the Purchaser. 
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7.1.5.5. The Contractor shall provide the Final version (version 1.0) of the document, 
for approval, within two (2) weeks after the review. 

7.1.5.6. Until FSA the Contractor shall remain responsible for updating all the 
deliverable documents to reflect necessary changes. 

7.2. Contract Documentation Requirements List 

7.2.1. The Contract Documentation Requirements List (CDRL) identifies the documents 
required to be delivered under this Contract and the applicable quality standards 
by which they will be reviewed for acceptance. 

7.2.2. The CDRL shall comply with the project applicable documents for security 
marking and electronic labelling (Ref. 14J). 

7.2.3. The CDRL for this Contract is provided in Table 7-1.  For each item, the table 
identifies the: 

7.2.3.1. Cross-reference to the SOW paragraph requiring the document. 

7.2.3.2. Document title. 

7.2.3.3. Document acceptance requirements, where: 
• “A” means the Purchaser must review and approve the initial submission 

and subsequent changes. 
• “I” means the item is provided to the Purchaser for information purposes 

only and the Purchaser will only request changes if it finds errors or 
omissions. 

7.2.3.4. Applicable quality standard against which the document will be reviewed for 
acceptance. Where this SOW is the quality standard. “SOW” is indicated. 

 
Table 7-1 - Contract Documentation Requirements List. 

SOW Ref. Title A/I Quality Standard 
4.6.4.9.1 Architecture Model A SOW 
3.13.6 Change Request Log A SOW 
3.13 Configuration Management Plan I ACMP-2100 and the additional 

guidelines from ACMP standards 
within STANAG 4427, 
especially AQAP-2105 Edition C 
Version 1 January 2019, NATO 
requirements for quality plans. 

3.13.7 Deficiency Report I SOW 
5.12 In Service Support Plan A SOW 
5.13 ISS Quarterly Report A SOW 
4.8.11.4.4 Interface Control Documents A SOW 
5.2 Issue Log A SOW 
4.6.4.14 Meeting Minutes A SOW 
3.17.1.4 Issue Log I Managing Successful Projects 

with PRINCE 2, Second Edition 
3.15 Meeting Minutes A SOW 
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SOW Ref. Title A/I Quality Standard 
3.16 Project Master Schedule I SOW 
3.8 Project Management Plan A SOW 
3.11 Project Test Plan A SOW 
3.9 Project Work Breakdown Structure A Managing Successful Projects 

with PRINCE 2, Second Edition 
4.8.4 Quality Log A SOW 
3.10 Quality Plan A SOW 
3.14  I SOW 
3.14.1.6 Quality Plan A SOW 
5.7.7 Quick User Guide A SOW 
4.4.3 Requirements Implementation 

Schedule 
A SOW 

4.6.4.13 Risk Register A SOW 
3.7 Risk Management Plan I SOW 
3.12.5 Risk Register I SOW 
3.12.4 Risk Management Plan A SOW 
4.7.12.5 Software Build Instruction A SOW 
5.5.3.1 Software Distribution List A SOW 
4.6.4 System Design Specification  A SOW 
4.4 System Development Plan A SOW 
4.5.8 System Development Plan A SOW 
4.8.11.9.3 Security Test Report A SOW 
4.8.7 Test Procedures A SOW 
4.8.8 Test Report A SOW 
4.5.9.3 User Story Documentation A SOW 
4.5.9.4 User Interface Specification A SOW 
5.7.4 User Manual A SOW 
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SECTION 8:    ACRONYMS 
 

Abbreviation Description 

AFPL Approved Fielded Product List 

AGS Alliance Ground Surveillance 

AIS Automated Information System 

Bi-SC Bilateral Strategic Commands 

Bi-SCD Bi-SC Directive 

BL Baseline 

BMD Ballistic Missile Defence 

AOI Area of Interest 

C2 Command and Control 

C2IS Command and Control Information System 

CAW Contract Award 

CBT Computer Based Training 

CCB Configuration Control Board 

CCD Course Control Document 

CCO Commercial Manager/Contracting Officer 

CDR Critical Design Review 

CIL Contractor Implementation Lead 

CIS Communication and Information Systems 

CLIN Contract Line Item Number 

CM Configuration Management 

CMS Content Management System 

COP Common Operational Picture 

COTS Commercial off the Shelf 

CPM Contractor Project Manager 

CQM Contractor Quality Manager 

CR  Change Request 

CTL Contractor Training Lead 
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DC Data Centre 

DCIS Deployable Communication and Information Systems 

DIF Difficulty, Importance and Frequency 

DR Deficiency Report 

EDC Effective Date of Contract 

E&IT Education and Individual Training 

ELO Enabling/Learning Objectives 

ET Ensemble Test 

EOT Ensemble Operator Test 

FAQ Frequently Asked Questions 

FAS Functional Area Services 

FAT Factory Acceptance Test 
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1 SCOPE 

1.1 IDENTIFICATION 

Project name: NCOP Increment 2 

Addressee: NCI Agency 

Document title: Interface Control Document 

Dependencies: - 

Title: Interface Control Document for NCOP Inc-2 

Process: Development 

Owner: NCI Agency 

Document Reference: F0057 67680923 558 (for internal Thales purpose) 

1.2 APPLICABILITY 

This document is the Interface Control Document (ICD) for NCOP Increment 2.  

1.3 RELATIONSHIP TO OTHER DOCUMENTS 

This document describes the interfaces of the NCOP system. Other documents related 
to this document are as follows:  

 The System Design Specification provided in the NCOP documentation reference 
system.  

1.4 DOCUMENT PURPOSE 

The purpose of the present document is to provide the comprehensive specification of 
all the external interfaces implemented in NCOP Increment-2. The present document 
specifies: 

 The interface with the Bi-SC AIS Core Services taken into account by NCOP 
Increment-2; 

 The interface with other Bi-SC AIS Systems (including Functional Area Services - 
FAS) taken into account by NCOP Increment-2; 

 The interface with Other External Systems, which are not part of the Bi-SC AIS 
scope, taken into account by NCOP Increment-2; 

Interfaces delivered in different NCOP V2.X versions are indicated in Appendix A. 
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1.5 DOCUMENT OVERVIEW 

The ICD document is organised in the following way:  

 Chapter 2 presents the Interface description Overview;  

 Chapter 3 presents the Interface Specifications;  

1.6 APPLICABLE AND REFERENCE DOCUMENTS 

1.6.1 Applicable documents 

1.6.1.1 Contractual documents  

Ref. Document Reference Issue Title 

[Contract] CO-115100-NCOP2-Parts I, 
II, III and IV 

/ CO-115100-NCOP2 
Provide NATO Common Operational Picture (NCOP) Increment 
2 
signed on 04/03/2021 (Contractor) and 17/03/2021 (Purchaser) 

[SSS] CO-115100-NCOP2 Part I / CO-115100-NCOP2 
Schedule of Supplies and Services 

[SOW] CO-115100-NCOP2 Part IV 1.5 CO-115100-NCOP2 
Statement Of Work 

[SRS] CO-115100-NCOP2 Part IV 
Annex A SRS 

/ CO-115100-NCOP2 
System Requirements Specifications 

[IRS] CO-115100-NCOP2 Part IV 
Annex A1, A2 and A3 IRS 

/ CO-115100-NCOP2 
NCOP2 System Interfaces 

[Abbrev] CO-115100-NCOP2 Part IV 
Section 8 

/ CO-115100-NCOP2 
Acronyms 

[Views] CO-115100-NCOP2 Part IV 
Annex B 

/ CO-115100-NCOP2 
NCOP2 Required Architectural Views and Minimum Content 

 

 

1.6.1.2 Applicable standards 

Ref. Title Issue 

[AC/35-D/1015] AC/35-D/1015, “Guidelines for the Development of Security Requirement 
Statements” 

REV3, 31 Jan 
2012 

[AC/35-D/2005] AC/35-D/2005, Management Directive on CIS Security REV3, 12 
Oct.2015 

[ACMP-2100] ACMP-2100, The core set of configuration management contractual 
requirements 

Ed A Ver 2 March 
2017 

[ACT Dir 75-3] ACT Directive 75-3, Course Development 2007 

[ACT Dir 75-10] ACT Directive 75-10, Training Needs Analysis 2006 

[STANAG 4107] STANAG 4107, Mutual Acceptance of Government Quality Assurance and 
Usage of the allied Quality Assurance publications (AQAP), and associated 
AQAPS, i.e. AQAP-2000, Edition 3, AQAP-2070, Edition B, AQAP-2105, 
Edition C, AQAP-2110, Edition D, AQAP-2131, Edition C, AQAP-2210, Edition 
A, AQAP-2310, Edition B, AQAP-4107, Edition A 

Ed11, Jan 2019 

[AC/322-AC1] AC/322(SC/1-WG/1)N(2009)0005-ADD2, NATO Architecture Framework 
(NAF) 

Version 3.1 

[STANAG 6001] STANAG 6001. Language Proficiency Levels Edition 5, 2014 

[ISO 9001] ISO 9001:2015 Quality management systems — Requirements 2015 

[ISO/IEC 12207] ISO/IEC 12207:2017: Systems and Software Engineering - Software life cycle 
processes 

2017 

[IEEE Standard 
16326] 

IEEE Standard 16326-2019, IEEE Systems and Software Engineering--Life 
Cycle Processes-- 
Project Management 

2019 
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Ref. Title Issue 

[ISO 31000] ISO 31000:2018 Risk management — Guidelines 2018 

[IEEE Standard 
15288] 

IEEE Standard 15288.2:2014, IEEE Standard for Technical Reviews and 
Audits on Defense Programs 

2014 

[ISO 10007] ISO 10007:2017, Quality management — Guidelines for configuration 
management 

2017 

[IEEE Standard 1016] IEEE Standard 1016-2009, IEEE Standard for information technology - 
systems design - software design descriptions 

2009 

[ISO 9241-210] ISO 9241-210:2019, Ergonomics of human-system interaction — Part 210: 
Human-centred design for interactive systems 

2019 

[UML] Unified Modelling Language (UML) 2.1, Object Modelling Group 2.1 

[ISO/IEC/IEEE 29119-
1] 

ISO/IEC/IEEE 29119-1:2013 Software and systems engineering — Software 
testing 
Part 1: Concepts and definitions 
Part 2: Test processes 
Part 3: Test documentation 
Part 4: Test techniques 

2013 

[ISO/IEC 25010] ISO/IEC 25010-2011, Systems and software engineering — Systems and 
software Quality Requirements and Evaluation (SQuaRE) — System and 
software quality models 

2011 

[ISO 9000] ISO 9000:2015 Quality management systems — Fundamentals and 
vocabulary 

2015 

 

 

1.6.2 Reference documents 

A reference document is a document stated in the contract or any other document and 
that can be usefully consulted when carrying out activities associated with the contract: 

1.6.2.1 SoW referenced documents 

Ref. Title Issue 

[ACD80-80] ACO COP Directive 80-80 May 2009, 
revised May 2017 

[STANAG 4427] STANAG 4427 - Configuration Management in System Life Cycle 
Management 

Edition 3, 
dated Dec 2014 

[AAP-20] NATO Programme Management Framework (NATO Life Cycle Model) Edition C Version 
1 October 2015 

[CP 5A0007] Capability Package 5A0007 - Provide Information Systems in Support of ACE-
wide Operations Mission Area 

 

[CP 0A1303] Capability Package 0A1303 - Provide NATO-wide Theatre Missile Defence 
Capabilities 

 

[PRINCE 2]  Managing Successful Projects with PRINCE 2 Second edition 

 

 

1.6.2.2 SRS referenced documents 

References already included in the SOW have not been repeated in the following 
table. 

Ref. Title Issue 

[AJP-02] AJP-02.1 (A), Intelligence Procedures March 2002 

[AEDP-2] AEDP-2, NATO Intelligence, Surveillance, and Reconnaissance (ISR) 
Interoperability Architecture (NIIA), Vol. 2: NIIA Management Guidance 

Sept. 2005 

[APP11-C] APP-11C, NATO Message Catalogue  
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Ref. Title Issue 

[AJP-3] AJP-3, Allied Joint Operations Sept. 2002 

[MCM-0038] MCM-0038-2005 NATO Military Committee Memorandum on NNEC June 2005 

[STANAG2014] STANAG 2014, Formats For Orders And Designation Ed 09, October 
2000 

[STANAG2211] STANAG 2211, Geodetic Datum, Projections, Grids and Grid References May 2001 

[ADatP-34] ADatP-34 (D), NATO Interoperability Standards and Profiles (NISP), 
AC/322(SC/1)N(2010)0005 

Ver 4 July 2010 

[AdatP-3] Allied Data Processing Publication number 3 V11-V12, V13.1 

[C-M49] C-M(2002)49 Security Within NATO, with Corrigendum 8, April 2010 

[AC322-D/52] AC/322-D/0052-REV2, Primary Directive on INFOSEC Dec. 2010 

[AC322-D/48] AC/322-D/0048-REV1, NC3B, INFOSEC Technical Implementation Directive 
for Computer and Local Area Network (LAN) Security 

Dec 2007 

[AC/35-D/2005-2] AC/35-D/2005-REV2, NATO INFOSEC Management Directive for CIS Oct. 2010 

[AC/322-D30] AC/322-D/0030-REV5, C3B, INFOSEC Technical and Implementation 
Directive for the Interconnection of CIS 

Feb. 2011 

[AC/35-D/1019] AC/35-D/1019-REV1, Guidelines For Security Evaluation and Certification of 
CIS 

Dec. 2008 

[APP-6A] APP-6A, Military Symbols for Land Based Systems Dec. 1999 

[APP-6B] APP-6B, Military Symbols for Land Based Systems JUNE 2008 

[APP-6D] APP-6D, Military Symbols for Land Based Systems - Edition D Version 1 OCTOBER 2017 

[AC/322-D52] AC/322-D(2006)0052-AS1, NATO CIS Configuration Management Policy And 
Directive 

Sept. 2006 

[AC/322-D24] NATO Public Key Infrastructure (NPKI) Certificate Policy, AC/322-
D(2004)0024-REV2 

Jan. 2008 

[CSD WS] MAJIIC 2 WS-NOTIFICATION IMPLEMENTATION GUIDE - DOCUMENT 
VERSION 2.0 

 

[CSD Publish Service] MAJIIC 2 CSD PUBLISH SERVICE SPECIFICATION 

SERVICE VERSION 4.4 

DOCUMENT VERSION 3.0 

 

[MIPS] Bi-SC AIS Minimum Infrastructure Procurement Specifications (MIPS) Ver 5.5 
10 Dec. 2010 

[AFPL] NCSA- NS Network- Approved Fielded Product List (AFPL) Ver 2010-20 

[BAPPL] Bi-SC AIS Procurement Product List (BAPPL) Ver12-2010 

[STANAG5516] STANAG 5516 Tactical Data Exchange – Link 16  

[AC/322-D07] AC/322-D(2006)0007 – Guidance on the use of Metadata Element 
Descriptions for use in the NATO Discovery Metadata Specification (NDMS) 

 

[AC/322-N15] AC/322(SC/1)N(2009)0015 (INV), NATO Core Enterprise Services Framework V1.2 Apr.2009 

[RD-2814] NC3A RD-2814 – Bi-SC AIS SOA Implementation Guidance Dec. 2009 

[RD-2666] NC3A RD-2666 Information Exchange Gateway (IEG) Roadmap Mar. 2010 

[ACCS ICD] EXTERNAL INTERFACE REQUIREMENTS SPECIFICATION – NCOP 

Air Command and Control System (ACCS) 

Theatre Missile Defence Capability 1 (TMD1) 

Initial Operational Capability (IOC) 

29 March 2016 

[AirC2IS-IC] NATO Air Command and Control Information Services (AirC2IS) – Overview 
of Integration Core, 

Ver 0.1 

[AirC2IS-SDS] System Design Specification Interface Control Document 
AirC2IS_SDS_Annex_04_ICD – Revision 5.1 

 

[AirC2IS-SRS] System Requirements Specification (SRS) for Air Command And Control 
Information Services (AirC2IS) 

Ed. 1.1  
Sep.. 2009 

[AirC2IS-SDS 
Appendix C] 

AirC2IS_SDS_Annex_04_ICD_Appendix_C_NVG” Excel file  
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Ref. Title Issue 

[TIDE] TIDE Transformational Baselines V2.0 and V3.0 

[JCHAT-ICD] Interface Control Document (ICD) For Joint Tactical Chat (JCHAT) System Ed. 1.1 
Dec. 2010 

[AirC2IS-IDD] Interface Definition between AirC2IS and TOPFAS, LOGFAS and JOIIS Ed. 1.0 May 2009 

[AirC2IS-ICD] (AIRC2IS) INCREMENT 1 

System Design Specification (SDS) 

Annex 4 : Interface Control Document (ICD) 

0.7.1 

06.03.2013 

[ICC] Standard Interface Document for ICC and JTS 2.7.3.  

[JTS/FAST 4.1.x] JTS/FAST 4.1.x - Interface Control Document (ICD) V.1.3 

1-Dec-2019 

[JTS/FAST 4.2.0] JTS/FAST 4.2.0 -Interface Control Document (ICD) V1.5 

30 May 2020 

[WISI 1.4.0] Web Service Interface Standard for ICC (WISI) - Release ICC 1.4.0 v.1.4.0, January 
2011 

[WISI 3.4.0] Web Services Interface Standard for ICC (WISI) - Release ICC 3.4.0 Release ICC 
3.4.0 

2020-03-09 

[NIRIS-ICD 4.0] NIRIS WEB SERVICES ICD VERSION 1.3.1 - APPLICABLE TO NIRIS 4.0.0 May 2020 

[JCOP-ICD] JCOP Interface Definition for JCOP V0.6.1 December 
2011 

[IEG-C] IEG-C Technical documentation / XML Security Labels-RD2903 and RD2077  

[Core GIS ICD] BI-SC AIS Core Geographic Services Interface Control Document  

Version 3.0.1 
8 February 2012 

[IDM] SERVICE-ORIENTED ARCHITECTURE & IDENTITY MANAGEMENT 
PLATFORM 

 

[INTEL-FS ICD] Interface Control Document for the INTEL-FS Project 2016/08/29 

[LC2IS ICD] Increment-1 FOC Interface Control Document (ICD) for the LC2IS Project Mar. 2010 

[W3CW] W3C Web content Accessibility Guidelines Edition 2.0 

[LOGFAS] Interface Control Document (ICD) for LOGFAS Draft v0.2, 21 Jun 
2011 

[JOIIS] Joint Operations / Intelligence Information System (JOIIS) Interface Control 

Document 

V0.2, January 
2012 

[TOPFAS] Software Design Specification 

Annex 3: Interface Control Document 

TOPFAS: Tools for Operations Planning Functional Area Service 

Increment 1.1  

Release 0.6 

06/12/2013 

[MCCIS ICD] MCCIS INTERFACE CONTROL DOCUMENT 05 November 
2007 

[MCCIS ICD 1.2] MCCIS INTERFACE CONTROL DOCUMENT Version 1.2 

25 July 2014 

[MIL2525-STD-B] MIL-STD-2525B - DEPARTMENT OF DEFENSE - INTERFACE STANDARD- 
COMMON WARFIGHTING SYMBOLOGY 

MIL-STD-2525B w/CHANGE 2 

 

7 MARCH 2007 

[MIL2525-STD-C] MIL-STD-2525C - DEPARTMENT OF DEFENSE - INTERFACE STANDARD- 
COMMON WARFIGHTING SYMBOLOGY 

17 NOVEMBER 
2008 

[MIL2525-STD-D] MIL-STD-2525D - DEPARTMENT OF DEFENSE - INTERFACE STANDARD - 
JOINT MILITARY SYMBOLOGY 

10 JUNE 2014 

[MIP BL 3.1] Multilateral Interoperability Programme BL 3.1 

[MIP BL 4.3] Multilateral Interoperability Programme BL 4.3 

[FFI] FRIENDLY FORCE TRACKING SYSTEMS (FFTS) INTEROPERABILITY 20 March 2017 
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Ref. Title Issue 

[NFFI IP1] NATO FRIENDLY FORCE INFORMATION (NFFI) STANDARD FOR 
INTEROPERABILITY OF FORCE TRACKING SYSTEMS (FTS) 

STANAG 5527 

 

Draft 3 

4 june 2007 

[NFFI SIP3] NFFI SERVICE INTEROPERABILITY PROFILE 3 (SIP3) 

TECHNICAL SPECIFICATIONS 

VERSION 1.1.5 

March 2009 

[NVG] NATO Vector Graphic v1.4 / v1.5 / v2.0/ 
v2.0.1/ v2.0.2 / 
v2.0.3 

[NVG Streaming] NATO Vector Graphic Streaming Protocol v1.4 / v1.5 / v2.0 

[OTHT-Gold 2000 
Rev D] 

OVER-THE-HORIZON TARGETING GOLD Baseline 2000 
Rev. D 

[OTHT-Gold 2007] OVER-THE-HORIZON TARGETING GOLD Baseline 2007 

[JOCWatch] JOCWatch OIR Web Services Specification Operations Incident Reporting 
Standard Model 

 

Version 1.0 

September 2011 

[C4ISR-VIZ] Visualisation Component Interface Control Document (VC-ICD) 6 APR 2020 

[XMPP ICD] XMPP IM/CHAT Interface Control Document 1st july 2010 – 
AMN FOC (14-
feb 2011) 

1.6.2.3 Other reference documents 

Reference that can be usefully consulted when carrying out activities associated with 
the contract. 

Ref. Title Issue 

[OGC WMS] OpenGIS® Web Map Server Implementation Specification Version 1.3.0 

2006-03-15 

[OGC WFS] Web Feature Service Implementation Specification Version 2.0.2 

July 2014 

[OGC WCS] Web Coverage Service (WCS) Implementation Standard Version 1.1.2 

2008-03-19 

[OGC WMC] Web Map Context Documents Version 1.1.1 

2005-01-19 

[OGC SLD] Styled Layer Descriptor profile of the Web Map Service Implementation 
Specification 

Version 1.1.0 

2007-06-29 

[OGC KML] OGC® KML Version: 2.2.0 

2008-04-14 

Version 2.3 

2015-05-29 

[OGC GML] Geography Markup Language (GML) Version 3.1.1 

[ESRI REST 1.0] ESRI Geo Services REST specification Version 1.0 [ESRI REST Spec, 
2010, 2010] 

1.0 

[OGC GeoRSS] OGC GeoRSS Encoding Standard 2017-08-18 

[OGC WMTS] OGC Web Map Tile Service Version 1.0 

 

[AGeoP-26]   

[CONNECTION STRING] http://www.connectionstrings.com  

[MSDN] Microsoft Developer Network Library 

http://msdn.microsoft.com/library/default.aspx 

 

[PDF] Portable Document Format (PDF), Adobe Systems Incorporated, Adobe 
Systems Incorporated ISBN 0 200 175839 3:2003 

Version 1.4 
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Ref. Title Issue 

[ISO8601] Data elements and interchange formats -- Information interchange -- 
Representation of dates and times 

 

[PostgreSQL]  Versions 8.x/9.x 

[SQL Data OLEDB] SQL Data OLEDB provider  

[SharePoint Lists] SharePoint Lists 2007/2010 

2013/2016/2019 

[XML] 

 

W3C - eXtensible Markup Language (XML) 

W3C REC-xml-20001006:2000 

Version 1.0 
(Second Edition) 

[XSD] W3C - XML Schema Definition 1.0 REC, W3C 2001: 

XML Schema Part 0: Primer 

(W3C REC-xmlschema-0-20010502:2001), 

XML Schema Part 1: Structures 

(W3C REC-xmlschema-0-20010502:2001), 

XML Schema Part 2: Datatypes 

(W3C REC-xmlschema-0-20010502:2001). 

 

[XSL] W3C - eXtensible Stylesheet Language (XSL) 1.0 

W3C REC-xsl--20011015:2001 

 

[XSLT] W3C - eXtensible Stylesheet Language Transformations (XSLT) 1.0, 2.0 
and 3.0 Recommandations 

 

[UUID] Universally Unique Identifier (UUID) Specification. 

ISO/IEC 11578:1996 or DCE UUID 

 

[C#] 

 

ISO - Information Technology - Programming Language C#,  

ISO/IEC 23270:2003. 

 

[JavaScript] ECMA-262  

[WS-Management] Web Services for Management (WS-Management) Specification Version 1.0.0 

2008-02-12 

1.6.3 Project Related Documents 
Ref. Document Reference Issue Title 

[PMP] F0057 67669226-556  Project Management Plan for the NCOP2 Project 

[PPBS] F0057 67669226-556  Annex 1 to the Project Management Plan for the NCOP2 
Project: Project Product Breakdown Structure 

[PWBS] F0057 67669226-556  Annex 2 to the Project Management Plan for the NCOP2 
Project: Project Work Breakdown Structure 

[PMS] F0057 67669226-556  Annex 3 to the Project Management Plan for the NCOP2 
Project: Project Master Schedule 

[RiskLog] F0057 67669226-556  Annex 4 to the Project Management Plan for the NCOP2 
Project: Initial Risk Log 

[CMP] F0057 67669307-396  Configuration Management Plan for the NCOP2 Project 

[SDS] F0057 67669298-424  System Design Specification for the NCOP2 Project 

[Trac_Mat] F0057 67669298-424  Annex 2 to the System Design Specification for the NCOP2 
Project: Requirement Traceability Matrix 

[SDP] F0057 67669301-311  System Development Plan for the NCOP2 Project 

[RIS] F0057 67669301-311  Annex 1 to the System Development Plan for the NCOP2 
Project: Requirements Implementation Schedule 

[UEP] F0057 67669302-311  Usability Engineering Plan for the NCOP2 Project 

[TestP] F0057 67669305-440  Project Test Plan for the NCOP2 Project 

[ILSP] F0057 67669310-437  Integrated Logistic Support Plan for the NCOP2 Project 
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2 INTERFACE DESCRIPTION OVERVIEW 

This document lists the Interface Control Documents (ICD) that the Contractor has 
identified at this stage of the design to control the interface with Bi-SC AIS Core 
Services, other Bi-SC AIS Systems and external systems. 

For each specified interface (i.e. inputs and outputs to the NCOP and between NCOP 
and another system), NCOP is equipped with an Interface Control Document (ICD) 
chapter describing the interface. The content includes, where applicable, the following 
information: 

 Appropriate interface diagrams; 

 Descriptions of data elements; 

 Units of measure required for the data element, such as seconds, meters, kilohertz, 
etc; 

 Limit/range of values required for the data element (for constants provide the actual 
value); 

 Accuracy required for the data element; 

 Precision or resolution required for the data element in terms of significant digits; 

 Frequency at which the data element is calculated or refreshed, such as 10 KHz 
or 50 MSec; 

 Legality checks performed on the data element; 

 Data type, such as integer, ASCII, fixed, real, enumerated, etc.; 

 Data representation/format; 

 Priority of the data element; 

 Message descriptions; 

 Interface priority; 

 Communications. 
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3 INTERFACE SPECIFICATIONS 

3.1 MAIN PRINCIPLES 

3.1.1 Sources 

The pre-requisite for creating an Information Product is to define first his Source. A 
Source is defined by the following parameters: 

- Title: identification of the source (ICC WISI, LC2IS NVG …), 

- Address: web service end point of external system, input file location (push) … to 
be consumed by NCOP, 

- Extended Info: additional information for source. For example: Chatroom name, 

- Update Method: Pull/Push, 

- Application: BizTalk application used for source consumption, 

- Template: protocol used for exchanges with the source, 

- Originating System: Name of Originating System. 

 

These parameters are mentioned in the following chapters. 

 

After the creation of a source, its status is computed and updated every 5 minutes. 
The status values are: 

 OK/Green, 

 Partially OK/Yellow (only used for AirC2IS source) 

 KO/Red 

 Unknown/Gray (only for PUSH mode sources) 

3.1.2 Information Products 

Most of following interfaces are consumed by NCOP in order to generate COP 
Information Products (Geographic, Overlays …) in CDF format. 

Source IP corresponding to overlays are mapped into CDF overlays which are based 
on NVG 2.0.2/2.0.3 format. 

The main mapping principles for overlays mapping are: 

 Extraction of objects and attributes to be mapped as “basic information” of NVG 
2.0: 

o Groups (g); 

o BSO Unique Identifier (uri); 

o Location (x, y, z); 

o Name (label); 

o Geometry (text, point, multipoint, circle, ellipse, polyline, corridor, polygon, 
arc, arcband) for georeferenced BSO; 

o Non-georeferenced BSO (content-item); 

o Symbology (symbol); 

o Course; 

o Speed; 
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o Modifiers; 

o Hyperlink to additional content (href); 

o Relations between BSO (extension). 

 Extraction of a set of metadata attributes to be mapped as “metadata” information 
of NVG 2.0: 

o  DTG of modification (dcterms:modified); 

o  Acquisition DTG of the IP containing the BSO (dcterms:date.acquired); 

o Source of the IP containing the BSO (dc:source) 

o Provenance of the IP, corresponding to the Originating System 
(dcterms:provenance) 

 Extraction of a set of attributes (having a common semantic with other BSOs and 
IPs) to be mapped as “extended data” information of NVG 2.0, based on ADEM 
semantic: 

o Type (ADEM.Type); 

o SubType (ADEM.SubType); 

o Affiliation (ADEM.AffiliationGeopoliticalCode); 

o Status (ADEM.OrganisationStatusOperationalStatusCode); 

o Hostility (ADEM.ObjectItemHostilityStatusCode); 

o The character string assigned to represent a specific object 
(ADEM.ObjectItemNameText); 

 Extraction of a set of custom attributes from Source configuration and IP template, 
to be mapped as “extended data” information of NVG 2.0: 

o Source unique identifier (NCOP_Source_Id) 

o Source update method (NCOP_IP_Collection_Method) 

o IP title (NCOP_IP_Name) 

o IP unique identifier (NCOP_IP_ID) 

 Extraction of all other attributes to be mapped as “extended data” information of 
NVG 2.0, in a generic and recursive way. 

Each COP IP stored in CDF format has at least the following attributes (if applicable): 

Table 1: List of metadata or extended data defined in a COP IP 

IP Attribute CDF element 

Name of source Metadata: source 

System  defined in the source Metadata: provenance 

Guid of the source Extended Data: NCOP_Source_ID 

Name of Information Product (IP) Extended Data: NCOP_IP_Name 

Guid of IP Extended Data: NCOP_IP_ID 

Collection method: Pull or Push Extended Data: 
NCOP_IP_Collection_Method  

 

Security Classification Metadata: security.policy, 
security.classifcation, security.category 
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Each BSO stored in CDF format has at least the following attributes (if applicable): 

Table 2: List of metadata or extended data defined in a BSO 

BSO Attribute CDF Element 

Name of source Metadata: source 

System  defined in the source Metadata: provenance 

Guid of the source Extended Data: NCOP_Source_ID 

Name of Information Product (IP) Extended Data: NCOP_IP_Name 

Guid of IP Extended Data: NCOP_IP_ID 

Collection method Extended Data : NCOP_IP_Collection_Method : 

Pull or Push 

Security Classification Metadata: security.policy, security.classifcation, 
security.category 

ADEM Semantic Extended data: ADEM.Type, ADEM.SubType, 
ADEM.AffiliationGeopoliticalCode, 
ADEM.OrganisationStatusOperationalStatusCode, 
ADEM.ObjectItemHostilityStatusCode, 
ADEM.ObjectItemNameText. 

 

BSO can be georeferenced or not. In case of georeferenced BSO the location is based 
on: 

 longitude stored in decimal degrees (WGS 84): x 

 latitude stored in decimal degrees (WGS 84): y 

 altitude stored in meters: z 

 

Some extended data are defined as numerical values. When the unit of measure is 
known for an extended data, this unit is set according rules defined in Appendix B. 
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Table 3: List of Application and template used for sources and IP definition in NCOP 

Source or Information 
Product 

tModel Description Expected Values 

Source Application Data format exposed by the service AIRC2IS.ANY 

ANY.ADATP3 

ANY.ALERT 

ANY.CDF 

ANY.COPWORKSHEET 

ANY.DOCUMENT 

ANY.EXCEL 

ANY.JOS 

ANY.MAPFORCE 

ANY.NFFI.IP1 

ANY.NFFI.SIP3 

ANY.NVG.1.4 

ANY.NVG.1.5 

ANY.NVG.2.0 

ANY.NVGSTREAMING.1.4 

ANY.NVGSTREAMING.2.0 

ANY.SHAREPOINT 

ANY.SQL 

ANY.WISI 

ANY.XML 

ANY.XMPP 

INTELFS.ENTITY 

JOCWATCH.OIR 

JOIIS.ORBAT 

LC2IS.SIF 

LC2IS1.1.SIF 

LOGFAS.EVE 

LOGFAS.LOGUPDATE 

MCCIS.OVERLAY 

MCCIS.TRACK 

NCOP.DSS 

NCOP.MAPI 

NIRIS.TITO 

NIRIS.TITO.3.8 

TOPFAS.OPPService 

WHITEBOARD.NOTIF 

WHITEBOARD.XMPP 

Source Template Protocol used to expose the data DIRECT.EXCEL 

DIRECT.SQL 

FILE.ANY 

FTP.ANY 

SFTP.ANY 

MAIL.POP3.ANY 

MAIL.MAPI.ANY 

ftp://ftp.any/
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Source or Information 
Product 

tModel Description Expected Values 

WEB.BIN 

WEB.PUSH 

WEB.REST 

WEB.SOAP 

WEB.SOAP.BASIC 

WEB.SOAP.KERBEROS 

WEB.SOAP.NTLM 

XMPP.PUSH 

Source Update Method Data acquisition method  Push 

Pull 

Information Product Filter Fllter of the Information Product (for 
example: NVG filter) 

URL the a REST web service 
exposing the filter content 

Information Product Estimated Size Estimated Size of the Information Product 
(in bytes) 

Integer 

Information Product BSO Count Number of BSO contained in the 
Information Product 

Integer 

Information Product Area of Interest Geographical Area of Interest of the 
Information Product 

Bounding box: 

longitudeMin, laltitudeMin, 
longitudeMax, latitudeMax 

Information Product Categorization Categorization of the Information Product Exercise 

Simulated 

Training 

Real 

Information Product Domain Domain of the Information Product Air 

Land 

Maritime 

SOF 

Engineer 

Logistics 

Meteo 

NBC 

CIMIC 

Other 

Source and Information 
Product 

Resource Type Type of the Service’s Binding (see below) Source 

Information Product 

Information Product Originating Site Originating Site of the Information Product String 

 

3.1.3 List of System Sources interfaces 
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Table 4: NCOP-2 System Interfaces - FAS 

System Current AFPL 
version (minimum 

version) 

A&T portfolio 
version(s) / actual 
product versions 

for consideration 

Type of 
exchange 

Exchange 
Technology 

Interface NCOP 
Scope 

AirC2IS Inc1 AirC2IS 4.4.0 AirC2IS 4.4.0 
(01/06/20 - 01/06/21 
- 01/06/21) 

AirC2IS 4.5.0 
(01/06/21 - 01/06/22 
- 01/06/23) 

AirC2IS 4.6.0 
(01/06/22 - 01/06/23 
- 01/06/24) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_AIRC2IS: AirC2IS Interface NCOP2 

 

ICC 3.X ICC 3.4.0 

LATO expires 
31/Aug/2020 

ICC 3.4.0 (15/04/20 
- 15/04/23) 

ICC 3.5.0 (01/06/20 
- 01/06/23) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_ICC_WISI: WISI (ICC) Interface NCOP2 

LC2IS 6 LC2IS 6.1.3 (defined 
in the SOW) 

LC2IS 6.1.2 (update 
since EDC) 

 

LC2IS 6.1.3 
(01/03/20 - 
01/03/20) 

LC2IS 6.2 (01/01/22 
- 31/01/24) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_LC2IS: LC2IS Interface NCOP2 

LC2IS (Future 
Land-C2) 

No entry n/a Provider 

Consumer 

XML Web 
Services 

I_NCOP_LC2IS: LC2IS Interface NCOP2 

TRITON Inc1 No entry defined in 
the SOW 

TRITON 1.6.6 
(update since EDC) 

TRITON 1.0.0 
(30/11/19 - 
01/10/20) 

TRITON 2.0.0 
(31/03/20 - 
01/09/20) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_TRITON: TRITON Interface NCOP2 
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TRITON 3.0.0 
(31/08/20 - 
01/10/20) 

TRITON 4.0.0 
(31/08/20 - 
31/12/2SAML1) 

TOPFAS 6 TOPFAS 6.4.0 
(defined in the SOW) 

TOPFAS 6.4.2 
(update since EDC) 

TOPFAS 6.2.0 
(31/12/18 - 
31/12/21) 

TOPFAS 6.3.0 
(15/10/19 - 
31/12/21) 

TOPFAS 6.4.0 
(current - end 2021) 

TOPFAS 6.5.0 
(2021 - end 2022) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_TOPFAS: TOPFAS native XML 
Interface 

NCOP2 

TOPFAS 7 n/a TOPFAS 7.0 (2022-
2024) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_TOPFAS: TOPFAS native XML 
Interface 

NCOP2 

Delayed 
CLIN 

TOPFAS SAT TOPFAS 6.4.0 subset of > TOPFAS 
6.4.0 

Provider XML Web 
Services 

I_NCOP_TOPFAS_SAT: TOPFAS SAT 
Interface 

Future 
Increment 

JOCWatch JOCWatch 3.3.1 
(defined in the SOW) 

JOCWatch 3.3.0 
(update since EDC) 

JOCWatch 3.3.0 
(09/03/20 - 
31/12/20) 

JOCWatch 3.4.0 
(15/02/21 - end 
2021) 

JOCWatch 4.0.0 
(2022) 

Provider XML Web 
Services 

I_NCOP_JOCWATCH: JOCWatch 
Operational Incident Reporting XML Web 
Service 

NCOP2 

LOGFAS LOGFAS 6.5.0 
(defined in the SOW) 

LOGFAS 6.3.1 
(update since EDC) 

LOGFAS 6.5.0 
(15/01/20 - 
31/01/22) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_LOGFAS: LOGFAS Interface NCOP2 
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LOGFAS 7.0 
(15/06/21 - 
31/01/22) 

LOGFAS 8.0 
(01/01/22 - 
31/01/24) 

LOGFS 1.X No entry no entry Provider 

Consumer 

XML Web 
Services 

 Future 
Increment 

LOGFS 2.X No entry n/a Provider 

Consumer 

XML Web 
Services 

 Future 
Increment 

TCS / MLINK 
(Jchat Server) 

Jchat Server 17.0v2 ??? Provider XML over 
XMPP 

I_NCOP_CORE_XMPP: Bi-SC AIS XMPP 
Interface 

NCOP2 

Intel-FS 1 Intel-FS 1.4.1 
(defined in the SOW) 

Intel-FS 1.4.0 (update 
since EDC) 

Intel-FS 1.4.0 
(30/06/19 - 
01/07/20) 

Intel-FS 1.4.1 
(02/03/20 - 
31/12/21) 

Intel-FS 1.5.0 
(31/05/20 - 
01/07/21) 

Intel-FS 1.6.x (Jan 
2021 - end 2022) 

Provider XML Web 
Services 

I_NCOP_INTELFS: INTEL-FS native XML 
interface 

NCOP2 

Intel-FS 2 n/a Intel-FS 2.0 (2022-
2023) 

Intel-FS 2.1 (2023-
2024) 

Provider XML Web 
Services 

I_NCOP_INTELFS: INTEL-FS native XML 
interface 

NCOP2 

AGS No entry No entry Provider 

Consumer 

XML Web 
Services 

I_NCOP_AGS: AGS Interface Future 
Increment 

CSD CSD - ISR Product 
Library 

Services: CSD 2.2.0 

CSD Services 2.2.0 
(no dates provided) 

Provider  I_NCOP_CSD: CSD Interface Future 
Increment 
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LATO expires on 
31/Aug/2020 

SOF FS No entry n/a Provider XML Web 
Services 

I_NCOP_SOF: SOF Interface Future 
Increment 

Alternate SO 
system 

 n/a Provider   Future 
Increment 

CBRN FS CBRN 19.0 (defined 
in the SOW) 

CBRN 15.0 (update 
since EDC) 

CBRN-Analysis 20 
(05/2020-05/2021) 

Provider XML Web 
Services 

NCOP_CBRN: CBRN Interface Future 
Increment 

Environmental FS No entry n/a Provider XML Web 
Services 

I_NCOP_ENVIRONMENTAL: Environmental 
FS Interface 

Future 
Increment 

Cyber Defence FS Cyber Defence 
Situational 

Awareness: CDSA 
1.0.0 

Cyber Information 
and 

Incident Coordination 

System: CIICS 3 1 9 

CDSA 1.0 (no dates 
provided) 

CIICS 3.1 (no dates 
provided) 

Provider XML Web 
Services 

I_NCOP_CYBER_DEFENSE: CYBER 
DEFENSE Interface 

Future 
Increment 

ETEE 1 No entry No entry Consumer XML Web 
Services 

I_NCOP_ETEE: ETEE FS Interface Future 
Increment 

AirC2IS 1.X - 
BL4.x for BMD 

(BC) 

AirC2IS 4.4.0 AirC2IS 4.4.0 
(01/06/20 - 01/06/21 
- 01/06/21) 

AirC2IS 4.5.0 
(01/06/21 - 01/06/22 
- 01/06/23) 

AirC2IS 4.6.0 
(01/06/22 - 01/06/23 
- 01/06/24) 

Provider 

Consumer 

XML Web 
Services 

I_NCOP_AIRC2IS: AirC2IS Interface NCOP2 
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ACCS 1.3 for BMD 
(BC) 

No entry ACCS 4.0 (no dates 
provided) 

ACCS 5.0 (no dates 
provided) 

ACCS 6.0 (no dates 
provided) 

ACCS 7.0 (no dates 
provided) 

ACCS 8.0 (no dates 
provided) 

Provider XML Web 
Services 

I_NCOP_ACCS: ACCS Interface NCOP2 

NIRIS 3 NRIS 3.11 (defined in 
the SOW) 

NIRIS 3.10 (update 
since EDC) 

NIRIS 3.10 
(01/09/19 - 
31/12/21) 

NIRIS 3.11 
(01/03/20 - 
31/12/21) 

Provider API I_NCOP_NIRIS: NIRIS Tracks Interface NCOP2 

NIRIS 4 No entry defined in 
the SOW 

NIRIS 4.0 and 4.1.0 
(update since EDC) 

NIRIS 4.0 (01/09/20 
- 31/12/22) 

NIRIS 4.1 (01/07/21 
- 31/12/23) 

NIRIS 4.2 (01/07/22 
- 31/12/24) 

Provider API I_NCOP_NIRIS: NIRIS Tracks Interface NCOP2 

 

NIRIS 5 No entry No entry Provider API I_NCOP_NIRIS: NIRIS Tracks Interface Future 
Increment 

Open source 
tracks REST 

interface 

n/a n/a Provider  I_NCOP_REST: REST Interface Future 
Increment 

JTS 4.X JTS/FAST 4.1.3 JTS/FAST 4.1.3 
(18/02/19 - 
31/12/21) 

JTS/FAST 4.2.0 
(31/10/20 - 
31/12/22) 

Provider XML Web 
Services 

I_NCOP_JTS: JTS Interface NCOP2 
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JTS/FAST 4.3 
(30/06/21 - 
31/12/23) 

JTS/FAST 4.4 
(30/06/22 - 
31/12/24) 

N-JTS 1 No entry N-JTS 0.6 (31/03/23 
- 30/09/24) 

N-JTS 1.0 (31/03/24 
- 30/09/26) 

Provider XML Web 
Services 

I_NCOP_NJTS: NJTS Interface NCOP2 

Delayed 
CLIN 

NCOP 1.X  Backward 
compatibility: 

JIPS 

NCOP IPS 

Provider XML Web 
Services 

I_NCOP_JCOP_WS: JCOP Web Services 

I_NCOP_WS: NCOP Web Services Interface 

NCOP2 

NCOP 2.X No entry NCOP 2.0.0 
(01/09/21 - 
31/12/23) 

NCOP 2.1.0 
(01/09/22 - 
31/12/25) 

Supporting XML Web 
Services 

I_NCOP_WS: NCOP Web Services Interface NCOP2 

JChat Jchat Client 2.3.0.10 
(defined in the SOW) 

Jchat Client 2.4.0 
(update since EDC) 

Jchat SE Client 
2.2.0 (15/10/18 - 
31/12/20) 

Jchat SE Client 
2.3.0 (01/12/19 - 
31/12/21) 

Supporting XML over 
XMPP 

I_NCOP_CORE_XMPP: Bi-SC AIS XMPP NCOP2 

DHS 2.X DHS 2.2.1.1 n/a Provider  I_NCOP_CORE_DHS: Bi-SC AIS Core DHS 
Services Interface 

Future 
Increment 

EDMS 

Enterprise (or 
Electronic 
Document 

  Supporting  I_NCOP_CORE_DHS: Bi-SC AIS Core DHS 
Services Interface 

NCOP2 
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Management 
System) 

MHS (Message 
Handling System) 

  Supporting  I_NCOP_CORE_INFORMAL_MESSAGING: 
Bi-SC AIS Informal messaging Interface 

NCOP2 

NIP 1 NIP 1.5.4.2323 
(defined in the SOW) 

NIP 1.5.9 (update 
since EDC) 

NIP 1.5.4.2323 
(04/2019-****) 

Provider Files over 
HTTP 

 NCOP2 

CoreGIS 3.X CoreGIS 3.0.2 
(defined in the SOW) 

CoreGIS 2.2.0 
(update since EDC) 

CoreGIS 3.0.2 
(01/05/19 - 
31/12/20) 

CoreGIS 3.1 (2021-
****) 

Provider Web 
Services 

I_NCOP_CORE_GIS_WFS  

I_NCOP_CORE_GIS_WMS  

I_NCOP_ESRI_REST_API 

I_NCOP_GML  

I_NCOP_KML  

I_NCOP_SLD  

I_NCOP_WFS  

I_NCOP_WMC  

I_NCOP_WMS  

I_NCOP_WMTS 

NCOP2 

IEG-C DISG 4.0.0 IEG-FS (30/05/17 - 
31/12/19) 

DISG 4.0.0 
(21/05/2019-***) -- 
new name for 
IEGFS 

Supporting XML Web 
Services 

 NCOP2 

E-NPKI ENTRUST SUITE 3 - 
NPKI V3 

version 8.1 (2019-
2025) 

ENTRUST SUITE 3 
- NPKI V3 version 
8.1 (2019-2025) 

Supporting HTTP + files  NCOP2 

C4ISR/Viz 1 API N/A C4ISR VC 1.0 
(01/08/19 - 
01/08/20) 

Supporting Provides 
standard API 
for Client 
Integration 

I_NCOP_C4ISR_VIZ: C4ISR_VIZ Interface NCOP2 

Delayed 
CLIN 
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SOA platform 
components 1 

No entry No entry Supporting XML Web 
Services 

I_NCOP_SOA Future 
Increment 

IdM 1 No entry No entry Supporting TBC  NCOP2 

NEDS 1 NEDS 2.3.11B 
(defined in the SOW) 

NEDS 2.2.03 

(update since EDC) 

NATO Enterprise 
Directory Service 
2.3.11b (04/2020-
****) 

Supporting LDAP  Future 
Increment 

ITM ITM Toolbox 1.2 

LATO: Limited to ITM 

Migration 

ITM Toolbox 1.1 (no 
dates provided) 

ITM Toolbox 1.2 (no 
dates provided) 

Supporting API  NCOP2 

SMC SMC CM Toolbox 1.0 

SCOM v1807 

Microsoft System 
Center Operations 
Management 

(SCOM) 2019 
(06/2020-05/2022) 

Supporting XML Web 
Services 

WMI / 
SCOM 

I_NCOP_CORE_EMS : Bi-SC AIS Enterprise 
Management Services Interface 

NCOP2 

CIDNE  CIDNE Web 
Services 

 XML Web 
Services 

I_NCOP_CIDNE Future 
Increment 

 

Table 5: Interfaces of NCOP – Technical 

System Version Type of 
exchange 

NCOP role 
towards the 

protocol 

Exchange 
Technology 

Standard Interface NCOP 
Scope 

ESRI REST v10.1 - 10.7 
(defined in the 
SOW) 

ESRI REST 
10.7.1 (update 
since EDC) 

Consumer XML Web 
Services 

 I_NCOP_ESRI_REST_API NCOP2 
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OGC WMS v1.1.1 / v1.3.0 Provider 

Consumer 

XML Web 
Services 

OGC WMS Version 
1.3.0 - "OpenGIS 
Web Map Service 
(WMS) 

Implementation 
Specification" 

I_NCOP_WMS NCOP2 

OGC WMC v1.1.1 Consumer XML Web 
Services 

 I_NCOP_WMC NCOP2 

OGC WFS v 2.0.2 Consumer XML Web 
Services 

OGC WFS Version 
2.0.2 - "OpenGIS 
Web Feature 
Service 2.0 
Interface 

Standard" 

I_NCOP_WFS NCOP2 

OGC KML v2.2.0 

v2.3 

Provider 

Consumer 

Files over any 
transport 

OGC KML 2.2.0 - 
"OGC KML" 

I_NCOP_KML NCOP2 

OGC GML v3.1.1 Consumer XML Web 
Services 

OGC GML Version 
3.1.1 - "OGC 
Geography Markup 
Language" 

I_NCOP_GML NCOP2 

GeoRSS  Consumer XML Web 
Services 

GeoRSS Simple - 
"GeoRSS Simple" 

 Future 
Increment 

AGeoP-26 EdA v1 Consumer XML Web 
Services 

AGeoP-26 Edition A 
Version 1 - 
"Defence 
Geospatial Web 
Services" 

 Future 
Increment 

OGC WMTS V1.0 Consumer XML Web 
Services 

OGC WMTS 
Version 1.0.0 - 
"OpenGIS Web 
Map Tile Service 
(WMTS) 

I_NCOP_WMTS NCOP2 
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Implementation 
Standard" 

NVG v1.4 / v1.5 / v2.0 

v2.0.2 

Consumer 

Consumer 

Files over any 
transport 

XML Web 
Services 

 

 

NVG Bindings to 
APP-6 Edition D 
Version 1 - "NATO 
Joint Military 

Symbology" 

I_NCOP_NVG_14 & I_NCOP_NVG_15 & 
I_NCOP_NVG_20 

NCOP2 

NVG 
Streaming 

1.4/1.5/2.0 Consumer XML Web 
Services 

 I_NCOP_NVG_STREAMING NCOP2 

Confidentiality 
labelling 

 Provider 

Consumer 

XML Web 
Services 

NATO Core 
Metadata 

STANAG 4774 
Edition 1 - 
"Confidentiality 
Metadata Label 
Syntax" 

 NCOP2 

Delayed 
CLIN 

Metadata 
binding 

 Provider 

Consumer 

XML Web 
Services 

NATO Core 
Metadata 

STANAG 4778 
Edition 1 - 
"Metadata Binding 
Mechanism" 

 NCOP2 

Delayed 
CLIN 

MS Excel 2010/2013/2016 Consumer Files over any 
transport 

ISO/IEC 26300: 
OpenDocument 
v1.0 

ISO/IEC 26300-1: 
OpenDocument 
v1.2 -- Part 1 

I_NCOP_EXCEL NCOP2 

Generic Still 
Image Coding 

 Provider 

Consumer 

Files over any 
transport 

* ISO/IEC 10918-
1:1994 - "Digital 

 NCOP2 
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compression and 
coding of 

continuous-tone still 
images: 
Requirements and 
guidelines" 

* ISO/IEC 10918-
3:1997 - "Digital 
compression and 
coding of 

continuous-tone still 
images: 
Extensions" 

Generic 
document 
exchange, 

storage and 
long-term 

preservation 

 Provider 

Consumer 

Files over any 
transport 

* ISO 19005-1:2005 
- "Electronic 
document file 
format for long-term 

preservation - Part 
1: Use of PDF 1.4" 

* ISO 19005-2:2011 
- "Electronic 
document file 
format for long-term 

preservation - Part 
2: Use of ISO 
32000-1" 

* ISO 32000-1:2008 
- "Portable 
document format - 
Part 1: PDF 1.7" 

 NCOP2 

Generic word 
processing 

documents, 
spreadsheets 
and 

 Provider 

Consumer 

Files over any 
transport 

* ISO/IEC 29500-
1:2016 - "Office 
Open XML File 
Formats -- Part 1: 

 NCOP2 
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presentations Fundamentals and 
Markup Language 
Reference" 

* ISO/IEC 26300-
1:2015 - 
"Information 
technology -- Open 
Document 

Format for Office 
Applications 
(OpenDocument) 
v1.2 -- Part 1: 

OpenDocument 
Schema" 

* ISO/IEC 26300-
2:2015 - 
"Information 
technology -- Open 
Document 

Format for Office 
Applications 
(OpenDocument) 
v1.2 -- Part 2: 

Recalculated 
Formula 
(OpenFormula) 
Format" 

* ISO/IEC 26300-
3:2015 - 
"Information 
technology -- Open 
Document 

Format for Office 
Applications 
(OpenDocument) 
v1.2 -- Part 3: 
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SQL Data 
OLEDB 
provider 

 Consumer Other Protocol  I_NCOP_SQL NCOP2 

PostgreSQL 8.x/9.x Consumer Other Protocol  I_NCOP_SQL NCOP2 

SharePoint 
(lists) 

2007/2010 

2013/2016 
(new) 

Consumer XML Web 
Services 

 I_NCOP_SHAREPOINT NCOP2 

Friendly Force 
Tracking 

NFFI-IP1, 

NFFI-SIP-3 

 

 

Consumer XML Web 
Services (SIP-3) 

Other protocol 
(IP-1) 

 

 I_NCOP_NFFI_IP1 

I_NCOP_NFFI_SIP3 

NCOP2 

Friendly Force 
Tracking 

FFI Consumer XML Web 
Services 

* ADatP-36 Edition 
A Version 2 - 
"Friendly Force 
Tracking Systems 

(FFTS) 
Interoperability" 
(STANAG 5527) 

* APP-11 Edition D 
Version 1 - "NATO 
Message 
Catalogue" 

I_NCOP_FFI NCOP2 

Delayed 
CLIN 

Sensor 
information 
interface 

 Consumer Multiple   Future 
Increment 

ISR Library 
Interface 
Profile 

 Consumer Multiple Basic Image 
Interchange Format 
(BIIF) 

ISR Library 
Interface ISO 
Standards 

 Future 
Increment 
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ISR Library 
Interface Military 
Standards 

ISR Library 
Interface STANAG 

Formatted 
Messages for 

Intelligence 
Profile (SP3) 

 Consumer Multiple APP-11 for 
Intelligence (SP3) 

AJS-2.5 for 
Intelligence (SP3) 

 Future 
Increment 

Formatted 
Messages for 

Intelligence 
Profile (SP4) 

 Consumer Multiple APP-11 for 
Intelligence (SP4) 

AEDP-15 for 
Intelligence (SP4) 

AEDP-17 for 
Intelligence (SP4) 

 Future 
Increment 

Generic XML 
messages 

Any Consumer Files over any 
transport 

XML 

UTF-8 

I_NCOP_GENERIC_XML NCOP2 

OpenSearch v1.1 Consumer XML Web 
Services 

OpenSearch 1.1 
(Draft 6) - 
"OpenSearch 1.1" 

 Future 
Increment 

JREAP 

 

JREAP-C Consumer Binary 
messages over 
IP 

ATDLP-5.16 Edition 
B Version 1 - 
"Tactical Data 
Exchange - Link 16" 

ATDLP-5.18 Edition 
B Version 2 - 
"Interoperability 
Standard for Joint 

Range Extension 
Application Protocol 
(JREAP) - Revision 
C" 

 Future 
Increment 
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ADatP-3 V11-V12 
(limited), 

V13.1 

Consumer Files over any 
transport 

AdatP-3 for 
Battlespace Event 
Federation 

AdatP-3 for 
Formatted 
Messages for SA 
(SP3) 

I_NCOP_ADATP3 NCOP2 

OTH-T Gold Baseline 2000 
Rev. D 

Baseline 2007 

Consumer Files over any 
transport 

NISP Standard - 
OTH-G - 
"Operational 
Specification for 
OVER-
THEHORIZON 

TARGETING GOLD 
(Revision D) (OTH-
G)" 

 

OTH-T GOLD 
Baseline 2007 - 
"OVER-THE-
HORIZON 
TARGETING GOLD 

baseline 2007" 

I_NCOP_ADATP3 NCOP2 

Generic text 
messages 

Any Consumer Files over any 
transport 

UTF-8 I_NCOP_GENERIC_TEXT NCOP2 

MIP V3.1 

V4.3 

Consumer 

Consumer 

XML Web 
Services 

MIP 3.1 Information 
Exchange 
Specification 

 

MIP 4.3 Information 
Exchange 
Specification 

 Future 
Increment 

WSMP  Consumer XML Web 
Services 

*ADatP-5644(A) - 
"Web Service 

 Future 
Increment 
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Messaging Profile 
(WSMP)" 

*ADatP-5644(A)(1) 
- "Web Service 
Messaging Profile 
(WSMP)" 

NCOP IPS 1.1 / 1.2 

2.X (new) 

Provider XML Web 
Services 

SOAP 

WSDL 

REST 

WS Reliable 
Messaging 

JSON 

WS Addressing 

HTML5 

I_NCOP_WS NCOP2 

JCOP IPS 2011 Provider XML Web 
Services 

 I_NCOP_JCOP_WS NCOP2 

Active 
Directory 

2008-2012 Consumer Active Directory  I_NCOP_CORE_ACTIVE_DIRECTORY NCOP2 

Active 
Directory 
Federation 

Services 
(ADFS) 

?? Consumer Web 
Authentication 

SAML I_NCOP_CORE_ACTIVE_DIRECTORY NCOP2 

Cryptographic 
Algorithms 

 Consumer N/A AES 

DSS 

SHS 

MODP 

 NCOP2 

X.509  Provider 

Consumer 

Web 
Authentication 

X.509  NCOP2 

LDAP V3 Consumer Web 
Authentication 

LDAP I_NCOP_CORE_ACTIVE_DIRECTORY NCOP2 
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Certificate 
Exchange 

Protocols 

 Provider 

Consumer 

Web 
Authentication 

Certificate 
Exchange 

 NCOP2 

DNS  Consumer DNS / IP DNS, IPv4, IPv6  NCOP2 

MS Exchange 
/ MAPI 

2007+ Consumer MAPI  I_NCOP_CORE_INFORMAL_MESSAGING NCOP2 

IMAP / POP3  Consumer IMAP / POP3  I_NCOP_CORE_INFORMAL_MESSAGING NCOP2 

Direct/Network 
File access 

 Consumer Direct/Network 
File 

Access 

  NCOP2 

FTP / SFTP  Consumer FTP / SSL / TLS   NCOP2 

HTTP / 
HTTPS 

 Provider (new) 

Consumer 

Web Services, 
HTTP 

SSL / TLS 

HTTP 

HTML5 

UTF-8 

 NCOP2 

SAML V2.0 Consumer Web 
Authentication 

SAML 

URI 

 NCOP2 

APP-6 A, B 

D 

Provider 

Consumer 

Files over HTTP   NCOP2 

MIL-2525-STD B, C 

D 

Provider 

Consumer 

Files over HTTP   NCOP2 

Custom icons 

& over HTTPS 

 Provider 

Consumer 

Files over HTTP   NCOP2 
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3.2 CARTOGRAPHIC INTERFACES 

3.2.1 Introduction 

The following table displays the mapping between OGC interfaces/data formats and 
NCOP Information Objects. 

Table 6: OGC XML formats to CDF Information Object mapping 

OGC Format NCOP CDF Information Object From OGC 
compliant 

systems To 
NCOP 

From NCOP 
To OGC 

compliant 
systems 

Web Map Service COP Map background (In), 

Geo Data IP (In), 

COP IP (Out), 

COP (Out) 

Yes Yes 

Web Feature Service Geo Data IP Yes Yes 

GML (Geography Markup Language) Geo Data IP Yes Yes 

Keyhole Markup Language Geo Data IP (In) 

COP IP (Out) 

Yes Yes 

Style Layer Descriptor Associated to COP Map (WMS) 

Associated to COP IP (WMS) 

Visualisation filters for CDF COP IP 

Yes Yes 

Web Coverage Service Geo Data IP Yes No 

Web Map Context Service CDF Shared View Yes Yes 

 

Bi-SC AIS Core GIS versions usually deployed on NATO sites is 3.0.2. 
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3.2.2 I_NCOP_CORE_GIS_WFS: Bi-SC AIS WFS Interface 

3.2.2.1 Interface Overview 

This interface (I_NCOP_CORE_GIS_WFS) describes only the WFS interface 
provided by Bi-SC AIS Core GIS. 

The OGC Web Feature Service (version 2.0.2 WFS [OGC WFS]) Implementation 
Specification is an interface for describing data manipulation operations on geographic 
features using HTTP as the distributed computing platform. Data manipulation 
operations include the ability to: 

 Create a new feature instance; 

 Delete a feature instance; 

 Update a feature instance; 

 Get or Query features based on spatial and non-spatial constraints. 

A Web Feature Service (WFS) request consists of a description of query or data 
transformation operations that are to be applied to one or more features. The request 
is generated on the client and is posted to a web feature server using HTTP. The web 
feature server then reads and (in a sense) executes the request. 

3.2.2.2 Interface Principles 

Consumption of I_NCOP_CORE_GIS_WFS interface by NCOP follows these 
principles: 

 BI-SC AIS Core GIS provides following OGC WFS (2.0.2 version) functions; 

o GetCapabilities: Returns service-level metadata; 

o DescribeFeatureType: Generates a schema description of feature types 
serviced by a WFS implementation. The schema descriptions define how a 
WFS implementation expects feature instances to be encoded on input and 
how feature instances are generated on output (in response to GetFeature 
requests). 

o GetFeature: Operation allows retrieval of features from a web feature 
service. A GetFeature request is processed by a WFS client and when the 
value of the outputFormat attribute is set to text/gml; subtype=gml/3.1.1, a 
GML instance document, containing the result set, is returned to the client.; 

o GetFeatureWithLock (Insert, Delete, and Update). 

 NCOP consumes features available from Core GIS map database using previous 
functions. 

 

The GetFeatureWithLock function is not used by NCOP because the geographic data 
provided by Core GIS are not supposed to be modified by the FAS (Functional Area 
Services). 
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As displayed in the following figure, the NCOP ArcGIS Server consumes the OGC 
WFS operations exposed by Core GIS or any WFS compliant provider and expose the 
geographic features to Geographical COP Editor via the Feature Service of ArcGIS 
Server REST API (version 10.0). 

Geographical
COP Editor

NCOP
ArcGIS Server

Core GIS

GetCapabilities

DescribeFeatureInfo

GetFeature

Cascading Map Addin
Cascading Publish

Cascading WFS
Server Object Extension

Feature Service

OGC WFSArcGIS Server
REST API

 

Figure 3-1: I_NCOP_CORE_GIS_WFS Interface operations 

3.2.2.3 Data Elements 

Data elements transmitted through the WFS interface are explained in the following 
table. 

Table 7: List of data elements transmitted from WFS to NCOP 

Operation name Output Format Description 

GetCapabilities XML The output format is a WFS 2.0.2 capabilities XML file 
(see embedded file bellow): 

 

DescribeFeatureType XML  

GetFeature GML  

 

Example of call to “GetCapabilities” operation to get the features capabilities: 

http://<host>:<node>/ArcGIS/services/FGDBObjects/MapServer/WFSServer?reques

t=GetCapabilities&service=WFS 
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Example of call to “DescribeFeatureType” operation to get the schema description of 
feature types: 

http://<host>:<node>/ArcGIS/services/FGDBObjects/MapServer/WFSServer?reques

t=DescribeFeatureType&typename=FGDBObjects:layerOne&service=WFS 

Examples of call to “GetFeature” operation to get the schema description of feature 
types: 

With attribute filter: 

http://<host>:<node>/ArcGIS/services/FGDBObjects/MapServer/WFSServer?servic

e=WFS&REQUEST=GetFeature&TYPENAME=FGDBObjects:layerOne&Filter=<Filter><Prop

ertyIsGreaterThan><PropertyName>Superficy</PropertyName><Literal>10</Litera

l></PropertyIsGreaterThan></Filter> 

With geographic filter: 

http://<host>:<node>/ArcGIS/services/FGDBObjects/MapServer/WFSServer?REQUES

T=GetFeature&SERVICE=WFS&VERSION=1.1.0&TYPENAME=FGDBObjects:layerOne&OUTPUT

FORMAT=text/xml;subType=gml/3.1.1/profiles/gmlsf/1.0.0/0&FILTER=<Filter 

xmlns="http://www.opengis.net/ogc" 

xmlns:gml="http://www.opengis.net/gml"><BBOX><PropertyName>SHAPE</PropertyN

ame><gml:Box><gml:coordinates>-61.9,-134.9-47.9,-

119.9</gml:coordinates></gml:Box></BBOX></Filter> 

3.2.2.4 Communication Protocols 

The communication protocol used by the Bi-SC AIS Core GIS WFS interface is HTTP-
Get method with Key Value Pair parameter.  



 NATO UNCLASSIFIED 42 

 

3.2.3 I_NCOP_CORE_GIS_WMS: Bi-SC AIS WMS Interface 

3.2.3.1 Interface Overview 

This interface (I_NCOP_CORE_GIS_WMS) describes only the WMS interface 
provided by Bi-SC AIS Core GIS. 

The OGC Web Map Service Interface Standard (version 1.3.0 WMS [OGC WMS]) 
provides a simple HTTP interface for requesting geo-registered map images from one 
or more distributed geospatial databases. A WMS request defines the geographic 
layer(s) and area of interest to be processed. The response to the request is one or 
more geo-registered map images (returned as JPEG, PNG, etc) that can be displayed 
in a web browser application. The interface also supports the ability to specify whether 
the returned images should be transparent so that layers from multiple servers can be 
combined or not. 

3.2.3.2 Interface Principles 

Consumption by NCOP follows these principles: 

 BI-SC AIS Core GIS provides following OGC WMS (1.3.0 version) functions: 

o GetCapabilities: Returns service-level metadata; 

o GetMap: Returns a map; 

o GetFeatureInfo: Is designed to provide clients of a WMS with more 
information about features in the pictures of maps that were returned by 
previous GetMap requests. 

 The Geographical COP Editor displays maps available from Core GIS map 
database using previous functions. 

3.2.3.3 Data Elements 

Data elements transmitted through the WMS interface are explained in the following 
table. 
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Table 8: List of data elements transmitted from WMS to NCOP 

Operation name Output Format Description 

GetCapabilities XML The output format is a WMS 1.3.0 capabilities XML file (see embedded 
file bellow): 

 

 

The Geographical COP Editor uses an extract of WMS 1.3.0 capabilities 
data: 

- Layers hierarchy; 

- Name; 

- Title; 

- Ex_GeographicBoundingBox; 

- BoundingBox. 

GetMap PNG This operation returns Map tiles 

The Geographical COP Editor uses the following parameters: 

- SERVICE : WMS, 

- REQUEST : GetMap, 

- VERSION : 1.3.0, 

- FORMAT ( ex:PNG, JPG), 

- BBOX, 

- WIDTH : 256 by default (cache mechanism provided by Geographical 
COP Editor), 

- HEIGHT : 256 by default (cache mechanism provided by Geographical 
COP Editor), 

- LAYERS, 

- CRS, 

- STYLES, 

- BGCOLOR, 

- TRANSPARENT. 

GetFeatureInfo TEXT/PLAIN MIME 
Type 

The GetFeatureInfo operation is designed to provide clients of a WMS 
with more information about features in the pictures of maps (queryable 
layers only) that were returned by previous Map requests. 

The Geographical COP Editor uses the text/plain mimed type. 

 

Example of call to “GetCapabilities” operation processed by the NCOP Geographical 
COP Editor to get the map capabilities: 

http://<host>:<port>/ArcGIS/services/World/MapServer/WMSServer?service=WMS&

request=GetCapabilities 

Example of call to “GetMap” operation processed by the NCOP Geographical COP 
Editor to get a map tile: 

http://<host>:<port> 

/ArcGIS/services/World/MapServer/WMSServer?service=WMS&request=GetMap&width

=256&height=256&format=image/png&layers=0,1,2,3,4,5,6&styles=,,,,,,&bgcolor
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=0xFFFFFF&transparent=true&version=1.3.0&CRS=EPSG:4326&bbox=-

4.94887122019341,-90,40.0511287798066,-45 

Example of call to “GetFeatureInfo” operation processed by the NCOP Geographical 
COP Editor to get information from a feature displayed on the map: 

http://<host>:<port>/ArcGIS/services/Natural-

Earth/MapServer/WMSServer?service=wms&request=GetFeatureInfo&version=1.3.0&

width=988&height=685&crs=EPSG:4326&bbox=-63.5915804404642,-

144.043024214355,88.6740660090767,75.5751636573916&info_format=text/plain&q

uery_layers=56,57,58,39,40,41,42,43,44,45,46,47,48,49,50,51,52,53,54,60,61,

62,63,64,65,66&i=505&j=519 

CRS values that are supported by the Geographical COP Editor (in order to display 
maps and Battle Space Objects) are the following: 

CRS Value CRS Description 

4326 WGS 84 

32661 WGS 84 / UPS North 

32761 WGS 84 / UPS South 

32601 to 32660 WGS 84 / UTM zone 1N to 
60N 

32701 to 32760 WGS 84 / UTM zone 1S to 
60S 

102100 ESRI Web Mercator 

32600 WGS 84 / UTM grid 
system (northern 
hemisphere) 

32700 WGS 84 / UTM grid 
system (southern 
hemisphere) 

3395 WGS 84 / World Mercator 

3.2.3.4 Communication Protocols 

The communication protocol used by the Bi-SC AIS Core GIS WMS interface is HTTP-
Get method with Key Value Pair (KVP) parameter. 
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3.2.4 I_NCOP_ESRI_REST_API: ESRI REST API Interface 

3.2.4.1 Interface Overview 

TBC 

3.2.4.2 Interface Principles 

TBC 

3.2.4.3 Data Elements 

TBC 

3.2.4.4 Communication Protocols 

The communication protocol used by the Bi-SC AIS Core DHS interface is HTTP-Get 
method. 
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3.2.5 I_NCOP_GML: OGC GML Interface 

3.2.5.1 Interface Overview 

OGC GML Interface (version 3.1.1) defines an XML profile for the transport and 
storage of geographic information that includes both the spatial and nonspatial 
properties of geographic features. 

The OGC GML Interface is bidirectional: 

 It is consumed by NCOP to display the Geo Data IP. It is used during WFS 
processing; 

 It is provided by NCOP to expose COP Geo Data IP to external systems. It is used 
during WFS processing; 

 

3.2.5.2 Interface Principles 

Additional information on the GML consumption made by NCOP, is provided in 
§3.2.2.2 

 

3.2.5.3 Data Elements 

The XML schemas of this interface is described in the following embedded files: 

 

3.2.5.4 Communication Protocols 

GML is used through the OGC WFS standard, then the communication protocol used 
by the I_NCOP_GML interface is HTTP-Get method with KVP parameter. 
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3.2.6 I_NCOP_KML: OGC Keyhole Markup Language Interface 

3.2.6.1 Interface Overview 

KML file format is used to display geographic data. KML is based on the XML standard 
and uses a tag-based structure with nested elements and attributes. KML shares some 
of the same structural grammar as GML. 

The KML file specifies a set of features (place marks, images, polygons, 3D models, 
textual descriptions, etc.) for display browser (geobrowser) implementing the KML 
encoding. Each place is always located through a longitude and a latitude. In addition 
to these attributes, other data can make the view more specific, such as tilt, heading, 
altitude, which together define a “camera view”.. 

KML files are very often distributed in KMZ files (zipped files with a .kmz extension). 
These files must be legacy (ZIP 2.0) compression compatible (e.g. deflate method), to 
guaranty their exploitation in all KML compliant geobrowsers. The content of a KMZ 
file is made of a single KML root document and subdirectories gathering network-
linked KML files (referenced files) describing overlays, images, icons, and COLLADA 
3D models. The KML root document is typically a file named “doc.kml” at the root 
directory level. The first .kml file entry in the KMZ file is the one selected in Google 
Earth regardless of its name.. 

 

The OGC Keyhole Markup Language Interface (version 2.2 [OGC KML]) is 
bidirectional: 

 KML or KMZ files are consumed by NCOP and displayed as Geo Data IP; 

 KML or KMZ files are provided by NCOP to expose COP IP to external systems; 

3.2.6.2 Interface Principles 

Consumption by NCOP follows these principles: 

 Any compliant system provides OGC KML or KMZ files; 

 The Geographical COP Editor (through the Web Browser) imports and displays the 
KML objects on top of the map background. 

 

Production by NCOP follows these principles: 

 Any compliant system needs to consume OGC KML interface; 

 The NCOP ESRI ArcGIS Server component is used to expose the Geographic IP 
in OGC KML using the NCOP settings; 

 In addition, the Geographical COP Editor (through the Web Browser) provides an 
export capability of COP IP into KML format. 

 

3.2.6.3 Data Elements 

The KML Elements supported by the Geographical COP Editor are described below: 

Supported KML Element Supportability Notes 

Feature: <atom:author>  

Feature: <atom:link>  
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Supported KML Element Supportability Notes 

Feature: <atom:name>  

ColorStyle: <BalloonStyle> Only <text> is supported 

IconStyle, LineStyle or PolyStyle: <color>  

<coordinates>  

Extended Data: <Data>  

Feature: <description> 
HTML content is allowed but is sanitized to protect from cross-browser 
attacks; entity replacements of the form $[dataName] are unsupported. 

Container: <Document>  

<ExtendedData> 
Untyped <Data> only, no <SimpleData> or <Schema>, and entity 
replacements of the form $[dataName] are unsupported. 

PolyStyle: <fill>  

Container: <Folder>  

Feature: <heading> 
Supported when part of an IconStyle element for proper rotation of a point'’s 
image. 

IconStyle: <hotSpot>  

IconStyle: <href>  

IconStyle: <Icon> 
Supported. Only the "“href"” element of this complex element is supported. 
Rotation and scaling are also supported now. 

Style: <IconStyle>  

Polygon: <innerBoundaryIs> Supported, but only for a single interior ring. 

<kml>  

Geometry: <LinearRing> Supported, but only makes use of the Coordinates sub element. 

Geometry: <LineString> Supported, but only makes use of the Coordinates sub element. 

Style: <LineStyle>  

Object: <Link> Supported, but only makes use of the Href sub element. 

Geometry: <MultiGeometry>  

Feature: <name>  

Feature: <NetworkLink> Supported, but only makes use of the Link sub element. 

Geometry: <outerBoundaryIs>  

PolyStyle: <outline>  

Feature: <Placemark>  

Geometry: <Point> Supported, but only makes use of the Coordinates sub element. 

Geometry: <Polygon> 
Supported, but only makes use of the OuterBoundaryIs and InnerBoundaryIs 
sub elements. 

Style: <PolyStyle>  

<Style> Supported, but only IconStyle, LineStyle and Polystyle are supported. 
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Supported KML Element Supportability Notes 

BalloonStyle: <text>  

ExtendedData: <value>  

LineStyle: <width>  

 

Sample KML data is provided below: 

<?xml version=”1.0” encoding=”UTF-8”?> 

<kml xmlns=”http://www.opengis.net/kml/2.2”> 

<Document> 

<Placemark> 

  <name>New York City</name> 

  <description>New York City</description> 

  <Point> 

    <coordinates>-74.006393,40.714172,0</coordinates> 

  </Point> 

</Placemark> 

</Document> 

</kml> 

3.2.6.4 Communication Protocols 

The communication protocol used by the I_NCOP_KML interface is HTTP-Get 
method. The Geographical COP Editor retrieves the KML or KMZ from its url. 

In addition, drag & drop of KML or KMZ files are allowed by the Geographical COP 
Editor. 



 NATO UNCLASSIFIED 50 

 

3.2.7 I_NCOP_SLD: OGC Style Layer Descriptor Interface 

3.2.7.1 Interface Overview 

OGC Style Layer Descriptor (SLD) Interface (version 1.1.0 [OGC SLD]) give the 
capability to the OGC Web Map Service (WMS) specification to support the ability for 
an information provider to specify very basic styling options by advertising a preset 
collection of visual portrayals for each available data set. 

The OGC Style Layer Descriptor Interface is bidirectional: 

 It is consumed by NCOP to display the Geo Data IP provided by Core GIS or any 
SLD compliant provider; 

 It is provided by NCOP to expose COP IP to external systems; 

3.2.7.2 Interface Principles 

Consumption by NCOP follows these principles: 

 BI-SC AIS Core GIS or any compliant system, provides OGC WMS interface 
hosting layers provided with styles (defined in SLD); 

 The Geographical COP Editor (through the Web Browser) HMI allows users to: 

o Select a map layer to be displayed, 

o Select a style that can be applied on the selected map layer. 

Production by NCOP follows these principles: 

 Any compliant system needs to consume OGC WMS interface; 

 The NCOP ESRI ArcGIS Server component is used to expose the COP maps in 
OGC WMS using the NCOP settings; 

Additional information on the WMS consumption made by NCOP, is provided in 
(§3.2.3.2) 

3.2.7.3 Data Elements 

The data elements are the same as those defined in the I_NCOP_CORE_GIS_WMS 
interface (see §3.2.3.3). 

When the GetMap operation is called by the Geographical COP Editor an additional 
parameter is used: STYLES. 

Example of call to “GetMap” operation processed by the NCOP Geographical COP 
Editor to get the map with specific style: 

http://<host>:<port>/iGeoSITWMS/map?service=WMS&request=GetMap&width=256&he

ight=256&format=image/png&layers=DemoJCOP.NASA&styles=DemoJCOP.NASA.transpa

rent.0.5&bgcolor=0xFFFFFF&transparent=true&version=1.3.0&CRS=EPSG:4326&bbox

=67.5,40.0511287798066,78.75,51.3011287798066 

3.2.7.4 Communication Protocols 

SLD is used through the OGC WMS standard, then the communication protocol used 
by the I_NCOP_SLD interface is HTTP-Get method with KVP parameter. 
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3.2.8 I_NCOP_WFS: OGC Web Feature Service Interface 

3.2.8.1 Interface Overview 

The OGC Web Feature Service Interface (version 2.0.2 [OGC WFS]) is bidirectional: 

 It is consumed by NCOP to display the Geo Data IP; 

 It is provided by NCOP to expose COP Geo Data IP to external systems; 

3.2.8.2 Interface Principles 

Consumption by NCOP follows these principles: 

 BI-SC AIS Core GIS or any compliant system, provides OGC WFS interface; 

 The NCOP ESRI ArcGIS Server consumes the OGC WFS interface component 
and draw the layer (including geographic objects) using the NCOP settings; 

 The Geographical COP Editor (through the Web Browser) retrieves the geographic 
layers provided by the NCOP ESRI ArcGIS Server (using the ArcGIS REST API) 
and the BSOs from NCOP web services. 

 

Production by NCOP follows these principles: 

 Any compliant system needs to consume OGC WFS interface; 

 The NCOP ESRI ArcGIS Server component is used to expose the Geographic IP 
in OGC WFS using the NCOP settings; 

 

Additional information on the WFS consumption made by NCOP, is provided in 
(§3.2.2.2). 

3.2.8.3 Data Elements 

The data elements are the same as those defined in the I_NCOP_CORE_GIS_WFS 
interface (see §3.2.2.3). 

3.2.8.4 Communication Protocols 

The communication protocol used by the I_NCOP_WFS interface is HTTP-Get 
method with KVP parameter. 
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3.2.9 I_NCOP_WMC: OGC Web Map Context Interface 

3.2.9.1 Interface Overview 

OGC Web Map Context Interface (version 1.1.1 [OGC WMC]) describes the 
appearance of layers from one or more WMS servers, and can be transferred between 
clients while maintaining start-up views, the state of the view (and its layers), and 
storing additional layer information. 

 

The OGC Web Map Context Interface is bidirectional. 

3.2.9.2 Interface Principles 

Consumption by NCOP follows these principles: 

 BI-SC AIS Core GIS or any compliant system, provides OGC WMC interface; 

 The Geographical COP Editor (through the Web Browser) retrieves the list of layers 
defined in WMC file; 

 The Geographical COP Editor (through the Web Browser) displays the selected 
layer. 

 

Production by NCOP follows these principles: 

 Any compliant system needs to consume OGC WMC interface ; 

 A “mapping” component transforms the COP Shared View defined in CDF XML 
format into a WMC file (one WMC file per COP shared view). 

 

3.2.9.3 Data Elements 

3.2.9.3.1 Data elements exchanges from WMC provider to NCOP 

 

NCOP get all layers defined in WMC file and for each of them, the following 
elements are checked by NCOP: 

Table 9: List of data elements transmitted from WMC to NCOP 

WMC Element WMC Sub-element Comment 

Layer version The version shall be >= 1.3.0 

 OnlineResource This element contains the url of map layers 
to be added in the Geographical COP 
Editor catalog. 

 

The following sample shows the items consumed by the Geographical COP Editor: 

<?xml version=”1.0” encoding=”UTF-8” standalone=”no”?> 

<ViewContext version=”1.1.0” id=”DemoJCOP” 

xmlns=”http://www.opengis.net/context” 

xmlns:xlink=”http://www.w3.org/1999/xlink” 

xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 
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xsi:schemaLocation=”http://www.opengis.net/context 

http://<host>:<port>/iGeoSITWMS/schemas/context/1.1.0/context.xsd”> 

<General> 

<BoundingBox SRS=”EPSG:32662” minx=”-2.0037508342789244E7” miny=”-

1.0018754171394622E7” maxx=”2.0037508342789244E7” 

maxy=”1.0018754171394622E7”/> 

<Title>DemoJCOP</Title> 

</General> 

<LayerList> 

<Layer queryable=”1” hidden=”0”> 

<Server service=”WMS” version=”1.3.0” title=”Luciad WMS for iGeoSIT”> 

<OnlineResource xmlns:xlink=”http://www.w3.org/1999/xlink” 

xlink:type=”simple” xlink:href=”http://<host>:<port>/iGeoSITWMS/map?”/> 

</Server> 

<Name>DemoJCOP.countries2007</Name> 

<Title>countries2007</Title> 

</Layer> 

<Layer queryable=”0” hidden=”0”> 

<Server service=”WMS” version=”1.3.0” title=”Luciad WMS for iGeoSIT”> 

<OnlineResource xmlns:xlink=”http://www.w3.org/1999/xlink” 

xlink:type=”simple” xlink:href=”http://<host>:<port>/iGeoSITWMS/map?”/> 

</Server> 

<Name>DemoJCOP.NASA</Name> 

<Title>NASA</Title> 

</Layer> 

</LayerList> 

</ViewContext> 

3.2.9.3.2 Data elements exchanges from NCOP to WMC external systems 
(consumers) 

Table below lists the objects and attributes mapped from NCOP to OGC WMC 
compliant systems. 

 

Table 10: List of objects and attributes mapped FROM NCOP to OGC WMC compliant 
systems 

NCOP 
Object 

NCOP 
Attributes 

NCOP 
Object/Attribute 

description 

WMC Object WMC attribute 

Shared 
View 

Title Shared View’s 
title 

ViewContext\General\Title Title 

Shared 
View 

Title Shared View’s 
title 

ViewContext\General\BoundingBox Title 

Shared 
View\ 
Information 
Product 

Name Name of the 
Information 
Product 

ViewContext\LayerList\Layer\Server title 
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NCOP 
Object 

NCOP 
Attributes 

NCOP 
Object/Attribute 

description 

WMC Object WMC attribute 

Shared 
View\ 
Information 
Product 

Url Url of the 
Information 
Product exposed 
as a WMS layer 

ViewContext\LayerList\Layer\Server OnlineResource 

 

A sample of Shared View provided in WMC format is provided below: 

 

3.2.9.4 Communication Protocols 

The interface from WMC provider to NCOP is implemented through the exchange of 
WMC XML file and consumed by the Geographical COP Editor. 
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3.2.10 I_NCOP_WMS: OGC Web Map Service Interface 

3.2.10.1 Interface Overview 

The OGC Web Map Service Interface (version 1.3.0 [OGC WMS]) is bidirectional: 

 It is consumed by NCOP to display the Geo Data IP; 

 It is provided by NCOP to expose COP IP and COP Geo Data IP to external 
systems; 

3.2.10.2 Interface Principles 

Consumption of WMS by NCOP follows these principles: 

 BI-SC AIS Core GIS or any compliant system, provides OGC WMS interface; 

 Optionally, the NCOP ESRI ArcGIS Server consumes the OGC WMS interface 
component and draw the image using the NCOP settings; 

 The Geographical COP Editor (through the Web Browser) retrieves the Geo Data 
IP in two ways: 

o Get directly Geo Data IP provided by the WMS compliant system; 

o Optionally, get Geo Data IP provided by the NCOP ESRI ArcGIS Server 
(using the ArcGIS REST API or the WMS Interface); 

 

Production of WMS by NCOP follows these principles: 

 Any compliant system needs to consume OGC WMS interface; 

 A “mapping” component transforms the COP defined in CDF XML format into an 
ESRI map service (one map service per published COP). Each ESRI map service 
is exposed in WMS and ArcGIS REST API formats. 

 The NCOP ESRI ArcGIS Server component is used to expose COPs in OGC WMS 
using the NCOP settings; 

In order to keep the COP hierarchy (structure), each COP is exposed as a map service 
containing: 

 COP structure nodes as folders, 

 COP IP as WMS Layers, 

 COP Geo Data IP as WMS Layers 

Three ESRI folders are created in ESRI ArcGIS root directory: 

 NCOPOperational including the Operational published COPs 

 NCOPTraining including the Training published COPs 

 NCOPExercise including the Exercise published COPs 

 

 

Additional information on the WMS consumption made by NCOP is provided in 
(§3.2.3.2). 
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3.2.10.3 Data Elements 

3.2.10.3.1 Data elements exchanges from WMS provider to NCOP 

The data elements are the same as those defined in the I_NCOP_CORE_GIS_WMS 
interface (see §3.2.3.3). 

3.2.10.3.2 Data elements exchanges from NCOP to WMS external systems 
(consumers) 

Table below lists the objects and attributes mapped from NCOP to OGC WMS 
compliant systems. 

 

Table 11: List of objects and attributes mapped FROM NCOP to OGC WMS compliant 
systems 

NCOP Object NCOP Attributes NCOP 
Object/Attribute 

description 

WMS 
Object 

WMS attribute 

COP Title COP’s title WMS 
service 

Title 

  CRS set to CRS:84 and EPSG:4326 

COP Structure Name Structure’s name WMS 
root 
layer 

Title 

COP Node Name  WMS 
child 
layer 

Title 

COP Information 
Product 

Name COP IP’s name WMS 
child 
layer 

Title 

 

Each COP IP is composed of one WMS layer 
containing several sub-layers (depending on 
BSO geometry): 

- Points sub-layer 

- Polylines sub-layer 

- Polygons sub-layer 

  CRS set to CRS:84 and EPSG:4326 

COP Geographic 
Information 
Product 

Name COP Geo IP’s 
name 

WMS 
child 
layer 

Title 

 

COP Shared View   WMC 
file (see 
§3.2.9) 

 

A sample of COP provided in WMS format is provided below. The COP is based on a 
structure called “structure”. This structure contains a “Maps” folder and several 
Informations Products: 
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The corresponding WMS exposed by NCOP for this COP has the following 
organization: 

 

The full WMS GetCapabilities response for this COP is below: 
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3.2.10.4 Communication Protocols 

The communication protocol used by the I_NCOP_WMS interface is HTTP-Get 
method with KVP parameter. 
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3.2.11 I_NCOP_WMTS: OGC Web Map Tile Service Interface 

3.2.11.1 Interface Overview 

The OGC Web Map Tile Service Interface (version 1.0 [OGC WMTS]) is consumed by 
NCOP to display the Geo Data IP. 

3.2.11.2 Interface Principles 

Consumption of WMTS by NCOP follows these principles: 

 BI-SC AIS Core GIS or any compliant system, provides OGC WMTS interface; 

 The Geographical COP Editor (through the Web Browser) retrieves the Geo Data 
IP: 

o Get directly Geo Data IP provided by the WMTS compliant system; 

 

Additional information on the WMTS consumption made by NCOP is provided in 
(§3.2.3.2). 

3.2.11.3 Data Elements 

TBC 

3.2.11.4 Communication Protocols 

The communication protocol used by the I_NCOP_WMS interface is HTTP-Get 
method with KVP parameter. 

 

 

3.3 FUNCTIONAL SERVICES INTERFACES 
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3.3.1 I_NCOP_ACCS: ACCS Interface 

3.3.1.1 Interface Overview 

ACCS capability provides planning, analysis, coordination and C2 tools to support 
NATO air operations. 

Its interface exposes Data in various formats which are consumed by NCOP: 

 NVG Streaming (see §3.3.42) 

 

3.3.1.2 Interface Principles 

NCOP retrieves the Integrated (ABT, TMD, BMD) environment from ACCS. 

 

Interface principles are described in their respective section: 

 NVG Streaming (see §3.3.42) 

3.3.1.3 Data Elements 

Data elements are described in their respective section: 

 NVG Streaming (see §3.3.42s) 

3.3.1.4 Communication Protocols 

Communication protocols are described in their respective section: 

 NVG Streaming (see §3.3.42) 
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3.3.2 I_NCOP_ADATP3: AdatP-3 MTF Interface 

3.3.2.1 Interface Overview 

NCOP supports a set of MTFs (Message Text Formats) which definitions are 
conformant with either the AdatP-3 Baseline V11 (limited support), AdatP-3 Baseline 
V12 (limited support) or the AdatP-3 Baseline V13.1 military standards. 

3.3.2.2 Interface Principles 

AdatP-3 files are consumed by NCOP according following sequences: 

 A BizTalk Orchestration acquires the AdatP-3 message according to the mapping 
and update frequency defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the AdatP-3 data into a CDF XML overlay: 

o A parsing is performed according to the corresponding message template 
(given by MSGID); 

o A mapping is performed to generate the BSO attributes (symbol code, 
location …) from the AdatP-3 Sets’s Fields; 

o A mapping is performed to generate remaining AdatP-3 Sets’s Fields (not 
involved by BSOs); 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

AdatP-3 messages are text files that can be provided to NCOP through file deposit or 
as e-mail attachments. 

NCOP generates one COP IP per message. In AdatP-3 messages, BSOs are 
distributed in multiple Sets and then each Set is mapped to a “group” (<g> element) 
containing the textual information of the set and the associated BSOs. The following 
sampe displays ENSITREP message’s sets that generates <g> element in CDF: 

Table 12: AdatP-3 mapping sample 

AdatP-3 SETID Group’s label in CDF Group’s uri in CDF 

EXER EXERCISE IDENTIFICATION EXER 

MSGID MESSAGE IDENTIFIER MSGID 

GEODATUM GEODETIC DATUM GEODATUM 

DTG DATE-TIME GROUP DTG 

ORGIDDFT ORGANIZATION DESIGNATOR OF DRAFTER RELEASER ORGIDDFT 

CMDRELI COMMAND RELATIONSHIP INDICATOR CMDRELI 

EORGID ENEMY ORGANIZATION DESIGNATOR EORGID 

EORGSTAT VERIFIED ENEMY ECHELON OF FORCE EORGSTAT 

LOCATION GEOGRAPHIC LOCATION LOCATION 

Etc. Etc. Etc. 

3.3.2.3 Data Elements 

Data elements transmitted through the I_NCOP_ADATP3 interface are MTF 
(Message Text Format) files that are formatted, depending on the message type, in 
accordance with either the AdatP-3 Baseline V11 (limited support), AdatP-3 Baseline 
V12 (limited support) or the AdatP-3 Baseline V13.1 military standard. 
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The AdatP-3 formatted messages received by NCOP are the following: 

Table 13: AdatP-3 formatted messages received by NCOP 

MTF IDENTIFIER MESSAGE TEXT 
FORMAT NAME  

BASELINE FUNCTION OR PURPOSE 

ACO AIRSPACE 
CONTROL ORDER 

V13.1 THE ACO IS USED TO PROVIDE SPECIFIC DETAILED 
ORDERS FOR AIRSPACE MANAGEMENT AND CONTROL 
FROM A HIGHER COMMAND TO SUBORDINATE UNITS. 

AOD AIR OPERATION 
DIRECTIVE 

V13.1 THE AOD IS USED TO PROVIDE DIRECTIVES TO COMBINED 
AIR OPERATIONS CENTRE (CAOC) COMMANDER 
(COMCAOC) FOR THE EMPLOYMENT OF AIR ASSETS AND 
INCLUDES AIR DEFENCE (AD) PRIORITIES, AD POSTURES, 
TASK FORCES ALLOCATIONS AND MISSION ORDERS 

ASSESSREP COMMANDER’S 
ASSESSMENT 
REPORT 

V13.1 THE ASSESSREP IS USED TO ADVISE SUPERIOR 
COMMANDERS OF THE SITUATION/OPERATIONS IN THE 
REPORTING COMMANDER’S AREA OF CONCERN, HIS 
ASSESSMENT OF THE OVERALL SITUATION, AND HIS 
INTENDED OR RECOMMENDED ACTIONS BASED ON THAT 
ASSESSMENT. 

ATO AIR TASKING 
ORDER 

V13.1 THE ATO IS USED TO TASK AIR MISSIONS, ASSIGN CROSS-
FORCE TASKING AND ASSIGN INTRASERVICE TASKING. 

CCISSTATREP CCIS STATUS 
REPORT 

V13.1 THE CCISSTATREP IS USED TO PROVIDE INFORMATION 
CONCERNING THE STATUS OF COMMAND, CONTROL AND 
INFORMATION SYSTEMS. 

CISSITREP CIS SITUATION 
REPORT 

V13.1 THE CISSITREP IS USED TO PROVIDE A PERIODIC REPORT 
OF OWN COMMUNICATIONS AND INFORMATION SYSTEMS 
(CIS) STATUS IN SUPPORT OF OPERATIONS AND 
EXERCISES. 

CMOSITREP CIVIL/MILITARY 
OPERATIONS 
SITUATION 
REPORT 

V13.1 THE CMOSITREP IS USED TO SUBMIT CIVIL/MILITARY 
OPERATION (CMO) SITUATION REPORTS. 

COMMEDREP COMMANDERS 
MEDICAL REPORT 

V13.1 THE COMMEDREP IS USED TO EXCHANGE INFORMATION 
ON THE MEDICAL SITUATION AT CORPS LEVEL AND 
BELOW. 

COMPASSESSREP COMPLIANCE 
ASSESSMENT 
REPORT 

V13.1 THE COMPASSESSREP IS USED TO PROVIDE MNCS AND 
NATO HQ INFORMATION OF THE PARTIES’ COMPLIANCE 
WITH ACCEPTED AGREEMENTS CONCERNING THE 
DESIGNATED ‘SAFE’ OR OTHER AREA(S)/EXCLUSION 
ZONE(S)/SEPARATION ZONE(S). THIS REPORT MAY 
INCLUDE ASSESSMENTS. 

COMSPOT COMMUNICATIONS 
SPOT REPORT 

V13.1 THE COMSPOT IS USED TO REPORT ACTUAL OR 
FORECAST COMMUNICATIONS OUTAGES INCLUDING 
RELOCATION AND EMCON. 
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MTF IDENTIFIER MESSAGE TEXT 
FORMAT NAME  

BASELINE FUNCTION OR PURPOSE 

COVREP WEAPON 
COVERAGE 
REPORT 

V13.1 THE COVREP IS USED TO INFORM OTHER FORMATIONS OF 
SHORAD WEAPON COVERAGE. 

ENSITREP ENEMY LAND 
FORCES 
SITUATION 
REPORT 

V13.1 THE ENSITREP IS USED TO REPORT AND INFORM ON THE 
ENEMY FORCES SITUATION, TO INCLUDE: LOCATIONS, 
ACTIVITIES, BOUNDARIES, STATUS, ORDER OF BATTLE 
(ORBAT) AND SUBORDINATION OF UNITS/FORMATIONS. 

EVENTREP EVENTS REPORT V13.1 THE EVENTREP IS USED TO PROVIDE NATO HQ AND 
NATIONS, THROUGH THE MNC CHAIN OF COMMAND, 
INFORMATION ABOUT IMPORTANT EVENTS, TRENDS AND 
ACTIVITIES THAT DO NOT HAVE AN ELEMENT OF EXTREME 
URGENCY, BUT DO INFLUENCE PEACE SUPPORT 
OPERATIONS FORCE (PSOFOR) (E.G. IFOR, SFOR) 
OPERATIONS. 

FRAGO FRAGMENTARY 
ORDER 

V13.1 THE FRAGO IS USED TO ISSUE KEY SECTIONS OF AN 
OPERATION ORDER BEFORE THE COMPLETE ORDER HAS 
BEEN PRODUCED; PROVIDE SPECIFIC INSTRUCTIONS TO 
COMMANDERS WHO DO NOT REQUIRE THE COMPLETE 
OPERATION ORDER; PROVIDE A SUMMARY OF THE 
COMPLETE ORDER TO SERVE AS CONFIRMATORY NOTES; 
ISSUE TIMELY CHANGES TO EXISTING OPERATION 
ORDERS OR PROVIDE AN OUTLINE OPERATIONAL 
DIRECTIVE (MISSION ORDER) FOR USE IN FAST MOVING 
MOBILE OPERATIONS. 

GENINFOMSG GENERAL 
INFORMATION 
MESSAGE 

V13.1 THE GENINFOMSG MAY ONLY BE USED TO PROVIDE 
INFORMATION WHICH CANNOT BE PROVIDED USING 
EXISTING MTFS. THIS IS A SPECIAL MESSAGE USED FOR 
UNUSUAL CIRCUMSTANCES THAT CANNOT BE 
ANTICIPATED OR PLANNED AND SHOULD NOT BE USED ON 
A ROUTINE BASIS NOR IS IT INTENDED TO REPLACE 
EXISTING MESSAGES. 

HELLSREP HELICOPTER 
LANDING SITE 
REPORT 

V13.1 THE HELLSREP IS USED TO PROVIDE HELICOPTER 
LANDING SITE INFORMATION ACQUIRED DURING 
RECONNAISSANCE OPERATIONS. 

HELOPSUM HELICOPTER 
OPERATIONAL 
SUMMARY 

V13.1 THE HELOPSUM IS USED TO STANDARDISE THE METHOD 
FOR SUBMITTING DAILY HELICOPTER OPERATIONAL 
SUMMARY REPORTS, AT A TIME DEFINED BY THE 
APPROPRIATE AUTHORITY. 

INCREP INCIDENT REPORT V13.1 THE INCREP IS USED TO REPORT ANY SIGNIFICANT 
INCIDENT CAUSED BY TERRORISM, CIVIL UNREST, 
NATURAL DISASTER, OR MEDIA ACTIVITY. 

INCSOPTREP INCIDENT SPOT 
REPORT 

V13.1 THE INCSPOTREP IS USED TO PROVIDE TIME CRITICAL 
INFORMATION ON IMPORTANT EVENTS THAT HAVE AN 
IMMEDIATE IMPACT ON OPERATIONS. 
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MTF IDENTIFIER MESSAGE TEXT 
FORMAT NAME  

BASELINE FUNCTION OR PURPOSE 

INTREP INTELLIGENCE 
REPORT 

V13.1 THE INTREP IS USED FOR THE IMMEDIATE 
DISSEMENATION OF KEY INTELLIGENCE THAT COULD 
HAVE A SIGNIFICANT IMPACT ON CURRENT AND PENDING 
OPERATIONS AND PLANNING. 

INTSUM INTELLIGENCE 
SUMMARY 

V13.1 THE INTSUM IS USED TO PERIODICALLY INFORM 
ADDRESSEES OF MILITARY, ASSOCIATED 
POLITICAL/ECONOMICAL OR OTHER RELATED 
INTELLIGENCE AND THE ASSESSMENT OF THIS. IT GIVES 
AN INDICATION OF CHANGE IN POTENTIAL OPFOR 
(OPPOSING FORCE) CAPABILITIES, PREPAREDNESS OR 
MILITARY POSTURE, ACTIVITIES, INTENTIONS, OBJECTIVES 
AND/OR COURSES OF ACTION IN PEACE, OPERATIONS 
OTHER THAN WAR, AND WAR. 

LOCATOR MARITIME FORCE 
LOCATOR 

V13.1 THE LOCATOR IS USED TO REPORT SURFACE, 
SUBSURFACE, AIR, MINES, OR SPECIAL INTEREST UNITS 
OPERATING IN THE MARITIME ENVIRONMENT. 

LOGASSESSREP LOGISTIC 
ASSESSMENT 
REPORT 

V13.1 THE LOGASSESSREP IS USED TO STANDARDISE THE 
METHOD FOR INFORMING SUPERIOR HEADQUARTERS OF 
THE COMMAND’S LOGISTICS STATUS AND TO PROVIDE AN 
ASSESSMENT OF THE OVERALL LOGISTICS SITUATION 
FOR FORCES, TOGETHER WITH INTENDED OR 
RECOMMENDED ACTION. 

MARINTREP MARITIME 
INTELLIGENCE 
REPORT 

V13.1 THE MARINTREP IS USED TO PROVIDE TIME SENSITIVE 
ADVISORY INFORMATION PERTAINING TO THE MOVEMENT 
OF NON-NATO FORCES IN NATO MARITIME AREAS. 

MARINTSUM MARITIME 
INTELLIGENCE 
SUMMARY 

V13.1 THE MARINTSUM IS USED TO PROVIDE PERIODIC 
SUMMARY INFORMATION PERTAINING TO THE MOVEMENT 
OF NON-NATO FORCES IN NATO MARITIME AREAS. 

MOVASSESSREP MOVEMENT 
ASSESSMENT 
REPORT 

V13.1 THE MOVASSESSREP IS USED TO PROVIDE NATO 
COMMANDERS AND NATIONS AN ASSESSMENT OF HOST 
NATION AND/OR THEATRE MOVEMENT & TRANSPORT 
(M&T) RESOURCES AND THE RELATED INFRA-STRUCTURE 
IN SUPPORT OF AN OPERATION, AND TO REPORT 
CURRENT AND/OR RECOMMENDED REMEDIAL ACTION. 

MSGCORRCANX MESSAGE 
CORRECTION OR 
CANCELLATION 

V13.1 THE MSGCORRCANX IS USED TO CANCEL A MESSAGE(S) 
AND/OR TO CORRECT THE INFORMATION IN A 
PREVIOUSLY TRANSMITTED MESSAGE(S). 

NAVSITREP NAVAL SITUATION 
REPORT 

V13.1 THE NAVSITREP IS USED TO REPORT SPECIFIC EVENTS, 
CHANGES IN LOCATION AND MOVEMENT, CHANGES IN 
READINESS, OR CHANGES IN MAJOR EQUIPMENT STATUS 
OF MARITIME FORCES. 

NAVSITSUM NAVAL SITUATION 
SUMMARY 

V13.1 THE NAVSITSUM IS USED TO PROVIDE A PERIODIC 
SUMMARY OF FRIENDLY FORCES GIVING DETAILS OF 
THEIR COMMAND, CONTROL, TASK ORGANIZATION, 
LOCATION AND PLANNED MOVEMENTS. 



 NATO UNCLASSIFIED 65 

 

MTF IDENTIFIER MESSAGE TEXT 
FORMAT NAME  

BASELINE FUNCTION OR PURPOSE 

NBCSITREP NBC SITUATION 
REPORT 

V13.1 THE NBCSITREP IS USED TO PASS INFORMATION ON THE 
NBC SITUATION. 

ORBATAIR ORDER OF BATTLE 
– AIR FORCES 

V13.1 THE ORBATAIR IS USED TO INFORM MAJOR NATO 
COMMANDERS (MNC’S)/STRATEGIC COMMANDERS (SC’S) 
AND OTHER NATO COMMANDERS IN PEACETIME AND IN 
PERIODS OF CRISIS AND WAR OF CHANGES IN THE ORDER 
OF BATTLE AIRFORCES AND THEREBY TO ASSURE THAT 
THE MOST CURRENT INFORMATION IS AVAILABLE FOR 
OPERATIONAL PLANNING. 

ORBATLAND ORDER OF BATTLE 
– LAND FORCES 

V13.1 THE ORBATLAND IS USED TO INFORM MAJOR NATO 
COMMANDERS (MNC’S)/STRATEGIC COMMANDERS (SC’S) 
AND OTHER NATO COMMANDERS IN PEACETIME AND IN 
PERIODS OF CRISIS AND WAR OF CHANGES IN THE ORDER 
OF BATTLE LANDFORCES AND THEREBY TO ASSURE THAT 
THE MOST CURRENT INFORMATION IS AVAILABLE FOR 
OPERATIONAL PLANNING. 

ORBATSEA ORDER OF BATTLE 
SEA 

V13.1 THE ORBATSEA IS USED IN PEACETIME TO REPORT THE 
NUMBERS AND/OR NAMES OF MARITIME FORCES AND THE 
READINESS OF THE FORCES CURRENTLY ASSIGNED TO 
THE MAJOR NATO COMMANDS (MNC’S), STRATEGIC 
COMMANDS (SC’S) AND IN PERIODS OF TENSION TO 
REPORT THE NAMES AND READINESS OF THE FORCES 
ASSIGNED TO THE MAJOR NATO COMMANDS FOLLOWING 
THE DECLARATION OF THE APPROPRIATE ALERT 
MEASURE. 

OWNSITREP OWN LAND 
FORCES 
SITUATION 
REPORT 

V13.1 THE OWNSITREP IS USED TO REPORT FACTORS 
AFFECTING THE SITUATION, DEPLOYMENT, STATUS 
AND/OR ORDER OF BATTLE OF OWN AND SUBORDINATE 
UNITS. 

PERSREP PERSONNEL 
REPORT 

V13.1 THE PERSREP IS USED TO PROVIDE COMMANDERS AND 
STAFFS WITH A SUMMARY OF PERSONNEL INFORMATION 
BY QUANTITIES AND CATEGORIES. 

PISITREP PUBLIC 
INFORMATION 
SITUATION 
REPORT 

V13.1 THE PISITREP IS USED TO STANDARDISE THE METHOD 
WHEREBY NATO COMMANDERS ARE KEPT 
CONTINUOUSLY INFORMED ABOUT THE PUBLIC 
INFORMATION (PI) SITUATION DURING PERIODS OF CRISIS, 
PEACE SUPPORT OPERATIONS AND WAR. 

PSOCOMASSESSR
EP 

PEACE SUPPORT 
OPERATIONS 
COMMANDER’S 
ASSESSMENT 
REPORT 

V13.1 THE PSOCOMASSESSREP IS USED TO PROVIDE SACEUR 
(IF FORCE COMMANDER/LOCAL COMMANDER IS THE 
ORIGINATOR) OR NATO HQ AND NATIONS (IF AN MNC IS 
THE ORIGINATOR) AN ASSESSMENT OF THE CURRENT 
PEACE SUPPORT OPERATION/SITUATION AND THE LEAD 
MSC’S/MNC’S INTENDED OR RECOMMENDED ACTIONS 
BASED ON THAT ASSESSMENT. 
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MTF IDENTIFIER MESSAGE TEXT 
FORMAT NAME  

BASELINE FUNCTION OR PURPOSE 

PSYREP PSYCHOLOGICAL 
OPERATIONS 
REPORT 

V13.1 THE PSYREP IS USED TO INFORM SACEUR AND OTHER 
ACE COMMANDERS DURING PERIODS OF TENSION AND 
WAR OF CAPABILITIES AND PLANNED OPERATIONS 
RELATING TO PSYCHOLOGICAL OPERATIONS. 

RMPSITSUM RMP SITUATION 
SUMMARY 

V13.1 THE RMPSITSUM IS USED TO PERIODICALLY REPORT THE 
LOCATION OF  SURFACE AND/OR SUB-SURFACE 
CONTACTS AND/OR THE OVERLAY DETAILS OF A 
SPECIFIED GEOGRAPHICAL AREA, COMPRISING THE 
RECOGNIZED MARITIME PICTURE (RMP). 

SARSIT SEARCH AND 
RESCUE 
SITUATION 
SUMMARY 
REPORT 

V13.1 THE SARSIT IS USED TO SUMMARIZE SEARCH AND 
RESCUE OPERATIONS. 

SENSCOVREP SENSOR 
COVERAGE 
REPORT 

V13.1 THE SENSCOVREP IS USED TO INFORM OTHER 
FORMATIONS OF SHORAD SENSOR COVERAGE. 

SITREP SITUATION 
REPORT 

V13.1 THE SITREP IS USED TO PROVIDE SACEUR WITH 
INFORMATION OF THE COMMITTED FORCES CAPABILITIES 
WITH REGARD TO CURRENT AND RELEASE OPERATIONS 
AND THE OVERALL SITUATION OF THE INVOLVED PARTIES. 

SUBSITREP SUBMARINE 
SITUATION 
REPORT 

V13.1 THE SUBSITREP PROVIDES THE PRIMARY REPORTING 
MEANS FOR THE SUBMARINE TO CONVEY INFORMATION 
BACK TO THE SUBMARINE TASKING AUTHORITY. 

 

AIRINTREP Air Intelligence 
Report 

V13.1 This message is currently out of the scope of NCOP Increment-2. 

CIINTREP Counter-Intelligence 
and Security Report 

V13.1 This message is currently out of the scope of NCOP Increment-2. 

CIINTSUM Counter-Intelligence 
and Security 
Summary 

V13.1 This message is currently out of the scope of NCOP Increment-2. 

CISUPINTREP Counter-Intelligence 
and Security 
Supplementary 
Report 

V13.1 This message is currently out of the scope of NCOP Increment-2. 

DEDOCREP Detailed Document 
Report 

V13.1 This message is currently out of the scope of NCOP Increment-2. 

First Hostile Act First Hostile Act 
Report 

V13.1 This message is currently out of the scope of NCOP Increment-2. 

IEDREP  Unknown To be completed if delayed CLIN is triggered. 
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MTF IDENTIFIER MESSAGE TEXT 
FORMAT NAME  

BASELINE FUNCTION OR PURPOSE 

INCREP Incident Report V13.1  

INCSPOTREP Incident Spot Report V13.1  

SALTATIC Troops in Contact 
SALTA format 

Unknown To be completed if delayed CLIN is triggered. 

SARIR Search and Rescue 
Incident Report 

V13.1  

EODINCREP EOD Incident Report V13.1  

EOINCREP EO Incident Report Unknown To be completed if delayed CLIN is triggered. 

KILLBOX Killbox V13.1  

SUPINTREP Supplementary 
Intelligence Report 

V13.1 To be completed if delayed CLIN is triggered. 
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Sample data in AdatP-3 format is provided below: 

EXER/SCENOPS// 

MSGID/ENSITREP/FRBMLR1RHQ/0// 

GEODATUM/W84// 

DTG/151646ZAPR2004// 

ORGIDDFT/BMLR1/BDE/FR/CBT/INF/-/-/-/A/FRA3333// 

CMDRELI/SUPERIOR// 

EORGID/TASKFORCE/-/IZ-/-/-/-/-/-/-// 

EORGSTAT/1C// 

LOCATION/REAL/POINT/31TEN0878059480// 

LOCATION/REAL/AREA/31TEN0652061710/31TEN0710060230/31TEN0765061040 

/31TEN0832060150/31TEN0880061660// 

LOCAMPN/OPSAREA/LOCALISATION/-/IZ// 

CMDRELI/SUBORDINATE// 

EORGID/RAVEN/RGT-/IZ-/CBT-/AR-/ARMD-/-/-/A-// 

ESUBORD/OPCOMD-// 

1FWPNS 

/CODE  /TITLE       /ON-HAND/SVC   /TOE 

/RIC001/T80         /     20/    20/    20// 

1AMMOH 

/CODE  /TITLE       /ON-HAND  /DOS 

/RIC002/OBUS        /      150/   3// 

2SHORAD 

/CODE  /TITLE       /SYSTEM       /ON-HAND/AMMOH /TOE   /REQ-C 

/RIC003/MISSILE     /-            /     10/    10/    10/    2// 

1POL 

/CODE  /TITLE       /CU-MTR-OH/DOS 

/RIC004/CARBURANT   /    10000/   3// 

EORGSTAT/1-// 

LOCATION/REAL/POINT/31TEN0988058330// 

LOCATION/REAL/LINE/31TEN1045059200/31TEN1192060290// 

ACTIVITY/REAL/ATTACK/MAIN/RAVEN// 

DRCTN/NE/141527Z/15// 

ORGIDAFU/GOODGUYS/RGT/US/CBT/AR/ARMD/-/-/A/USA0001// 

ATKTYPE/EXPLOSIVES// 

INFOEVAL/A1/CONTACT/141527ZAPR2004// 

ORGIDSCE/GOODGUYS/RGT/US/CBT/AR/ARMD/-/-/A/USA0001// 

CMDRELI/UNKNOWN// 

EORGID/DUMMY/RGT-/FR-/CBT-/AR-/ARMD-/-/-/A-// 

LOCATION/REAL/POINT/31TEN1232057000// 

LOCNF/-/31TEN1250059380/31TEN1092057420/31TEN0840057050// 

EORGBDRY/DUMMY/RGT-/FR-/AR-/III/RAVEN/RGT-/IZ-/AR-// 

INFOEVAL/A1/RPV/151645ZAPR2004// 

ORGIDSCE/GOODGUYS/RGT/US/CBT/AR/ARMD/-/-/A/USA0001// 

GENTEXT/COMMANDERS ASSESSMENT/-// 

 



 NATO UNCLASSIFIED 69 

 

Sample data of AdatP-3 message transformed in CDF is provided below: 

<ns0 :metadata> 

<ns0 :source>ADAPT3</ns0 :source>  

<ns0:provenance />  

<dcterms:security.policy>NATO</dcterms:security.policy>  

<dcterms:security.classifcation>Unclassified</dcterms:security.classifca

tion>  

</ns0:metadata> 

<ns0:ExtendedData> 

<ns0:SimpleData key=”CLASSIFICATION”>NATO 

UNCLASSIFIED</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP.IP.ISSTRUCTURED”>TRUE</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_Source_ID”>e12ec877-5afd-460b-9ca1-

809cdb4dea4a</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_IP_Name”>ADAT3</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_IP_ID”>a127df08-3b73-4daf-8432-

e24371be8a09</ns0:SimpleData>  

<ns0:SimpleData 

key=”NCOP_IP_Collection_Method”>Push</ns0:SimpleData>  

</ns0:ExtendedData> 

<ns0:g label=”EXERCISE IDENTIFICATION” uri=”EXER” />  

<ns0:g label=”MESSAGE IDENTIFIER” uri=”MSGID” />  

<ns0:g label=“GEODETIC DATUM“ uri=“GEODATUM“ />  

<ns0:g label=”DATE-TIME GROUP” uri=”DTG” />  

<ns0:g label=”ORGANIZATION DESIGNATOR OF DRAFTER RELEASER” 

uri=”ORGIDDFT” />  

<ns0:g label=”COMMAND RELATIONSHIP INDICATOR” uri=”CMDRELI0”> 

<ns0:g label=”ENEMY ORGANIZATION DESIGNATOR” 

uri=”CMDRELI0/EORGID” />  

<ns0:g label=”VERIFIED ENEMY ECHELON OF FORCE” 

uri=”CMDRELI0/EORGSTAT” />  

<ns0:g label=”GEOGRAPHIC LOCATION” uri=”CMDRELI0/LOCATION0”> 

<ns0:point label=”TASKFORCE” rotation=”0” symbol=”app6a:SHGP----

----IZG” uri=”TASKFORCE0” x=”3.116554463924046” y=”47.488695686844736” 

z=”0”> 

<ns0 :metadata> 

<ns0 :source>ADAPT3</ns0 :source>  

<ns0 :provenance />  

<date.acquired>2013/03/22T15 :34 :31Z</date.acquire

d>  

</ns0:metadata> 

<ns0:ExtendedData> 

<ns0:SimpleData 

key=”ADEM.Type”>Unit</ns0:SimpleData>  

<ns0:SimpleData 

key=”ADEM.AffiliationGeopoliticalCode”>IRQ</ns0:SimpleData>  

<ns0:SimpleData 

key=”ADEM.HostilityStatusCode”>HO</ns0:SimpleData>  



 NATO UNCLASSIFIED 70 

 

<ns0:SimpleData 

key=”ADEM.ObjectItemNameText”>TASKFORCE</ns0:SimpleData>  

<ns0:SimpleData 

key=”ADEM.OrganisationStatusOperationalStatusCode”>OPR</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_Source_ID”>e12ec877-

5afd-460b-9ca1-809cdb4dea4a</ns0:SimpleData>  

<ns0:SimpleData 

key=”NCOP_IP_Name”>ADAT3</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_IP_ID”>a127df08-3b73-

4daf-8432-e24371be8a09</ns0:SimpleData>  

<ns0:SimpleData 

key=”NCOP_IP_Collection_Method”>Push</ns0:SimpleData>  

</ns0:ExtendedData> 

</ns0:point> 

</ns0:g> 

 

3.3.2.4 Communication Protocols 

The protocol used for the I_NCOP_ADATP3 interface between NCOP and external 
applications or systems is based on the exchange of MTF files. 

NCOP relies on the messaging transport services provided by the Bi-SC AIS Core 
Informal Messaging Services for the delivery of e-mails containing ADATP-3 V11, 
ADATP-3 V12 or ADATP-3 V13.1 formatted messages as attachments. 

In addition, MTF files can be consumed by NCOP, by file deposit mechanism. 
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3.3.3 I_NCOP_AGS: AGS Interface 

3.3.3.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

 

3.3.3.2 Interface Principles 

TBC 

3.3.3.3 Data Elements 

TBC 

3.3.3.4 Communication Protocols 

TBC 
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3.3.4 I_NCOP_AIRC2IS: AirC2IS Interface 

3.3.4.1 Interface Overview 

AirC2IS capability implements planning, analysis, coordination and C2 tools to support 
NATO air operations. AirC2IS is able to access and send information from/to other 
functional mission areas (Land, Maritime, Intelligence, Logistics, etc.). 

NCOP is capable of receiving information and processing updates from AirC2IS (see 
[AirC2IS-SDS]) in AirC2IS XML and NVG 1.5 formats as identified below: 

 Air Order of Battle; 

 Battle spaces (e.g., ACO); 

 Air missions (e.g., ATO); 

 Asset List (e.g., JPDAL); 

 Target List (e.g., JPTL); 

 Recognised Air Picture; 

 TBM Defence Design; 

 TBM Picture; 

 OPFOR TBM COA; 

o Used to complete TBM Defence Design data 

 

 

 

3.3.4.2 Interface Principles 

A single AirC2IS source is created: AirC2IS.Any. Many AirC2IS Information Products 
can be defined on top of this single AirC2IS source. The expected parameter of the 
source are: 

 Application: AIRC2IS.ANY 

 Template: WEB.SOAP.BASIC 

 Adress: url of the AIRC2IS Mission List Service 

 Extended info: url of the Pub Sub Service 

 

This single source requests all the AirC2IS services (MissionList, ACO, Asset List, 
ATO, TBMD Defence Design, OPFOR TBM COA, ORBAT, RAP, Target List, TBM 
Picture and PullPoint/Subscription services of AirC2IS Pub/Sub). 

 

As illustrated below, when an AirC2IS.Any source is created, NCOP BizTalk AirC2IS 
Proxy executes the following steps: 

 It requests first the AirC2IS Mission List service 

 For each mission code returned by the Mission List service, it requests the 9 
services to get the capabilities/filters (ACO, Asset List, ATO, TBMD Defence 
Design, OPFOR TBM COA, ORBAT, RAP, Target List, TBM Picture) 

o In NVG format 

o In XML native format 
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Figure 3-2: Overview of the creation of an AirC2IS.Any source 

 

For each AirC2IS service, the content of the NVG provided by AirC2IS is augmented 
with missing attributes that are in the AirC2IS XML. The steps executed by the AirC2IS 
proxy are: 

 It gets the NVG Content according to the NVG filter (Mission, Service, criterias), 

 The NVG metadata field “createdDate” of all NVG1.5 is ignored to avoid an 
unnecessary update of IP content in the SharePoint list and therefore an 
unnecessary calculation of inter IP relationshipsIt gets the AirC2IS native XML 
Content according to the same filter (Mission, Service, criterias). This step must 
not interrupt the overall process, which means that any empty or incorrect result 
should be ignored 

 It augments the NVG 1.5 content with the AirC2IS native XML content if it is valid 

 

The original attribute mapping details are defined in the [AirC2IS-SDS Appendix C]. 
The augmentation details are defined in the Appendix D below. 

 

As illustrated below, when an AirC2IS Information Product is created, the AirC2IS 
Proxy receives a “Query” with the following parameters: 

 The mission code 

 The Information Product Type (ATO, ACO …) 

 Additional criterias depending on the Information Product Type 
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Figure 3-3: Overview of the creation of an AirC2IS.Any Information Product 

 

The AirC2IS source status can be: 

 Green: if all AirC2IS services are OK then then the status is OK 

 Yellow: if at least one AirC2IS service is KO then the status is partially OK 

 Red: if all AirC2IS services are KO then the status is KO 

 

As for various sources (LC2IS, LOGFAS, …) some local relationships between BSO 
are computed during the source acquisition and stored in the related Information 
Product CDF. See A.1: 

 

 

Figure 3-4: Overview of the AirC2IS BSO associations 
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But in AirC2IS interface, some Inter-IP BSO associations are computed during the 
AirC2IS services acquisition. The following inter-IP associations are computed: 

Object 
AirC2IS Object Service  
(Source) 

AirC2IS Subject 
Service  (Target) 

Category of the 
association Style 

PairingLine Defence Design Defence Design Threatening Red, dashed 

PairingLine Defence Design Defence Design Reaching White, dashed 

Task Defence Design Defence Design DefenceTask Green, dashed 

Task Defence Design Defence Design SurveillanceTask Purple, dashed 

 
Asset List ORBAT Comes from - 

 
ORBAT ORBAT C2 Relationship Cyan, dashed 

 
Defence Design Asset List Defending - 

 
Defence Design OPFOR Defending against - 

Defence Resource Defence Design ORBAT Comes from - 

Commanding Unit Defence Design ORBAT Comes from - 

 
Defence Design Defence Design C2 Relationship Cyan, dashed 

 

 

A “publication” component publishes the CDF XML file into the NCOP Storage. This 
CDF contains NCOP.IP.HASRELATIONS tag for local or inter-IP associations. 

 

The following web service operations provided by AirC2IS are consumed by NCOP: 

Table 14: List of web service Operations provided by AirC2IS native XML and consumed by 
NCOP 

AirC2IS Service AirC2IS Operation Comment 

Mission List Service GetAllMissions This operation returns the list of Missions that are 
used in the AirC2IS system. 

 

A Mission is a mandatory input parameter for all 
services (ORBAT Service, Asset List Service, ATO 
Service, ACO Service, Target List Service and 
RAP ) 

ORBAT Service GetSavedQueriesd Returns list of existing queries which could be 
used as parameters for GetORBATByQueryId 
operation 

 

 GetORBATByQueryId Returns all entities from the ORBAT Repository 
according to given query id parameter 

Asset List Service GetAssetLists Returns List of “Asset Lists” with basic attributes 

 GetAssetListById Returns all attributes of an “Asset List” 

ATO Service GetQueryCriteriaKeys Operation returns a list of keys which could be 
used as a parameter in query criteria. 

 GetATO Operation returns a list of ATOs by querying 
according to the QueryCriteria input parameters. 
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 GetATOSummarized Operation returns a list of summarized ATOs by 
querying according to the QueryCriteria input 
parameters. 

ACO Service GetQueryCriteriaKeys Operation returns a list of keys which could be 
used as a parameter in query criteria. 

 GetACO Operation returns a list of ACOs by querying 
according to the QueryCriteria input parameters. 

 GetACOSummarized Operation returns a list of summarized ACOs by 
querying according to the QueryCriteria input 
parameters. 

Target List Service GetQueryCriteriaKeys Returns list of keys which could be used as a 
parameter in query criteria 

 GetTargetList Returns list of Targets with basic attributes 

 GetListofTargetListSummarized Operation returns a list of summarized Target Lists 
by querying according to the QueryCriteria input 
parameter. 

RAP Service GetQueryCriteriaKeys Operation returns a list of keys which could be 
used as a parameter in query criteria. 

 GetRAP Operation gets the RAP according to given 
parameters 

   

TBM Defence 
Design Service 

GetQueryCriteriaKeys Returns list of keys which could be used as a 
parameter in query criteria 

 GetListofDefenceDesigns Returns list of Defence Designs with all attributes 
and referenced entities 

 GetDefenceDesignById Returns all attributes of a Defence Design from the 
TBMD Repository 

TBM Picture Service GetQueryCriteriaKeys Operation returns a list of keys which could be 
used as a parameter in query criteria. 

 GetTBMRealtimeData Operation gets the TBM Picture according to given 
parameters. 

OPFOR TBM COA 
Service 

GetQueryCriteriaKeys Operation returns list of keys which could be used 
as a parameter in query criteria. 

 GetListofOPFORTBMCOAs Returns list of OPFOR TBM COAs with all related 
entities 

 GetOPFORTBMCOAById Returns all attributes and referenced entities of an 
OPFOR TBM COA from the TBMD Repository 

 

3.3.4.3 Data Elements 

3.3.4.3.1 Mission List Service 

The GetAllMissions operation is requested to get the missions list 

The service is requested to get the Phases list with their Planning Periods list. 

3.3.4.3.2 ORBAT Service 

Service 

1 AirC2IS native method is called by NCOP: GetORBATByQueryId. 

 

Data 
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NVG Data is organized as: 

 Air Units as points  

 Air Bases as points 

 Objects are based on App6a codes. 

 

Associations 

1 association from Asset List service to ORBAT service (Comes from) is defined. 

1 association from ORBAT service to ORBAT service (C2 Relationship) is defined. 

2 associations from Defence Design service to ORBAT service are defined: 

 Defence Resource: Comes from 

 Commanding Unit: Comes from 

 

Table below lists the main objects and attributes mapped between AirC2IS ORBAT 
Service and NCOP. The complete mapping is described in Appendix D. 

Table 15: List of objects and attributes mapped between AirC2IS ORBAT Service and NCOP 

AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

UnitDTO   Point  

ID Identifier of the unit uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

symbol 

 

Name Name of the unit label 

Location Location of the unit  x, y 

AirbaseDTO   Point  

ID Identifier of the 
airbase 

uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

symbol 

 

Name Name of the airbase label 

Location Location of the 
airbase 

 x, y 
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AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

NonMilitaryEntityDTO   Point  

ID Identifier of the entity uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

symbol 

 

Name Name of the entity label 

Location Location of the entity x, y 

FacilityDTO   Point  

ID Identifier of the 
facility 

uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

symbol 

 

Name Name of the facility label 

Location Location of the facility x, y 

OrganisationDTO   Point  

ID Identifier of the 
organisation 

uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

symbol 

 

Name Name of the 
organisation 

label 

Location Location of the 
organisation 

x, y 

 

3.3.4.3.3 Asset List Service 

Service 
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2 AirC2IS native methods are called by NCOP: GetQueryCriteriaKeys and 
GetListofAssetLists. 

 

Data 

NVG Data is organized as Groups of: 

 Point 

 Polygon 

 Circle 

 Ellipse 

 Objects are based on App6a codes 

 

Associations 

1 association from Asset List service to ORBAT service (Comes from) is defined. 

1 association from Defence Design service to Asset List service (Defending) is 
defined. 

 

Table below lists the main objects and attributes mapped between AirC2IS Asset List 
Service and NCOP. The complete mapping is described in Appendix D. 

Table 16: List of objects and attributes mapped between AirC2IS Asset List Service and 
NCOP 

AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

Asset   Point 

Circle 

Polygon 

Ellipse 

 

AssetID Identifier of the asset Used in uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

symbol 

 

Asset.Name Name of the asset label 

Location Location of the asset  x, y 

 

 

3.3.4.3.4 ATO Service 

Service 

2 AirC2IS native methods called by NCOP: GetQueryCriteriaKeys and GetATO. 

 

Data 
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NVG Data is organized as Groups of: 

 Composites of Point, Polyline, Corridor  … 

 Objects are based on App6a codes (some objects have no App6a code) 

 Composite uri is defined by the concatenation of mission.missionNumber and 
missionRoute.sequenceNumber. 

 

Table below lists the main objects and attributes mapped between AirC2IS ATO 
Service and NCOP. The complete mapping is described in Appendix D. 

Table 17: List of objects and attributes mapped between AirC2IS ATO Service and NCOP 

AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

ATO   Point 

Circle 

Polygon 

Polyline 

Corridor 

 

MissionNumber Identifier of the ATO Used in uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

Symbol (Point) 

 

Asset.Name Name of the ATO label 

Location Location of the ATO 
areas  

x, y 

 

 

3.3.4.3.5 ACO Service 

Service 

2 AirC2IS native methods are called by NCOP: GetQueryCriteriaKeys and GetACO. 

 

Data 

 NVG Data is organized as Groups of: 

 Point 

 Polygon 

 Circle 

 Corridor 

 Arcband. 

Objects are based on App6a codes (some objects have no App6a code). 

 

Table below lists the main objects and attributes mapped between AirC2IS ACO 
Service and NCOP. The complete mapping is described in Appendix D. 
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Table 18: List of objects and attributes mapped between AirC2IS ACO Service and NCOP 

AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

ACO   Point 

Circle 

Polygon 

Polyline 

Arcband 

Corridor 

 

Acms.id Identifier of the ACO Used in uri 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

Symbol (Point) 

 

Name Name of the ACO 
Mean 

label 

Location Location of the ACO 
Mean  

x, y 

 

3.3.4.3.6 Target List Service 

Service 

2 AirC2IS native method are called by NCOP: GetQueryCriteriaKeys  and 
GetTargetList. 

 

Data 

 NVG Data is organized as Groups of: 

 Composites of a single Point 

 Objects are based on App6a codes. 

 

Table below lists the main objects and attributes mapped between AirC2IS Target List 
Service and NCOP. The complete mapping is described in Appendix D. 

Table 19: List of objects and attributes mapped between AirC2IS Target List Service and 
NCOP 

AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

Target    Point  

TargetId Identifier of the Target Used in uri 
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AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

SymbolCodeAPP6A Contains symbol 
information (App6a 
standard 15 
characters code) 

 

Symbol 

 

Name Name of the Target label 

Location Location of the Target  x, y 

 

 

3.3.4.3.7 RAP Service 

Service 

2 AirC2IS native methods are called by NCOP: GetQueryCriteriaKeys and GetRAP. 

 

Data 

Tracks are mapped as NVG points with APP6a code. 

 

 

Table below lists the main objects and attributes mapped between AirC2IS RAP 
Service and NCOP. The complete mapping is described in Appendix D. 

Table 20: List of objects and attributes mapped between AirC2IS RAP Service and NCOP 

AirC2IS Object AirC2IS Attributes AirC2IS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

TrackDTO   Point  

DomainSpecificUniqueIdentifier Identifier of the 
track 

Used in uri 

SymbolCodeAPP6A Contains symbol 
information 
(App6a standard 
15 characters 
code) 

 

Symbol 

 

DomainSpecificUniqueIdentifier Identifier of the 
track 

label 

Location Location of the 
track  

x, y 
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3.3.4.3.8 TBM Defence Design Service 

Service 

2 AirC2IS native methods called by NCOP: GetQueryCriteriaKeys and 
GetListofDefenceDesigns. 

The OPFOR TBM COA Service is used to complete the TBM Defense design NVG 
data.   

 

Data 

NVG Data is organized as Groups of: 

 Point, 

 Circle, 

 Ellipse, 

 Polyline,  

 Polygon … 

 Objects are based on App6a codes (some objects have no App6a code) 

 

Associations 

5 associations from Defence Design service to Defence Design service are defined: 

 Pairing line/Threatening  

 Pairing line/Reaching 

 DefenceTask 

 SurveillanceTask 

 C2 Relationship 

1 association from Defence Design service to Asset List service (Defending) is 
defined. 

2 associations from Defence Design service to ORBAT service are defined: 

 Defence Resource: Comes from 

 Commanding Unit: Comes from. 

1 association from Defence Design service to OPFOR service (Defending against) is 
defined. 

 

The complete mapping is described in Appendix D. 

 

3.3.4.3.9 TBM Picture Service 

 

Data 

Punctual objects are based on PNG. AirC2IS TBM PNG have been uploaded into 
NCOP custom symbology (\AirC2IS\TMB) in order to replace the following url: 



 NATO UNCLASSIFIED 84 

 

symbol=”icon:http://AIRC2ISADMIN7.TESTBED.PMIC/CommonServices/AGSData/
CustomSymbols/TMB/radar.png. 

 

 

Figure 3-5: AirC2IS TBM Picture icons used in NCOP custom symbology 

 

Associations 

4 associations from TBM Picture service to TBM Picture service are defined: 

 IsPastTrajectoryOf 

 IsFutureTrajectoryOf 

 Engagement - … (Example: Engagement – MISSILE IN FLIGHT) 

 C2 Relationship. 

 

The complete mapping is described in Appendix D. 

 

3.3.4.3.10 OPFOR TBM COA Service 

Service 

2 AirC2IS native methods are called by NCOP: GetQueryCriteriaKeys and 
GetListofOPFORTBMCOAs are defined. 

 

Data 

NVG Data is organized as Groups of Composites of Ellipse, Circle, Arcband, Polygon 
… 

 

Associations 
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1 association from Defence Design service to OPFOR service (Defending against) has 
been defined. 

 

The complete mapping is described in Appendix D. 

 

3.3.4.3.11 Pub/Sub 

The following services are exposed by AirC2IS: 

 PubSubService.svc 

 PausableSubscriptionManagerService.svc 

 PullPointService.svc 

 Topics: 

o TBMMissileLaunch 

o TBMMissileImpact 

o TBMEngagementStarted 

o TBMEngagementEnded 

o SEWMissileLaunch 

o SEWMissileImpact 

o SEWObservationEvent 

o EmergencyTrackReceived 

o EmergencyTrackRemoved 

 

When an AIRC2IS event is received, then: 

 There is a propagation of the event in NCOP 

 The next start DTG for the AIRC2IS Information Products data acquisition is moved 
forward to avoid to wait for a long time the next IP update 

 

As a supplement to the first service (NCOP AirC2IS Proxy), a second NCOP IIS 
service, hosted on BizTalk, subscribes to the AirC2IS Pub/Sub (based on WS-
Notification). 

 

Service Interface Method Comment 

PullPointService IpullPointService Notify  

 

IpullPointService IsAlive  

 

IpullPointService DestroyPullPoint  

 

IpullPointService GetMessages Used by NCOP to check if 
the pullpoint exists 

PubSubService IpubSubService Subscribe Subscribes to Topics. 
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Called by NCOP to get a 
86ilometres86i ID and to 
provide the NCOP end-point 
to receive the events 
corresponding to the 
subscribed topics 

 

IpubSubService IsAlive  

 

IpubSubService GetCurrentMessage  

 

IpubSubService GetTopics  

 

IpubSubService GetTopicNamespaces  

 

IpubSubService CreatePullPoint Creates the PullPoint for 
NCOP 

PausableSubscriptionMa
nagerService 

IpausableSubscriptionManag
erService 

IsAlive  

 

IpausableSubscriptionManag
erService 

Renew  

 

IpausableSubscriptionManag
erService 

Unsuscribe  

 

IpausableSubscriptionManag
erService 

PauseSubscription  

 

IpausableSubscriptionManag
erService 

ResumeSubscription Used by NCOP to check if 
the subscription exists 

 

3.3.4.3.12 Intra and Inter-IP BSO Associations 

The following sequence diagram shows the main principles of NCOP to create Inter-
IP BSO Associations: 
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Figure 3-6: AirC2IS BSO Associations computation sequence diagam 

 

All Inter-IP BSO Associations of AirC2IS Information Products are stored in a same 
Technical Information Product (one per NCOP portal): 
“AIRC2IS_InterIP_Relationships.CDf”. 

 

The relationships can be defined in a specific context (particular Phase and Planning 
Period). 

The contextual relationships are managed through a specific extended data 
“OriginalURI” as illustrated below (the “JP^PP2-NCOP-JPCAL^NCOP-TEST^PP2-
NCOP” value is the identifier of the contextual group). 

<ns0:point label=”DACCC UNAKOS BOLE” uri=”JP^PP2-NCOP-JPCAL^NCOP-TEST^PP2-NCOP-UN^XXEN4561” y=”8.980033” x=”38.790028” 
symbol=”app6a:SFGPUH------XEX” modifiers=”T:XXEN4561;W:27140000ZDEC15” style=”stroke:#339900;stroke-width:1;fill:#009900;fill-
opacity:0.145”> 

<ns0:metadata> 

<dc1:source xmlns:dc1=”http://purl.org/dc/elements/1.1/”>PMIC – AIRC2IS – ac2i-7-svc1</dc1:source> 

<dcterms:provenance>PMIC – AIRC2IS – ac2i-7-svc1</dcterms:provenance> 

</ns0:metadata> 

<ns0:ExtendedData schemaRef=”NCOP”> 

<ns0:SimpleData key=”LocationStartDate”>2015-12-27T14:00:00Z</ns0:SimpleData> 

<ns0:SimpleData key=”LocationEndDate”>2015-12-28T14:00:00Z</ns0:SimpleData> 

<ns0:SimpleData key=”Type”>Asset</ns0:SimpleData><ns0:SimpleData key=”AssetType”>Unit-C2_ASACS</ns0:SimpleData> 

<ns0:SimpleData key=”AssetID”>XXEN4561</ns0:SimpleData><ns0:SimpleData key=”AssetNation”>XXE</ns0:SimpleData> 

<ns0:SimpleData key=”AssetAffiliation”>Friendly</ns0:SimpleData> 

<ns0:SimpleData key=”AssetCategory”>Military</ns0:SimpleData><ns0:SimpleData key=”AssetRank”>5</ns0:SimpleData> 

<ns0:SimpleData key=”AssetPriorityLevel”>2</ns0:SimpleData><ns0:SimpleData key=”AssetLevelOfProtection”/> 

<ns0:SimpleData key=”CriticalityCRT”>6</ns0:SimpleData><ns0:SimpleData key=”CriticalityCOG”>0.5</ns0:SimpleData> 

<ns0:SimpleData key=”CriticalityRCApodSpod”>0.5</ns0:SimpleData> 

<ns0:SimpleData key=”VulnerabilityDispersion”>4</ns0:SimpleData> 

<ns0:SimpleData key=”VulnerabilityHardness”>4</ns0:SimpleData> 

<ns0:SimpleData key=”RecuperabilityRecover”>4</ns0:SimpleData> 

<ns0:SimpleData key=”RecuperabilityReplicate”>4</ns0:SimpleData><ns0:SimpleData key=”ThreatAttack”>4</ns0:SimpleData> 

<ns0:SimpleData key=”ThreatTargeted”>4</ns0:SimpleData><ns0:SimpleData key=”IsInTargetingStrategy”>False</ns0:SimpleData> 

<ns0:SimpleData key=”NominatingAuthorities”/><ns0:SimpleData key=”UIC”>XXEN4561</ns0:SimpleData> 

<ns0:SimpleData key=”SymbolCode2525B”>SFGPESR-----ITA</ns0:SimpleData> 

<ns0:SimpleData key=”SymbolCode2525C”>SFGPUH------XE*</ns0:SimpleData> 

file:///D:/Users/T0029578/Documents/NCOP/NCOP%20June%202018/81083f1e-710d-4f52-86a3-108a521a2849.cdf.xml
file:///D:/Users/T0029578/Documents/NCOP/NCOP%20June%202018/81083f1e-710d-4f52-86a3-108a521a2849.cdf.xml
file:///D:/Users/T0029578/Documents/NCOP/NCOP%20June%202018/81083f1e-710d-4f52-86a3-108a521a2849.cdf.xml
file:///D:/Users/T0029578/Documents/NCOP/NCOP%20June%202018/81083f1e-710d-4f52-86a3-108a521a2849.cdf.xml
file:///D:/Users/T0029578/Documents/NCOP/NCOP%20June%202018/81083f1e-710d-4f52-86a3-108a521a2849.cdf.xml
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<ns0:SimpleData key=”SymbolCodeAPP6A”>SFGPUH------XEX</ns0:SimpleData> 

<ns0:SimpleData key=”SymbolCodeAPP6B”>SFGPUH------XEX</ns0:SimpleData> 

<ns0:SimpleData key=”ADEM.Type”>Facility</ns0:SimpleData> 

<ns0:SimpleData xmlns:q5=”http://www.nato.int/2017/10/ncop/services/AggregationExtensions” key=”q5:OriginalURI”>Group:JP^PP2-NCOP-
JPCAL^NCOP-TEST^PP2-NCOP/Child:JP^PP2-NCOP-JPCAL^NCOP-TEST^PP2-NCOP-UN^XXEN4561</ns0:SimpleData> 

<ns0:SimpleData key=”NCOP_Source_ID”>59ebf4c9-92b4-4dbe-8b4d-232ac628db43</ns0:SimpleData> 

<ns0:SimpleData key=”NCOP_IP_Name”>PP2-NCOP-JPCAL</ns0:SimpleData> 

<ns0:SimpleData key=”NCOP_IP_ID”>81083f1e-710d-4f52-86a3-108a521a2849</ns0:SimpleData> 

<ns0:SimpleData key=”NCOP_IP_Collection_Method”>Pull</ns0:SimpleData> 

</ns0:ExtendedData> 

<ns0:TimeSpan/> 

</ns0:point> 

 
<Association> 

<Subject>Group:JP^PP2-NCOP-JPCAL^NCOP-TEST^PP2-NCOP/Child:JP^PP2-NCOP-JPCAL^NCOP-TEST^PP2-NCOP-
UN^XXEN4561</Subject> 

<ObjectName>(XXEN4561) DACCC UNAKOS BOLE</ObjectName> 

<SubjectName>DACCC UNAKOS BOLE</SubjectName> 

<SubjectInformationProduct>5fa29e7c-4475-49bb-b8c8-d6e93cfa46a3</SubjectInformationProduct> 

<ObjectInformationProduct>f7edd5a4-b5a7-4a0e-82e4-445b36912cd0</ObjectInformationProduct> 

<SubjectInformationProductName>PP2-NCOP-JPCAL</SubjectInformationProductName> 

<ObjectInformationProductName>ORBAT-OWN UNITS</ObjectInformationProductName> 

<Category>Comes From</Category> 

</Association> 

 

The details of each Inter-IP or intra-IP BSO relation are described on following 
sections. 

3.3.4.3.12.1 Defence Design to Defence Design – Pairing line – Threatening 

Subject: The <Subject> of the Pairing Line. 

Object: The <Object> of the Pairing Line. 

Category: Threatening. Category is determined by the <TargetingStrategy> content. 
Its is considered as Threatening when the <TargetingStrategy > is filled. 

Context: Phase and Planning Period where the Defence Design BSO are defined 

 

3.3.4.3.12.2 Defence Design to Defence Design – Pairing line – Reaching 

Subject: The <Subject> of the Pairing Line. 

Object: The <Object> of the Pairing Line. 

Category: Reaching. Category is determined by the <TargetingStrategy> content. Its 
is considered as Reaching when the <TargetingStrategy > is empty. 

Context: Phase and Planning Period where the Defence Design BSO are defined 

 

3.3.4.3.12.3 Defence Design to Defence Design – DefenceTask 

Subject: The <Subject> is based on a Task having a <DefenceResourceORBATID> 
value. 

Object: The <Object> is based on the <AssetORBATID> of the same Task. 

Category: Defense Task. 

Context: Phase and Planning Period where the Defence Design BSO are defined 

file:///E:/AIRC2IS_InterIP_Relationships.cdf.xml
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Example: 

<ns0:Association> 

<ns0:Object>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:AB^HDAM</ns0:Object> 

<ns0:Subject>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:UN^GEF4322</ns0:Subject> 

<ns0:Category>DefenceTask</ns0:Category> 

</ns0:Association> 

 

3.3.4.3.12.4 Defence Design to Defence Design – SurveillanceTask 

Subject: The <Subject> is based on a Task having a <DefenceResourceORBATID> 
value. 

Object: The <Object> is based on the <AssetORBATID> of the same Task. 

Category: Surveillance Task. 

Context: Phase and Planning Period where the Defence Design BSO are defined 

Example: 

<ns0:Association> 

<ns0:Object>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:AB^HDAM</ns0:Object> 

<ns0:Subject>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:UN^NLN2620</ns0:Subject> 

<ns0:Category>SurveillanceTask</ns0:Category> 

</ns0:Association> 

 

3.3.4.3.12.5 Asset List to ORBAT – Comes from 

Subject: The <Subject> is based on the <AssetID> of an Asset defined in the Asset 
List service response. 

Object: The <Object> is based on an Object of the ORBAT service response, having 
an Extended Data related to the <Subject>. 

Category: Comes From. 

Context: Phase and Planning Period where the Asset is defined. 

Example: 

<Association> 

<Object>UN^XXEN4561</Object 

<Subject>Group:PC^NCOP-PCAL-ACC^NCOP-TEST^PP1-NCOP^ACC/Child:UN^XXEN4561</Subject> 

<ObjectName>(XXEN4561) DACCC UNAKOS BOLE</ObjectName> 

<SubjectName>DACCC UNAKOS BOLE</SubjectName> 

<SubjectInformationProduct>c3cd1b58-cfaf-4fcb-95c9-7e92be7848c7</SubjectInformationProduct> 

<ObjectInformationProduct>f7edd5a4-b5a7-4a0e-82e4-445b36912cd0</ObjectInformationProduct> 

<SubjectInformationProductName>PP1-NCOP-PCAL-ACC</SubjectInformationProductName> 

<ObjectInformationProductName>ORBAT-OWN UNITS</ObjectInformationProductName> 

<Category>Comes From</Category> 

</Association> 

 

3.3.4.3.12.6 ORBAT to ORBAT – C2 Relationship 

Subject: The <Subject> identifier of the C2 Relationship. 

file:///E:/PP1-NCOP-DD-PP1-COAML.cdf.xml
file:///E:/PP1-NCOP-DD-PP1-COAML.cdf.xml
file:///E:/Airc2is%20Inter%20IP%20Assoc.cdf.xml
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Object: The <Object> identifier of the C2 Relationship. 

Category: C2 Relationship 

Context: None 

Example: 

<ns0 :Association> 

<ns0 :Object>UN^XXEN4561</ns0 :Object> 

<ns0 :Subject>UN^XXEN0002</ns0 :Subject> 

<ns0:Category>C2 Relationship</ns0:Category> 

</ns0:Association> 

 

3.3.4.3.12.7 Defence Design to Asset List – Defending 

Subject: The <Subject> is based on the <AssetListName> of an Defence Design 
Object defined in the Defence Design service response. 

Object: The <Object> is based on an Asset of the Asset List service response, related 
to the <Subject>. 

Category: Defending 

Context: Phase and Planning Period where the Defence Design BSO and the Asset 
are defined. 

Example: 

<Association> 

<Object>JP^NCOP-JPCAL^NCOP-TEST^PP1-NCOP</Object 

<Subject>DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP</Subject> 

<ObjectName>NCOP-JPCAL</ObjectName> 

<SubjectName>NCOP-DD-PP1-COAML</SubjectName> 

<SubjectInformationProduct>cb56f318-d191-4e4c-8384-7a3bce423826</SubjectInformationProduct> 

<ObjectInformationProduct>8e44c304-cd73-4e29-9208-3a05f2039a3a</ObjectInformationProduct> 

<SubjectInformationProductName>PP1-NCOP-DD-PP1-COAML</SubjectInformationProductName> 

<ObjectInformationProductName>PP1-NCOP-JPCAL</ObjectInformationProductName> 

<Category>Defending</Category> 

 

3.3.4.3.12.8 Defence Design to OPFOR – Defending against 

Subject: The <Subject> is based on an Defence Design Object defined in the Defence 
Design service response. 

Object: The <Object> is based on an Object of the OPFOR service response, related 
to the <Subject>. 

Category: Defending against 

Context: Phase and Planning Period where the Defence Design and the OPFOR BSO 
are defined. 

Example: 

<Association> 

<Object>OP^NCOP-KAMON-ML^NCOP-TEST^PP1-NCOP</Object 

<Subject>DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP</Subject> 

file:///E:/ORBAT-OWN%20UNITS.cdf.xml
file:///E:/Airc2is%20Inter%20IP%20Assoc.cdf.xml
file:///E:/Airc2is%20Inter%20IP%20Assoc.cdf.xml
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<ObjectName>NCOP-Kamon-ML</ObjectName> 

<SubjectName>NCOP-DD-PP1-COAML</SubjectName> 

<SubjectInformationProduct>cb56f318-d191-4e4c-8384-7a3bce423826</SubjectInformationProduct> 

<ObjectInformationProduct>829300c9-5a65-48fc-aebc-94ebea415839</ObjectInformationProduct> 

<SubjectInformationProductName>PP1-NCOP-DD-PP1-COAML</SubjectInformationProductName> 

<ObjectInformationProductName>PP1-NCOP-Kamon-ML</ObjectInformationProductName> 

<Category>Defending against</Category></Association> 

3.3.4.3.12.9 Defence Design to ORBAT – Defence Resource – Comes from 

Subject: The <Subject> is based on the <DefenceResourceORBATID> of a Defence 
Task defined in the Defence Design service response. 

Object: The <Object> is based on a an Object of the ORBAT service response, having 
an Extended Data related to the <Subject>. 

Category: Comes From. 

Context: Phase and Planning Period where the Defence Design BSO are defined. 

Example: 

<Association> 

<Object>UN^GEF2101</Object 

<Subject>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:UN^GEF2101</Subject> 

<ObjectName>(GEF2101) SAM Group 27</ObjectName> 

<SubjectName>SAM Group 27</SubjectName> 

<SubjectInformationProduct>cb56f318-d191-4e4c-8384-7a3bce423826</SubjectInformationProduct> 

<ObjectInformationProduct>f7edd5a4-b5a7-4a0e-82e4-445b36912cd0</ObjectInformationProduct> 

<SubjectInformationProductName>PP1-NCOP-DD-PP1-COAML</SubjectInformationProductName> 

<ObjectInformationProductName>ORBAT-OWN UNITS</ObjectInformationProductName> 

<Category>Comes From</Category> 

</Association> 

3.3.4.3.12.10 Defence Design to ORBAT – Commanding Unit – Comes from 

Subject: The <Subject> is based on the “CommandingUnit” <Type> of an Object 
defined in the Defence Design service response. 

Object: The <Object> is based on an Object of the ORBAT service response, related 
to the <Subject>. 

Category: Comes From. 

Context: Phase and Planning Period where the Defence Design BSO are defined. 

Example: 

<Association> 

<Object>UN^XXEN0002</Object 

<Subject>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:UN^XXEN0002</Subject> 

<ObjectName>(XXEN0002) HQ AIRCOM</ObjectName> 

<SubjectName>HQ AIRCOM</SubjectName> 

<SubjectInformationProduct>cb56f318-d191-4e4c-8384-7ª3bce423826</SubjectInformationProduct> 

<ObjectInformationProduct>f7edd5a4-b5a7-4ª0e-82e4-445b36912cd0</ObjectInformationProduct> 

<SubjectInformationProductName>PP1-NCOP-DD-PP1-COAML</SubjectInformationProductName> 

<ObjectInformationProductName>ORBAT-OWN UNITS</ObjectInformationProductName> 

file:///E:/Airc2is%20Inter%20IP%20Assoc.cdf.xml
file:///E:/Airc2is%20Inter%20IP%20Assoc.cdf.xml
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<Category>Comes From</Category> 

</Association> 

3.3.4.3.12.11 Defence Design to Defence Design 

Subject: The <Subject> is based on the Defence Design service response: 

It gets the <SubordinateUnitIds> from the CommandingUnit. 

Object: The <Object> of the C2 Relationship. 

Category: C2 Relationship. 

Context: Phase and Planning Period where the Defence Design BSO are defined 

Example: 

<ns0:Association> 

<ns0:Object>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:UN^NLN2620</ns0:Object> 

<ns0:Subject>Group:DD^NCOP-DD-PP1-COAML^NCOP-TEST^PP1-NCOP/Child:UN^XXEN0002</ns0:Subject> 

<ns0:Category>C2 Relationship</ns0:Category> 

</ns0:Association> 

3.3.4.3.12.12 TBM Picture to TBM Picture 

Subject: The <Subject> is based on the TBM Picture service response. 

Object: The <Object> of the C2 Relationship. 

Category: C2 Relationship. 

Context: None 

Example: 

<ns0 :Association> 

<ns0 :Object>J3_5-00003-17000</ns0 :Object> 

<ns0:Subject>J2_0-00003</ns0:Subject> 

<ns0:Category>C2 Relationship</ns0:Category> 

</ns0:Association> 

3.3.4.3.12.13 TBM Picture to TBM Picture 

Subject: The <Subject> is the origin of the engagement. 

Object: The <Object> is the missile which is engaged. 

Category: Engagement – MISSILE IN FLIGHT. 

Context: None 

Example: 

<ns0 :Association> 

<ns0 :Object>J3_6-00030-16043</ns0 :Object> 

<ns0:Subject>J2_0-00030</ns0:Subject> 

<ns0:Category>Engagement – MISSILE IN FLIGHT</ns0:Category> 

</ns0:Association> 

3.3.4.3.12.14 TBM Picture to TBM Picture 

Subject: The <Object> is related the the past location of the missile (LPE). 

Object: The <Subject> is the current location of the missile. 

Category: IsPastTrajectoryOf. 

file:///E:/PP1-NCOP-DD-PP1-COAML.cdf.xml
file:///E:/AirC2IS%20Mission%20PMIC%20-%20NCOP%20-%20TBM%20Picture.cdf.xml
file:///E:/AirC2IS%20Mission%20PMIC%20-%20NCOP%20-%20TBM%20Picture.cdf.xml
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Context: None. 

Example: 

<ns0 :Association> 

<ns0 :Object>J3_6-00030-16043</ns0 :Object> 

<ns0:Subject>MISSILE LAUNCH POINT-16043-16045</ns0:Subject> 

<ns0:Category>IsPastTrajectoryOf</ns0:Category> 

</ns0:Association> 

 

3.3.4.3.12.15 TBM Picture to TBM Picture 

Subject: The <Subject> is the current location of the missile. 

Object: The <Object> is related the the future location of the missile (IPP). 

Category: IsFutureTrajectoryOf. 

Context: None 

Example: 

<ns0 :Association> 

<ns0 :Object>IMPACT POINT-16043-16046</ns0 :Object> 

<ns0:Subject>J3_6-00030-16043</ns0:Subject> 

<ns0:Category>IsFutureTrajectoryOf</ns0:Category> 

</ns0:Association> 

 

3.3.4.3.12.16 OPFOR to ORBAT 

Subject: The <Subject> is based on the OPFOR COA service response. 

Object: The <Object> is based on an Object of the ORBAT service response, having 
an Extended Data related to the <Subject>. 

Category: Comes From. 

Context: Phase and Planning Period where the <Subject> is defined. 

3.3.4.3.13 ADEM Type and SubType 

The following ADEM.Type and ADEM.SubType are set in the NCOP CDF, depending 
on AirC2IS service purpose: 

Service BSO ADEM.Type ADEM.SubType 

ACO ACOMeans ControlFeature AirspaceCoordinationArea 

ATO AtoArea ControlFeature AirspaceControlArea 

ATO FAOR ControlFeature LandFighterEngagementZone 

ATO Mission Action Event 
 

TargetList Target Action Objective Assocation  Target 

AssetList Asset Facility   

OPFOR TBM COA MOA ControlFeature RocketMissileArea 

Defence Design Reaching ControlFeature Encloses  

Defence Design Threatening Action Task Threaten 

Defence Design DefenceTask Action Task Defend 

Defence Design SurveillanceTask Action Task Surveillance 

Defence Design Threat Facility Missile Site 

Defence Design Asset Facility 
 

file:///E:/AirC2IS%20Mission%20PMIC%20-%20NCOP%20-%20TBM%20Picture.cdf.xml
file:///E:/AirC2IS%20Mission%20PMIC%20-%20NCOP%20-%20TBM%20Picture.cdf.xml
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Defence Design DefenceResource Action Resource Association Action Resource 

Defence Design CommandingUnit Action Resource Association Action Resource 

ORBAT Unit Unit MilitaryBaseFacilityAirportAirbase 

ORBAT Airbase Facility Airfield 

ORBAT Non Military Entity Organisation 
 

ORBAT Facility Facility 
 

RAP Airtrack Unit 
 

TBM Picture PPLI Unit   

TBM Picture TBMEvent Action Event Attack Deliberate 

TBM Picture Engagement Action Event Engaging 

 

3.3.4.3.14 BSO type and Timing Attributes mapping 

The following table shows BSO type and Timing Attributes mapping that is set in the 
NCOP CDF, depending on AirC2IS service purpose: 

 

Service BSO TimeStamp TimeSpan 

ACO -  ACOStartTime – 

ACOEndTime 

ACO ACOMeans  PeriodStart2 – PeriodStop2 

ATO -  EffectiveFrom – EffectiveTo 

EstTimeBegin – EstTimeEnd 

ATO AtoArea   

ATO FAOR   

ATO Mission   

TargetList -  ValidityStartTime – 

ValidityEndTime 

TargetList Target   

AssetList -  ActualStartDate –  

ActualEndDate 

AssetList Asset  LocationStartDate – 

LocationEndDate 

OPFOR TBM 

COA 

-  ValidityPeriodStartDate – 

ValidityPeriodEndDate 

ActualStartDate – 

ActualEndDate 

OPFOR TBM 

COA 

MOA   

Defence Design -  PlanningPeriodStartTime – 

PlanningPeriodEndTime 

ActualStartDate – 

ActualEndDate 

Defence Design Reaching   

Defence Design Threatening   

Defence Design DefenceTask   

Defence Design SurveillanceTask   

Defence Design Threat   

Defence Design Asset  LocationStartDate – 
LocationEndDate 

Defence Design DefenceResource   

Defence Design CommandingUnit   
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ORBAT -   

ORBAT Unit ETIC TOAStartDate – 

TOAEndDate 

ORBAT Airbase ETIC TOAStartDate – 

TOAEndDate 

ORBAT Non Military Entity   

ORBAT Facility   

RAP -   

RAP Airtrack ObservationTime  

TBM Picture -   

TBM Picture PPLI LSAReceiveTime  

TBM Picture TBMEvent timestamp 

launchTimeHMS 

impactTimeHMS 

timeToImpactHMS 

 

TBM Picture Engagement   

 

3.3.4.4 Communication Protocols 

The communication protocol used by the I_NCOP_AIRC2IS_ interface is SOAP over 
HTTP binding. 

The majority of AirC2IS services are exposed in https. As already described for WISI 
service exposed in https, the AirC2IS certificate shall be stored in NCOP BizTalk 
certificate store in order to be consumed by NCOP. 

The AirC2IS pub / sub service is exposed in http and no certificate management is 
required. 
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3.3.5 I_NCOP_AMN_INT_CORE: AMN INTEGRATION CORE 
Interface 

3.3.5.1 Interface Overview 

AMN Int Core exposes Data in various formats and in particular the following that are 
consumed by NCOP: 

 NVG (see §3.3.40) 

3.3.5.2 Interface Principles 

Interface principles are described in their respective section: 

 NVG (see §3.3.40) 

 

3.3.5.3 Data Elements 

Data elements are described in their respective section: 

 NVG (see §3.3.40) 

3.3.5.4 Communication Protocols 

Communication protocols are described in their respective section: 

 NVG (see §3.3.40) 
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3.3.6 I_NCOP_CBRN: CBRN Interface 

3.3.6.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

 

3.3.6.2 Interface Principles 

TBC 

3.3.6.3 Data Elements 

TBC 

3.3.6.4 Communication Protocols 

TBC 
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3.3.7 I_NCOP_C4ISR_VIZ: C4ISR_VIZ Interface 

3.3.7.1 Interface Overview 

This interface is delayed in NCOP Increment-2. To be completed if delayed CLIN is 
triggered. 

 

 

The C4SIR Visualisation Component (VC) is providing an ICD (NMAPI) to User 
Applications (such as NCOP). The User Application provides C4ISR Objects to the VC 
for display on a Map Panel via the NATO Map API (NMAPI) protocol which is specified 
in the VC ICD [C4ISR-VIZ]. 

 

 

3.3.7.2 Interface Principles 

The VC supports interaction between NATO Functional Services and the VC GeoView 
GIS visualisation application via the NATO Map Application Programming Interface 
(NMAPI). NMAPI comprises NATO specific extensions to version 1.3.0 of the Common 
Map API (CMAPI). 

The interface is bidirectional: 

 NCOP Viewer will process incoming NMAPI message (e.g. “map.feature.clicked”, 
“map.feature.mousedown”) 

 NCOP will publish actions through NMAPI (e.g. “map.overlay.show”) 

3.3.7.3 Data Elements 

To be completed if delayed CLIN is triggered. 
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3.3.7.4 Communication Protocols 

To be completed if delayed CLIN is triggered. 
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3.3.8 I_NCOP_CIDNE: CIDNE XML Interface 

3.3.8.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

 

CIDNE is the USCENTCOM directed reporting tool within Iraq and Afghanistan. 
CIDNE is critical to wartime operations and supports USCENTCOM’s asymmetric 
warfare reporting requirements by providing capability not filled by any existing 
Program of Record. CIDNE serves the primary bridge between disparate communities 
who might not otherwise share data by providing a standardized reporting framework 
across intelligence and operations disciplines. This common framework allows 
structured operational and intelligence information to be shared vertically and 
horizontally as part of flexible,user-defined workflow processes that collect, correlate, 
aggregate and expose information as part of the end-user’s individual information 
lifecycle requirements. 

 

CIDNE contains structured information as described below: 

 Targets: High Value Individuals (HVI), terrorist networks, biographies, organization 
profiles, and target lists 

 SIGACTS: All known SIGACT reports since 2003 

 Counter Improvised Explosive Device (IED) and Exploitation: EOD and WIT 
reports for IED, UXO, Cache, ERW, and IDF events. Forensic materiel exploitation 
by CEXC results in Case Files, Technical, Chemical, and Biometric reports 

 Civil Affairs: Facility & Infrastructure Assessments on hospital, schools, power, 
utilities, etc., used for reconstruction and transition and project tracking 

 HUMINT: Hundreds of thousands of HUMINT reports associated to targets, events 
and other entities in the battlespace 

 Engagement: Information on engagements with host nation individuals, including 
key leaders  

 PSYOP: PSYOP Product development tracking, Blue and Red PSYOP information 

 

CIDNE Interface exposes Data in various formats which are consumed by NCOP: 

 SQL (see §3.3.46); 

 Web Services (current section). 

 

3.3.8.2 Interface Principles 

A “mapping” component transforms the CIDNE XML stream into a CDF XML file. 

A “publication” component publishes the CDF XML file into the NCOP Storage. 

 

The following web service operations provided by CIDNE are consumed by NCOP: 

Table 21: List of web service Operations provided by CIDNE and consumed by NCOP 

CIDNE Module CIDNE Report Comment 

Target Facility Report  
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Target Person Report  

Target Project Report  

Operations FTFFL Report  

Operations SIGACT Report  

 

To be completed for Future Increment (see SRR Minutes ref: 
TH/TCS/PRS/DPS/JC2/AIS/ARC/lph,14/0003/COM). 

3.3.8.3 Data Elements 

To be completed for Future Increment (see SRR Minutes ref: 
TH/TCS/PRS/DPS/JC2/AIS/ARC/lph,14/0003/COM). 

3.3.8.4 Communication Protocols 

The protocol used for the interface between NCOP and CIDNE XML is based on Web 
Services (SOAP over HTTP binding). 
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3.3.9 I_NCOP_CORE_ACTIVE_DIRECTORY: Bi-SC AIS Active 
Directory Interface 

3.3.9.1 Interface Overview 

The Bi-SC AIS Core Active Directory (AD) Services Interface is used to support the 
User’s login and authentication process to the NCOP system. 

In addition, NCOP interface with the Bi-SC AIS Core Active Directory Services for 
retrieving: 

 the list of Users and associated email addresses stored into the NATO Active 
Directory; 

 the entity to which a user belongs 

Bi-SC AIS Active Directory is usually based on Windows 2016 Active Directory. 

 

3.3.9.2 Interface Principles 

The principles of the interface between NCOP and the Bi-SC AIS Active Directory 
Services are the following: 

 Rely on the Bi-SC AIS Active Directory Services for supporting the users’ login and 
authentication process to the NCOP applications. NCOP Web services are 
configured to allow Integrated Windows authentication using Negotiate provider. 

 Access in read-only mode to the NATO Active Directory for retrieving the list of 
users and associated e-mail addresses. These data are used by NCOP to perform 
association between NCOP roles and users. 

 Rely on the Bi-SC AIS Active Directory Services for retrieving the entity to which a 
user belongs. The entity is returned after a LDAP query. 

 

3.3.9.3 Data Elements 

Refer to the Microsoft documentation ([MSDN]). 

 

3.3.9.4 Communication Protocols 

Refer to the Microsoft documentation ([MSDN]). 
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3.3.10 I_NCOP_CORE_DHS: Bi-SC AIS Core DHS Services 
Interface 

3.3.10.1 Interface Overview 

To be completed for later spiral after availability of the expected ICD. 

 

3.3.10.2 Interface Principles 

The Document Handling System (DHS) hosts a set of documents in various formats: 
Microsoft Office, PDF, PNG, MPEG … 

These documents can be accessed in read-only mode by using an http url. 

 

Documents hosted in DHS are consumed by NCOP in both ways: 

 Any BSO of any IP can be augmented by adding a hyperlink to the url of DHS 
document; 

 The DHS document is consumed as a COP IP and a copy is stored into NCOP 
storage: 

o A BizTalk Orchestration gets the source IP (DHS document) according to 
filters defined by the COP Manager (or allowed role). 

o A “publication” component publishes a copy of DHS document into the 
NCOP Storage. 

 

Bi-SC AIS Core DHS versions usually deployed on NATO sites are 2.1, 2.2 or 2.5. 

 

3.3.10.3 Data Elements 

Data elements transmitted through the I_NCOP_CORE_DHS interface are Microsoft 
Office 2007, 2013 and 2016 files, PDF, PNG, BMP, AVI, MPEG files. 

3.3.10.4 Communication Protocols 

The communication protocol used by the Bi-SC AIS Core DHS interface is HTTP-Get 
method. 
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3.3.11 I_NCOP_CORE_EMS : Bi-SC AIS Enterprise Management 
Services Interface 

3.3.11.1 Interface Overview 

NCOP interfaces with the Bi-SC AIS Core Enterprise Management Services (EMS) in 
order to record system events in the Windows Operating System Event Log (Event 
Viewer/Windows Logs/Application). These system events can be exploited by the Bi-
SC AIS Core Enterprise Management Services. 

The Bi-SC AIS Core Enterprise Management Services referred to in the present 
document are those provided by the native event management capabilities of 
Microsoft System Center Operations Manager (SCOM) 2016 and 2019 and Ipswitch 
WhatsUpGold 15 or 15.0.1. 

 

3.3.11.2 Interface Principles 

SCOM or WhatsUpGold are able to retrieve the Windows event logs produced by 
NCOP components and centralize them for monitoring. 

In addition to Windows Event Logs, these tools are able to perform checks at the 
service level, especially http services. To perform basic NCOP service check, the 
following http access shall be verified periodically by EMS tools: 

 access to NCOP Web services (especially JIPS) 

 access to the default NCOP maps 

 status of Windows Services 

 available disk space on NCOP severs 

SCOM or WhatsUpGold agents shall be installed in all NCOP servers. 

 

3.3.11.3 Data Elements 

NCOP proposed that the following Event Logs be used as a basis for monitoring NCOP 
servers: 

 NCOP SQL Server 

o Error & Critical events  from the “MSSQL$<instance>” source in the 
Application Event logs 

o Error & Critical events  from the “ENTSSO” source in the Application 
Event logs 

o Error & Critical events in the System Event Logs 

 NCOP BizTalk Server 

o Error & Critical events  from the “BizTalk Server” source in the 
Application Event logs 

o Error & Critical events in the System Event Logs 

 NCOP SharePoint Server  

o Error & Critical events  from the “SharePoint Foundation” source in the 
Application Event logs 

o Error & Critical events in the System Event Logs 
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 NCOP ArcGIS Server 

o Error & Critical events  from the “ArcServerObjectManager” source in the 
Application Event logs 

o Error & Critical events  from the “ArcGIS Server WPI” source in the 
Application Event logs 

o Error & Critical events in the System Event Logs 

 

3.3.11.4 Communication Protocols 

Automatic report errors, monitoring of NCOP devices and services is based SCOM or 
WhatsUpGold agents capabilities. 

 

3.3.12 I_NCOP_CORE_INFORMAL_MESSAGING: Bi-SC AIS 
Informal messaging Interface 

3.3.12.1 Interface Overview 

Bi-SC AIS Core Informal Messaging Services Interface is used to deliver generated 
Message Text Format (MTF) or XML attachments as well as for delivering notifications 
transmitted through emails. 

Bi-SC AIS Core Informal Messaging Services Interface is usually based on Microsoft 
Exchange 2016. 

3.3.12.2 Interface Principles 

The principle of the interface between NCOP and the Bi-SC AIS Informal Messaging 
Services is to rely on these services for: 

 transporting through e-mails attached documents for acquisition and processing 
into NCOP (according to NCOP supported formats: MTFs, XML, Microsoft Office 
…); 

 sending and transporting notifications transmitted through e-mails from NCOP to 
users 

3.3.12.3 Data Elements 

MTFs (e.g. AdatP-3 formatted messages, XML formatted messages …) are files 
attached by the user to the messaging client form provided by the Bi-SC AIS Core 
Informal Messaging Services client (i.e. MS Outlook). 

According to the attached file type, the adhoc orchestration is processed to transform 
the file content into CDF. 

3.3.12.4 Communication Protocols 

The protocol used for the interface between NCOP and the Bi-SC AIS Core Informal 
Messaging Services is based on the exchange of files that are attachments to e-mails 
(POP3 and MAPI). 

In addition, NCOP relies on the messaging transport services provided by the Bi-SC 
AIS Core Informal Messaging Services for the delivery of notifications (SMTP 
protocol). 
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3.3.13 I_NCOP_CORE_PRINTING: Bi-SC AIS Core Printing 
Services Interface 

3.3.13.1 Interface Overview 

NCOP interfaces with the Bi-SC AIS Core Printing Services in order to print Information 
Products, set printing parameters, and preview printing. 

In addition, the NCOP Geographical COP Editor provides a geographical view export 
capability (including map background, COP Ips) based on several formats such as 
PDF [PDF], PNG, JPEG, BMP and HTML. This export mechanism uses only local 
resources of the workstation without any interface with Bi-SC AIS resource. 

 

3.3.13.2 Interface Principles 

The principle of the interface between NCOP and the Bi-SC AIS Printing Services is 
to use the standard Windows APIs to access the printing facilities available on the 
Local Area Network (LAN) where NCOP is deployed. 

 

3.3.13.3 Data Elements 

Refer to the Microsoft documentation ([MSDN]). 

 

3.3.13.4 Communication Protocols 

Refer to the Microsoft documentation ([MSDN]). 
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3.3.14 I_NCOP_CORE_SECURITY: Bi-SC AIS Core Security 
Services Interface 

3.3.14.1 Interface Overview 

NCOP implements the NATO security settings and clampdowns in accordance with 
the Bi-SC AIS Core Security Services. 

 

3.3.14.2 Interface Principles 

NCIRC SecSettings are applied on NCOP servers as the overall servers in NATO 
Infrastructure. 

NCIRC Windows 2019 security settings are applied on NCOP Windows 2019 servers: 
SQL, BizTalk, Application, SharePoint and GeoServer servers. 

NCIRC Windows 10 SecSettings security settings are applied on workstations used to 
access to NCOP web applications. 

 

3.3.14.3 Data Elements 

Expected relaxations for NCOP servers, are described in NCOP Installation and 
Configuration Manual. 

 

3.3.14.4 Communication Protocols 

Not applicable. 
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3.3.15 I_NCOP_CORE_XMPP: Bi-SC AIS XMPP Interface 

3.3.15.1 Interface Overview 

The eXtensible Messaging and Presence Protocol (XMPP) interface (RFC 3920 and 
RFC 3921) is used for the chat collaboration. 

The I_NCOP_CORE_XMPP Interface is bidirectional: 

 It is consumed by NCOP to receive incoming alerts from external systems and 
acquire BSOs to be published into a single COP IP; 

 It is provided by NCOP to send messages (alerts and notifications); 

 

Bi-SC AIS XMPP Interface is usually based on Jchat Server and MLINK. 

3.3.15.2 Interface Principles 

Production by NCOP follows these principles: 

 NCOP sends alerts and notifications using the XMPP interface to a Chat room 
(based on XEP-0045): 

o Technical alert (for system target); 

o Human readable message ; 

 

Consumption by NCOP follows these principles: 

 The XMPP interface can provide both Information Products and alerts to the NCOP 
system; 

o Information Products can be received in two ways: 

 Incoming data driven source IP can be formatted as XML messages; 

 Incoming data driven source IP can be deducted from messages 
containing MGRS or Lat/Long coordinates; 

o Incoming Alerts can be received in two ways: 

 By listening specific chat rooms; 

 By subscribing to topics provided by Jchat node through 
publish/subscribe mechanism. 

3.3.15.3 Data Elements 

3.3.15.3.1 NCOP sends alerts using the XMPP interface 

NCOP sends messages to a Chat room by using a dedicated BizTalk connector 
(XMPP). 

This BizTalk connector manages the exchanges between BizTalk and the Chat room 
using XEP-045 messages. 

 

3.3.15.3.2 NCOP receive incoming alerts 

NCOP gets messages from XMPP Chat room by using a dedicated BizTalk connector 
(XMPP). Each time a message is published in the Chat room, the BizTalk XMPP 
connector checks if some keywords are present, to identity an alert for NCOP. The 
following list of keywords is used to identify alerts: 

http://www.xmpp.org/extensions/xep-0045.html
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 “ALERT”, 

 “!!!”: 

This BizTalk connector manages the exchanges between BizTalk and the Chat using 
XEP-045 messages. 

Sample data of alerts transformed into CDF format is provided below: 

“IED explosion in Kabul !!!” 

 

The keywords can be changed as required by modifying the following value in the 
Nato.NCOP.Helper.config file (keywords are separated by a “;”): 

 <add key=”XMPPAlert_Error” value=“!!!;ALERT”/> 

 

3.3.15.3.3 NCOP acquires Information Products using the XMPP interface 

NCOP gets messages from Chat room by using a dedicated BizTalk connector 
(XMPP) in order to publish message fragments into a COP Information Product in 
partial update mode. 

This BizTalk connector manages the exchanges between BizTalk and the Chat room 
using XEP-045 messages. 

 

A XMPP source defined in NCOP shall contain at least following information: 

Table 22: List of data elements to be defined for a XMPP source 

Source Information Comment Sample 

Address End Point of XMPP 
server 

XMPP://biztalk_01@ncop-
esb:5222/BizTalk_NCOPGroup 

Extended Info Chatroom used for IP 
consumption 

Chatroom=biztalkroom@conference.ncop-
esb;ip.integration@conference.ncop-esb 

The « Address » is parsed to get the “User”, “Server Name”, “Port Number” used for 
the connection to XMPP server. 

The “Extend Info” is necessary to identify the name of Chat room used for IP 
consumption. The content of Chat room is analysed by the BizTalk XMPP connector 
to generate partial updates of the Information Product. 

 

Each time a message is published in the Chat room, the BizTalk XMPP connector 
checks if coordinates are present. The following regular expression patterns (Regex 
class in [MSDN]) are used to identify coordinates: 

- (?<latitude>-?\d*[.,]\d*) (?<longitude>-?\d*[.,]\d*) (?<label>[a-zA-Z0-9_ ]*) 

- (?<mgrs>\d{1,2}\s*[A-Z]{3}\s*\d{2,10}) (?<label>[a-zA-Z0-9_ ]*) 

If a fragment of the XMPP message has been identified as a BSO then the message’s 
fragment is transformed in CDF as a BSO (its geometry is defined as a point) and it is 
published into NCOP storage, as a partial update of an existing Information Product. 

Sample data of text transformed into CDF format is provided below: 

“10.2 10.1 IED Event !” 

Sample data of BSO obtained by transformation (in CDF format) is provided below: 

mailto:Chatroom=biztalkroom@conference.ncop-esb;ip.integration@conference.ncop-esb
mailto:Chatroom=biztalkroom@conference.ncop-esb;ip.integration@conference.ncop-esb
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<ns0:nvg version=”2.0.0” 

xmlns:ns0=”https://tide.act.nato.int/schemas/2012/10/nvg” 

xmlns:dc=”http://purl.org/dc/elements/1.1/” 

xmlns:dctype=”http://purl.org/dc/dcmitype/” 

xmlns:dcterms=”http://purl.org/dc/terms/” 

xmlns:mbc=”urn:int:nato:ia:metadatabinding:draft” 

xmlns:ScriptNS1=”Nato.NCOP.BizTalkProcessManager.DAL”> 

<ns0:Schema> 

<ns0:SimpleField id=”NCOP_Source_ID” type=”string” label=”NCOP_Source_ID” 

description=”” />  

<ns0:SimpleField id=”NCOP_IP_Name” type=”string” label=”NCOP_IP_Name” 

description=”” />  

<ns0:SimpleField id=”NCOP_IP_ID” type=”string” label=”NCOP_IP_ID” 

description=”” />  

<ns0:SimpleField id=”NCOP_IP_Collection_Method” type=”string” 

label=”NCOP_IP_Collection_Method” description=”” />  

</ns0:Schema> 

<ns0:metadata> 

<dc1:source xmlns:dc1=”http://purl.org/dc/elements/1.1/”>XMPP 

PushSearchPattern</dc1:source>  

<dcterms:provenance>XMPP</dcterms:provenance>  

<dcterms:security.policy>NATO</dcterms:security.policy>  

<dcterms:security.classifcation>Unclassified</dcterms:security.classifcation>  

</ns0:metadata> 

<ns0:ExtendedData> 

<ns0:SimpleData key=”NCOP_Source_ID”>243d9438-aa4d-4f3d-9f00-

c398a8d02d9f</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_IP_Name”>SearchPattern</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_IP_ID”>1a11e583-03e1-4c4a-9d26-

5cdfeeebe0d5</ns0:SimpleData>  

<ns0:SimpleData key=”NCOP_IP_Collection_Method” />  

</ns0:ExtendedData> 

<ns0:point href=”” uri=”b8ade9d5-61c3-4318-bf59-a665fad49195” label=”IED 

Event !” symbol=”icon:…” x=”10.1” y=”10.2” z=”0” > 

</ns0:point> 

3.3.15.4 Communication Protocols 

Sending and propagating alerts mechansim is based on XMPP Multi-User Chat (XEP-
0045) messages. 

Incoming alerts management with topic subscription is based on XMPP Publish-
Subscribe (XEP-0060) messages. 
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3.3.16 I_NCOP_CSD: CSD Interface 

3.3.16.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

 

The initial scope of CSD Alpha implementation in NCOP was: 

 Aquistion of the Catalog of CSD Information products 

 Acquisition of many IP types (GMTI, Collection Plan, Imagery and Video) 

 Imagery : NSIF Viewer 

 Video : Full Motion Video Viewer (with geo footprint) 

 Collection Plan Viewer 

 GMTI (not XML) Viewer 

 CSD IP to be published into NCOP COP  

 Direct consumption of CSD IP by end-user 

 

As a new CSD Bravo has been implemented (see [CSD WS] [CSD Publish Service]), 
the final scope could be: 

 Imagery : NSIF data 

 Video : Full Motion Video data (with geo footprint) 

 Collection Plan data 

 GMTI (not XML) data 

3.3.16.2 Interface Principles 

TBC 

3.3.16.3 Data Elements 

TBC 

3.3.16.4 Communication Protocols 

TBC 
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3.3.17 I_NCOP_CYBER_DEFENSE: CYBER DEFENSE Interface 

3.3.17.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

 

3.3.17.2 Interface Principles 

TBC 

3.3.17.3 Data Elements 

TBC 

3.3.17.4 Communication Protocols 

TBC 
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3.3.18 I_NCOP_ETEE: ETEE FS Interface 

3.3.18.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

 

3.3.18.2 Interface Principles 

TBC 

3.3.18.3 Data Elements 

TBC 

3.3.18.4 Communication Protocols 

TBC 
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3.3.19 I_NCOP_ENVIRONMENTAL: Environmental FS Interface 

3.3.19.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

 

3.3.19.2 Interface Principles 

TBC 

3.3.19.3 Data Elements 

TBC 

3.3.19.4 Communication Protocols 

TBC 
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3.3.20 I_NCOP_EXCEL: EXCEL Data Interface 

3.3.20.1 Interface Overview 

NCOP supports the consumption of Information Products (Ips) from Excel files (2003, 
2007, 2010, 2013, 2016 and 2019). 

3.3.20.2 Interface Principles 

Excel files are consumed by NCOP according following sequences: 

 A BizTalk Orchestration using an OLEDB connector acquires a data sample 
(preview) from the Excel source to allow IP Parameter configuration. Preview is 
displayed in the IP Parameter HMI (Geographical COP Editor) for CDF mapping 
definition. 

 The BizTalk Orchestration using an OLEDB connector acquires the data according 
to the mapping and update frequency defined by the COP Manager (or allowed 
role). 

 A “mapping” component transforms the Excel data into a CDF XML overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

 

3.3.20.3 Data Elements 

Data elements used by the mapping are columns of Excel files. 

The NCOP model defines mandatory attributes that shall be mapped as displayed in 
the following table. 

Table 23: List of objects and attributes mapped between Excel and NCOP 

Excel Column NCOP 
Object 

NCOP attribute Mandatory 

Any Technical 
identifier 

point Uri Yes 

Any military 
code or url of 
custom symbol 

symbol Yes 

The symbol can be defined: 

- from a symbol code 
(military standards), 

- from a URL hosting a static 
bitmap (PNG), 

- from a URL hosting a 
symbology server web 
service, 

- as a custom symbol that is 
based also on mapping rules 
using combination of any 
Excel column. 

Any label/name 
or object 
qualifier 

label Yes 
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Excel Column NCOP 
Object 

NCOP attribute Mandatory 

Longitude or 
MGRS 

x (longitude in decimal degrees format, DDMMSS 
with optional decimal and DDMM with optional 
decimal) 

 

Yes 

Latitude or 
MGRS 

y (latitude in decimal degrees format, DDMMSS with 
optional decimal and DDMM with optional decimal) 

Yes 

Altitude z (in meters) No 

Date column 
(report of 
object) 

metadata/dcterms:modified (report date) No (if not provided by Excel 
file then it can be set 
automatically by a specific 
Information Product setting) 

Date column 
(appearance 
date of object) 

ExtendedData/TimeSpan.begin No 

Date column 
(disappearance 
date of object) 

ExtendedData/TimeSpan.end No 

Date column 
(report of 
object) 

TimeStamp No 

Semantic 
attributes 

ExtendedData/ADEM.Type 

ExtendedData/ADEM.SubType 

ExtendedData/ 
ADEM.OrganisationStatusOperationalStatusCode 

ExtendedData/ADEM.AffiliationGeopoliticalCode 

ExtendedData/ADEM.ObjectItemHostilityStatusCode 

ExtendedData/ADEM.ObjectItemNameText 

No (to be set by role allowed 
to define Excel source as 
COP IP) 

Link to 
documents 

ExtendedData/Documents No (to be set if some column 
has been mapped as 
document links) 

Custom symbol 
Legend 

ExtendedData/Legend No (to be set only if a 
custom symbol is applied) 

Hyperlink to 
additional 
information 
web page 

 href No (to be set if some column 
has been mapped as 
Hyperlink to additional 
information web page) 

All columns 
(previous and 
remaining) 

 Extended Data No 
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Excel Column NCOP 
Object 

NCOP attribute Mandatory 

Relations 
between BSOs 
(up to 5 Excel 
columns) 

 extension/BSOAssociations/Association/Object/ 

extension/BSOAssociations/Association/Subject/ 

extension/BSOAssociations/Association/StartDTG/ 

extension/BSOAssociations/Association/EndDTG/ 

extension/BSOAssociations/Association/Category/ 

 

No 

(to be set by role allowed to 
define Excel source as COP 
IP: 

- one column to define the 
status of the relation for the 
current NCOP BSO: “Object” 
or “Subject” 

- one column to define the 
identifier of linked BSOs 

- one column to define Start 
Date Time Group of the 
relation 

- one column to define End 
Date Time Group of the 
relation 

- one column to define 
Category of the relation) 

 

3.3.20.4 Communication Protocols 

The protocol used for the I_NCOP_EXCEL interface is based on the OLEDB 
connector through a connection string. The connection string relies on format defined 
in [CONNECTION STRING]. 

 

The following table displays connection strings samples: 

Table 24: Connection strings samples 

Source Connection string sample 

Excel 2003 provider=Microsoft.ACE.OLEDB.12.0;Data Source=ExcelFullPathName;Extended 
Properties=”Excel 8.0;IMEX=1”; 

Excel 2007 provider=Microsoft.ACE.OLEDB.12.0;Data Source=ExcelFullPathName;Extended 
Properties=”Excel 12.0;IMEX=1”; 

Excel 2010 provider=Microsoft.ACE.OLEDB.12.0;Data Source=ExcelFullPathName;Extended 
Properties=”Excel 12.0;IMEX=1”; 

 

Note that the I_NCOP_EXCEL interface also uses low-level communication protocol 
to access the Excel files that can be provided using file deposit or provided as e-mail 
attachment (POP3 protocol for e-mail acquisition). 
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3.3.21 I_NCOP_FFI: FFI Interface 

3.3.21.1 Interface Overview 

This interface is delayed in NCOP Increment-2. To be completed if delayed CLIN is 
triggered. 

 

In any national, multinational, coalition and NATO operation, all authoritative 
commanders require situational awareness about the precise disposition of all friendly 
forces at all times with the highest possible accuracy. The Friendly Force Tracking 
protocol FFI (STANAG 5527) [FFI] outlines the basic technical and operational 
principles for using FFTS in an environment, where differing FFTS and FFTS-capable 
C2 Systems operate together by means of exchanging Friendly Force Information 
(FFI) messages listed in the NATO Message Catalogue (APP-11)]. It also provides the 
technical standard for exchanging FFI messages. The detailed FFI-message text 
format (MTF) is contained in the most recently ratified version of APP-11. In addition 
to the message format, this document defines mapping details for allowing data 
transfer between differing standards (i.e., FFI MTF to NFFI). 

 

3.3.21.2 Interface Principles 

To be completed if delayed CLIN is triggered. 

 

3.3.21.3 Data Elements 

To be completed if delayed CLIN is triggered. 

 

3.3.21.4 Communication Protocols 

To be completed if delayed CLIN is triggered. 
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3.3.22 I_NCOP_GENERIC_TEXT: Generic Text Interface 

3.3.22.1 Interface Overview 

NCOP supports any given TEXT data format (not known by NCOP) and allows 
transforming it into NCOP CDF format. 

These transformations are available since a mapping is performed from the given 
TEXT data Schema to the CDF XML Schema. This mapping shall be implemented 
with an Altova MapForce Design Project containing an Altova MapForce FlexText. 

The Altova MapForce Design Project shall be used to generate C# ad-hoc source 
code. This C# source code shall be built and the resulting .exe shall be used in NCOP. 

 

3.3.22.2 Interface Principles 

The I_NCOP_ GENERIC_TEXT interface is implemented through the exchange of 
TEXT data file. 

A “mapping” component transforms the TEXT file into a CDF XML overlay (using the 
.exe file generated from the MapForce Design Project C# source code). 

A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

3.3.22.3 Data Elements 

Data elements used by the mapping are TEXT attributes of the given TEXT data files. 

The NCOP model defines mandatory attributes that shall be mapped as displayed in 
the following table. 

Table 25: List of objects and attributes mapped between any given TEXT and NCOP 

TEXT 
elment/attribute 

NCOP 
Object 

NCOP attribute Mandatory 

Any Technical 
identifier 

point Uri Yes 

Any military 
code or url of 
custom symbol 

symbol Yes 

The symbol can be defined: 

- from a symbol code 
(military standards), 

- from a URL hosting a 
static bitmap (PNG), 

- from a URL hosting a 
symbology server web 
service, 

- as a custom symbol 

Any label/name 
or object 
qualifier 

label Yes 

Longitude x (longitude in decimal degrees) 

 

Yes 

Latitude y (latitude in decimal degrees) Yes 
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TEXT 
elment/attribute 

NCOP 
Object 

NCOP attribute Mandatory 

Altitude z (in meters) No 

Speed Speed (k/m) No 

Date column 
(report of object) 

metadata/dcterms:modified (report date) No 

Date column 
(appearance 
date of object) 

ExtendedData/TimeSpan.begin No 

Date column 
(disappearance 
date of object) 

ExtendedData/TimeSpan.end No 

Date column 
(report of object) 

TimeStamp No 

Semantic 
attributes 

ExtendedData/ADEM.Type 

ExtendedData/ADEM.SubType 

ExtendedData/ 
ADEM.OrganisationStatusOperationalStatusCode 

ExtendedData/ADEM.AffiliationGeopoliticalCode 

ExtendedData/ADEM.ObjectItemHostilityStatusCode 

ExtendedData/ADEM.ObjectItemNameText 

No 

Link to 
documents 

ExtendedData/Documents No (to be set if some 
column has been mapped 
as document links) 

Custom symbol 
Legend 

ExtendedData/Legend No (to be set only if a 
custom symbol is applied) 

Hyperlink to 
additional 
information web 
page 

 href No (to be set if some 
column has been mapped 
as Hyperlink to additional 
information web page) 

All columns 
(previous and 
remaining) 

 Extended Data No 
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TEXT 
elment/attribute 

NCOP 
Object 

NCOP attribute Mandatory 

Relations 
between BSOs 
(up to 5 TEXT 
elements or 
attributes) 

 extension/BSOAssociations/Association/Object/ 

extension/BSOAssociations/Association/Subject/ 

extension/BSOAssociations/Association/StartDTG/ 

extension/BSOAssociations/Association/EndDTG/ 

extension/BSOAssociations/Association/Category/ 

 

No 

(to be set by role allowed to 
define Any TEXT source as 
COP IP: 

- one column to define the 
status of the relation for the 
current NCOP BSO: 
“Object” or “Subject” 

- one column to define the 
identifier of linked BSOs 

- one column to define Start 
Date Time Group of the 
relation 

- one column to define End 
Date Time Group of the 
relation 

- one column to define 
Category of the relation) 

 

Samples are provided below: 

- TEXT sample as input data:  

- MapForce projects used to transform the TEXT sample data to NCOP CDF: 

 
 

3.3.22.4 Communication Protocols 

The I_NCOP_ GENERIC_TEXT interface is implemented through the exchange of 
Text files. 
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3.3.23 I_NCOP_GENERIC_XML: Generic XML Interface 

3.3.23.1 Interface Overview 

NCOP supports any given XML data format (not known by NCOP) and allows 
transforming it into NCOP CDF format. 

These transformations are available since a mapping is performed from the given XML 
data Schema to the CDF XML Schema. This mapping is implemented using XSLT file 
that can contains C# allowing calls to functions (scripts or .NET assemblies) to perform 
more complex processing: geo coordinates conversion ... 

These XSLT files are not provided by NCOP, They shall be provided by the COP 
Manager or any NCOP Administrator as a resource to process the given XML data.  

3.3.23.2 Interface Principles 

The I_NCOP_ GENERIC_XML interface is implemented through the exchange of XML 
data file and ad-hoc XSLT resource file. 

A “mapping” component transforms the XML file into a CDF XML overlay since the 
XSLT file is uploaded into the Information Product definition (“Query” tab in the NCOP 
Management MMI). 

A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

 

3.3.23.3 Data Elements 

Data elements used by the mapping are XML elements and XML attributes of the given 
XML data files. 

The NCOP model defines mandatory attributes that shall be mapped as displayed in 
the following table. 

Table 26: List of objects and attributes mapped between any given XML and NCOP 

XML 
elment/attribute 

NCOP 
Object 

NCOP attribute Mandatory 

Any Technical 
identifier 

point Uri Yes 

Any military 
code or url of 
custom symbol 

symbol Yes 

The symbol can be defined: 

- from a symbol code 
(military standards), 

- from a URL hosting a 
static bitmap (PNG), 

- from a URL hosting a 
symbology server web 
service, 

- as a custom symbol 

Any label/name 
or object 
qualifier 

label Yes 
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XML 
elment/attribute 

NCOP 
Object 

NCOP attribute Mandatory 

Longitude x (longitude in decimal degrees) 

 

Yes 

Latitude y (latitude in decimal degrees) Yes 

Altitude z (in meters) No 

Speed Speed (k/m) No 

Date column 
(report of object) 

metadata/dcterms:modified (report date) No 

Date column 
(appearance 
date of object) 

ExtendedData/TimeSpan.begin No 

Date column 
(disappearance 
date of object) 

ExtendedData/TimeSpan.end No 

Date column 
(report of object) 

TimeStamp No 

Semantic 
attributes 

ExtendedData/ADEM.Type 

ExtendedData/ADEM.SubType 

ExtendedData/ 
ADEM.OrganisationStatusOperationalStatusCode 

ExtendedData/ADEM.AffiliationGeopoliticalCode 

ExtendedData/ADEM.ObjectItemHostilityStatusCode 

ExtendedData/ADEM.ObjectItemNameText 

No 

Link to 
documents 

ExtendedData/Documents No (to be set if some 
column has been mapped 
as document links) 

Custom symbol 
Legend 

ExtendedData/Legend No (to be set only if a 
custom symbol is applied) 

Hyperlink to 
additional 
information web 
page 

 href No (to be set if some 
column has been mapped 
as Hyperlink to additional 
information web page) 

All columns 
(previous and 
remaining) 

 Extended Data No 
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XML 
elment/attribute 

NCOP 
Object 

NCOP attribute Mandatory 

Relations 
between BSOs 
(up to 5 XML 
elements or 
attributes) 

 extension/BSOAssociations/Association/Object/ 

extension/BSOAssociations/Association/Subject/ 

extension/BSOAssociations/Association/StartDTG/ 

extension/BSOAssociations/Association/EndDTG/ 

extension/BSOAssociations/Association/Category/ 

 

No 

(to be set by role allowed to 
define Any XML source as 
COP IP: 

- one column to define the 
status of the relation for the 
current NCOP BSO: 
“Object” or “Subject” 

- one column to define the 
identifier of linked BSOs 

- one column to define Start 
Date Time Group of the 
relation 

- one column to define End 
Date Time Group of the 
relation 

- one column to define 
Category of the relation) 

 

Samples are provided below: 

- XML sample as input data:  

- XSLT used to transform the XML sample data to NCOP CDF:  

- NCOP CDF result:  

3.3.23.4 Communication Protocols 

The I_NCOP_ GENERIC_XML interface is implemented through the exchange of XML 
files. 



 NATO UNCLASSIFIED 125 

 

3.3.24 I_NCOP_ICC_WISI: WISI (ICC) Interface 

3.3.24.1 Interface Overview 

ICC is an Integrated Planning, Tasking, Intelligence, Operations and Airspace 
Management capability developed by NATO C3 Agency to support Air Operations in 
NATO. 

NCOP receives the Recognized Air Picture (RAP) from ICC. 

The interface between NCOP and ICC is based on the ICC Web Standard Interface 
(WISI). 

ICC serves the following data through web service interface WISI 1.4.0: 

 Airbases ; 

 Air units ; 

 SAM units ; 

 Radar units ; 

 ACO ; 

 ReleasedPTL ; 

 ATO; 

3.3.24.2 Interface Principles 

The following web service methods provided by ICC are consumed by NCOP: 

Table 27: List of web service methods provided by ICC and consumed by NCOP 

Object WISI Method Name Comment 

 getDatabases  

UNITS getAirbases  

getRadarUnits  

getSAMUnits  

getAirUnits  

ACO getCurrentACO  

TARGETS getReleasedPTL  

ATO getCurrentATO  

 

A “mapping” component transforms the ICC XML stream into a CDF XML file. 

A “publication” component publishes the CDF XML file into the NCOP Storage. 

3.3.24.3 Data Elements 

Table below lists the objects and attributes mapped between WISI and NCOP. 

All of the order of battle (orbat) classes, which have id, name, app6aSymbol and 
location as common attributes, are extended from a base class, called “WsOrbat”. 

“WsGeoRefPoint” class is used for specifying the “GeoRef” point locations which have 
latitude and longitude values. 
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Table 28: List of objects and attributes mapped between WISI and NCOP 

WISI Object WISI Attributes WISI 
Object/Attribute 
description 

NCOP Object NCOP attribute 

WsOrbat (base 
class) 

  point 

content-item 

 

id or baseOrUnitId Identifier of the 
BSO 

uri 

app6aSymbol Contains symbol 
information 
(App6a standard 
15 characters 
code) 

symbol 

 

name Short Name of 
the BSO 

Label 

ExtendedData/ADEM.ObjectItemNameText 

WsGeoRefPoint/ longitude Location of the 
BSO (longitude) 

x 

WsGeoRefPoint/ latitude Location of the 
BSO (latitude) 

y 

wsRadarUnit wsRadarUnit/ lastChangedDTG  point 

content-item 

ExtendedData/dcterms:modified 

wsRadarUnit/countryCode  ExtendedData/ADEM.AffiliationGeopoliticalCode 

app6aSymbol 

(ASSUMED_FRIEND: ‘A’ 

FAKER: ‘K’ 

PENDING: ‘P’ 

UNKNOWN: ‘U’ 

FRIEND: ‘F’ 

NEUTRAL: ‘N’ 

SUSPECT: ‘S’ 

HOSTILE: ‘H’ 

JOKER:’J’ 

OTHER: ‘O’) 

 ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

(SUSPECT: ‘SUSPCT’ 

ASSUMED_FRIEND: ‘AFR’ 

FAKER: ‘FAKER’ 

PENDING: ’PENDNG’ 

UNKNOWN: ‘UNK’ 

FRIEND: ‘FR’ 

NEUTRAL: ‘NEUTRL’ 

ASSUMED_NEUTRAL: ‘ANT’ 

INVOLVED: ‘IV’ 

ASSUMED_INVOLVED: ‘AIV’ 

SUSPECT: ‘SUSPCT’ 

HOSTILE: ‘HO’ 

ASSUMED_HOSTILE: ‘AHO’ 

JOKER: ‘JOKER’ 

OTHER: ‘UNK’ 

UNIDENTIFIED: ‘UNK’) 

 

  ExtendedData/SOURCE.Type = ‘radarUnit’ 

  ExtendedData/ADEM.Type = ‘Unit’ 
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WISI Object WISI Attributes WISI 
Object/Attribute 
description 

NCOP Object NCOP attribute 

WsAirbase WsAirbase/ lastChangedDTG  point 

content-item 

ExtendedData/dcterms:modified 

WsAirbase/countryCode  ExtendedData/ADEM.AffiliationGeopoliticalCode 

app6aSymbol 

 

 ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

 

  ExtendedData/SOURCE.Type = ‘airbase’ 

  ExtendedData/ADEM.Type = ‘Facility’ 

  ExtendedData/ADEM.SubType = 
‘MilitaryBaseFacilityAirportAirbase’ 

WsSAMUnit WsSAMUnit / lastChangedDTG  point 

content-item 

 

ExtendedData/dcterms:modified 

id  label 

WsSAMUnit/ countryCode  ExtendedData/ADEM.AffiliationGeopoliticalCode 

app6aSymbol 

 

 ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

 

  ExtendedData/SOURCE.Type = ‘samUnit’ 

  ExtendedData/ADEM.Type = ‘Unit’ 

WsAirUnit WsAirUnit/ lastChangedDTG  point 

content-item 

ExtendedData/dcterms:modified 

WsAirUnit/ countryCode  ExtendedData/ADEM.AffiliationGeopoliticalCode 

app6aSymbol 

 

 ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

 

   

  ExtendedData/ADEM.Type = ‘Unit’ 

WsACO WsACO/WsACOMeans/ 
lastChangedDTG 

 point, circle, 
corridor,polygon, 
127ilometr, 
composite, 
ellipse, content-
item, Orbit. 

(wsOrbit is 
mapped to the 
NVG2  Orbit 
shape). 

ExtendedData/dcterms:modified 

WsACO/WsACOMeans/ 
minAltitude 

 ExtendedData/minAltitude (for polygon, circle, 
corridor or ellipse) 

WsACO/WsACOMeans/ 
maxAltitude 

 ExtendedData/maxAltitude (for polygon, circle, 
corridor or ellipse) 

WsACO/WsACOMeans/ 
center/longitude 

 cx (for circle) 
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WISI Object WISI Attributes WISI 
Object/Attribute 
description 

NCOP Object NCOP attribute 

WsACO/WsACOMeans/ 
center/latitude 

 cy (for circle) 

WsACO/WsACOMeans/radius 
(meters) 

 r (for circle) (128ilometres) 

WsACO/WsACOMeans/width 
(meters) 

 Width (for corridor) (128ilometres) 

app6aSymbol  ExtendedData/ADEM.AffiliationGeopoliticalCode 

app6aSymbol  ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

 

  ExtendedData/ADEM.Type = ‘Facility’ 

WsTargetListItem WsTargetList/ lastChangedDTG  point, circle, 
corridor, 
polygon, 
polyLine, 
composite, 
ellipse, content-
item 

 

ExtendedData/dcterms:modified 

WsTargetList/minAltitude  ExtendedData/minAltitude (for polygon, circle, 
corridor or ellipse) 

WsTargetList/maxAltitude  ExtendedData/maxAltitude (for polygon, circle, 
corridor or ellipse) 

WsTargetList/center/longitude  cx (for circle) 

WsTargetList/center/latitude  cy (for circle) 

WsTargetList/radius  r (for circle) 

WsTargetList/width  Width (for corridor) 

WsTargetListItem/ countryCode  ExtendedData/ADEM.AffiliationGeopoliticalCode 

app6aSymbol  ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

 

WsATO WsATO  Group (<g>) Label =  ‘currentATO’ + WsATO/atoId 

Example: <ns0:g label=”currentAto 1” uri=”1”> 

WsATO/atoId  uri 

    

WsMission A mission Composite 
(<composite>) 

label = ‘mission’ + WsMission/id +’/’ + 
WsMission/MissionNumber 

Example: <ns0:composite label=”mission 
1/110NW000” uri=”1/110NW000”> 
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WISI Object WISI Attributes WISI 
Object/Attribute 
description 

NCOP Object NCOP attribute 

WsMission/id  Uri =  WsMission/id +’/’ + 
WsMission/MissionNumber 

WsMissionRoutes Set of routes point, circle, 
corridor, 
polygon, 
polyline, Orbit. 

(wsOrbit is 
mapped to the 
NVG2  Orbit 
shape) 

 

 

WsMissionRoute/id   Uri = WsMission/id +’/’ + 
WsMission/MissionNumber + ‘/’ + 
WsMissionRoutes/id 

Example: <ns0:point uri=”1/110NW000/2” 
label=”AVIANO 110NW000” 
symbol=”app6a:SFGPIBA---H-***” 
modifiers=”T:AVIANO;W:2006-07-
05T09:04:02.000+02:00;” 
x=”12.6027777777778” 
y=”46.033333333333296” style=””> 

WsMissionRoutes/location/name 
+ WsMission/MissionNumber 

  Label 

    

    

 

In addition, the NCOP mapping process of WISI ATO interface connects lines 
according following criteria: 

 when ACM do not match exactly in sequence, connecting lines are created to 
match the closest point between each ACM (make a choice based on the length of 
the generated connecting line) 

o depending on the ACM shape, NCOP calculates connecting lines (in 
conjunction with <direction> attribute: NORMAL or REVERSED): 

 corridor / orbit: first and last point 

 any area (polygon, circle, etc.): centre point (barycentre as best estimate) 

 when ACM are defined as ALTERNATE, no connecting line is drawn by default 

3.3.24.4 Communication Protocols 

The communication protocol used by the I_NCOP_ICC_WISI interface is SOAP over 
HTTP binding. 

The majority of WISI services are exposed in https. The ICC WISI certificate shall be 
stored in NCOP BizTalk certificate store in order to be consumed by NCOP. 
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3.3.25 I_NCOP_IGEOSIT: iGeoSIT Interface 

3.3.25.1 Interface Overview 

iGeoSIT (interim Geo Spatial Intelligence Tool) system provides field commanders 
with accurate geographical information to optimise their situational awareness and 
reduce decision-making cycle time. 

iGeoSIT Interface (since version 2.0.1) exposes Data and Geo Data in various formats 
which are consumed by NCOP: 

 OGC WMS (see §3.2.4) 

 OGC WMC (see §3.2.9)  

 NVG (see §3.3.40) 

In addition, iGeoSIT consumes COPs through the JIPS web service exposed by 
NCOP (see §3.3.27).  

3.3.25.2 Interface Principles 

Interface principles are described in their respective section: 

 OGC WMS (see §3.2.4) 

 OGC WMC (see §3.2.9)  

 NVG (see §3.3.40) 

3.3.25.3 Data Elements 

Data elements are described in their respective section: 

 OGC WMS (see §3.2.4) 

 OGC WMC (see §3.2.9)  

 NVG (see §3.3.40) 

3.3.25.4 Communication Protocols 

Communication protocols are described in their respective section: 

 OGC WMS (see §3.2.4) 

 OGC WMC (see §3.2.9)  

 NVG (see §3.3.40) 
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3.3.26 I_NCOP_INTELFS: INTEL-FS native XML interface 

3.3.26.1 Interface Overview 

INTEL-FS aims to provide a suite of Functional Services to intelligence staff to support 
and enhance the execution of their operational missions, processes and tasks. 

INTEL-FS holds the following Battle Space Object (BSO or IIE) in its repositories: 

 Unit ; 

 Event ; 

 Organisation ; 

 Person ; 

 Place ; 

 Target; 

 

NCOP is capable of receiving information and processing updates from INTEL-FS 
(since version 1.2.X). An NCOP internal INTEL-FS Proxy is processing the INTEL-FS 
source. 

3.3.26.2 Interface Principles 

INTEL-FS provides web service to export User selected subset of its database to be 
consumed by other systems, i.e., NCOP. 

INTEL-FS XML data is consumed by NCOP according following sequences: 

 A NCOP internal INTEL-FS Proxy invokes the appropriate methods to get the 
source IP according to filters defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the INTEL-FS stream into a CDF XML overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

The following web service methods provided by INTEL-FS are consumed by NCOP: 

Table 29: List web service methods provided by INTEL-FS and consumed by NCOP 

Service WS Method Name Comment 

System Service 

GetAuthorisedOrganisationalNodeLogicalDatabaseCouples 

This operation returns all 
Organisational Node / Logical 
Database couples available 
for the caller depending on 
access rights. 

 

NCOP uses “Named Overlay” 
Object type. 

Query Service 

Query 

 

This query method does the 
search in the INTEL-FS 
database using constraints 
parameters to construct the 
query (with AND and OR 
operators). 

 

The Query operation returns 
an array of LightWeightIIE[]. 
Objects. 
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Entity Service 

Read 

For each LightWeightIIE, its ID 
it is used as parameter of 
Read operation. 

 

The read operation is used to 
get an object (Named 
Overlay) from the database 
using its ID. 

Entity Service 

GetAttachments 

For each LightWeightIIE, its ID 
it is used as parameter of 
GetAttachments operation. 

 

The GetAttachments 
operation is used to get all 
attachments of an object 
(Named Overlay). This 
operation only returns file links 
contained in the AttachedFile 
parameter of an IIE. 

 

The NCOP INTEL-FS proxy is implemented as a IIS Web Service hosted on NCOP 
BizTalk Server. 

 

3.3.26.3 Data Elements 

When a COP Manager defines an INTEL-FS Information Product on NCOP, he shall 
choose: 

 the INTEL-FS context 

 the expected “Named Overlay” or the “IntelligenceSituationOverlay”. 

 

Then data elements (Named Overlay or IntelligenceSituationOverlay content) 
transmitted by INTEL-FS through the GetAttachments operation are based on NVG 
1.5 XML format and then publish in CDF XML format on NCOP portal. 

 

3.3.26.4 Communication Protocols 

The protocol used for the interface between NCOP and Intel-FS is based on Web 
Services (SOAP over HTTP binding). 
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3.3.27 I_NCOP_JCOP_WS: JCOP Web Services 

3.3.27.1 Interface Overview 

NCOP includes as provider, the following Web Services defined in JCOP Version 0.6.1 
Definition: 

 JCOP IP Publishing Service: JIPS expose the available Information Products to 
Consumers (those who are compatible with JCOP 0.6.1: for example iGeoSIT); 

 JCOP Overlay Service: JOS allows consumers to submit overlays into NCOP; 

 

These web services are exposed in anonymous access for external systems as 
iGeoSIT. 

3.3.27.2 Interface Principles 

The Geographical COP Editor is consumer of the following NCOP web services: 

 JCOP IP Publishing Service; 

 JCOP Overlay Service; 

 

The WSDL interface protocol and XML schemas of this interface is provided in 
separated files outside of this ICD. 

3.3.27.3 Data Elements 

 

Data elements provided by NCOP JIPS ans JOS (JCOP compatible) Services are 
explained in the following table. 

 

Table 30: List of data elements provided by NCOP JIPS ans JOS (JCOP compatible) 
Services 

Service Operation name Description Request 
Parameter 

Response 

NCOP JIPS (compatible 
with iGeoSIT) 

GetServiceDefinition The purpose of the 
GetServiceDefinition operation is to 
obtain the JCOP IP Service overall 
information and available COPs from 
this Service. 

None product-
servicedefinition 

 GetProduct The purpose of the GetProduct 
operation is to obtain the Information 
Product definition,  

product-request product-document 

 GetProductStatus The purpose of the GetProductStatus 
operation is to obtain a lightweight 
Information Product definition. 

Product-request 

scope 

product-content-
document 

 GetProductContent The purpose of the GetProductContent 
operation is to obtain the IP content 
using the requested layers identification 
and visualization elements. 

Product-content-
request 

product-content-
document 

 GetProductContentStatus The purpose of the 
GetProductContentStatus operation is 
to obtain the status of the IP content 

Product-content-
request 

product-content-
document 
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Service Operation name Description Request 
Parameter 

Response 

using an identical structure of requested 
layers identification and visualization 
elements as the GetProductContent 
operation. 

 SearchProduct The purpose of the SearchProduct is to 
retrieve the NVG elements of a NCOP 
Information Product matching the 
search criteria. 

Search-request search-product-
document 

 GetServicePreview The purpose of the GetServicePreview 
operation is to obtain the lightweight 
NCOP IP Service and available COPs. 

Parameters product-servicepreview 

NCOP JOS GetOverlaysCapabilities The purpose of the 
GetOverlaysCapabilities operation is to 
obtain the following capabilities: 

- List of overlays that the JOS can 
accept submission for; 

- List of COP Products the JOS can 
accept an overlay to be included into; 

- If the Service allows submissions of 
new overlays. 

None overlays-capabilities 

 SubmitNew The purpose of this operation is to allow 
a consumer to propose a new overlay to 
be created within a proposed COP IP, 
allowing also a tentative group to be 
proposed. 

New-overlay-
submission  

submission-receipt 

 Submit The purpose of the Submit operation is 
to allow a consumer to send an (ie. 
Update of an existing) overlay into a 
NCOP. 

Overlay-
submission 

submission-receipt  

 

 SubmitOneWay The purpose of this operation is to 
behave like the Submit operation but 
not delivering a response message 

overlay-
submission  

 

None 

 Discard The purpose of this operation is to allow 
a consumer to discard the availability of 
an overlay from NCOP 

overlay-discard discard-receipt  

 

 GetOverlay The purpose of this operation is to allow 
a consumer to retrieve the content of a 
submitted overlay even if this overlay 
has not been assigned to any NCOP 
layer (making the content available 
through the JIPS interface). 

Overlay-request  

 

overlay-document 

 

3.3.27.4 Communication Protocols 

The communication protocol used by the I_NCOP_JCOP_WS interface is SOAP over 
HTTP binding. 
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3.3.28 I_NCOP_JOCWATCH: JOCWatch Operational Incident 
Reporting XML Web Service 

3.3.28.1 Interface Overview 

NCOP consumes the Jocwatch Operational Incident Reporting XML Web Service 
(since version 2.0) in order to retrieve the incidents. 

3.3.28.2 Interface Principles 

The following web service methods provided by JOCWatch are consumed by NCOP: 

Table 31: List of web service methods provided by JOCWatch and consumed by NCOP 

OIR WS Method Name Comment 

GetIncidentsByPeriod Returns – Incidents in OIR 
format. 

GetIncidentsLastHours Returns – Incidents in OIR 
format. 

 

Jocwatch Operational Incident Reporting XML Web Service defined in [JOCWatch] is 
consumed by NCOP according following sequences: 

 A BizTalk Orchestration invokes the appropriate methods to get the source IP 
according to filters defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the JOCWATCH XML stream into a CDF XML 
file. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

3.3.28.3 Data Elements 

Table below lists the objects and attributes mapped between JOCWatch and NCOP. 

Table 32: List of objects and attributes mapped between JOCWatch and NCOP 

JOCWatch 
Object 

JOCWatch Attributes JOCWatch 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

Incident   point, 
content-
item 

 

IncidentNumber Identifier of the 
BSO 

uri 

LogEntries/LogEntry/MilitaryCode/ 
MilStd2525b 

Contains symbol 
information 
(2525b standard 
15 characters 
code) 

 

 

symbol 

 

Label Short Name of 
the BSO 

label 

ADEM.ObjectItemNameText 
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JOCWatch 
Object 

JOCWatch Attributes JOCWatch 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

LogEntries/LogEntry/Coordinate/ Longitude Location of the 
BSO (longitude) 

x 

LogEntries/LogEntry/Coordinate/ Latitude Location of the 
BSO (latitude) 

y 

LogEntries/LogEntry/MilitaryCode/ 
MilStd2525b 

 ExtendededData/ ADEM.AffiliationGeopoliticalCode 

IncidentStatus  ExtendedData/ 
ADEM.OrganisationStatusOperationalStatusCode 

LogEntries/LogEntry/MilitaryCode/MilStd2525b 

 

ASSUMED_FRIEND: ‘A’ 

FAKER: ‘K’ 

PENDING: ‘P’ 

UNKNOWN: ‘U’ 

FRIEND: ‘F’ 

NEUTRAL:’N’ 

SUSPECT: ‘S’ 

HOSTILE: ‘H’ 

JOKER: ‘J’ 

 ExtendedData/ADEM.ObjectItemHostilityStatusCode 

 

(SUSPECT: ‘SUSPCT’ 

ASSUMED_FRIEND: ‘AFR’ 

FAKER: ‘FAKER’ 

PENDING: ’PENDNG’ 

UNKNOWN: ‘UNK’ 

FRIEND: ‘FR’ 

NEUTRAL: ‘NEUTRL’ 

ASSUMED_NEUTRAL: ‘ANT’ 

INVOLVED: ‘IV’ 

ASSUMED_INVOLVED: ‘AIV’ 

SUSPECT: ‘SUSPCT’ 

HOSTILE: ‘HO’ 

ASSUMED_HOSTILE: ‘AHO’ 

JOKER: ‘JOKER’ 

OTHER: ‘UNK’ 

UNIDENTIFIED: ‘UNK’) 

  ExtendedData/ADEM.Type = ‘ActionEvent’ 

LogEntries/LogEntry/Category/Code 

(‘IEDEXP’ or ‘HJCKPL’) 

 ExtendedData/ADEM.SubType 

(‘IedExplosion’ or ‘HijackingPlane’) 

  SOURCE.Type = ‘Incidents’ 

SecurityLabel/Classification  ConfidentialityLabel/ 
ConfidentialityInformation/Classification 

SecurityLabel/Owner  ConfidentialityLabel/ 
ConfidentialityInformation/PolicyIdentifier 

  ConfidentialityLabel/ 
ConfidentialityInformation/Category 
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3.3.28.4 Communication Protocols 

The protocol used for the interface between NCOP and JOCWatch is based on Web 
Services (SOAP over HTTP binding). 
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3.3.29 I_NCOP_JOIIS: JOIIS XML format for ORBAT Interface 

3.3.29.1 Interface Overview 

JOIIS was the NATO software which provided intelligence data management 
functionality before Bi-SC AIS Intelligence Functional Service (Intel-FS) 
implementation. 

JOIIS (Joint Operations-Intelligence Information System) holds the following data in its 
repositories: 

 Persons; 

 Organizations; 

 Events; 

 Units; 

 Facilities; 

 Equipments; 

 Airfields; 

JOIIS (since version 8.2.1) provides a web service to export User selected subset of 
its database to be consumed by other systems, i.e., NCOP. 

3.3.29.2 Interface Principles 

The following web service methods provided by JOIIS 8.2.1 are consumed by 
NCOP: 

Table 33: List web service methods provided by JOIIS and consumed by NCOP 

OIR WS Method Name Comment 

GetSavedQueries Returns queries defined in JOIIS. 

GetQueryResultsById Returns BSOs and links. 

 

JOIIS Web Service defined in [JOIIS] is consumed by NCOP according following 
sequences: 

 A BizTalk Orchestration invokes the appropriate methods to get the source IP 
according to filters defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the JOIIS XML stream into a CDF XML file. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

3.3.29.3 Data Elements 

Table below lists the objects and attributes mapped between JOIIS file and NCOP. 

Table 34: List of objects and attributes mapped between JOIIS file and NCOP 

 

JOIIS Object JOIIS Attributes JOIIS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

QueryResults   point  
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JOIIS Object JOIIS Attributes JOIIS 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

ExternalId Identifier of the 
BSO 

content-
item 

uri 

App6Acode Contains symbol 
information 
(App6a standard 
15 characters 
code) 

symbol 

 

Name Short Name of 
the BSO 

Label 

ExtendedData/ADEM.ObjectItemNameText 

Longitude Location of the 
BSO (longitude) 

x 

Latitude Location of the 
BSO (latitude) 

y 

 App6Acode   ExtendedData/ADEM.AffiliationGeopoliticalCode 

 App6Acode   ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

(‘HO’, ‘FR’ or ‘NEUTRL’) 

 bsoType 

(‘Event’, ‘Facilities’, ‘Unit’, 
‘Organisation’, ‘Place’ or ‘Person’) 

  ExtendedData/ADEM.Type 

(ActionEvent, ‘Facility’, ‘Unit’, ‘Organisation’, 
‘Facility’, ‘NKN’) 

 bsoType 

(‘Event’, ‘Facilities’, ‘Unit’, 
‘Organisation’, ‘Place’ or ‘Person’) 

  ExtendedData/SOURCE.Type 

 ExternalId   extension/BSOAssociations/Association/Object/ 

 

 OrbatLinks\LinkView\LinkTargetId   extension/BSOAssociations/Association/Subject/ 

 

 AsAtTime   extension/BSOAssociations/Association/StartDTG 

 OrbatLinks\LinkView\ORBATTypeName 

(‘Place’, ‘Facilities’, ’Place’ or ‘Unit’) 

  extension/BSOAssociations/Association/Category 

(‘IsSituatedIn’, ‘IsConnectedTo’, ‘IsConnectedTo’ 
or ‘IsSuperiorOf’) 

Otherwise set to ‘NotKnown’ 

 

 

3.3.29.4 Communication Protocols 

The communication protocol used by the I_NCOP_JOIIS interface is SOAP over HTTP 
binding. 
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3.3.30 I_NCOP_JREAP: JREAP Interface 

3.3.30.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

3.3.30.2 Interface Principles 

TBC 

3.3.30.3 Data Elements 

TBC 

3.3.30.4 Communication Protocols 

TBC 
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3.3.31 I_NCOP_JTS: JTS Interface 

3.3.31.1 Interface Overview 

The Joint Targeting System (JTS) supports much of the targeting process within 
NATO, including the development of target lists, execution planning and the 
deconfliction or synchronisation of targeting by different units within the joint force. 

NCOP consumes WISI interface to access all targeting information located in a JTS 
system version (since version 3.1.0). 

3.3.31.2 Interface Principles 

With JTS releases prior to 4.2.1 the interface principles was the same as those defined 
in the I_NCOP_ICC_WISI interface (see §3.3.24.2). 

Since JTS 4.2.1, the interface principles relies on an updated WSDL. 

 

The interface between NCOP and JTS is based on the JTS Web Standard Interface 
(WISI). 

JTS serves the following data through web service interface WISI: 

 TargetList 

 ReleasedPTL ; 

 ReleasedTargetList; 

 

3.3.31.3 Data Elements 

With JTS releases prior to 4.2.1 the data elements were the same as those defined in 
the I_NCOP_ICC_WISI interface (see §3.3.24.3). 

Since JTS 4.2.1, the interface principles relies on an updated WSDL and updated XML 
schema. 

 

The following web service methods provided by JTS are consumed by NCOP: 

Table 35: List of web service methods provided by JTS and consumed by NCOP 

Object JTS/WISI Method Name Comment 

 getDatabases  

TARGETS getReleasedPTL  

getReleasedTargetList  

getTargetList  

 

A “mapping” component transforms the JTS XML stream into a CDF XML file. 

A “publication” component publishes the CDF XML file into the NCOP Storage. 

 

3.3.31.4 Communication Protocols 

The communication protocol used by the I_NCOP_JTS interface is SOAP over HTTP 
binding. 
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The majority of JTS WISI services are exposed in https. The JTS WISI certificate shall 
be stored in NCOP BizTalk certificate store in order to be consumed by NCOP. 
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3.3.32 I_NCOP_LC2IS: LC2IS Interface 

3.3.32.1 Interface Overview 

LC2IS support the two NATO top level processes “Maintain situation awareness” and 
“Execute and Manage Operations”. 

NCOP receives the following Information Products from LC2IS Increment-2, LC2IS 
Increment 1.1, and LC2IS Increment-2: 

 Overlays containing BSO (such as RGP, RGP + X hours/days …) in LC2IS XML 
native format by using Web Services; 

 OPLAN, WNGO, OPORDER and FRAGO in Microsoft Office format. 

 

3.3.32.2 Interface Principles 

LC2IS overlays in XML format shall be compliant with LC2IS XML schema (provided 
below) and are consumed by NCOP according following sequences: 

 A BizTalk Orchestration invokes the GetCapabilities method for IP configuration 
purpose. Filtering capabilities are displayed in the IP Parameter HMI (Geographical 
COP Editor) for filter definition. 

 The BizTalk Orchestration invokes the GetTacticalOverlay method to get the 
source IP according to filters defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the LC2IS XML stream into a CDF XML 
overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

 

 

The following file contains the WSDL of the I_NCOP_LC2IS interface. 

 

3.3.32.3 Data Elements 

Data elements transmitted through the GetCapabilities interface are XML streams of 
data. The GetCapabilities function returns the list of filters that can be accessed by a 
consumer application through the GetTacticalOverlay operation. 

Data elements transmitted through the GetTacticalOverlay method are XML streams 
of data. 

3.3.32.4 Communication Protocols 

The communication protocol used by the I_NCOP_LC2IS interface is SOAP over 
HTTP binding and exchange of XML files. 



 NATO UNCLASSIFIED 145 

 

3.3.33 I_NCOP_LOGFAS: LOGFAS Interface 

3.3.33.1 Interface Overview 

NCOP will exchange logistics information with Logistics Functional Service (LOG-FS). 
Until LOG-FS project will be implemented, an NCIA developed operational prototype, 
called Logistics Functional Area Services (LOGFAS), is available. 

LOGFAS has following sub systems (using the common Logistics Database, called 
LogBase): 

 LOGREP (Logistics Reporting Tool) is a NATO system developed by NC3A in 
order to partially fulfil the Bi-SC Logistics Reporting requirements as outlined in MC 
53-1; 

 ADAMS (Allied Mobility and Movement System) is a NATO system developed by 
NC3A for Multinational Mobility Management. The main features of ADAMS are: 

o Deployment planning and mobility simulation; 

o Management of data on the forces, the transportation assets and the 
geographical and civil infrastructure. 

 EVE (Effective Visibility Execution) is a ADAMS tool for movement coordination, 
control and reporting; 

 CORSOM (Coalition Reception, Staging and Onward Movement) is a module of 
LOGFAS for managing reception, staging and onward movement operations; 

 

 

3.3.33.2 Interface Principles 

NCOP retrieves the RLP, RENGP and RMEDP from LOGFAS. 

 

3.3.33.3 Data Elements 

TBC 

3.3.33.4 Communication Protocols 

TBC 
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3.3.34 I_NCOP_LOGREP: LOGREP Interface 

NCOP will exchange logistics information with Logistics Functional Service (LOG-FS). 
Until LOG-FS project will be implemented, an NCIA developed operational prototype, 
called Logistics Functional Area Services (LOGFAS), is available. 

LOGFAS has following sub systems (using the common Logistics Database, called 
LogBase): 

 LOGREP (Logistics Reporting Tool) is a NATO system developed by NC3A in 
order to partially fulfil the Bi-SC Logistics Reporting requirements as outlined in MC 
53-1; 

 ADAMS (Allied Mobility and Movement System) is a NATO system developed by 
NC3A for Multinational Mobility Management. The main features of ADAMS are: 

o Deployment planning and mobility simulation; 

o Management of data on the forces, the transportation assets and the 
geographical and civil infrastructure. 

 EVE (Effective Visibility Execution) is a ADAMS tool for movement coordination, 
control and reporting; 

 CORSOM (Coalition Reception, Staging and Onward Movement) is a module of 
LOGFAS for managing reception, staging and onward movement operations; 

 

3.3.34.1 Interface Overview 

In order to support logistics process, NCOP provides an interface with the LOGREP 
tool of the LOGFAS suite. 

The LOGREP version interfaced by NCOP is that part of the LOGFAS 6.1.5 suite. 

3.3.34.2 Interface Principles 

The table below lists the objects provided by LOGREP. 

Table 36: List of objects provided by LOGREP 

LOGREP / LOGUPDATE Table(s) 

Profile 

Item 

Equipment 

Force 

Force_Properties 

Force_Holdings 

Force_Organization 

GeoLoc 

 

A “mapping” component transforms the LOGUPDATE XML file into a CDF XML file. 
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A “publication” component publishes the CDF XML file into the NCOP Storage. 

 

3.3.34.3 Data Elements 

The list of fields of the LOGREP Profile table used by NCOP is the following: 

 Id 

 Name 

 Classification 

 Remarks 

The list of fields of the LOGREP Item table used by NCOP is the following: 

 NIC 

 Nato_stock_number 

 Source_nation 

 Name 

 English_name 

 Primary_service 

 Reportable_item_code 

 Item_type 

 Unitofissue 

 Remarks 

The list of fields of the LOGREP Equipment table used by NCOP is the following: 

 Mobility_category 

 Air 

 Sea 

 Road 

 Rail 

 IWW 

 Military_load_class 

 Operating_length 

 Operating_width 

 Operating_height 

 Shipping_length 

 Shipping_width 

 Shipping_height 

 Gross_weight 

 Tare_weight 
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The list of fields of the LOGREP Force table used by NCOP is the following: 

 Force_id_code 

 Name 

 Short_name 

 English_name 

 Owner_nation 

 Home_station 

 Force_type 

 Remarks 

The list of fields of the LOGREP Force_Properties table used by NCOP is the 
following: 

 Force_id_code 

 Force_level 

 Service 

 Force_selection 

 Readiness 

 Commitment_status 

 Personnel_rating 

 Material_rating 

The list of fields of the LOGREP Force_Holdings table used by NCOP is the following: 

 Profile 

 Force 

 Item 

 Onhand 

 Requiredonhand 

 Duesin 

 Operational_onhand 
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The list of fields of the LOGREP GeoLoc table used by NCOP is the following: 

 Location_code 

 Location 

 Nation 

 Location_type 

 Air_mot 

 Sea_mot 

 IWW_mot 

 Road_mot 

 Rail_mot 

 Pipe_mot 

 Utm 

 Latlong 

 Remarks 

 

All the previous LOGUPDATE fields are mapped as extended data into CDF as shown 
in following samples: 

 <ns0:SimpleData key=”Home_Station-Geo_Loc.Air_MOT”>N</ns0:SimpleData> 

 <ns0:SimpleData key=”Force_ID_Code-
Force_Properties.Force_Level”>09</ns0:SimpleData> 

 

Table below lists the objects and attributes mapped between LOGUPDATE file and 
NCOP. 

Table 37: List of objects and attributes mapped between LOGUPDATE file and NCOP 

LOGUPDATE 
Object 

LOGUPDATE 
Attributes 

LOGUPDATE 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

Force   Point, 
Content-
Item 

 

Force_ID_Code Identifier of the 
Force 

uri 

Name Name of the 
Force 

label 

Force_Properties ORBAT_Symbol_Code Contains symbol 
information 
(App6a standard 
15 characters 
code) 

 

symbol 
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LOGUPDATE 
Object 

LOGUPDATE 
Attributes 

LOGUPDATE 
Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

 ORBAT_Symbol_Code Contains symbol 
information 
(App6a standard 
15 characters 
code) 

 

ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

(‘HO’, ‘FR’ or ‘NEUTRL’) 

 ORBAT_Symbol_Code Contains symbol 
information 
(App6a standard 
15 characters 
code) 

 

ExtendedData/ADEM.AffiliationGeopoliticalCode 

Geo_Loc Latitude Location of the 
Force (latitude) 

y 

Longitude Location of the 
Force (longitude) 

x 

Force_Organization Subordinate Force defined as 
subordinate in 
the ORBAT 

extension/BSOAssociations/Association/Object/ 

 

Parent Force defined as 
parent in the 
ORBAT 

extension/BSOAssociations/Association/Subject/ 

extension/BSOAssociations/Association/Category/ 
=’IsSuperiorOf’ 

 

   

  ExtendedData/ADEM.Type = ‘Unit’ 

   

    ExtendedData/Source.Type = ‘Force’ 

 

3.3.34.4 Communication Protocols 

The protocol used for the interface between NCOP and LOGREP is based the 
exchange of XML files (LOGUPDATE). 
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3.3.35 I_NCOP_MCCIS: MCCIS Interface 

3.3.35.1 Interface Overview 

 

MCCIS is a military Maritime Command and Control Information System which has 
been developed and maintained for members of NATO. MCCIS electronically 
processes data from multiple sources, displays data in various command and control 
applications, and allows the user to manipulate this data. The MCCIS assists strategic 
and tactical commanders and their staffs in the decision making process. 

NCOP receives the Recognized Maritime Picture (RMP) from MCCIS (since version 
6.0). 

3.3.35.2 Interface Principles 

NCOP consumes the MCCIS tracks as a dynamic Information Product. 

NCOP consumes the MCCIS overlays as a data driven Information Product. 

 

Consumption of MCCIS tracks is made by NCOP according to following sequence: 

 A bespoke Windows service  subscribes to a configurable MCCIS source 
hostname and associated tracks TCP port. 

 The Windows service is notified with tracks from MCCIS. 

 A “transformation” component transforms the xml tracks stream into CDF partial 
elements (using semantic: insert, update, delete). 

 A “publication” component publishes these CDF partial elements to a broadcast 
server. 

 The broadcast server pushes MCCIS tracks to the connected Geographical COP 
Editor clients that asked to display MCCIS tracks (as a dynamic COP IP from the 
COP Structure). 

 

Consumption of MCCIS overlays is made by NCOP according to following sequence: 

 A bespoke Windows service requests a configurable MCCIS source hostname and 
a associated Overlay TCP port. 

 The Windows service receives the overlay from MCCIS. 

 A “transformation” component transforms the xml overlay stream into CDF. 

 A “publication” component publishes this CDF into the NCOP Storage. 

 

3.3.35.3 Data Elements 

The data exchanged between NCOP and MCCIS is compliant with the MCCIS ICD 
[MCCIS ICD]. 

Table below lists the objects and attributes mapped between MCCIS and NCOP. 
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Table 38: List of objects and attributes mapped between MCCIS and NCOP 

MCCIS 
Object 

MCCIS Attributes MCCIS 
Object/Attribute 
description 

NCOP Object NCOP attribute 

track   point  

uid Identifier of the track uri 

flag, category, 
type, threat 

Set of attributes 
used for APP6 
symbol processing 

 

symbol 

 

name Name of the track label 

lng Location of the track 
(longitude) 

x 

lat Location of the track 
(latitude) 

y 

spd Speed of the track 
(knots) 

Speed (km/h) 

cse Course of the track course 

dtg_iso DTG of the track ExtendedData/dcterms:modified 

flag Nationality of the 
track 

ExtendedData/ADEM.AffiliationGeopoliticalCode 

threat Threat of the track ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

(‘HO’, ‘FR’, ‘NEUTRL’, ‘AFR’, ‘SUSPCT’ or 
‘PENDING’) 

  ExtendedData/ADEM.Type = ‘Unit’ 

name  ExtendedData/ADEM.ObjectItemNameText 

overlay Item/symbol, 

item/sector, 

item/polyline, line, 
axis, 

item/circle, 

item/arc, 

item/text, 

item/ellipse, 

item/box. 

 Point, 

arcband, 

polyline, 

circle, 

arc, 

text, 

ellipse, 

polygon. 

 

Item/name Name of the item (in 
the overlay) 

label 

 



 NATO UNCLASSIFIED 153 

 

The following sample shows the content of tracks provided by MCCIS: 

<tdbm> 

 <insert track=”226” track_type=”vessel” uid=”COP589811416” 

name=”CONVOY 2” shortname=”CONVOY 2” flag=”FR” class=”UNEQUATED” hull=”2” 

category=”MER” threat=”NEU” dtg_iso=”2010-02-13T06:27:00Z” lat=”22.383333” 

lng=”-61.15” cse=”12.0” spd=”12.0” source=”JS” scope=”U” exercise=”S” 

xref=”XO01”> 

  <remarks> 

   <local/> 

  </remarks> 

 </insert> 

 <insert track=”227” track_type=”vessel” uid=”COP589811417” 

name=”CONVOY 10” shortname=”CONVOY 10” flag=”FR” class=”UNEQUATED” 

category=”MER” threat=”NEU” dtg_iso=”2010-02-13T06:28:00Z” lat=”20.85” 

lng=”-58.233333” cse=”21.0” spd=”2.0” source=”JN” scope=”U” exercise=”S” 

xref=”XO01”> 

  <remarks> 

   <local/> 

  </remarks> 

 </insert> 

 <insert track=”228” track_type=”vessel” uid=”COP589811418” 

name=”CONVOY 11” shortname=”CONVOY 11” flag=”FR” class=”UNEQUATED” 

category=”MER” threat=”NEU” dtg_iso=”2010-02-13T06:27:00Z” lat=”21.466667” 

lng=”-60.816667” cse=”21.0” spd=”1.0” source=”JS” scope=”U” exercise=”S” 

xref=”XO01”> 

  <remarks> 

   <local/> 

  </remarks> 

 </insert> 

 </insert> 

 <update track=”3” track_type=”vessel”> 

  <remarks> 

   <local/> 

  </remarks> 

 </update> 

 <update track=”4” track_type=”vessel”> 

  <remarks> 

   <local/> 

  </remarks> 

 </update> 

</tdbm> 

 

The following sample shows the content of overlay provided by MCCIS: 

  <?xml version=”1.0” encoding=”UTF-8” ?>  

   <overlays> 

   <overlay> 

  <logData serial=”2m1ueee169ms5n8e000” name=”MATO A1” spare=”” 

origCmd=”LOCAL” desc=”NO DESCRIPTION” type=”MATO A1” lat=”0.000000” 

lng=”0.000000” record=”15” ontop=”485” createDatetime=”2010-09-

23T15:46:37Z” startPlot=”2010-04-15T12:30:00Z” endPlot=”2010-04-

29T12:30:00Z” nsegs=”4” active=”0” />  
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   <attributeData title=”MATO A1” desc=”NO DESCRIPTION” uidField=”” 

origCmd=”LOCAL” actStatus=”0” createDatetime=”2010-09-23T15:46:37Z” 

startDatetime=”2010-04-15T12:30:00Z” endDatetime=”2010-04-29T12:30:00Z”> 

   <remarks> 

  <remark />  

  <remark />  

  <remark />  

  <remark />  

  </remarks> 

  <chartData centerLat=”0.000000” centerLng=”0.000000” width=”0.000000” 

projection=”100” lineProjection=”0” centerWidthStat=”0” />  

  </attributeData> 

   <items> 

   <item name=”POLY-1” startDatetime=”” endDatetime=”” desc=”” status=”1”> 

   <remarks> 

  <remark />  

  <remark />  

  <remark />  

  <remark />  

  </remarks> 

   <polyline> 

   <points> 

   <point> 

  <latlong lat=”13.500000” lon=”-21.283333” />  

  <dc ix=”1076559872” iy=”0” iz=”-1070249848” />  

  <threed x=”2.671875” y=”0.000000” z=”-2.832552” />  

  <mercator x=”2.671875” y=”0.000000” alt=”-2.832552” />  

  </point> 

   <point> 

  <latlong lat=”13.250000” lon=”-21.500000” />  

  <dc ix=”1076527104” iy=”0” iz=”-1070235648” />  

  <threed x=”2.664063” y=”0.000000” z=”-2.835938” />  

  <mercator x=”2.664063” y=”0.000000” alt=”-2.835938” />  

  </point> 

  </points> 

  <plotattribs gcrl=”2” linetype=”SolidLine” linecolor=”00FF00” 

filltype=”vertical stripes” fillcolor=”33FFFF” />  

  <attachment dtg1=”” dtg1Text=”” dtg2=”” dtg2Text=”” fieldHtext=”” 

fieldBDsymbol=”0” line_indicator=”” fieldW1text=”” fieldW2text=”” 

fieldT1text=”” fieldT2text=”” fieldPZtext=”” fieldBDindex=”0” 

dtg1TextIndex=”0” dtg2TextIndex=”0” dtg1Index=”0” dtg2Index=”0” 

fieldHtextIndex=”0” lineIndicatorIndex=”0” fieldT1textIndex=”0” 

fieldT2textIndex=”0” />  

  </polyline> 

… 

3.3.35.4 Communication Protocols 

The communication protocol used for I_NCOP_MCCIS is based on TCP/IP. 
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3.3.36 I_NCOP_MIP: MIP Interface 

3.3.36.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

3.3.36.2 Interface Principles 

TBC 

3.3.36.3 Data Elements 

TBC 

3.3.36.4 Communication Protocols 

TBC 
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3.3.37 I_NCOP_NFFI_IP1: NFFI IP1 Interface 

3.3.37.1 Interface Overview 

Friendly Force Tracking systems are among the sensors that can contribute to a 
Recognized Ground Picture and as a major part of both effective command and control 
and Situational Awareness, increases the operational effectiveness and survivability 
of NATO forces. The desired end-state for a NATO-wide FFT capability is to have 
near-real time sensors deployed with NATO land manoeuvre forces that automatically 
exchange friendly force information vertically and horizontally across the joint battle 
space in near-real time. 

The vertical and horizontal integration and interoperability of FFT systems 
necessitates the development of FFT information exchange mechanisms and to 
enable information exchange between FFT systems in a theatre of operation. In this 
operational concept, National FFT information is exchanged using a common data 
standard through a NATO FFT gateway. The NFFI (Information Exchange standard 
NATO Friendly Force Information) standard protocols used to exchange data with FFT 
Systems are the IP1 and the SIP-3. 

 

3.3.37.2 Interface Principles 

NFFI Tracks in IP1 mode are imported into the NCOP Storage according to 3 
sequences: 

 A “proxy/protocol” component reads and checks the incoming NFFI tracks (IP1 
mode), and stores them into a NFFI XML file, 

 A “mapping” component transforms the NFFI XML file into a CDF XML overlay. 

 

The “proxy/protocol” component: 

 Assures the connection with external information services, and verifies if the 
messages conform to the protocol IP1 ([NFFI IP1]). 

 Decodes the streams and assures the conformity of the NFFI by means of an XSD 
schema (see embedded XML schema below: NFFI XSD). 

 The archiving of the received NFFI messages is assured by creating files on the 
file system of the NCOP server. 

The “mapping” component: 

 Transforms NFFI tracks into NCOP Battle Space Object information (including 
APP6-A code) and stores them into a CDF XML file (overlay). 
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3.3.37.3 Data Elements 

The data exchanged between NCOP and FFT Systems is compliant with the NFFI 1.3 
standard [NFFI IP1]. 

Table below lists the objects and attributes mapped between NFFI and NCOP. 

Table 39: List of objects and attributes mapped between NFFI IP1 and NCOP 

NFFI 
Object 

NFFI Attributes NFFI Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

track   Point  

positionalData/ 
trackSource/ 
transponderId 

Name of the track uri 

positionalData/ 
dateTime 

Contains “Date” and 
“Time” information: 

- day,month, 
year 

- hour, minute, 
second 

ExtendedData/dcterms:modified 

identificationData/ 
unitSymbol 

Contains symbol 
information (App6a 
standard 15 characters 
code) 

symbol 

 

identificationData/ 
unitShortName 

Short Name of the track label 

positionalData/ 
coordinates/ 
longitude 

Location of the track 
(longitude) 

x 

positionalData/ 
coordinates/ latitude 

Location of the track 
(latitude) 

y 

positionalData/ 
coordinates/ altitude 

Location of the track 
(altitude) 

z 

positionalData/ 
speed 

Speed of the track 
(km/h) 

speed (km/h) 

positionalData/ 
bearing 

Course of the track course 

positionalData/ 
credibility 

Credibility of information 
about track location 

ExtendedData/credibility 

positionalData/ 
reliability 

Reliabilty of information 
about track location 

ExtendedData/reliability 
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NFFI 
Object 

NFFI Attributes NFFI Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

operStatusData/ 
statusCode 

(‘OPERATIONAL’, 
‘SUBSTANTIALLY 
OPERATIONAL’, 
‘MARGINALLY 
OPERATIONAL’, 
‘TEMPORARILY 
NOT 
OPERATIONAL’, 
‘NOT 
OPERATIONAL’ or 
‘NOT KNOWN’) 

 ExtendedData/ADEM. 
OrganisationStatusOperationalStatusCode 

(‘MOPS’, ’NKN’, ‘NOP’, ‘OPR’, ‘SOPS’ or 
‘TNOPS’)  

  ExtendedData/ADEM. 
ObjectItemHostilityStatusCode = ‘FR’ 

  ExtendedData/ADEM.Type = ‘Unit’ 

 

The embedded file below provides the XML Schema Definition (XSD) used for the 
exchange of messages under XML format, from NFFI to NCOP. 

 

After the transformation of NFFI tracks to NCOP (Forces), the resulting XML files shall 
be conformant with the NVG Schema Definition. 

 

3.3.37.4 Communication Protocols 

The NFFI standard protocol used to exchange data with FFT Systems is the IP1. 

This standard defines a two-way reliable push Interface Protocol (IP1) is a protocol 
that allows two parties to connect to each other (unicast) and exchange information in 
a reliable two-way method. This Interface Protocol uses only the link layer, network 
layer, transport layer, presentation layer and application layer of the OSI reference 
model. Only the application layer is specific to NFFI. DNS is used for addressing nodes 
by name, on top of the underlying IP connection. The NFFI-payload is wrapped in an 
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NFFI-wrapper. In the diagram below, the different layers and the specific 
implementations for NFFI-IP1 are depicted. 

 

Figure 3-7: NFFI IP1 and the OSI layers 

 

In NCOP, the FFT interface uses only one way of the IP1 protocol: from FFT systems 
to NCOP system. 

 

Application-layer 

Link-layer 

Network-layer 

Transport-layer 

Presentation-layer 

NFFI-Payload 

NFFI-Wrapper 

DNS 

Hardware 

IP 

TCP 
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3.3.38 I_NCOP_NFFI_SIP3: NFFI SIP-3 Interface 

3.3.38.1 Interface Overview 

Friendly Force Tracking systems are among the sensors that can contribute to a 
Recognized Ground Picture and as a major part of both effective command and control 
and Situational Awareness, increases the operational effectiveness and survivability 
of NATO forces. The desired end-state for a NATO-wide FFT capability is to have 
near-real time sensors deployed with NATO land manoeuvre forces that automatically 
exchange friendly force information vertically and horizontally across the joint battle 
space in near-real time. 

The vertical and horizontal integration and interoperability of FFT systems 
necessitates the development of FFT information exchange mechanisms and to 
enable information exchange between FFT systems in a theatre of operation. In this 
operational concept, National FFT information is exchanged using a common data 
standard through a NATO FFT gateway. The NFFI (Information Exchange standard 
NATO Friendly Force Information) standard protocols used to exchange data with FFT 
Systems are the IP1 and the SIP-3. 

3.3.38.2 Interface Principles 

NFFI Tracks in SIP-3 mode are imported into the NCOP Storage using Request-
Response and Publish-Subscribe mechanisms. 

Two operational modes are defined for the SIP3 services as “push” mode and “pull” 
mode. They are, respectively, based on Publish/Subscribe and Request/Response 
interaction patterns. 

In an operational scenario it is recommended to use: 

 Pull mode for initial data synchronization or to access old/historical tracks or, more 
generally, to extract track data for analytical purposes. 

 Push mode for maintaining constant data provision. 

 

In Pull mode, the process is initiated by a track consumer (NCOP) who sends a SOAP message 

requesting data. The request message includes a filter that the track server should use to select the tracks 

to be returned to the track consumer (NCOP). As a result, the track server sends a SOAP response 

containing requested data. Track server can also refuse to provide data.  

 

NCOP uses the Push mode that is based on the WS-Eventing specification. On the 
top of WS-Eventing a custom “filtering dialect” has been defined to better express the 
possible query on an NFFI data structure. 
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In previous Figure, Flow 1 is initiated by NCOP who sends a SOAP request message 
(message 1) to sign up for a subscription to an Event Source (track server in the NFFI 
language) or to a delegated Subscription Manager. The request specifies details of 
the subscription (e.g. subscription name, event sink endpoint, interval, termination 
time, etc) and a query filter which allows selecting the data provided by the Event 
Source. The Event Source (or the delegated Subscription Manager) responds 
(message 2) confirming that the subscription was registered. An Event Source can 
also refuse to register the subscription. 

Flow 2 is a result of a successful subscription. It is initiated by Event Source who sends 
to the “Event Sink” (indicated in the subscription) a SOAP message with subscribed 
data (message 3). 

3.3.38.3 Data Elements 

The data exchanged between NCOP and FFT Systems is compliant with the NFFI 
SIP3 standard [NFFI SIP3]. 

 

NFFI SIP3 schemas and the WSDL file are organized as the following: 

 SIP3.xsd: Contain the SIP3 types and the global element schema. 

 NFFI_13_Query.xsd: Contain the query language schema. 

 compressionAlgs.xsd: Contain the compression related elements. 

 SIP3_Definitions.wsdl: Is the service interface definition describing the abstract 

type interface and the protocol binding. 

 SIP3_Service_ReqRes.wsdl: The service implementation definition for the pull 

protocol (request/response). 

 SIP3_Service_TracksPush.wsdl: The service implementation definition for the 

push protocol (subscription based on WS-Eventing). 

 SIP3_delivery_batched.xsd: Schema for the delivery batched mode 

(subscription based on WS-Eventing). 

 

Data Provider/ Subscription Manager 

Data Source 
Web Service  

Interface 

 

Data Consumer /Event Sink 

NCOP 
Web Service  

Interface 

Subscriber 

NCOP 
Web Service  

Interface 

1) 
Subscription 

request 

2)Subscription 

acknowledge 

3) Data 
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NCOP is able to request any NFFI SIP3 provider with the following query filters: 

 Period: start and end dates 

 Country(s): selection among trigram country code 

 System(s): open list of values 

 GeoFilter  

o Type : rectangle or circle 

o 2 long/lat points 

 Text field : query text  

 

The NFFI SIP3 API used by NCOP is the following: 

 At subscription level of Pull Mode 

o NCOP uses the Decoupled Request/Response API. The expected 
response is a SIP3DataRequest/NFFIMessage. 

o NCOP uses the default dialect: “urn:nato:fft:protocols:nffi13“ 

o The subscription elements provided by NCOP are: 

 MinTime: Is the Minimum delay in seconds between two consecutive 
deliveries. It is a NCOP configurable global setting. 

 HeartBeats: set to “true” by NCOP 

 Push Mode 

o NCOP uses the DecoupledTrackPush then the expected SOAP message 
sent from the data provider to NCOP is SIP3DataResponse. 

 

The table below lists the objects and attributes mapped between NFFI (NFFIMessage) 
and NCOP. 

Table 40: List of objects and attributes mapped between NFFI SIP-3 and NCOP 

NFFI 
Object 

NFFI Attributes NFFI Object/Attribute 
description 

NCOP Object NCOP attribute 

track   Point  

positionalData/ 
trackSource/ 
transponderId 

Name of the track uri 

positionalData/ 
dateTime 

Contains “Date” and 
“Time” information: 

- day,month, 
year 

- hour, minute, 
second 

ExtendedData/dcterms:modified 

identificationData/ 
unitSymbol 

Contains symbol 
information (App6a 
standard 15 characters 
code) 

symbol 
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NFFI 
Object 

NFFI Attributes NFFI Object/Attribute 
description 

NCOP Object NCOP attribute 

identificationData/ 
unitShortName 

Short Name of the track label 

positionalData/ 
coordinates/ longitude 

Location of the track 
(longitude) 

x 

positionalData/ 
coordinates/ latitude 

Location of the track 
(latitude) 

y 

positionalData/ 
coordinates/ altitude 

Location of the track 
(altitude) 

z 

positionalData/ speed Speed of the track 
(km/h) 

Speed (km/h) 

positionalData/ 
bearing 

Course of the track course 

positionalData/ 
credibility 

Credibility of information 
about track location 

ExtendedData/credibility 

positionalData/ 
reliability 

Reliabilty of information 
about track location 

ExtendedData/reliability 

operStatusData/ 
statusCode 

(‘OPERATIONAL’, 
‘SUBSTANTIALLY 
OPERATIONAL’, 
‘MARGINALLY 
OPERATIONAL’, 
‘TEMPORARILY NOT 
OPERATIONAL’, 
‘NOT 
OPERATIONAL’ or 
‘NOT KNOWN’) 

 ExtendedData/ADEM. 
OrganisationStatusOperationalStatusCode 

(‘MOPS’, ’NKN’, ‘NOP’, ‘OPR’, ‘SOPS’ or 
‘TNOPS’) 

  ExtendedData/ADEM. 
ObjectItemHostilityStatusCode = ‘FR’ 

  ExtendedData/ADEM.Type = ‘Unit’ 

The embedded file below provides the XML Schema Definition (XSD) used for the 
exchange of NFFI messages under XML format, from NFFI to NCOP. 

 

After the transformation of NFFI tracks to NCOP (Forces), the resulting XML streams 
shall be conformant with the CDF Schema Definition. 



 NATO UNCLASSIFIED 164 

 

3.3.38.4 Communication Protocols 

The protocol used for the interface between NCOP and NFFI SIP-3 is based on Web 
Services. 
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3.3.39 I_NCOP_NIRIS: NIRIS Tracks Interface 

3.3.39.1 Interface Overview 

The Networked Interoperable Real-time Information Services (NIRIS) is an information 
system that disseminates the recognized air and surface picture (RASP) to various 
users, converts data between formats, provides record and playback capabilities, 
converts data to information, and provides specialised hardware components for 
security filtering and protocol matching. 

NIRIS consists of both hardware and software components that can be mixed and 
matched to provide solutions to real-time data interfacing, distribution, and display of 
maritime, ground, air tactical, and theatre missile defence data. 

The NIRIS TITO SDK (Java API) provides direct interaction with NIRIS TITO. NIRIS 
TITO is the module in NIRIS-3 that handles and is capable to interpret the tactical data. 
It provides components to read, analyse, decode and write Tactical Data Link 
messages and produce the appropriate track information from those messages. 

A typical use of the NIRIS TITO component is the usage of the trackstore functionality. 
The Trackstore Synchronization Server (TSS) maintains a centralised Trackstore and 
provides it to data consumers like NCOP. 

3.3.39.2 Interface Principles 

NCOP receives tracks from NIRIS. 

NCOP consumes the NIRIS Trackstore content as a dynamic Information Product 
through the NIRIS TITO SDK (Java API) as shown in following figures: 



 NATO UNCLASSIFIED 166 

 

 

Figure 3-8: High level Sequence diagram of NIRIS Interface consumption 

 

The TITO API provided by NIRIS is used by NCOP according following sequences: 

 A bespoke Windows service (installed in the SharePoint server) subscribes to a 
configurable NIRIS Trackstore via the Trackstore Synchronisation server (TSS). 

 The Windows service is notified with tracks from the TSS (Acquisition phase). 

 A “transformation” component transforms the binary tracks stream into CDF partial 
elements (using NVG streaming protocol semantic: insert, update, delete). 

 A “publication” component publishes these CDF partial elements to a broadcast 
server. 

 The broadcast server pushes NIRIS tracks to the connected Geographical COP 
Editor clients that asked to display NIRIS tracks (as a dynamic COP IP from the 
COP Structure). 
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Initialize NIRIS Connection()

Ack()
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Figure 3-9: NIRIS Interface consumption 

 

 

Figure 3-10: Low level Sequence diagram of NIRIS Interface consumption 

 

In order to consumes NIRIS TSS coming from different versions of NIRIS servers, two 
connectors are installed on NCOP SharePoint Server: 

 The first connector is labelled “NCOP Niris Connector Service”. 
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 The second connector is labelled “NCOP Niris Connector Service 3.8”. 

 

Their caracteristics are the following: 

NCOP NIRIS Connector NIRIS DLL used NIRIS Servers supported 

NCOP Niris Connector Service NIRIS 4.0 NIRIS 4.0 NIRIS 3.10 and 3.11 

NCOP Niris Connector Service 3.8 NIRIS 3.8 NIRIS 3.8 and 3.9 

   

 

3.3.39.3 Data Elements 

The data exchanged between NCOP and NIRIS is compliant with the NIRIS ICD 
[NIRIS ICD 4.0]. 

NIRIS objects are provided through 2 geometries: 

 Points; the tracks themselves; 

 Ellipses; hazard area. 

 

Table below lists the objects and attributes mapped between NIRIS and NCOP. 

Table 41: List of objects and attributes mapped between NIRIS and NCOP 

NIRIS 
Object 

NIRIS 
Attributes 

NIRIS Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

track   Point  

TrackNumber Identifier of the track uri and label (if UnitShortName is empty) 

APP6String Contains symbol 
information (App6a 
standard 15 characters 
code) 

 

symbol 

 

UnitShortName Short Name of the track label 

Longitude Location of the track 
(longitude) 

x 

Latitude Location of the track 
(latitude) 

y 

Altitude Location of the track 
(altitude) 

z 

Speed Speed of the track (knots) Speed (k/h) 

Platform Platform type ExtendedData/platform 

EnvCat Category of the track ExtendedData/ENV 
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NIRIS 
Object 

NIRIS 
Attributes 

NIRIS Object/Attribute 
description 

NCOP 
Object 

NCOP attribute 

Panic Panic state of the track ExtendedData/PNC 

Nation Nationality of track ExtendedData/nationality 

Affiliation  ExtendedData/ADEM. 
ObjectItemHostilityStatusCode 

(‘HO’, ‘FR’ or ‘NEUTRL’) 

  ExtendedData/ADEM.Type = ‘Unit’ 

Country Code  ExtendedData/ADEM.AffiliationGeopoliticalCode 

  ExtendedData/ 
ADEM.OrganisationStatusOperationalStatusCode 
= “NKN” 

track TrackNumber Identifier of the track Ellipse uri + ‘#ellipse’ 

UnitShortName Short Name of the track label 

Longitude Location of the track 
(longitude) 

cx 

Latitude Location of the track 
(latitude) 

cy 

 Major axis rx 

 Minor axis ry 

  rotation 

  Style set to red (‘stroke:#FF1010;stroke-
width:3;stroke-opacity:0.9’) 

 

For TMD purpose, NCOP creates BSO associations between NIRIS tracks that are 
matching the following criteria: 

 Association of BSOs grouped-by the same value of property “Track Related, 2” 
(Association ‘IsConnectedTo’ – case from launch point to impact point); 

 Association of BSOs referencing the value of property “Track Source” to a URI 
(association ‘Reporting’ – use case from a friendly object (C2 System or Non-C2 
system) to a hostile object); 

 Association of LPE (Launch Point Estimated) to hostile object (Missile) current 
location: “IsPastTrajectoryOf”. 

 Association of hostile object (Missile) current location to IPP (Impact Point 
Predicted): “IsFutureTrajectoryOf”. 
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3.3.39.4 Communication Protocols 

The communication protocol between the TSS and the NCOP Windows service is 
based on TCP/IP (TSS-sync protocol). 

The communication protocol between the NCOP Windows service and the broadcast 
server is based on WCF messaging using named-pipe transport and binary encoding 
for performance. 

The communication protocol between the broadcast server and the Geographical COP 
Editor client is based on http REST API. 
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3.3.40 I_NCOP_NJTS: NJTS Interface 

3.3.40.1 Interface Overview 

This interface is delayed in NCOP Increment-2. To be completed if delayed CLIN is 
triggered. 

 

3.3.40.2 Interface Principles 

To be completed if delayed CLIN is triggered. 

 

3.3.40.3 Data Elements 

To be completed if delayed CLIN is triggered. 

 

3.3.40.4 Communication Protocols 

To be completed if delayed CLIN is triggered. 
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3.3.41 I_NCOP_NVG_14 & I_NCOP_NVG_15 & 
I_NCOP_NVG_20: NATO Vector Graphics 1.4, 1.5 and 2.0 
Interfaces 

3.3.41.1 Interface Overview 

NCOP supports: 

 Exchanging Information Products (Ips) located in the NCOP Storage with NVG 
Compliant Systems. These Information Products are made available to external 
applications (or systems) in XML NVG 1.4, 1.5 and 2.0 formats; 

 Consuming Information Products (Ips) from NVG Compliant Systems. These 
Information Products are provided by external applications (or systems) in XML 
NVG 1.4, 1.5 and 2.0 formats; 

3.3.41.2 Interface Principles 

NVG Web services provided by external systems (JocWatch, LC2IS, MCCIS, AirC2IS 
…) are consumed by NCOP according following sequences: 

 A BizTalk Orchestration invokes the GetCapabilities method for IP configuration 
purpose. Filtering capabilities are displayed in the IP Parameter HMI (Geographical 
COP Editor) for filter definition. 

 The BizTalk Orchestration invokes the GetNvg method to get the source IP 
according to filters defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the NVG 1.4, 1.5 and 2.0 XML stream into a 
CDF XML overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

NCOP is also able to acquire overlays defined as NVG files provided via file deposit 
or e-mail attachment. In these cases the consumption is done using the following 
sequence: 

 The BizTalk Orchestration extracts the NVG file from a folder (file deposit) or a 
message (e-mail attachment). 

 A “mapping” component transforms the NVG XML stream into a CDF XML overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

3.3.41.3 Data Elements 

Data elements transmitted through the GetCapabilities interface are XML streams of 
data. The GetCapabilities function returns the list of capabilities that can be used to 
define filters that are used as a parameter for the GetNvg operation. 

Data elements transmitted through the GetNvg method are XML streams of data 
(NVG filter). 

3.3.41.4 Communication Protocols 

The protocol used for the interface between NCOP and NVG 1.4,  1.5 & 2.0 is based 
on SOAP over HTTP binding for Web services usage, file system network access for 
file deposit management and POP3 for e-mail acquisition. 
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3.3.42 I_NCOP_NVG_STREAMING: NVG Streaming Protocol 
Interface 

3.3.42.1 Interface Overview 

NCOP is able to acquire data from systems that expose data through the NVG 
Streaming protocol version 1.4 and 2.0. 

Data acquired with this protocol is processed as Dynamic Information Products. 

It is used, for example, for TMD Picture exchange from ACCS to NCOP. 

3.3.42.2 Interface Principles 

The NVG Streaming Protocol is used by NCOP according to the following sequences: 

 A bespoke Windows service (installed in the SharePoint server) subscribes to a 
configurable NVG Streaming Protocol Source. 

 The Windows service is notified with BSO from the Source (Acquisition phase). 

 A “transformation” component transforms the NVG BSOs stream into CDF partial 
elements (using semantic: insert, update, delete). 

 A “publication” component publishes these CDF partial elements to a broadcast 
server. 

 The broadcast server pushes BSOs to the connected Geographical COP Editor 
clients that asked to display BSOs (as a dynamic COP IP from the COP Structure). 

 

The WSDL interface protocol and XML schemas of this interface is described in the 
following embedded files: 
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3.3.42.3 Data Elements 

Data elements transmitted through the NVG Streaming interface are explained in the 
following table. 

Table 42: List of data elements transmited NVG Streaming to NCOP 

Service Operation 
name 

Description Request Parameter Response 

NvgService (Web 
service provided 
by NVG provider) 

 

Subscribe The consumer calls the 
Subscribe operation to start 
the acquisition of NVG 
document 

consumerWSDL (The Consumer 
WSDL location describing the 
service to be used as the call-
back service) 

serviceName 

subscriptionID (optional) 

subscriptionID 

 Cancel The consumer stops the 
acquisition of NVG document 

subscriptionID - 

NvgSubConsume
rService (Web 
service provided 
by NVG 
consumer) 

SendMessage The NVG provider calls the 
consumer to push him the 
NVG document 

NVG document  

 

Sample data provided by NVG Streaming Protocol compliant source is provided 
below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”><s:Body 

xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”><SendMessage 

xmlns=”http://tide.act.nato.int/schemas/2009/10/nvg/streaming”><nvg 

version=”1.5” a:previousSync=”SyncID 201722” a:currentSync=”SyncID 201723” 

a:documentMode=”partial” a:subscriptionId=”37bb9142-9605-4af0-ba00-

d84ae886a484” xmlns=”http://tide.act.nato.int/schemas/2009/10/nvg” 

xmlns:a=”http://tide.act.nato.int/schemas/2010/10/diff”><point 

uri=”MockupUnit 13524” label=”MockupUnit 13524” symbol=”SFXP--------US-“ 

x=”5.0837531575042405” y=”51.220888050355349” 

speed=”277.77777777777777”/><point uri=”MockupUnit 13525” label=”MockupUnit 

13525” symbol=”SFXP--------US-“ x=”6.7511899394519954” 

y=”51.171412275039934” speed=”10.2880658436214”/><point uri=”MockupUnit 

13527” label=”MockupUnit 13527” symbol=”SFXP--------US-“ 

x=”5.1156184461312124” y=”52.363377504314066” 

speed=”10.2880658436214”/><point uri=”MockupUnit 13528” label=”MockupUnit 

13528” symbol=”SFXP--------US-“ x=”3.563674026723477” 

y=”52.460776124740228” speed=”10.2880658436214”/><point uri=”MockupUnit 

13529” label=”MockupUnit 13529” symbol=”SFXP--------US-“ 

x=”6.7684544683980592” y=”53.263000431908047” 

speed=”4.3402777777777777”/><point uri=”MockupUnit 13530” label=”MockupUnit 

13530” symbol=”SFXP--------US-“ x=”3.4372969442812131” y=”51.6059329758227” 

speed=”34.722222222222221”/><point uri=”MockupUnit 13531” label=”MockupUnit 

13531” symbol=”SFXP--------US-“ x=”4.242787240181789” 

y=”53.357176281492436” speed=”10.2880658436214”/><point uri=”MockupUnit 

13523” label=”MockupUnit 13523” symbol=”SFXP--------US-“ 

x=”4.0947349482192772” y=”52.732784261087581” 

speed=”277.77777777777777”/><point uri=”MockupUnit 13519” label=”MockupUnit 

13519” symbol=”SFXP--------US-“ x=”6.4573095165370917” 

y=”51.000023670814663” speed=”277.77777777777777”/><point uri=”MockupUnit 

13518” label=”MockupUnit 13518” symbol=”SFXP--------US-“ 

x=”6.0099247139453578” y=”51.450576947243384” 
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speed=”34.722222222222221”/><point uri=”MockupUnit 13516” label=”MockupUnit 

13516” symbol=”SFXP--------US-“ x=”5.5729640287035505” 

y=”52.924608970420522” 

speed=”4.3402777777777777”/></nvg></SendMessage></s:Body></s:Envelope> 

 

Example of elements sent by ACCS NVG Streaming Protocol 2.0 to NCOP: 

TBM Element TBM sub Element ACCS NVG Streaming Protocol 

TBM Event 
 

NVG_TBM_Events (NVG group) 

Launch Point 

Estimated 
LPE (NVG composite containing 

1 ellipse and 1 point) 

Impact Point 

Predicted 
IPP (NVG composite containing 

1 ellipse and 1 point) 

TBM Track TBM Track (NVG composite 

containing 1 point) 

Weapon 

System 

 
NVG_Weapon (containing 1 

point) 

Pairing lines - NVG TBM Pairing line  

 

3.3.42.4 Communication Protocols 

The protocol used for the interface between NCOP and NVG_STREAMING is SOAP 
over HTTP binding. 

NCOP is able to connect and consume tracks from ACCS using HTTPS protocol. 
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3.3.43 I_NCOP_OTHTGOLD: OTH-T Gold MTF Interface 

3.3.43.1 Interface Overview 

NCOP supports a set of MTFs (Message Text Formats) which definitions are 
conformant with the OTH-T Gold Rev D specification. 

3.3.43.2 Interface Principles 

OTH-T Gold files are consumed by NCOP according following sequences: 

 A BizTalk Orchestration acquires the OTH-T Gold message according to the 
mapping and update frequency defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the OTH-T Gold data into a CDF XML overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

3.3.43.3 Data Elements 

The OTH-T Gold formatted messages received by NCOP are the following: 

Table 43: OTH-T Gold formatted messages received by NCOP 

MTF 
IDENTIFIER 

MESSAGE TEXT FORMAT 
NAME  

FUNCTION OR PURPOSE 

GOLD CONTACT REPORT AN OTG CONTACT REPORT IS USED FOR THE EXCHANGE 
OF PROCESSED CONTACT DATA OR TRACK MANAGEMENT 
INFORMATION BETWEEN COMPUTER SYSTEMS. IT 
CONTAINS DATA RELATIVE TO THE IDENTITY, LOCATION, 
AND MOVEMENT OF SURFACE, SUBSURFACE, LAND, AND 
AIR CONTACTS. 

JUNIT JUNIT REPORT AN OTG JUNIT REPORT MESSAGE IS USED FOR THE 
EXCHANGE OF PROCESSED UNIT TRACK DATA AND UNIT 
TRACK MANAGEMENT INFORMATION BETWEEN COMPUTER 
SYSTEMS. IT CONTAINS DATA RELATIVE TO THE IDENTITY, 
LOCATION, TYPE, ECHELON, THREAT AND MOVEMENT OF 
UNITS. 

OVLY2 OVERLAY 2 USED TO TRANSMIT GRAPHICS INFORMATION AND TO 
DELETE A SINGLE OVERLAY FROM ONE COMPUTER TO 
ANOTHER. ONE OR MORE FIXED OR RELATIVE OVERLAYS 
MAY BE DESCRIBED USING THE OVLY2 MESSAGE. 

OVLY3 OVERLAY 3 USED TO EXCHANGE GRAPHICS INFORMATION FROM ONE 
COMPUTER TO ANOTHER WITH ENHANCED PRECISION AND 
ACCURACY. ONE OR MORE FIXED OR RELATIVE OVERLAYS 
MAY BE DESCRIBED USING THE OVLY3 MESSAGE. DELETE 
OVERLAY FUNCTION IS ALSO ALLOWED. 

PIMTRACK PIM TRACK USED TO TRANSMIT PIM (POSITION AND INTENDED 
MOVEMENT) TRACK INFORMATION FROM ONE COMPUTER 
TO ANOTHER. ONLY A SINGLE PIM TRACK WITH A MAXIMUM 
OF 50 WAYPOINTS MAY BE DESCRIBED PER PIM TRACK 
MESSAGE. 
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MTF 
IDENTIFIER 

MESSAGE TEXT FORMAT 
NAME  

FUNCTION OR PURPOSE 

XCTC ENHANCED CONTACT REPORT AN OTG ENHANCED CONTACT REPORT IS USED FOR THE 
EXCHANGE OF PROCESSED CONTACT DATA OR TRACK 
MANAGEMENT INFORMATION WITH ENHANCED PRECISION 
AND ACCURACY BETWEEN COMPUTER SYSTEMS. IT 
CONTAINS DATA RELATIVE TO THE IDENTITY, LOCATION, 
AND MOVEMENT OF SURFACE, SUBSURFACE, LAND, AND 
AIR CONTACTS. 

3.3.43.4 Communication Protocols 

The protocol used for the I_NCOP_OTHTGOLD interface between NCOP and 
external applications or systems is based on the exchange of MTF files. 

NCOP relies on the messaging transport services provided by the Bi-SC AIS Core 
Informal Messaging Services for the delivery of e-mails containing OTH-T Gold 
formatted messages as attachments. 

In addition, MTF files can be consumed by NCOP, by a file deposit mechanism. 
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3.3.44 I_NCOP_REST: REST Interface 

3.3.44.1 Interface Overview 

NCOP allows acquisition of Information Product based on a REST Web Service 
source. 

3.3.44.2 Interface Principles 

TBC 

3.3.44.3 Data Elements 

TBC 

3.3.44.4 Communication Protocols 

TBC 
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3.3.45 I_NCOP_SharePoint: SharePoint Interface 

3.3.45.1 Interface Overview 

NCOP supports the consumption of Information Products (Ips) from SharePoint 2013, 
2016 or 2019. These Information Products are provided by external applications (or 
systems) through SharePoint Lists. 

 

3.3.45.2 Interface Principles 

SharePoint lists provided by external systems (DHS …) are consumed by NCOP 
according following sequences: 

 A BizTalk Orchestration using a WCF connector acquires a data sample (preview) 
from the SharePoint list to allow IP Parameter configuration. Preview is displayed 
in the IP Parameter HMI (Geographical COP Editor) for CDF mapping definition. 

 The BizTalk Orchestration using a WCF connector acquires the data according to 
the mapping and update frequency defined by the COP Manager (or allowed role). 

 A “mapping” component transforms the SharePoint List data into a CDF XML 
overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

 

3.3.45.3 Data Elements 

Data elements used by the mapping are columns of SharePoint Lists. 

The NCOP model defines mandatory attributes that shall be mapped as displayed in 
the following table. 

Table 44: List of objects and attributes mapped between SQL and NCOP 

SharePoint 
List Column 

NCOP 
Object 

NCOP attribute Mandatory 

Any Technical 
identifier 

point Uri Yes 

Any military 
code or url of 
custom symbol 

symbol Yes 

The symbol can be defined: 

- from a symbol code (military 
standards), 

- from a URL hosting a static 
bitmap (PNG), 

- from a URL hosting a 
symbology server web service, 

- as a custom symbol that is 
based also on mapping rules 
using combination of any SQL 
column. 

Any label/name 
or object 
qualifier 

label Yes 
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SharePoint 
List Column 

NCOP 
Object 

NCOP attribute Mandatory 

Longitude or 
MGRS 

x (longitude in decimal degrees format, DDMMSS 
with optional decimal and DDMM with optional 
decimal) 

Yes 

Latitude or 
MGRS 

y (latitude in decimal degrees format, DDMMSS with 
optional decimal and DDMM with optional decimal) 

Yes 

Altitude z (in meters) No 

Date column 
(report of 
object) 

metatada/dcterms:modified (report date) No (if not provided by SharePoint 
List source then it can be set 
automatically by a specific 
Information Product setting) 

Date column 
(appearance 
date of object) 

 ExtendedData/TimeSpan.begin No 

Date column 
(disappearance 
date of object) 

 ExtendedData/TimeSpan.end No 

Date column 
(report of 
object) 

 TimeStamp No 

Semantic 
attributes (one 
column per 
ADEM attribute) 

 ExtendedData/ADEM.Type 

ExtendedData/ADEM.SubType 

ExtendedData/ 
ADEM.OrganisationStatusOperationalStatusCode 

ExtendedData/ADEM.AffiliationGeopoliticalCode 

ExtendedData/ADEM.ObjectItemHostilityStatusCode 

ExtendedData/ADEM.ObjectItemNameText 

No (to be set by role allowed to 
define SharePoint List source as 
COP IP) 

Hyperlink to 
additional 
information web 
page 

 href No (to be set if some column has 
been mapped as Hyperlink to 
additional information web page) 

All columns 
(previous and 
remaining 

 Extended Data No 
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SharePoint 
List Column 

NCOP 
Object 

NCOP attribute Mandatory 

Relations 
between BSOs 
(up to 5 
SharePoint List 
columns) 

 extension/BSOAssociations/Association/Object/ 

extension/BSOAssociations/Association/Subject/ 

extension/BSOAssociations/Association/StartDTG/ 

extension/BSOAssociations/Association/EndDTG/ 

extension/BSOAssociations/Association/Category/ 

 

No 

(to be set by role allowed to 
define SharePoint list source as 
COP IP: 

- one column to define the status 
of the relation for the current 
NCOP BSO: “Object” or “Subject” 

- one column to define the 
identifier of linked BSOs 

- one column to define Start Date 
Time Group of the relation 

- one column to define End Date 
Time Group of the relation 

- one column to define Category 
of the relation) 

 

 

 

3.3.45.4 Communication Protocols 

The communication protocol used by the I_NCOP_SharePoint interface is SOAP over 
HTTP. 
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3.3.46 I_NCOP_SOA: SOA Interface 

3.3.46.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

3.3.46.2 Interface Principles 

TBC 

3.3.46.3 Data Elements 

TBC 

3.3.46.4 Communication Protocols 

TBC 
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3.3.47 I_NCOP_SOF: SOF Interface 

3.3.47.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

3.3.47.2 Interface Principles 

TBC 

3.3.47.3 Data Elements 

TBC 

3.3.47.4 Communication Protocols 

TBC 
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3.3.48 I_NCOP_SQL: SQL Data Interface 

3.3.48.1 Interface Overview 

NCOP supports the consumption of Information Products (Ips) from SQL Compliant 
Systems. These Information Products are provided by external applications (or 
systems) through SQL databases. 

3.3.48.2 Interface Principles 

SQL tables or views provided by external systems (CIDNE …) are consumed by 
NCOP according following sequences: 

 A BizTalk Orchestration using an OLEDB connector acquires a data sample 
(preview) from the SQL source to allow IP Parameter configuration. Preview is 
displayed in the IP Parameter HMI (Geographical COP Editor) for CDF mapping 
definition. 

 The BizTalk Orchestration using an OLEDB connector acquires the data according 
to the mapping and update frequency defined by the COP Manager (or allowed 
role). 

 A “mapping” component transforms the SQL data into a CDF XML overlay. 

 A “publication” component publishes the CDF XML overlay into the NCOP Storage. 

3.3.48.3 Data Elements 

Data elements used by the mapping are columns of SQL tables or views. 

The NCOP model defines mandatory attributes that shall be mapped as displayed in 
the following table. 

Table 45: List of objects and attributes mapped between SQL and NCOP 

SQL Column NCOP 
Object 

NCOP attribute Mandatory 

Any Technical 
identifier 

point Uri Yes 

Any military 
code or url of 
custom symbol 

symbol Yes 

The symbol can be defined: 

- from a symbol code (military 
standards), 

- from a URL hosting a static bitmap 
(PNG), 

- from a URL hosting a symbology 
server web service, 

- as a custom symbol that is based 
also on mapping rules using 
combination of any SQL column. 

Any label/name 
or object 
qualifier 

label Yes 
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SQL Column NCOP 
Object 

NCOP attribute Mandatory 

Longitude or 
MGRS 

x (longitude in decimal degrees format, DDMMSS 
with optional decimal and DDMM with optional 
decimal) 

Yes 

Latitude or 
MGRS 

y (latitude in decimal degrees format, DDMMSS with 
optional decimal and DDMM with optional decimal) 

Yes 

Altitude z (in meters) No 

Date column 
(report of 
object) 

metadata/dcterms:modified (report date) No (if not provided by SQL source 
then it can be set automatically by a 
specific Information Product setting) 

Date column 
(appearance 
date of object) 

ExtendedData/TimeSpan.begin No 

Date column 
(disappearance 
date of object) 

ExtendedData/TimeSpan.end No 

Date column 
(report of 
object) 

TimeStamp No 

Semantic 
attributes (one 
column per 
ADEM 
attribute) 

ExtendedData/ADEM.Type 

ExtendedData/ADEM.SubType 

ExtendedData/ 
ADEM.OrganisationStatusOperationalStatusCode 

ExtendedData/ADEM.AffiliationGeopoliticalCode 

ExtendedData/ADEM.ObjectItemHostilityStatusCode 

ExtendedData/ADEM.ObjectItemNameText 

No (to be set by role allowed to define 
SQL source as COP IP) 

Link to 
documents 

ExtendedData/Documents No (to be set if some column has 
been mapped as document links) 

Custom symbol 
Legend 

ExtendedData/Legend No (to be set only if a custom symbol 
is applied) 

Hyperlink to 
additional 
information 
web page 

href No (to be set if some column has 
been mapped as Hyperlink to 
additional information web page) 

All columns 
(previous and 
remaining) 

Extended Data No 
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SQL Column NCOP 
Object 

NCOP attribute Mandatory 

Relations 
between BSOs 
(up to 5 SQL 
columns) 

extension/BSOAssociations/Association/Object/ 

extension/BSOAssociations/Association/Subject/ 

extension/BSOAssociations/Association/StartDTG/ 

extension/BSOAssociations/Association/EndDTG/ 

extension/BSOAssociations/Association/Category/ 

 

No 

(to be set by role allowed to define 
SQL source as COP IP: 

- one column to define the status of 
the relation for the current NCOP 
BSO: “Object” or “Subject” 

- one column to define the identifier of 
linked BSOs 

- one column to define Start Date 
Time Group of the relation 

- one column to define End Date Time 
Group of the relation 

- one column to define Category of 
the relation) 

 

 

 

3.3.48.4 Communication Protocols 

The protocol used for the I_NCOP_SQL interface is configured by the OLEDB 
connector (see Windows Data Access Components in [MSDN]) through a connection 
string. The connection string relies on format defined in [CONNECTION STRING]. 

 

The following table displays connection strings samples: 

Source Connection string sample Comment 

SQL provider=SQLNCLI10;Data 
Source=SQLServerName\Instance;Initial 
Catalog=Database;Integrated Security=SSPI; 

 

ODBC DSN=DSN_Name The DSN_Name parameter shall be a 
system data source created on BizTalk 
server using ODBC data source wizard. 

Optionally the login/password can be 
used in the connection string. 
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3.3.49 I_NCOP_TOPFAS: TOPFAS native XML Interface 

3.3.49.1 Interface Overview 

TOPFAS (Tool for Operational Planning, Force Activation and Simulation) is the data 
and planning support system for the operational planning and force activation in 
accordance with the NATO Operational Planning Process (OPP) as defined by MC 
133/3 and the Guidelines for Operational Planning (GOP). The primary users of 
TOPFAS are the NATO Strategic Commands (SCs), Combined Joint Planning Staff 
(CJPS), Regional Commands (RCs) and other NATO military headquarters with 
designated operational planning tasks. 

TOPFAS provides a common database and tools for the NATO OPP as well as a 
common repository of the operational plans and the audit trail for the Force Generation 
Process (ORBAT tool). 

TOPFAS provides plans (COA, CONOPS, SOR and OPLAN) resulting from the OPP 
Web Service.. 

The current interface I_NCOP_TOPFAS is based on TOPFAS 4.5. 

 

3.3.49.2 Interface Principles 

The following web service methods provided by TOPFAS 4.5 are consumed by 
NCOP: 

Table 46: List web service methods provided by TOPFAS and consumed by NCOP 

OPP Service WS Method Name Comment 

GetPlanList 
Returns the Plan description data for 
all published Plans 

GetFullPlan 

Returns the TOPFAS Plan in an XML 
formatted string. This functionality is 
also available by means of exporting 
a file 

 

TOPFAS XML streams (TOPFAS Plan) shall be compliant with TOPFAS XML schema 
(provided below) and are consumed by NCOP according following sequences: 

 A BizTalk Orchestration gets the TOPFAS XML stream according to IP parameter 
defined by the COP Manager. 

 A “mapping” component transforms the TOPFAS XML stream into a CDF XML file. 

 A “publication” component publishes the CDF XML file into the NCOP Storage. 
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3.3.49.3 Data Elements 

Table below lists the objects and attributes mapped between TOPFAS and NCOP. 

Table 47: List of objects and attributes mapped between TOPFAS and NCOP 

TOPFAS 
Object 

TOPFAS attribute TOPFAS 
Object/Attribute 
description 

NCOP 
Object 

NCOP Attribute 

     

   

Plan Name  Plan’s name Group 
(<g>) 

Label 

   

Id Plan’s Identifier uri 

Actor Id Identifier of  
Actor 

Content-
item 

uri 

Label + Name Actor’s Name 
and Label 

label 

  symbol = ‘Actor.png’ 

CourseOfAction Id Identifier of the 
Course Of Action 

Content-
item 

uri 

Label + Name Name and Label 
of the Course Of 
Action 

label 

  symbol  = default.png 

Classification/Classification Object’s 
Classification 

ConfidentialityLabel/ 
ConfidentialityInformation/Classification 

Classification/OwnerShip Object’s 
Classification 
OwnerShip 

ConfidentialityLabel/ 
ConfidentialityInformation/PolicyIdentifier 

Classification/Releasibility Object’s 
Classification 
Releasibility 

ConfidentialityLabel/ 
ConfidentialityInformation/Category 

Object Id Object’s 
Identifier 

Point, 
Content-
item 

uri 

Label + Name Object’s Name 
and Label 

label 

APP6Code Object’s APP6A 
code 

symbol 
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TOPFAS 
Object 

TOPFAS attribute TOPFAS 
Object/Attribute 
description 

NCOP 
Object 

NCOP Attribute 

  symbol (if content-item) = ‘Objective.png’, 
‘EndState.png’, … 

   

NationCode Object’s 
Nationality 

ExtendedData/ADEM. AffiliationGeopoliticalCode 

CoAId Id of COA linked 
to the object 

extension/BSOAssociations/Association/Subject/ 

Id Object’s 
Identifier 

extension/BSOAssociations/Association/Object/ 

  extension/BSOAssociations/Association/Category 
= ‘IsSuperiorOf’ 

Classification/Classification Object’s 
Classification 

ConfidentialityLabel/ 
ConfidentialityInformation/Classification 

Classification/OwnerShip Object’s 
Classification 
OwnerShip 

ConfidentialityLabel/ 
ConfidentialityInformation/PolicyIdentifier 

Classification/Releasibility Object’s 
Classification 
Releasibility 

ConfidentialityLabel/ 
ConfidentialityInformation/Category 

Relation SourceId   extension/BSOAssociations/Association/Object/ 

 

TargetId  extension/BSOAssociations/Association/Subject/ 

 

CreatedTime  extension/BSOAssociations/Association/StartDTG 

UpdatedTime  extension/BSOAssociations/Association/EndDTG 

RelationType 

(‘SUPPORT’) 

 extension/BSOAssociations/Association/Category  

(‘Supports’) 

xsi:type 

(‘PlanningLinkObject‘, 
‘C2RelationType’, 
‘EffectActionType’) 

  extension/BSOAssociations/Association/Category  

(‘IsUnderCommandOf’, ‘IsSuperiorOf’, 
‘IsUnderCommandOf’) 

 

By default set to ‘IsChildOf’. 

3.3.49.4 Communication Protocols 

The protocol used for the interface between NCOP and TOPFAS is based on Web 
Services (SOAP over HTTP binding). 
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3.3.50 I_NCOP_TOPFAS_SAT: TOPFAS SAT Interface 

3.3.50.1 Interface Overview 

This interface is currently out of the scope of NCOP Increment-2. 

3.3.50.2 Interface Principles 

TBC 

3.3.50.3 Data Elements 

TBC 

3.3.50.4 Communication Protocols 

TBC 
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3.3.51 I_NCOP_TRITON: TRITON Interface 

3.3.51.1 Interface Overview 

TRITON will replace the operational level functionality of Maritime Command and 
Control Information System (MCCIS) and the MSA Demonstrator Prototype 
(MSA/BRITE) providing functionality that include building and disseminating the NATO 
Recognised Maritime Picture (RMP) and White Shipping Picture, Water Space 
Management and Prevention of Mutual Interference, as well as a variety of decision 
aid and operational support functions. TRITON will be interoperable with national 
systems and in full compliance with the Federated Mission Networking (FMN) 
specifications. 

3.3.51.2 Interface Principles 

TBC 

 

3.3.51.3 Data Elements 

TBC 

 

3.3.51.4 Communication Protocols 

TBC 
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3.3.52 I_NCOP_WS: NCOP Web Services 

3.3.52.1 Interface Overview 

Historical NCOP Web Services are implemented in WCF SOAP XML and includes: 

 NCOP Synchronization Service to allow synchronization of NCOP Information 
between all NCOP Nodes. 

 NCOP IP Publishing Service to publish changes on the COP and COP IP in NCOP 
CDF according to the dissemination settings and expose available COP and 
Information Products to Consumers (enhancement of JIPS defined by JCOP: see 
§3.3.27) 

 NCOP Contribution Service to allow contributions into a NCOP Node by NCOP 
clients, in terms of views, annotations and Information Products; 

 NCOP Metadata Registry and Repository Service to allow any system that exposes 
a NCOP Service to be able to register it via Web Service interface into a NCOP 
Infrastructure, and for a Consumer to allow the localization of a Web Service. This 
service has to be used when NATO Metadata Registry and Repository is not 
available; 

 NCOP Alerts/Notifications Subscription Service associated to Publish/Subscribe 
mechanism to allow notification of changes in the infrastructure; 

NCOP Configuration Service to expose the audit and traceability information;  

The Geographical COP Editor is consumer of the following NCOP web services: 

 NCOP IP Publishing Service; 

 NCOP Alerts/Notifications Subscription Service; 

 NCOP Contribution Service; 

 

In the NCOP Increment-2, the “NCOP IP Publishing Service “ is provided as a REST 
API (JSON) and allows the NCOP HTML5 Geographical COP Editor to get and publish 
changes on the COP and COP IP. 

 

The catalog of NCOP web services described in current section is described on the 
following table: 

Table 48: Catalog of NCOP Web Services 

Service’s name Service’s description Interfaces 

NCOP Synchronization 
Service 

This Web Service is used for COP 
synchronization between NCOP Nodes. It 
is based on WS-Eventing publish-
subscribe pattern 

It is composed of following interfaces: 

• SubscriptionManager (SubscriptionManager.svc file): the NCOP 
web service (source NCOP Node) that accepts subscription requests 
(“GetStatus”, “Renew”, “Subscribe”, “Unsubscribe”) from target NCOP 
Node. 

• SyncClientService (SyncClientService.svc file): the NCOP web 
service (target NCOP Node) that accepts “publish” events (COP 
Information Elements to subscribers) from the source NCOP Node. 

• SyncManagementService (SyncManagementService.svc file): 
the NCOP web service (source Node) that provides information to be used 
as parameters for subscription requests. 
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NCOP IP Publishing 
Service 

NCOP IP Publishing Service to publish 
changes on the COP and COP IP in NCOP 
CDF according to the dissemination 
settings and expose available COP and 
Information Products to Consumers 
(enhancement of JIPS defined by JCOP) 

 

NCOP Increment-1 implementation was based on CDF (NVG 2.0). See 
§3.3.9.3.2. 

NCOP IP Publishing Service based on CDF (NVG 2.0) groups, in a same 
web service, all previous NVG 1.4 based sub-services. These services are 
available in a single NCopIPS.svc file 

 

NCOP Notification Service 

It is composed of following interfaces: 

• ServiceBroker (ServiceBroker.svc file): the NCOP web service 
that accepts subscription requests from subscribers. 

• PullPointManager (PullPointManager.svc file not used by the 
Geographical COP Editor): provides pull-style notification as defined in 
WS-BaseNotification and attempt to create a PullPoint resource upon 
receiving a CreatePullPoint request. 

• NotificationsManager (NotificationsManager.svc file): service 
that is used by the Geographical COP Editor to subscribe to COP changes 
(based on HTTP long polling protocol). 

• NotificationReceiver (NotificationReceiver.svc file): the NCOP 
web service that send events from ServiceBroker to the Geographical COP 
Editor. 

NCOP Metadata 
Registry and Repository 
Service 

The NCOP Metadata Registry and 
Repository Service has the capability to: 

• Host the NCOP sources 
definition, 

• Host the NCOP Information 
Products definition. 

 

NCOP 
Alerts/Notifications 
Subscription Service 

This Web Service (NCOP Notification 
Service) is used for publishing changes on 
COP and Information Products to 
Consumers. It was based on WS-
Notification publish-subscribe pattern and 
http long polling protocol. 

It is composed of following interfaces: 

• AlertsManager (AlertsManager.svc file): the web service that 
accepts subscription requests from the Geographical COP Editor to get 
alerts/notifications. 

• AlertingReceiver (AlertingReceiver.svc file): the NCOP web 
service that accepts “publish” events (alerts/notifications). 

• AlertEventsManager (AlertEventsManager.svc file for internal 
use): service for getting detailed and full detailed information on each alert. 

• AlertTypesRolesManager (AlertTypeRolesManager.svc for 
internal use): service alerts settings for roles. 

• AlertTypesUsersManager (AlertTypesUsersManager.svc for 
internal use): service alerts settings for users. 

• EventSource (EventSource.svc file). 

• SubscriptionManager (SubscriptionManager.svc). 

• WrappedSyncPortType (WrappedSyncPortType.svc). 

NCOP Degradation 
Service 

 It is composed of following interface: 

• Degraded (Degraded.svc file): the web service that accepts 
requests from any external monitoring service. 

 

3.3.52.2 NCOP Synchronization Service 

This Web Service is used for COP synchronization between NCOP Nodes. It is based 
on WS-Eventing publish-subscribe pattern. 
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3.3.52.2.1 Interface Principles 

It is composed of following interfaces: 

 SubscriptionManager (SubscriptionManager.svc file): the NCOP web service 
(source NCOP Node) that accepts subscription requests (“GetStatus”, “Renew”, 
“Subscribe”, “Unsubscribe”) from target NCOP Node. 

 SyncClientService (SyncClientService.svc file): the NCOP web service (target 
NCOP Node) that accepts “publish” events (COP Information Elements to 
subscribers) from the source NCOP Node. 

 SyncManagementService (SyncManagementService.svc file): the NCOP web 
service (source Node) that provides information to be used as parameters for 
subscription requests. 

 

The WSDL interface protocol and XML schemas of this interface is provided in 
separated files outside of this ICD. 

3.3.52.2.2 Data Elements 

Data elements provided by NCOP Synchronisation service are explained in the 
following table. 

Table 49: List of data elements provided by NCOP Synchronisation service 

Service Operation name Description Request Parameter Response 

SubscriptionMan
ager exposed by a 
source Node 

Subscribe The target Node sends a Subscribe 
request message to source Node. 

Filter 

Delivery 

Format 

Expires 

any 

SubscriptionManager 

XmlGrantedExpires 

any 

 RenewOp To update, or renew, the expiration for a 
subscription, a target Node sends a 
Renew request message to the 
subscription manager of source Node. 

Expires 

ReferenceProperties 

any 

Expires 

any 

 GetStatusOp To get the status of a subscription, the 
target Node sends a GetStatus request 
message to the subscription manager of 
the source Node. 

Filter 

ReferenceProperties 

any 

Expires 

any 

 UnsubscribeOp To explicitly delete a subscription, a target 
Node sends an Unsubscribe request 
message to the subscription manager of 
the source Node. 

Filter 

ReferenceProperties 

any 

None 

SyncClientServic
e exposed by a 
target Node 

    

 PublishCop Operation called when a “COP” change 
occurs 

eventClass 

subscriptionId 

cop 

None 

 PublishIPInstance Operation called when a “IP Instance” 
change occurs 

eventClass 

subscriptionId 

ipInstance 

None 
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Service Operation name Description Request Parameter Response 

content 

originalData 

 PublishIPTemplate Operation called when a “COP IP 
Parameter” change occurs 

eventClass 

subscriptiondId 

ip 

None 

 PublishIPSubstitutio
nRule 

Operation called when a “COP IP 
Substitution rule” change occurs 

eventClass 

subscriptiondId 

rule 

None 

 PublishSharedView Operation called when a “COP Shared 
View” change occurs 

eventClass 

subscriptiondId 

view 

None 

 PublishSource Operation called when a “COP Source” 
change occurs 

eventClass 

subscriptiondId 

source 

None 

 PublishAnnotation Operation called when a “COP 
Annotation” change occurs 

eventClass 

subscriptiondId 

annotation 

None 

 PublishSecurityClas
sification 

Operation called when a “Security 
Classification” change occurs 

eventClass 

subscriptiondId 

classification 

None 

 PublishDomainValu
e 

Operation called when a “Domain Value” 
change occurs 

eventClass 

subscriptiondId 

domainValue 

None 

 PublishMap Operation called when a “COP WMS 
Map/Layer” change occurs 

eventClass 

subscriptiondId 

map 

None 

 PublishKmlMap Operation called when a “COP KML 
Map/Layer” change occurs 

eventClass 

subscriptiondId 

kmlMap 

None 

 PublishMapService Operation called when a “Map service” 
change occurs 

eventClass 

subscriptiondId 

mapService 

None 

 PublishIPStatus Operation called when a “COP IP Status” 
change occurs 

eventClass 

subscriptiondId 

ipStatus 

ipGuid 

None 

 PublishUserIcons Operation called when a “User Icons” 
change occurs 

eventClass 

subscriptiondId 

icons 

None 

 PublishEntity Operation called when a 
“Entity/Command” change occurs 

eventClass 

subscriptiondId 

entity 

None 
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Service Operation name Description Request Parameter Response 

 PublishUserLayer Operation called when a “User Layer” 
change occurs 

eventClass 

subscriptiondId 

userLayer 

None 

 PublishFavoriteUse
rLayer 

Operation called when a “Favorite User 
Layer” change occurs 

eventClass 

subscriptiondId 

favUserLayer 

None 

 GetObjectRevision To Get the revision of an object to avoid 
unnecessary data transfer to target node. 

eventClass 

objectGuid 

GetObjectRevisionResult 

SyncManagemen
tService exposed 
by a source Node 

GetCopDescriptions To get available COPs Information from 
source Node before subscribing to COP 
synchronization 

classificationLevel 

entityNames 

GetCopDescriptionsResul
t 

 GetIPDescriptions To get available COP Information Product 
details before subscribing to COP IP 
synchronisation 

classificationLevel 

entityNames 

GetIPDescriptionsResult 

 GetNodeGuid To get Node Guid None GetNodeGuidResult 

 GetLocalNodeEntiti
es 

To get the entities (commands) defined 
on the local node 

None GetLocalNodeEntitiesRes
ult 

 GetLocalSecurityCl
assifications 

To get the security classifications defined 
on the local node 

None GetLocalSecurityClassific
ationsResult 

 GetDomainValues To get the domain values defined on the 
local node 

None GetDomainValuesResult 

 GetRelatedDraftCo
p 

Get draft COP from a known published 
COP 

guid GetRelatedDraftCopResul
t 

 GetRelatedDraftIPP
arameter 

Get draft IP from a known published IP guid GetRelatedDraftIPParame
terResult 

 GetRelatedChildren
IPs 

Get all aggregated children from an 
aggregated IP 

guid GetRelatedChildrenIPsRe
sult 

 GetRelatedTechnic
alIPParameter 

Get technical IP from a known dynamic IP guid GetRelatedTechnicalIPPa
rameterResult 

 ArchiveCop Get the full content of a COP (usefull for 
synchronization start) 

copGuid 

subscriptionGuid 

ArchiveCopResult 

 ArchiveIP Get the full content of a IP (usefull for 
synchronization start) 

ipGuid 

subscriptionGuid 

ArchiveIPResult 

 ArchiveUserIcons Get the users icons defined on a node remoteNodeGuid ArchiveUserIconsResult 

 SaveSynchronizatio
nSubscription 

Save a synchronization subscription synchronizationGuid 

title 

callerNodeGuid 

expiration 

guids 

subscriptionType 

isReadWrite 

isActive 

SaveSynchronizationSubs
cription 
SaveSynchronizationSubs
criptionResult 

 SetAsUnidirectional To set a subscription as unidirectional subscriptionID 

callerNodeGuid 

None 
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Service Operation name Description Request Parameter Response 

 DeleteSynchronizati
onSubscription 

Delete the synchronization subscription guid DeleteSynchronizationSu
bscriptionResult 

3.3.52.2.2.1 SubscriptionManager: Subscribe Request 

The request of the Subscribe operation is a Subscribe message. This message 
contains a set of parameters: 

Input parameter Description 

Filter Subscribed Object Identifier 

Delivery End-point of target node used by the publisher 

Format Response format set to ‘Unwrap’ 

Expires Expiration DTG of the subcscription 

any Not used 

 

Sample data for Subscribe request is provided below: 
  <s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

    <SubscribeHeader xmlns=”http://www.w3.org/2009/02/ws-evt”> 

      <To> 

        <Address>urn:x-ncop:sync:entity:cop</Address> 

      </To> 

      <ReplyTo> 

        <Address>http://ncop-

portal.lc.nato.int:8080/NCOPServerSync/SubscriptionManager.svc/soap</Address> 

      </ReplyTo> 

    </SubscribeHeader> 

    <Subscribe xmlns=”http://www.w3.org/2009/02/ws-evt”> 

      <Filter 

Dialect=”http://schemas.datacontract.org/2004/07/Thales.NCOP.Services.Sync.Webservices/Dialect

s/NCOPSyncFilter”> 

        <Filter>43a47d02-a360-4e7a-b977-efff473df933</Filter> 

      </Filter> 

      <Delivery Mode=”http://schemas.Xmlsoap.org/ws/2004/08/eventing/DeliveryModes/Push”> 

        <NotifyTo> 

          <Address>http://ncop-

portal.nnhq.nato.int:8080/NCOPClientSync/SyncClientService.svc</Address> 

          <ReferenceProperties> 

            <SubscriptionParameters xsi:type=”SyncSubscriptionParameters”> 

              <NodeName>Brussels</NodeName> 

              <NodeIdentifier>584f5471-add3-44c3-a1a6-247ddbb4c41f</NodeIdentifier> 

              <SubscriptionName>COPCDO</SubscriptionName> 

              <SubscriptionIdentifier>cded3c61-48c9-4414-952a-

f2e6acedc87e</SubscriptionIdentifier> 

              <SyncClass>urn:x-ncop:sync:entity:cop</SyncClass> 

              <Active>true</Active> 

            </SubscriptionParameters> 

          </ReferenceProperties> 

        </NotifyTo> 

      </Delivery> 

      <Expires>2014-05-29T07:26:00Z</Expires> 

    </Subscribe> 

  </s:Body> 

 

 

3.3.52.2.2.2 SubscriptionManager: Subscribe Response 

When invoked, the response of the Subscribe operation is a SubscribeResponse 
message. This element contains a set of parameters: 

http://ncop/
http://ncop/
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Output parameter Description 

SubscriptionManager Information of the subscriber node 

XmlGrantedExpires Expiration DTG of the subcscription 

any Not used 

 

Sample data for SubscribeResponse is provided below: 
    <SubscribeOpResponse xmlns=”http://www.w3.org/2009/02/ws-evt”> 

      <SubscribeResponse> 

        <SubscriptionManager> 

          <ReferenceProperties> 

            <SubscriptionParameters xsi:type=”SyncSubscriptionParameters”> 

              <NodeName>Brussels</NodeName> 

              <NodeIdentifier>584f5471-add3-44c3-a1a6-247ddbb4c41f</NodeIdentifier> 

              <SubscriptionName>COPCDO</SubscriptionName> 

              <SubscriptionIdentifier>cded3c61-48c9-4414-952a-

f2e6acedc87e</SubscriptionIdentifier> 

              <SyncClass>urn:x-ncop:sync:entity:cop</SyncClass> 

              <Active>true</Active> 

            </SubscriptionParameters> 

          </ReferenceProperties> 

        </SubscriptionManager> 

        <XmlGrantedExpires>2014-05-29T07:26:00Z</XmlGrantedExpires> 

      </SubscribeResponse> 

    </SubscribeOpResponse> 

 

 

3.3.52.2.2.3 SubscriptionManager: RenewOp Request 

The request of the RenewOp operation is a Renew message. This message contains 
a set of parameters: 

Input parameter Description 

Expires Expiration DTG for the subscription 

ReferenceProperties Information of the subscriber node 

any Not used 

Sample data for Renew request is provided below: 
    <Renew xmlns=”http://www.w3.org/2009/02/ws-evt”> 

      <Expires>2014-05-31T07:26:00Z</Expires> 

      <ReferenceProperties xsi:type=”SyncSubscriptionParameters”> 

        <NodeIdentifier>37bd7ae0-82e2-4ff7-919f-560b2278b299</NodeIdentifier> 

        <SubscriptionIdentifier>cded3c61-48c9-4414-952a-f2e6acedc87e</SubscriptionIdentifier> 

        <SyncClass>urn:x-ncop:sync:entity:cop</SyncClass> 

        <Active>true</Active> 

      </ReferenceProperties> 

    </Renew> 

3.3.52.2.2.4 SubscriptionManager: RenewOp Response 

When invoked, the response of the RenewOp operation is a RenewResponse 
message. This element contains a set of parameters: 

Output parameter Description 

Expires Expiration DTG for the subscription enforced by 
the publisher 

any Not used 

Sample data for RenewResponse is provided below: 
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    <RenewResponse xmlns= »http ://www.w3.org/2009/02/ws-evt »> 

      <Expires>2014-05-31T07 :26 :00Z</Expires> 

    </RenewResponse> 

3.3.52.2.2.5 SubscriptionManager: GetStatusOp Request 

The request of the GetStatusOp operation is an GetStatus message. This message 
contains a set of parameters: 

Input parameter Description 

Filter Subscribed Object Identifier 

ReferenceProperties Information of the subscriber node 

any Not used 

Sample data for GetStatusOp request is provided below: 

    <GetStatus xmlns=”http://www.w3.org/2009/02/ws-evt”> 

      <ReferenceProperties xsi:type=”SyncSubscriptionParameters”> 

        <NodeIdentifier>584f5471-add3-44c3-a1a6-247ddbb4c41f</NodeIdentifier> 

        <SubscriptionIdentifier>cded3c61-48c9-4414-952a-f2e6acedc87e</SubscriptionIdentifier> 

        <SyncClass>urn:x-ncop:sync:entity:cop</SyncClass> 

        <Active>false</Active> 

      </ReferenceProperties> 

      <SyncObject xmlns=””> 

        <Id>43a47d02-a360-4e7a-b977-efff473df933</Id> 

        <Revision>{“Id”:1,”Date”:”\/Date(1398775923103)\/”,”Owner”:”37bd7ae0-82e2-4ff7-919f-

560b2278b299”,”Predecessor”:”37bd7ae0-82e2-4ff7-919f-560b2278b299”}</Revision> 

      </SyncObject> 

    </GetStatus> 

 

 

3.3.52.2.2.6 SubscriptionManager: GetStatusOp Response 

When invoked, the response of the GetStatusOp operation is a GetStatusResponse 
message. This element contains a set of parameters: 

Output parameter Description 

Expires Expiration DTG for the subscription enforced by the 
publisher 

any Not used 

Sample data for GetStatusResponse is provided below: 
    <GetStatusResponse xmlns=”http://www.w3.org/2009/02/ws-evt”> 

      <Expires>2014-05-29T07:26:00Z</Expires> 

      <SyncObject xmlns=””> 

        <Id>43a47d02-a360-4e7a-b977-efff473df933</Id> 

        <NeedSynchronization>false</NeedSynchronization> 

      </SyncObject> 

    </GetStatusResponse> 
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3.3.52.2.2.7 SubscriptionManager: Unsubscribe Request 

The request of the Unsubscribe operation is an Unsubscribe message. This 
message contains a set of parameters: 

Input parameter Description 

Filter Subscribed Object Identifier 

ReferenceProperties Information of the subscriber node 

any Not used 

Sample data for Unsubscribe request is provided below: 
    <Unsubscribe xmlns=”http://www.w3.org/2009/02/ws-evt”> 

      <ReferenceProperties xsi:type=”SyncSubscriptionParameters”> 

        <NodeIdentifier>584f5471-add3-44c3-a1a6-247ddbb4c41f</NodeIdentifier> 

        <SubscriptionIdentifier>32e4d34f-2d7a-4fa8-aa40-733657f9fc15</SubscriptionIdentifier> 

        <SyncClass>urn:x-ncop:sync:entity:cop</SyncClass> 

        <Active>false</Active> 

      </ReferenceProperties> 

    </Unsubscribe> 

 

3.3.52.2.2.8 SubscriptionManager: Unsubscribe Response 

When invoked, the response of the Unsubscribe operation is an 
UnsubscribeResponse message. 

Sample data for UnsubscribeResponse is provided below: 
<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema” /> 

 

3.3.52.2.2.9 SyncClientService: PublishCop Request 

The request of the PublishCop operation is a PublishCOP message. This message 
contains a set of parameters: 

Input parameter Description 

eventClass Event Class: updated… 

subscriptionId Subscription Identifier 

cop COP attributes 

Sample data for PublishCop request is provided below: 
    <PublishCop xmlns=”http://ncop.thales.com/2013/sync”> 

      <eventClass>urn:x-ncop:sync:entity:cop:updated</eventClass> 

      <subscriptionId>05d2bebc-7af5-48bd-9e56-5a6ca1b67b36</subscriptionId> 

      <cop xmlns:a=”http://schemas.datacontract.org/2004/07/Thales.NCOP.Management.Entities” 

xmlns:i=”http://www.w3.org/2001/XMLSchema-instance”> 

        <a:ID>9</a:ID> 

        <a:Title>BrussCOP</a:Title> 

        <a:BSOSizeRules /> 

        <a:CreatedBy i:nil=”true” /> 

        <a:Description>TEST4</a:Description> 

        <a:Dissemination /> 

        <a:GuardSecurityClassification>;;;100</a:GuardSecurityClassification> 

        <a:ModifiedBy i:nil=”true” /> 

        <a:OwnerEntity>My Command</a:OwnerEntity> 

        <a:ParentCOP>08ab4e6f-d1ac-4c98-b68f-c547d6cf998f</a:ParentCOP> 

        <a:Permissions>&lt;Permissions xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”&gt; 

  &lt;CopPermissions&gt; 

    &lt;EveryoneRole Grant=”true” /&gt; 

  &lt;/CopPermissions&gt; 

&lt;/Permissions&gt;</a:Permissions> 

        <a:Revision>{“Id”:11,”Date”:”\/Date(1398782817678)\/”,”Owner”:”584f5471-add3-44c3-
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a1a6-247ddbb4c41f”,”Predecessor”:”584f5471-add3-44c3-a1a6-247ddbb4c41f”}</a:Revision> 

        <a:SecurityClassification> 

          <a:DisplayName>NATO – UNCLASSIFIED</a:DisplayName> 

          <a:UniqueIdentifier>65d88885-4c77-42f4-9855-211efd1df2d1</a:UniqueIdentifier> 

        </a:SecurityClassification> 

        <a:State>Draft</a:State> 

        <a:Structures>&lt;structure xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”&gt; 

  &lt;folder name=”Structure” id=”2b5a1fb1-3037-4dca-bb74-18a35db33293”&gt; 

    &lt;folder name=”NIRIS” id=”24bb5482-43e7-48f5-8600-a009cd48a983”&gt; 

      &lt;layer name=”NIRIS 3.4 LOCAL L16” description=”” id=”17c9fa98-bb76-41bf-b2c6-

f4e599d9db48”&gt; 

        &lt;ip id=”c00de73e-cb6a-403e-a1da-0510ec0f3f3e” name=”NIRIS 3.4 LOCAL L16” /&gt; 

      &lt;/layer&gt; 

    &lt;/folder&gt; 

    &lt;layer name=”EXCEL PULL – EventFlatFile” description=”sdfr” id=”2f159c22-606f-4e92-

98dc-e439d1b2fded”&gt; 

      &lt;ip id=”5e6cbfc4-514f-422c-b59a-4e83301d28d7” name=”EXCEL PULL – EventFlatFile” 

version=”2” /&gt; 

    &lt;/layer&gt; 

  &lt;/folder&gt; 

&lt;/structure&gt;</a:Structures> 

        <a:UniqueId>ba3d3aef-1b30-44f5-b30a-320b0a4a678a</a:UniqueId> 

        <a:Version>6</a:Version> 

      </cop> 

    </PublishCop> 

 

3.3.52.2.2.10 SyncClientService: PublishCop Response 

When invoked, the response of the PublishCop operation is a PublishCopResponse 
message. 

Sample data for PublishCopResponse is provided below: 

<    <PublishCopResponse xmlns=”http://ncop.thales.com/2013/sync” /> 

 

 

 

3.3.52.2.2.11 SyncClientService: PublishIPTemplate Request 

The request of the PublishIPTemplate operation is a PublishIPTemplate message. 
This message contains a set of parameters: 

Input parameter Description 

eventClass Event Class: updated… 

subscriptionId Subscription Identifier 

ip Information Product Template attributes 

Sample data for PublishIPTemplate request is provided below: 
    <PublishIPTemplate xmlns=”http://ncop.thales.com/2013/sync”> 

      <eventClass>urn:x-ncop:sync:entity:iptemplate:updated</eventClass> 

      <subscriptionId>05d2bebc-7af5-48bd-9e56-5a6ca1b67b36</subscriptionId> 

      <ip xmlns:a=”http://schemas.datacontract.org/2004/07/Thales.NCOP.Management.Entities” 

xmlns:i=”http://www.w3.org/2001/XMLSchema-instance”> 

        <a:ID>7</a:ID> 

        <a:Title>EXCEL PULL – EventFlatFile</a:Title> 

        <a:AppearanceMetadata /> 

        <a:AreaOfInterest /> 

        <a:AutomaticTimeStamping>false</a:AutomaticTimeStamping> 

        <a:BSOSizeRules /> 

        <a:BsoChartsDefinition>&lt;ChartsDefinition 

xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema” /&gt;</a:BsoChartsDefinition> 

        <a:BsoRelationRules /> 

        <a:Categorization /> 

        <a:Description>TEST2</a:Description> 
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        <a:DisappearanceMetadata /> 

        <a:Domain /> 

        <a:EffectiveEndDtg i:nil=”true” /> 

        <a:EffectiveStartDtg i:nil=”true” /> 

        <a:Format>Usual</a:Format> 

        <a:GuardSecurityClassification>;;;10</a:GuardSecurityClassification> 

        <a:HistoryDuration>0</a:HistoryDuration> 

        <a:IPAggregated /> 

        <a:IPRef>00000000-0000-0000-0000-000000000000</a:IPRef> 

        <a:IPType>Static</a:IPType> 

        <a:IdentificationPattern /> 

        <a:InstanceLastModified i:nil=”true” /> 

        <a:IsActive>true</a:IsActive> 

        <a:IsLocal>true</a:IsLocal> 

        <a:LevelOfDetail>&lt;LodConfig xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”&gt; 

  &lt;DefaultLodType&gt;00000000-0000-0000-0000-000000000000&lt;/DefaultLodType&gt; 

&lt;/LodConfig&gt;</a:LevelOfDetail> 

        <a:Maintainer /> 

        <a:MaxScaleVisibility /> 

        <a:MinScaleVisibility /> 

        <a:NextUpdate i:nil=”true” /> 

        <a:NvgFilter>&lt;SqlDataSource xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema” useOtherColumnsAsExtended=”true” 

xmlns=”http://ncop.thales.com/2012/05/sqldatasourceparameters”&gt; 

  &lt;SqlQuery&gt;SELECT * FROM [events flat file$]&lt;/SqlQuery&gt; 

  &lt;IdentifierColumn column=”ReportKey” /&gt; 

  &lt;LabelColumn column=”Title” /&gt; 

  &lt;ImageSymbol symbol=”ncop:icon:Symbols/APP6/AF_FWF.png” name=”AF_FWF” /&gt; 

  &lt;LongitudeCoordinatesColumn column=”Longitude” /&gt; 

  &lt;LatitudeCoordinatesColumn column=”Latitude” /&gt; 

&lt;/SqlDataSource&gt;</a:NvgFilter> 

        <a:OriginalFilter /> 

        <a:OriginalSourceApplication /> 

        <a:OriginalSourceCapability /> 

        <a:OriginalSourceTemplate /> 

        <a:OriginalSourceUpdateMethod /> 

        <a:OwnerEntity>My Command</a:OwnerEntity> 

        <a:PINCode /> 

        <a:ParentIP>5e6cbfc4-514f-422c-b59a-4e83301d28d7</a:ParentIP> 

        <a:PoC /> 

        <a:PostProcessingScript /> 

        <a:Purpose /> 

        <a:RequiredUpdateFrequency>600</a:RequiredUpdateFrequency> 

        <a:Revision>{“Id”:4,”Date”:”\/Date(1398783070039)\/”,”Owner”:”584f5471-add3-44c3-a1a6-

247ddbb4c41f”,”Predecessor”:”584f5471-add3-44c3-a1a6-247ddbb4c41f”}</a:Revision> 

        <a:SecurityClassification> 

          <a:DisplayName>NATO – UNCLASSIFIED</a:DisplayName> 

          <a:UniqueIdentifier>2a236ab2-e658-4619-90f0-9ce4231d5b7c</a:UniqueIdentifier> 

        </a:SecurityClassification> 

        <a:Source> 

          <a:DisplayName>EXCEL PULL</a:DisplayName> 

          <a:UniqueIdentifier>483edc79-06c7-4a8f-955d-8643b3008eb0</a:UniqueIdentifier> 

        </a:Source> 

        <a:SourceAtConsumerEntity>false</a:SourceAtConsumerEntity> 

        <a:SourceClassification i:nil=”true” /> 

        <a:State>Draft</a:State> 

        <a:StatusRules>&lt;StatusRules xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”&gt; 

  &lt;AllowEmptyLayer&gt;false&lt;/AllowEmptyLayer&gt; 

  &lt;FailureCountingRule&gt; 

    &lt;Green UpTo=”0” IsChecked=”true” /&gt; 

    &lt;Yellow UpTo=”1” IsChecked=”true” /&gt; 

    &lt;Orange UpTo=”3” IsChecked=”true” /&gt; 

    &lt;Red IsChecked=”true” /&gt; 

  &lt;/FailureCountingRule&gt; 

&lt;/StatusRules&gt;</a:StatusRules> 

        <a:SuggestedIpLocation /> 

        <a:UniqueId>2fd4608b-175c-49d5-96eb-bfdfd9b93edb</a:UniqueId> 

        <a:UpdateMethod>Pull</a:UpdateMethod> 

        <a:UpdateType /> 

        <a:Version>2</a:Version> 

        <a:VisualizationFilterScripts>&lt;VisualizationFilters 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema” xmlns:xsi=”http://www.w3.org/2001/XMLSchema-

instance”&gt; 

  &lt;IsSelectionModeSingle&gt;false&lt;/IsSelectionModeSingle&gt; 
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&lt;/VisualizationFilters&gt;</a:VisualizationFilterScripts> 

        <a:ZorderCategory i:nil=”true” /> 

      </ip> 

    </PublishIPTemplate> 

 

 

3.3.52.2.2.12 SyncClientService: PublishIPTemplate Response 

When invoked, the response of the PublishIPTemplate operation is a 
PublishIPTemplateResponse message. 

Sample data for PublishIPTemplateResponse is provided below: 

 

    <PublishIPTemplateResponse xmlns=”http://ncop.thales.com/2013/sync” /> 

 

 

3.3.52.2.2.13 SyncClientService: PublishSource Request 

The request of the PublishSource operation is a PublishSource message. This 
message contains a set of parameters: 

Input parameter Description 

eventClass Event Class: updated… 

subscriptionId Subscription Identifier 

ip Information Product attributes 

Sample data for PublishSource request is provided below: 
    <PublishSource xmlns=”http://ncop.thales.com/2013/sync”> 

      <eventClass>urn:x-ncop:sync:entity:source:updated</eventClass> 

      <subscriptionId>05d2bebc-7af5-48bd-9e56-5a6ca1b67b36</subscriptionId> 

      <source 

xmlns:a=”http://schemas.datacontract.org/2004/07/Thales.NCOP.Management.Entities” 

xmlns:i=”http://www.w3.org/2001/XMLSchema-instance”> 

        <a:ID>5</a:ID> 

        <a:Title>EXCEL PULL bru</a:Title> 

        <a:Address>Provider=Microsoft.ACE.OLEDB.12.0;Data Source=\\bru-ncop-

biz\INPUT\EXCEL\PULL\EventFlatFile.xls;Extended Properties=Excel 8.0;</a:Address> 

        <a:Application> 

          <a:DisplayName>ANY.EXCEL</a:DisplayName> 

          <a:Id>5</a:Id> 

        </a:Application> 

        <a:Availability /> 

        <a:AvailabilityDisplay i:nil=”true” /> 

        <a:Capability /> 

        <a:DynamicSourceServer> 

          <a:DisplayName i:nil=”true” /> 

          <a:Id>0</a:Id> 

        </a:DynamicSourceServer> 

        <a:ExtendedInfo /> 

        <a:IsActive>true</a:IsActive> 

        <a:IsDegraded>false</a:IsDegraded> 

        <a:IsLocal>true</a:IsLocal> 

        <a:OriginatingSystem /> 

        <a:Revision>{“Id”:2,”Date”:”\/Date(1398783260012)\/”,”Owner”:”584f5471-add3-44c3-a1a6-

247ddbb4c41f”,”Predecessor”:”584f5471-add3-44c3-a1a6-247ddbb4c41f”}</a:Revision> 

        <a:Template> 

          <a:DisplayName>DIRECT.EXCEL</a:DisplayName> 

          <a:Id>1</a:Id> 

        </a:Template> 

        <a:Type>Static</a:Type> 

        <a:UniqueId>483edc79-06c7-4a8f-955d-8643b3008eb0</a:UniqueId> 

        <a:UpdateMethod>Pull</a:UpdateMethod> 

      </source> 
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    </PublishSource> 

 

 

3.3.52.2.2.14 SyncClientService: PublishSource Response 

When invoked, the response of the PublishSource operation is a 
PublishSourceResponse message. 

Sample data for PublishSourceResponse is provided below: 
    <PublishSourceResponse xmlns= »http ://ncop.thales.com/2013/sync » /> 

 

3.3.52.2.2.15 SyncClientService: PublishKmlMap Request 

The request of the PublishKmlMap operation is a PublishKmlMap message. This 
message contains a set of parameters: 

Input parameter Description 

eventClass Event Class: updated… 

subscriptionId Subscription Identifier 

kmlMap Kml map attributes 

Sample data for PublishKmlMap request is provided below: 
    <PublishKmlMap xmlns=”http://ncop.thales.com/2013/sync”> 

      <eventClass>urn:x-ncop:sync:entity:kmlmap:updated</eventClass> 

      <subscriptionId>05d2bebc-7af5-48bd-9e56-5a6ca1b67b36</subscriptionId> 

      <kmlMap 

xmlns:a=”http://schemas.datacontract.org/2004/07/Thales.NCOP.Management.Entities” 

xmlns:i=”http://www.w3.org/2001/XMLSchema-instance”> 

        <a:ID>1</a:ID> 

        <a:Title>Kml</a:Title> 

        <a:AreaOfInterest /> 

        <a:Configuration /> 

        <a:Description /> 

        <a:GuardSecurityClassification>;;;500</a:GuardSecurityClassification> 

        <a:OwnerEntity>My Command</a:OwnerEntity> 

        <a:Revision>{“Id”:1,”Date”:”\/Date(1398783716403)\/”,”Owner”:”584f5471-add3-44c3-a1a6-

247ddbb4c41f”,”Predecessor”:”584f5471-add3-44c3-a1a6-247ddbb4c41f”}</a:Revision> 

        <a:SecurityClassification> 

          <a:DisplayName>NATO – CONFIDENTIAL</a:DisplayName> 

          <a:UniqueIdentifier>0de923d2-6bb1-4a1c-8c10-31c916c9e4aa</a:UniqueIdentifier> 

        </a:SecurityClassification> 

        <a:UniqueId>eff4789d-a99e-4fb2-8b0d-a4b144d57bc1</a:UniqueId> 

        <a:Url>http://bru-ncop-arcgis/arcgis/kml/airfields.kmz</a:Url> 

      </kmlMap> 

    </PublishKmlMap> 

 

3.3.52.2.2.16 SyncClientService: PublishKmlMap Response 

When invoked, the response of the PublishKmlMap operation is a 
PublishKmlMapResponse message. 

Sample data for PublishKmlMapResponse is provided below: 
    <PublishKmlMapResponse xmlns=”http://ncop.thales.com/2013/sync” /> 

 

 

3.3.52.2.3 Communication Protocols 

The communication protocol used by the Synchronization service is SOAP over HTTP 
binding. 

http://bru/
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The communication protocol used by the Synchronization service is: 

 Either SOAP over HTTP binding: basicHttpBinding and standard SOAP 1.1 POST 
requests over HTTP 

 Or GET/ HTTP: custom webHttpBinding and GET requests:  HTTP queries and 
HTTP headers using JSON serialization  over HTTP 

 

3.3.52.3 NCOP IP Publishing Service 

 

3.3.52.3.1 NCOP IP Publishing Service based on CDF (NVG 2.0) 

This web service is the current web service applicable from NCOP version 1.1 
onwards. 

3.3.52.3.1.1 Interface Overview 

NCOP IP Publishing Service based on CDF (NVG 2.0) groups, in a same web service, 
all previous NVG 1.4 based sub-services. These services are available in a single 
NCopIPS.svc file: 

 NCOP JIPS: service providing COP Products content to Consumers (consumers 
request NCOP JIPS operations just after receiving a notification from NCOP 

Notification Service); 

 NCOP RIPS: service providing associations between BSOs; 

 NCOP History Service: service providing history of BSOs; 

 NCOP Search: service providing the available extended data and metadata 
contained in all Information Products of a COP. 

 NCOP Contribution Service: service providing operations to manage annotations, 
views and shared views 

 

NCOP Notification Service (§3.3.52.3.2) can still be used, in coordination with these 
CDF-based web services. 

3.3.52.3.1.2 Interface Principles 

The WSDL interface protocol and XML schemas of this interface is provided in 
separated files outside of this ICD.  

3.3.52.3.1.3 Data Elements 

Data elements provided by NCOP IP Publishing Service based on CDF (NVG 2.0) are 
explained in the following table. 

Table 50: NCOP IP Publishing Service based on CDF (NVG 2.0) 

Service Operation name Description Request 
Parameter 

Response 

NCOPIPS GetCopList The purpose of the GetCopList operation is to obtain 
the overall information and available COPs from this 
Service. 

None GetCopList
Result 

 GetCopContent The purpose of the GetCopContent operation is to 
obtain the COP definition. 

copId GetCopCo
ntentResult 
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Service Operation name Description Request 
Parameter 

Response 

withInformative 

 GetInformationProduct The purpose of the GetInformationProduct is to obtain 
the Information Product information Definition. 

informationProdu
ctIdentifier 

GetInforma
tionProduct
Result 

 GetInformationProductConten
t14 

The purpose of the GetInformationProductContent14 
operation is to obtain Information Product definition in 
NVG 1.4 format. 

Request GetInforma
tionProduct
Content14
Result 

 GetInformationProductConten
t20 

The purpose of the GetInformationProductContent14 
operation is to obtain Information Product definition in 
NVG 2.0 format. 

Request GetInforma
tionProduct
Content20
Result 

 FetchInformationProductCont
ent14 

The purpose of the GetInformationProductContent14 
operation is to obtain Information Product definition in 
NVG 1.4 format (used for REST request). 

informationProdu
ctId 

layerId 

filters 

resolveIcons 

omitMetadata 

omitExtendedDat
a 

omitAssociations 

FetchInfor
mationProd
uctContent
14Result 

 FetchInformationProductCont
ent20 

The purpose of the GetInformationProductContent14 
operation is to obtain Information Product definition in 
NVG 2.0 format (used for REST request). 

informationProdu
ctId 

layerId 

filters 

resolveIcons 

omitMetadata 

omitExtendedDat
a 

omitAssociations 

FetchInfor
mationProd
uctContent
20Result 

 GetInformationProductStatus The purpose of the GetInformationProductStatus 
operation is to obtain the status of the IP. 

informationProdu
ctId 

GetInforma
tionProduct
StatusResu
lt 

 GetSearchFields The purpose of the GetSearchFields operation is to 
get the available extended data and metadata 
contained in all Information Products of a COP. 

copId GetSearch
FieldsResul
t 

 SearchCop20 The purpose of the SearchProduct is to retrieve from 
a COP the NVG elements matching the search criteria. 
The result is provided in NVG 2.0 format. 

searchParameter
s 

SearchCop
20Result 

 SearchCop14 The purpose of the SearchProduct is to retrieve from 
a COP the NVG elements matching the search criteria. 
The result is provided in NVG 1.4 format. 

searchParameter
s 

SearchCop
Layer14 

 GetBsoHistoryInformation Get the Start DTG and End DTG (availability) of a 
BSO. 

historyInformation
Query 

GetBsoHist
oryInformat
ionResult 
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Service Operation name Description Request 
Parameter 

Response 

 GetBsoHistory14 Get the history of a BSO contained in an IP in order to 
draw its trajectory on Map Background with selected 
color. The result is provided in NVG 1.4 format. 

historyQuery GetBsoHist
ory14Resul
t 

 GetBsoHistory20 Get the history of a BSO contained in an IP in order to 
draw its trajectory on Map Background with selected 
color. The result is provided in NVG 2.0 format. 

historyQuery GetBsoHist
ory20Resul
t 

 FetchBSOHistory14 Get the history of a BSO contained in an IP in order to 
draw its trajectory on Map Background with selected 
color (used for REST request). The result is provided 
in NVG 1.4 format. 

informationProdu
ctId 

bsoUri 

dateFrom 

dateTo 

limit 

pastToFuture 

color 

omitMetadata 

omitExtendedDat
a 

FetchBSO
History14R
esult 

 FetchBSOHistory20 Get the history of a BSO contained in an IP in order to 
draw its trajectory on Map Background with selected 
color (used for REST request). The result is provided 
in NVG 2.0 format. 

informationProdu
ctId 

bsoUri 

dateFrom 

dateTo 

limit 

pastToFuture 

color 

omitMetadata 

omitExtendedDat
a 

FetchBSO
History20R
esult 

 FetchDocumentContent The purpose of the FetchDocumentContent is to 
retrieve the content of a “Document Information 
Product”. 

informationProdu
ctId 

FetchDocu
mentConte
ntResult 

 ContributeNewInformationPro
duct14 

The purpose of the 
ContributeNewInformationProduct14 is to submit a 
new contributed Information Product to a COP. The 
contributed IP is provided in NVG 1.4 format. 

Contribution 

publish 

None 

 ContributeExistingInformation
Product14 

The purpose of the 
ContributeExistingInformationProduct14 is to submit 
an update of an existing contributed Information 
Product to a COP. The contributed IP is provided in 
NVG 1.4 format. 

Contribution 

publish 

None 

 ContributeNewInformationPro
duct20 

The purpose of the 
ContributeNewInformationProduct20 is to submit a 
new contributed Information Product to a COP. The 
contributed IP is provided in NVG 2.0 format. 

Contribution 

publish 

None 

 ContributeExistingInformation
Product20 

The purpose of the 
ContributeExistingInformationProduct20 is to submit 
an update of an existing contributed Information 

Contribution 

publish 

None 
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Service Operation name Description Request 
Parameter 

Response 

Product to a COP. The contributed IP is provided in 
NVG 2.0 format. 

 GetUserIcon The purpose of the GetUserIcon is to retrieve the user 
defined icons that are used in the custom 
SQL/Excel/SharePoint List mapping. 

userIconIdentifier GetUserIco
nResult 

 GetInformationProductAssoci
ations 

Get the associations between BSOs stored in an 
Information Product. 

Request GetInforma
tionProduct
Association
sResult 

 ContributeNewInformationPro
ductRaw 

The purpose of the 
ContributeNewInformationProductRaw operation is to 
submit a new contributed Information Product to a 
COP. The contributed IP is provided in NVG 1.4 or 
NVG 2.0 format (REST Request). 

Contribution 

publish 

None 

 ContributeExistingInformation
ProductRaw 

The purpose of the 
ContributeExistingInformationProductRaw operation 
is to submit an update of an existing contributed 
Information Product to a COP. The contributed IP is 
provided in NVG 1.4 or NVG 2.0 format (REST 
Request). 

Contribution 

publish 

None 

 GetMyUserLayers Get all « user layers » of a user. None GetMyUser
LayersRes
ult 

 SaveMyUserLayer Save a « user layer » of a user. userLayer SaveMyUs
erLayerRes
ult 

 DeleteMyUserLayer Delete a « user layer » of a user. userLayer None 

 SaveFavoriteUserLayer Save a favorite user layer (link to a shared user layer) favorite SaveFavori
teUserLaye
rResult 

 DeleteFavoriteUserLayer Delete a favorite « user layer » of a user. Favorite None 

 GetMyFavoriteUserLayers Get all favorite « user layers » of a user. None GetMyFavo
riteUserLay
ersResult 

 GetAllSharedUserLayers Gell all shared « user layers » of all users. None GetAllShar
edUserLay
ersResult 

 FetchUserLayer14 Get a « user layer » of a user, in NVG 1.4 format. userLayerId 

omitMetadata 

omitExtendedDat
a 

FetchUserL
ayer14Res
ult 

 FetchUserLayer20 Get a « user layer » of a user, in NVG 2.0 format. userLayerId 

omitMetadata 

omitExtendedDat
a 

FetchUserL
ayer20Res
ult 

 UpdateUserLayer Update the content of a « user layer ». Operation: None 
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Service Operation name Description Request 
Parameter 

Response 

- 
UserLayerIdentifi
er 

- Add 

- Remove 

 GetMissingBsoReferencesCo
unt 

For a specific “User Layer”, gets the number of 
references that are linked to no more available BSOs. 
It allows to display a warning to end-user. 

userLayerId GetMissing
BsoRefere
ncesCount
Result 

 ClearMissingBsoReferences Clear the references to BSOs that are no more 
available in the user layer 

userLayerId None 

 GetBsoCharts Get the BSO Charts definition attached to an 
Information Product 

request: 

- 
InformationProdu
ctId 

- ResolveIconUrls 

- OmitMetadata 

- 
OmitExtendedDat
a 

- 
OmitAssociations 

- Filters 

GetBsoCha
rtsResult 

 GetCopNamedViews Get the list of available Named Views in a dedicated 
COP 

copId GetCopNa
medViews
Result 

 GetNamedView Get the complete Named View content namedViewId GetNamed
ViewResult 

 RemoveNamedView Remove a Named View of a user namedViewId None 

 SaveNamedView Save a Named View of a user namedView SaveName
dViewResu
lt 

 SubmitNamedView Submit an approbation of a Named View to be 
published to a Shared View 

namedViewId None 

 CreateAssociatedNamedView Create a named view from an existing Shared View. 
Both views are attached to allow updates of the shared 
view from the named view content. 

sharedViewId CreateAsso
ciatedNam
edViewRes
ult 

 RenameNamedView Rename a Named View of a user namedViewId 

newName 

None 

 GetAnnotation Get the content of an annotation annotationId GetAnnotat
ionResult 

 SetAnnotationVisibility Set the visibility (true/false) of an annotation annotationId 

isVisible 

None 

 SaveAnnotation Save an annotation annotation 

isPending 

SaveAnnot
ationResult 
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Service Operation name Description Request 
Parameter 

Response 

 DuplicateAnnotation Duplicate an annotation duplicatedId 

duplication 

DuplicateA
nnotationR
esult 

 DeleteAnnotation Delete an annotation annotationId None 

 GetCopAnnotations Get the list of available annotations of a COP copReference GetCopAnn
otationsRe
sult 

 ApproveAnnotation Approve a pending annotation annotationId None 

 RejectAnnotation Reject a pending annotation annotationId 

comment 

None 

 RenameAnnotation Rename an annotation annotationId 

newName 

None 

 FetchAnnotationContent14 Get the content of an annotation in NVG 1.4 format 
(REST request) 

annotationGuid FetchAnnot
ationConte
nt14Result 

 GetCopSharedViews Get the list of available Shared Views in a dedicated 
COP 

copId GetCopSha
redViewsR
esult 

 GetSharedView Get the complete Shared View content sharedViewId GetShared
ViewResult 

 RemoveSharedView Remove a Shared View from a COP sharedViewId None 

 SetSharedViewVisibility Set the visibility (true/false) of a Shared View in a COP sharedViewId 

isVisible 

None 

 SaveSharedView Save a Shared View in a COP toSave 

isPending 

SaveShare
dViewResu
lt 

 RenameSharedView Rename a Shared View in a COP sharedViewId 

newName 

None 

 GetPendingSharedViews Get the pending Named Views (approbation to be 
performed) that can be published as Shared Views 

copId GetPendin
gSharedVie
wsResult 

 ApproveSharedView Approve a pending Shared View sharedViewId None 

 ApproveSharedViewToParent Approve a Named View to replace its parent Shared 
View 

sharedViewId 
overwriteParent 

 

None 

 PublishSharedViewToParent Propose a Named View to replace its parent Shared 
View. 

toPublish 

overwriteParent 

None 

 RejectSharedView Reject a pending Shared View sharedViewId 

rejectionCommen
t 

None 

 GetMap The purpose of the GetInformationProduct is to obtain 
a Geographic Information Product Definition (WMS 
layer). 

mapIdentifier GetMapRe
sult 
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Service Operation name Description Request 
Parameter 

Response 

 GetKmlMap The purpose of the GetInformationProduct is to obtain 
a Geographic Information Product Definition (KML 
layer). 

mapIdentifier GetKmlMa
pResult 

 GetDocument The purpose of the GetInformationProduct is to obtain 
a Document Information Product Definition (Document 
layer). 

documentIdentifie
r 

GetDocum
entResult 

 GetCopsPreview The purpose of the GetCopsPreview is to obtain the 
lightweight NCOP IP Service and available COPs. 

None GetCopsPr
eviewResul
t 

 GetInformationProductExtend
edDataFields 

The purpose of the 
GetInformationProductExtendedDataFields operation 
is to get the available extended data and metadata 
contained in an Information Products of a COP. 

informationProdu
ctId 

GetInforma
tionProduct
ExtendedD
ataFieldsR
esult 

 DeleteBSOHistory Delete the BSO history . historyQuery: 

- 
InformationProdu
ctId 

- BsoUri 

- TrajectoryColor 

None 

 GetIpVersions Get the old versions list of an Information Product 
(max: 100 versions per Information Product) 

ipGuid GetIpVersi
onsResult 

 GetIpFileFromVersion Get the expected old version content of an Information 
Product 

ipGuid 

ipVersion 

GetIpFileFr
omVersion
Result 

 GetCopSharedBriefings Get the list of Shared Briefings defined in a COP copId GetCopSha
redBriefing
sResult 

 GetSharedBriefing Get the definition of the expected Shared Briefing sharedBriefingId GetShared
BriefingRes
ult 

 SaveSharedBriefing Save the definition of the expected Shared Briefing toSave SaveShare
dBriefingRe
sult 

 RemoveSharedBriefing Remove the definition of the expected Shared Briefing briefingId None 

 RenameSharedBriefing Rename the expected Shared Briefing briefingId 

newName 

None 

 GetCopPersonalBriefings Get the list of Personal Briefings defined in a COP copId GetCopPer
sonalBriefin
gsResult 

 GetPersonalBriefing Get the definition of the expected Personal Briefing sharedBriefingId GetPerson
alBriefingR
esult 

 SavePersonalBriefing Save the definition of the expected Personal Briefing toSave SavePerso
nalBriefing
Result 
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Service Operation name Description Request 
Parameter 

Response 

 RemovePersonalBriefing Remove the definition of the expected Personal 
Briefing 

briefingId None 

 RenamePersonalBriefing Rename the expected Personal Briefing briefingId 

newName 

None 

 GlobalSearchCop14 Run a COP wide search to get BSO matching the 
criterias. BSO are returned in NVG 1.4 format. 

copId 

fulltext 

bboxCoordinates 

centerCoordinate
s 

radius 

results 

useExtendedData 

GlobalSear
chCop14R
esult 

 GetIPWorksheet Get the definition of the expected IP Worksheet ipTemplateGuid GetIPWork
sheetResul
t 

 GetIPWorksheets Get the list of IP Worksheets None GetIPWork
sheetsRes
ult 

 CreateIPWorksheet Create a new IP Worksheet worksheet CreateIPW
orksheetRe
sult 

 DeleteIPWorksheet Delete a IP Worksheet ipTemplateGuid None 

 GetRelatedTechnicalInformati
onProduct 

Get the technical IP attached to a dynamic IP informationProdu
ctIdentifier 

GetRelated
TechnicalIn
formationPr
oductResul
t 

 AreCopsRelatedToIp Check if an Information Product is defined in a COP request AreCopsRe
latedToIpR
esult 

 GetInformationProductExtend
edDataFields 

Get the Extended Data of an Information Product informationProdu
ctId 

GetInforma
tionProduct
ExtendedD
ataFieldsR
esult 

 GetUserLayer Get a User Layer Definition userLayerId GetUserLa
yerResult 

 GetFavoriteUserLayer Get a Favorite User Layer Definition userLayerId GetFavorite
UserLayer
Result 

 GetWhiteboardWorkspaces Get the list of whiteboards None GetWhiteb
oardWorks
pacesResul
t 

 

3.3.52.3.1.3.1 GetCopList Operation 
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The purpose of the GetCopList operation is to obtain the overall information and 
available COPs from this Service. 

3.3.52.3.1.3.2 GetCopList Prerequisite 

None 

3.3.52.3.1.3.3 GetCopList Request 

The request of the GetCopList operation is a GetCopList message without 
parameters. 

Sample data for GetCopList request is provided below: 

NCOP IPS 2017 

<GetCopList xmlns=”http://wwww.nato.int/2017/10/ncop/services/NCopIPS/” /> 

 

3.3.52.3.1.3.4 GetCopList Response 

When invoked, the response of the GetCopList operation is a GetCopListResult 
element contained inside a GetCopListResponse message. This element contains a 
parameter: 

Output parameter Description 

CopDefinition Subset of element characterizing each available 
COP.  

An COP identifier is present in this description 

Sample data for GetCopListResponse is provided below: 
<GetCopListResponse xmlns=”http://ncop.thales.com/2013/NCopIPS/”> 

      <GetCopListResult> 

        <CopDefinition> 

          <CopIdentifier>a72f8b3a-7dcc-4948-873c-1ea5432af973</CopIdentifier> 

          <Title>COP_v112_080414</Title> 

          <Description /> 

          <Version>21</Version> 

          <State>Draft</State> 

          <OwnerEntity>My Command</OwnerEntity> 

          <Classification>PUBLIC – NON SENSITIVE INFORMATION – RELEASABLE TO THE 

PUBLIC</Classification> 

        </CopDefinition> 

        <CopDefinition> 

          <CopIdentifier>e630a92d-5c21-4a0c-9f16-d013242dfd9f</CopIdentifier> 

          <Title>TEST – CSN</Title> 

          <Description /> 

          <Version>7</Version> 

          <State>Draft</State> 

          <OwnerEntity>My Command</OwnerEntity> 

          <Classification>NATO – UNCLASSIFIED</Classification> 

        </CopDefinition> 

      </GetCopListResult> 

    </GetCopListResponse> 

3.3.52.3.1.3.5 GetCopContent Operation 

The purpose of the GetCopContent operation is to obtain the COP definition. 

3.3.52.3.1.3.6 GetCopContent Prerequisite 

The GetCopList operation prerequisite is:  

The GetCopContent operation prerequisites are:  

 The GetCopList must have been retrieved by the consumer. 
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 A COP Identifier from the GetCopList should have been selected for retrieval. 

3.3.52.3.1.3.7 GetCopContent Request 

The request of the GetCopContent operation is a GetCopContent message. This 
message contains a parameter: 

Input parameter Description 

copId Guid of the COP 

withInformative true/false 

 

Sample data for GetCopContent request is provided below: 
<GetCopContent xmlns= »http ://ncop.thales.com/2013/NCopIPS/ »><copId>a72f8b3a-7dcc-4948-873c-

1ea5432af973</copId></GetCopContent> 

3.3.52.3.1.3.8 GetCopContent Response 

When invoked, the response of the GetCopContent operation is a 
GetCopContentResult element contained inside a GetCopContentResponse 
message. This element contains a set of parameters: 

Output parameter Description 

GetCopContentResult 

- CopIdentifier 

- Title 

- … 

COP definition and its metadata and structures 

 

Sample data for GetCopContentResponse is provided below: 
<GetCopContentResponse xmlns=”http://ncop.thales.com/2013/NCopIPS/”> 

      <GetCopContentResult> 

        <CopIdentifier>a72f8b3a-7dcc-4948-873c-1ea5432af973</CopIdentifier> 

        <Title>COP_v112_080414</Title> 

        <Description /> 

        <Version>21</Version> 

        <State>Draft</State> 

        <OwnerEntity>My Command</OwnerEntity> 

        <Classification>PUBLIC – NON SENSITIVE INFORMATION – RELEASABLE TO THE 

PUBLIC</Classification> 

        <Content> 

          <Structure> 

            <Identifier>a72f8b3a-7dcc-4948-873c-1ea5432af973/5842399d-c0ec-407c-9bd2-

8ad8785f6b92</Identifier> 

            <Title>Structure</Title> 

            <Content> 

              <Folder> 

                <Identifier>a72f8b3a-7dcc-4948-873c-1ea5432af973/bcf8c5f2-3482-4ab9-83e0-

835ff263aab4</Identifier> 

                <Title>JOIIS</Title> 

                <Content> 

                  <Layer> 

                    <Identifier>a72f8b3a-7dcc-4948-873c-1ea5432af973/503c1933-593d-49ca-b7d1-

ab6a1c0e8a74</Identifier> 

                    <Title>Born in 80s</Title> 

                    <InformationProduct minScaleVisibility=”0” maxScaleVisibility=”0” 

hasStaticData=”true” hasDynamicData=”false”> 

                      <Title>Born in 80s</Title> 

                      <Description /> 

                      <Status Status=”Green”> 

                        <LastSuccessDate>2014-04-10T16:45:19+02:00</LastSuccessDate> 

                      </Status> 

                      <Categorization>Real</Categorization> 

                      <SecurityClassification /> 

                      <InformationProductId>e7eeb4bf-ce67-45ed-9003-
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e592a4e2856d</InformationProductId> 

                      <Source>JOIIS Native</Source> 

                      <OwnerEntity>My Command</OwnerEntity> 

                      <RefreshPeriodSec>120</RefreshPeriodSec> 

                      <Domain /> 

                      <IsContributed>false</IsContributed> 

                      <Contributor /> 

                      <State>Draft</State> 

                      

<SupportsMultipleVisualizationFilters>true</SupportsMultipleVisualizationFilters> 

                      <VisualizationFilters /> 

                      <AreaOfInterest type=”Automatic”> 

                        <TopLatitude>0</TopLatitude> 

                        <BottomLatitude>0</BottomLatitude> 

                        <LeftLongitude>0</LeftLongitude> 

                        <RightLongitude>0</RightLongitude> 

                      </AreaOfInterest> 

                    </InformationProduct> 

                    <Description /> 

                    <IsSubstituted>false</IsSubstituted> 

                    <MinimalSubstitutionStatus xsi:nil=”true” /> 

                    <SubstutitionOf xsi:nil=”true” /> 

                  </Layer> 

              <Layer> 

                <Identifier>a72f8b3a-7dcc-4948-873c-1ea5432af973/701531bb-b5f1-4f4f-93b1-

7684ddb4e77a</Identifier> 

                <Title>NFFI IP1</Title> 

                <InformationProduct minScaleVisibility=”0” maxScaleVisibility=”0” 

hasStaticData=”true” hasDynamicData=”false”> 

                  <Title>NFFI IP1</Title> 

                  <Description /> 

                  <Status Status=”Green”> 

                    <LastSuccessDate>2014-04-09T15:40:20+02:00</LastSuccessDate> 

                  </Status> 

                  <Categorization>Real</Categorization> 

                  <SecurityClassification>PUBLIC – NON SENSITIVE INFORMATION – RELEASABLE TO 

THE PUBLIC</SecurityClassification> 

                  <InformationProductId>069d4998-87dd-4b99-b37b-

07c81f83cd04</InformationProductId> 

                  <Source>NFFI IP1 LOCAL</Source> 

                  <OwnerEntity>My Command</OwnerEntity> 

                  <RefreshPeriodSec>600</RefreshPeriodSec> 

                  <Domain /> 

                  <IsContributed>false</IsContributed> 

                  <Contributor /> 

                  <State>Draft</State> 

                  

<SupportsMultipleVisualizationFilters>true</SupportsMultipleVisualizationFilters> 

                  <VisualizationFilters> 

                    <Filter name=”New Filter” id=”6bb4b566-ad6a-476e-8050-8c828eda2c9b” 

HasScript=”true”> 

                      <Description /> 

                    </Filter> 

                  </VisualizationFilters> 

                  <AreaOfInterest type=”Automatic”> 

                    <TopLatitude>0</TopLatitude> 

                    <BottomLatitude>0</BottomLatitude> 

                    <LeftLongitude>0</LeftLongitude> 

                    <RightLongitude>0</RightLongitude> 

                  </AreaOfInterest> 

                </InformationProduct> 

                <Description /> 

                <IsSubstituted>false</IsSubstituted> 

                <MinimalSubstitutionStatus xsi:nil=”true” /> 

                <SubstutitionOf xsi:nil=”true” /> 

              </Layer> 

              <Layer> 

                <Identifier>a72f8b3a-7dcc-4948-873c-1ea5432af973/b1eadc3b-b13c-403f-8a66-

539365287dec</Identifier> 

                <Title>MissileLaunchers</Title> 

                <InformationProduct minScaleVisibility=”0” maxScaleVisibility=”0” 

hasStaticData=”true” hasDynamicData=”false”> 

                  <Title>MissileLaunchers</Title> 

                  <Description /> 

                  <Status Status=”Green”> 

                    <LastSuccessDate>2014-04-09T19:44:58+02:00</LastSuccessDate> 
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                  </Status> 

                  <Categorization>Real</Categorization> 

                  <SecurityClassification /> 

                  <InformationProductId>a5545a7e-ee82-47f3-9768-

78aa89eb79c8</InformationProductId> 

                  <Source>NVG1.4 PUSH</Source> 

                  <OwnerEntity>My Command</OwnerEntity> 

                  <RefreshPeriodSec>600</RefreshPeriodSec> 

                  <Domain /> 

                  <IsContributed>false</IsContributed> 

                  <Contributor /> 

                  <State>Draft</State> 

                  

<SupportsMultipleVisualizationFilters>true</SupportsMultipleVisualizationFilters> 

                  <VisualizationFilters /> 

                  <AreaOfInterest type=”Automatic”> 

                    <TopLatitude>0</TopLatitude> 

                    <BottomLatitude>0</BottomLatitude> 

                    <LeftLongitude>0</LeftLongitude> 

                    <RightLongitude>0</RightLongitude> 

                  </AreaOfInterest> 

                </InformationProduct> 

                <Description /> 

                <IsSubstituted>false</IsSubstituted> 

                <MinimalSubstitutionStatus xsi:nil=”true” /> 

                <SubstutitionOf xsi:nil=”true” /> 

              </Layer> 

            </Content> 

          </Structure> 

        </Content> 

         <SharedViews> 

          <SharedView> 

            <SharedViewId>1</SharedViewId> 

            <SharedViewGuid>9239986c-c496-4862-a8e9-2b28a988e57c</SharedViewGuid> 

            <ParentSharedViewGuid /> 

            <CopId>a72f8b3a-7dcc-4948-873c-1ea5432af973</CopId> 

            <Name>test_opacity</Name> 

            <Visible>true</Visible> 

            <Revision>{“Id”:3,”Date”:”\/Date(1397146947597)\/”,”Owner”:”84b35331-6cfa-486e-

a826-e7f016ab314b”,”Predecessor”:”84b35331-6cfa-486e-a826-e7f016ab314b”}</Revision> 

            <CreatedBy> 

              <DisplayName>Copmanager2</DisplayName> 

              <FullLogin>HQ\copmanager2</FullLogin> 

            </CreatedBy> 

            <ModerationStatus>Approved</ModerationStatus> 

          </SharedView> 

        </SharedViews> 

        <NamedViews> 

          <NamedView> 

            <NamedViewId>1</NamedViewId> 

            <NamedViewGuid>5f0eb725-c81d-4a1f-8949-b009942d532e</NamedViewGuid> 

            <ParentSharedViewGuid /> 

            <CopId>a72f8b3a-7dcc-4948-873c-1ea5432af973</CopId> 

            <Name>MyView</Name> 

            <CreatedBy> 

              <DisplayName>copmanager</DisplayName> 

              <FullLogin>HQ\copmanager</FullLogin> 

            </CreatedBy> 

          </NamedView> 

        </NamedViews> 

         <Annotations> 

          <Annotation> 

            <AnnotationId>1</AnnotationId> 

            <GUID>158a957e-1b1c-4213-a8cf-1db296332335</GUID> 

            <Title>Annotation</Title> 

            <Visible>true</Visible> 

            <CopReference>a72f8b3a-7dcc-4948-873c-1ea5432af973</CopReference> 

            <IPReferences> 

              <IpReference>a72f8b3a-7dcc-4948-873c-1ea5432af973/487f8363-8a48-420c-b11b-

f585fb669b7c</IpReference> 

            </IPReferences> 

            <DateAcquired>2014-04-10T18:27:04</DateAcquired> 

            <DateExpiration xsi:nil=”true” /> 

            <Revision>{“Id”:2,”Date”:”\/Date(1397147223888)\/”,”Owner”:”84b35331-6cfa-486e-

a826-e7f016ab314b”,”Predecessor”:”84b35331-6cfa-486e-a826-e7f016ab314b”}</Revision> 

            <Type>GeneralPurpose</Type> 
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            <CreatedBy> 

              <DisplayName>Copmanager2</DisplayName> 

              <FullLogin>HQ\copmanager2</FullLogin> 

            </CreatedBy> 

            <ModerationStatus>Approved</ModerationStatus> 

          </Annotation> 

        </Annotations> 

      </GetCopContentResult> 

    </GetCopContentResponse> 

 

3.3.52.3.1.3.9 GetInformationProductContent14 Operation 

The purpose of the GetInformationProductContent14 is to obtain Information 
Product definition in NVG 1.4 format. 

3.3.52.3.1.3.10 GetInformationProductContent14 Prerequisite 

The GetInformationProductContent14 operation prerequisites are:  

 The GetCopContent must have been retrieved by the consumer. 

 A COP Information Product Identifier from the GetCopContent should have been 
selected for retrieval. 

3.3.52.3.1.3.11 GetInformationProductContent14 Request 

The request of the GetInformationProductContent14 operation is a 
GetInformationProductRequest message. This message contains a set of 
parameters: 

Input parameter Description 

InformationProductId Guid of the Information Product 

ResolveIconUrls Boolean to allow resolution of icons 

OmitMetadata Boolean to omit returning the Metadata of the 
Information Product 

OmitExtendedData Boolean to omit returning the Extended Data of 
the Information Product 

OmitAssociations Boolean to omit returning the Associations of 
the Information Product 

Filters Filter to be applied on Information Product 

Segments List of expected segments (Optional) 

3.3.52.3.1.3.12 GetInformationProductContent14 Response 

When invoked, the response of the GetInformationProductContent14 operation is 
an nvg document. 

 

3.3.52.3.1.3.13 GetInformationProductStatus Operation 

The purpose of the GetInformationProductStatus operation is to obtain the status of 
the IP. 

3.3.52.3.1.3.14 GetInformationProductStatus Prerequisite 

The GetInformationProductStatus operation prerequisites are:  

 The CopList must have been retrieved by the consumer. 
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 A COP Identifier from the CopList should have been selected for retrieval. 

3.3.52.3.1.3.15 GetInformationProductStatus Request 

The request of the GetInformationProductStatus operation is a 
GetInformationProductStatus message. This message contains a parameter: 

Input parameter Description 

informationProductId Guid of the Information Product 

 

Sample data for GetInformationProductStatus request is provided below: 
<GetInformationProductStatus 

xmlns=”http://ncop.thales.com/2013/NCopIPS/”><informationProductId>47dbf5c1-695d-4d6a-9703-

56a1bb62a11a</informationProductId></GetInformationProductStatus> 

3.3.52.3.1.3.16 GetInformationProductStatus Response 

When invoked, the response of the GetInformationProductStatus operation is a 
GetInformationProductStatusResult element contained inside a 
GetInformationProductStatusResponse message. This element contains a set of 
parameters: 

Output parameter Description 

Status Status of the Information Product  (Red, Green, 
Orange, Yellow) 

LastSuccessDate Last success DTG for Information Product 
acquisition 

 

Sample data for GetInformationProductStatusResponse is provided below: 
<GetInformationProductStatusResponse xmlns=”http://ncop.thales.com/2013/NCopIPS/”> 

      <GetInformationProductStatusResult Status=”Red”> 

        <LastSuccessDate>2014-04-10T04:45:53+02:00</LastSuccessDate> 

      </GetInformationProductStatusResult> 

    </GetInformationProductStatusResponse> 

 

3.3.52.3.1.3.17 GetInformationProductAssociations Operation 

The purpose of the GetInformationProductAssociations operation is to get the 
associations between BSOs stored in an Information Product. 

3.3.52.3.1.3.18 GetInformationProductAssociations Prerequisite 

The GetInformationProductAssociations operation prerequisites are:  

 The GetCopContent must have been retrieved by the consumer. 

 A COP Information Product Identifier from the GetCopContent should have been 
selected for retrieval. 

3.3.52.3.1.3.19 GetInformationProductAssociations Request 

The request of the GetInformationProductAssociations operation is a request 
message. This message contains a set of parameters: 

Input parameter Description 

InformationProductId Guid of the Information Product 
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ResolveIconUrls Boolean to allow resolution of icons 

OmitMetadata Boolean to omit returning the Metadata of the 
Information Product (Optional) 

OmitExtendedData Boolean to omit returning the Extended Data of 
the Information Product (Optional) 

OmitAssociations Boolean to omit returning the Associations of 
the Information Product (Optional) 

Filters Filter to be applied on Information Product 
(Optional) 

Segments List of expected segments (Optional) 

 

Sample data for GetInformationProductAssociations request is provided below: 
    <GetInformationProductAssociations xmlns=”http://ncop.thales.com/2013/NCopIPS/”> 

      <request> 

        <InformationProductId>7b1d7f1e-0c1f-45b3-8d8f-b0fe389166c4</InformationProductId> 

        <ResolveIconUrls>false</ResolveIconUrls> 

      </request> 

    </GetInformationProductAssociations> 

3.3.52.3.1.3.20 GetInformationProductAssociations Response 

When invoked, the response of the GetInformationProductAssociations operation 
is a GetInformationProductAssociationsResult element contained inside a 
GetInformationProductAssociationsResponse message. This element contains a 
set of parameters: 

Output parameter Description 

List of “Association” List of Associations 

 

Sample data for GetInformationProductAssociationsResponse is provided below: 
    <GetInformationProductAssociationsResponse xmlns=”http://ncop.thales.com/2013/NCopIPS/”> 

      <GetInformationProductAssociationsResult> 

        <Association xmlns=”https://tide.act.nato.int/schemas/2012/10/nvg”> 

          <Object>Rd7798929-a858-4105-83c0-01a05ec05e6d</Object> 

          <Subject>R097fba5f-8d92-4ef1-a7a3-23f912ce3794</Subject> 

          <Category>IsUnderCommandOf</Category> 

        </Association> 

      </GetInformationProductAssociationsResult> 

    </GetInformationProductAssociationsResponse> 

 

 

3.3.52.3.1.3.21 GetSearchFields Operation 

The purpose of the GetSearchFields operation is to get the available extended data 
and metadata contained in all Information Products of a COP. 

3.3.52.3.1.3.22 GetSearchFields Prerequisite 

The GetSearchFields operation prerequisites are:  

 The GetCopList must have been retrieved by the consumer. 

 A COP Identifier from the GetCopList should have been selected for retrieval. 

3.3.52.3.1.3.23 GetSearchFields Request 
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The request of the GetSearchFields operation is a GetSearchFields message. This 
message contains a parameter: 

Input parameter Description 

copId Guid of the COP 

 

Sample data for GetSearchFields request is provided below: 
<GetSearchFields xmlns=”http://ncop.thales.com/2013/NCopIPS/”><copId>a72f8b3a-7dcc-4948-873c-

1ea5432af973</copId></GetSearchFields> 

3.3.52.3.1.3.24 GetSearchFields Response 

When invoked, the response of the GetSearchFields operation is a 
GetSearchFieldsResult element contained inside a GetSearchFieldsResponse 
message. This element contains a parameter: 

Output parameter Description 

ArrayOfSearchMetadataField Array of SearchMetadataField where 
SearchMetadataField is defined as a set of 
attributes: 

- Name of the Field 

- Namespace of the field 

- Title of the field 

 

Sample data for GetSearchFieldsResponse is provided below: 
   <GetSearchFieldsResponse xmlns=”http://ncop.thales.com/2013/NCopIPS/”> 

      <GetSearchFieldsResult> 

        <SearchMetadataField> 

          <Namespace /> 

          <Name>c_Mesure_coord.m_codeAcm</Name> 

          <Title>ACM code</Title> 

        </SearchMetadataField> 

        <SearchMetadataField> 

          <Namespace /> 

          <Name>Actor.Affiliation</Name> 

          <Title>Actor.Affiliation</Title> 

        </SearchMetadataField> 

        <SearchMetadataField> 

          <Namespace /> 

          <Name>Actor.Description</Name> 

          <Title>Actor.Description</Title> 

        </SearchMetadataField> 

… 

      </GetSearchFieldsResult> 

    </GetSearchFieldsResponse> 

 

 

3.3.52.3.1.4 Communication Protocols 

The communication protocol used by the NCOP Notification Service is SOAP (and 
REST for Fetch Operations) over HTTP binding. 

3.3.52.3.2 NCOP Notification Service 

This Web Service (NCOP Notification Service) is used for publishing changes on COP 
and Information Products to Consumers. It is based on WS-Notification publish-
subscribe pattern and http long polling protocol. 
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3.3.52.3.2.1 Interface Principles 

It is composed of following interfaces: 

 ServiceBroker (ServiceBroker.svc file): the NCOP web service that accepts 
subscription requests from subscribers. 

 PullPointManager (PullPointManager.svc file not used by the Geographical COP 
Editor): provides pull-style notification as defined in WS-BaseNotification and 
attempt to create a PullPoint resource upon receiving a CreatePullPoint request. 

 NotificationsManager (NotificationsManager.svc file): service that is used by the 
Geographical COP Editor to subscribe to COP changes (based on HTTP long 
polling protocol). 

 NotificationReceiver (NotificationReceiver.svc file): the NCOP web service that 
send events from ServiceBroker to the Geographical COP Editor. 

 

The following sequence diagram shows interactions between ServiceBroker 
(IsubscriptionManager, IregisterPublisher), PullPointManager (IpullPoint and 
IcreatePullPoint), NotificationsManager (InotificationsManager) and 
NotificationReceiver (InotificationConsumer) services: 

 

 

Figure 3-11: NCOP IP Publishing Service sequence diagram 

The WSDL interface protocol and XML schemas of this interface is provided in 
separated files outside of this ICD. 
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3.3.52.3.2.2 Data Elements 

Data elements provided by NCOP Notification Service are explained in the following 
table. 

Table 51: List of data elements provided by NCOP Notification Service 

Service Operation 
name 

Description Request Parameter Response 

NotificationsMana
ger 

Subscribe Subscription to “COP changes” 
notifications. It is used by the 
Geographical COP Editor. 

None SubscribeResult (Subscription Id) 

 Cancel Cancel the previous subscription. subscriptionId None 

 KeepAlive Keep Alive the long polling connection subscriptionId KeepAliveResult: Keep Alive status 
(true or false) 

 Renew Renew a subscription to “COP 
changes” notifications. It is used by the 
Geographical COP Editor. 

subscriptionId RenewResult: Renew status (true or 
false) 

 ReceiveNotific
ations 

Callback Message received by 
Geographical COP Editor when a 
“COP change” occurs. 

None Type 

CurrentState 

UniqueIdentifier 

Owner 

ContributionState 

EventTag 

 SubscriptionEn
ded 

Callback Message received by 
Geographical COP Editor when the 
subscription is ended 

None content 

PullPointManager CreatePullPoin
t 

Create a PullPoint None PullPoint 

 Notify Must not be used. Only used internally 
in NCOP to send events to a PullPoint 

NotificationMessage: 

- SubscriptionRefe
rence 

- Topic 

- ProducerReferen
ce 

- Message 

None 

 GetMessages GetMessages stored in the PullPoint MaximumNumber Message 

 DestroyPullPoi
nt 

Destroy a PullPoint None None 

ServiceBroker Notify Notify a new message NotificationMessage None 

 Renew Renew subcription TerminationTime CurrentTime 

TerminationTime 

 Unsubscribe Unsubscribe a subscription None None 

 RegisterPublis
her 

For internal use only Demand 

InitialTerminationTime 

PublisherReference 

ConsumerReference 

PublisherReference 

 Subscribe Submit a subscription request 

 

ConsumerReference 

Filter 

CurrentTime 

SubscriptionReference 
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Service Operation 
name 

Description Request Parameter Response 

 InitialTerminationTime 

SubscriptionPolicy 

 

The system’s name 
shall be provided. 
Example: 
http://localhost:3232/S
erviceBroker.svc?syst
emName=SystemA 

TerminationTime 

 GetCurrentMes
sage 

Get the current message Topic Message. 

Returns: 

- Type: 

- IP: “IP” 

- IP status: “IPSTA” 

- IP template: “IPTPL” 

- IP classification : “IPCLA” 

- COP : “COP” 

- Annotation: “ANN” 

- Shared view: “SV” 

- CurrentState (Created, Updated, 
Deleted, Published, Approved or 
Rejected), 

- UniqueIdentifier 

- ContributionState  (draft, pending, 
published) 

- EventTag 

NotificationRecei
ver 

Notify Transmit events from ServiceBroker to 
Geographical COP Editor 

Set of 
NotificationMessage  

None 

3.3.52.3.2.2.1 NotificationsManager: Subscribe Operation 

The purpose of the Subscribe operation is to subscribe to “COP content changes 
(changes that occurs on COP, Information products …)” notifications. It is used by the 
Geographical COP Editor. 

3.3.52.3.2.2.2 NotificationsManager: Subscribe Prerequisite 

None 

3.3.52.3.2.2.3 NotificationsManager: Subscribe Request 

http://localhost:3232/ServiceBroker.svc?systemName=SystemA
http://localhost:3232/ServiceBroker.svc?systemName=SystemA
http://localhost:3232/ServiceBroker.svc?systemName=SystemA
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The request of the Subscribe operation is a Subscribe message without parameters. 

Sample data for Subscribe request is provided below: 

<s:Envelope xmlns:a=”http://www.w3.org/2005/08/addressing” 

xmlns:s=”http://www.w3.org/2003/05/soap-envelope”> 

<s:Header> 

<a:Action 

s:mustUnderstand=”1”>http://ncop.thales.com/2013/NotificationsManager//INot

ificationsManager/Subscribe</a:Action>  

<a:MessageID>urn:uuid:ce496e5a-9b4e-48c1-a96c-

9533f6f89f26</a:MessageID>  

<a:ReplyTo> 

<a:Address>http://docs.oasis-open.org/ws-

rx/wsmc/200702/anonymous?id=88bb8c87-2df2-43e6-8017-

c9fd1b9bbc94</a:Address>  

<a:ReferenceParameters> 

<SessionId 

xmlns=”http://schemas.microsoft.com/2008/04/netduplex”>1d0e2753-84ª8-

4abf-870ª-126462ª78c1a</SessionId>  

</a:ReferenceParameters> 

</a:ReplyTo> 

<netdx:Duplex 

xmlns:netdx=”http://schemas.microsoft.com/2008/04/netduplex”> 

<netdx:Address>http://docs.oasis-open.org/ws-

rx/wsmc/200702/anonymous?id=88bb8c87-2df2-43e6-8017-

c9fd1b9bbc94</netdx:Address>  

<netdx:SessionId>1d0e2753-84a8-4abf-870a-

126462a78c1a</netdx:SessionId>  

</netdx:Duplex> 

<a:To s:mustUnderstand=”1”> 

/ipstimsconnector/NotificationsManager.svc</a:To>  

</s:Header> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<Subscribe 

xmlns=”http://ncop.thales.com/2013/NotificationsManager//” />  

</s:Body> 

 

3.3.52.3.2.2.4 NotificationsManager: Subscribe Response 

When invoked, the response of the Subscribe operation is a SubscribeResponse 
message. This element contains a set of parameters: 

Output parameter Description 

SubscribeResult Identifier of the subscriber 

Sample data for SubscribeResponse is provided below: 

<s:Envelope xmlns:s=”http://www.w3.org/2003/05/soap-envelope” 

xmlns:a=”http://www.w3.org/2005/08/addressing”> 

<s:Header> 

http://ncop/
http://docs/
http://docs/
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<a:Action 

s:mustUnderstand=”1”>http://ncop.thales.com/2013/NotificationsManager//INot

ificationsManager/SubscribeResponse</a:Action>  

<a:RelatesTo>urn:uuid:ce496e5a-9b4e-48c1-a96c-

9533f6f89f26</a:RelatesTo>  

<netdx:Duplex 

xmlns:netdx=”http://schemas.microsoft.com/2008/04/netduplex”> 

<netdx:Address>http://docs.oasis-open.org/ws-

rx/wsmc/200702/anonymous?id=88bb8c87-2df2-43e6-8017-

c9fd1b9bbc94</netdx:Address>  

<netdx:SessionId>1d0e2753-84a8-4abf-870a-

126462a78c1a</netdx:SessionId>  

</netdx:Duplex> 

</s:Header> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<SubscribeResponse 

xmlns=”http://ncop.thales.com/2013/NotificationsManager//”> 

<SubscribeResult>936675e5-3b52-48c9-8b81-

435a9b3fd3f7</SubscribeResult>  

</SubscribeResponse> 

</s:Body> 

</s:Envelope> 

 

3.3.52.3.2.2.5 NotificationsManager: KeepAlive Operation 

The purpose of the KeepAlive operation is to maintain the long polling connection 
between Geographical COP Editor and notifications service. 

 

3.3.52.3.2.2.6 NotificationsManager: KeepAlive Prerequisite 

A subscription must have been performed before. 

3.3.52.3.2.2.7 NotificationsManager: KeepAlive Request 

The request of the KeepAlive operation is a KeepAlive message. This message 
contains a set of parameters: 

Input parameter Description 

subscriptionId Identifier of the subscriber 

Sample data for KeepAlive request is provided below: 
    <KeepAlive xmlns=”http://ncop.thales.com/2013/NotificationsManager/”> 

      <subscriptionId>9bd0513b-213d-4ae6-87ac-5018cc89793c</subscriptionId> 

    </KeepAlive> 

 

 

3.3.52.3.2.2.8 NotificationsManager: KeepAlive Response 

http://ncop/
http://docs/
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When invoked, the response of the KeepAlive operation is a KeepAliveResponse 
message. This element contains a set of parameters: 

Output parameter Description 

KeepAliveResult Keep Alive status (true or false) 

Sample data for KeepAliveResponse is provided below: 
    <KeepAliveResponse xmlns=”http://ncop.thales.com/2013/NotificationsManager/”> 

      <KeepAliveResult>true</KeepAliveResult> 

    </KeepAliveResponse> 

 

 

3.3.52.3.2.2.9 NotificationsManager: Renew Operation 

The purpose of the Renew operation is to renew the subscription to “COP content 
changes (changes that occurs on COP, Information products …)” notifications. It is 
used by the Geographical COP Editor. 

3.3.52.3.2.2.10 NotificationsManager: Renew Prerequisite 

A subscription must have been performed before. 

3.3.52.3.2.2.11 NotificationsManager: Renew Request 

The request of the Renew operation is a Renew message. This message contains a 
set of parameters: 
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Input parameter Description 

subscriptionId Identifier of subscriber 

Sample data for Renew request is provided below: 

<s:Envelope xmlns:a=”http://www.w3.org/2005/08/addressing” 

xmlns:s=”http://www.w3.org/2003/05/soap-envelope”> 

<s:Header> 

<a:Action 

s:mustUnderstand=”1”>http://ncop.thales.com/2013/NotificationsManager//INot

ificationsManager/Renew</a:Action>  

<a:MessageID>urn:uuid:9f85de79-e012-4eb4-9cbb-

ce5c3e5ebcfb</a:MessageID>  

<a:ReplyTo> 

<a:Address>http://docs.oasis-open.org/ws-

rx/wsmc/200702/anonymous?id=17099c49-531b-43c0-bb53-

6eda0dcdc47a</a:Address>  

<a:ReferenceParameters> 

<SessionId 

xmlns=”http://schemas.microsoft.com/2008/04/netduplex”>a85fc56e-493c-

4861-b19b-e024b594b98c</SessionId>  

</a:ReferenceParameters> 

</a:ReplyTo> 

<netdx:Duplex 

xmlns:netdx=”http://schemas.microsoft.com/2008/04/netduplex”> 

<netdx:Address>http://docs.oasis-open.org/ws-

rx/wsmc/200702/anonymous?id=17099c49-531b-43c0-bb53-

6eda0dcdc47a</netdx:Address>  

<netdx:SessionId>a85fc56e-493c-4861-b19b-

e024b594b98c</netdx:SessionId>  

</netdx:Duplex> 

<a:To s:mustUnderstand=”1”>http://ncop-

ipstimsconnector.ncopinc1.thales:8086/ipstimsconnector/NotificationsManage

r.svc</a:To>  

</s:Header> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<Renew xmlns=”http://ncop.thales.com/2013/NotificationsManager//”> 

<subscriptionId>936675e5-3b52-48c9-8b81-

435a9b3fd3f7</subscriptionId>  

</Renew> 

</s:Body> 

</s:Envelope> 

 

3.3.52.3.2.2.12 NotificationsManager: Renew Response 

http://ncop/
http://docs/
http://docs/
http://ncop/
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When invoked, the response of the Renew operation is a RenewResponse message. 
This element contains a set of parameters: 

Output parameter Description 

RenewResult Renew status (true or false) 

Sample data for RenewResponse is provided below: 

<s:Envelope xmlns:s=”http://www.w3.org/2003/05/soap-envelope” 

xmlns:a=”http://www.w3.org/2005/08/addressing”> 

<s:Header> 

<a:Action 

s:mustUnderstand=”1”>http://ncop.thales.com/2013/NotificationsManager//INot

ificationsManager/RenewResponse</a:Action>  

<a:RelatesTo>urn:uuid:9f85de79-e012-4eb4-9cbb-

ce5c3e5ebcfb</a:RelatesTo>  

<netdx:Duplex 

xmlns:netdx=”http://schemas.microsoft.com/2008/04/netduplex”> 

<netdx:Address>http://docs.oasis-open.org/ws-

rx/wsmc/200702/anonymous?id=17099c49-531b-43c0-bb53-

6eda0dcdc47a</netdx:Address>  

<netdx:SessionId>a85fc56e-493c-4861-b19b-

e024b594b98c</netdx:SessionId>  

</netdx:Duplex> 

</s:Header> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<RenewResponse 

xmlns=”http://ncop.thales.com/2013/NotificationsManager//”> 

<RenewResult>true</RenewResult>  

</RenewResponse> 

</s:Body> 

</s:Envelope> 

 

3.3.52.3.2.2.13 NotificationsManager: ReceiveNotifications Operation 

The purpose of the ReceiveNotifications operation is to receive a “COP change” 
notification according to the previous subscription. It is used by the Geographical COP 
Editor. 

3.3.52.3.2.2.14 NotificationsManager: ReceiveNotifications Prerequisite 

A subscription must have been performed before. 

3.3.52.3.2.2.15 NotificationsManager: ReceiveNotifications Request 

The request of the ReceiveNotifications operation is a ReceiveNotifications 
message without parameters. 

3.3.52.3.2.2.16 NotificationsManager: ReceiveNotifications Response 

When invoked, the response of the ReceiveNotifications operation is a 
ReceiveNotifications message. This element contains a set of parameters: 

http://ncop/
http://docs/
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Table 52: List of data elements of ReceiveNotifications Operation Response 

Output parameter Description 

Type Type of Object: 

- IP: “IP” 

- IP status: “IPSTA” 

- IP status last success: “IPSTALS” 

- IP template: “IPTPL” 

- IP classification: “IPCLA” 

- COP: “COP” 

- Annotation: “ANN” 

- Shared view: “SV” 

- Geo IP: “MAP” 

- KML Map: “KMLMAP”  

- User Layer: “UL” 

- Favorite User Layer: “FUL” 

- IP Sustitution Rules “IPSUBST” 

- Dissemination : “DISS” 

 

CurrentState State of the Object: 

- Updated: “CHG” 

- Created: “CRE” 

- Deleted: “DEL” 

- Published ‘PENDING’’ 

- Approved: “APRO” 

- Rejected: “REJECT”  

UniqueIdentifier Guid of the Object 

Owner Owner (user) 

ContributionState Contribution State (Draft, Pending or Published) 

EventTag Event code. For example : IPCHG, COPCRE … 

Sample data for ReceiveNotifications is provided below: 
    <ReceiveNotifications xmlns=”http://ncop.thales.com/2013/NotificationsManager/”> 

      <notification> 

        <NCOPIPSNotification Type=”IPSTALS” CurrentState=”Updated” UniqueIdentifier=”dada9b4d-

6238-458c-adc9-23ef6458bac2” EventTag=”IPSTALSCHG” /> 

      </notification> 

    </ReceiveNotifications> 

 

3.3.52.3.2.2.17 PullPointManager: CreatePullPoint Request 

The request of the CreatePullPoint operation is a CreatePullPoint message without 
parameter. 

Sample data for CreatePullPoint request is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body> 

http://schemas.xmlsoap.org/soap/envelope/
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<CreatePullPoint xmlns=”http://docs.oasis-open.org/wsn/bw-2” 

xmlns:a=”http://schemas.datacontract.org/2004/07/Thales.NCOP.Alerts.AlertSenderExe

mple.ServiceReference2” xmlns:i=”http://www.w3.org/2001/XMLSchema-instance” /> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.18 PullPointManager: CreatePullPoint Response 

When invoked, the response of the CreatePullPoint operation is a 
CreatePullPointResponse message. . This element contains a set of parameters: 

Output parameter Description 

PullPoint Returs the URI the user must call to get 
messages inside the pullpoint 

Sample data for CreatePullPointResponse is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<CreatePullPointResponse xmlns=”http://docs.oasis-open.org/wsn/bw-

2”> 

<PullPoint> 

<Address 

xmlns=”http://www.w3.org/2005/08/addressing”>http://localhost:3232/PullPointManag

er.svc?pullpoint=cf8f4c0e-cb3e-4869-8488-88712700fbd7</Address> 

</PullPoint> 

</CreatePullPointResponse> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.19 PullPointManager: Notify Request 

The request of the Notify operation is a Notify message. This message contains a set 
of parameters: 

Input parameter Description 

NotificationMessage: 

- SubscriptionReference 

- Topic 

- ProducerReference 

- Message 

Expiration DTG expected 

 

Sample data for Notify request is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<Notify xmlns=”http://docs.oasis-open.org/wsn/bw-2” /> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.20 PullPointManager: Notify Response 

http://docs.oasis-open.org/wsn/bw-2
http://schemas.datacontract.org/2004/07/Thales.NCOP.Alerts.AlertSenderExemple.ServiceReference2
http://schemas.datacontract.org/2004/07/Thales.NCOP.Alerts.AlertSenderExemple.ServiceReference2
http://www.w3.org/2001/XMLSchema-instance
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
http://docs.oasis-open.org/wsn/bw-2
http://www.w3.org/2005/08/addressing
http://localhost:3232/PullPointManager.svc?pullpoint=cf8f4c0e-cb3e-4869-8488-88712700fbd7%3c/Address
http://localhost:3232/PullPointManager.svc?pullpoint=cf8f4c0e-cb3e-4869-8488-88712700fbd7%3c/Address
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
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When invoked, the response of the Notify operation is a Notify message. 

Sample data for Notify is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body> 

<s:Fault> 

<faultcode xmlns:a=”ncop”>a:notifyhandling</faultcode> 

<faultstring xml:lang=”fr-FR”>Notification is handled 

internally, do not pull messages using this mechanism.</faultstring> 

</s:Fault> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.21 PullPointManager: GetMessages Request 

The request of the GetMessages operation is a GetMessages message. This 
message contains a set of parameters: 

Input parameter Description 

MaximumNumber Maximum number of messages to be received 
for this request 

Sample data for GetMessages request is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<GetMessages xmlns=”http://docs.oasis-open.org/wsn/bw-2”> 

<MaximumNumber>10</MaximumNumber> 

</GetMessages> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.22 PullPointManager: GetMessages Response 

When invoked, the response of the GetMessages operation is a 
GetMessagesResponse message. This element contains a set of parameters: 

Output parameter Description 

Message List of Messages containing NCOP Information 
Product events. 

Returns: 

- Type: 

- IP: “IP” 

- IP status: “IPSTA” 

- IP template: “IPTPL” 

- IP classification: “IPCLA” 

- COP: “COP” 

- Annotation: “ANN” 

- Shared view: “SV” 

- CurrentState (Created, Updated, Deleted, Published, 
Approved or Rejected), 

- UniqueIdentifier. 

http://schemas.xmlsoap.org/soap/envelope/
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
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Sample data for GetMessagesResponse is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<GetMessagesResponse xmlns=”http://docs.oasis-open.org/wsn/bw-2” /> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.23 PullPointManager: DestroyPullPoint Request 

The request of the DestroyPullPoint operation is a DestroyPullPoint message 
without parameters. 

Sample data for DestroyPullPoint request is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<DestroyPullPoint xmlns=”http://docs.oasis-open.org/wsn/bw-2” /> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.24 PullPointManager: DestroyPullPoint Response 

When invoked, the response of the DestroyPullPoint operation is a 
DestroyPullPoint message. 

3.3.52.3.2.2.25 ServiceBroker: Notify Request 

The request of the Notify operation is a Notify message. This message contains a set 
of parameters: 

Input parameter Description 

NotificationMessage Content of notification message. For example: 
COP IP updated 

 

Sample data for Notify is provided below: 

http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
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<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<Notify xmlns=”http://docs.oasis-open.org/wsn/bw-2”> 

<NotificationMessage> 

<SubscriptionReference xmlns=”http://docs.oasis-

open.org/wsn/b-2”> 

<Address 

xmlns=”http://www.w3.org/2005/08/addressing”>http://localhost/</Address> 

</SubscriptionReference> 

<Topic Dialect=”” xmlns=”http://docs.oasis-

open.org/wsn/b-2”>ncop:SyncTopic</Topic> 

<ProducerReference xmlns=”http://docs.oasis-

open.org/wsn/b-2”> 

<Address 

xmlns=”http://www.w3.org/2005/08/addressing”>http://localhost/</Address> 

</ProducerReference> 

<Message xsi:type=”q1:NCOPIPSNotification” Type=”IP” 

CurrentState=”Updated” UniqueIdentifier=”7c989f8a-9d53-494a-8e35-67aa2a6712ab” 

xmlns=”http://docs.oasis-open.org/wsn/b-2” xmlns:q1=”http://docs.oasis-

open.org/wsn/bw-2” /> 

</NotificationMessage> 

</Notify> 

</s:Body> 

</s:Envelope> 

 

3.3.52.3.2.2.26 ServiceBroker: Notify Response 

When invoked, the response of the Notify operation is a NotifyResponse message. 

 

3.3.52.3.2.2.27 ServiceBroker: Renew Request 

The request of the Renew operation is a Renew message. This message contains a 
set of parameters: 

Input parameter Description 

TerminationTime Expiration DTG expected 

 

Sample data for Renew request is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<Renew xmlns=”http://docs.oasis-open.org/wsn/bw-2”> 

<TerminationTime>2013-04-

05T11:56:05+02:00</TerminationTime> 

</Renew> 

</s:Body> 

</s:Envelope> 

http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
http://docs.oasis-open.org/wsn/b-2
http://docs.oasis-open.org/wsn/b-2
http://www.w3.org/2005/08/addressing
http://localhost/%3c/Address
http://docs.oasis-open.org/wsn/b-2
http://docs.oasis-open.org/wsn/b-2
http://docs.oasis-open.org/wsn/b-2
http://docs.oasis-open.org/wsn/b-2
http://www.w3.org/2005/08/addressing
http://localhost/%3c/Address
http://docs.oasis-open.org/wsn/b-2
http://docs.oasis-open.org/wsn/bw-2
http://docs.oasis-open.org/wsn/bw-2
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
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3.3.52.3.2.2.28 ServiceBroker: Renew Response 

When invoked, the response of the Renew operation is a RenewResponse message. 
This element contains a set of parameters: 

Output parameter Description 

CurrentTime Current DTG from service 

TerminationTime Expiration DTG allowed by the service 

 

Sample data for RenewResponse is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<RenewResponse xmlns=”http://docs.oasis-open.org/wsn/bw-2”> 

<CurrentTime>2013-04-

05T11:56:15.3580987+02:00</CurrentTime> 

<TerminationTime>2013-04-

05T11:56:05+02:00</TerminationTime> 

</RenewResponse> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.29 ServiceBroker: Unsubscribe Request 

The request of the Unsubscribe operation is an Unsubscribe message. 

The client that generates an Unsubscribe request, shall use the 
ConsumerReference attribute value (Url of the service to manage the ). It is provided 
on subscription sequence. 

 

Sample data for Unsubscribe request is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<Unsubscribe xmlns=”http://docs.oasis-open.org/wsn/bw-2” /> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.30 ServiceBroker: Unsubscribe Response 

When invoked, the response of the Unsubscribe operation is a 
UnsubscribeResponse message. 

Sample data for UnsubscribeResponse is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 

xmlns:xsd=”http://www.w3.org/2001/XMLSchema”> 

<UnsubscribeResponse xmlns=”http://docs.oasis-open.org/wsn/bw-2” /> 

</s:Body> 

</s:Envelope> 

http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
http://schemas.xmlsoap.org/soap/envelope/
http://www.w3.org/2001/XMLSchema-instance
http://www.w3.org/2001/XMLSchema
http://docs.oasis-open.org/wsn/bw-2
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3.3.52.3.2.2.31 ServiceBroker: RegisterPublisher Request 

The request of the RegisterPublisher operation is a RegisterPublisher message. 
This message contains a set of parameters: 

Input parameter Description 

Demand Boolean element to enable a demand-based 
model from the NotificationBroker. 

InitialTerminationTime Expiration DTG expected 

PublisherReference Url of publication service 

 

Sample data for RegisterPublisher request is provided below: 
<RegisterPublisher xmlns=”http://docs.oasis-open.org/wsn/bw-2”> 

      <Demand>true</Demand> 

      <InitialTerminationTime>2014-04-12T00:00:00+02:00</InitialTerminationTime> 

      <PublisherReference> 

        <Address xmlns=”http://www.w3.org/2005/08/addressing”>http://ncop-

client1.hq.nato:9999/NotificationConsumerService/</Address> 

      </PublisherReference> 

    </RegisterPublisher> 

3.3.52.3.2.2.32 ServiceBroker: RegisterPublisher Response 

When invoked, the response of the RegisterPublisher operation is a 
RegisterPublisherResponse message. This element contains a set of parameters: 

Output parameter Description 

ConsumerReference Url of consumption service 

PublisherReference Url of publisher service 

Sample data for RegisterPublisherResponse is provided below: 

<s:Envelope xmlns:s=”http://schemas.xmlsoap.org/soap/envelope/”> 

<s:Body> 

<s:Fault> 

<faultcode xmlns:a=”ncop”>a:nopublisher</faultcode> 

<faultstring xml:lang=”fr-FR”>All publishers types are accepted by 

default by now</faultstring> 

</s:Fault> 

</s:Body> 

</s:Envelope> 

3.3.52.3.2.2.33 ServiceBroker: Subscribe Request 

The request of the Subscribe operation is a Subscribe message. This message 
contains a set of parameters: 

Input parameter Description 

ConsumerReference Url of Service that receives notifications 

Filter Filter containing a set of QueryTopic 

InitialTerminationTime Expiration DTG of subcription 

SubscriptionPolicy Not used 

http://ncop/
http://schemas.xmlsoap.org/soap/envelope/
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The system’s name shall be provided as parameter of the Web Service endpoint. 
Example: http://<host>:<port>/ServiceBroker.svc?systemName=SystemA 

 

The “Filter” attribute is composed of a set of QueryTopic that shall be compliant with 
the following syntax rules: 

Query Topic syntax rules Comment 

BLOCK 1 :     

/*    

Get all 
elements 
(COP, 
Information 
Products …) 

/#information products    

Get all 
Information 
Products 

/#information products / ip title   

Get all 
Information 
Products that 
have the 
given “ip 
title” 

/#annotations    

Get all 
Annotations 

/#annotations /annot title   

Get all 
Annotations 
that have the 
given “annot 
title” 

/#maps    

Get all maps 
(WMS layers) 

/#maps /map title   

Get all maps 
(WMS layers) 
that have the 
given “map 
title” 

/#kml maps    

Get all kml 
maps 

/#kml maps /kml title   

Get all kml 
maps that 
have the 
given “kml 
title” 

     

BLOCK 2 :     

/#shared views    

Get all 
Shared Views 
and their 
elements  

/#shared views 
BLOCK 1 compliant 
subfilters   

Get all 
elements 
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contained in 
a Shared 
View, 
restricted to 
a sub-part 
defined by 
BLOCK1 

/#shared views /shared view title   

Get all 
elements 
contained in 
Shared View 
named 
“shared view 
title” 

/#shared views /shared view title 
BLOCK 1 compliant 
subfilters  

Get all 
elements 
contained in 
Shared View 
named 
“shared view 
title”, 
restricted to 
a sub-part 
defined by 
BLOCK1  

/#shared views /shared view title /path   

/#shared views /shared view title /path 
BLOCK 1 compliant 
subfilters 

 

     

BLOCK 3 :     

/#cops    

Get all COPs 
and their 
elements  

/#cops 
BLOCK 1 compliant 
subfilters   

Get all 
elements 
contained in 
a COP, 
restricted to 
a sub-part 
defined by 
BLOCK1 

/#cops /cop title   

Get all 
elements 
contained in 
COP named 
“cop title” 

/#cops /cop title 
BLOCK 1 compliant 
subfilters  

Get all 
elements 
contained in 
COP named 
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“cop title”, 
restricted to 
a sub-part 
defined by 
BLOCK1 

/#cops /cop title 
BLOCK 2 compliant 
subfilters  

Get all 
elements 
contained in 
COP named 
“cop title”, 
restricted to 
a sub-part 
defined by 
BLOCK2 

/#cops /cop title /path  

Get all 
elements 
contained in 
COP named 
“cop title” 
and that have 
a given 
“path” 
structure 

/#cops /cop title /path BLOCK 1 

Get all 
elements 
contained in 
COP named 
“cop title” 
and that have 
a given 
“path”, 
restricted to 
a sub-part 
defined by 
BLOCK1  

     

 

/!\ COP structure’s names are not displayed in the COP Explorer, but they are defined 
in the COP definition and shall be used in the path 

/!\ all elements in path are case sensitive. Keywords are not case sensitive (cops, 
COPS, Cops ...). 

For example: 

/#cops/My COP/Structure/Folder 1/Layer A 

 

For each /#keyword, an 239sername239l metadata filter can b used: 

/#keyword[@metadata key=metadata value] 

For example: 

/#cops[@State=Draft] 



 NATO UNCLASSIFIED 240 

 

/!\ all space characters are taken into account. 

 

The list of allowed keywords and their metadata keys are the following: 

/#shared views  

 Guid 

 Created By 

 Moderation Comments 

 

/#cops 

 Guid 

 Classification 

 Owner Entity 

 State 

 Version 

 

/#annotations 

 Guid 

 Date Modified 

 Has Expiration Date 

 Date Expiration 

 Type 

 Created By 

 Moderation Comments 

 

/#information products 

 Guid 

 Description 

 Domain 

 Owner Entity 

 Is Local 

 State 

 

/#maps 

 Guid 

 Description 

 Owner Entity 

 Map Service 

 Map Service Id 

 

/#kml maps 
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 Guid 

 Description 

 Owner Entity 

 

 

Sample data for Subscribe request is provided below: 
<Subscribe xmlns=”http://docs.oasis-open.org/wsn/bw-2”> 

      <ConsumerReference> 

        <Address xmlns=”http://www.w3.org/2005/08/addressing”>http://ncop-

client1.hq.nato:9999/NotificationConsumerService/</Address> 

      </ConsumerReference> 

      <Filter> 

        <QueryTopic>/#information products</QueryTopic> 

      </Filter> 

      <InitialTerminationTime>04/12/2014 00:00:00</InitialTerminationTime> 

    </Subscribe> 

3.3.52.3.2.2.34 ServiceBroker: Subscribe Response 

When invoked, the response of the Subscribe operation is a SubscribeResponse 
message. This element contains a set of parameters: 

Output parameter Description 

CurrentTime Current DTG of service 

SubscriptionReference Url of the service to manage the subcription 

TerminationTime Expiration DTG of subcription 

Sample data for SubscribeResponse is provided below: 
<SubscribeResponse xmlns=”http://docs.oasis-open.org/wsn/bw-2”> 

      <CurrentTime>2014-04-11T11:16:49.0686211+02:00</CurrentTime> 

      <SubscriptionReference> 

        <Address xmlns=”http://www.w3.org/2005/08/addressing”>http://ncop-

portal.alias.hostheader.nato:8080/NCOPIPS/ServiceBroker.svc?subscriptionId=90f00a33-6e2b-4c14-

9067-c7f9e17ef8b2</Address> 

      </SubscriptionReference> 

      <TerminationTime>2014-04-12T00:00:00</TerminationTime> 

    </SubscribeResponse> 

As shown in the previous sample, the response returns a URL that is the 
identifier of the subscriber. It shall be reused for next ServiceBroker operations 
(renew …): 

http://ncop-
portal.alias.hostheader.nato:8080/NCOPIPS/ServiceBroker.svc?subscriptionId=90f0
0a33-6e2b-4c14-9067-c7f9e17ef8b2 

3.3.52.3.2.3 Communication Protocols 

The communication protocol used by the NCOP Notification Service is SOAP over 
HTTP binding. 

3.3.52.3.3 Communication Protocols 

The communication protocol used by the NCOP Metadata Registry and Repository 
Service is SOAP over HTTP binding. 

3.3.52.4 NCOP Alerts/Notifications Subscription Service 

This Web Service is used for alerts/notifications management. It is based on WS-
Eventing publish-subscribe pattern. 

http://ncop/
http://ncop/
http://ncop-portal.alias.hostheader.nato:8080/NCOPIPS/ServiceBroker.svc?subscriptionId=90f00a33-6e2b-4c14-9067-c7f9e17ef8b2
http://ncop-portal.alias.hostheader.nato:8080/NCOPIPS/ServiceBroker.svc?subscriptionId=90f00a33-6e2b-4c14-9067-c7f9e17ef8b2
http://ncop-portal.alias.hostheader.nato:8080/NCOPIPS/ServiceBroker.svc?subscriptionId=90f00a33-6e2b-4c14-9067-c7f9e17ef8b2
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3.3.52.4.1 Interface Principles 

It is composed of following interfaces: 

 AlertsManager (AlertsManager.svc file): the web service that accepts subscription 
requests from the Geographical COP Editor to get alerts/notifications. 

 AlertingReceiver (AlertingReceiver.svc file): the NCOP web service that accepts 
“publish” events (alerts/notifications). 

 AlertEventsManager (AlertEventsManager.svc file for internal use): service for 
getting detailed and full detailed information on each alert. 

 AlertTypesRolesManager (AlertTypeRolesManager.svc for internal use): service 
alerts settings for roles. 

 AlertTypesUsersManager (AlertTypesUsersManager.svc for internal use): service 
alerts settings for users. 

 EventSource (EventSource.svc file). 

 SubscriptionManager (SubscriptionManager.svc). 

 WrappedSyncPortType (WrappedSyncPortType.svc). 

 

The following sequence diagram shows interactions between AlertsManager 
(IalertsManager), AlertingReceiver (IalertingReceiver), AlertEventsManager 
(IalertEventsManager), AlertTypesRolesManager (IalertTypesRolesManager), 
AlertTypesUsersManager(IalertTypesUsersManager), EventSource(IeventSource), 
SubscriptionManager(IsubscriptionManager) and 
WrappedSyncPortType(IwrappedSyncPortType) services: 

 

Figure 3-12: NCOP Alerts/Notifications Subscription Service sequence diagram 

 

The WSDL interface protocol and XML schemas of this interface is provided in 
separated files outside of this ICD. 
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3.3.52.4.2 Data Elements 

Data elements provided by NCOP alerts/notifications Services are explained in the 
following table. 

 

Table 53: List of data elements provided by NCOP alerts/notifications Services 

Service Operation name Description Request 
Parameter 

Response 

AlertsManager Subscribe Subscribe to alerts for a user 
using a client application 
(Geographical COP Editor) 

243sername 

entities 

SubscribeResult 

 Cancel Cancel subscription to alerts subscriptionId None 

 GetTimsState Get expiration DTG of a 
Geographical COP Editor client 

None GetTimsStateResult (DTG) 

 AlertReceived Allows the Geographical COP 
Editor to confirm reception of an 
alert 

alert 

user 

infos 

None 

 AlertsReceived Allows the Geographical COP 
Editor to confirm reception of list 
of alerts 

alerts 

user 

infos 

None 

 UpdateState Allows to change the alert status alert 

userName 

None 

 KeepAlive Allows the Geographical COP 
Editor to maintain the connection 
with Alert Manager service 

subscriptionId KeepAliveResult 

 Renew Renew a subcription subscriptionId 

username 

entities 

RenewResult (true/false) 

 ReceiveAlert Callback method called to send 
alert to Geographical COP Editor 
subscriber 

alert None 

 ReceiveAlerts Callback method called to send 
alerts to Geographical COP 
Editor (subscriber) 

alerts None 

 SubscriptionEnded Callback method called to tell the 
Geographical COP Editor 
(subscriber) that connection is 
ended 

content None 

AlertingReceiver NotifyEvents Notify new events Alerts None 

 NotifyEvent Notify new event Content 

filter 

None 

 SubscriptionEnd Notify that subscription is ended SubscriptionManag
er 

Status 

None 

AlertEventsManager GetAlertContent Get more recent alert content alertId 

userName 

GetAlertContentResult 
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Service Operation name Description Request 
Parameter 

Response 

filter 

 GetMoreAlertContent Get older alert content  alertId 

username 

filter 

maxDate 

GetMoreAlertContentResul
t 

 GetFilteredRemainingAlerts Get the alerts of a user according 
to the filter given as input 
parameter (DTG, Max number of 
alerts …) 

 

username 

filter: 

- FromDate 

- ToDate 

- KeepDeleted 
(true/false) 

- FilterByDate 
(true/false) 

FilterByMaxNumbe
r (true/false) 

MaxNumber” 

GetFilteredRemainingAlert
sResult 

AlertTypesRolesManag
er 

GetAlertTypes Get all alert types None GetAlertTypesResult 

 GetRoles Get all roles of a NCOP Portal 
(Training, Exercise or 
Operational) 

None GetRolesResult 

 GetRoleSubscribedAlertTyp
es 

Get all alerts subscriptions 
defined for a specific role 

roleId GetRoleSubscribedAlertTy
pesResult 

 GetRolesSubscribedAlertTy
pes 

Get all alerts subscriptions 
defined for all roles 

roleIds GetRolesSubscribedAlertT
ypesResult 

AlertTypesUsersManag
er 

CreateUser Create a user in the alerts 
database 

userName None 

 CreateAlertType Create a new alert type in 
database 

alertType CreateAlertTypeResult 

 GetAlertTypes Get all alert types None GetAlertTypesResult 

 GetBaseAlertTypes Get all base alert types (system 
alerts)  

None GetBaseAlertTypesResult 

 GetUsers Get all users defined in the alerts 
database 

None GetUsersResult 

 GetUserSubscribedAlertTyp
es 

Get all alerts subscriptions 
defined for a specific user 

userName GetUserSubscribedAlertTy
pesResult 

 GetUsersSubscribedAlertTy
pes 

Get all alerts subscriptions 
defined for all users 

userNames GetUsersSubscribedAlertT
ypesResult 

 UpdateRemainingAlertStatu
s 

Allows to change the alert status userName 

toUpdate 

None 

 AreUserAlertsCustom Check if a user is using role 
alerts subscription or user 
specific alerts subscription 

userName AreUserAlertsCustomResu
lt (true/false) 
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Service Operation name Description Request 
Parameter 

Response 

 ResetUserSubscriptions Reset user specific alerts 
subscription. Then the user goes 
back to role alerts subscription 

userName ResetUserSubscriptions 
(true/false) 

 UpdateAlertTypesHierarchy Update alerts hierarchy toCreate 

toUpdate 

toDelete 

toUpdateParents 

None 

EventSource Subscribe Subscriber submit subscription to 
alerts 

Filter 

Delivery 

Format 

Expires 

SubscriptionManager 

XmlGrantedExpires 

 SubscriptionEnd Subscriber tell that connection is 
aborted and wait for a 
reconnection 

SubscriptionManag
er 

Status 

Reason 

None 

SubscriptionManager RenewOp Subscriber renew a subscription Expires 

ReferencePropertie
s 

Expires 

 GetStatusOp Subscriber gets his expiration 
DTG 

Filter 

ReferencePropertie
s 

Expires 

 UnsubscribeOp Subscribers cancels subscription 
to alerts 

Filter 

ReferencePropertie
s 

None 

WrappedSyncPortType NotifyEvent Notity an alert Content 

AlertOpenedNotific
ationEndPoint 

 

None 

 

3.3.52.4.3 Communication Protocols 

The communication protocol used by the NCOP Alerts/Notifications Subscription 
Service is SOAP over HTTP binding. 

3.3.52.5 NCOP Degradation Service 

This Web Service is used to notify NCOP to work in a “degraded” mode when the 
hosting environment (VmWare for example) has not sufficient resources (CPU, 
Memory). The main principle is to indicate the NCOP sources that shall be set as 
degraded. In this case, these sources and related Information Products are 
automatically updated in a lower frequency. 

3.3.52.5.1 Interface Principles 

It is composed of following interface based on WS-Management specification [WS-
Management]: 
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 Degraded (Degraded.svc file): the web service that accepts requests from any 
external monitoring service. 

 

The WSDL interface protocol and XML schemas of this interface is provided in 
separated files outside of this ICD. 

3.3.52.5.2 Data Elements 

Data elements provided by NCOP Degradation Services are explained in the following 
table. 

Table 54: List of data elements provided by NCOP Degradation Services 

Service Operation name Description Request 
Parameter 

Response 

Degradation Put Set a set of NCOP sources as 
degraded or not degraded 
(depending on the bolean value) 

sourceGuids 

degradate 
(true/false) 

 

3.3.52.5.3 Communication Protocols 

The communication protocol used by the NCOP Degradation Service is SOAP over 
HTTP binding. 

 

3.3.52.6 REST API 

TBC 

3.4 TECHNICAL INTERFACES 

This section is intended to provide an overview of how the “technical interfaces” 
requirements for NCOP (as specified in the SRS), are taken into account. 

 

The following table displays the traceability between “technical interfaces” 
requirements and NCOP ICD sections. 

Table 55: Traceability between “technical interfaces” requirements and NCOP ICD sections 

Purpose SRS Technical Interfaces Comment 

General-
purpose 
Interoperabil
ity 
interfaces 

 

 

 XML Web Services (WS-I Basic 
Profiles compliant) 

This interface is taken into account through §3.3.52 I_NCOP_WS: 
NCOP Web Services 

 
SOAP-based Web Services 

This interface is taken into account through §3.3.52 I_NCOP_WS: 
NCOP Web Services that provides Web Service based on SOAP 

 
RESTFull Web Services 

This interface is taken into account through 3.3.52 I_NCOP_WS: 
NCOP Web Services that provides Web Service based on REST 

 WS-* protocols as mandated by 
[A.9]: WS-Reliability, WS-RM, WS-
Addressing 

 

 XML flat files This interface is taken into account through §3.3.32  
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Purpose SRS Technical Interfaces Comment 

 W3C WS-Eventing This interface is taken into account through §3.3.52.2 interface. 

 

OASIS WS-Notifications 

This interface is taken into account through §3.3.52.3 Interface 

 XML/HTTP (POX) Web Services  

 W3C SPARQL  

Communicat
ion 
protocols 

 
 

 
HTTP and HTTPS 

This communication protocol can be set (in BizTalk Administration 
console) as a configuration parameter of Web service binding 

 
HTTP proxy 

This communication protocol can be set (in BizTalk Administration 
console) as a configuration parameter of Web service binding 

 e-mail services and protocols 
(POP3, MAPI, SMTP) 

These interfaces are taken into account through the § 

3.3.12I_NCOP_CORE_INFORMAL_MESSAGING: Bi-SC AIS 

Informal messaging Interface  
MS Exchange 

 
FTP and S/FTP 

This communication protocol can be set (in BizTalk Administration 
console) as a configuration parameter of BizTalk Adapter 

 
WebDAV 

This communication protocol can be set (in BizTalk Administration 
console) as a configuration parameter of BizTalk Adapter 

 
CIFS / SMB 

This communication protocol can be set (in BizTalk Administration 
console) as a configuration parameter of BizTalk Adapter 

 
SNMP 

This interface is taken into account through §3.3.11 
I_NCOP_CORE_EMS : Bi-SC AIS Enterprise Management Services 
Interface 

 XMPP with extensions This interface is taken into account through  

Formats and 
encoding 
techniques 

 
 

 
 MTOM 

This encoding format can be set (in BizTalk Administration console) 
as a configuration parameter of Web service binding. 

 
Dublin Core XML Metadata format 

This encoding format is taken into account through the CDF defined 
in the NCOP SDS [SDS]. 

 NATO Discovery Metadata 
Specification 

 

 

ZIP file 

The Information Products provided by sources as .ZIP files are 
processed by NCOP. The content of a ZIP file is analysed (only for 
ZIP file containing one file) and sent to adhoc orchestration (see 
interfaces based on file exchange: LOPGUPDATE file, LC2IS XML 
files, NVG files, AdatP-3 MTF,). 

ZIP file parsing and consumption is limited to a single file included in 
the ZIP. 

Directory 
and 
Repositories 
Services 
interfaces 

 

 

 
Active Directory services protocols 
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Purpose SRS Technical Interfaces Comment 

 LDAP These interfaces are taken into account through the §3.3.9 
I_NCOP_CORE_ACTIVE_DIRECTORY: Bi-SC AIS Active Directory 
Interface 

 mDNS and DNS-SD 

Security 
interfaces 

  

 
IEG C (Annex A 12) 

This interface is described in the SISRS document [SISRS] 

 

SSL and TLS  

This interface is mentioned in the NCOP SDS [SDS] and SSDS 
[SSDS] documents 

 
OASIS WS-Security 

This interface is mentioned in the SISRS document [SISRS] 
(security elements in the SOAP headers) 

 
X.509 Certificates and certificate 
verification protocols 

This interface is mentioned in the NCOP SDS [SDS] and SSDS 
[SSDS] documents 

 SAML-Based Federated Identity 
Management  

 

 other signature/authentication 
protocols 

 

Graphical 
symbology 
interfaces 

 
 

 NATO APP6-A, APP6-B and APP6-
D 

NCOP allows to perform the drawing of symbology by two ways: 

- The Geographical COP Editor decodes the symbol code and draws 
the symbol using TIMS.JS resources 

- The Geographical COP Editor draws the symbol as a bitmap PNG 
provided by an external symbology server. The external symbology 
is in charge of decoding the symbol code and providing the 
adequate PNG file 

 

US MIL-STD-2525-B, MIL-2525-C 
and MIL-2525-D 

SQL Data 
access 
interfaces 

 
 

 Open Database Connectivity (OD–
C) - ISO/IEC 9579:2000 Information 
technol–y -- Remote database 
access for SQL with security 
enhancement 

As explained in §3.3.20 and §3.3.48, theses interfaces are 
configured by the OLEDB connector (see Windows Data Access 
Components in [MSDN]) through a connection string. The 
connection string relies on format defined in [CONNECTION 
STRING]. 

 SQ– 3 - ISO/IEC 9075(-1 to -14):2–
03 – Parts 1, 2 and 11 encompass 
the minimum requirements of the 
language. Other parts define 
extensions. 

 Microsoft Excel files 

 Microsoft SQL Server 

 Oracle Database Server 

 PostgresSQL Server 

 Java Database Connectivity (JDBC) 
client 
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APPENDIX A INFORMATION PRODUCTS PROVIDED 
THROUGH NCOP INTERFACES 

Table 58: Acquisition modes of cartographic interfaces provided by external systems 
interfaces 

Interface 
NCOP 

Version 
Push Pull Pub/Sub 

Data 
driven 

IP 

Dynamic 
IP 

Alerts Complete Partial Comment 

I_NCOP_CORE_GIS_WFS  V1  X     X  
Not 
processed 
by BizTalk 

I_NCOP_CORE_GIS_WMS  V1  X     X  
Not 
processed 
by BizTalk 

I_NCOP_ESRI_REST_API V2  X     X  
Not 
processed 
by BizTalk 

I_NCOP_GML  V1  X     X  
Not 
processed 
by BizTalk 

I_NCOP_KML  V1 X X     X  
Not 
processed 
by BizTalk 

I_NCOP_SLD  V1         Support for 
WMS 

I_NCOP_WFS  V1  X     X  
Not 
processed 
by BizTalk 

I_NCOP_WMC  V1  X     X  
Not 
processed 
by BizTalk 

I_NCOP_WMS  V1  X     X  
Not 
processed 
by BizTalk 

I_NCOP_WMTS V2  X     X  
Not 
processed 
by BizTalk 

 

Table 56: Acquisition modes of Information Products provided by external systems interfaces  

Interface 
NCOP 

Version 
Push Pull Pub/Sub 

Data 
driven 

IP 

Dynamic 
IP 

Alerts Complete Partial Comment 

I_NCOP_ACCS V1.3   X  X   X 
NVG 
Streaming 

I_NCOP_ADATP3  V1 X   X   X X  
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Interface 
NCOP 

Version 
Push Pull Pub/Sub 

Data 
driven 

IP 

Dynamic 
IP 

Alerts Complete Partial Comment 

I_NCOP_AGS 
Future 

Increment 
         

I_NCOP_AIRC2IS  V1.3   X  X   X   

I_NCOP_AMN_INT_CORE  V1  X  X   X  NVG 

I_NCOP_CBRN 
Future 

Increment 
         

I_NCOP_C4ISR_VIZ V2         
Delayed 
CLIN 

I_NCOP_CIDNE  
Future 

Increment 
 X  X   X   

I_NCOP_CORE_ACTIVE_DIRECTORY  V1         No IP 

I_NCOP_CORE_DHS  V1  X  X   X   

I_NCOP_CORE_EMS  V1         No IP 

I_NCOP_CORE_INFORMAL_MESSAGING  V1 X   X     
POP3 to get 
IP based on 
file 

I_NCOP_CORE_PRINTING  V1         No IP 

I_NCOP_CORE_SECURITY  V1         No IP 

I_NCOP_CORE_XMPP  V1 X   X  X  X  

I_NCOP_CSD 
Future 

Increment 
         

I_NCOP_CYBER_DEFENSE 
Future 

Increment 
         

I_NCOP_ENVIRONMENTAL 
Future 

Increment 
         

I_NCOP_ETEE 
Future 

Increment 
         

I_NCOP_EXCEL  V1 X X  X   X X  

I_NCOP_FFI V2         
Delayed 
CLIN 

I_NCOP_GENERIC_TEXT V1.1 X   X   X X  

I_NCOP_GENERIC_XML V1.1 X   X   X X  

I_NCOP_ICC_WISI  V1  X  X   X   

I_NCOP_IGEOSIT  V1         
multiple 
interfaces 
available 

I_NCOP_INTELFS  V1.1  X  X   X   
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Interface 
NCOP 

Version 
Push Pull Pub/Sub 

Data 
driven 

IP 

Dynamic 
IP 

Alerts Complete Partial Comment 

I_NCOP_JCOP_WS  V1  X  X X  X   

I_NCOP_JOCWATCH  V1  X  X   X X 
Modified date 
vs event date 

I_NCOP_JOIIS  V1.1  X  X   X  based on 
WSDL 

I_NCOP_JREAP 
Future 

Increment 
         

I_NCOP_JTS  V1  X  X   X  as WISI 

I_NCOP_LC2IS  V1 X X  X   X   

I_NCOP_LOGFAS V1  X  X   X   

I_NCOP_LOGREP  V1 X   X   X  LOGUPDATE 
File 

I_NCOP_MCCIS (overlays)  V1  X  X   X   

I_NCOP_MCCIS (tracks)  V1 X    X   X  

I_NCOP_MIP 
Future 

Increment 
         

I_NCOP_NFFI_IP1  V1.1 X   X    X  

I_NCOP_NFFI_SIP3  V1.1 X  X X X   X Time to live 

I_NCOP_NIRIS  V1 X    X X  X  

I_NCOP_NJTS V2         
Delayed 
CLIN 

I_NCOP_NVG_14 & I_NCOP_NVG_15 & 
I_NCOP_NVG_20 

V1 X X  X   X   

I_NCOP_NVG_STREAMING  V1 X  X X X  X X  

I_NCOP_OTHTGOLD  V1 X   X   X X  

I_NCOP_REST 2  X  X   X   

I_NCOP_SHAREPOINT  V1  X  X   X X  

I_NCOP_SQL  V1  X  X   X X 

Changes 
detected from 
BTS or 
generated by 
SQL 

I_NCOP_SOA 
Future 

Increment 
         

I_NCOP_SOF 
Future 

Increment 
         

I_NCOP_TOPFAS  V1.1  X  X   X   
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Interface 
NCOP 

Version 
Push Pull Pub/Sub 

Data 
driven 

IP 

Dynamic 
IP 

Alerts Complete Partial Comment 

I_NCOP_TOPFAS_SAT 
Future 

Increment 
         

I_NCOP_TRITON V2 ? ? ? ? ? ? ? ? TBC 

I_NCOP_WS  V1 X X X    X X  

 

Table 57: Synthesis Information Products exposed by system  

System providing  
Information 

Products  

Data provided as file  Data provided as Web 
Sservice  

Other protocol  

ACCS   NVG Streaming* 

Any AdatP-3 
provider  

AdatP-3 MTF  

  

Any Excel provider Excel 

  

Any FFI Provider TBC TBC TBC 

Any NFFI provider  

 

NFFI SIP3*  NFFI IP-1   

Any NVG provider  

 

NVG  NVG Streaming*  

Any OTHT-Gold 
provider  

OTHT-Gold MTF  

  

Any SharePoint List 
provider 

 

SharePoint List 

 

Any SQL provider 

  

SQL 

Any Text provider Text 

  

Any XML XML 

  

CIDNE  

 

Native WSDL SQL  

Core GIS  KML  WMS, WFS  

 

Core Serv. 
(Exchange …)  

  

MAPI, POP3, LDAP  

CSD TBC TBC TBC 

DHS  Document  SharePoint List  

 

ENVIRONMENTAL 
FS 

TBC TBC TBC 

ETEE FS TBC TBC TBC 

ICC, JTS  AdatP-3  WISI, NVG  

 

INTEL-FS  

 

INTEL-FS WSDL, NVG  

 

Jchat  

  

XMPP  

JocWatch  Excel  OIR, NVG  
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	BOOK I
	BIDDING INSTRUCTIONS
	SECTION 1 INTRODUCTION
	1.1. Purpose
	1.1.1. The purpose of this Invitation for Bid (IFB) is to award a Contract for Ballistic Missile Defence Increments 1&2 functions for NATO Common Operational Picture Delivery (NCOP BMD Delivery). All of the technical details and requirements of the pr...

	1.2. Scope of Work
	1.2.1. The scope of this project is to procure two Work Packages (WPs) as follows:
	1.2.1.1. WP1: Deliver NCOP-BMD Functionality: This work package comprises the activities for developing and delivering the NCOP BMD functionality and interfaces, including transition of support.
	1.2.1.2. WP2: Provide NCOP-BMD In-Service Support: This work package comprises all the activities to provide in-service support to the fielded baselines prior to Final System Acceptance (FSA).

	1.2.2. Overview of the Prospective Contract
	1.2.2.1. The Prospective Contract (Book II) requires the selected Contractor to deliver the NCOP-BMD capability as described in this IFB. The Contractor shall perform all activities required per Book II Part IV (Statement of Work (SOW)) and its Annexe...

	1.2.3. The Contract resulting from this IFB shall be awarded on a Firm-Fixed-Price basis.
	1.2.4. The resulting contract will use elements of the Agile methodology, with multiple increments, each consisting of several sprints, and the opportunity for frequent acceptances of functional capabilities.
	1.2.5. The Contract will be governed by Book II, Part II (Contract Special Provisions), and Part III (Contract General Provisions).

	1.3. Governing Rules, Eligibility, and Exclusion Provisions
	1.3.1. This solicitation is an International Invitation for Bid (IFB) and is issued in accordance with the procedures for International Competitive Bidding (ICB) set forth in NATO document AC/4-D/2261 (1996 Edition) and its Annex X, dated 24 July 2009.
	1.3.2. Pursuant to these procedures, bidding is restricted to companies from participating NATO member nations (see paragraph 2.1.1.7) for which either a Declaration of Eligibility has been issued by their respective national authorities.

	1.4. Best Value Evaluation Method
	1.4.1. The evaluation method to be used in the selection of the successful Bidder under this solicitation will follow the Best Value Procedures set forth in AC/4-D/2261, Annex X, dated 24 July 2009, and AC/4(2008)0002-REV2-ANNEX 1, dated 15 July 2015,...
	1.4.2. The bid evaluation criteria and the detailed evaluation procedures are described in SECTION 4.
	1.4.3. The Bidder shall refer to the Purchaser all queries for resolution of any conflicts found in information contained in this document in accordance with the procedures set forth in paragraph 2.7 "Request for IFB Clarifications”.

	1.5. Security
	1.5.1. This Invitation for Bid is NATO UNCLASSIFIED.
	1.5.2. Contractor personnel will be required to possess a security clearance of “NATO SΞCRET” (NS) for the performance of the Contract.
	1.5.3. The Contractor will be required to handle and store classified material to the level of “NATO RΞSTRICTED”.
	1.5.4. The Contractor shall have the appropriate facility and personnel clearances at the date of Contract Signature. Should the Contractor be unable to perform the Contract due to the fact that the facility/security clearances have not been provided ...
	1.5.5. Contractor personnel working at NATO or National sites without such a clearance confirmed by the appropriate national security authority and transmitted to the cognisant NATO or National security officer at least fourteen (14) days prior to the...
	1.5.6. Bidders are advised that Contract signature will not be delayed in order to allow the processing of NS security clearances for personnel or facilities and, should the otherwise successful Bidder not be in a position to accept the offered Contra...

	1.6. Documentation
	1.6.1. All documentation – including the IFB itself, all applicable documents and any reference documents provided by the Purchaser – are solely to be used for the purpose of preparing a response to this IFB. They are to be safeguarded at the appropri...
	1.6.2. Statement of Work Applicable Documents
	1.6.2.1. All pertinent information relevant for bidding from the Applicable Documents referenced in Section 2 of the SOW have been retrieved and made a part of the IFB. Therefore, Bidders neither require physical access to these documents in order to ...

	END OF SECTION 1


	SECTION 2 GENERAL BIDDING INFORMATION
	2.1. Definitions
	2.1.1. In addition to the definitions and acronyms set in Article 1 of Part II of the Prospective Contract and the definitions and acronyms set in the Article 2 of the NCI Agency Contract General Provisions (Part III), the following terms and acronyms...
	2.1.1.1. “Bid” or “Quotation”: a binding offer to perform the work specified in the Prospective Contract (Book II).
	2.1.1.2. “Bidder”: a firm, consortium, or joint venture which submits an offer in response to this solicitation. Bidders are at liberty to constitute themselves into any form of Contractual arrangements or legal entity they desire, bearing in mind tha...
	2.1.1.3. “Compliance”: strict conformity to the requirements and standards specified in this IFB.
	2.1.1.4. “Contractor”: the awardee of this IFB, which shall be responsible for the fulfilment of the requirements established in the Contract.
	2.1.1.5. “Firm of a Participating Country”: a firm legally constituted or chartered under the laws of, and geographically located in, or falling under the jurisdiction of a Participating Country.
	2.1.1.6. “IFB”: Invitation for Bid
	2.1.1.7. “Participating Country”: any of the 30 NATO nations contributing to the project, namely, (in alphabetical order): Albania, Belgium, Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, France, Germany, Greece, Hungary, Iceland, Italy,...
	2.1.1.8. “Purchaser”: The Purchaser is defined as the NCI Agency or its legal successor.


	2.2. Eligibility and Origin of Equipment and Services
	2.2.1. As stated in paragraph 1.3.2, only firms from a Participating Country are eligible to engage in this competitive bidding process.
	2.2.2. In addition, all Contractors, subcontractors and manufacturers, at any tier, must be from Participating Countries.
	2.2.3. None of the work, including project design, labour and services shall be performed other than by firms from and within Participating Countries.
	2.2.4. No materials or items of equipment down to and including identifiable sub-assemblies shall be manufactured or assembled by a firm other than from and within a Participating Country.
	2.2.5. Unless otherwise authorised by the terms of the Prospective Contract, the Intellectual Property Rights to all design documentation and related system operating software shall reside in NATO member countries, and no license fees or royalty charg...

	2.3. Bid Delivery and Bid Closing
	2.3.1. The closing time for submission of bids in Response to this IFB is Monday, 14 March 2022, 12:00 Hours (Central European Time (CET)).
	2.3.2. Bids shall be submitted to the following email address below:
	2.3.2.1. CO115461NCOPBMD@ncia.nato.int


	2.4. Late Bids
	2.4.1. Bids which are submitted to the Purchaser after the specified time and date set forth in paragraph 2.3.1 are "Late Bids" and shall not be considered for award.  Such bids will be unopened unless the Purchaser can determine that the bid in quest...
	2.4.2. Consideration of Late Bid
	2.4.2.1. The Purchaser considers that it is the responsibility of the Bidder to ensure that the bid is submitted by the specified bid closing time. However, a late bid shall only be considered for award if a Contract has not already been awarded pursu...


	2.5. Requests for Extension of Bid Closing Date
	2.5.1. Bidders are informed that requests for extension to the closing date for the IFB shall be submitted to the Point of Contact indicated in paragraph 2.6.1 below only through the delegation of the country of origin of the firm which has been invit...

	2.6. Purchaser’s Point of Contact
	2.6.1. The Purchaser point of contact for all information concerning this IFB is:
	2.6.2. All correspondence related to the IFB including the bid shall be sent to the contact details in paragraph 2.6.1 above.

	2.7. Request for IFB Clarifications
	2.7.1. Bidders, at the earliest stage possible during the course of the bidding period, are encouraged to seek clarification of any matters of an administrative or contractual, price, or technical in nature pertaining to this IFB.
	2.7.2. All questions and requests for clarification shall be submitted via email (no phone calls) to the point of contact identified in paragraph 2.6.1 using the Clarification Request Form provided at ANNEX C of this Book 1.
	2.7.3. Such questions and requests for clarification shall be submitted not later than twenty eight (28) calendar days prior to the stated "Bid Closing Date". The Purchaser is under no obligation to answer questions submitted after this time.  Request...
	2.7.4. Additional requests for clarification are limited only to the information provided as answers by the Purchaser to Bidder’s requests for clarification.  Such additional requests shall arrive not later than fourteen (14) calendar days before the ...
	2.7.5. It is the responsibility of the Bidders to ensure that all Clarification Requests submitted bear no mark, logo or any other form or sign that may lead to reveal the Bidders’ identity in the language constituting the clarification itself. This p...
	2.7.6. The Purchaser declines all responsibilities associated to any and all circumstances regardless of the nature or subject matter arising from the Bidders’ failure or inability to abide to the prescription in paragraph 2.7.5 above.
	2.7.7. Except as provided above, all questions will be answered by the Purchaser and the questions and answers (but not the identity of the questioner) will be issued in writing (via email) to all Prospective Bidders. The Bidders shall immediately inf...
	2.7.8. Where the extent of the changes implied by the response to a clarification request is of such a magnitude that the Purchaser deems necessary to issue revised documentation, the Purchaser will do so by the means of the issuance of a formal IFB a...
	2.7.9. The Purchaser may provide for a re-wording of questions and requests for clarification where it considers the original language ambiguous, unclear, subject to different interpretation or revelatory of the Bidder’s identity.
	2.7.10. The Purchaser reserves the right to reject clarification requests clearly devised or submitted for the purpose of artificially obtaining an extension of the bidding time (i.e. clarifications re-submitted using different wording where such word...
	2.7.11. The published responses issued by the Purchaser shall be regarded as the authoritative interpretation of the IFB. Any amendment to the language of the IFB included in the answers will be issued as an IFB Amendment and shall be incorporated by ...

	2.8. Requests for Waivers and Deviations
	2.8.1. Bidders are informed that requests for alteration to, waivers, or deviations from the terms and conditions of this IFB will not be considered after the request for clarification process. Requests for alterations to the other requirements, terms...
	2.8.2. Requests for alterations to the specifications, terms and conditions of the Contract which are included in a bid as submitted may be regarded by the Purchaser as a qualification or condition of the bid and may be grounds for a determination of ...

	2.9. Amendment of the Invitation for Bid
	2.9.1. The Purchaser may amend the IFB at any time prior to the Bid Closing Date. Any and all changes will be transmitted to all Bidders by an official amendment designated as such and signed by the Purchaser. This process may be part of the clarifica...
	2.9.2. The Purchaser will consider the potential impact of amendments on the ability of prospective Bidders to prepare a bid within the allotted time. The Purchaser may extend the "Bid Closing Date" at its discretion and such extension will be set for...
	2.9.3. All such IFB amendments issued by the Purchaser shall be acknowledged by the Bidder in its bid by completing the “Acknowledgement of Receipt of IFB Amendments” certificate at Annex B.2. Failure to acknowledge receipt of all amendments may be gr...

	2.10. Cancellation of Invitation for Bid
	2.10.1. The Purchaser may cancel, suspend or withdraw for re-issue at a later date this IFB at any time prior to Contract award.  No legal liability on the part of the Purchaser for payment of any sort shall arise and in no event will any Bidder have ...

	2.11. Modification and Withdrawal of Bids
	2.11.1. Bids, once submitted, may be modified by Bidders, but only to the extent that the modifications are in writing, conform to the requirements of the IFB, and are received by the Purchaser prior to the exact time and date established for bid clos...
	2.11.2. Modifications to bids which arrive after the bid closing date will be considered as "Late Modifications" and will be processed in accordance with the procedure set forth in paragraph 2.4 concerning "Late Bids". Except that unlike a "Late Bid",...
	2.11.3. A Bidder may withdraw its bid at any time prior to bid opening without penalty.  In order to do so, an authorised agent or employee of the Bidder must provide an original statement of the firm's decision to withdraw the bid.
	2.11.4. Except as provided in paragraph 2.12.4.2 below, a Bidder may withdraw its bid after Bid Opening only by forfeiture of the Bid Guarantee.

	2.12. Bid Validity
	2.12.1. Bidders shall be bound by the term of their bids for a period of twelve (12) months starting from the bid closing date specified in paragraph 2.3.1.
	2.12.2. In order to comply with this requirement, the Bidder shall complete the Certificate of Bid Validity set forth in Annex B.4. Bids offering less than this period of time, may be determined non-compliant.
	2.12.3. The Purchaser will endeavour to complete the evaluation and make an award within the bid validity period. However, should that period of time prove insufficient to render an award, the Purchaser reserves the right to request an extension of th...
	2.12.4. Upon notification by the Purchaser of such a request for a time extension, the Bidders shall have the right to:
	2.12.4.1. accept this extension of time in which case Bidders shall be bound by the terms of their offer for the extended period of time and the bid guarantee and Certificate of Bid Validity extended accordingly; or
	2.12.4.2. refuse this extension of time and withdraw the bid, in which case the Purchaser will return to the Bidder its Bid Guarantee in the full amount without penalty.

	2.12.5. Bidders shall not have the right to modify their bids due to a Purchaser request for extension of the bid validity unless expressly stated in such request.

	2.13. Bid Guarantee
	2.13.1. The Bid Guarantee shall be submitted by:
	2.13.1.1. email either directly by the banking institution or the Bidder to the email address in paragraph 3.4.1.2, plus
	2.13.1.2. mail the original copy to the address in paragraph 3.4.1.3.

	2.13.2. The Bidder shall furnish with its bid a guarantee in an amount equal to Three Hundred Thousand Euro (€300,000).
	2.13.3. The Bid Guarantee shall be substantially similar to ANNEX D as an irrevocable, unqualified and unconditional Standby Letter of Credit (SLC) issued by any of the banks (used interchangeably with “financial institution”) listed in ANNEX E or iss...
	2.13.4. "Standby Letter of Credit" or "SLC" as used herein, means a written commitment by a financial institution listed in ANNEX E either on its own behalf or as a confirmation of the Standby Letter of Credit issued by a different bank not listed in ...
	2.13.5. Alternatively, a Bidder may elect to post the required Guarantee by cash (no cheques).  If the latter method is selected, Bidders are informed that the Purchaser will cash the cheque on the Bid Closing Date or as soon as possible thereafter.
	2.13.6. If the Bid Closing Date is extended after a Bidder's financial institution has issued a Bid Guarantee, it is the obligation of the Bidder to have such Bid Guarantee (and confirmation, as applicable) extended to reflect the revised Bid Validity...
	2.13.7. Failure to furnish the required Bid Guarantee in the proper amount, and/or in the proper form and/or for the appropriate duration by the Bid Closing Date may be cause for the bid to be determined non-compliant.
	2.13.8. The Purchaser will make withdrawals against the amount stipulated in the Bid Guarantee under any of the following conditions:
	2.13.8.1. The Bidder has submitted a bid and, after Bid Closing Date (including extensions thereto) and prior to the selection of the successful bid, withdraws its bid, or states that it does not consider its bid valid or agree to be bound by its bid;
	2.13.8.2. The Bidder has submitted a successful bid, but the Bidder declines to sign the Contract offered by the Agency, such Contract being consistent with the terms of the solicitation documents;
	2.13.8.3. The Purchaser has offered the Bidder the Contract for execution but the Bidder has been unable to demonstrate compliance with the security requirements of the Contract at the date of contract signature;
	2.13.8.4. The Purchaser has entered into the Contract with the Bidder but the Bidder has been unable or unwilling to provide the Performance Guarantee required under the terms of the Contract within the time frame required.

	2.13.9. Bid Guarantees will be returned to Bidders as follows:
	2.13.9.1. To non-compliant Bidders forty-five (45) days after notification by the  Purchaser of a non-compliant bid (except where such determination is challenged by the Bidder; in which case the Bid Guarantee will be returned forty-five (45) days aft...
	2.13.9.2. To all other unsuccessful Bidders within thirty (30) days following the award of the Contract to the successful Bidder;
	2.13.9.3. To the successful Bidder upon submission of the Performance Guarantee required by the Contract or, if there is no requirement for such a Performance Guarantee, upon Contract execution by both parties.
	2.13.9.4. pursuant to paragraph 2.12.4.2.


	2.14. Electronic Transmission of Information and Data
	2.14.1. The Purchaser will communicate answers to requests for clarification and amendments to this IFB to the prospective Bidders as soon as practicable.
	2.14.2. Bidders are advised that the Purchaser will rely exclusively on email communication to manage all correspondence related to this IFB, including IFB amendments and clarifications.
	2.14.3. Bidders are cautioned that electronic transmission of documentation which contains classified information is not allowed.

	2.15. Supplemental Agreements and Export Controlled Information
	2.15.1. Bidders are required, in accordance with the certificate at Annex B.7 of this Book I, to disclose any prospective Supplemental Agreements that are required by national governments to be executed by NATO/NCI Agency as a condition of Contract pe...
	2.15.2. Supplemental Agreements are typically associated with, but not necessarily limited to, national export control regulations, technology transfer restrictions and end user agreements.
	2.15.3. Bidders are cautioned that failure to provide full disclosure of the anticipated requirements and the terms thereof, to the best of the Bidder’s knowledge and experience, may result in the Purchaser withholding award of the Contract or termina...

	2.16. Notice of Limitations on Use of Intellectual Property Delivered to the   Purchaser
	2.16.1. Bidders are instructed to review Article 26 of the Contract Special Provisions and Article 30 of the Contract General Provisions. These Articles set forth the definitions, terms and conditions regarding the rights of the Parties concerning Int...
	2.16.2. All Contract deliverables are governed by a distinct set of Intellectual Property Rights (IPR) and Title and Ownership provisions, detailed in Book II, Prospective Contract.
	2.16.3. Bidders are required to disclose, in accordance with Annex B.10 and Annex B.11 of this Bidding Instructions, the IP proposed to be used by the Bidder that will be delivered with either Background Intellectual Property Rights (IPR) or Third Par...
	2.16.4. The identification of Bidders’ Background and/or Third Party IP shall be limited to those IPs associated with products and/or documentation which is indispensable in order to deliver, install and operate, support, maintain the system and to pr...
	2.16.5. Bidders are further required to identify any restrictions on Purchaser use of the IP that is not in accordance with the definitions and rights set forth in the provisions of the Book II’s Prospective Contract concerning use or dissemination of...
	2.16.6. Bidders are informed that any restriction on use or dissemination of IP conflicting with the terms and conditions of Book II or with the objectives and purposes of the Purchaser as stated in the Prospective Contract shall render the bid non-co...

	2.17. Receipt of an Unreadable Electronic Bid
	2.17.1. If a bid received at the NCI Agency’s facility by electronic data interchange is unreadable to the degree that conformance to the essential requirements of the solicitation cannot be ascertained, the CO shall immediately notify the Bidder that...
	2.17.1.1. of the content of the bid as originally submitted, and;
	2.17.1.2. that the unreadable condition of the bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.

	2.17.2. A bid that fails to conform to the above requirements may be declared noncompliant and may not be evaluated further by the Purchaser.
	2.17.3. If it is discovered, during either the Administrative, Price or Technical evaluation, that the Bidder has submitted an unreadable electronic bid, the Bidder may be determined to have submitted a non-compliant bid.
	END OF SECTION 2


	SECTION 3 BID PREPARATION INSTRUCTIONS
	3.1. General
	3.1.1. Bids shall be prepared in accordance with the instructions set forth herein. Failure to comply with these instructions may result in the bid being declared non-compliant.
	3.1.2. Bidders shall prepare a complete bid which comprehensively addresses all requirements stated herein. The bid shall demonstrate the Bidder's understanding of the IFB and its ability to provide all the deliverables and services listed in the Sche...
	3.1.3. The Bidder shall not restate the IFB requirements in confirmatory terms only. The Bidder must clearly describe what is being offered and how the Bidder will meet all IFB requirements. Statements in confirmatory terms only will be sufficient gro...
	3.1.4. Although the Purchaser may request clarification of the bid, it is not required to do so and may make its determination on the content of the bid as written.  Therefore, Bidders shall assume that inconsistencies, omissions, errors, lack of deta...
	3.1.5. Partial bids and bids containing conditional statements will be declared non-compliant.
	3.1.6. Bidders are advised that the Purchaser reserves the right to incorporate the successful Bidder’s Offer in whole or in part by reference in the resulting Contract.
	3.1.7. If no specific format has been established for electronic versions, Bidders shall deliver this type of documentation in an electronic format which is best suited for review and maintenance by the Purchaser (e.g. Project Master Schedule in MS Pr...
	3.1.8. All documentation submitted as part of the bid shall be classified at a level not higher than “NATO UNCLASSIFIED”.

	3.2. Language of Bid
	3.2.1. All notices and communications regarding this IFB shall be written and conducted in English.
	3.2.2. All bids shall be submitted in English.

	3.3. Bid Package Content and Marking
	3.3.1. The complete bid shall consist of three distinct and separated volumes described in the following subparagraphs. Detailed requirements for the structure and content of each of these packages are contained in these Bidding Instructions.
	3.3.1.1. Volume 1: Bid Administration Package (paragraph 3.4)
	3.3.1.2. Volume 2: Price Quotation (paragraph 3.5)
	3.3.1.3. Volume 3: Technical Proposal Package (paragraph 3.6)

	3.3.2. “Times New Roman” fonts in size 12 shall be used for normal text, and “Arial Narrow” fonts not smaller than size 10 for tables and graphics.
	3.3.3. Emails with a bid attached to it, shall be less than 10 MB in size per email.
	3.3.4. The submitted bid shall be in accordance with the Page Limit set in paragraph 3.7.
	3.3.5. The bid shall be consolidated into as few emails as possible and sent to the correct Bid Delivery email address stated in paragraph 2.6.1.
	3.3.6. The email shall have the following subject line: IFB-CO-115461-NCOPBMD Bid for {Insert Company Name}.
	3.3.7. In the event the bid must be submitted in multiple emails to stay under the size limit stated in paragraph 3.3.3, the Bidder shall add “Email 1 of 2”, “Email 2 of 2” as necessary to the subject line of the email.
	3.3.8. “Company Name”: In the subject line of the email, and in the names of the individual files, the name of the Bidder shall be abbreviated to no more than 10 characters.  For example, if a company’s name is “Computer and Technology Research Compan...
	3.3.9. The individual electronic files sent by email shall have the naming convention listed in the table below. In the event the documents must be split into more than one file (to ensure the size of the email stays within the limit stated in paragra...

	3.4. Volume 1: Bid Administration Package
	3.4.1. Quantity:
	3.4.1.1. One (1) PDF file containing all the documents specified in paragraph 3.4.3 and;
	3.4.1.2. One electronic (1) PDF file of the Bid Guarantee (paragraph 3.4.3.17) submitted to: NCIABankGuarantee@ncia.nato.int
	3.4.1.2.1. In addition, an Original (Paper) copy of the Bid Guarantee shall be sent. This Original (Paper) shall be received no later than seven (7) business days after the Bid Closing Date (in paragraph 2.3.1). This Original (Paper) copy shall be sen...
	3.4.1.2.2. Failure to comply with paragraphs 3.4.1.2 and 3.4.1.2.1 may be cause for the bid to be determined non-compliant.


	3.4.2. No information disclosing or contributing to disclose the Bid Price shall be made part of the Bid Administration Package. Failure to abide to this prescription shall result in the bid being declared non-compliant.
	3.4.3. The Bid Administration Package shall include the following Certificates, signed in the original or electronically by an authorised representative of the Bidder:
	3.4.3.1. Annex B.1 Certificate of Legal Name of Bidder
	3.4.3.2. Annex B.2: Acknowledgement of Receipt of IFB Amendments
	3.4.3.3. Annex B.3: Certificate of Independent Determination
	3.4.3.4. Annex B.4: Certificate of Bid Validity
	3.4.3.5. Annex B.5: Certificate of Exclusion of Taxes, Duties, and Charges
	3.4.3.6. Annex B.6: Comprehension and Acceptance of Contract Special and General Provisions
	3.4.3.7. Annex B.7: Disclosure of Requirements for NCI Agency Execution of Supplemental Agreements, with the prospective text of such Agreements, as applicable
	3.4.3.8. Annex B.8: Certificate of Compliance AQAP 2110 or ISO 9001:2015 or Equivalent, with a copy of the relevant quality certification attached to it.
	3.4.3.9. Annex B.9: List of Prospective Subcontractors
	3.4.3.10. Annex B.10: Bidder Background IPR
	3.4.3.11. Annex B.11: List of Subcontractor and Third Party IPR
	3.4.3.12. Annex B.12: Certificate of Origin of Equipment, Services, and Intellectual Property
	3.4.3.13. Annex B.13: List of Proposed Key Personnel
	3.4.3.14. Annex B.14: Certificate of Price Ceiling.
	3.4.3.15. Annex B.15: Disclosure of Involvement of Former NCI Agency Employment
	3.4.3.16. Annex B.16: Code of Conduct: Post Employment Measures. Please note this annex is for information only and does not need to be signed or submitted.
	3.4.3.17. ANNEX D: Bid Guarantee-Standby Letter of Credit. Bidders are reminded that the Bid Guarantee shall reflect any extensions to the Bid Validity Date due to extensions in the Bid Closing Date.


	3.5. Volume 2: Price Quotation
	3.5.1. Quantity:
	3.5.1.1. One (1) completed MS Excel (native) file of the Bidding Sheet document. This MS Excel file shall be duly filled, can be manipulated (i.e. not an image), and be the full and complete Price Quotation.
	3.5.1.2. One (1) PDF file of the Offer Summary sheet (i.e. Tab 1) of the Bidding Sheet.

	3.5.2. General Rules
	3.5.2.1. The total price of bid shall not exceed the ceiling stated below in paragraph 3.5.2.2. Bids submitted in excess of this ceiling may be determined to be non-compliant and eliminated from further consideration.
	3.5.2.2. Bidders are advised that the total price shall not exceed a ceiling of  €29,537,977.80 €28,289,035.70 broken down as:
	3.5.2.2.1. €23,293,267.28 for up to Final System Acceptance (FSA) plus 1-year Warranty after FSA (i.e. CLINs 1–5);
	3.5.2.2.2. €3,331,518.43 €2,665,214.74 for In-Service Support (ISS) (i.e. CLIN 6) plus;
	3.5.2.2.3. €2,913,192.10 €2,330,553.68 for the four years of Operation and Maintenance (O&M) support (i.e. CLIN 7).

	3.5.2.3. Bidders shall prepare their Price Volume by completing the Bidding Sheet in accordance with the instructions specified in ANNEX A.
	3.5.2.4. The structure of the Bidding Sheets shall not be changed (other than as indicated elsewhere) nor should any quantity or item description in the Bidding Sheets. The currency(ies) of each Contract Line Item and sub-item shall be shown. The pric...
	3.5.2.5. With the exception of any pre-populated Not-to-Exceed amounts, Bidders shall furnish Firm Fixed Prices for all required items in accordance with the format set forth in the Instructions for preparation of the Bidding Sheets. This includes Fir...
	3.5.2.6. Offered prices shall not be “conditional" in nature.  Any comments supplied in the Bidding Sheets which are conditional in nature, relative to the offered prices, may result in a determination that the bid is non-compliant.
	3.5.2.7. Bidders are responsible for the accuracy of their Price Quotations.  Price Quotations that have apparent computational errors may have such errors resolved in the Purchaser’s favour or, in the case of gross omissions, inconsistencies or error...
	3.5.2.8. Bidders shall quote in their own national currency or in EURO. Bidders may also submit bids in multiple currencies including other NATO member states' currencies under the following conditions:
	3.5.2.8.1. The currency is of a "Participating Country" in the project, and
	3.5.2.8.2. The Bidder can demonstrate, either through subcontract arrangements or in its proposed work methodology, that it will have equivalent expenses in that currency.  All major subcontracts and their approximate anticipated value should shall be...

	3.5.2.9. The Purchaser, by virtue of its status under the terms of Article IX  and X of the Ottawa Agreement, is exempt from all direct and indirect taxes (incl. VAT) and all customs duties on merchandise imported or exported.
	3.5.2.10. Bidders shall therefore exclude from their price bid all taxes, duties and customs charges from which the Purchaser is exempted by international agreement and are required to certify that they have done so through execution of the Certificat...
	3.5.2.11. Unless otherwise specified in the instructions for the preparation of Bidding Sheets in Annex A, all prices quoted in the proposal shall be on the basis that all deliverable items shall be delivered “Delivery Duty Paid (DDP)” in accordance w...
	3.5.2.12. The Bidder’s attention is directed to the fact that the Price Volume shall contain no document and/or information other than the priced copies of the Bidding Sheets. Any other document will not be considered for evaluation.


	3.6. Volume 3: Technical Proposal Package
	3.6.1. Quantity:
	3.6.1.1. Part 1: Engineering Proposal, as described in paragraph 3.6.4.1.3.
	3.6.1.1.1. One PDF file for Draft System Development Plan (SDP)
	3.6.1.1.2. One PDF file for Draft Requirements Implementation Schedule (RIS)
	3.6.1.1.3. One PDF file for Draft Usability Engineering Plan (UEP)
	3.6.1.1.4. One PDF file for Draft System Design Specification (SDS)
	3.6.1.1.5. One PDF file for Requirement Traceability Matrix (RTM)
	3.6.1.1.6. One PDF file for Draft Project Test Plan (PTP)

	3.6.1.2. Part 2: Management Proposal, as described in paragraph 3.6.4.1.4.
	3.6.1.2.1. One PDF file for Bidder Qualifications (BQ)
	3.6.1.2.2. One PDF file for Draft Project Management Plan (PMP)
	3.6.1.2.3. One PDF file for Project Product Breakdown Structure (PPBS)
	3.6.1.2.4. One PDF file for Project Work Breakdown Structure (PWBS)
	3.6.1.2.5. One PDF file for Project Management Schedule (PMS)
	3.6.1.2.6. One PDF file for Risk Management Plan (RMP)

	3.6.1.3. Part 3: Supportability Proposal, as described in paragraph 3.6.4.1.5.
	3.6.1.3.1. One PDF file for Supportability Integrated Logistic Support (ILS) Plan
	3.6.1.3.2. One PDF file for Configuration Management Plan (CMP)
	3.6.1.3.3. One PDF file for Draft In-Service Support Plan (ISSP)
	3.6.1.3.4. One PDF file for Draft Warranty/In-Service Support (ISS) Report
	3.6.1.3.5. One PDF file for Training (TRN)


	3.6.2. No information disclosing or contributing to disclose the Bid Price shall be made part of the Technical Proposal Package. Failure to abide to this prescription shall result in the bid being declared non-compliant.
	3.6.3. It is of utmost importance that Bidders respond to all of the technical requirements contained in the IFB Statement of Work (including all Annexes) and all the bidding instructions, not only with an affirmation of compliance but also with an ex...
	3.6.4. TECHNICAL PROPOSAL PACKAGE CONTENT:
	3.6.4.1. The Technical Proposal shall include:
	3.6.4.1.1. Table of Contents: which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of the Technical Proposal. This is not included as par...
	3.6.4.1.2. Executive summary: Bidders shall provide an overview of the salient features of their technical proposal in the form of an executive summary. An Executive Summary is not mandatory and shall not be evaluated. This summary (if included) shall...
	3.6.4.1.3. ENGINEERING PROPOSAL
	3.6.4.1.3.1. All areas of the engineering proposal shall comprehensively demonstrate feasibility and reasonableness of the proposed solution.
	3.6.4.1.3.2. The Engineering Proposal shall include:
	3.6.4.1.3.3. Table of Contents
	3.6.4.1.3.3.1. Bidders shall compile a detailed Table of Contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of the Engineering...

	3.6.4.1.3.4. Draft System Development Plan (SDP)
	3.6.4.1.3.4.1. The Bidder shall submit a draft SDP and shall use paragraphs 4.4.1-4.4.2.11 of Book II, Part IV, Statement of Work (SOW) as the guideline in submitting this draft SDP.
	3.6.4.1.3.4.2. The Bidder shall provide evidence that within the sprint delivery the development process and the test methodology are detailed and mature.
	3.6.4.1.3.4.3. The Bidder shall describe the processes, the tools and the indicators that will be used for these activities.
	3.6.4.1.3.4.4. The Bidder shall detail the mechanism it will put in place to ensure there will not be any conflict between its development and the one from the existing (NCOP2) Contractor.

	3.6.4.1.3.5. Draft Requirements Implementation Schedule (RIS)
	3.6.4.1.3.5.1. The Bidder shall submit a draft RIS and shall use paragraph 4.4.3 of the SOW as the guideline in submitting this draft RIS.
	3.6.4.1.3.5.2. The draft RIS shall emphasize the sprint concept methodology in a way that the requirements are grouped in a prioritised, logical and achievable way that each baseline will deliver the foreseen scope.

	3.6.4.1.3.6. Draft Usability Engineering Plan (UEP)
	3.6.4.1.3.6.1. The Bidder shall submit a draft UEP and shall use paragraph 4.4.4 of the SOW as the guideline in submitting this draft RIS.

	3.6.4.1.3.7. Draft System Design Specification (SDS)
	3.6.4.1.3.7.1. The Bidder shall submit a draft SDS and shall use paragraph 4.6.4 of the SOW as the guideline in submitting this draft SDS.
	3.6.4.1.3.7.2. The draft SDS shall describe the performance characteristics of the proposed solution in terms of construction, component functions, operation, and maintenance.
	3.6.4.1.3.7.3. The draft SDS shall demonstrate that the proposed solution is comprehensive, feasible and logical.
	3.6.4.1.3.7.4. The draft SDS shall describe the architecture and composition of the proposed solution clearly indicating which parts already exist (re-use of existing components, provided as Purchaser Furnished Equipment) and which parts will be built...

	3.6.4.1.3.8. Draft Requirement Traceability Matrix (RTM)
	3.6.4.1.3.8.1. The Bidder shall submit a draft RTM and shall use paragraph 4.6.4.13.1 of the SOW as the guideline in submitting this draft RTM.

	3.6.4.1.3.9. Draft Project Test Plan (PTP)
	3.6.4.1.3.9.1. The Bidder shall submit a draft PTP and shall use paragraph 4.8.4 of the SOW as the guideline in submitting this draft PTP.
	3.6.4.1.3.9.2. The Bidder shall provide evidence that the proposed solution will not degrade the existing components and that non-regression tests will cover the current scope of the system.
	3.6.4.1.3.9.3. The Bidder shall describe its understanding of its role during the all the testing phases of the project, in particular with Programme Verification Strategy (PVS) activities.


	3.6.4.1.4. MANAGEMENT PROPOSAL
	3.6.4.1.4.1. All areas of the management proposal shall comprehensively demonstrate feasibility and reasonableness of the proposed approach.
	3.6.4.1.4.2. The Management Proposal shall include:
	3.6.4.1.4.3. Table of Contents
	3.6.4.1.4.3.1. Bidders shall compile a detailed Table of Contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of the Management ...

	3.6.4.1.4.4. Bidder Qualifications (BQ)
	3.6.4.1.4.4.1. The Bidder shall describe and demonstrate the relevant corporate experience in at least one (1) recent contract within the last five (5) years for which the Bidder has delivered the same as or substantially similar to the proposed solut...
	3.6.4.1.4.4.2. The Bidder shall provide a description of the necessary experiences to support the Project and System Lifecycle of the referenced project(s).
	3.6.4.1.4.4.3. For each referenced previous project(s) above, the Bidder shall provide a description of the solution deployed/delivered, highlighting similarities to the proposed solution; the purchaser(s) of these system(s); the user(s) of these syst...
	3.6.4.1.4.4.4. For each of the proposed key personnel, the Bidder shall provide the Curriculum Vitae (CV) of each individual, clearly demonstrating their education and experience as required in paragraph 6 of the SOW.
	3.6.4.1.4.4.5. The Bidder shall provide evidence of previous use of the detailed sequence of activities which are expected to support the AGILE methodology through the project life cycle.
	3.6.4.1.4.4.6. The Bidder shall provide samples of indicators and metrics from similar AGILE project. Those shall cover at least the management, development and test activities.
	3.6.4.1.4.4.7. The Bidder shall characterize its processes and shall provide the evidence that they are described in standards, procedures, tools, and methods.
	3.6.4.1.4.4.8. The Bidder shall provide a clear definition of each processes in terms of purpose, inputs, entry criteria, activities, roles, measures, verification steps, outputs, and exit criteria.
	3.6.4.1.4.4.9. The Bidder shall provide evidence that the standards, process descriptions, and procedures for a project are tailored from the organization’s set of standard processes to suit a particular project.

	3.6.4.1.4.5. Draft Project Management Plan (PMP)
	3.6.4.1.4.5.1. The Bidder shall submit a draft PMP and shall use paragraph 3.8 of the SOW as the guideline in submitting this draft PMP. The draft PMP shall include all aspects of the project such as the Contractor's project management structure and p...
	3.6.4.1.4.5.2. The Bidder shall detail the resources that will be allocated throughout the duration of the project, in particular with the period between the Final System Acceptance and the end of Warranty.
	3.6.4.1.4.5.3. The Bidder shall describe the mechanism it will put in place to maintain the development capacity throughout the project lifecycle, especially during the periods when a support is required for external activities (e.g. PVS activities).

	3.6.4.1.4.6. Draft Project Product Breakdown Structure (PPBS)
	3.6.4.1.4.6.1. The Bidder shall submit a draft PPSB and shall use paragraph 3.9 of the SOW as the guideline in submitting this draft PPBS.
	3.6.4.1.4.6.2. The Bidder shall submit the Product Description to include the purpose and function of the product and the level of quality required of the product.
	3.6.4.1.4.6.3. The Bidder shall submit a Product Flow Diagram that clearly details the sequence of delivery of products and identifies dependencies between products (internal or external).

	3.6.4.1.4.7. Draft Project Work Breakdown Structure (PWBS)
	3.6.4.1.4.7.1. The Bidder shall submit a draft PWBS and shall use paragraph 3.10 of the SOW as the guideline in submitting this draft PWBS.
	3.6.4.1.4.7.2. The draft PWBS shall describe the activities to a level that exposes all project risk factors and allows accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.
	3.6.4.1.4.7.3. The draft PWBS includes a Dictionary identifying for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support.

	3.6.4.1.4.8. Draft Project Management Schedule (PMS)
	3.6.4.1.4.8.1. The Bidder shall submit a draft PMS and shall use paragraph 3.11 of the SOW as the guideline in submitting this draft PMS.
	3.6.4.1.4.8.2. The draft PMS shall describe the sequence, duration, and relationship among task orders, activities and work items.
	3.6.4.1.4.8.3. The Bidder shall provide evidence that the proposed schedule is realistic and takes into account the constraints from BMD Programme events and the implementation contract output.

	3.6.4.1.4.9. Draft Risk Management Plan (RMP)
	3.6.4.1.4.9.1. The Bidder shall submit a draft RMP and shall use paragraph 3.12 of the SOW as the guideline in submitting this draft RMP. The draft RMP shall include initial risk register to include at least twenty (20) risks with all the required inf...


	3.6.4.1.5. SUPPORTABILITY PROPOSAL
	3.6.4.1.5.1. All areas of the Supportability proposal shall comprehensively demonstrate feasibility and reasonableness of the proposed solution.
	3.6.4.1.5.2. The Supportability Proposal shall include:
	3.6.4.1.5.3. Table of Contents
	3.6.4.1.5.3.1. Bidders shall compile a detailed Table of Contents which lists not only the section headings but also the major sub-sections, and topic headings required set forth in these instructions or implicit in the organisation of the Supportabil...

	3.6.4.1.5.4. Draft Integrated Logistic Support (ILS) Plan
	3.6.4.1.5.4.1. The Bidder shall submit a draft ILS Plan and shall use paragraph 5.2 of the SOW as the guideline in submitting this draft ILS Plan. The draft ILS Plan shall demonstrate the Bidder’s capabilities to support the future capability.
	3.6.4.1.5.4.2. The draft ILS Plan shall also include a detailed Product Support Case using the  Logistic Support Analysis (LSA) and Reliability, Availability, Maintainability (RAM) paragraph 5.4 of the SOW as the guideline. The draft ILS Plan shall in...

	3.6.4.1.5.5. Draft Configuration Management Plan (CMP)
	3.6.4.1.5.5.1. The Bidder shall submit a draft CMP with a Traceability Matrix (as an annex), and shall use paragraph 3.13 of the SOW as the guideline in submitting this draft CMP. The draft CMP shall demonstrate the Bidder’s ability to manage all aspe...

	3.6.4.1.5.6. Draft In-Service Support Plan (ISSP)
	3.6.4.1.5.6.1. The Bidder shall submit a draft In-Service Support Plan (ISSP) with a Traceability Matrix (as an annex) and shall use paragraphs 5.9 and 5.12 of the SOW as the guideline in submitting this draft plan.

	3.6.4.1.5.7. Draft Warranty/ In-Service Support (ISS) Report
	3.6.4.1.5.7.1. The Bidder shall submit a draft Warranty/In-Service Support (ISS) Report and shall use paragraphs 5.9 and 5.13 of the SOW as the guideline in submitting this draft report.

	3.6.4.1.5.8. Draft Training Plan
	3.6.4.1.5.8.1. The Bidder shall submit a draft Training Plan (TP), and shall use paragraphs 5.8 and 6.6 of the SOW as the guideline in submitting this draft Training Plan.





	3.7. Bidder’s Check-List
	3.7.1. The tables below provide an overview of all items to be delivered by the Bidder as part of this bid. Bidders are invited to use these tables to verify the completeness of their proposal.
	3.7.1.1. Volume 1: Bid Administration Package
	3.7.1.2. Volume 2: Price Quotation
	3.7.1.3. Volume 3: Technical Proposal Package



	115461-NCOPBMD-Company Name–Vol I–Admin
	Volume I, Bid Administration:
	115461-NCOPBMD-Company Name–Vol I–BidGuarantee
	115461-NCOPBMD-Company Name–Vol II–Price
	Volume II, Price:
	115461-NCOPBMD-Company Name-Vol II-OfferSum
	Engineering
	Volume III, Technical:
	115461-NCOPBMD-Company Name-Vol III-SDP
	115461-NCOPBMD-Company Name-Vol III-RIS
	115461-NCOPBMD-Company Name-Vol III-UEP
	115461-NCOPBMD-Company Name-Vol III-SDS
	115461-NCOPBMD-Company Name-Vol III-RTM
	115461-NCOPBMD-Company Name-Vol III-PTP
	Management
	115461-NCOPBMD-Company Name-Vol III-BQ
	115461-NCOPBMD-Company Name-Vol III-PMP
	115461-NCOPBMD-Company Name-Vol III-PPBS
	115461-NCOPBMD-Company Name-Vol III-PWBS
	115461-NCOPBMD-Company Name-Vol III-PMS
	115461-NCOPBMD-Company Name-Vol III-RMP
	Supportability
	115461-NCOPBMD-Company Name-Vol III-ILSP
	115461-NCOPBMD-Company Name-Vol III-CMP
	115461-NCOPBMD-Company Name-Vol III-ISSP
	115461-NCOPBMD-Company Name-Vol III-ISS
	115461-NCOPBMD-Company Name-Vol III-TRN
	SECTION 4 BID EVALUATION AND CONTRACT AWARD
	4.1. General
	4.1.1. The evaluation of bids will be made by the Purchaser solely on the basis of the requirements in this IFB.
	4.1.2. The evaluation of bids and the determination as to the compliance or technical adequacy of the supplies and services offered will be based only on that information furnished by the Bidder and contained in its bid. The Purchaser shall not be res...
	4.1.3. To ensure that sufficient information is available, the Bidder shall furnish with its bid all information appropriate to provide a complete description of the work which will be performed and/or the supplies to be delivered. The information pro...
	4.1.4. During the evaluation, the Purchaser may request clarification of the bid from the Bidder and the Bidder shall provide sufficient detailed information in connection with such requests as to permit the Purchaser to make a final assessment of the...
	4.1.5. The Bidder’s prompt response to the Purchaser’s clarification requests is important and therefore failure to provide the requested clarifications within the time-limits set forth in the specific Clarification Requests (minimum 24 hours next wor...
	4.1.6. The Purchaser reserves the right, during the evaluation and selection process, to verify any statements made concerning experience and facilities, by making a physical inspection of the Bidder's facilities and capital assets and by interviewing...
	4.1.7. The evaluation will be conducted in accordance with NATO Infrastructure Bidding Procedures as set forth in the document, and the Best Value evaluation procedures set forth in AC/4-D(2008)0002-REV2, “Procedures and Practices for Conducting NSIP ...

	4.2. Best Value Award Approach and Bid Evaluation Factors
	4.2.1. The Contract resulting from this IFB will be awarded to the Bidder whose conforming offer provides the Best Value to NATO, as evaluated by the Purchaser in compliance with the requirements of this IFB and according to the evaluation method spec...
	4.2.2. The top level criteria are 60% Technical and 40% Price.
	4.2.3. Technical Scoring
	4.2.3.1. The 2nd level criteria for the technical evaluation are:
	4.2.3.1.1. Engineering (E): 35% weight, based on the criteria listed in order of descending importance (that is, most important listed first) in paragraph 4.5.2.
	4.2.3.1.2. Management (M): 45% weight, based on the criteria listed in order of descending importance in paragraph 4.5.3.
	4.2.3.1.3. Supportability (S): 20% weight, based on the criteria listed in order of descending importance in paragraph 4.5.4.

	4.2.3.2. The Technical Score will be calculated using the following formula:
	4.2.3.2.1. TS = (35%*Engineering Score) + (45%*Management Score) + (20%*Supportability Score)


	4.2.4. Price Scoring
	4.2.4.1. The Price Score (PS) will be calculated using the following formula:
	4.2.4.1.1. PS = 100 * (1-(Bid Price / (2*Average Bid Price)))

	4.2.4.2. The “Bid Price” and the “Average Bid Price” will be calculated based on the sum of the proposed prices as defined in paragraph 4.6.3.2.
	4.2.4.3. Only those bids evaluated as compliant in both the Administrative and Technical, and price evaluations will be used in the calculation of the Price Score. Therefore, the price scores cannot be calculated until after the technical evaluations ...
	4.2.4.4. Bidders shall note that any bid in excess of the stated ceiling price set forth in paragraph 3.5.2.2 may not be scored as the bid may be determined to be non-compliant.

	4.2.5. Best Value Final Scoring
	4.2.5.1. The Best Value final score (FS) will be the sum of the weighted Technical Score (TS) and weighted Price Score (PS), according to the following formula:
	4.2.5.1.1. FS = (TS*60%) + (PS*40%)

	4.2.5.2. The maximum possible Best Value Score is 100. The bid with the highest Best Value Score will be recommended to be the Apparent Successful Bidder.

	4.2.6. A weighting scheme for sub-criteria values has been developed by Purchaser staff not associated with the Technical Evaluation. This weighting scheme has been sealed and is not known to any of the Purchaser staff beyond the originator and the Ch...

	4.3. Evaluation Procedure
	4.3.1. The evaluation will be done in a four-step process, as described below:
	4.3.1.1. Step 1: Administrative Compliance
	4.3.1.1.1. Bids received will be reviewed for compliance with the mandatory administrative requirements specified in paragraph 4.4. Bids not meeting all of the mandatory administrative requirements may be determined to be non-compliant and not consid...

	4.3.1.2. Step 2: Technical Evaluation
	4.3.1.2.1. The Technical volumes will be evaluated against predetermined top-level criteria and identified sub-criteria (see paragraph 4.2.3 above), and scored accordingly. This evaluation will result in “raw” or unweighted technical scores against th...
	4.3.1.2.2. Bidders are advised that any bid whose Technical Proposal receives a score of less than 20% of the total unweighted raw score possible in any of the sub-criteria listed in paragraph 4.5 of this document may be determined by the Purchaser to...

	4.3.1.3. Step 3: Price Evaluation
	4.3.1.3.1. The Price volumes will be opened and evaluated in accordance with paragraph 4.6.

	4.3.1.4. Step 4: Determination of Apparent Successful Bidder
	4.3.1.4.1. Upon completion of the Technical and Price evaluations, the scores of the bids considered to be technically compliant will be calculated. The Apparent Successful Bid will be determined in accordance with paragraph 4.7.



	4.4. Evaluation Step 1: Administrative Compliance
	4.4.1. Bids will be reviewed for compliance with the formal requirements for bid submission as stated in this IFB and the content of the Bid Administration Volume. The evaluation of the Bid Administration Volume will be made on its completeness, confo...
	4.4.1.1. The bid was received by the Bid Closing Date and Time stated in paragraph 2.3.1;
	4.4.1.2. The bid is packaged and marked properly as stated in paragraph 3.3;
	4.4.1.3. The Bid Administration Volume contains the documentation listed in paragraph 3.4 and complies with the formal requirements established in paragraph 3.3;
	4.4.1.4. The Bidder has not taken exception to the Terms and Conditions of the Prospective Contract or has not qualified or otherwise conditioned his offer on a modification or alteration of the Terms and Conditions or the language of the Statement of...

	4.4.2. Receipt of an unreadable electronic bid. If a bid received by email is unreadable to the degree that conformance to the essential requirements of the solicitation cannot be ascertained, the Point of Contract in paragraph 2.6.1 shall immediately...
	4.4.2.1.1. Of the content of the bid as originally submitted; and,
	4.4.2.1.2. That the unreadable condition of the bid was caused by Purchaser software or hardware error, malfunction, or other Purchaser mishandling.

	4.4.3. A bid that fails to conform to the above requirements may be declared non-compliant and may not be evaluated further by the Purchaser.
	4.4.4. Bids that are determined to be administratively compliant will proceed to Step 2, Technical Evaluation.
	4.4.5. Notwithstanding paragraph 4.4.3 if it is later discovered in the evaluation of the Bid Administration Volume, Technical Volume or the Price Volume that the Bidder has taken exception to the Terms and Conditions of the Prospective Contract, or h...

	4.5. Evaluation Step 2: Technical Evaluation
	4.5.1. The Technical Proposal will be evaluated against the criteria set forth in this section.  For some sub-criteria, there may be additional supporting factors at the next lower level.  These lower level factors are not published in this IFB but ar...
	4.5.2. Part 1: Engineering
	4.5.2.1. The criteria used to evaluate Part 1, Engineering are listed in descending order of importance.
	4.5.2.2. Within those criteria, all of the sub-criteria are also listed in order of descending importance.
	4.5.2.3. The criteria of high importance will have higher weighting factors than the criteria of lower importance.
	4.5.2.4. Draft System Development Plan (SDP)
	4.5.2.4.1. The Bidder submitted a draft SDP and used paragraphs 4.4.1-4.4.2.11 of Book II, Part IV, Statement of Work (SOW) as the guideline in submitting this draft SDP.
	4.5.2.4.2. The Bidder provided evidence that within the sprint delivery the development process and the test methodology are detailed and mature.
	4.5.2.4.3. The Bidder described the processes, the tools and the indicators that will be used for these activities.
	4.5.2.4.4. The Bidder detailed the mechanism it will put in place to ensure there will not be any conflict between its development and the one from the existing (NCOP2) Contractor.

	4.5.2.5. Draft Requirements Implementation Schedule (RIS)
	4.5.2.5.1. The Bidder submitted a draft RIS and used paragraph 4.4.3 of the SOW as the guideline in submitting this draft RIS.
	4.5.2.5.2. The draft RIS emphasized the sprint concept methodology in a way that the requirements are grouped in a prioritised, logical and achievable way that each baseline will deliver the foreseen scope.

	4.5.2.6. Draft Usability Engineering Plan (UEP)
	4.5.2.6.1. The Bidder submitted a draft UEP and used paragraph 4.4.4 of the SOW as the guideline in submitting this draft RIS.

	4.5.2.7. Draft System Design Specification (SDS)
	4.5.2.7.1. The Bidder submitted a draft SDS and used paragraph 4.6.4 of the SOW as the guideline in submitting this draft SDS.
	4.5.2.7.2. The draft SDS described the performance characteristics of the proposed solution in terms of construction, component functions, operation, and maintenance.
	4.5.2.7.3. The draft SDS demonstrated that the proposed solution is comprehensive, feasible and logical.
	4.5.2.7.4. The draft SDS described the architecture and composition of the proposed solution clearly indicating which parts already exist (re-use of existing components, provided as Purchaser Furnished Equipment) and which parts will be built under it...

	4.5.2.8. Draft Requirement Traceability Matrix (RTM)
	4.5.2.8.1. The Bidder submitted a draft RTM and used paragraph 4.6.4.13.1 of the SOW as the guideline in submitting this draft RTM.

	4.5.2.9. Draft Project Test Plan (PTP)
	4.5.2.9.1. The Bidder submitted a draft PTP and used paragraph 4.8.4 of the SOW as the guideline in submitting this draft PTP.
	4.5.2.9.2. The Bidder provided evidence that the proposed solution will not degrade the existing components and that non-regression tests will cover the current scope of the system.
	4.5.2.9.3. The Bidder described its understanding of its role during the all the testing phases of the project, in particular with Programme Verification Strategy (PVS) activities.


	4.5.3. Part 2: Management
	4.5.3.1. The criteria used to evaluate Part 2, Management are listed in descending order of importance.
	4.5.3.2. Within those criteria, all of the sub-criteria are also listed in order of descending importance.
	4.5.3.3. The criteria of high importance will have higher weighting factors than the criteria of lower importance.
	4.5.3.4. Bidder Qualifications (BQ)
	4.5.3.4.1. The Bidder described and demonstrated the relevant corporate experience in at least one (1) recent contract within the last five (5) years for which the Bidder had delivered the same as or substantially similar to the proposed solution, wit...
	4.5.3.4.2. The Bidder provided a description of the necessary experiences to support the Project and System Lifecycle of the referenced project(s).
	4.5.3.4.3. For each referenced previous project(s) above, the Bidder provided a description of the solution deployed/delivered, highlighting similarities to the proposed solution; the purchaser(s) of these system(s); the user(s) of these system(s); th...
	4.5.3.4.4. For each of the proposed key personnel, the Bidder provided the Curriculum Vitae (CV) of each individual, clearly demonstrating their education and experience as required in paragraph 6 of the SOW.
	4.5.3.4.5. The Bidder provided evidence of previous use of the detailed sequence of activities which are expected to support the AGILE methodology through the project life cycle.
	4.5.3.4.6. The Bidder provided samples of indicators and metrics from similar AGILE project. Those covered at least the management, development and test activities.
	4.5.3.4.7. The Bidder characterized its processes and provided the evidence that they are described in standards, procedures, tools, and methods.
	4.5.3.4.8. The Bidder provided a clear definition of each processes in terms of purpose, inputs, entry criteria, activities, roles, measures, verification steps, outputs, and exit criteria.
	4.5.3.4.9. The Bidder provided evidence that the standards, process descriptions, and procedures for a project are tailored from the organization’s set of standard processes to suit a particular project.

	4.5.3.5. Draft Project Management Plan (PMP)
	4.5.3.5.1. The Bidder submitted a draft PMP and used paragraph 3.7 of the SOW as the guideline in submitting this draft PMP. The draft PMP included all aspects of the project such as the Contractor's project management structure and project management...
	4.5.3.5.2. The Bidder detailed the resources that will be allocated throughout the duration of the project, in particular with the period between the Final System Acceptance and the end of Warranty.
	4.5.3.5.3. The Bidder described the mechanism it will put in place to maintain the development capacity throughout the project lifecycle, especially during the periods when a support is required for external activities (e.g. PVS activities).

	4.5.3.6. Draft Project Product Breakdown Structure (PPBS)
	4.5.3.6.1. The Bidder submitted a draft PPSB and used paragraph 3.9 of the SOW as the guideline in submitting this draft PPBS.
	4.5.3.6.2. The Bidder submitted the Product Description to include the purpose and function of the product and the level of quality required of the product.
	4.5.3.6.3. The Bidder submitted a Product Flow Diagram that clearly detailed the sequence of delivery of products and identifies dependencies between products (internal or external).

	4.5.3.7. Draft Project Work Breakdown Structure (PWBS)
	4.5.3.7.1. The Bidder submitted a draft PWBS and used paragraph 3.10 of the SOW as the guideline in submitting this draft PWBS.
	4.5.3.7.2. The draft PWBS described the activities to a level that exposed all project risk factors and allowed accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.
	4.5.3.7.3. The draft PWBS included a Dictionary identifying for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support.

	4.5.3.8. Draft Project Management Schedule (PMS)
	4.5.3.8.1. The Bidder submitted a draft PMS and used paragraph 3.11 of the SOW as the guideline in submitting this draft PMS.
	4.5.3.8.2. The draft PMS described the sequence, duration, and relationship among task orders, activities and work items.
	4.5.3.8.3. The Bidder provided evidence that the proposed schedule is realistic and took into account the constraints from BMD Programme events and the implementation contract output.

	4.5.3.9. Draft Risk Management Plan (RMP)
	4.5.3.9.1. The Bidder submitted a draft RMP and used paragraph 3.12 of the SOW as the guideline in submitting this draft RMP. The draft RMP included initial risk register to include at least twenty (20) risks with all the required information filled t...


	4.5.4. Part 3: Supportability
	4.5.4.1. The criteria used to evaluate Part 3, Supportability are listed in descending order of importance.
	4.5.4.2. Within those criteria, all of the sub-criteria are also listed in order of descending importance.
	4.5.4.3. The criteria of high importance will have higher weighting factors than the criteria of lower importance.
	4.5.4.4. Draft Integrated Logistic Support (ILS) Plan
	4.5.4.4.1. The Bidder submitted a draft ILS Plan and used paragraph 5.2 of the SOW as the guideline in submitting this draft ILS Plan. The draft ILS Plan demonstrated the Bidder’s capabilities to support the future capability.
	4.5.4.4.2. The draft ILS Plan also included a detailed Product Support Case using the  Logistic Support Analysis (LSA) and Reliability, Availability, Maintainability (RAM) paragraph 5.4 of the SOW as the guideline. The draft ILS Plan included the deta...

	4.5.4.5. Draft Configuration Management Plan (CMP)
	4.5.4.5.1. The Bidder submitted a draft CMP with a Traceability Matrix (as an annex) and used paragraph 3.13 of the SOW as the guideline in submitting this draft CMP. The draft CMP demonstrated the Bidder’s ability to manage all aspects of the configu...

	4.5.4.6. Draft In-Service Support Plan (ISSP)
	4.5.4.6.1. The Bidder submitted a draft In-Service Support Plan (ISSP) with a Traceability Matrix (as an annex) and used paragraphs 5.9 and 5.12 of the SOW as the guideline in submitting this draft plan.

	4.5.4.7. Draft Warranty/ In-Service Support (ISS) Report
	4.5.4.7.1. The Bidder submitted a draft Warranty/In-Service Support (ISS) Report and used paragraphs 5.9 and 5.13 of the SOW as the guideline in submitting this draft report.

	4.5.4.8. Draft Training Plan
	4.5.4.8.1. The Bidder submitted a draft Training Plan (TP), and used paragraphs 5.8 and 6.6 of the SOW as the guideline in submitting this draft Training Plan.



	4.6. Evaluation Step 3: Price Evaluation
	4.6.1. The Bidder’s price bid will be assessed for compliance against the following standards:
	4.6.1.1. The total amount of the bid (inclusive of all work packages for the basic contract and all option years) shall not exceed the ceiling in paragraph 3.5.2.2.
	4.6.1.2. The price bid meets the requirements for preparation and submission of the Price Quotation set forth in the Bid Preparation Section and the Instructions for Preparation of the Bidding Sheets in ANNEX A.
	4.6.1.3. Detailed pricing information has been provided and is current, adequate, accurate, traceable, and complete.
	4.6.1.4. The price bid meets requirements for price realism and balance as described below in paragraph 4.6.4.

	4.6.2. A bid which fails to meet the compliance standards defined in this section may be declared non-compliant and may not be evaluated further by the Purchaser.
	4.6.3. Basis of Price Comparison
	4.6.3.1. The Purchaser will convert all prices quoted into EURO for purposes of comparison and computation of price scores. The exchange rate to be utilised by the Purchaser will be the average of the official buying and selling rates of the European ...
	4.6.3.2. The evaluated bid price to be inserted into the formula specified at paragraph 4.2.4.1 will be derived as follows:
	4.6.3.2.1. The sum of the Firm Fixed Prices proposed for CLINs 1-7 as detailed below:


	4.6.4. Price Balance and Realism
	4.6.4.1. In those cases in which the prices quoted in relation with this IFB appear to be unreasonably low in relation to the performance required under the prospective Contract and/or the level of effort associated with the tasks, the Purchaser will ...
	4.6.4.2. Indicators of an unrealistically low bid may be the following, amongst others:
	4.6.4.2.1. Labour Costs that, when amortised over the expected or proposed direct labour hours, indicate average labour rates far below those prevailing in the Bidder’s locality for the types of labour proposed.
	4.6.4.2.2. Direct Material costs that are considered to be too low for the amounts and types of material proposed, based on prevailing market prices for such material.
	4.6.4.2.3. Numerous Line Item prices for supplies and services that are provided at no cost or at nominal prices.

	4.6.4.3. If the Purchaser has reason to suspect that a Bidder has artificially debased its prices in order to secure Contract award, the Purchaser will request clarification of the bid in this regard and the Bidder shall provide explanation on one of ...
	4.6.4.3.1. An error was made in the preparation of the price quotation.  In such a case, the Bidder must document the nature of the error and show background documentation concerning the preparation of the price quotation that makes a convincing case ...
	4.6.4.3.2. The Bidder has a competitive advantage due to prior experience or industrial/technological processes that demonstrably reduce the costs of Bidder performance and therefore the price offered is realistic. Such an argument must support the te...
	4.6.4.3.3. The Bidder recognises that the submitted price quotation is unrealistically low compared to its cost of performance and, for business reasons, the Bidder is willing to absorb such a loss.  Such a statement can only be made by the head of th...

	4.6.4.4. If a Bidder fails to submit a comprehensive and compelling response on one of the bases above, the Purchaser may determine the bid submitted as non-compliant.  If the Bidder responds on the basis of paragraph 4.6.4.3.1 above and requests to w...
	4.6.4.5. If the Purchaser accepts the Bidder’s explanation of mistake in paragraph 4.6.4.3.1 and allows the Bidder to accept the Contract at the offered price, or the Purchaser accepts the Bidder’s explanation pursuant to paragraph 4.6.4.3.3 above, th...
	4.6.4.6. If the Bidder presents a convincing rationale pursuant to paragraph 4.6.4.3.2 above, no additional action will be warranted.  The Purchaser, however, reserves its right to reject such an argument if the rationale is not compelling or capable ...
	4.6.4.7. The Agency reserves the right to request prime contractors or the subcontractors to separately identify each of the direct/indirect costs, advise why each is required, and provide supporting documentation to substantiate each charge, such as:...

	4.6.5. Once the offered prices as described in paragraph 4.6.3.2 have been calculated and checked, the formula set forth in paragraph 4.2.4.1 will be applied to derive the Price Score of each bid.

	4.7. Evaluation Step 4: Calculation of Best Value Scores
	4.7.1. Upon conclusion and approval of the Technical Evaluation and Price Evaluation results, the pre-determined weighting scheme for the Technical Evaluation will be unsealed and the scores for the Engineering, Management and Supportability factors w...
	4.7.2. The highest scored bid will be recommended as the Apparent Successful Bid.
	4.7.3. A statistical tie is deemed to exist when the final scores of the highest scoring bids are within one point (1.0) of each other. (For example, final scores of 67.30 and 68.30 are within one point of each other and would therefore be considered ...
	4.7.4. Prior to confirmation of award, the Purchaser shall invite the Bidder with the Apparent Successful Offer to one or more rounds of pre-award discussions.  These discussions shall aim at clarifying and confirming, within the boundaries of the IFB...
	4.7.5. Upon the successful completion of these pre-award discussions, to the Purchaser’s full satisfaction, confirmation of final bid compliance will be noted.
	4.7.6. The Purchaser will deliver the final set of contract documents to the Bidder for their signature.  Upon the Purchaser’s countersignature of those contract documents, the contract shall be considered to be in effect.


	ANNEX A BIDDING SHEETS
	ANNEX A.1. Introduction
	A.1.1. Bid pricing requirements as addressed in this Annex are mandatory. Failure to abide to the bid pricing requirements included in this section may lead to the bid being declared non-compliant and not being taken into consideration for award.
	A.1.2. No alteration of the Bidding Sheet - including, but not limited to quantity indications, descriptions, titles or pre-populated Not-to-Exceed amounts – are allowed with the sole exception of those explicitly indicated as allowed in this document...
	A.1.3. Additional price columns may be added if multiple currencies are bid, including extra provisions for all totals.

	ANNEX A.2. General Requirements
	A.2.1. Bidders are required, in preparing their Price Volume to utilise the electronic files provided as part of this IFB and referenced in paragraph 3.5.1.
	A.2.2. This Excel file includes detailed instructions on each tab that will facilitate Bidders’ preparation of the bid pricing.  These instructions are mandatory.
	A.2.3. The prices and quantities entered on the document shall reflect the total items required to meet the Contractual requirements. The total price shall be indicated in the appropriate columns.
	A.2.4. In preparing the Bidding Sheets, Bidders shall ensure that the prices of the Sub-items total the price of the major item of which they constitute a part.
	A.2.5. All metrics (e.g., cost associated with labour) will be assumed to be standard or normalised to 7.6 hours/day, for a five-day workweek at NATO and National sites and Contractor facilities.
	A.2.6. Should the Apparent Best Value Bid be in other than Euro currency, the award of the Contract will be made in the currency or currencies of the bid.
	A.2.7. Bidders are advised that formulae are designed to ease evaluation of the Bidders proposal have been inserted in the electronic copies of the Bidding Sheets. Notwithstanding this, the Bidder remains responsible for ensuring that their figures ar...
	A.2.8. If the Bidder identifies an error in the spreadsheet, it should notify the Purchaser through process described paragraph 2.7. The Purchaser will then make a correction and notify all the Bidders of the update.
	A.2.9. Prices shall not include any provision for taxes or duties for which the Purchaser is exempt.
	A.2.9.1.1.1



	ANNEX B PRESCRIBED ADMINISTRATIVE FORMS AND CERTIFICATES
	ANNEX B.1. CERTIFICATE OF LEGAL NAME OF BIDDER
	ANNEX B.2. ACKNOWLEDGEMENT OF RECEIPT OF IFB AMENDMENTS
	ANNEX B.3.  CERTIFICATE OF INDEPENDENT DETERMINATION
	ANNEX B.4. CERTIFICATE OF BID VALIDITY
	ANNEX B.5. CERTIFICATE OF EXCLUSION OF TAXES, DUTIES AND CHARGES
	ANNEX B.6. COMPREHENSION AND ACCEPTANCE OF CONTRACT SPECIAL AND CONTRACT GENERAL PROVISIONS
	ANNEX B.7. DISCLOSURE OF REQUIREMENTS FOR NCI AGENCY EXECUTION OF SUPPLEMENTAL AGREEMENTS
	B.7.1. All supplemental agreements, defined as agreements, documents and/or permissions outside the body of the Contract but are expected to be required by my Government, and the governments of my subcontractors, to be executed by the NCI Agency as a ...
	B.7.1.1. Bidder is to:
	B.7.1.1.1. insert list of supplemental agreements:
	B.7.1.1.2. Or check none if none supplemental agreements:


	󠅨 None
	B.7.2. Examples of the terms and conditions of these agreements have been provided in our Offer. The anticipated restrictions to be imposed on NATO, if any, have been identified in our offer along with any potential conflicts with the terms, condition...
	B.7.3. The processing time for these agreements has been calculated into our delivery and performance plans and contingency plans made in the case that there is delay in processing on the part of the issuing government(s).
	B.7.4. We recognise that additional supplemental agreements, documents and permissions presented as a condition of Contract performance or Memorandum of Understanding (MOU) signature after our firm would be selected as the successful Bidder may be cau...
	B.7.5. We accept that should the resultant supplemental agreements issued in final form by the government(s) result in an impossibility to perform the Contract in accordance with its schedule, terms or specifications, the Contract may be terminated by...

	ANNEX B.8. CERTIFICATE OF COMPLIANCE AQAP 2110 OR ISO 9001:2015 OR EQUIVALENT
	ANNEX B.9. LIST OF PROSPECTIVE SUBCONTRACTORS
	ANNEX B.10. BIDDER BACKGROUND IPR
	B.10.1. The Bidder Background IPR specified in the table below will be used for the purpose of carrying out work pursuant to the Prospective Contract.
	B.10.2. The stated Bidder has and will continue to have, for the duration of the Prospective Contract, all necessary rights in and to the Background IPR specified above.
	B.10.3. The Background IPR stated above complies with the terms specified in Article 26 of the Contract Special Provisions and shall be licensed to the Purchaser according to the terms and conditions specified therein and in Article 30 of the Contract...

	ANNEX B.11. LIST OF SUBCONTRACTOR OR THIRD PARTY IPR
	B.11.1. The Subcontractor IPR specified in the table below will be used for the purpose of carrying out work pursuant to the Prospective Contract.
	B.11.2. The stated Bidder has and will continue to have, for the duration of the Prospective Contract, all necessary rights in and to the IPR specified above necessary to perform the Contractor’s obligations under the Contract.
	B.11.3. The Subcontractor and/or Third Party IPR stated above complies with the terms Article 30 the Contract General Provisions.

	ANNEX B.12. CERTIFICATE OF ORIGIN OF EQUIPMENT, SERVICES, AND INTELLECTUAL PROPERTY
	B.12.1. The Bidder hereby certifies that, if awarded the Contract pursuant to this solicitation, it will perform the Contract subject to the following conditions:
	B.12.1.1. None of the work, including project design, labour and services shall be performed other than by firms from and within participating NATO member countries;
	B.12.1.2. No material or items of equipment down to and including identifiable sub-assemblies shall be manufactured or assembled by a firm other than from and within a participating NATO member country. A sub-assembly is defined as a portion of an ass...
	B.12.1.3. The intellectual property rights to all design documentation and related system operating software shall reside in NATO member countries, and no license fees or royalty charges shall be paid by the Bidder to firms, individuals or Governments...


	ANNEX B.13. LIST OF PROPOSED KEY PERSONNEL
	ANNEX B.14. CERTIFICATE OF PRICE CEILING
	B.14.1. I hereby certify that the total price offered in the Price Volume of this bid does not exceed the price ceiling provided in paragraph 3.5.2.2 of the Bidding Instructions.
	B.14.2. Note: All prices, or supporting pricing information, shall be included in the Price Volume only.  There shall be no pricing information disclosed in the either the Bid Administration Volume or the Technical Volume.

	ANNEX B.15. DISCLOSURE OF INVOLVEMENT OF FORMER NCI AGENCY EMPLOYMENT
	ANNEX B.16.  NCI AGENCY AD. 05.00, CODE OF CONDUCT: POST EMPLOYMENT MEASURES

	ANNEX C CLARIFICATION REQUEST FORM
	ANNEX D BID GUARANTEE - STANDBY LETTER OF CREDIT
	ANNEX E LIST OF ACCCEPTABLE BANKS TO ISSUE BID GUARANTEES
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	Article 1. ALTERATIONS, MODIFICATIONS AND DELETIONS OF THE NCI AGENCY CONTRACT GENERAL PROVISIONS
	1.1. For the purposes of this Contract, the Contract General Provisions are modified, supplemented, or replaced as follows.
	1.1.1. Article 2 “Interpretation, Definitions, and Acronyms” supplements Article 2 “Definitions of Terms and Acronyms” of the Contract General Provisions.
	1.1.2. Article 3 “Order of Precedence” replaces Article 1 “Order of Precedence” of the Contract General Provisions.
	1.1.3. Article 6 “Contract Type” replaces Article 7 “Firm Fixed Price Contract” of the Contract General Provisions.
	1.1.4. Article 8 “Participating Countries” supplements Article 9 “Participating Countries” of the Contract General Provisions.
	1.1.5. Article 9 “Invoicing And Payment Terms” supplements and partly replaces Article 25 “Invoices and Payment” of the Contract General Provisions.
	1.1.6. Article 10 “Pricing Of Changes, Amendments And Claims” supplements Article 19 “Pricing of Changes, Amendments and Claims” of the Contract General Provisions.
	1.1.7. Article 12 “Purchaser Furnished Property and Services” supplements Article 13 “Purchaser Furnished Property” of the Contract General Provisions.
	1.1.8. Article 16 “Provisional System Acceptance (PSA)” and Article 17 “Final System Acceptance (FSA)” supplements Articles 21 “Inspection and Acceptance of Work” and 22 “Inspection and Acceptance of Documentation” of the Contract General Provisions.
	1.1.9. Article 21 “Liquidated Damages” replaces Articles 38 “Liquidated Damages” of the Contract General Provisions.
	1.1.10. Article 22 “Ownership and Title” supplements Article 24 “Ownership and Title” of the Contract General Provisions.
	1.1.11. Article 20 “Performance Guarantee” supplements Article 8 “Performance Guarantee” of the Contract General Provisions.
	1.1.12. Article 26 “Intellectual Property” supplements Article 30 “Intellectual Property” of the Contract General Provisions.
	1.1.13. Article 29 “Warranty (Exclusive Of Software)” supplements Article 27 “Warranty of Work (Exclusive of Software)” of the Contract General Provisions.
	1.1.14. Article 30 “Software Warranty” supplements Article 31 “Software Warranty” of the Contract General Provisions.
	1.1.15. Article 31 “Security” supplements Article 11 “Security” of the Contract General Provisions.
	1.1.16. Article 34 “Acceptance of Design Documentation” supplements Article 22 “Inspection and Acceptance of Documentation” of the Contract General Provisions.
	1.1.17. Article 37 “Place and Terms of Delivery” replaces and supplement Article 20 “Notice of Shipment and Delivery” of the Contract General Provisions.
	1.1.18. Article 39 “Purchaser Right to Contract with Third Parties in case of Contractor Default” supplements Article 39 “Termination of Default” of the Contract General Provisions.
	1.1.20. Article 43 “Engineering Change Proposals (ECP)” supplements Article 16 “Changes” of the Contract General Provisions.
	1.1.21. Article 44 “Performance Guarantee” replaces Articles 8.4 “Performance Guarantee” of the Contract General Provisions.


	Article 2. INTERPRETATION, DEFINITIONS, AND ACRONYMS
	2.1. This Article supplements Article 2 “Definitions of Terms and Acronyms” of the NATO Communications and Information Agency (NCI Agency) Contract General Provisions.
	2.2. As used throughout this Contract, the following terms shall have the meanings specified below unless otherwise specified in the Contract:
	2.2.1. “Article”: means a term or condition in the Contract Special Provisions or Contract General Provisions of the contract.
	2.2.2. “CLIN”: Contract Line Item Number, as shown in the Schedule of Supplies and Services (SSS).  For example, 1.0, 2.0, etc.
	2.2.3. “Compliance”: strict conformity to the requirements and standards of the Prospective Contract.
	2.2.4. “Contractor”: the awardee which shall be responsible for the fulfilment of the requirements established in the Prospective Contract.
	2.2.5. “Days”: calendar days.
	2.2.6. “Deliverables”: the items, features or services to be delivered by the Contractor at a Milestone Date or at any other stage during the performance of this Contract as listed in Part I (Contract Schedules) and as more particularly described in t...
	2.2.7. “EDC”: Effective Date of Contract/Date of Contract Award.
	2.2.8. “FSA”: Final Systems Acceptance.
	2.2.9. “NATO Participating Country”: any of 30 NATO nations that has undertaken to share the cost of the project, namely, (in alphabetical order): Albania, Belgium, Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, France, Germany, Greece, ...
	2.2.10. “Purchaser”: The Purchaser is defined as the current NCI Agency or its legal successor.
	2.2.11. “SSS”: the Schedule of Supplies and Services.


	Article 3. ORDER OF PRECEDENCE
	3.1. This Article replaces Article 1 “Order of Precedence” of the Contract General Provisions as follows:
	3.1.1. “In the event of any inconsistency in language, terms or conditions of the various parts of this Contract, precedence will be given in the following order:
	3.1.1.1 The Signature Page (for Basic Contract and any subsequent Amendments);
	3.1.1.2 Part I (Contract Schedule of Supplies and Services (SSS));
	3.1.1.3 Part II (Contract Special Provisions);
	3.1.1.4 Part III (Contract General Provisions);
	3.1.1.5 Part IV (Statement of Work (SOW)) with Annex A_System Requirement Specifications and Annex B_ Annex B: Required Architectural Views and Minimum Content;
	3.1.1.6 Project Management and Engineering documentation;
	3.1.1.7 The Contractor’s proposal (Technical Proposal and Price Quotation) in response to IFB-CO-115461-NCOPBMD dated [to be inserted at Contract Award] and any clarifications thereto, incorporated herein by reference.


	Article 4. SCOPE OF WORK
	4.1. The purpose of this Contract  is for the provision of Ballistic Missile Defence Increments 1&2 functions for NATO Common Operational Picture Delivery (NCOP BMD Delivery).
	4.2. The scope of this project is to procure two Work Packages (WPs) as follows:
	4.2.1. WP1: Deliver NCOP-BMD Functionality: This work package comprises the activities for developing and delivering the NCOP BMD functionality and interfaces, including transition of support.
	4.2.2. WP2: Provide NCOP-BMD In-Service Support: This work package comprises all the activities to provide in-service support to the fielded baselines prior to Final System Acceptance (FSA).

	4.3. Options: The contract has a number of options (e.g. In Service Support and Operations and Maintenance) that the Purchaser may decide to exercise.

	Article 5. COMPREHENSION OF CONTRACT AND SPECIFICATIONS
	5.1. The Contractor warrants that it has read, understood, and agreed to implement each and all terms, articles, specifications (including interfaces), conditions and requirements specified in this Contract and that its signature of the Contract is an...
	5.2. The SOW and its Annex System Requirements Specification (SRS) of Part IV of this Contract set forth the performance requirements for the Contractor's proposed work as called for under this Contract. Accordingly, notwithstanding any conflict or in...
	5.3. The Contractor shall be fully responsible for the integration of all its sub-systems and components, and hereby agrees to make certain that any or all required inspection and Acceptance test procedures are accomplished and are sufficient to meet ...
	5.4. The Contractor hereby acknowledges that it has no right to assert against the Purchaser any claims or demands with respect to the aforesaid specifications as are in effect on the date of award of this Contract that are based:
	5.4.1. on impossibility of performance, defective, inaccurate, impracticable, insufficient or invalid specifications, implied warranties of suitability of such specifications, or
	5.4.2. otherwise derived from the aforesaid specifications, and hereby waives any claims or demands so based or derived as might otherwise arise.

	5.5. Notwithstanding the “Changes” Article (Article 16 of the Contract General Provisions) or any other Article of the Contract, the Contractor hereby agrees that no changes to the aforesaid SOW which may be necessary to permit achievement of the perf...

	Article 6. CONTRACT TYPE
	6.1. This Article replaces Article 7 “Firm Fixed Price Contract” of the Contract General Provisions.
	6.2. This is a Firm Fixed Price Contract.
	6.3. The prices stated herein are not subject to any adjustment on the basis of the Contractor’s cost experience in performing the Contract.
	6.4. The total Firm Fixed Price of this Contract is stated on the Signature page of the Contract and is based on the total price of the SSS, unless revised by the Purchaser through formal Amendment to the Contract.
	6.5. If the Contract contains an Option(s). The Option(s) will not be part of the fixed price of the Contract. This Option may be exercised by the Purchaser at such time as the corresponding requirements and needs are fully developed under the Contract.
	6.6. The Purchaser assumes no liability for costs incurred by the Contractor in excess of the stated Total Price.
	6.7. The SSS of this Contract, organized into Contract Line Items (CLINs), lists all services and/or deliverables, and their fixed price.
	6.8. Included in the prices shown in the SSS are all costs for activities not specifically listed on the SSS, but that are considered necessary by the Contractor to execute the SOW, included but not limited to:
	6.8.1. All travel, per diem and accommodation costs;
	6.8.2. All executive management, administrative or other support effort;
	6.8.3. All facility or other overhead costs;
	6.8.4. All other direct costs.


	Article 7. CONTRACT TERM
	7.1. This Contract will begin on the Effective Date specified in the Signature Page and, unless terminated at an earlier date in accordance with other terms and conditions of the Contract or extended by virtue of a formal Contract amendment, will term...
	7.1.1. 8 years from Effective Date of Contract until FSA. Embedded within these 8 years is 5 years of “WP 2: In-Service Support” beginning from Provisional System Acceptance (PSA-1) and ending at FSA+1 year, and;
	7.1.2. 4 years of Operation and Maintenance (O&M) support.
	7.2. Options shall be exercised through a formal Amendment to the Contract which shall be issued not later than 2 months before the end of the initial Contract term or extensions thereof.

	Article 8. PARTICIPATING COUNTRIES
	8.1. This Article supplements Article 9 “Participating Countries” of the Contract General Provisions.
	8.2. The Contractor may issue sub-contracts to firms and purchase from qualified vendors in any of the following 30 NATO participating nations: Albania, Belgium, Bulgaria, Canada, Croatia, Czech Republic, Denmark, Estonia, France, Germany, Greece, Hun...
	8.3. The Contractor shall notify in writing to the Purchaser immediately upon being informed of any change in the nationality of its Sub-contractor(s) which would prevent the Contractor from further complying with this Article. Upon receipt of this in...
	8.4. Unless authorised by NATO Policy, no material or items of equipment down to and including identifiable sub-assemblies delivered under this Contract shall be manufactured or assembled by a firm other than from and within a participating country.
	8.5. The Intellectual Property Rights to all designed documentation and system operating software shall reside in NATO member countries, and no license fee, or royalty charges shall be paid by the Contractor to firms, individuals or governments other ...

	Article 9. INVOICING AND PAYMENT TERMS
	9.1. This Article supplements and partly replaces Article 25 “Invoices and Payment” of the Contract General Provisions. Specifically, Articles 9.2 through 9.9 supplements Article 25 “Invoices and Payment” of the Contract General Provisions while Artic...
	9.2. Payment for supplies and services furnished under this Contract shall be made in the currency quoted by the Contractor for the relevant portion of the Contract.
	9.3. Payments will be made to the Contractor on achievement/delivery and prior written acceptance by the Purchaser of the Progress Payment Milestones defined at Tab 3 of the SSS.
	9.4. Where Optional CLINs are exercised, payments shall be made in accordance with the stipulations of the relevant amendment providing for the exercise of such Options.
	9.5. No payment shall be made with respect to undelivered supplies, works not performed; services not rendered and/or incorrectly submitted invoices.
	9.6. The Purchaser shall not be liable for any amount resulting from the performance of services or the delivery of equipment outside the scope of this Contract.
	9.7. Payment to the Contractor will be made within 30 days of receipt of properly supported and documented invoices and upon acceptance in writing by the Purchaser.
	9.8. All invoices shall refer to CO-115461-NCOPBMD and Purchase Order Number.
	9.9. Invoices shall be properly supported with any necessary reports, certificates, statements, receipts, written evidence of acceptance by the Purchaser and any other required documentation in accordance with the terms of the Contract.
	9.10. All invoices shall be sent electronically to: accountspayable@ncia.nato.int. No paper invoices will be accepted.

	Article 10. PRICING OF CHANGES, AMENDMENTS AND CLAIMS
	10.1. This Article supplements Article 19 “Pricing of Changes, Amendments and Claims” of the Contract General Provisions.
	10.2. The Purchaser may at any time, by written order designated or indicated to be a change order, and without notice to the sureties, if any, make changes within the scope of any Contract or Task Order, in accordance with Article 16 (Changes) of the...
	10.3. Changes, modifications, follow-on Contracts of any nature, and claims shall be priced in accordance with Article 19 (Pricing of Changes, Amendments and Claims) of the Contract General Provisions, and with the "Purchaser's Pricing Principles" as ...
	10.4. Contractor price quotations for Contract changes or modifications shall be provided at no cost to the Purchaser and shall have a minimum validity period of six (6) months from submission.
	10.5. The pricing information contained in the cost breakdown sheets submitted with the Bidding sheets, as part of the Contractor’s proposal, and especially the forward labour rates provided, will constitute the basis for any future negotiations relat...

	Article 11. OPTIONS
	11.1. For CLINs marked as Options (or Optional), the prices not included in the firm fixed price mentioned on the signature page of the Contract or any amendments thereto.
	11.2. The Purchaser’s liabilities and obligations under this Contract at the time of its signature, and unless a formal Contract Amendment is issued in accordance with the terms of this Article and Article 16 (Changes) of the Contract General Provisio...
	11.3. The Contractor understands that there are no obligations under this Contract for the Purchaser to exercise any of the Options and that the Purchaser bears no liability should it decide not to exercise them (either totally or partially).
	11.4. Further, the Purchaser reserves the right to order another Contractor (or the same), to perform the tasks described in the Options of the current Contract through a new Contract with other conditions.
	11.5. Any optional CLINs may be exercised unilaterally by the Purchaser, and confirmed by written amendment to the Contract which will establish the payment terms.

	Article 12. PURCHASER FURNISHED PROPERTY AND SERVICES
	12.1. This Clause hereby supplements Article 13 “Purchaser Furnished Property” of the Contract General Provisions.
	12.2. The Purchaser shall provide the Contractor with Property and Services for the performance of the Contract as specified in Paragraph 3.3.5.6 of the SOW.
	12.3. The Purchaser reserves the right to exclude from the awarded Contract the purchase of software licenses for which NATO has established centralized Contracts. The Contractor will be notified by the Purchaser in writing as to which software licens...

	Article 13. COMMERCIAL OF THE SHELF (COTS) SOFTWARE
	13.1. The Purchaser reserves the right to exclude from the awarded Contract the purchase of software licenses for which NATO has established centralized Contracts. The Contractor will be notified by the Purchaser in writing as to which software licens...

	Article 14. SOFTWARE LICENSES
	14.1. Any software licenses purchased on behalf of or provided to the Purchaser by the Contractor shall be perpetual licenses. In the event a perpetual license model is not available for a particular software product, the Contractor shall request writ...
	14.2. Any software licenses the Contractor purchases on behalf of the Purchaser, and/or transfers or provides to the Contractor shall provide the same usage rights as required by Article 26.  The Contractor shall ensure that any software licenses that...
	14.3. The Purchaser reserves the right to exclude from the awarded Contract the purchase of software licenses which the Purchaser may procure through centralized Contracts. In this case, the contract terms, schedule and prices will be modified accordi...

	Article 15. CONTRACT STATUS REVIEW
	15.1. This Contract will be executed through a staged/agile approach with the scope of work structured into three baselines each associated with a set of project milestones, checkpoints and decision gates.
	15.2. All Reviews and Decision Gates have success and fail criteria pre-defined by the Purchaser against which the Purchaser will measure Contractor’s performance. Should the default criteria change or have to be adjusted during execution of the Contr...
	15.3. The Purchaser will assess the overall status at Project Checkpoint Reviews (PCR) as one of the following:
	15.3.1. Success: All associated milestones are on schedule.
	15.3.2. Provisional Success: One or more milestones are not fully achieved, but the Purchaser recognises them to be in good progress and to be completed within a mutually agreed schedule. These pending milestones will be reassessed during subsequent P...
	15.3.3. Fail: One or more milestones have not been achieved, and the Purchaser does not recognise them to be in good progress. The assessment of the checkpoint will be repeated on a mutually agreed date and the Purchaser reserves the right to take rem...
	15.4. The Purchaser will take into account in his decision the following considerations which include, but are not limited to:
	15.4.1. The number and types of changes made to the Contractor’s technical solution, or expected to be made and their impact on project cost and schedule of the present Contract;
	15.4.2. Operational, environmental, or technological changes in the requirements for NCOP BMD;
	15.4.3. Level of satisfaction with the product(s) delivered by the Contractor up to the Decision Gate.

	Article 16. PROVISIONAL SYSTEM ACCEPTANCE (PSA)
	16.1. This Article supplements Articles 21 “Inspection and Acceptance of Work” and 22 “Inspection and Acceptance of Documentation” of the Contract General Provisions.
	16.2. The concept of Provisional System Acceptance shall be based on the knowledge that complex and technically sophisticated systems may not be delivered without some deficiencies in the compliance with the totality of the contract requirements.
	16.3. A deficiency shall be defined as a failure to meet a contractual requirement, which is minor and not of sufficient gravity to prevent the normal operation of the Capability under normal conditions.
	16.4. The Contractor shall maintain a complete listing of all deficiencies discovered during the testing leading up to its request for PSA, including:
	16.4.1. A serial number for each deficiency;
	16.4.2. Description of the deficiency;
	16.4.3. Date of the observation of the deficiency and expected date of its correction;
	16.4.4. The authorized personnel raising and endorsing the observation;
	16.4.5. Any clearance action taken such as repair and testing, notification, receipt of a written reply from the Contractor, etc.;
	16.4.6. The authorized personnel endorsing the correction and the date of correction.

	16.5. Perceived deficiencies, observed by the Purchaser during testing or other inspection procedures shall be included in the Contractor's listing of deficiencies.
	16.5.1. The PSA Entry and Success Criteria are described in paragraphs 4.9.1.1.3 and 4.9.1.1.4 of the SOW.

	16.6. A request for PSA shall be submitted to the Purchaser in writing, supported by a PSA Report, including:
	16.6.1. Status of each individual equipment, sub-system, installation, integration operation, etc.;
	16.6.2. Status of tests and test reports etc.;
	16.6.3. Status of inventory;
	16.6.4. Status of documentation;
	16.6.5. Status of training package;
	16.6.6. Listing of identified and documented deficiencies.

	16.7. Within 1 week of the receipt of a Request for PSA, the Purchaser shall schedule a PSA meeting at Purchaser's facility.
	16.8. The PSA meeting shall be chaired by the Purchaser with the objectives of:
	16.8.1. Providing a review of the status of the Capability, specifically reviewing and discussing the status of all observed deficiencies;
	16.8.2. Establishing a list of all observed deficiencies which have yet to be corrected by the Contractor;
	16.8.3. Evaluating the list of outstanding deficiencies in relation to their combined effect on the suitability of the Capability to enter operations;
	16.8.4. Providing an initial determination as to whether PSA shall be granted.
	16.8.5. If PSA is not granted, the basis for such determination shall be established;
	16.8.6. If PSA is granted, the final list of deficiencies to be corrected by the Contractor and a schedule for such correction shall be established;
	16.8.7. The Contractor shall prepare a written record of the PSA meeting in the form of meeting minutes which shall be completed and signed by the representatives of the Contractor and Purchaser respectively.


	Article 17. FINAL SYSTEM ACCEPTANCE (FSA)
	17.1. This Article supplements Articles 21 “Inspection and Acceptance of Work” and 22 “Inspection and Acceptance of Documentation” of the Contract General Provisions.
	17.2. FSA shall be conducted in accordance with  paragraph 4.9.2 of the SOW.
	17.3. Within 1 week of the receipt of a request for FSA, the Purchaser shall schedule an FSA meeting, preferably held by teleconference or video conference.
	17.4. The FSA meeting shall be chaired by the Purchaser with the objective to verify that all contract requirements (except warranty) have been met and that the Purchaser may grant the FSA thereof.
	17.5. The Contractor shall prepare a written record of the FSA meeting in the form of meeting minutes that shall be completed and signed by the representatives of the Contractor and Purchaser respectively.

	Article 18. CONTRACT ADMINISTRATION
	18.1. The Purchaser is the NATO Communications and Information Agency (NCI Agency). The Purchaser is the Point of Contact for all Contractual and Technical issues.
	18.2. The Contractor shall accept Contract modifications only in writing from the Purchaser’s Contracting Authority.
	18.3. The Purchaser reserves the right to re-assign this Contract to a representative(s) for administrative purposes, in whole or in part, provided that the Purchaser shall always be responsible for its obligations under the Contract and for actions o...
	18.4. All notices and communications between the Contractor and the Purchaser shall be written in English and may be personally delivered, mailed, or emailed at the following address:
	18.4.1. Contractor Address:
	18.4.2. Purchaser Address:
	18.4.3. Such address as the Purchaser may from time to time designate in writing.

	18.5. All contractual documentation (e.g. change proposals, invoices, etc.) shall be delivered electronically.

	Article 19. TECHNICAL DIRECTION
	19.1. For the direct official control and coordination of requirements, the Purchaser designates the Project Manager specified below as the staff element that has the authority to coordinate, monitor, and control Contractor’s performance under this Co...
	19.2. The Purchaser may designate other staff elements as technical focal points for the execution of specific tasks and who will provide the Contractor with instruction and guidance, within the general scope of work, in performance of their duties an...
	19.3. Notwithstanding the prescriptions of this Article, neither the Purchaser’s Project Manager, nor any Technical Representative has the authority to change the terms and conditions of the Contract. If the Contractor has reason to believe that the P...
	19.4. Upon receipt of such notification above, the Purchaser’s Contracting Authority will:
	19.4.1. confirm the effort requested is within scope, or
	19.4.2. confirm that the instructions received constitute a change and request a quotation for a modification of scope and/or price, or
	19.4.3. rescind the instructions.


	Article 20. PERFORMANCE GUARANTEE
	20.1. This Article supplements Clause 8 “Performance Guarantee” of the Contract General Provisions.
	20.2. The amount of the Performance Guarantee is expressed as 10% of the total value of the contract.
	20.3. The Purchaser may allow reductions in the amount of the Performance Guarantee in accordance with the Purchaser’s cost estimate of the work remaining to be completed under the Contract. In order to benefit from such reductions, the Contractor mus...
	20.4. The reductions specified in paragraph 20.3 shall be treated as a concession to the Contractor and, therefore, shall be supported by sufficient consideration. Further, the decision to accept or reject an application for reduction of Performance G...
	20.5. The validity of the Performance Guarantee shall be limited in time to the total Period of Performance of the Contract (Base Period plus any exercised options).

	Article 21. LIQUIDATED DAMAGES
	21.1. This Article replaces Article 38 “Liquidated Damages” of the Contract General Provisions.
	21.2. If the Contractor;
	21.2.1. Fails to meet the delivery schedule of the or any milestones specified in the SSS, or any extension thereof, or
	21.2.2. Fails to obtain acceptance of the delivered Work as specified in the Contract, or, if no time for acceptance is specified in the contract within a reasonable time after work is delivered;

	21.3. The actual damage to the Purchaser for the delay will be difficult or impossible to determine. Therefore, in lieu of actual damages the Contractor shall pay to the Purchaser, for each day of delinquency in achieving the deadline or milestone, fi...
	21.4. In addition to the liquidated damages referred to above, the Purchaser shall have the possibility of terminating this Contract in whole or in part, as provided in Article 39 (Termination for Default) of the Contract General Provisions. In the ev...
	21.5. The Contractor shall not be charged with liquidated damages when the delay arises out of causes beyond the control and without the fault or negligence of the Contractor as defined in Article 39.6 (Termination for Default) of the Contract General...
	21.6. Liquidated damages shall be payable from the first day of delinquency and shall accrue at the rate specified in Article 21.3 above to 15% (fifteen percent) of the value of each payment milestone individually, not to exceed 10% (ten percent) of t...
	21.7. The rights and remedies of the Purchaser under this Article are in addition to any other rights and remedies provided by law or under this Contract.
	21.8. The Contractor acknowledges that any sums payable under this article are in the nature of liquidated damages and not penalties, and represent a reasonable estimate of fair compensation for the losses that may be reasonably anticipated from such ...
	21.9. The amount of Liquidated Damages due by the Contractor shall be recovered by the Purchaser in the following order of priority:
	21.9.1. By deducting such damages from the amounts due to the Contractor against the Contractor's invoices.
	21.9.2. By drawing from the performance guarantee.
	21.9.3. By reclaiming such damages through appropriate legal remedies.


	Article 22. OWNERSHIP AND TITLE
	22.1. This Article supplements Article 24 “Ownership and Title” of the Contract General Provisions.
	22.2. Title to tangible or intangible Deliverables covered by this Contract shall remain with the Contractor until, and shall pass to the Purchaser upon Acceptance by the Purchaser or receipt of the supplies by the Purchaser at the destination specifi...
	22.3. Notwithstanding paragraph 22.2, the risk of loss or damage to supplies which fail to conform to the requirements of the Contract shall remain with the Contractor until cure and Acceptance, at which time paragraph 22.2 shall apply.
	22.4. Notwithstanding paragraph 22.3 above the Contractor shall not be liable for the loss of or damage to supplies caused by the negligence of officers, agents or employees of the Purchaser acting within the scope of their employment.

	Article 23. COTS PRODUCTS REPLACEMENT
	23.1. If any COTS products specified in the Contract are upgraded or discontinued by their original providers for commercial or technological reasons, the Contractor shall propose their substitution by the new versions that are intended as market repl...
	23.2. The Contractor shall provide price and performance data to support an improvement in performance and/or a reduction in price and/or life-cycle support costs. If necessary for evaluation by the Purchaser, the Contractor shall provide a demonstrat...

	Article 24. INDEPENDENT CONTRACTOR
	24.1. The Personnel provided by the Contractor are at all times employees of the Contractor and not the Purchaser.  In no case shall Contractor personnel act on behalf of or as an agent for NATO or any of its bodies.  In no way shall the Contractor pe...
	24.2. The Purchaser shall not be responsible for securing work permits, lodging, leases nor tax declarations, driving permits, etc., with national or local authorities.  Consultants employed under this Contract are not eligible for any diplomatic priv...

	Article 25. KEY PERSONNEL
	25.1. The individuals listed in ANNEX A are considered to be key to the performance of this contract and may not be replaced by the Contractor with substitute personnel without the prior written approval of the Purchaser.
	25.2. In such cases where the services of the Key Personnel are lost to the Contractor beyond the reasonable control of the Contractor, the Contractor must nominate a substitute(s) of equivalent or higher qualification and experience within 15 working...
	25.3. If the Contractor is unable to nominate and/or replace the lost personnel within the timeframe mentioned in paragraph 25.2 above, the Purchaser may conclude that the loss of the Key Personnel endangers progress under the Contract to the extent t...
	25.4. The Purchaser shall approve the dedicated personnel, as well as the replacement personnel. The Purchaser has the right to refuse any proposed substitution as not meeting the qualifications and request the Contractor to offer another qualified in...
	25.5. The Purchaser reserves the right to reject a Contractor’s staff member after acceptance of a Contractor’s staff member on the basis of their CV if the individual is not providing the required level of support. The Purchaser will inform the Contr...
	25.6. A Contractor’s staff member assigned to this Contract shall remain working on the Contract for as long as required by the terms of the Contract. However, in the event where the Contractor has no control over the individual’s non-availability (e....
	25.7. Key Personnel are not necessarily required to work full-time in that position.  Therefore, it is possible for an individual to fill more than one Key Personnel role at the same time, assuming the person is qualified to perform both roles.

	Article 26. INTELLECTUAL PROPERTY
	26.1. This Article supplements Article 30 “Intellectual Property” of the Contract General Provisions.
	26.2. All Foreground IPR is the property of the Purchaser. Consequently, no statement shall be made restricting the rights of the Purchaser. All Foreground IPR are immediately and exclusively transferred and assigned to the Purchaser as from their com...
	26.3. Any use by the Purchaser of Contractor Background IPR for the purpose of carrying out work pursuant to the Contract shall, subject to any obligation on the part of the Contractor to make payments to any third party in respect of IPR which is lic...
	26.4. The Purchaser retains the right to redeploy the Foreground Software provided under the Contract within NATO for NATO purposes, and/or among NATO Nations for NATO purposes.
	26.5. This Foreground licence shall also allow the Purchaser and its member nations to use and authorise others to use the software for further adaptation, integration, modifications and future procurements.
	26.6. The Contractor intends to use the Background IPR stated in ANNEX B and ANNEX C hereto for the purpose of carrying out work pursuant to this Contract.
	26.7. The Contractor warrants, undertakes, and represents that any derivative product created under this Contract from the stated Background IPR shall be considered as Foreground IPR and, therefore, shall be governed by the terms and conditions specif...
	26.8. In addition, regarding the Contractor’s Background IPR, the Purchaser shall have the right to further re-transfer this software (source code excluded) and associated documentation necessary and/or useful for use and integration, to companies eli...
	26.9. Any use of Contractor and Third Party Background IPR as stated in ANNEX B and ANNEX C, and unless specifically applicable to COTS items, is not limited to the number of users or the number of licenses required by the Contract for use of the syst...
	26.10. All Software, except COTS, delivered under this Contract shall not be marked with corporate logos, proprietary information or contain warnings limiting the rights to use or reproduction nor shall those markings be included in the operating and/...

	Article 27. CONFIDENTIALITY AND NON-DISCLOSURE
	27.1. For purposes of this article, "Confidential Information" shall include all information pertaining to any part of this Contract or any program related to this Contract that is not marked “Non-Confidential”.
	27.2. Confidential Information does not include information that is: (a) publicly known at the time of disclosure or subsequently becomes publicly known through no fault of the Contractor; (b) discovered or created by the Contractor before disclosure ...
	27.3. Without prejudice to other obligations imposed by NATO Security regulations, the Contractor shall hold and maintain the Confidential Information in strictest confidence for the sole and exclusive benefit of the Purchaser. The Contractor shall ca...
	27.4. The provisions of this article and the associated Contractor’s duties shall survive the termination of this Contract and remain in effect until the Purchaser sends the Contractor written notice releasing the Contractor from the obligations impos...
	27.5. The Contractor shall include the substance of the language of this article in any subcontract/Contract issued for the purpose of the fulfilment of the obligations Contracted under this Contract regardless of the legal nature of the entity subscr...
	27.6. The Contractor agrees that compliance with the obligations imposed by the terms of this article is of the essence and that failure to abide to these terms shall constitute sufficient grounds for the termination of the Contract for default.

	Article 28. CONFLICT OF INTEREST
	28.1. A conflict of interest means that because of other activities or relationships with other persons or entities, a Contractor is unable, or potentially unable to render impartial assistance or advice to the Purchaser, or the Contractor’s objectivi...
	28.2. Conflict of interest includes situations where the capacity of a Contractor (including the Contractor’s executives, directors, consultants, subsidiaries, parent companies or subcontractors) to give impartial, technically sound advice or objectiv...
	28.3. The Contractor is responsible for maintaining and providing up-to-date conflict of interest information to the Contracting Officer. If, after award of this Contract or task order herein, the Contractor discovers a conflict of interest with respe...
	28.4. If, after award of this Contract herein, the Purchaser discovers a conflict of interest with respect to this Contract or task order, which has not been disclosed by the Contractor, the Purchaser may at its sole discretion request additional info...
	28.5. The Contractor's notice called for in paragraph 28.2 shall describe the actual, apparent, or potential conflict of interest, the action(s) the Contractor has taken or proposes to take to avoid or mitigate any conflict, and shall set forth any ot...
	28.6. The Contractor has the responsibility of formulating and forwarding a proposed mitigation plan to the Contracting Officer, for review and consideration. This responsibility arises when the Contractor first learns of an actual, apparent, or poten...
	28.7. If the Purchaser in its discretion determines that the Contractor's actual, apparent, or potential conflict of interest remains, or the measures proposed are insufficient to avoid or mitigate the conflict, the Contracting Officer will direct a c...
	28.8. If the parties fail to reach agreement on a course of action, or if having reached such agreement the Contractor fails to strictly adhere to such agreement during the remaining period of Contract performance, the Contracting Officer has the disc...
	28.9. The Contractor's misrepresentation of facts in connection with a conflict of interest reported or a Contractor’s failure to disclose a conflict of interest as required shall be a basis for default termination of this Contract.

	Article 29. WARRANTY (EXCLUSIVE OF SOFTWARE)
	29.1. This Article supplements Article 27 “Warranty of Work (Exclusive of Software)” of the Contract General Provisions.
	29.2. The Warranty Period for any Hardware deliverables under this Contract shall be the specific warranty periods established in the SOW for individual deliverables.
	29.3. The Warranty Period shall start from the time of their formal acceptance after delivery.
	29.4. Throughout the Warranty Period the Contractor shall make good any:
	29.4.1. Defects in the deliverables;
	29.4.2. Breach of warranties specified in Article 27 (Warranty of Work) of the Contract General Provisions; and
	29.4.3. Breach of any other express or implied warranties that may be applicable;
	29.4.4. Arising out of or in connection with the Contractor's failure to perform its obligations under this Contract (herein after collectively referred to as "Warranty Period Incidents") in accordance with this Article 30 and Article 27 (Warranty of ...

	29.5. The Contractor shall correct all Warranty Period Incidents arising during the Warranty Period without any cost to the Purchaser.
	29.6. If the Contractor fails to correct any Warranty Period Incidents within the timeframe specified in Article 27 (Warranty of Work) of the Contract General Provisions or section 5.10 of the SOW for the type of incident concerned, or if no specific ...
	29.6.1. Correct the Warranty Period Incident or employ a third party to correct it; and
	29.6.2. Deduct from the prices to be paid, draw from the performance guarantee, or recover as a debt due from the Contractor, all reasonable costs in so doing.

	29.7. The Contractor shall deploy all such additional resources as are reasonably required to remedy any Warranty Period Incident as efficiently and quickly as possible.
	29.8. If replacement parts are fitted by the Contractor as part of the warranty the parts removed shall become the Contractor's property unless required by the Purchaser at the Purchaser's discretion. Notwithstanding that, faulty hard disks removed fr...
	29.9. Notwithstanding Article 27.6 of the Contract General Provisions, if prior agreed upon by the Purchaser, the Contractor has the possibility to repair the failed component instead of providing a new replacement.

	Article 30. SOFTWARE WARRANTY
	30.1. The Article supplements Article 31 “Software Warranty” of the Contract General Provisions.
	30.2. For each Software delivered under this Contract, the Contractor warranties stated in paragraph 31.1 of the Contract General Provisions shall extend to all defects discovered within twelve (12) months from Final System Acceptance (FSA) declared i...

	Article 31. SECURITY
	31.1. This Article supplements Article 11 “Security” of the Contract General Provisions.
	31.2. The Contractor is responsible, in accordance with NATO and National Security regulations, for the proper handling, storage and control of any classified documents and information as may be furnished to the Contractor in relation to the performan...
	31.3. The security classification of this contract and its annexes is “NATO UNCLASSIFIED”.  However, the Contractor’s technical personnel working on the Contract will need to access NATO SΞCRET data and therefore shall hold a valid NATO SΞCRET securit...
	31.4. Contractor's personnel visiting or working at Purchaser’s facilities in connection with this Contract shall hold a NATO SΞCRET security clearance valid for the duration of the Contract. This requirement applies to all subcontracts issued by the ...
	31.5. It is the responsibility of the Contractor to ensure that its personnel obtain the required security clearances and transmit this information to the sites to be visited in adequate time that the site may perform the appropriate administration.
	31.6. The Contractor is advised that the personnel security process may be lengthy. The Purchaser bears no responsibility for the failure of the Contractor to secure the required clearances for its personnel within the necessary time.
	31.7. Failure of the Contractor to obtain proper security clearances to have access to any NATO sites, and any attendant delay in the project which results from this access refusal, is not the basis for excusable delay under the terms of the contract ...
	31.8. If during the performance of the Contract, Contractor's personnel need to be escorted because of non-availability of the security clearance required by the Site, the Contractor shall pay to the Purchaser a compensatory fee of 800 Euro per day of...
	31.9. In the absence of valid security clearances for the Contractor's personnel at contract signature, the Purchaser reserves the right to terminate the Contract for “Default”.

	Article 32. SUPPLEMENTAL AGREEMENT(S), DOCUMENTS AND PERMISSIONS
	32.1. The Contractor has submitted all relevant draft supplemental agreement(s), documents and permissions prior to Contract award, the execution of which by the Purchaser is/are required by National Law or regulation. If any supplemental agreements, ...
	32.2. Supplemental agreement(s), documents and permissions, the execution of which by the Purchaser is/are required by National Law or regulation and that have been identified by the Contractor prior to the signature of this Contract, but have not yet...

	Article 33. CONTRACT CLOSE-OUT
	33.1. Planned Closure
	33.1.1. Planned Contract Close-out occurs after all products and services provided by the Contractor have been accepted by the Purchaser.
	33.1.2. The Contractor shall finalise all plans (e.g. Project Management Plan (PMP), Integrated Logistics System Plan (ILSP)) and all records (e.g. Risk, Issue Register and Lessons Log).
	33.1.3. The Contractor shall apply the project closure practices defined in PRINCE2.
	33.1.4. The Contractor shall plan a Contract Close-out Meeting (CCM) to review all products and services are delivered, and all activities are successfully completed.
	33.1.5. Contract Close-out Meeting (CCM) and its report shall mark the End of Contract.

	33.2. Premature Closure
	33.2.1. Premature Close-out occurs when the Purchaser decides to close the Contract at an earlier phase than the FSA, in the case of a Termination for Default (per article 39 of the Contract General Provisions) or a Termination for Convenience (per ar...
	33.2.2. Upon the decision on premature close-out, the Contractor shall:
	33.2.2.1 Update the Project Plan with actuals from the final phase.
	33.2.2.2 Identify the status of the Developmental Items under development.
	33.2.2.3 Identify the work that has not started yet.
	33.2.2.4 Identify the products already developed.
	33.2.2.5 Agree the means for recovering products that have been completed or are in progress (if appropriate).
	33.2.2.6 Develop an Exception Plan to include additional work to create, make safe or complete products that needs to be delivered to the Purchaser.


	Article 34. ACCEPTANCE OF DESIGN DOCUMENTATION
	34.1. This Article supplements Article 22 “Inspection and Acceptance of Documentation” of the Contract General Provisions.
	34.2. The acceptance by the Purchaser of the Contractor’s design documentation required by this Contract signifies that the documents delivered appear logical and consistent. The acceptance does not constitute an endorsement or approval of the design ...

	Article 35. INCORPORATION OF REVISED PROJECT MANAGEMENT AND ENGINEERING DOCUMENTATION DELIVERABLES
	35.1. This Contract documentation will be subject to changes and revisions. The frequency and dynamics of these changes and revisions would make it unfeasible to ratify a new version of the documentation via a formal Contract amendment at the time it ...
	35.2. Subject to the exception noted in paragraph 35.3 below, any formally Purchaser approved documentation shall be deemed as made part of the Contract and shall replace any existing previous version.
	35.3. The Purchaser is under no obligation to approve any proposed revised document except as in accordance with the terms of the present Contract. Rejection of any proposed changes shall not discharge the Contractor, in whole or in part, of its respo...

	Article 36. INDEMNITY
	36.1. The Contractor will indemnify and hold harmless NATO, its servants or agents, against any liability, loss or damage arising out of or in connection of the Supplies and Services under this Contract.
	36.2. The parties will indemnify each other against claims made against the other by their own personnel, and their sub-Contractors (including their personal representatives) in respect of personal injury or death of such personnel or loss or destruct...
	36.3. NATO will give the Contractor immediate notice of the making of any claim or the bringing of any action to which the provisions of this Article may be relevant and will consult with the Contractor over the handling of any such claim and conduct ...
	36.4. In the event of an accident resulting in loss, damage, injury or death arising from negligence or wilful intent of an agent, officer or employee of NATO for which the risk has been assumed by the Contractor, the cause of the accidents will be in...

	Article 37. PLACE AND TERMS OF DELIVERY
	37.1. This Article replaces and supplements Article 20 “Notice of Shipment and Delivery” of the Contract General Provisions. Specifically, paragraph 37.2 replaces Article 20.1 of the Contract General Provisions while paragraph 37.3 supplements Article...
	37.2. All deliverables under this Contract shall be delivered DDP (“Delivered Duty Paid”) as defined by the INCOTERMS 2010 published by the International Chamber of Commerce (Publication No. 560) to the places and at such times as stipulated in the Sc...
	37.3. All supplies covered under this Contract, including Purchaser Furnished Property (PFP), once handed over to the Contractor, and items shipped, shall be transported to and from all destinations at the responsibility of the Contractor. The Purchas...

	Article 38. RESPONSIBILITY OF THE CONTRACTOR TO INFORM EMPLOYEES OF WORK ENVIRONMENT
	38.1. The Contractor shall inform his employees under this Contract of the terms of the Contract and the conditions of the working environment.
	38.2. Specifically, personnel shall be made aware of all risks associated with the performance under this Contract, the conditions of site in which the performance is to take place and living conditions while performing within the boundaries of the Co...

	Article 39. PURCHASER RIGHT TO CONTRACT WITH THIRD PARTIES IN CASE OF CONTRACTOR DEFAULT
	39.1. This Article supplements Article 39 “Termination for Default” of the Contract General Provisions.
	39.2. In the event that the Contractor fails to deliver or make progress on the provision of any components of this project in accordance with the milestones and delivery dates stipulated in the SSS and SOW, and is notified by the Purchaser in writing...
	39.3. The provisions of this Article are in addition to and in no way limit the rights of the Purchaser contained in other applicable Articles of this Contract, including but not limited to, Article 21 (Inspection and Acceptance of Work) and Article 3...

	Article 40. EXPORT AGREEMENT AND LICENSE
	40.1. It is the Contractor’s responsibility to ensure compliance with all relevant or necessary national export provisions in executing the work under this contract. Copies of the documentation will be supplied to the Purchaser on request.

	Article 41. FORCE MAJEURE
	41.1. If the performance of this Contract, or any obligation hereunder is prevented, restricted or interfered with by reason of fire, flood, earthquake, explosion or other casualty or accident, strikes or labour disputes, pandemic, war or other violen...

	Article 42. TERMINATION FOR DEFAULT
	42.1. This Article replaces paragraph 39.9 of the Contract General Provisions as follows:
	42.1.1. At the point of a Termination for Default, payment shall be for completed Contract Milestones (per Tab 3 of the SSS) that have been delivered to and accepted by the Purchaser.

	Article 43. ENGINEERING CHANGE PROPOSALS (ECP)
	43.1. This Article supplements Article 16 of the Contract General Provisions.
	43.2. Engineering Change Proposals (ECP) as defined in this Article are proposals for changes relevant to tasks, deliverables, technical requirements, processes, schedules or any other term of the contract which are submitted in written form by the Co...
	43.3. Any Engineering Change Proposal (ECP) submitted by the Contractor to the Purchaser in a format as in Annex D or compatible with any Contractor’s internal change management methodology standards or forms, shall in any case, contain as a minimum, ...
	43.3.1. A sequential number of ECP identification
	43.3.2. Rationale for the changes being proposed
	43.3.3. Illustration of any relevant impact to the performance being rendered including but not limited to those relevant to schedules, technical solutions, requirements and delivery time.
	43.3.4. List of contract documents affected by the changes being proposed.
	43.3.5. Revised copy of the contract documents in native electronic format edited to incorporate the changes being proposed in a way that changes are immediately identifiable.
	43.3.6. Total Firm Fixed Price of the ECP and illustration of cost impacts with respect to the total contract Firm Fixed Price and the single CLINs affected.
	43.3.7. A detailed price breakdown of all costs to identify single elements of cost contributing to the total.
	43.3.8. All labour costs quoted as part of any ECP shall be consistent with those stipulated in the Contract
	43.4. The Purchaser shall assess the ECP being proposed by the Contractor and subject to its sole judgment and without recourse by the Contractor approve or reject the ECP by the mean of written communication to be dispatched solely by the Purchaser’s...
	43.5. The Contractor shall proceed with the performance on the approved ECP and not on a Pending or Rejected ECP.
	43.6. Formally approved ECPs shall be treated as interim authorization to proceed with the changes proposed strictly and limited to the scope, content and price as specified in the approved ECP.
	43.7. The Purchaser shall not be liable for any cost incurred by the Contractor for performance rendered, regardless of the nature or time, associated to ECPs not formally approved by the Purchaser’s Contracting Authority.
	43.8. All formally approved ECPs will be incorporated in the Contract via the issuance of a formal Contract Amendment at the earliest practical time after their issuance.
	43.9. The production of any ECP regardless of its final approval or rejection shall be at no cost for the Purchaser.

	Article 44. PERFORMANCE GUARANTEE
	44.1. This Article replaces paragraph 8.4 of the Contract General Provisions as follows:
	44.1.1. The standby letter of credit shall be issued by a financial institution listed in Annex E either on its own behalf or as a confirmation of the Standby Letter of Credit issued by a different bank not listed in Annex E to pay all or part of a st...

	Annex A. KEY PERSONNEL
	Annex B. CONTRACTOR BACKGROUND IPR
	a. The Contractor Background IPR specified in the table below will be used for the purpose of carrying out work pursuant to the Contract.
	b. The Contractor represents that it has and will continue to have, for the duration of this Contract, all necessary rights in and to the IPR specified above necessary to meet the Contractor’s obligations under the Contract.
	c. The Contractor Background IPR stated above complies with the terms specified in Article 26 of the Contract Special Provisions and shall be licensed to the Purchaser according to the terms and conditions specified therein and in Article 30 of the Co...

	Annex C. SUBCONTRACTOR AND THIRD PARTY IPR
	a. The Subcontractor and Third Party Background IPR specified in the table below will be used for the purpose of carrying out work pursuant to the Contract.
	b. The Contractor represents that it has and will continue to have, for the duration of this Contract, all necessary rights in and to the IPR specified above necessary to meet the Contractor’s obligations under the Contract.
	c. The Subcontractor and Third Party Background IPR stated above complies with the terms specified in Article 26 of the Contract Special Provisions and shall be licensed to the Purchaser according to the terms and conditions specified therein and in A...

	Annex D. ENGINEERING CHANGE PROPOSAL (ECP) FORM
	Annex E. LIST OF ACCCEPTABLE BANKS TO ISSUE PERFORMANCE GUARANTEES
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	SECTION 1:    Introduction
	1.1. Purpose
	1.1.1. The purpose of this Contract is to implement and support the Ballistic Missile Defense (BMD) Increment 1 (Inc1) and Increment 2 (Inc2) functions in the NATO Common Operational Picture (NCOP) capability. This is a fixed-price Contract for servic...

	1.2. Background
	1.2.1. The Ballistic Missile Defence (BMD) Programme has been established to provide NATO with a verified architecture providing the NATO Commander with the capability to defend NATO European populations, territory and deployed forces against the full...
	1.2.2. The purpose of the NCOP-BMD development is to extend the existing NCOP Increment 2 (NCOP-2) capability to deliver BMD specific requirements for Situational Awareness (SA) and support for BMD specific Information Products. In addition, NCOP-BMD ...
	1.2.3. NCOP-BMD takes NCOP-2 as foundation and fully integrates the complete new BMD scope through extension of the NCOP Data Model; extension of NCOP services; augmentation of existing interfaces; and added new interfaces.
	1.2.4. To enable the NCOP-BMD capability, NCOP-2 provides joint situational awareness based on receiving information from NATO and National systems, collating the information into a mission tailored Common Operational Picture (COP) and making the COP ...
	1.2.5. For purposes of this SOW, the NCOP project represents the full capability consisting of the existing NCOP-2 system with the extension of the NCOP-BMD requirements.

	1.3. NCOP Incremental Implementation
	1.3.1. The NCOP project is approved for incremental implementation aligned with the BMD Programme Verification Strategy (BMD PVS) delivered via a Tranche Concept. The purpose of BMD PVS is incremental delivery of measurable operational value in an int...
	1.3.2. The incremental development approach is intended to meet the full range of NCOP operational requirements, but also to balance operational user priorities with technical risks, implementation costs, and development schedules in determining the s...
	1.3.3. NCOP shall be based on a complete Service-Oriented Architecture (SOA) in order to meet the required flexibility and adaptability to the NATO environment. This includes:

	1.4. Key Operational Requirements
	1.4.1. The NCOP system provided by the Contractor shall improve Commanders’ situational awareness of the related functions resulting from the expansion in the BMD capability and meet the key operational requirements stated below.
	1.4.2. The NCOP system shall be deployed across the NATO Command Structure (NCS). The commands originally authorised and confirmed by the operational community, hereafter referred as Authorised Sites, to be equipped with NCOP are:
	1.4.2.1. Allied Command Operations (ACO) HQs, including Joint Force Commands (JFCs), Component Commands (CCs) and other subordinate commands, as listed below:
	1.4.2.2. Support sites, including:

	1.4.3. The NCOP system needs to exchange data with COP Information Providers and Information Consumers in various Communities of Interest such as Bi-SC AIS Functional and Core Services and National Systems. To that extent the NCOP system needs to supp...
	1.4.4. The detailed NCOP requirements are being provided in the Annexes:

	1.5. Scope of Work
	1.5.1. This Statement of Work (SOW) describes the Contractor's responsibilities and tasks to satisfy the NATO requirements of the NCOP system.
	1.5.2. The Contractor shall provide all necessary resources in addition of those furnished by the Purchaser (e.g. the collaborative working environment) to include services, personnel, materials, components, equipment, data and documentation needed to...
	1.5.3. Three NCOP deliveries called BL3, BL4 and BL5 shall be developed and delivered approximately every two years. The goal for this approach is to deliver the BMD Functions, delivered by NCOP, when they are most meaningful, based on other systems d...
	1.5.4. Multiple sequences of requirements review, design, development, testing and users demo activities will be conducted to deliver each baselines. Each sequence will be called a sprint which will not last more than two (2) months.
	1.5.5. The BL3 delivery will implement the first portion of BMD Functions assessed as “NEW”, “REWORK” and “MAINTAIN” allocated to Tranche 2025, as specified in the ARS (Ref NN) .
	1.5.6. The BL4 will implement the portion of BMD Functions assessed as “NEW”, “REWORK” and “MAINTAIN” allocated to Tranche 2027, as specified in the ARS and resolve all deficiencies or software faults identified and prioritized during previous BMD pro...
	1.5.7. The BL5 will implement the BMD Functions assessed as “NEW”, “REWORK” and “MAINTAIN” allocated to Tranche 2029, as specified in the ARS and resolve all deficiencies or software faults identified and prioritized during previous BMD programme-led ...
	1.5.8. In parallel, NCOP will be implemented to authorised site through another contract. The Contractor shall support its implementation and, if required, develop patches to fix deficiencies avoiding the use (technical or functional) of the system.
	1.5.9. The Contractor shall:
	1.5.9.1. Design a system based, as practical, upon commercially-available products to meet the NCOP System Requirements Specifications, as per SOW Annex A - SRS.
	1.5.9.2. Organise, manage and report on the contracted work as directed by this Contract.
	1.5.9.3. Plan and execute developments and/or procurements required in order to ensure that the NCOP Product Baseline will at all times meet the Contract requirements.
	1.5.9.4. Plan and execute the required tests to certify the NCOP Product Baseline as meeting its functionality, performance, security and interoperability, as specified in the SRS.
	1.5.9.5. Provide expertise in Purchaser-led validation activities as required.
	1.5.9.6. Provide expertise during the preparation, installation and configuration of the NCOP system in the Purchaser IV&V Environment.
	1.5.9.7. Provide expertise during the BMD validation events (e.g. PVS events).
	1.5.9.8. Fully document the design, operation, and maintenance of the delivered operational and support systems by providing the required manuals, operational procedures, supporting technical data, computer software and drawings required by the Contract.

	1.5.10. The Contractor shall implement all NCOP system requirements stated in Annex A – System Requirements Specification (SRS).
	1.5.11. At the end of each baseline, the Contractor shall hand over the product baseline and all the related documents to a third party which will be responsible for the user trainings and the deployment of NCOP to the operational sites. During the de...
	1.5.12. The Contractor shall perform all activities to deliver In-Service Support to fielded baselines until Final System Acceptance (FSA) is achieved. In-Service Support activities will include resolution of any deficiencies reported by production si...

	1.6. Types of NCOP Sites
	1.6.1. NCOP consists of different types of sites, as described below, to be deployed at NATO sites and Commands.
	1.6.2. ”Datacentre” site: This is the physical location where NCOP is installed. A datacentre provides capacities to many “User” site.
	1.6.3. “User” or “Static” site: All users are connected to services hosted in the datacentres (located in another physical location) through the Wide Area Network (WAN). The capability is able to operate with low bandwidth and high latency connectivit...
	1.6.4. “Deployable” site: The NCOP system is hosted on the DCIS platform and operates with a disadvantaged connection (possibly low bandwidth and high latency connectivity and limited, intermittent or no connectivity) with the static infrastructure. T...

	1.7. Statement of Work Organisation
	1.7.1. This Statement of Work defines the general requirements for services and supplies provided under this Contract:

	1.8. Standards for Interpretation of the Statement of Work
	1.8.1. This SOW invokes a variety of Standard NATO Agreements (STANAGs), Allied Quality Assurance Publications (AQAPs), Military Standards (MIL-STDs) and International Standards. While these are NATO reference documents, there are national and interna...
	1.8.2. Where a national or international standard exists that is not specifically referenced in the STANAGs, AQAPs, or MIL-STDs as being equivalent, the Contractor may propose to utilise such a standard if it can demonstrate to the satisfaction of the...
	1.8.3. The most relevant NATO standards will be available under request and stored under the Collaborative Working Environment.


	SECTION 2:    Applicable Documents
	2.1. Compliance Documents
	2.1.1. NATO
	2.1.2. Non-NATO

	2.2. Other Reference Documents
	2.2.1. NATO

	2.3. Applicability
	2.3.1. The Contractor shall be aware and apply the previously identified normative and informative documents throughout the Contract to all of the processes necessary for the Contractor to fulfil the contractual requirements.


	SECTION 3:    Management
	3.1. Introduction
	3.1.1. This section outlines the Project Management Task Area for the NCOP Contract.
	3.1.2. The goal of the Contractor’s project management shall be to guide the project through a controlled, well managed, visible set of activities to achieve the desired results and, wherever possible, to eliminate problems and to ensure that those pr...

	3.2. Project Management Methodology
	3.2.1. The Contractor shall apply the PRINCE2 project management methodology to the planning, delivery and control of services under this Contract. Subject to approval of the Purchaser, the Contractor may propose his own project management methodology.

	3.3. General Requirements
	3.3.1. This section outlines the general requirements for the NCOP Contract.
	3.3.2. The requirements of this section shall apply to all the activities issued under this Contract.
	3.3.3. Personnel Security
	3.3.4. Independent Verification and Validation (IV&V)
	3.3.4.1. The main objective of the Independent Verification and Validation (IV&V) activity will be the evaluation of the performance of the NCOP Contractor and the verification and validation of the work being performed under the related effort, in pa...
	3.3.4.2. The Purchaser IV&V Representatives will provide support for the NCOP Project. Purchaser IV&V Representatives will monitor, assess, and report on the NCOP-BMD Contract in order to identify, as early as possible, perceived problem areas.
	3.3.4.3. The Purchaser IV&V Representatives may monitor Contractor activities at Contractor’s facilities or other sites related to the development, testing and implementation of the NCOP system. The Contractor shall fully support such activities and i...
	3.3.4.3.1. The Contractor shall make itself available for answering questions and furnishing information related to the project.

	3.3.4.4. Allow the Purchaser IV&V Representatives to inspect and monitor testing activities, as well as management, technical and quality processes applicable to this project.
	3.3.4.5. The Contractor shall transfer to the Purchaser IV&V Representatives all information deemed necessary to perform the IV&V activities, on his own initiative or on request by the Purchaser IV&V Representatives.
	3.3.4.5.1. Not limitative list of information that the Contractor shall transfer to the Purchaser IV&V Representatives: minutes of Configuration Control Board (CCB) meetings, planning, control and review documents, source code, requirements documents ...


	3.3.5. Purchaser Responsibilities
	3.3.5.1. The Purchaser’s Project Manager (PM) will act as the Purchaser’s representative and will be the primary interface between the Contractor and Purchaser.
	3.3.5.2. The Purchaser’s Project Manager will be supported by specialists in certain areas who may, from time to time, be delegated to act on the Project Manager’s behalf in their area of expertise.
	3.3.5.3. Neither the Project Manager, the integrated project team, nor any other NATO personnel may make changes to the terms and conditions of the Contract but may only provide the Purchaser’s interpretation of technical matters. All changes to the C...
	3.3.5.4. The Purchaser will provide the Contractor with technical descriptions of existing NATO systems as required for the purpose of determining specific interface requirements between the NCOP system and these systems.
	3.3.5.5. The Purchaser will make available to the Contractor the facilities necessary to test and demonstrate compliance with required interfaces to existing NATO systems.
	3.3.5.6. Purchaser Furnished Items
	3.3.5.6.1. The Purchaser will provide NCOP-2 source code for re-use as mandated by this Statement of Work in developing NCOP.  The Contractor will provide the new functions defined in the SRS as well as the existing baseline requirements that are to b...
	3.3.5.6.2. The Purchaser will provide access to sample existing databases and other data export formats to support the development of representative data for purposes of development, testing, and training. The intent is to provide this through remote ...
	3.3.5.6.3. The Purchaser will provide (under the CWE) at PMR the security settings (https://nsap.nr.nato/SecSet/default.aspx) and related testing documentation for servers, workstations, and wide area network connections.

	3.3.5.7. The Contractor shall remotely access the test and integration environments. But on demand, the Purchaser will provide access to test and integration facilities for the NCOP to its premises in The Hague, Netherlands.
	3.3.5.7.1. The facility, currently known as NATO testing environment, shall provide reference operating systems/networks having NATO security settings and also NCOP applicable information objects.
	3.3.5.7.2. At the NATO testing environment, the Purchaser will provide access to those Core Services on which the NCOP system is to depend.

	3.3.5.8. The Purchaser will maintain configuration control for Purchaser-provided prototype software baseline. The Contractor shall identify to the designated Purchaser contact any deficiencies in this baseline it encounters during the course of requi...
	3.3.5.9. The Purchaser will also provide:

	3.3.6. Co-ordination with other NATO Projects
	3.3.6.1. The NATO CIS environment will be under continual development by other NATO projects that are being implemented in parallel with NCOP. The Purchaser will inform the Contractor and provide more detailed information concerning the changes in the...
	3.3.6.2. The Contractor shall advise the Purchaser on the cost, schedule, and performance impacts of such changes on the project. Assessments requiring in-depth analysis will be addressed as separate activities.

	3.3.7. Operational User Involvement
	3.3.7.1. The Contractor shall involve (e.g., through participation in working groups reviews, workshops, Joint Technical Reviews, Formal Reviews, test events) appropriate operational users for input to, review of and testing of the project deliverable...
	3.3.7.2. The operational user is expected to participate in the following activities:
	3.3.7.3. The Contractor shall support the Purchaser in the participation of operational user during workshops or working groups that required them.

	3.3.8. Contract and activities Management
	3.3.8.1. Location of work
	3.3.8.1.1. Unless approved by the Purchaser, the main effort for this Project shall be carried out in the Contractor's premises.
	3.3.8.1.2. Work at Purchaser Sites
	3.3.8.1.2.1 To support extended collaborative efforts due to the failure of the Contractor, the Contractor may request to temporarily locate personnel at the Purchaser’s facilities.
	3.3.8.1.2.2 If the request is approved by the Purchaser, the Contractor shall be responsible for costs associated with working at the Purchaser’s facilities per the Special Provisions of this Contract.
	3.3.8.1.2.3 The Purchaser will provide Contractor personnel working at Purchaser locations as part of activities under this Contract with:



	3.3.9. Purchaser Quality Assurance Representative
	3.3.9.1. As provided under STANAG 4107, the Purchaser may exercise its right to delegate some of the QAR responsibilities to a National Quality Assurance Representative (NQAR).

	3.3.10. Decisions
	3.3.10.1. All decisions taken during the project implementation lifecycle should be tracked per project phase, together with evidence of options analysis when apply. All decisions shall be recorded in the RAID Log.
	3.3.10.2. First decisions should be already available at CAW stage covering design decisions, development decisions, tools and environment covered by the proposal and any possible proposed change before starting the project implementation.
	3.3.10.3. A workflow shall allow for NCI Agency PM agreement with the decisions when proposed decisions are based on NCI Agency SME and stakeholders inputs.
	3.3.10.4. A decision log shall also record design rationale, i.e. information capturing the reasoning of the designer that led to the system as designed, including design options, trade-offs considered, decision made and the justification of those dec...
	3.3.10.5. The decision log shall also record “architectural and implementation rationale”  , i.e. information capturing the reasoning of the developer that led to the system as build, including implementation options, trade-offs considered, decision m...
	3.3.10.6. A decision cannot and shall not overrule or modify:
	3.3.10.7. Any decision in a meeting to change any of the above artefacts shall be formalised by a decision in the RAID Log and through the Change Request process if required.
	3.3.10.8. Purchaser decision to accept contractual deliverables signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the ...


	3.4. Project Management Teams
	3.4.1. Integrated Project Management Team
	3.4.1.1. The IPMT is important to engage and provides the information flow to the user. The actual schedule is coordinated through the IPMT. Feedback and Lessons Learned on a site installation are promulgated through this body. It is also important th...
	3.4.1.2. Upon award of this Contract, the Contractor shall become an advisory member of the NCOP Integrated Project Management Team (IPMT), which also serves as the NCOP Configuration Control Board.
	3.4.1.3. The NCOP IPMT comprises of key stakeholders in NCOP, including representatives of the Users, and serves as the primary mechanism for monitoring project status, resolving issues or conflicts within the project, and advising the Purchaser’s NCO...
	3.4.1.4. The Purchaser’s representative chairs the NCOP Integrated Project Management Team. The other voting members are designated representatives of the Purchaser.  Technical experts within the NCIA and other bodies also serve as advisory members.
	3.4.1.5. The Contractor shall provide its inputs to the IPMT via the NCIA Project Manager.

	3.4.2. Project Board
	3.4.2.1. The NCOP Project Board is formed by the Purchaser according to PRINCE2 principles and serves as the primary mechanism for monitoring project status, resolving issues or conflicts within the project, and advising the Purchaser’s NCOP Project M...
	3.4.2.2. The Purchaser’s Chief C2 Service Line chairs the NCOP Project Board in an “Executive” role.
	3.4.2.3. Depending on the context of the meeting, the Contractor will become a member of the NCOP Project Board as the “Senior Supplier” role. The Contractor shall participate the Project Board Meeting as invited.
	3.4.2.4. Depending on the context of the meeting, the user community is represented by the “Senior User” role.
	3.4.2.5. The other members are designated representatives of the Purchaser.


	3.5. Project Management Office
	3.5.1. The Contractor shall establish and maintain a Project Management Office (PMO) to perform and manage all efforts necessary to discharge all his responsibilities under this Contract.
	3.5.1.1. The Contractor shall also provide all necessary manpower and resources to conduct and support the management and administration of operations in order to meet the objectives of the project, including taking all reasonable steps to ensure cont...

	3.5.2. Project Manager
	3.5.2.1. The Contractor shall designate a Project Manager (PM), who will direct and co-ordinate the activities of the Contractor's project team.
	3.5.2.2. The Project Manager shall be the Contractor's primary contact for the Purchaser's NCOP Project Manager and shall conduct all major project design, test, and status reviews.
	3.5.2.3. The Project Manager shall be prepared at all times to present and discuss the status of Contract activities with the Purchaser’s Project Manager, Contracting Officer, or Technical Lead.
	3.5.2.4. The Project Manager shall assist the Purchaser’s Project Manager in assessing of cost, schedule, and performance trade-offs within the scope of this Contract.
	3.5.2.5. The Project Manager shall serve as point of contact for the IV&V Service Line.
	3.5.2.6. The Project Manager shall demonstrate experience in leading previous projects that have maximized the reuse of NATO software PFI.
	3.5.2.7. The Project Manager shall meet the qualifications of Project Manager as specified in 6.2.1.

	3.5.3. Technical Lead
	3.5.3.1. The Contractor shall designate a Technical Lead for the project.
	3.5.3.2. The Technical Lead shall lead the analysis, design, development, integration, and follow-on enhancement efforts of the Contractor.
	3.5.3.3. The Technical Lead shall demonstrate experience in leading previous projects that have maximized the reuse of NATO software PFI.
	3.5.3.4. The Technical Lead shall meet the qualifications of a Senior Engineer and Senior Systems Engineer as specified in Senior Engineer 6.4.1 and 6.4.4, respectively.

	3.5.4. Test Director
	3.5.4.1. The Contractor shall designate a Test Director for all test activities conducted under this Contract.
	3.5.4.2. The Test Director shall demonstrate experience in participating in previous projects that have maximized the reuse of NATO software PFI.
	3.5.4.3. The Test Director shall meet the qualifications of Senior Test Engineer as specified in 6.4.18.

	3.5.5. Quality Assurance Manager
	3.5.5.1. The Contractor shall designate a qualified individual to serve as the Quality Assurance Manager for activities under this Contract (ref quality management 3.14).
	3.5.5.2. The Quality Assurance Manager shall report to a separate manager within the Contractor's organisation at a level equivalent to or higher than the Project Manager.
	3.5.5.3. The Quality Assurance Manager shall meet the qualifications of Quality Assurance Manager as specified in 6.5.10.
	3.5.5.4. The Contractor should designate Quality Engineers to work under the supervision of the Quality Assurance Manager for all Quality actions to be taken during the lifetime of the project
	3.5.5.5. The term "Contractor QAR" (CQAR) shall apply to any of the Contractor appointed Quality Assurance Representative, nominated by the Contractor organisation. The CQAR shall be the point of contact for interface with and resolution of quality ma...

	3.5.6. Integrated Logistics Support (ILS) Manager
	3.5.6.1. The Contractor shall designate an ILS Manager to perform and/or oversee all ILS related activities as they are defined in Chapter 5 as well as the conformity with the non-functional requirements as they are defined in SRS.


	3.6.    Collaboration Space and Collaborative Working Environment
	3.6.1. The Purchaser will provide a Collaborative Working Environment based on multiple technical environments (Figure 2 – Collaborative Working Environment).
	3.6.2. The Purchaser will provide an unclassified Collaboration Space (based on Microsoft TEAMS) on which the Contractor shall maintain all relevant unclassified NCOP project documentation and datasets. This shall allow the Purchaser, the Contractor, ...
	3.6.3. The Collaboration Space shall identify all relevant classified documents by title, unless a title is itself classified.
	3.6.4. The Collaboration Space shall allow the Purchaser access to the RAID Log, Quality Log, Project Master Schedule, and other datasets and tools required by this SOW.
	3.6.5. The Collaboration Space shall allow the Purchaser access to the finished and in-progress items, including design specifications and documentation.
	3.6.6. The Contractor shall maintain the Collaborative Working Environment (based on Microsoft AZURE) for the development activities of NCOP:
	3.6.7. Collaborative Working Environment shall contain links to the latest baseline of the software during all phases of project.
	3.6.8. The Contractor shall continuously update the CWE with the development artefacts.

	3.7. Risk Action Issue Decision Log (RAID Log)
	3.7.1. As part of the PRINCE2 methodology, the project management will be focused on delivering the product and not the documents. In order to simplify and trace accurately all the elements emerging from the project, the Contractor shall put in place ...
	3.7.2. The RAID Log will categorize and time stamp:
	3.7.3. The required fields for each section will be set and approved at PMR.
	3.7.4. The RAID Log shall be available at any time in the CWE. It can be presented as an excel file or as a SharePoint list from which exports will be operated for contractual purposes.
	3.7.5. The RAID Log shall provide the following data for each entry:

	3.8.    Project Management Plan
	3.8.1. The Contractor shall establish, provide and maintain a Project Management Plan (PMP) which shall describe how the Contractor will implement the totality of the project, including details of the project control that will be applied and how the B...
	3.8.2. The PMP shall identify all major Contractor operating units and any Subcontractors involved in the development of the NCOP system and a description of the portion of the overall effort or deliverable item for which they are responsible.
	3.8.3. The PMP shall cover all aspects of the project implementation, including the Contractor’s project management structure and project control processes, personnel assignments, and external relationships necessary to provide the capability as requi...
	3.8.3.1. The PMP shall describe the team capacity for all phases of the project. Even after the last delivery, the Contractor shall ensure that the sufficient capacity will remain in place to cover the support expected by this project.

	3.8.4. The PMP shall be sufficiently detailed to ensure that the Purchaser is able to assess the Contractor plans with insight into the Contractor’s plans, capabilities, and ability to satisfactorily implement the entire project in conformance with th...
	3.8.5. The PMP shall describe how the various project management processes (quality management, configuration management, risk management, etc.) are integrated, either via a tool set and/or internal project management practices.
	3.8.6. The PMP shall describe how Collaboration Space and Collaborative Working Environment will be used to maintain communication between the Purchaser and the Contractor.
	3.8.7. The PMP shall cover at least the following areas:
	3.8.7.1. Project scope:
	3.8.7.2. Project organization:
	3.8.7.3. Project management processes:
	3.8.7.4. Software Project Management
	3.8.7.5. The PMP shall cover software project management aspects including managerial, technical and supporting process plans in accordance with IEEE Std 16326-2019 and ISO/IEC 12207-2017.
	3.8.7.6. Quality Management
	3.8.7.6.1. The PMP shall describe how Contractor will establish and use quality management programme, as described in 3.14.
	3.8.7.6.2. The PMP shall include as an annex a Quality Plan compliant with AQAP 2105. The QAP shall be updated as required.
	3.8.7.6.3. Quality management programme shall cover, but not be limited to quality assurance of work processes (system/software engineering activities on requirements, design and implementation), internal verification and validation, Joint Technical R...
	3.8.7.6.4. Contractor‘s QA effort shall apply to all services and all products (both management products and specialist products) to be provided by the Contractor under this contract (this includes all hardware and software – COTS as well as developed...
	3.8.7.6.5. The Contractor‘s QA effort shall ensure that procedures are developed, implemented and maintained to adequately control the management and control, analysis, design, development, production, purchasing, installation, inspection, testing, co...
	3.8.7.6.6. The Contractor shall prepare, perform and document SRR, PDR, CDR based on the contractual requirements and tailoring IEEE 15288:2014 requirements and guidance to the specific project needs.
	3.8.7.6.7. The Contractor shall provide report(s) to the Purchaser following the completion of any verification, validation or assurance event, including testing.
	3.8.7.6.8. Quality management programme shall apply both the contractual requirements and the NATO requirements for quality identified by AQAP 2110, AQAP 2210 and AQAP 2310, to provide confidence on the Contractor’s capability to deliver products that...
	3.8.7.6.9. The PMP shall define the major quality checkpoints that will be implemented while executing the project and the quality process to be used at each checkpoint.
	3.8.7.6.10. The PMP shall cite any references used in the quality management, such as methodologies, tools or best practice material.
	3.8.7.6.11. The PMP shall identify the organization and responsibilities of the quality assurance team and its relation to the project team.
	3.8.7.6.12. If sub-contracted quality resources are used, the PMP shall describe the controls and processes in place for monitoring the sub-Contractor's work against agreed timelines and levels of quality.


	3.8.8. The PMP shall include, as an annex, a Configuration Management Plan as described in 3.13.3.
	3.8.9. The approval of the PMP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This approval in no way relieves the Contractor from its responsibilities to meet the requirements state...
	3.8.10. The PMP shall describe the relationship between the PMP and subordinate plans:
	3.8.11. The Contractor shall ensure that the PMP remains current throughout the duration of the Project to reflect the actual state of the Contractor's organisation and efforts, and maintain a current copy on the Collaboration Space.

	3.9.   Project Product Breakdown Structure
	3.9.1. The Contractor shall establish and maintain Project Product Breakdown Structure (PPBS). PBS is a hierarchical list of all the products to be produced during the project where PRINCE2 guidance may be used.
	3.9.2. The Contractor shall establish and maintain product-based planning which shall include a product description of the final product of the project, a Project Product Breakdown Structure (PPBS), Product Descriptions of each product and a Product F...
	3.9.3. The PPBS shall describe the hierarchical structure that breaks down a final product into its constituent sub-products.
	3.9.4. The PPBS shall describe the products to a sufficient level of detail to understand what is needed to build the final product and to clarify and identify all necessary work for the creation of the final product. The PPBS shall be used to identif...
	3.9.5. The Product Description shall be sufficient to understand the purpose and function of the product and the level of quality required of the product.
	3.9.6. The Product Flow Diagram shall show the sequence of delivery of products and identify dependencies between those products, including external products.
	3.9.7. The Contractor shall not change the PPBS without the approval of the Purchaser.

	3.10. Project Work Breakdown Structure
	3.10.1. The Contractor shall establish and maintain a Project Work Breakdown Structure (PWBS).
	3.10.2. The PWBS shall structure the activities to be performed and the relationship between them and the end product.
	3.10.3. The PWBS shall describe the activities to a level that exposes all project risk factors and allows accurate estimate of each work item’s duration, resource requirements, inputs and outputs, and predecessors and successors.
	3.10.4. The PWBS shall include a PWBS Dictionary that identifies for each work item its duration, resource requirements, inputs and outputs, predecessors and successors, assumptions, constraints, dependencies, and requirements for Purchaser support.
	3.10.5. The Contractor shall plan work contained within the lowest-level PWBS components.
	3.10.6. The PWBS shall be used as the primary framework for Contract planning and reporting to the Purchaser.
	3.10.7. The Contractor shall not change the PWBS or PWBS Dictionary, without the approval of the Purchaser.

	3.11. Project Master Schedule
	3.11.1. The Contractor shall establish and maintain a Project Master Schedule (PMS) that contains all Contract events and milestones, including Contract-related Purchaser and IV&V activities and events (e.g., Purchaser reviews, provision of specific P...
	3.11.2. The PMS shall take into accounts the external constraints coming from BMD programme events (e.g. PVS events) and the Implementation Contract delivery (e.g. deployment, Deficiency Report (DR)),
	3.11.3. The PMS shall depict the sequence, duration, and relationship among task orders, activities and work items.
	3.11.4. The PMS shall identify the start and finish dates, and duration.
	3.11.5. The PMS shall be provided in a format fully compatible with the latest commercial version of the MS Project or other Project Management Software as proposed by the Contractor and authorised by the Purchaser. The PMS shall be made available on ...
	3.11.6. The initial version of the PMS shall, upon Purchaser Acceptance, be placed under the NCOP Configuration Control Board (CCB).
	3.11.6.1. Thereafter, the Contractor shall maintain the baseline version of the PMS on the Collaboration Space.

	3.11.7. The Contractor shall deliver a Performance Measurement Baseline (PMB) to include the Value Items against which the scope implementation can be planned and measured. The PMB represents what is planned to be accomplished by the contractor at any...

	3.12. Risk Management
	3.12.1. The Contractor shall establish a risk management program in accordance with ISO 31000:2018 and Prince2 and perform risk management throughout the period of performance of this Contract. As part of this, the Contractor shall establish and maint...
	3.12.1.1. The Risk Register will be part of the Risks, Actions, Issues, Decisions (RAID) Log for the project.
	3.12.1.2. In the Risk Register, the Contractor shall identify any management, technical, schedule, cost, quality and product risks.
	3.12.1.3. The Contractor shall rate each risk as High, Medium, or Low, based on its probability of occurrence and its impact on cost, schedule, and quality.
	3.12.1.4. The Contractor shall identify for each risk the measures being taken to mitigate any risk rated as high on any factor and make an assessment of the risk rate in case of implementation of the mitigation measures

	3.12.2. The Contractor shall make the Risk Register available on the Collaboration Space.  The Contractor shall include in the Project Highlight Report a chart that lists all active risks rated high on any factor and note any significant forecasted ch...
	3.12.3. The Contractor shall update and brief the Risk Register at all Project Checkpoint Reviews and Formal Reviews.
	3.12.4. Risk Management Plan
	3.12.4.1. The Contractor shall prepare a Risk Management Plan (RMP) and deliver it together with the PMP.
	3.12.4.2. The RMP shall describe how the risk management will be performed.
	3.12.4.3. The RMP shall be quarterly updated.

	3.12.5. Risk Register
	3.12.5.1. This register is a record of any significant element which are relevant for the project execution.
	3.12.5.2. The Contractor shall establish and maintain a Risk Register within the RAID Log for the project.
	3.12.5.3. The Contractor shall identify management, technical, schedule, and cost risks and record them.
	3.12.5.4. The Contractor shall rate each risk as “High”, “Medium”, or “Low”, based on its probability of occurrence and its impact on cost, schedule (including tranche/phase schedule), scope (including scope within a Tranche or phase), and quality.
	3.12.5.5. The Contractor shall identify for each risk the measures being taken to mitigate any risk rated as High on any factor and make an assessment of the risk rate in case of implementation of the mitigation measures.
	3.12.5.6. The Contractor shall provide the initial baseline version of the RAID Log at the PMR and maintain it throughout the period of the Contract.
	3.12.5.7. The Contractor shall make the RAID Log available on the Collaboration Space.


	3.13. Configuration Management
	3.13.1. General
	3.13.1.1. The CCB baselines and recommends any changes to the Functional, Allocated, Developmental, and Product Baseline.
	3.13.1.1.1. The Contractor shall serve as an advisory member of this board.

	3.13.1.2. The Contractor shall implement a Configuration Management (CM) program consistent with ACMP-2100 and the additional guidelines from ACMP standards within STANAG 4427.
	3.13.1.2.1. The Contractor shall ensure that an effective CM organisation is established and maintained to implement the CM program and manage the CM functions (configuration identification and documentation, configuration control, configuration statu...
	3.13.1.2.2. The Contractor shall be responsible for the application of all necessary CM procedures throughout the duration of the Contract.

	3.13.1.3. The Contractor shall maintain a version control system as part of its CM program.
	3.13.1.3.1. This version control system shall allow for the unique identification of all changes to the deliverables including documents, no matter how minor the change.

	3.13.1.4. The Contractor shall create and maintain 4 (four) configurational baselines for each NCOP release baseline (ref L), as follows:
	3.13.1.5. The Contractor's developed baselines shall be encapsulated and maintained by the Contractor in a database established by the Contractor as specified under Configuration Management Tools.

	3.13.2. Baselines
	3.13.2.1. Functional Baseline. The Functional baseline shall be derived from the NCOP SRS and shall be established at the successful completion of the SRR with the approved updated SRS.
	3.13.2.2. Allocated Baseline. The Allocated Baseline for NCOP shall be established after successful completion of the PDR and shall be finally approved at CDR.  The Contractor shall include the NCOP System Design Specification (SDS) (including the Req...
	3.13.2.3. Product Baseline. The Product Baseline shall be established after successful completion of the CDR.  It shall contain all delivered CSCI and documentation that comprise the NCOP system and any subsequent releases. It reflects the “as-built” ...
	3.13.2.3.1. Since Incremental Development with Multiple Deliveries Approach is used, the Contractor shall establish the first PBL for the NCOP first released product, and the second PBL for the NCOP second release combining the first release functiona...
	3.13.2.3.2. The Contractor shall include in the Product Baseline release package the following elements, as a minimum:

	3.13.2.4. Service Baseline. The Service Baseline (SBL) is the “approved” product configuration identification (documentation) for all delivered CSCI and other documentation that comprise any subsequent releases.
	3.13.2.5. Since Incremental Development with Multiple Deliveries Approach is used, the Contractor shall establish the first SBL for the NCOP first released product, and the second SBL for the NCOP second release combining the first release functionali...
	3.13.2.6. The third and final SBL shall be established after successful completion of Validation Process and approved at the FSA.

	3.13.3. Configuration Management Plan (CMP)
	3.13.3.1. The Contractor shall describe their configuration management concept and methodology in a Configuration Management Plan (CMP). The Contractor shall align the CMP with the Sprint/Agile methodology in place.
	3.13.3.2. As a minimum, the Contractor’s CMP shall describe:
	3.13.3.3. The Contractor shall define Configuration Management organization and procedures in place to implement the CM program, manage the CM functions and the role of the CCB.
	3.13.3.4. The Configuration Management Plan shall describe relation between the CM system at the Contractor’s site and the CM system to be deployed at the Purchaser’s site.
	3.13.3.5. The Configuration Management Plan shall describe how the Configuration Management data will be handed-over to the Purchaser to be further supported as described in Section 5.

	3.13.4. Configuration Item Identification and Documentation
	3.13.4.1. The Contractor shall establish, document and maintain a configuration identification system in accordance with ACMP-2100 and the additional guidelines from ACMP standards within STANAG 4427.
	3.13.4.2. The Contractor shall support maintenance of following types of configuration items:
	3.13.4.3. The Contractor shall use configuration identification to divide the system into configuration items (CI) for ease of management. The Contractor shall explain the criteria and the rationale used in the identification process, based on the cri...
	3.13.4.4. The CIs shall be chosen in accordance with ACMP-2100 and the additional guidelines from ACMP standards within STANAG 4427 and in a way to assure visibility throughout the development effort and easy support to the operational system after ac...
	3.13.4.5. Every CI and its associated documentation shall have a unique identifier and name.
	3.13.4.6. The SW versioning numbering scheme shall be compliant with the NCIA document SMD TI Version numbering 2-04.
	3.13.4.7. Each commercial/government/NATO/modified-off-the-shelf (OTS), adapted, and developed software application or module shall be designated as a CI.
	3.13.4.8. Each complete hardware element shall be designated as a CI, if applicable.
	3.13.4.9. The CI identification system shall provide the ability to easily trace higher and subordinate CIs.
	3.13.4.10. The CI structure shall be a tree structure with NCOP being the top level CI and shall show the relationships between the lower level CIs. The Purchaser reserves the right to modify the CI structure prior to its baselining.
	3.13.4.11. The Contractor shall populate and maintain a CMDB tool with the identified CIs (documentation and software) and configuration baselines.
	3.13.4.12. Each physical deliverable shall be marked with the Contract number, its associated CI identifier, name, version number, release date, and media copy number.

	3.13.5. Configuration Control
	3.13.5.1. The Contractor shall be responsible for issuing in a timely manner, as required by this SoW, all approved changes and revisions to the functional, allocated and product baseline documents included in the Contract. This includes changes origi...
	3.13.5.2. Where a change affects more than one document, or affects documents previously approved and delivered, the Contractor shall ensure that the change is properly reflected in all baseline documents affected by that change.
	3.13.5.3. All design changes shall be appropriately reflected in the technical documentation by the issue of appropriate changes or revisions and shall be provided to the Purchaser.

	3.13.6. Change Requests
	3.13.6.1. The Contractor shall establish and maintain a process for identifying, reviewing, approving, and tracking all requests for changes to NCOP baselines in accordance with ACMP-2100 and the additional guidelines from ACMP standards within STANAG...
	3.13.6.2. Change Requests identify proposed changes to the Functional, Allocated or Product Baselines.
	3.13.6.3. Changes to the Contractor's developed baselined CIs shall be processed as either Class I or Class II CRs as required by ACMP-2100 and the additional guidelines from ACMP standards within STANAG 4427 and the change request requirements specif...
	3.13.6.4. The Contractor shall prepare and manage Change Requests as follows:
	3.13.6.5. Any Change Request (CR) shall contain, at a minimum:

	3.13.7. Deficiency Reports
	3.13.7.1. The Contractor shall establish and maintain a process for reporting, tracking, and resolving deficiencies in the Baselines.
	3.13.7.2. Deficiency Reports (DRs) document problems during the design, configuration, implementation, or operation of the NCOP system.
	3.13.7.3. DRs shall be closed when the identified problem is resolved through procedure or other action that does not affect the system baselines, or when a corresponding Change Request is opened to correct the deficiency through a change to a baseline.
	3.13.7.4. If required, the Contractor shall prepare, handle, and submit for Purchaser's approval, RFDs and RFWs as required by ACMP-2100 and the additional guidelines from ACMP standards within STANAG 4427.

	3.13.8. Interface Control Documents
	3.13.8.1. The Contractor shall document all the interfaces between the NCOP system and other systems and applications identified in the SRS (i.e., including application programming interfaces) and consider them as CIs. These interfaces shall be docume...

	3.13.9. Configuration Status Accounting
	3.13.9.1. The Contractor shall maintain a Configuration Status Accounting (CSA) system for all CIs. This system shall be capable of recording and reporting on the status of the configuration baselines and maintaining traceability of all configuration ...
	3.13.9.2. The CSA system shall be maintained and provided as a database, spreadsheet, or version control system that provides the following data for each CI:
	3.13.9.3. The CSA system shall provide the following data for each Change Request (CR):
	3.13.9.4. The CSA system shall provide the following data for each Deficiency Report (DR):
	3.13.9.5. The CSA system shall be maintained in such a manner that it can readily be copied in part or in total.
	3.13.9.6. The CSA system shall provide a complete historical record of all CIs, CRs, and DRs.
	3.13.9.7. The CSA system shall be capable of providing the following reports:
	3.13.9.7.1. At the end of the Contract (FSA), the Contractor shall deliver a set of final CSA reports for each CI in electronic format.


	3.13.10. Configuration Management Tools
	3.13.10.1. Subject to approval of the Purchaser under the Technology Substitution clause, the Contractor shall establish and maintain the baselines referred to above using a version control/configuration management automated tool from the Collaborativ...
	3.13.10.1.1. The version control/configuration management automated tool shall include the capabilities for baselines management, source control versioning, configuration item identification, change request management, deficiency reporting management,...

	3.13.10.2. The Purchaser will provide the Contractor access to the version control/configuration management tool.
	3.13.10.3. The Purchaser will provide the Contractor access to the source code of the baseline via the version control/configuration management tool.
	3.13.10.4. Upon request from the Purchaser, the Contractor shall support functional (FCA) and physical configuration audits (PCA) to demonstrate that the actual status of all CIs matches the authorised state of CIs as registered in the CSA reports, CM...
	3.13.10.5. The Contractor shall document the results of the audits and solve any deficiencies found during the Configuration Management Audits within the agreed timeframe and update the baseline accordingly.

	3.13.11. Software Version Description
	3.13.11.1. The Contractor shall produce a Software Version Description (SVD) for each Baseline and for each new release thereafter.
	3.13.11.2. The SVD shall list by identifying numbers, titles, abbreviations, dates, version numbers, and release numbers, as applicable, all physical media (for example, listings, disks) and associated documentation that make up the software version b...
	3.13.11.3. The SVD shall include applicable security and privacy considerations for the release.

	3.13.12. The SVD shall contain a list of all changes incorporated into the software version since the previous version.
	3.13.12.1. The SVD shall identify any possible problems or known errors with the software version at the time of release, any steps being taken to resolve the problems or errors, and instructions (either directly or by reference) for recognizing, avoi...


	3.14. Quality Management
	3.14.1. General
	3.14.1.1. The Contractor shall establish, execute, and maintain an effective Quality Management (QM) program throughout the Contract lifetime.
	3.14.1.2. The Contractor shall recognise the application of AQAP 2070 in the implementation of this project.
	3.14.1.3. The Contractor shall periodically review the QA programme and audit it for adequacy, compliance and effectiveness.
	3.14.1.4. The Contractor’s QM program shall be based on AQAP-2110, which incorporates by reference ISO 9001 directive, and on NATO AQAP-2210
	3.14.1.5. The QA Plan shall refer to all applicable contract specific procedures, including title and identification, and shall be made available for review by the Purchaser QAR and shall be subject to Purchaser QAR approval.
	3.14.1.6. The Contractor shall provide a Quality Plan for the Purchaser review and approval in accordance with the requirements of AQAP-2105, Edition 2 and the above mentioned AQAPs, and as amended herein. The acceptance of the Quality Plan by the Pur...
	3.14.1.7. The Contractor's Quality Plan shall distinguish between the Quality Assurance process (including product assurance and process assurance) and Quality Control Process and plan, manage and resource both.
	3.14.1.8. The Quality Plan shall include a contract specific description of the organizational structure and identify those responsible for ensuring that the required activities are carried out. The responsibilities and authorities of responsible pers...
	3.14.1.9. The QM program shall ensure that procedures are developed, implemented and maintained to adequately control the design, development, production, testing, configuration management, and support phase of all deliverables. The Contractor shall d...
	3.14.1.10. The Contractor QA Plan shall include the details of the internal quality review and approval process for all the deliverables before released for Purchaser review and approval.
	3.14.1.11. The Contractor shall establish and maintain, as part of the Collaboration Space, a project Quality Log, as specified in PRINCE2 that lists all planned and performed quality checks on Contractor deliverables both for all applicable products ...
	3.14.1.12. The Contractor shall establish and implement a Corrective Action System to ensure prompt detection, documentation and correction of problems and deficiencies (non-conformities). The Contractor shall document the Corrective Action System in ...
	3.14.1.13. The Corrective Action System shall track all reported and recorded problems and deficiencies until their closure and clearance.
	3.14.1.14. The contractor shall demonstrate that all the non-conformities are solved before the product acceptance.
	3.14.1.15. Quality management personnel shall be of sufficient number and have sufficient resources to adequately and effectively monitor and control the QA Programme.
	3.14.1.16. The Purchaser reserves the right to perform Reviews and Quality audits at any of the Contractor (or Sub-Contractor(s)) facilities. If notified by the Purchaser, the Contractor shall cooperate and facilitate such quality audit by providing t...
	3.14.1.17. The Contractor shall make all support tools available for demonstration to the Purchaser QAR or his designated representative, upon request.
	3.14.1.18. The Contractor shall make his quality documented information, and those of his subcontractors, available for evaluation by the QAR/NQAR throughout the duration of the Contract
	3.14.1.19. The Contractor shall perform sprint retrospective meetings at the end of each sprint to give the opportunity to the Contractor’s teams to perform a self-assessment and create improvement plans for the next sprints. A Contractor’s Quality re...
	3.14.1.20. The Contractor shall perform static code analysis during the system development and integration. A Contractor’s Quality representative shall confirm that the static code analysis and source code reviews are timely performed and reported, an...
	3.14.1.21. The Contractor shall be solely responsible for the conformance to requirements, of products provided to the Purchaser. The Contractor SHALL deliver all the Certificate of Conformity (CoC) for products, COTS SW (including firmware) released ...


	3.15. Meetings
	3.15.1. General
	3.15.1.1. Unless otherwise specified, at least one week before all meetings required under this Contract, the Contractor shall send an invitation, including:
	3.15.1.2. The Contractor shall record meeting minutes and post them on the Collaboration Space within 5 working days after the meeting.
	3.15.1.3. The meeting minutes shall include:
	3.15.1.4. The minutes shall not be used as a mechanism to change the terms, conditions or specifications of the Contract, nor as a vehicle to alter the design or configuration of equipment or systems. Such changes shall only be made by agreement, amen...

	3.15.2. Project Checkpoint Reviews
	3.15.2.1. The Contractor shall conduct Project Checkpoint Reviews (PCR) at least once a month throughout the Contract period of performance. By default, the PCRs shall take place in the week after delivery of the PHR. However; the date and time of PCR...
	3.15.2.2. The Contractor shall identify and discuss problems with the Purchaser’s NCOP Project Manager promptly, however, and not delay this until the next PCR.
	3.15.2.3. The PCR shall be conducted in one of the Purchaser’s sites or the Contractor’s site and the location shall be subject to the Purchaser’s Project Manager’s approval. By default, NCIA The Hague shall be considered as the location to conduct PC...
	3.15.2.4. Attendance in person is preferred but video or telephone conferences may be accepted by the Purchaser if meeting agendas are too short to justify travel.
	3.15.2.5. The Contractor shall organize the first PCR no later than one month after the Effective Date of Contract (EDC).
	3.15.2.6. The Contractor shall provide the following documents for the PCR:
	3.15.2.7. Entry Criteria
	3.15.2.8. The Contractor shall include in planning the PCR Entry Criteria given in Table 3-13 - PCR Entry Criteria and make them available to the Purchaser at least one (1) weeks prior to the PCR:
	3.15.2.9. Success Criteria
	3.15.2.10. The Purchaser concludes that the PCR Success Criteria accomplished to complete the objectives of the PCR:
	3.15.2.11. The Contractor shall prepare PCR Report and submit it within one (1) week after the completion of PCR.

	3.15.3. Formal Reviews
	3.15.3.1. Formal Reviews mark the milestones and the steps from one Contract Phase into the next. They assess where past work is mature and validated, future work is agreed upon and lessons learned are captured in the Lessons Log and Lessons Report is...
	3.15.3.2. The Purchaser can use the Formal Reviews as break-points at which there will be administrative decision about whether or not continuing the project by executing the next phase. The Purchaser has the right to re-assess if the Contract and the...
	3.15.3.3. A Formal Review will be assessed by the Purchaser using the Success and Fail Criteria. The result of the assessment shall be one of the following:
	3.15.3.4. The result of the Formal Review assessment will be a written document signed by the Purchaser formalising the decisions made, or any other form that is deemed appropriate for the project.
	3.15.3.5. The Contractor shall plan and execute the following Formal Reviews with the Purchaser:
	3.15.3.6. The scope and requirements for Formal Reviews are described in Section 4.
	3.15.3.7. At least two weeks before each Formal Review, the Contractor shall send an invitation to the participants and an organisation paper, including as a minimum the following:

	3.15.4. Other Meetings
	3.15.4.1. Project Kick-Off Meeting
	3.15.4.1.1. The Contractor’s Project Manager or designated representative shall participate in an NCOP project kick-off meeting with the Purchaser’s Project Manager, members of the NCOP Integrated Project Management Team (IPMT) and BMD Programme repre...
	3.15.4.1.2. Contractor’s attendance in person is necessary unless determined by the Purchaser that a video meeting satisfies the requirement.
	3.15.4.1.3. The Contractor shall be at least prepared to present a draft Project Management Plan and review the organisation of the Collaboration Space.

	3.15.4.2. The Contractor shall provide the following documents for the KOM:
	3.15.4.3. Entry Criteria
	3.15.4.4. The Contractor shall include in planning the KOM Entry Criteria given Table 3-18 - KOM Entry Criteria and make them available to the Purchaser at least one (1) weeks prior to the KOM:
	3.15.4.5. Success Criteria
	3.15.4.6. The Purchaser concludes that the KOM Success Criteria accomplished to complete the objectives of the KOM:
	3.15.4.7. The Contractor shall prepare KOM Report and submit it within one (1) week after the completion of KOM.
	3.15.4.8. KOM shall occur not later than two (2) weeks after EDC.
	3.15.4.9. NCOP Integrated Project Management Team/Configuration Control Board Meetings.
	3.15.4.9.1. The Contractor’s Project Manager or designated representative shall participate in NCOP Integrated Project Management Team and CCB meetings as requested by the NCIA Project Manager.
	3.15.4.9.2. For each CCB the Contractor shall provide the status of all active change requests.
	3.15.4.9.3. Attendance in person is preferred but via video or telephone conferences may be accepted by the Purchaser if meeting agendas are too short to justify travel.

	3.15.4.10. Working Group meetings
	3.15.4.10.1. In support of sprint development the Contractor shall establish task-oriented working groups with NATO subject matter experts (SMEs).
	3.15.4.10.2. The Contractor shall organise Working Group meetings to conduct reviews with NATO subject matter experts as specified in chapter 4.3.12.
	3.15.4.10.3. The technical reviews supporting Working Groups shall be carried out in the formula of the Joint Technical Reviews and Working Group Reviews.

	3.15.4.11. Additional meetings
	3.15.4.11.1. The Contractor shall identify to the Purchaser’s Project Manager any other meetings with NATO personnel required to support this Contract.
	3.15.4.11.2. Upon approval by the Purchaser’s Project Manager, the Contractor shall schedule and conduct such meetings, which shall be mentioned in that month's Project Highlight Report.



	3.16. Project Highlight Report
	3.16.1. The Contractor shall provide, no later than the third business day of each month, a Project Highlight Report (PHR). This report shall summarise activities, including:
	3.16.2. The Contractor shall maintain an archive of Project Highlight Reports on the Collaboration Space.

	3.17. Project Management Review
	3.17.1. The Contractor shall execute Project Management Review at the beginning of BL3.
	3.17.1.1.  The purpose of the PMR is to review the scope and approve the plan for Contractor activities provided within this Contract.
	3.17.1.2. The PMR meeting shall be hosted by the Contractor.
	3.17.1.3. The Contractor shall provide the following documents for the PMR:
	3.17.1.4. Entry Criteria
	3.17.1.5. The Contractor shall include in planning the PMR Entry Criteria given Table 3-22 - PMR Entry Criteria and make them available to the Purchaser at least one (1) month prior to the PMR:
	3.17.1.6. Success Criteria
	3.17.1.7. The Purchaser concludes that the PMR Success Criteria accomplished to complete the objectives of the PMR:
	3.17.1.8. The Contractor shall prepare PMR Report and submit it within one (1) week after the completion of PMR.
	3.17.1.9. PMR shall occur not later than one (1) month after EDC.


	3.18. Project Status Assessments
	3.18.1. The project will be continuously assessed by the Purchaser through a series of control points. These control points are certain events like Milestones in addition to monthly Project Checkpoint Reviews.
	3.18.2. Milestones
	3.18.2.1. Milestones are the certain events that are held at the end of each development phase to provide visibility to system-wide issues, synchronise the management and engineering perspectives and verify that the goals of the phases have been achie...
	3.18.2.2. Build Process Milestones such as SRR, SDR, and FAT focus the detailed content for a defined scope.
	3.18.2.3. The Contractor shall clearly identify in the Project Master Schedule all Milestones identified in this SOW.

	3.18.3. Checkpoints
	3.18.3.1. Checkpoints are the selected Milestones or events in the Project Master Schedule used to ensure that the project status is on agreed track. They have clear expectations and tangible results.
	3.18.3.2. The Contractor shall clearly identify the Checkpoints and the associated Milestones stated in this SOW in the Project Master Schedule.

	3.18.4. Checkpoint Assessment
	3.18.4.1. The project will be assessed at each Checkpoint by the Purchaser based on the associated Milestones.
	3.18.4.2. “Status Indicators” as traffic lights, Red-Amber-Green colours, will be used to visually indicate the status of the associated Milestones at the time of assessment. A Status Indicator will be assigned to each Milestone according to the amoun...
	3.18.4.3. The Purchaser will decide which Status Indicator will be assigned to the Milestones at the time of the Checkpoint assessment.
	3.18.4.4. A Checkpoint will be assessed by the Purchaser. The result of the assessment shall be one of the following:
	3.18.4.5. A Checkpoint Assessment may also include warnings to the Contractor, describing the risk areas and subjects to be improved. Warnings can be issued by the Purchaser within a Formal Notification (see Paragraph 3.18.6).
	3.18.4.6. Checkpoint Assessments will be in the form of a review meeting of the Purchaser and the Contractor. The first PCR after the associated Milestone can be used for Checkpoint Assessment.

	3.18.5. Contract Phases
	3.18.5.1. The Contract Schedule is divided into logical phases called “Contract Phases” in order to assess the performance of the Contract.
	3.18.5.2. The Purchaser will commit the Contract phase by phase (not as a whole). As such, each Contract Phase is bound to certain Milestones, a Checkpoint and a payment plan.

	3.18.6. Formal Notification
	3.18.6.1. The Purchaser may inform the Contractor about certain subjects which are deemed to be not compliant to the contractual requirements and cannot be acceptable. Continuous delays, inefficient plans, unacceptable quality of services, inappropria...
	3.18.6.2. A Formal Notification may include one or more warnings to the Contractor, which may have indication levels as “Minor”, “Medium” or “Major”.
	3.18.6.3. The Purchaser may use the “Formal Notification” to inform the Contractor in writing about the unacceptable conditions of the Contract based on the status assessment of Formal Reviews.
	3.18.6.4. Formal Notifications may have impact on the decision taken by the Purchaser at Formal Reviews.


	3.19. Contract Close-out
	3.19.1. Planned Closure
	3.19.1.1. Planned Contract Close-out occurs after all products and services provided by the Contractor have been accepted by the Purchaser.
	3.19.1.2. The Contractor shall finalise all plans such as PMP, and its annexes CMP and QP, and all records such as RAID Log and Lessons Log.
	3.19.1.3. The Contractor shall apply the project closure practices as defined in PRINCE2.
	3.19.1.4. The Contractor shall plan a Contract Close-out Meeting (CCM) to review all products and services are delivered, and all activities are successfully completed.
	3.19.1.5. Contract Close-out Meeting (CCM) and its report shall mark the End of Contract.

	3.19.2. Premature Closure
	3.19.2.1. Premature Close-out occurs when the Purchaser determines it is in the NATO’s best interest to close the Contract at an earlier phase than the FSA. It does not mean that the work in progress is simply abandoned, but that the project salvages ...
	3.19.2.2. Upon the decision on premature close-out, the Contractor shall:


	3.20. Other Project Management Work
	3.20.1. Other work that the Contractor shall perform as specified under appropriate sections under the Project Management Task Area includes:
	3.20.1.1. Project and security risk analysis.
	3.20.1.2. Presentations to Purchaser meetings or conferences.
	3.20.1.3. Preparation of project information materials such as brochures, white papers, posters and a video presentation.



	SECTION 4:    Technical
	4.1. General
	4.1.1. This section outlines the Technical Task Area of the NCOP Contract.
	4.1.2. The Contractor shall design, develop, integrate, test, and deliver the NCOP system. Furthermore, the Contractor shall provide engineering and support for the NCOP system.
	4.1.3. The Contractor shall develop the System Design Specification (SDS) based on an analysis and a fine-tuning of the Purchaser's functional and non-functional requirements provided in the SRS; adapt and integrate the components to establish the NCO...
	4.1.4. The Contractor shall provide continuing engineering for the NCOP system, which shall include analysing the cost and performance impacts on the NCOP Product Baseline of changes in OTS components or system requirements, integrating approved chang...
	4.1.5. The NCOP system shall be made available to its users as a web-based application running on the existing NATO UNCLASSIFIED, NATO S*CRET Wide Area Network and MISSION S*CRET Wide Area Network (NSWAN/MSWAN).
	4.1.6. NCOP shall consist of a combination of custom-developed, off-the-shelf (whether commercially available or developed for other customers), and potentially, adaptations of Purchaser-provided prototypes and systems.
	4.1.7. NCOP shall be built following a Component-Based Framework approach (CBF) for reusability of components and a Service Oriented Architecture (SOA) to provide for flexibility, scalability and agility, to minimise the impacts of future modification...
	4.1.8. The Contractor shall be responsible for the overall design, development, integration, and system engineering of the NCOP system throughout all increments delivered under this Contract.
	4.1.9. The Contractor shall support the BMD PVS for the verification and validation of BMD capability at the System of System level. The purpose of the BMD PVS is to assess the BMD capability by means of System of System testing and integration, archi...
	4.1.10. The BMD capability is comprised of multiple systems, including NCOP, to deliver Battle Management, Command, Control, Communication, and Intelligence (BMC3I) as described in Figure 3. The purple coloured component in the diagram identifies the ...
	4.1.11. The Contractor shall use quality engineering indicators to aid in managing his development process and communicating the quality achieved to Purchase.

	4.2. Baseline Delivery Cycle
	4.2.1. In support of the BMD Mission’s overall objectives, the tranche concept aims at formalising regular incremental development of the BMD operational capability.  Every 24 months, when a new tranche is completed and released, the BMD operational c...
	4.2.2. During and after development, test and acceptance of a Baseline is complete, BMD PVS test activities will commence led by the Purchaser as described in 4.8.12. Training required to support a PVS shall also be provided as needed.  After a Baseli...

	4.3. Sprint Delivery Methodology
	4.3.1. The Contractor shall deliver NCOP using an agile delivery methodology (e.g. SCRUM). The delivery will follow a sprint schedule and each sprint is identified as a System Engineering Sprint.
	4.3.2. Each of the consecutive System Engineering Sprint shall implement a new scope of requirements, and consolidate it with implementation of the requirements from the previous sprint, as agreed with the Purchaser.
	4.3.3. As a good practice, each System Engineering Sprint has to be kept short and time-boxed. That will ensure the Contractor implementing the full scope of the sprint with more control and increasing the lessons learn for the next sprint. A sprint d...
	4.3.4. A System Engineering Sprint shall include part of each stage: Requirements Analysis, System Design, and System Development, Testing & Integration.
	4.3.4.1. Within each stage part, the Contractor shall produce a revised version (draft or final) of the deliverables from the stage.
	4.3.4.2. The Contractor shall use the Change Management Process take into account the outcome of a System Engineering Sprint to revise deliverables as inputs for the next System Engineering Sprint.
	4.3.4.3. The Contractor shall organise and prioritize the requirements to be included in each System Engineering Sprint.
	4.3.4.4. The Contractor shall prepare a working development version of the NCOP software to demonstrate subsets of functionalities.
	4.3.4.5. In a sprint approach, it is common to apply a continuous integration. This approach will require to design the tests prior the sprint starts.
	4.3.4.6. The Contractor shall measure some metrics to value the product delivered:

	4.3.5. As described in the SCRUM methodology, the development team (also called SCRUM team) shall not exceed 10 people and shall be composed of different roles:
	4.3.5.1. The Contractor shall provide the development team.
	4.3.5.2. The Contractor shall provide a Proxy Product Owner which will get delegation from the NCIA Product Owner to daily interact with the DT.
	4.3.5.3. The Contractor shall provide the SCRUM master.

	4.3.6. Each sprint shall be articulated with these four mandatory events/meetings:
	4.3.6.1. The Sprint Planning Meeting (see SDR 4.6.3.4)
	4.3.6.2. Daily SCRUM
	4.3.6.3. Sprint review (see SER 4.3.14)
	4.3.6.4. Sprint Retrospective

	4.3.7. The Contractor should maintain traceability of the SRS requirements allocated to the User Stories.
	4.3.8. At the beginning of each sprint, The Contractor shall allocate the dedicated User Stories based on the requirements priorities (set by the Purchaser) and effort estimates (made by the contractor), the Contractor team workload capacity and the e...
	4.3.8.1. The product backlog is a list of the new features, changes to existing features, bug fixes, infrastructure changes or other activities that a team may deliver in order to achieve a specific outcome. The product backlog is the single authorita...
	4.3.8.2. The sprint backlog is the set of items selected from the product backlog to work on during the upcoming sprint.
	4.3.8.3. The Contractor shall provide dashboards based on the sprint metrics to follow the execution of each sprint.

	4.3.9. At the end of each System Engineering Sprint, the Contractor shall install the development version of the NCOP software to the Purchaser Collaborative Working Environment. If the scope of the sprint doesn’t fit the foreseen scope, the Contracto...
	4.3.10. The development versions of the NCOP software shall be usable by the Purchaser/Users without assistance from the Contractor (to enable feed-back for all review activities).
	4.3.11. Within each System Engineering Sprint, the Contractor shall organise the following types of meetings using the recent version of the developed products relevant to the aim of the meeting:
	4.3.11.1. Sprint Design Review (SDR);
	4.3.11.2. Sprint End Review (SER);
	4.3.11.3. Joint Technical Reviews (JTRs), if required;
	4.3.11.4. Working Group Reviews (WGRs), if required;
	4.3.11.5. Attendance in the Working Group Review and Joint Technical Review is solely at the discretion of the Purchaser and shall not be limited by the Contractor.
	4.3.11.5.1. Remote meeting shall be preferred (as described in 4.3.13) to increase efficiency for the Users community to participate in the Working Group session.
	4.3.11.5.2. The Contractor shall organise a single Working Group Review not to last more than 2 hours for a remote meeting. In the case where the agenda requires more time, several sessions shall be organised in accordance with the Purchaser.
	4.3.11.5.3. The Contractor shall seek approval from the Purchaser to decide in which Working Group should be discussed a subject (activity or deliverable) in the event where the subject may belong to different groups.
	4.3.11.5.4. In the case where a subject is not within the scope of a Working Group, the Contractor shall seek approval from the Purchaser to decide in which Working Group the subject will be further refined.

	4.3.11.6. The Contractor shall capture and manage all issues raised and JTRs, WGRs in the project RAID Log with a category corresponding to the Working Group handling the issue.

	4.3.12. Working Groups
	4.3.12.1. The Purchaser will establish the membership and be responsible for the overall leadership of the Working Groups.  Involvement by Users and Operational Stakeholders is key to the successful implementation of the project.
	4.3.12.2. The Contractor shall organise activities involving the Purchaser and the Users (excluding the Contractor internal engineering activities and Formal Reviews with the Purchaser) under a Working Group structure.
	4.3.12.3. The Contractor shall support the following Working Groups defined within the NCOP project:
	4.3.12.4. Architecture Working Group (AWG)
	4.3.12.4.1. The AWG scope is the overall technical Architecture of NCOP. The WG focus is the architectural-driving requirements and the design of NCOP.

	4.3.12.5. End-User Working Group (UWG)
	4.3.12.5.1. The UWG scope is the end-user functional aspects, efficiency aspects, relation to the operational documentation (SOPs and CONOPS/CONUSE) and the Human-centred aspects.

	4.3.12.6. Interoperability Working Group (InWG)
	4.3.12.6.1. The InWG scope is the interoperability aspects, interfaces and information exchanges aspects.

	4.3.12.7. Testing Working Group (TsWG)
	4.3.12.7.1. The TsWG scope is the testing and acceptance aspects of the capability including both functional and non-functional aspects. This also includes any preparation for test data and scenarios.

	4.3.12.8. The Contractor shall insure that each Working Group addresses requirements, planned or on-going activities, issues and deliverables in its respective scope by collaboration between Users, Purchaser and the Contractor.
	4.3.12.9. The Working Groups shall meet under formula of Joint Technical Reviews (JTR) and Working Group Review (WGR).
	4.3.12.9.1. The aim of the JTRs shall be to address issues prior to formal coordination of issues within the current sprint.
	4.3.12.9.2. The aim of the WGRs shall be verification of the deliverables produced during the current sprint and providing recommendation for the next sprint.


	4.3.13. Joint Technical Reviews
	4.3.13.1. The Contractor shall recommend attendance to Joint Technical Reviews for Purchaser approval.  The Contractor shall be responsible for the overall leadership of the Joint Technical Reviews.
	4.3.13.2. The Contractor shall organize and conduct Joint Technical Reviews (JTR) to address and resolve critical technical issues in advance of the Working Group Reviews, supporting sprint development.
	4.3.13.3. The Contractor shall propose the subject and the timing of the JTRs to ensure the most critical technical risks are raised and mitigated as early as possible. The JTRs shall be planned as early as possible but as a minimum 1 week prior to th...
	4.3.13.4. The Contractor shall provide the following documents for the JTR:
	4.3.13.5. Entry Criteria
	4.3.13.5.1. The Contractor shall include in planning the JTR Entry Criteria given in Table 4-2 - JTR Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the JTR:

	4.3.13.6. Success Criteria
	4.3.13.6.1. The Purchaser concludes that the JTR Success Criteria accomplished to complete the objectives of the JTR:

	4.3.13.7. The Contractor shall deliver the list of issues to be reviewed, with an impact assessment, root cause of the issue (evidence) and possible solutions per issue.
	4.3.13.8. Unless agreed by the Purchaser or organised remotely in accordance with 4.3.13.14, all JTRs shall be conducted at a Purchaser facility, either SHAPE, NCIA Brussels, or NCIA The Hague. The specific date and location must be agreed between the...
	4.3.13.9. The Contractor shall provide all relevant resources including personnel, hardware, software, and tools at each review.
	4.3.13.10. The Contractor shall propose the detailed scope of the JTRs executed within System Engineering Sprint. The JTR’s shall be based on deliverables reviewed at SRR, PDR and SDR, following the sprint development framework.
	4.3.13.11. The Contractor shall provide the following items at each review: presentation and discussion of each issue, including relevant technical material, such as requirements references, design specifications, views, user stories, mock-ups, screen...
	4.3.13.12. The Contractor shall deliver the following items within one week after each JTR: meeting minutes, updated issues log, and any resulting proposed change requests.
	4.3.13.13. In addition to these mandatory JTRs, the Contractor may call additional working group meetings, when deemed necessary, to ensure that critical project risks are raised, discussed, and resolved as early as possible throughout the course of t...
	4.3.13.14. The Contractor may organise JTRs using remote meeting technologies (online conferencing tool) over the Internet after approval by the Purchaser.

	4.3.14. Sprint End Reviews
	4.3.14.1. The Contractor shall organize SER at the end of each sprint.
	4.3.14.2. The SER shall aim into recommendation for approval of the deliverables produced during the current System Engineering Sprint. The verification shall be carried out using the scope defined for SRR, PDR and SDR, as planned by the Contractor.
	4.3.14.3. The Contractor shall execute a demo to emphasize the achievements of the current sprint. The audience shall be constituted of NCIA project members and end-users.
	4.3.14.4. The Contractor shall provide the following documents for the SER:
	4.3.14.5. Entry Criteria
	4.3.14.5.1. The Contractor shall include in planning the SER Entry Criteria given in Table 4-5 - SER Entry Criteria and make them available to the Purchaser at least one (1) weeks prior to the SER:

	4.3.14.6. Success Criteria
	4.3.14.6.1. The Purchaser concludes that the SER Success Criteria accomplished to complete the objectives of the SER:

	4.3.14.7. The Contractor shall prepare SER Report and submit it within one (1) week after the completion of SER.
	4.3.14.8. The SER report shall contain:


	4.4. System Development Plan
	4.4.1. The Contractor shall provide and maintain a System Development Plan. The SDP shall describe all necessary activities for planning, managing and controlling the engineering efforts for specifying, designing, developing, testing, and supporting N...
	4.4.2. The SDP shall describe:
	4.4.2.1. Engineering activities and work items defined in the PWBS Dictionary.
	4.4.2.2. The system development strategy including the organisation (by stage), tasks, resources, and methodologies.
	4.4.2.2.1. The system development strategy including the organisation (by stage), tasks,

	4.4.2.3. The technical approach, including the relationship between bespoke (i.e., software specially written to specification) and off-the-shelf products (i.e., existing products that can be integrated with little or no customization).
	4.4.2.4. The engineering processes (e.g., development technologies, development practices, design methodologies, unit testing and system integration procedures, static code analysis,  risks analysis, control and monitoring mechanisms).
	4.4.2.5. The computing system environment including hardware and operating system environment.
	4.4.2.6. The development and test methodologies, standards, tools (including OTS products and programming or scripting languages), engineering environment, equipment, facilities, libraries, interfaces, plug-ins/add-ins, glue code and data.
	4.4.2.7. Change management of the NCOP System Requirements Specification, System Design Specification, and Project Test Plan. Change management shall be described in line with the CMP (3.13.3) and the sprint delivery methodology (described in 4.3).
	4.4.2.8. System development schedule. Schedule shall be developed in line with the sprint delivery methodology (described in 4.2).
	4.4.2.9. Purchaser/User participation. Participation shall be achieved using a working group structure (described in 4.3.12).
	4.4.2.10. Requirements management, to ensure traceability, and alignment with requirements from other NCI Agency projects, and baseline of requirements within the work packages and across increments (described in 4.5.9).
	4.4.2.11. Following annexes:

	4.4.3. Requirements Implementation Schedule (RIS)
	4.4.3.1. The Contractor shall provide a Requirements Implementation Schedule (RIS), which lists groups of NCOP requirements from the Contractual SRS and assigns in which Baseline the requirement will be implemented (Available at Baseline 1, 2, or 3). ...
	4.4.3.2. The Contractor shall provide, in the RIS, the roadmap for any COTS components used in the technical solution. The Roadmap should contain the list of planned updates to the COTS product and the new functionality that will be included in each B...
	4.4.3.3. The Contractor will indicate, in the RIS, what will be implemented in each Build Process based on the proposed concept, technical solution envisioned, availability of COTS components and other relevant factors.
	4.4.3.4. The schedule shall have tabular form with the following columns:
	4.4.3.5. Each requirement shall have at least one Implementation Milestone selected.

	4.4.4. Usability Engineering Plan (UEP)
	4.4.4.1. Usability Engineering Plan (UEP) which defines how the human-centred activities fit into the overall system development process shall be prepared as an annex to the SDP.
	4.4.4.2. The UEP shall identify:


	4.5. Requirements Analysis
	4.5.1. The Contractor shall review the NCOP System Requirements Specification (SRS – Annex A) and all other applicable documents; liaise with NATO subject matter experts as necessary; and prepare its recommendations in terms of proposed changes to the...
	4.5.2. The Contractor shall conduct the Requirement Analysis phase using the sprint delivery methodology (described in 4.2).
	4.5.3. Within agreed System Engineering Sprints the Contractor shall update the Requirements Implementation Schedule annexed to the SDP to reflect the requirements to be implemented with the sprint, as agreed during the System Requirements Review (des...
	4.5.4. The Contractor shall justify any proposed changes to the requirements by the expected system cost, schedule, performance, and supportability impacts.
	4.5.5. The Contractor shall also identify any requirements that are in conflict (e.g., with design constraints).
	4.5.6. The Contractor shall identify requirements initially satisfied by the COTS proposed by the Contractor.
	4.5.7. The Contractor shall ensure compliance with IEEE 12207 (section 6.4.2) for requirements analysis activities.
	4.5.8. Security Risk Assessment (SRA) (not required)
	4.5.8.1. The Contractor shall conduct a Security Risk Assessment (SRA) which identifies all threats, vulnerabilities, and resulting risks to NCOP using the EBIOS or the NATO version of the CRAMM methodology.
	4.5.8.1.1. The SRA shall identify any changes to the SRS required to achieve the desired system accreditation.
	4.5.8.1.2. The Contractor shall provide a report documenting the findings of its SRA.


	4.5.9. Requirements Identification, Elaboration and Validation Support
	4.5.9.1. The Contractor shall provide requirements identification, elaboration and validation support for NCOP as stated in the following:
	4.5.9.2. Requirements Elicitation Techniques: The Contractor shall employ the following techniques to elicit project requirements as applicable:
	4.5.9.3. Requirements Specification
	4.5.9.3.1. The Contractor shall employ the following techniques to refine project requirements:
	4.5.9.3.2. The Contractor shall propose changes to the SRS during the sprint delivery in order to take into account outcomes of the Working Groups Reviews or to mitigate identified issues.
	4.5.9.3.3. The Purchaser will propose changes to the SRS during the sprint delivery to take into account outcomes of the Working Groups Reviews or to mitigate identified issues.
	4.5.9.3.4. The Contractor shall propose a ranking and trade-in mechanism to ensure that proposed changes can be considered by the CCB within the same project scope or an extension.
	4.5.9.3.5. User story
	4.5.9.3.5.1 The Contractor shall write User stories for users or the Purchaser to describe in few lines the functionality of the system being developed.
	4.5.9.3.5.2 The Contractor shall start defining User stories from Epics which are high level user stories, close to individual project goals or high-level business requirements. Those Epics will be decomposed into Features (intermediate level stories ...
	4.5.9.3.5.3 User stories describe what may be built in the software project. The Purchaser will prioritize the delivery of the User stories to indicate which are to be delivered first in accordance with the RIS.
	4.5.9.3.5.4 The User Stories (Epics and Features level) will be initially delivered and reviewed at SRR. During the sprints deliveries and at each SDR, the User Stories of the current sprint will be detailed and broken down as required. The use of goo...
	4.5.9.3.5.5 At TRR, the User Story documentation will be considered completed and ready for acceptance.
	4.5.9.3.5.6 Each User Story must be linked with one or many requirements identified in the SRS. Those dependencies will be used in the development tool to allocate the sprint and follow the remaining work to perform and the quality (test driven).
	4.5.9.3.5.7 During the testing phase with users, the Contractor shall use the user story documentation to verify the software.
	4.5.9.3.5.8 A User Story will be considered done when the Proxy Product Owner (Contractor) and the Product Owner (NCIA) have noticed that the acceptance criteria have been met.


	4.5.9.4. User Interface Specification
	4.5.9.4.1. The Contractor shall prepare User Interface Specification (UIS) to capture the details of the Human Machine Interface (HMI) including Graphical User Interface (GUI) and covering most of the actions that an end user may perform.
	4.5.9.4.2. The Contractor shall ensure that the GUI design is compliant to the NCI Agency Style Guide (Human Machine Interface (HMI) Style Guide for Rich C4ISR Applications edition 2.0, NCI Agency, 30 Jul 30 2018).
	4.5.9.4.3. The UIS shall include the following:
	4.5.9.4.4. The UIS shall include all logical flows illustrated by the user stories, description of displays, windows and dialog boxes, full range of information displayed in GUI elements (e.g. items for a pull-down list).
	4.5.9.4.5. The Contractor shall deliver the first UIS with high-level requirements at PDR, a more detailed versions at CDR-3 & 4 and a final one at CDR-5. The actual details for individual software elements shall be added during related Build Processe...
	4.5.9.4.6. The Contractor shall provide user interface mock-ups supporting the descriptions included in the UIS better understanding and more effective assessment.


	4.5.10. System Requirements Review
	4.5.10.1. System Requirements Review (SRR) is a multi-disciplined review to ensure that the system under review can proceed into initial systems development, and that all system requirements and performance requirements are defined and testable, and a...
	4.5.10.2. The Contractor shall organize and conduct System Requirements Reviews (SRR) to present its proposed changes to the Functional Baseline for the design and integration of the NCOP versions.
	4.5.10.3. The proposed changes to the SRS shall be delivered prior to a SRR.
	4.5.10.4. The System Requirements Specification shall be the Purchaser provided SRS with approved changes and, as required, extended with additional details supporting the approved scope.
	4.5.10.5. The Contractor shall provide the following documents for the SRR:
	4.5.10.6. Entry Criteria
	4.5.10.6.1. The Contractor shall include in planning the SRR Entry Criteria given in Table 4-8 - SRR Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the SRR:

	4.5.10.7. Success Criteria
	4.5.10.7.1. The Purchaser concludes that the SRR Success Criteria accomplished to complete the objectives of the SRR:
	4.5.10.7.2. The Contractor shall prepare SRR Report and submit it within one (1) week after the completion of SRR.

	4.5.10.8. SRR shall be considered completed when the Purchaser and the Contractor have agreed to all necessary changes to the SRS such that the SRS is sufficient to begin or continue with the design and implementation work.
	4.5.10.9. SRR shall be used within the sprint development framework to update the Requirements Implementation Schedule annexed to the SDP to reflect the requirements to be implemented within the current sprint.

	4.5.11. Requirements Change Requests
	4.5.11.1. The Contractor shall identify all proposed changes to System Requirements Specification in the form of one or more Change Requests.
	4.5.11.2. The Contractor shall prepare Change Requests following the guidelines of the Contract configuration management requirements as stated in 3.13.9.
	4.5.11.3. The CR impact description shall include a statement of compliance with the authorised scope of the project and any trade-offs that shall be considered.
	4.5.11.4. Provided approval of the Purchaser’s Contracting Authority, the Contractor shall update the baseline SRS to reflect the decision of the CCB on these Change Requests.
	4.5.11.5. The Contractor shall use this updated and approved SRS as the basis for the NCOP system design and subsequent design changes.


	4.6. System Design
	4.6.1. The Contractor shall perform system design activities in compliance with the processes defined in IEEE 12207.
	4.6.2. The Contractor shall conduct the System Design phase using the sprint delivery methodology (described in 4.2).
	4.6.3. Design Reviews
	4.6.3.1. For each baseline, prior to the first sprint, the Contractor shall organize and conduct a Preliminary Design Review (PDR) to present its design of the NCOP system for the current baseline
	4.6.3.2. At the beginning of each sprint, the Contractor shall organize and conduct a Sprint Design Review (SDR) to present its design of the NCOP system and any subsequent maintenance and major releases.
	4.6.3.3. For each baseline, the Contractor organize and conduct a Critical Design Review (CDR) to formally validate the design of the current tranche. The CDR will be planned when all the evidences of a mature design will be demonstrated.
	4.6.3.4. Sprint Design Reviews
	4.6.3.4.1. The Contractor shall conduct the Sprint Design Reviews (SDR) to present its detailed design of the NCOP system for the next sprint. The SDR shall be considered completed when the Purchaser agrees to the sufficient SDS (constituting the Deve...
	4.6.3.4.2. The Contractor shall conduct a SDR for each sprint of a baseline. It will be focused on the requirements of the current sprint.
	4.6.3.4.3. The Contractor shall provide the following documents for the SDR:
	4.6.3.4.4. Entry Criteria
	4.6.3.4.4.1 The Contractor shall include in planning the SDR Entry Criteria given in Table 4-16 and make them available to the Purchaser at least one (1) weeks prior to the SDR:

	4.6.3.4.5. Success Criteria
	4.6.3.4.5.1 The Purchaser concludes that the SDR Success Criteria accomplished to complete the objectives of the SDR:

	4.6.3.4.6. The Contractor shall prepare SDR Report and submit it within one (1) week after the completion of SDR.
	4.6.3.4.7. As required, the Contractor shall organise subsequent design reviews and shall deliver updated design documents as minor revisions within the sprint development framework that replaces earlier versions of the documents the Functional Baseli...
	4.6.3.4.8. Unless otherwise directed in an appropriate section, the Contractor shall include the following areas in its design reviews:

	4.6.3.5. Preliminary Design Reviews
	4.6.3.5.1. The Contractor shall conduct the Preliminary Design Reviews (PDR) and present its proposed System Design Specification for approval as the Allocated Baseline for the Contractor’s Detailed Design activities. The PDR shall be considered compl...
	4.6.3.5.2. The Contractor shall conduct a PDR for each baseline. It will be focused on the requirements of the current baseline.
	4.6.3.5.3. The Contractor shall provide the following documents for the PDR:
	4.6.3.5.4. Entry Criteria
	4.6.3.5.4.1 The Contractor shall include in planning the PDR Entry Criteria given in Table 4-14 - PDR Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the PDR

	4.6.3.5.5. Success Criteria
	4.6.3.5.5.1 The Purchaser concludes that the PDR Success Criteria accomplished to complete the objectives of the PDR:

	4.6.3.5.6. The Contractor shall prepare PDR Report and submit it within one (1) week after the completion of PDR.

	4.6.3.6. Critical Design Reviews
	4.6.3.6.1. The Contractor shall conduct the Critical Design Reviews (CDR) and shall present its proposed System Design Specification for approval as the Allocated Baseline for the Contractor’s Detailed Design activities. The CDR shall be considered co...
	4.6.3.6.2. The Contractor shall conduct a CDR for each baseline. It will be focused on the requirements and the design changes of the current baseline.
	4.6.3.6.3. The Contractor shall provide the following documents for the CDR:
	4.6.3.6.4. Entry Criteria
	4.6.3.6.4.1 The Contractor shall include in planning the CDR Entry Criteria given in Table 4-17 - CDR Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the CDR

	4.6.3.6.5. Success criteria
	4.6.3.6.5.1 The Purchaser concludes that the CDR Success Criteria accomplished to complete the objectives of the CDR:

	4.6.3.6.6. The Contractor shall prepare CDR Report and submit it within one (1) week after the completion of CDR.
	4.6.3.6.7. As required, the Contractor shall organise subsequent design reviews and shall deliver updated design documents as minor revisions within the sprint development framework that replaces earlier versions of the documents specifying the Functi...


	4.6.4. System Design Specification
	4.6.4.1. The Contractor shall establish, provide, and maintain the NCOP System Design Specification (SDS) based on the approved SRS specifying the Functional Baseline. The Contractor shall provide a system design that maximizes the reuse of NCOP-2 PFI...
	4.6.4.2. The SDS shall describe the NCOP system to a level of detail that is sufficient for the Purchaser to be able to understand how the NCOP system will be implemented, operated, and managed.
	4.6.4.3. The development of the SDS shall be in accordance with the processes defined in sections 6.4.3, 7.1.2, 7.1.3 of IEEE 12207, IEEE 1016 (IEEE Recommended Practice for Software Design Descriptions) and the specifications below.
	4.6.4.4. After having an approved initial SDS (constituting the Allocated Baseline) at the Preliminary design Review (PDR) meeting, the Contractor shall develop the final SDS in accordance with the processes defined in section 7.1.4 through 7.1.7 of I...
	4.6.4.5. The SDS shall identify the proposed Configuration Items and their design, functionality, interfaces, and data structures. For each CI, the SDS shall:
	4.6.4.5.1. Identify the functions and algorithms used by a component.
	4.6.4.5.2. Identify the functional requirements that are realized by a component.
	4.6.4.5.3. Identify any constraints imposed upon it.
	4.6.4.5.4. Identify any off-the-shelf and government furnished equipment (GFE) components necessary to build, deploy, or execute this computer software component.

	4.6.4.6. The SDS shall identify any Interface Control Documents (ICD) and Applications Programming Interfaces (API) required to document and control the interface between the NCOP system and external systems, services, or applications.
	4.6.4.7. The SDS shall identify all necessary customization (by parameterization or new software development) of the off-the-shelf packages that has to be performed.
	4.6.4.8. The SDS shall include the information as required in the architectural views listed in the SRS annex B “NCOP required architecture views and minimum content”, based on the NATO Architectural Framework, Version 4.0 The SDS data model shall be ...
	4.6.4.9. The SDS shall provide both the high-level and detailed design information as an integrated set of model files using structured dataset format containing all the required data and relationships according to the SRS specifications The Contracto...
	4.6.4.9.1. The Contractor shall provide the SDS high level architecture model in the form of an NCOP logical model. The Purchaser will provide guidance on preparing the model.
	4.6.4.9.1.1 The NCOP logical model shall include at minimum the following UML diagram types: Use Case diagram, Class diagram, Object diagram, Activity diagram, Sequence diagram and State Machine diagram.

	4.6.4.9.2. The Contractor shall provide the SDS detailed design information in the form of an NCOP implementation model.
	4.6.4.9.2.1 The NCOP implementation model shall include UML diagram types such as: Activity diagram, Class diagram, Object Diagram, Component diagram, Deployment diagram, Sequence diagram, State Machine diagram and Communication diagram.
	4.6.4.9.2.2 UML class diagrams shall be used to identify and describe the computer software units and their interdependencies.  Class diagrams shall portray attributes (data), methods (functions, interface), and dependency relationships (e.g. inherita...

	4.6.4.9.3. The content and dependencies between both models of the SDS shall be updated and managed by the Contractor during the complete project lifecycle.
	4.6.4.9.4. This design information shall be available using the standard output and viewing capabilities of an architecture tool to be agreed upon with the Purchaser, as well as to compatible web browsers using the web publishing capabilities (Microso...

	4.6.4.10. The SDS shall include the database schema (Logical and Physical Data Models).
	4.6.4.10.1. In addition to document-based versions of the schema, this database schema shall be provided in the native format of the database design tool proposed by the Contractor.  The provided data model with the database design tool shall support ...

	4.6.4.11. The SDS shall provide a detailed list of the OTS components (software) proposed to be supplied as part of the Contract. The product name, manufacturer name, and manufacturer’s part number, date of general availability, last date of support v...
	4.6.4.12. Each software item shall have at least three years of vendor support after final delivery.
	4.6.4.13. Requirements Traceability Matrix (RTM)
	4.6.4.13.1. As an appendix to the SDS, the Contractor shall provide and maintain a Requirements Traceability Matrix that guarantees the two way link between requirements (SRS), technical specifications (user story, SDS section, ICD section and configu...

	4.6.4.14. Interface Control Document (ICD).
	4.6.4.14.1. The Contractor shall produce NCOP Interface Control Document, describing all external NCOP interfaces to be developed or updated within this contract. The ICD shall refer other ICDs where applicable.

	4.6.4.15. The Contractor shall include an updated set of all the above design artefacts as part of the delivered Product Baseline.
	4.6.4.16. Review and acceptance of design documentation provided by the Contractor to the Purchaser shall not imply Purchaser acceptance of the NCOP design. It remains the sole responsibility of the Contractor to prove the design through the regime of...


	4.7. System Development and Integration
	4.7.1. The Contractor shall develop and integrate the components identified in the SDS.
	4.7.2. The Contractor shall perform system development and integration activities in compliance with the processes defined in sections 6.4 of IEEE 12207 and IEEE 1016 (IEEE Recommended Practice for Software Design Descriptions).
	4.7.3. The Contractor shall conduct the System Development and Integration phase using the sprint delivery methodology (described in 4.3).
	4.7.4. For such custom adaptation as identified at SDRs and agreed to as part of the SDS, the Contractor shall adapt, integrate, document, and test software applications and scripts.
	4.7.5. Purchaser Access during Development
	4.7.5.1. The Purchaser, case-by-case by use of the IV&V team, reserves the right to monitor the Contractor's activities, including code inspections, to ensure that sound engineering practices are followed and that the requirements of the SRS are met.
	4.7.5.2. During the process of development, the Contractor shall provide the Purchaser with Internet access to a version of the Developmental Baseline through the application lifecycle management/software development lifecycle (ALM/SDLC) software suit...
	4.7.5.3. The Contractor shall permit Purchaser personnel or designees to inspect the Developmental Baseline.
	4.7.5.4. The Purchaser will notify the Contractor at least three working days before an inspection visit.

	4.7.6. The Purchaser shall retain ownership of the source code for any software developed as foreground knowledge.
	4.7.7. The Contractor shall deliver the source code, including internal and external libraries, and the software development environment required to allow future maintenance by the Purchaser.
	4.7.7.1. The Contractor shall integrate the source code, the requirements, and the links from the requirements to test cases in the test plan, the automated build and the test plan (with the test cases) into the Configuration Management Repository of ...
	4.7.7.2. The Contractor shall deliver all test documentation, test data, and test suites to allow a full or partial retest after maintenance operations by the Purchaser.

	4.7.8. Software Engineering
	4.7.8.1. The Contractor shall apply a formally defined and documented object-oriented engineering methodology. The methodology shall be documented in the System Development Plan.
	4.7.8.2. The Contractor shall use a Component-Based Architecture for developing the NCOP system as it is expected that it will be a combination of custom-developed and off-the-shelf (whether commercially available or developed for other customers).  T...
	4.7.8.3. The Contractor shall develop the NCOP system as a service-oriented architecture.  The Contractor shall identify, document and implement services (primarily as web services) that can be accessed within NCOP and by other authorised systems.
	4.7.8.4. The Contractor shall utilise available Bi-SC AIS Core Enterprise Services which will be provided either as components of the target operating environment or by the development of other NATO systems with which NCOP must co-operate and communic...
	4.7.8.5. The Contractor shall provide integration with available Bi-SC AIS Functional Services which will be provided either as components of the target operating environment or by the development of other NATO systems with which NCOP must co-operate ...

	4.7.9. Subject to approval of the Purchaser under the Technology Substitution clause, the Contractor shall use the latest commercial version of the help authoring tool specified in the SRS to generate on-line help documentation. In addition to the exe...
	4.7.10. The Contractor shall be responsible for integration of the NCOP system. This integration shall include both the integration of the various hardware and software elements that constitute the NCOP system and the integration of the NCOP system wi...
	4.7.11. Upon completion of the Baseline, the Contractor shall provide a candidate version of the Product Baseline to be delivered via the Collaborative Working Environment.
	4.7.12. Development and Integration Environments
	4.7.12.1. The Purchaser will provide the NATO Software Factory (NSF2F ) as PFE. The Contractor shall, unless otherwise agreed with the Purchaser, use the NSF as the platform for all software engineering, implementation work, and testing (including sys...
	4.7.12.2. As the Contractor can only create and maintain engineering artefact at unclassified level on the NSF, the Contractor shall :
	4.7.12.3. The Contractor shall, when feasible, use existing NSF tooling (see footnote 3) for managing the project engineering artefacts. The Contractor may propose additional tooling for managing engineering artefacts using the NSF for Purchaser’s app...
	4.7.12.4. The Contractor shall organize the engineering artefacts in a structured and logical way that will enable the Purchaser to quickly find any artefacts based on context (e.g. work package, increment/ deliverable, etc.) and artefact type.
	4.7.12.5. The Contractor shall provide the software build instruction and all the libraries (internal and external) which must allow the Purchaser to create a product baseline. The software build instruction must cover these functions:
	4.7.12.6. The Purchaser will provide a Validation Environment. On the Purchaser request, the Contractor shall install NCOP on this environment in order to perform any activity of testing, verification or validation.


	4.8. Testing, Verification and Validation (TVV)
	4.8.1. The NCOP TVV follows a standard and established NATO cycle, but has been extended with steps required for BMD Programme Verification Strategy (PVS). As described in Figure 5, the TVV cycle is comprised of five modules: 1) System Test under Cont...
	4.8.2. The NCOP TVV cycle will be executed for each of the three NCOP product baselines.
	4.8.3. Contractor Lead Testing.
	4.8.3.1. The Contractor shall define and develop test programs, plans, and procedures, conduct testing, and evaluate and document results.
	4.8.3.2. The Contractor shall ensure that rigorous testing, including regression testing when required, is performed at every stage of the project lifecycle in order to identify and correct deficiencies as early as possible and minimize impact on cost...
	4.8.3.3. The Contractor shall lead and perform verification and validation by means of the following methods; inspection, analysis, demonstration and/or testing (IADT) during, the engineering testing and demonstration phase and the acceptance test pha...
	4.8.3.4. The Contractor shall conduct testing and verification during all the sprints.  The contractor shall provide evidence to the Purchaser of the results of these testing activities.  The Contractor shall respond to any Purchaser clarification req...
	4.8.3.4.1. The Contractor shall install the candidate version of the Laboratory, IV&V and BMD verification environments.

	4.8.3.5. The Contractor shall perform sequence of testing on the Release Candidate of each NCOP software baseline (BL3, BL, and BL5) in order to verify its quality and receive necessary approvals required to deploy the system in NATO operational envir...
	4.8.3.5.1. The Purchaser reserves the right to develop additional test procedures and conduct independent testing.

	4.8.3.6. The Contractor shall have the overall responsibility for meeting NCOP testing requirements, and shall provide the manpower required to integrate the NCOP system into the Purchaser testing environment and to perform the tests under its respons...
	4.8.3.7. The Contractor shall designate a Test Director and provide an overall Project Test Manager, who will work closely with the Purchaser’s assigned TVV&A lead through the execution of all test verification and validation activities during the sof...
	4.8.3.8. The Contractor shall produce and maintain a Requirements Traceability Matrix (RTM) to track the test, verification, validation and assurance (TVV&A) status of all requirements during both the software engineering phase (engineering testing an...
	4.8.3.9. The contractor shall prepare the test documentation in accordance to the contractual requirements and ISO/IEC/IEEE-29119-3.
	4.8.3.10. The Contractor shall support the Purchaser during the NATO validation phase.
	4.8.3.11. The Purchaser or its designees (e.g., IV&V) will review/approve the Contractor’s test plans and procedures for correctness and completeness, and will monitor and inspect the Contractor’s test activities to ensure compliance.
	4.8.3.12. The Contractor shall ensure that its hardware, software, test equipment, instrumentation, supplies, facilities, and personnel are available and in place to conduct or support each scheduled test.
	4.8.3.13. The Contractor shall provide test data to support developmental, acceptance activities.
	4.8.3.13.1. The test data shall provide the quantities; the varieties of object types, object sizes and attribute values; the exceptional values; and the update frequency appropriate to the type of testing and sufficient to verify that all system requ...
	4.8.3.13.2. For acceptance testing, the test data shall also include, as a minimum, the anticipated operational quantities and sizes of information objects identified in the SRS.

	4.8.3.14. The Contractor shall perform testing to evaluate NCOP system performance and establish benchmarks for future enhancements, including the changes which are made to meet the requirements.
	4.8.3.15. The Contractor shall perform developmental, acceptance, and operational testing for future NCOP enhancements and modifications undertaken as part of this Contract, including the changes which are made to meet the requirements
	4.8.3.16. The Contractor shall support post go-live activities during the Service Operation and Operational Test and Evaluation period.  This will allow for the evaluation of the capability’s operational requirements such as performance and availabili...
	4.8.3.17. All results of all formal test, verification or validation activities performed during a given day shall be recorded in the test management tool. The Contractor shall provide these test results for any given day by the start of the next work...
	4.8.3.18. The Contractor shall only proceed to the next formal test event, after the successful completion of the previous test event and the agreement/approval by the Purchaser.
	4.8.3.19. For each event, the Contractor shall provide log/record of the event, including but not limited to individual test results, deficiencies found, requirement coverage, test execution durations, deviations during execution and sign-off for each...
	4.8.3.20. The Contractor shall produce and maintain the Requirement Traceability Matrix (RTM) which includes all functional, non-functional requirements and SSRS throughout the Contract execution to demonstrate and confirm that the verification and va...
	4.8.3.21. The Contractor shall produce and maintain the Verification Cross Reference Matrix (VCRM) which defines how the requirement will be verified at each of the IVVA phases.  As a minimum, it shall consist of the following items and may be merged ...
	4.8.3.22. The Contractor’s RTM shall be generated automatically from information managed by means of requirements/test management tools.
	4.8.3.23. The Contractor shall provide the Purchaser with updates (via the tools) to the RTM and VCRM daily during the execution of each IVVA event, and following the conclusion of each event. A workflow for updating the RTM and VCRM shall be proposed...
	4.8.3.24. If applicable, the Contractor shall develop and validate any Test Harnesses, simulators and stubs, including all script/code/data/tools required to execute the planned functional and non-functional tests in the Test Environment
	4.8.3.25. The QA organisation shall verify that all tests, including formal and informal, are adequately planned, designed, and executed in accordance to the Contract, the Project Test Plan and the Contractor's QMS.
	4.8.3.26. A Contractor QAR shall be present at all formal test activities.

	4.8.4. Project Test Plan (PTP)
	4.8.4.1. The Contractor shall produce a Project Test Plan that details all test verification, validation and acceptance test activities the Contractor proposes to conduct to meet all the requirements in the SOW, requirements specifications and final d...
	4.8.4.2. The Project Test Plan shall describe how the Contractor intends to meet the following objectives:
	4.8.4.3. The Project Test Plan shall describe the Contractor’s test organisation and its relationship with the Contractor’s Project Management Office, QA functions, the Configuration Management structure and the design and development teams.
	4.8.4.4. The Project Test Plan shall provide a flow diagram that identifies the overall sequence of tests, the location, and Contractor and Purchaser equipment and personnel involved in each test, and the relationship of test events to project milestones
	4.8.4.5. The Project Test Plan shall describe how the Contractor will apply requirements-based testing to ensure that the requirements have been addressed during testing, to determine whether NCOP meets the contractual and end user requirements.
	4.8.4.6. The Project Test Plan shall describe how the Contractor will apply Service-based-testing to ensure that NCOP processes and people can work effectively and efficiently together to deliver NCOP services, according to the contractual requirement...
	4.8.4.7. The Project Test Plan shall describe how the Contractor will apply QBT, including usability and performance testing, through both engineering testing and demonstration phase, to verify the SW product quality model characteristics defined by I...
	4.8.4.8. The Project Test Plan shall identify the test documentation associated with each test, including the scenario, procedures, test data, test results, and test reports.
	4.8.4.9. The Contractor shall prepare the Project Test Plan in keeping with the format,  concepts, test process and test techniques  identified by ISO/IEC/IEEE 29119-1, ISO/IEC/IEEE 29119-2, ISO/IEC/IEEE 29119-3, ISO/IEC/IEEE 29119-4.
	4.8.4.10. The Contractor shall generate one test plan (including test design specification) per event that will detail all the information for that event. The Contractor shall provide and maintain these phase test plans as annexes to the Project Test ...
	4.8.4.11. The Project Test Plan shall identify how deficiencies are tracked through to correction by using a test management tool or deficiencies management tool respectively.
	4.8.4.12. The Project Test Plan shall identify any specialised or long-lead items required for testing.
	4.8.4.13. The Project Test Plan shall identify all NCOP Configuration Items (CIs) that are subject to the test program and shall indicate by which method the items will be evaluated.
	4.8.4.14. The Project Test Plan shall include a description of how the Requirements Traceability Matrix (RTM) shows how test tasks demonstrate that the tested system fulfils specific SRS requirements and implements specific SDS features.
	4.8.4.15. The Project Test Plan shall provide the allocation of test procedure to each test task supporting the tests.

	4.8.5. Test Management Tool
	4.8.5.1. The Contractor shall perform Test Quality Management by introducing a Test Management Tool and Test Automation Tool
	4.8.5.2. The Contractor shall use a common and verified Test Management System in coordination with the Purchaser, and shall provide the outputs of the Test Management System as required.
	4.8.5.3. The Test Management Tool shall:
	4.8.5.3.1. Link requirements in the SRS to test cases, procedures, and results.
	4.8.5.3.2. Support Test Preparation, Test execution, as well as the logging of errors.
	4.8.5.3.3. Support the establishment of version-controlled test baselines associated with the Functional, Development and Product Baselines.
	4.8.5.3.4. Provide all Test Case references to the associated SRS requirement(s).
	4.8.5.3.5. Provide all Test Case references to the associated functional area(s) in the logical model of NCOP SDS.
	4.8.5.3.6. Provide detailed Test Case description, including:
	4.8.5.3.7. Provide overall and individual Test Case dependencies.
	4.8.5.3.8. Provide overall procedures for sequences of tests, such as those for the Factory Acceptance Test.
	4.8.5.3.9. Provide individual and summary test results.
	4.8.5.3.10. Provide a Test Log of all tests run, including:

	4.8.5.4. Support change management, including data on test errors, affected Test Cases, associated deficiency reports, and change history.
	4.8.5.5. The Contractor shall make the contents of the Test Management Tool information (including deficiencies management) accessible on a read-only basis via the Collaborative Working Environment.
	4.8.5.6. The Contractor shall deliver the contents of the Test Management Tool once a month based on Purchaser’s request.

	4.8.6. Test Automation Tool
	4.8.6.1. The Contractor shall make use of automated testing and supporting testing tools (test management, requirement coverage, issue tracking, etc.) to the maximum applicable extent, for all system development, implementation, internal and formal te...
	4.8.6.2. The Contractor shall use a test automation tool which is part of the test management tool to allow automation on repeatable test cases related to performance and stress testing

	4.8.7. Test Procedures
	4.8.7.1. The Contractor shall develop and maintain procedures (or test scripts) for each test task supporting the NCOP tests.
	4.8.7.1.1. The test procedures shall cover the verification events executed on the laboratory environments and the UAT executed on the NATO S*CRET environment (see Figure 5 – Overview of NCOP testing ).

	4.8.7.2. The test procedures shall cover all aspects of the user stories.
	4.8.7.3. The Contractor shall identify any conditions which shall be satisfied prior to application of the test with, if applicable, a block diagram showing the proposed method of meeting the test requirements.
	4.8.7.4. The Contractor shall state for each test the following items:
	4.8.7.5. The Contractor shall include a subset of the Requirements Traceability Matrix (RTM) to show how test tasks are linked to and demonstrate specific SRS requirements. The relationship between the Test Procedure and the Requirement shall be bi-di...
	4.8.7.6. The Contractor shall identify the means of measurement or assessment for each test.
	4.8.7.7. The Contractor shall forward the test procedures for Purchaser review and acceptance at least two weeks prior to test execution.

	4.8.8. Test Reports
	4.8.8.1. The Contractor shall provide test status reports to the Purchaser regarding verification and validation activities during the planning/design and development phases, via the use of a dashboard report within the test management tool set and th...
	4.8.8.2. The Contractor shall record the results for each test called for in the test plan in a test report, using test results sheets incorporated in the relevant test procedure.
	4.8.8.3. Where the Purchaser or his representative has witnessed the testing, the Contractor shall make appropriate annotations on each page of the test results to ensure that the test report is a true record of test activities and results as witnesse...
	4.8.8.4. Any failure to complete a test successfully shall be recorded by the Contractor, logged as a Deficiency Report, and noted in the test report.
	4.8.8.5. An electronic report shall be distributed to the Purchaser for acceptance within two weeks after the completion of the test.
	4.8.8.6. The Contractor shall provide, as a minimum, the following information with test report:

	4.8.9. Test Failures
	4.8.9.1. Classification of Failures
	4.8.9.1.1. Should a failure occur during testing, the Contractor shall submit a failure report (individually identified to ensure traceability) and carry out a preliminary investigation to classify the failure as one of the following:
	4.8.9.1.1.1 Class “A”: there is evidence that the cause was an external or transient condition;
	4.8.9.1.1.2 Class “B”: there is mutual agreement between the Contractor and Purchaser that the cause was an inherent design or manufacturing deficiency in the unit under test;
	4.8.9.1.1.3 Class “C”: When the specific nature of the cause cannot be immediately determined and a more detailed investigation is required before a conclusion can be drawn;


	4.8.9.2. Class "A" Failures
	4.8.9.2.1. In the event that a preliminary investigation results in the classification of a failure as described above, the Contractor shall repeat the test at least three successive times in order to confirm the failure.
	4.8.9.2.2. If the re-test is successful, the Purchaser will close the observation and testing shall be resumed from the point immediately after that where the failure occurred.
	4.8.9.2.3. If the re-test fails, the Contractor shall change the failure category to class "B" or "C", as described above.

	4.8.9.3. Class "B" Failures
	4.8.9.3.1. If a failure is classified as a Class "B" from above, the Contractor shall suspend all testing until the Contractor determines the specific cause of the failure and proposes appropriate remedial action acceptable to the Purchaser.
	4.8.9.3.2. If the Contractor determines that the cause of the failure or the effect of the proposed remedial action will have no influence whatsoever on other areas of scheduled testing, it may propose to the Purchaser to continue testing in the other...
	4.8.9.3.3. The Purchaser shall have the right to require repetition of any or all tests performed in these circumstances after the rectification of the cause of the failure and the subsequent re-tests, to prove they have been successfully completed.
	4.8.9.3.4. The Contractor shall be responsible for all costs related to the rectification of deficiencies or failures and subsequent re-testing caused by the design or production of the deliverables identified during the verification and/or testing cy...
	4.8.9.3.5. The Contractor shall be responsible for any travel, subsistence and other incidental expenses incurred by the Purchaser as a result of the requirement for the re-performance of tests necessitated by test failures.
	4.8.9.3.6. The Contractor shall provide full details describing the cause of the failure and the recommended remedial actions to be taken by the Contractor.
	4.8.9.3.7. After the Contractor has taken remedial action, the test may be resumed at the step during which the deficiency or failure was identified; however, the Purchaser shall have the right to require that re-testing includes all of the tests rela...

	4.8.9.4. Class "C" Failures
	4.8.9.4.1. If a failure is classified as a Class "C" from above, the Contractor shall immediately suspend testing of test case and conduct a detailed investigation into its causes.
	4.8.9.4.2. The Contractor shall report its findings and recommendations on the cause and remedial action required and advise if the failure should be re-classified as either a Class “A” or “B.” The actions previously described relating to these classi...
	4.8.9.4.3. If the Contractor determines that the test failure was due to a component failure and not attributable to a deficiency in design, then the defective component may be replaced and the failure re-classified as a Class "A" failure.

	4.8.9.5. Tracking of Failures
	4.8.9.5.1. If a failure occurs during testing, the Contractor shall record the event and log the subsequent actions taken to resolve the failure

	4.8.9.6. Test deficiency categorization:
	4.8.9.6.1. Should a test failure be a test deficiency, the Contractor shall classify the deficiency according to its severity and its priority, where:
	4.8.9.6.1.1 The severity is the degree of impact that the deficiency has on the development or operation of a component or system. The severity of the failure shall initially be proposed by the tester but shall officially be set in agreement with all ...
	4.8.9.6.1.2 The priority defines the order in which deficiencies SHALL be resolved. The priority of the deficiency shall initially be proposed by the tester but shall officially be set in agreement with all the stakeholders. When agreement cannot be r...

	4.8.9.6.2. According to their severity, deficiencies SHALL be classified as one of the following severity classes:
	4.8.9.6.2.1 Critical: A major deficiency for which a work around does not exist. The deficiency totally prevents the system from performing operational processes and/or causes unrecoverable data loss. Applies to conditions under which one or more comp...
	4.8.9.6.2.2 Major: A significant deficiency that causes severely impaired functions but does not prevent operational processing. Applies to conditions under which one or more components are partially inoperative, but are still usable by the users. A w...
	4.8.9.6.2.3 Minor: A functional deficiency that causes a specific aspect of the system to fail. There is a reasonably satisfactory work around which can be used during normal operations for a limited period of time. The system may be released provided...

	4.8.9.6.3. The Contractor shall ensure, that according to their priority, deficiencies are classified as one of the following in Priority Classes:
	4.8.9.6.3.1 Urgent. The deficiency shall be resolved as soon as possible
	4.8.9.6.3.2 Medium. The deficiency shall be resolved in the normal course of development activities. It can wait until a new build or version is created.
	4.8.9.6.3.3 Low. The deficiency is an irritant which should be repaired, but repair can be deferred until after more serious deficiencies have been fixed.



	4.8.10. Test Waivers
	4.8.10.1. If the Contractor has previously successfully completed qualification testing to national or international standards for assemblies, subassemblies, components or parts, the Contractor may submit documentation that substantiates the particula...
	4.8.10.2. The Purchaser reserves the right to review and approve the test documentation for acceptance and waiver of any test requirement.
	4.8.10.3. The Contractor shall produce the following to justify a test waiver:
	4.8.10.3.1. The nationally or internationally certified test results;
	4.8.10.3.2. The test standards, procedures and methods employed on the testing; and
	4.8.10.3.3. The test environment specifications that show that the previous testing matches the requirements of this Contract.
	4.8.10.3.3.1 The Contractor shall certify that the environment to be implemented is identical to that which was originally tested and certified, or advise the Purchaser of design/construction changes which affect form, fit or function.
	4.8.10.3.3.2 The Purchaser, after review of such changes and their impact, reserves the right to require test and certification of the modified equipment at no cost.


	4.8.10.4. The Contractor shall record and log all waiver requests along with their resolution.

	4.8.11. Tests
	4.8.11.1. Test Readiness Review (TRR)
	4.8.11.1.2. Before scheduling any testing or evaluation phase, the Contactor shall host a Test Readiness Review (TRR) to review preparations and readiness for testing of software configuration items, including adequate version identification of softwa...
	4.8.11.1.3. The Contractor shall provide the following documents for the TRR:
	4.8.11.1.4. Entry Criteria
	4.8.11.1.4.1 The Contractor shall include in planning the TRR Entry Criteria given in Table 4-23 - TRR Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the TRR:
	4.8.11.1.4.2 Documentation that requires formal review for Purchaser acceptance prior to a TRR, shall be provided no less than two (2) week prior to TRR.

	4.8.11.1.5. Success Criteria
	4.8.11.1.5.1 The Purchaser concludes that the TRR Success Criteria accomplished to complete the objectives of the TRR:

	4.8.11.1.6. The Contractor shall prepare TRR Report and submit it within one (1) week after the completion of TRR.
	4.8.11.1.7. The contractor shall conduct a Test Readiness Review (TRR) meeting at least one week prior to the FAT event.
	4.8.11.1.8. The Contractor shall conduct a nimble Test Readiness Review (TRR) prior each of the test events executed after FAT.

	4.8.11.2. Factory Acceptance Test (FAT)
	4.8.11.2.1. The purpose of the Factory Acceptance Test is to demonstrate that the Product Baseline complies with the Functional Baseline and that the off-the-shelf and uniquely developed elements of the NCOP system have been integrated to meet the req...
	4.8.11.2.2. The testing environment for FAT shall reflect the target implementation environment including configuration and NATO – approved security settings. The tests shall cover both functional testing and security testing. Tests shall also cover a...
	4.8.11.2.3. The FAT is conducted by the Contractor and observed by the Purchaser. The Contractor shall allow the Purchaser to perform specific tests after demonstration of that test by the Contractor.
	4.8.11.2.4. The FAT shall be conducted on the basis of tests. These tests shall be developed by the Contractor. The tests shall be based on test data and description of test outcomes developed/produced by the Operational community (the final users) if...
	4.8.11.2.5. The Contractor shall facilitate and support up to five days of ad hoc testing by Purchaser personnel. The Contractor shall support the ad hoc testing and shall provide space and up to five NCOP system-enabled workstations for Purchaser per...
	4.8.11.2.6. The Contractor shall provide the following documents for the FAT:
	4.8.11.2.7. Entry Criteria
	4.8.11.2.7.1 The Contractor shall include in planning the FAT Entry Criteria given in Table 4-26 - FAT Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the FAT:

	4.8.11.2.8. Success Criteria
	4.8.11.2.8.1 The Purchaser concludes that the FAT Success Criteria accomplished to complete the objectives of the FAT:

	4.8.11.2.9. The Contractor shall prepare FAT Report and submit it within one (1) week after the completion of FAT.

	4.8.11.3. Laboratory System Integration Test (L-SIT)
	4.8.11.3.1. The purpose of Laboratory System Integration Testing (L-SIT) is to demonstrate that the Product Baseline complies with the Functional Baseline concerning the integration with the Bi-SC AIS Hardware Baseline and the Bi-SC AIS Core Services ...
	4.8.11.3.2. The purpose of the L-SIT is also to demonstrate the Product Baseline compatibility and that complies with the Interoperability requirements as specified in the SRS. Such as: information exchange and interfaces to other systems, standards a...
	4.8.11.3.3. The purpose of the L-SIT is also to demonstrate on a NCI Agency environment that the Product Baseline complies with all other software product characteristics requirements identified by the SoW, including but not limited to usability, perf...
	4.8.11.3.4. The Contractor shall perform L-SIT by installing the Product Baseline on a Purchaser-specified Reference System or NATO testing environment and performing system integration and interoperability tests, with emphasis on any CIs that have be...
	4.8.11.3.5. The L-SIT shall be conducted on the basis of test. The Contractor shall develop the initial version of the tests. The Purchaser will review, amend and approve the tests prior to execution.
	4.8.11.3.6. The L-SIT shall also include testing of all supporting capabilities, including:
	4.8.11.3.7. L-SIT shall use test data that is realistic in terms of structure, content and size.
	4.8.11.3.8. The Purchaser reserves the right to observe the tests and to have the Contractor perform selected testing tasks on the Reference System to confirm compliance.
	4.8.11.3.9. The Purchaser reserves the right to perform 10 days of ad hoc testing by Purchaser personnel with support from Contractor personnel.  The Contractor shall record and assess for Contract relevance any discrepancies identified during ad hoc ...
	4.8.11.3.10. The Contractor shall provide the following documents for the L-SIT:
	4.8.11.3.11. Entry Criteria
	4.8.11.3.11.1 The Contractor shall include in planning the L-SIT Entry Criteria given in Table 4-29 – L-SIT Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the L-SIT:

	4.8.11.3.12. Success Criteria
	4.8.11.3.12.1 The Purchaser concludes that the L-SIT Success Criteria accomplished to complete the objectives of the L-SIT:
	4.8.11.3.12.2 The Contractor shall prepare L-SIT Report and submit it within one (1) week after the completion of L-SIT.


	4.8.11.4. System Support and Maintenance Acceptance Testing (SSMAT).
	4.8.11.4.1. The purpose of System Support and Maintenance Acceptance Testing is to demonstrate that the Product Baseline complies with the Functional Baseline based on a selection of tests and provides Purchaser support staff with the capability to mo...
	4.8.11.4.2. The Contractor shall perform System Support and Maintenance Acceptance Testing by installing the Product Baseline on a Purchaser-specified Reference System and performing System Test Review, with emphasis on any CIs that have been modified...
	4.8.11.4.3. The Contractor shall perform SSMAT by installing the PBL using the Software Installation Configuration Guide on the NCOP Test System at the Test Facility.
	4.8.11.4.4. Software Installation Configuration Guide
	4.8.11.4.5. Software Installation Configuration Guide (SIG) provides information about all actions to take in order to install and configure the NCOP Operational Software, including COTS components.
	4.8.11.4.5.1 The SIG shall include the following:
	4.8.11.4.5.2 The Contractor shall deliver the SIG at least three (3) weeks prior to the System Support and Maintenance Acceptance Testing (SSMAT).

	4.8.11.4.6. System Support and Maintenance Acceptance Testing (SSMAT) shall also include testing of all supporting capabilities, including data migration capabilities, data migration verification and validation shall include use of test data that is r...
	4.8.11.4.7. The Purchaser reserves the right to observe the tests and to have the Contractor perform selected testing tasks on the Reference System to confirm compliance.
	4.8.11.4.8. The Purchaser reserves the right to perform five days of ad hoc testing by Purchaser personnel with support from Contractor personnel. The Contractor shall record and assess for Contract relevance any discrepancies identified during ad hoc...
	4.8.11.4.9. The Contractor shall provide the following documents for the SSMAT:
	4.8.11.4.10. Entry Criteria
	4.8.11.4.10.1 The Contractor shall include in planning the SSMAT Entry Criteria given in Table 4-32 - SSMAT Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the SSMAT:

	4.8.11.4.11. Success Criteria
	4.8.11.4.11.1 The Purchaser concludes that the SSMAT Success Criteria accomplished to complete the objectives of the SSMAT:

	4.8.11.4.12. The Contractor shall prepare SSMAT Report and submit it within one (1) week after the completion of SSMAT.

	4.8.11.5. Laboratory User Acceptance Testing (L-UAT)
	4.8.11.5.1. The Contractor shall develop and carry out tests of the NCOP system to verify that all SRS and SOW requirements are met and to establish benchmarks for system performance and system reliability, maintainability, and availability. This shal...
	4.8.11.5.2. The L-UAT shall be conducted by representatives of the operational community, with support from the Contractor personnel.
	4.8.11.5.3. The L-UAT shall be conducted on the basis of test scripts. The Contractor shall develop an initial version of the test scripts using test data and description of test outcomes developed/produced by the operational community if available. T...
	4.8.11.5.4. The L-UAT shall also be conducted on the basis of an operational context in addition to the L-UAT Test plan execution, using representative BMD operational data. The Purchaser and the BMD operational community will determine which events w...
	4.8.11.5.5. The Contractor shall provide two in person NCOP training courses per Baseline delivery to the representatives of the operational community in support of the BMD PVS.
	4.8.11.5.6. The Purchaser will observe the L-UAT and the Contractor shall perform selected testing tasks to confirm compliance.
	4.8.11.5.7. The Contractor shall support the L-UAT on a Purchaser-specified Reference System (e.g. NCIA NCOP Reference system).
	4.8.11.5.8. The Purchaser reserves the right to perform five days of ad hoc testing by Purchaser personnel and the Operational Community with support from Contractor personnel.
	4.8.11.5.9. The Contractor shall record and assess for Contract relevance any discrepancies identified during testing.
	4.8.11.5.10. The Contractor shall provide the following documents for the L-UAT:
	4.8.11.5.11. Entry Criteria
	4.8.11.5.11.1 The Contractor shall include in planning the L-UAT Entry Criteria given in Table 4-35 – L-UAT Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the L-UAT:

	4.8.11.5.12. Success Criteria
	4.8.11.5.12.1 The Purchaser concludes that the L-UAT Success Criteria accomplished to complete the objectives of the L-UAT:

	4.8.11.5.13. The Contractor shall prepare L-UAT Report and submit it within one (1) week after the completion of L-UAT.

	4.8.11.6. Regression Test
	4.8.11.6.1. Regression Test (RegT) is a quality control measure to ensure that the newly modified code still complies with its specified requirements and that unmodified code has not been affected by the maintenance activity. The intent of regression ...
	4.8.11.6.2. The Contractor shall plan and execute RegT to uncover new software problems or regressions in the system after changes or bug fixes are applied.
	4.8.11.6.3. The Contractor shall demonstrate in the RegT that the deficiencies found in the previous test events are solved and the rest of the system is not affected.
	4.8.11.6.4. The Contractor shall perform a RegT on the whole system (or some components) if a formal test activity is deemed to be “Conditionally Passed”. The test status shall be changed to “Passed” if the RegT is agreed to be successful.
	4.8.11.6.5. The Contractor shall provide Regression Test Procedure to the Purchaser prior to the test, execute the test, update the Test Log and provide the Regression Test Report (RegT-R) within two (2) weeks after the test.
	4.8.11.6.6. The Contractor’s regression tests shall be conducted using automated test cases in the following areas:
	4.8.11.6.7. The Purchaser will authorise manual tests for some GUI or complex functions.

	4.8.11.7. System Test Review (STR)
	4.8.11.7.1. STR is the last milestones of the testing and verification under the Contractor lead. The Contractor shall demonstrate the product baseline is mature enough to be carried under the NCIA validation.
	4.8.11.7.2. The Contractor shall provide the following documents for the STR:
	4.8.11.7.3. Entry Criteria
	4.8.11.7.3.1 The Contractor shall include in planning the STR Entry Criteria given in Table 4-38 - STR Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the STR:

	4.8.11.7.4. Success Criteria
	4.8.11.7.4.1 The Purchaser concludes that the STR Success Criteria accomplished to complete the objectives of the STR:

	4.8.11.7.5. The Contractor shall prepare STR Report and submit it within one (1) week after the completion of STR
	4.8.11.7.6. The Contractor shall conduct a Test Review Meeting (TRM) no more than one (1) day following a test event, i.e. FAT, L-SIT, L-UAT, SSMAT, and Regression Testing in order to reduce the STR risks. The TRM shall ensure that the event results a...

	4.8.11.8. Independent Verification & Validation
	4.8.11.8.1. The Contractor shall provide support to the Purchaser to conduct Independent Verification and Validation (IV&V) Testing including the Independent Security Testing (IST).
	4.8.11.8.2. The Contractor is responsible for successfully obtaining security accreditations of NCOP Operational Software for both NU and up to NR Domains that:
	4.8.11.8.3. The purpose of Software Accreditation is to demonstrate that NCOP meets its security requirements and can be accredited for use on NATO networks within the NCI Agency jurisdiction.
	4.8.11.8.4. Any software to be used in NATO networks and operational environments is subject to security screening and approval by the NCI Agency. In particular, this software must be included in the NATO Service Baseline as described in the Approved ...
	4.8.11.8.5. The Contractor-provided software shall operate within the environment of NATO Service Baseline (defining software deployed at NATO computers) as listed in the AFPL.
	4.8.11.8.6. The Purchaser will provide the Contractor the images of the latest version of the supported software configuration (Service Baseline) for servers and clients as defined in the AFPL.
	4.8.11.8.7. The Purchaser will provide the Contractor with the licenses for the activation of the COTS software indicated in the software that is covered by Enterprise Agreements the Purchaser has signed, unless otherwise specified (e.g. the Contracto...
	4.8.11.8.8. In case third party software is used, the Contractor shall provide the software warranty and licensing documentation to the Purchaser at least three (3) weeks before the IV&V Security Testing or when otherwise specified to ensure that Secu...
	4.8.11.8.9. The Contractor shall develop and provide system documentation as required by the IV&V and NCI Agency Enterprise CAB in order to support the security penetration test and screening activities (to be conducted using the NCI Agency IV&V testi...
	4.8.11.8.10. The Contractor shall deliver the IV&V test documentation for reviewing at least thirty (30) days prior to the IV&V testing activity. This delivery shall be indicated in the PTP.
	4.8.11.8.11. The Contractor is responsible for providing the necessary documentation to successfully obtaining listing on the necessary AFPL. This includes the provision of the required product documentation and actively supporting the product testing.
	4.8.11.8.12. Two (2) test sessions per baseline for software accreditation are foreseen, whose duration is five (5) working days each. Test session schedule will be planned in advance by the NCI Agency and in coordination with the Purchaser. The Contr...
	4.8.11.8.13. IV&V Test sessions will be repeated until completion with a Pass or Conditional Pass.
	4.8.11.8.14. Upon successful completion of the test, the software product is added to the AFPL and then it can be installed on BMD ITB and a NATO site (or ref sys environment).
	4.8.11.8.15. The NCI Agency will provide the Contractor with a Test Report at the end of each test session, where the reason for failure and remedial actions will be indicated.
	4.8.11.8.16. The Purchaser will perform IV&V Testing in support of the approval process for changes to the operational Bi-SC AIS configuration. The IV&V Testing will be performed at the Purchaser’s IV&V Test Facility, unless mutually agreed by the Con...
	4.8.11.8.17. The Contractor shall support the Purchaser for Initial Planning Conference (IPC) and Final Planning Conference (FPC) prior to the IV&V Testing.
	4.8.11.8.18. The Contractor shall support the installation and configuration of the NCOP system (as delivered in the Product Baseline) in support of IV&V Testing. The Contractor shall install all required elements of the NCOP PBL including Purchaser- ...
	4.8.11.8.19. The Contractor shall provide support to the IV&V Testing activity performed by the Purchaser. The Contractor shall provide on-site support for the testing, including supporting the identification and resolution of issues, performance of t...
	4.8.11.8.20. The Contractor shall support interoperability testing performed between NCOP and external systems/services as defined in SRS. These applications will be defined in correspondence of the Contractor’s submission of the Project Test Plan.
	4.8.11.8.21. The Contractor shall resolve any discrepancies relevant under the Contract and support additional IV&V Testing required to verify these fixes. If the resolution of discrepancies requires changes to the PBL, the Contractor shall deliver a ...
	4.8.11.8.22. The IV&V Testing will be repeated for the three Baselines.
	4.8.11.8.23. The Purchaser reserves the right to perform the user-produced test scenarios during this test.
	4.8.11.8.24. The Contractor shall provide the following documents for the IV&V:
	4.8.11.8.25. Entry Criteria
	4.8.11.8.25.1 The Contractor shall include in planning the IV&V Entry Criteria given in Table 4-41 – IV&V Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the IV&V:

	4.8.11.8.26. Success Criteria
	4.8.11.8.26.1 The Purchaser concludes that the IV&V Success Criteria accomplished to complete the objectives of the IV&V:


	4.8.11.9. Security Tests and Analysis and Reporting
	4.8.11.9.1. The Contractor shall, within the Contractor’s continuous integration build pipeline, set up automated security test that tests security aspects of the implemented software in accordance with the OWASP Testing Guide. The automated security ...
	4.8.11.9.2. The Contractor shall during source code reviews shall also consider security in accordance with the OWASP Code Review Guide.
	4.8.11.9.3. The Contractor shall document all security test and analysis findings in a Security Test Report (SecTR). The Contractor shall document all security test and analysis findings in a Security Test Report (SecTR)
	4.8.11.9.4. Security Test Report (SecTR)
	4.8.11.9.4.1 The SecTR shall record the results of source code analysis of security vulnerabilities, of manual security tests, and of automated security tests.
	4.8.11.9.4.2 The SecTR shall describe any security measures that aim to mitigate security issues identified in the SecTR.


	4.8.11.10. System Acceptance Test (SAT)
	4.8.11.10.1. The Contractor shall perform (under NCI Agency environment) and report potential additional tests to the Purchaser's satisfaction before the Product Baseline can be accepted by the Purchaser for deployment authorization.
	4.8.11.10.2. The Contractor shall provide the following documents for the SAT:
	4.8.11.10.3. Entry Criteria
	4.8.11.10.3.1 The Contractor shall include in planning the SAT Entry Criteria given in Table 4-44 - SAT Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the SAT:

	4.8.11.10.4. Success Criteria
	4.8.11.10.4.1 The Purchaser concludes that the SAT Success Criteria accomplished to complete the objectives of the SAT:

	4.8.11.10.5. The Contractor shall prepare SAT Report and submit it within one (1) week after the completion of SAT.


	4.8.12. Support validation during Programme Verification Strategy (PVS) events
	4.8.12.1. The PVS sets out the strategy for the verification and validation (V&V) of the BMD capability. It also describes subsequent Programme support to user and operational validation and capability acceptance and transition activities, which are l...
	4.8.12.2. For each Tranche the contractor shall support; one Ensemble Test (ET), one Ensemble Test LITE (ET-LITE), Ensemble Operator Test (EOT), surge support for two exercises, one Operational Evaluation in terms of a User’s Acceptance Test (UAT), an...
	4.8.12.3. The Contractor shall provide the support to PVS events up to the estimates provided in table Table 4-46.


	4.9. System Acceptance
	4.9.1. Provisional System Acceptance
	4.9.1.1. Provisional System Acceptance (PSA) occurs when all capabilities and services are provided for the reference system. Rolling-out the system at the authorised sites will be performed prior PSA. This project will include one PSA at the end of B...
	4.9.1.1.1. The Contractor shall map the applicable Operational Acceptance Criteria (OAC) to the SoW and SRS requirements in the Requirement Traceability Matrix Document. The Contractor shall establish the OAC traceability at SRR stage and finally appr...
	4.9.1.1.2. The Contractor shall provide the following documents for the PSA:
	4.9.1.1.3. Entry Criteria
	4.9.1.1.3.1 The Contractor shall include in planning the PSA Entry Criteria given in Table 4-48 - PSA Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the PSA:

	4.9.1.1.4. Success Criteria
	4.9.1.1.4.1 The Purchaser concludes that the PSA Success Criteria accomplished to complete the objectives of the PSA:
	4.9.1.1.4.2 The Contractor shall prepare a PSA Report and submit it within one (1) week after the completion of PSA.



	4.9.2. Final System Acceptance
	4.9.2.1. Final System Acceptance (FSA) occurs when the Purchaser has evaluated the whole system and has determined that it meets the requirements of this Contract including all deliveries and services. This project will include one FSA at the end of BL5.
	4.9.2.1.1. The Contractor shall provide the following documents for the FSA:
	4.9.2.1.2. Entry Criteria
	4.9.2.1.2.1 The Contractor shall include in planning the FSA Entry Criteria given in Table 4-51 - FSA Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the FSA:

	4.9.2.1.3. Success Criteria
	4.9.2.1.3.1 The Purchaser concludes that the FSA Success Criteria accomplished to complete the objectives of the FSA:
	4.9.2.1.3.2 The Contractor shall prepare FSA Report and submit it within one (1) week after the completion of FSA.





	SECTION 5:    INTEGRATED LOGISTICS Support (ILS)
	5.1. General
	5.1.1. This section outlines the supportability requirements of the project. It addresses the Integrated Logistic Support (ILS) elements requirements.
	5.1.2. Requirements for the inclusion of all Contractor's identified activities and milestones are described in SOW.
	5.1.3. The Contractor shall use the [AIA/ASD SX000i, 2016] specification as guidance when establishing and conducting the ILS Process, in accordance with the requirements of the contract.

	5.2. Integrated Logistic Support Plan (ILSP)
	5.2.1. The Contractor shall provide and maintain an Integrated Logistic Support Plan, tailored to the Project Program phases and in accordance with the requirements in this section.
	5.2.2. The Contractor shall detail in the ILS Plan how Integrated Logistic Support will be designed, managed, procured and provided throughout the system lifetime detailing the activities and deliverables required by each subsection under SECTION 5:  ...
	5.2.3. The Contractor’s ILSP shall have an annex dedicated to the transition aspects from NCOP-2 BL2 to NCOP BL3. This shall include the change summary for the operational aspects (functionality changes) and maintenance and system administration aspec...
	5.2.4. The Contractor’s ILSP shall have an In-Service Support annex detailing the support to be provided by the Contractor during implementation (transition) and during operational phase of the NCOP software in accordance with the requirements outline...
	5.2.5. The Contractor’s In-Service Support annex shall provide sufficient details to show compliance with the contractual support requirements; at minimum this annex shall describe the Contractor’s organization, PoCs, support level definitions and res...
	5.2.6. The Contractor's ILSP shall be provided to the Purchaser for review and acceptance, and shall be updated as required throughout the project implementation.
	5.2.7. The acceptance of the ILSP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the requirements ...
	5.2.8. The Contractor shall maintain and update the ILSP with its annexes as required to reflect changes in the Project Baselines, especially between the NCOP BL3, BL4, and BL5.

	5.3. Maintenance and Support Concept
	5.3.1. Definitions
	5.3.1.1. Support Concept
	5.3.1.1.1. The Support concept is the set of activities and processes in charge of managing the various level of maintenance and to escalate the problem to the appropriate level in accordance with the defined responsibilities.
	5.3.1.1.2. It is based on the Incident management process defined in ISO/IEC 20000 and ITIL framework, software supportability concept of ASD S3000L or equivalent.
	5.3.1.1.3. The Service management is divided in three different level of service, which interface each other, in order to activate the proper level of maintenance in accordance with the event happened on the system.
	5.3.1.1.4. First Level Support Process
	5.3.1.1.4.1 The 1st Level Support Process implements the Incident Management process in accordance with the ISO/IEC 20000 and ITIL framework or equivalent;
	5.3.1.1.4.2 As part of the Incident Management, the Service Desk receives the issue from the user, puts it into a standard format (Trouble Ticket (TT)), performs an initial assessment and distributes it to the predefined actors to solve it.

	5.3.1.1.5. Second Level Support Process
	5.3.1.1.5.1 The 2nd Level Support Process implements the Problem Management process in accordance with the ISO/IEC 20000 and ITIL framework or equivalent;
	5.3.1.1.5.2 The Problem Management process receives the TT from the Service Desk and performs the following tasks (not limited to):

	5.3.1.1.6. Third Level Support Process
	5.3.1.1.6.1 The 3rd Level Support Process implements the Deployment and Release Management process in accordance with the ISO/IEC 20000 and ITIL framework or equivalent.
	5.3.1.1.6.2 The Deployment and Release Management process receives the approved Change Request from the 2nd Level Support and performs the following tasks (not limited to):


	5.3.1.2. Maintenance Concept
	5.3.1.2.1. The Maintenance Concept is the set of activities and processes in charge of restoring the system functionality in the shortest time possible.
	5.3.1.2.2. All proactive Maintenance tasks are defined in the Service/Capability and Site specific O&M Manuals (What) and corresponding Procedures (How) and scheduled in the Maintenance Plan.
	5.3.1.2.3. Reactive Maintenance activities are triggered by Incident and Change Requests coming either from the Service Customer via the Customer Support Services or from the OEM/Vendor
	5.3.1.2.4. First Level of Maintenance (SL1)
	5.3.1.2.5. Second Level of Maintenance (SL2)
	5.3.1.2.6. Third Level of Maintenance (SL3)
	5.3.1.2.7. Fourth Level of Maintenance (SL4)


	5.3.2. As an Annex of the ILSP, the Contractor shall develop and maintain the Maintenance and Support Concept that defines the maintenance and support environment, constraints, locations, procedures, artefacts, organisation and personnel skills to mai...
	5.3.3. The Contractor shall design/deliver the system/elements and the Support/Maintenance documentation, training, instructions, and resources (skills, tools/test equipment) in order to allow the Purchaser to fully operate the software, to perform SL...
	5.3.6. The Contractor's Maintenance and Support Concept shall refer to the functional and non-functional Requirements of the system.
	5.3.7. The Contractor's Maintenance and Support Concept shall define the Maintenance and Support tasks at any level of support and at any level of maintenance.
	5.3.8. The Contractor's Maintenance and Support Concept shall define the Delivered Baselines maintenance and support processes and flow amongst the various NATO locations, organisations, groups, and people. This shall include the flow and interfaces b...
	5.3.9. The Support process interface definition shall include the input and output information, its structure, the communication path (POC's), the time constraints for sending and receiving information, and quality criteria to evaluate the integrity o...
	5.3.10. At each Support and Maintenance Level, the Contractor's Support Concept shall describe the support environment, constraints, locations, procedures, artefacts, organisation and personnel.
	5.3.11. The Contractor's procedural description shall include objective(s), triggering event(s), input(s), output(s), task(s), roles and responsibilities (RACI-format), constraints, exceptional case(s), and tool(s) support.
	5.3.12. The Contractor's ILSP shall be based on the established Support Concept, approved by the Purchaser

	5.4. Logistic Support Analysis (LSA) and RAM (Reliability, Availability, Maintainability) Requirements.
	5.4.1. The Contractor shall develop and document a detailed Logistic Support Analysis in accordance with the ASD S3000L Specification.
	5.4.2. The Contractor shall propose to the Purchasers a tailoring of the S3000L Specification, in order to define as a minimum the following elements in accordance with the Maintenance and Support levels defined in Annex A and the Maintenance Concept ...
	5.4.3. The tailoring of the S3000L specification, the minimum dataset and the formats of the data/deliverables shall be agreed no later than the PDR.
	5.4.4. The Contractor shall define and design the Maintenance tasks and resources associated to the new/modified/upgraded equipment in order to allow 95% of the failures to be recovered and operations to be executed at Organizational Level (SL1/2) by ...
	5.4.5. The Contractor shall provide the following data/elements as part of this project, in conformance with the latest applicable Product baseline (PBL, see Section 3.13):
	5.4.6. All LSA and RAM data shall be provided both as raw MS Excel tables and as summary reports (with supporting MS Excel data, calculation methods and applicable standards and handbooks), fully consistent with the LBS and the relevant PBL.
	5.4.7. The Contractor shall develop and maintain the list of all operation tasks, Service Management and Control (SM&C) tasks, administrative tasks, corrective maintenance tasks and preventive maintenance tasks, to be used as a starting point for the ...
	5.4.8. For each identified task, the Contractor’s OMTA shall clearly show the associated software CI, subsystem –system identification (higher level COTS or developed software components), associated maintenance level, responsible/associated role (use...
	5.4.9. The Contractor shall perform and deliver the first issue of Operation and Maintenance Task Analysis before Critical Design Review (CDR) and accepted at CDR for each NCOP baseline; BL3, BL4 and BL5.
	5.4.10. The Contractor's analysis shall contain also the list of procedures needed to configure the platform for mission and/or exercise environment.
	5.4.11. The Contractor's operation tasks shall be identified through analysis of the functional and no functional requirements of the new system taking into account mission scenarios and conditions under which the system will be operated.
	5.4.12. The Contractor's analysis shall examine each system function allocated to personnel and determine what operator tasks are involved in the performance of each system function.
	5.4.13. The Contractor's SM&C tasks shall be identified through analysis of all functions related to customer support and service management and control and analysis shall examine each customer support function and service management and control funct...
	5.4.14. For each task, the Contractor shall determine the properties and physical resources required to execute the task. For that purpose, each task shall be analysed to identify and capture:
	5.4.15. The Contractor's data and results of the Task Analysis shall be used as input to the development of technical publication (all manuals at any level of maintenance) and the development of training material to the maximum extent possible to enab...
	5.4.16. The Operational instructions shall specify the tasks, the processes and the resources required at each Support Level (as per maintenance and support concept defined in Section 5.2) including the interaction/coordination with the Maintenance ac...
	5.4.17. The Contractor shall deliver, together with OMTA, a full and detailed report of PM tasks (including troubleshooting) and relevant durations, periodicities, resources (skills/trades, tools, materials), Safety data/procedures.
	5.4.18. The Contractor shall be responsible, from PSA up to the end of the Warranty period, of the SL3/4 activities and for the provision of remote and onsite technical assistance beyond the scope and capabilities of Organizational Level Maintenance (...
	5.4.19. The Organizational Level maintenance shall be executed on site and shall include Preventative Maintenance, Corrective Maintenance and related troubleshooting activities to be reflected in the training, training material and Operation and Maint...

	5.5. Supply Support
	5.5.1. System Inventory
	5.5.1.1. The Contractor shall provide the Purchaser's ILS POC with a System Inventory in electronic Microsoft Excel format at least 14 (fourteen) calendar days before each delivery of Software (SW).
	5.5.1.2. The Contractor's System Inventory is site-specific (and per CLIN) and shall include, in separate chapters, all items furnished under this Contract, as follows:

	5.5.2. Physical Labelling
	5.5.2.1. All hardware (CD, USB, memory stick, hard drive etc.) that is used to deliver or transfer the software by the Contractor shall be physically labelled with the contract information, CLIN, identification, release date and security classificatio...

	5.5.3. Software Delivery
	5.5.3.1. The Contractor shall provide a detailed Software Distribution List (SWDL), which shall detail comprehensively all CSCIs and associated software, firmware or feature/performance licenses provided under this Contract. The SWDL shall include, th...
	5.5.3.2. The Contractor shall make sure that all licenses are registered with the NCI Agency as end-user.

	5.5.4. Tools and Test Equipment
	5.5.4.1. Tools and Test Equipment fall into two (2) categories:
	5.5.4.2. The Contractor shall deliver a fully detailed and priced Recommended Tools and Test Software List (RTTL), covering the “Standard” Tools and Test Software.
	5.5.4.3. The Contractor shall provide “Special to Type” tools and/or test software if required, in particular on the Reference System and/or on the testing environment.
	5.5.4.4. The Contractor shall provide at CDR + eight (8) working weeks to the Purchaser PM and ILS Officer the following data, in accordance with S2000M Spec., for hardware RTTL and Standard tool list, including (but not limited to):


	5.6. Packaging, Handling, Storage, Transportation (PHST)
	5.6.1. SW shipment
	5.6.1.1. Unless clearly specified otherwise, the Contractor shall be responsible for the shipment (INCOTERMS with DDP) delivery of Installation packages (physical/electronic media) of all SW, firmware and modifications provided under this Contract fro...
	5.6.1.1.1. The Contractor shall be responsible for any insurance covering these shipments.
	5.6.1.1.2. The Contractor shall apply all the necessary supply chain security and information security precautions for such shipments to prevent any tampering with the software or the device the software is being transferred in.


	5.6.2. Customs
	5.6.2.1. The Contractor shall be responsible for customs clearance and/or export licences of all deliveries into their destination countries.
	5.6.2.2. For that, the Contractor shall perform and follow all necessary procedures including the timely request of Customs 302 form from the Purchaser that is used for customs import/export tax exemption.
	5.6.2.3. It is the Contractor’s responsibility to take into account delays at customs. The Contractor shall therefore consider eventual delays and arrange for shipment in time. Under no circumstances can the Purchaser be held responsible for delays in...
	5.6.2.4. If a Country refuses to accept the Custom Form 302 and requires the payment of custom duties, the Contractor shall immediately inform the Purchaser by the fastest means available and obtain from the Custom Officer a written statement establis...
	5.6.2.5. Only after having received Purchaser’s approval, the Contractor shall pay these customs duties and shall claim reimbursement to the Purchaser.

	5.6.3. Notice of Delivery
	5.6.3.1. 14 (fourteen) calendar days before each delivery of supplies, the Contractor SHALL provide the Purchaser with a Notice of Delivery comprising the following details:

	5.6.4. Documentation Shipment
	5.6.4.1. The Contractor shall ship all required software, documentation (e.g. design docs, reports, manuals, training package etc.), and installation or testing tools to the locations designated by the Purchaser.
	5.6.4.2. The Contractor shall be responsible for resolving any loss incurred in shipping.

	5.6.5. On-site Delivery
	5.6.5.1. During the Site Survey, the Purchaser will provide the Contractor with the exact shipment addresses and NATO Points of Contact (POC).
	5.6.5.2. Delivery, unless otherwise specified, shall be to a single location.
	5.6.5.3. Each site Point Of Contact shall be notified of all impending deliveries prior to their shipment. The notification shall include:
	5.6.5.3.1. Reception instructions.
	5.6.5.3.2. All details of the shipped item as per Packing Lists.
	5.6.5.3.3. Reception instructions.
	5.6.5.3.4. An inspection and inventory check-up form.

	5.6.5.4. Each site POC shall be faxed or sent by email a copy of the tailored reception instructions, at least by the date the shipping notice is given. The reception instructions shall include a reception check-out form to be used to inspect and inve...
	5.6.5.5. The Contractor:
	5.6.5.5.1. Shall expect that User designated site personnel will be able to carry out a visual inspection of the received items in order to identify any external indications of damage. This will allow the Contractor to initiate a claim for damage to p...
	5.6.5.5.2. Shall acknowledge that the Purchaser representative cannot be held liable for not having reported any damage on received items.

	5.6.5.6. The Contractor, as indicated in the reception instructions, shall request that no package be opened, even to conduct a visual inspection, unless written permission has been given.


	5.7. Technical Documentation
	5.7.1. General
	5.7.1.1. Technical documentation shall be prepared in accordance with the requirements outlined in this section and non-functional requirements describing the technical documentation covered in the SRS.
	5.7.1.2. Non-functional requirements regarding the technical manuals, administrative manuals, and software maintenance manuals shall be applied to the Maintenance and Administration Manual as described in 5.7.5.
	5.7.1.3. All the technical Documentation shall be kept updated by the Contractor and under configuration control for the entire life cycle of the system.
	5.7.1.4. The above information contained in each technical documentation shall be coherent with the operational configuration (SBL) deployed.
	5.7.1.5. The Contractor's technical documentation shall be developed as follows:
	5.7.1.6. Technical documentation shall consist (as a minimum) of:
	5.7.1.7. All the activities, milestones and actors associated with the development of technical documentation shall be described in the Contractor's ILS Plan.
	5.7.1.8. All the off line technical documentation shall be provided by the Contractor in electronic form.
	5.7.1.9. The Contractor shall provide all the technical documentation in the British English language.
	5.7.1.10. The Contractor shall make use of the OMTA results while creating the content for various technical documentation.
	5.7.1.11. While describing various tasks, the Contractor’s technical documentation shall always refer to the various operational and maintenance roles from purchaser organization and the user community. The classifications and definitions shall be agr...
	5.7.1.12. The Contractor shall maintain lowest level possible for Classification of the Technical documentation. The security classification of any on line Contractor’s documentation shall not be higher than NATO UNCLASSIFIED.
	5.7.1.13. All Contractor's documents, however short, shall identify the complete name and version identifier of the software they refer to, originator, date of production, the type of document, and configuration management information of the document ...
	5.7.1.14. All Contractor's documents shall contain a list of those CIs (title and version identifier) that the document or parts thereof refers to.
	5.7.1.15. The Contractor shall submit all final and accepted versions of documentation deliverables in PDF, with an OCR (Object Character Recognition) capability format or in Microsoft Office Professional (MS Word) compatible format.
	5.7.1.16. The Contractor shall submit documentation, intended for review by the Purchaser, with each modification identified through the change tracking feature or otherwise marked.
	5.7.1.17. The Contractor's developed manuals shall supplement the off-the-shelf (OEM) documentation the Contactor shall provide with the system.
	5.7.1.18. The Contractor shall provide the initial versions of the technical documentation at least 8 weeks prior to the official delivery dates stipulated in the SSS to enable the Purchaser to review the technical content and leave the Contractor suf...
	5.7.1.19. The Contractor shall provide the initial and final versions of each set of document defined in this section both for BL3, BL4 and BL5 in accordance with the defined milestones for each baseline.

	5.7.2. Installation Configuration Guide
	5.7.2.1. The Contractor shall develop, provide and maintain the System Installation Configuration Guide to include minimum the following:

	5.7.3. Technical Manuals
	5.7.3.1. The Contractor shall propose, at the CDR, a tailoring of the S1000D specification in order to start the development of the manuals (Interactive Electronic Technical Publications) once the business rules have been agreed.
	5.7.3.2. The Contractor shall deliver the following manuals (fully compliant with S1000D Spec.):
	5.7.3.3. The above listed manuals shall be delivered to the Purchaser’s PM and ILS Officer as a preliminary version not later than PSA – twelve (12) working weeks and be ready, used and commented when the training sessions will occur.
	5.7.3.4. The Contractor shall execute a desktop verification of the manuals content, structure and layout and usability S1000D fully compliant browser and shall be QA approved before such manuals are delivered to the Purchaser.
	5.7.3.5. The Purchaser will validate the manuals and will collect comments to the manuals in different stages (including the training sessions) and will provide all the comments to the Contractor not later than PSA – 4 working weeks.
	5.7.3.6. The Contractor shall deliver the original version (starting from the preliminary version including the implementation of all the comments) not later than PSA – one (1) working week.
	5.7.3.7. The Manuals shall be delivered as an installation package to be viewed/browsed with a S1000D fully compliant browser for Windows 10 environment.

	5.7.4. Operation and User Manuals
	5.7.4.1. The Contractor shall develop, provide and maintain the System Operation Manual (SOM).
	5.7.4.2. The Contractor's developed Operation Manual shall describe the complete system by the explanation of functional blocks and Configuration Items with the user functions, interrelationship and the step by step logical sequence.
	5.7.4.3. The Contractor's developed Operation Manual shall define the in-depth, step-by-step procedure how to use the software and how to perform Level 1 maintenance tasks.
	5.7.4.4. The Contractor's developed SOM shall include all the Standard Procedures in order to safely operate and use the platform.
	5.7.4.5. The operation described in the Contractor's developed Manual shall be an outcome of the Operation and maintenance Task Analysis
	5.7.4.6. The Contractor shall include each and any procedure as a minimum the following information:

	5.7.5. Maintenance and Administration Manuals (including system administrator manual)
	5.7.5.1. The Contractor shall develop, provide and maintain the System Maintenance and Administration Manual.
	5.7.5.2. The Contractor's Maintenance Manual shall:
	5.7.5.3. The Contractor's manual shall include an annex with troubleshooting information. The troubleshooting annex shall provide a break-down on actions to solve a full range of (potential) problems or provide workarounds (Problem Management).
	5.7.5.4. The Contractor's manual shall contain all the possible configuration information and settings.
	5.7.5.5. The Contractor's Maintenance Manual shall also include all information, illustrations, and procedures required for the installation, configuration, provisioning, testing, repairing, replacing and troubleshooting of an item CI.
	5.7.5.6. The Contractor's manual shall contain all the possible information on the use and the locations of the log files.
	5.7.5.7. Each and any procedure in the Contractor's manual shall include as a minimum the following information:

	5.7.6. OEM Manuals for COTS product
	5.7.6.1. The Contractor shall be responsible to keep the OEM COTS manual under configuration control and to assure that all the O&M COTS Manuals will be always coherent with the Operation configuration (SBL) deployed.
	5.7.6.2. The Contractor shall assure that all the possible information needed to configure, operate, manage and maintain the COTS product will be in the User Manual and in the Maintenance Manual if they are no in the COTS O&M manuals.

	5.7.7. Quick User Guide
	5.7.7.1. The Contractor's Platform shall be equipped with a Quick User Guide.
	5.7.7.2. The Contractor's Quick User guide shall describe the frequently used user functions in a short format.
	5.7.7.3.  The Contractor's Quick User guide shall be integrated in the "help on line" publication.

	5.7.8. Release Note
	5.7.8.1. Each Contractor's Platform release shall be equipped with a Release Notes file which shall include:
	5.7.8.2. the change log describing the difference in functionality with the previous release;
	5.7.8.3. know issues of the current release.

	5.7.9. Read Me File
	5.7.9.1. The Contractor's Platform shall be equipped with 'Read Me' files for specific components.
	5.7.9.2. The Contractor's Platform Read Me files shall at minimum contain:

	5.7.10. On Line Help
	5.7.10.1. The content of the online-help shall be in line with the user manuals.

	5.7.11. Frequently Asked Question (FAQ)
	5.7.11.1. The content of the FAQ shall be in line with the user manuals.

	5.7.12. Transition Manuals
	5.7.12.1. Equipped with NCOP Transition Manuals describing the transition from NCOP-2 to NCOP-BMD in terms of functionality upgrade and migration of data.
	5.7.12.2. Equipped with NCOP Transition Manuals describing the transition from an NCOP increment to the next NCOP increment in terms of functionality upgrade and migration of data.
	5.7.12.3. Transition Manual shall describe:

	5.7.13. Other Project Documentation
	5.7.13.1. All the Other Project Documentation required shall respect the general requirement about publication in this SoW.

	5.7.14. Amendments to documentation
	5.7.14.1. The Contractor shall be the responsible authority for the issue, control, and distribution of amendments to delivered documentation in the format provided for the associated equipment or system until expiration of the warranty period.
	5.7.14.2. The Contractor shall release the documentation for each baseline, BL3, BL4 and BL5. For that, the Contractor shall amend and re-release the whole documentation set for BL5, clearly summarizing the changes between two baselines and operationa...
	5.7.14.3. Upon Purchaser request, the Contractor shall amend any documentation listed in 5.7.1.6 until the end of warranty, to complete or correct any operational, maintenance, administrative, configuration or installation tasks.
	5.7.14.4. For that purpose, the Contractor shall provide the necessary data (in written form) to complete/correct the missing/incorrect information within 5 business day upon written request from the Purchaser. The changes shall be conducted under the...
	5.7.14.5. The Contractor shall, at minimum, amend the documentation and deliver it in final form before PSA, FSA and end of warranty. The frequency for the in between releases (PSA-FSA and during warranty) will be agreed by both parties to minimize th...

	5.7.15. Manual Issuing Schedule
	5.7.15.1. The Contractor shall test and validate the procedures and resources described in the technical manuals.
	5.7.15.2. Not later than two (2) months prior to the delivery of the System at the first location, the Contractor shall submit a copy of the draft to the Purchaser for review.
	5.7.15.3. Any resulting recommended changes, corrections and/or additions submitted by the Purchaser will be incorporated by the Contractor in the final version.
	5.7.15.4. The Contractor shall provide the final versions of each Technical Publication, in the requisite number of copies within four (4) weeks of FSA.
	5.7.15.5. Until the expiration of the warranty, the Contractor shall remain responsible for any changes to the manuals required as a result of any omission or inaccuracy discovered in use or, whenever changes/modifications in equipment or spare parts ...
	5.7.15.6. In addition to the “Manual Issuing schedule”, the Contractor shall update all Manuals as needed throughout this contract.


	5.8. Training and Training Material and Aids/Equipment Preparation
	5.8.1. General
	5.8.1.1. The Contractor shall create and provide the following trainings for each system baseline (BL3, BL4 and BL5):
	5.8.1.2. The Contractor shall make use of the OMTA results as an input while creating the content for both system administrator and operational user trainings.
	5.8.1.3. The Contractor shall develop an operationally-realistic set of NCOP data, including a representative number of each information object to support training objectives for use in NCOP Training Courses and Training Materials. The training databa...
	5.8.1.4. The Contractor shall develop the Training Data according to the specifications of the SRS.

	5.8.2. Training Plan
	5.8.2.1. The Contractor shall develop and provide NCOP Training Plan for Purchaser approval.
	5.8.2.2. Training plan shall describe in a coherent way how the training will be developed, delivered and maintained detailing the milestones, training organization, training material development, course schedule planning and execution in line with th...
	5.8.2.3. Training Plan shall detail the course material development process and material type proposal for each course and provide it for purchaser review and approval.
	5.8.2.4. Training Plan shall detail the approach and activities for transition training between BL3, BL4 and BL5.

	5.8.3. Test Crew Training
	5.8.3.1. The Contractor shall provide a mix of ILT and OJT to test crew before the testing event and shall cover minimum the following.
	5.8.3.2. The purpose of the Test Crew Training is to train the Purchaser and Operational Community representatives on the functionality to be tested, including the changes from NCOP-2 in terms of both operational and maintenance aspects and how the te...
	5.8.3.3. The Contractor shall provide Test Crew Training (including system overview) to the Purchaser Test Crew participating in the tests during the test events.
	5.8.3.4. The Contractor shall update the training material for BL5, and shall provide the delta training to the test crew in Purchaser location (NCIA, The Hague). The Contractor shall ensure that the duration of this training shall not exceed five days.
	5.8.3.5. The Contractor shall deliver training courses at Purchaser-specified locations using Purchaser-furnished facilities and equipment and the training version of the NCOP database before the SAT.

	5.8.4. System Administrator Training
	5.8.4.1. The Contractor's System Administrator Training shall provide as a minimum the following training on the software:
	5.8.4.2. The Contractor shall provide the system administrator training in Purchaser location (NCIA, The Hague) for a duration that is not longer than five days. The Contractor shall update the training material for BL5, and shall provide the delta tr...
	5.8.4.3. The Contractor shall deliver training courses at Purchaser-specified locations using Purchaser-furnished facilities and equipment and the training version of the NCOP database before the SAT.


	5.9. In-Service Support (ISS) during Implementation
	5.9.1. NCOP In-Service Support (ISS) shall take place in parallel with development, implementation and roll-out of NCOP as such transition support shall be provided for BL3 implementation starting from PSA during the development of BL4; for BL4 implem...
	5.9.2. The Contractor shall conduct a Support/Sustainment Qualification Review (SQR) to demonstrate that they are fully ready with the support structure and processes to begin to support the NCOP systems upon installation.
	5.9.2.1. The Contractor shall provide the following documents for the SQR:
	5.9.2.2. Entry Criteria
	5.9.2.2.1. The Contractor shall include in planning the SQR Entry Criteria given in Table 5-2 - SQR Entry Criteria and make them available to the Purchaser at least two (2) weeks prior to the SQR:

	5.9.2.3. Success Criteria
	5.9.2.3.1. The Purchaser concludes that the SQR Success Criteria accomplished to complete the objectives of the SQR:
	5.9.2.3.2. The Contractor shall prepare SQR Report and submit it within one (1) week after the completion of SQR.


	5.9.3. Implementation Reachback Support Desk
	5.9.3.1. The Support Desk shall act as central point of contact for the Purchaser.
	5.9.3.2. The Support Desk shall handle incidents and requests and provide an interface for all activities linked with the implementation of the product baseline.
	5.9.3.3. The Support Desk shall be responsible to:
	5.9.3.4. The Support Desk shall provide its services in the English language.
	5.9.3.5. The Support Desk shall be operated by the Contractor up to NCOP FSA declaration.

	5.9.4. Within the task of providing In Service Support, the Contractor shall:
	5.9.4.1. Analyse incidents linked to NCOP baselines installation and provide feedback by telephone and Internet electronic mail.
	5.9.4.2. Use the Collaborative Working Environment to manage incidents.
	5.9.4.3. The Contractor shall ensure that the individual(s) providing this support are familiar with the requirements, design, test, implementation, and support of a COP capability and are capable of supporting all of the following NCOP roles:
	5.9.4.4. The Contractor shall provide technical assistance, as required, to the Purchaser assigned personnel to answer the technical questions that are not clear or not fully covered within the existing documentation. This shall specifically address d...
	5.9.4.5. The Contractor shall be only responsible for preparation and training to bring the System Administrator to the performance level required to fulfil its role.
	5.9.4.6. The Purchaser’s on-site representative will assign and monitor progress on specific tasks within the scope of this Contract and this task.
	5.9.4.7. The Contractor’s designated individuals shall travel on a NATO site as required by the Purchaser. This on-site support shall be up to five (5) days by baseline including travel time and on three different locations in Europe. Upon Purchaser’s...
	5.9.4.8. The Contractor shall report on activities under this task as part of all Project Status Reports and Reviews conducted during the period of performance of this task.

	5.9.5. Patches
	5.9.5.1. After delivering each product baseline, if any incident during the implementation period is characterised blocking or critical and must be corrected before the next product baseline, the Contractor shall deliver patches within 10 calendar day...
	5.9.5.2. The Contractor shall deliver up to two patches by baseline.
	5.9.5.3. The Contractor shall integrate each non-critical patch in the subsequent baseline:

	5.9.6. Handover of SW warranty and licenses
	5.9.6.1. The Contractor shall provide Software warranty and licensing documentation (SWDL and others as required) to the Purchaser at least three weeks before IV&V security testing or when otherwise specified to ensure that Security test planning can ...
	5.9.6.2. The Contractor shall ensure the warranty and license model allows for transfer of responsibility between the Purchaser and other NATO entities as required by NATO’s organization structure.
	5.9.6.3. The Contractor shall ensure the SW licenses are correctly attributed to the Purchaser’s Organization that will actually use the application.
	5.9.6.4. The transfer of responsibility shall be carried out without incurring additional cost for the Purchaser.


	5.10. Warranty
	5.10.1. General
	5.10.1.1. The Contractor shall warrant that all software and documentation furnished under this Contract conform to the requirements of this contract and standards that are referred to, and is free of any code or workmanship for a period starting at d...
	5.10.1.2. The warranty shall be applicable to all Product baseline CIs delivered under this contract, without requiring further explicit reference.
	5.10.1.3. If the Contractor becomes aware at any time before the end of this contract (FSA + 1 year) by the Purchaser that a deficiency exists in any supplies, the Contractor shall coordinate with the Purchaser and correct the deficiency accordingly w...

	5.10.2. The Contractor shall provide the following services during the Warranty to maintain the system to the required performance level, being responsible for:
	5.10.2.1. Service Desk
	5.10.2.1.1. On-demand support and technical assistance at the Contractor’s premises providing indication for SW corrective/unscheduled and preventive/scheduled maintenance from SL 3 up to SL 4 included and onwards to ensure that the response times spe...
	5.10.2.1.2. The Contractor shall provide assistance by Internet electronic mail, and shall use the CWE to track all repair and replacement actions.
	5.10.2.1.3. The Contractor shall provide the Purchaser instructions for handling replacement actions.

	5.10.2.2. Maintenance corrective/unscheduled and preventive/scheduled maintenance: remediation/resolution of all bugs, flaws, etc. of all software installations, provided as part of this contract.
	5.10.2.2.1. In case of any critical bug, the Contractor shall provide analysis to the Purchaser within one (1) day, provide a workaround (of possible) after three (3) days and deliver a corrective baseline after ten (10) days.
	5.10.2.2.2. In case of non-critical bugs, the Contractor shall give an analysis and workaround to the Purchaser within three (3) days and deliver a corrective baseline at the end of the quarter. Before the end of the warranty, the Contractor shall pro...
	5.10.2.2.3. The Contractor shall provide on-site support on the request of the Purchaser for all SL3 and SL4 corrective/unscheduled and preventive/scheduled maintenance and the warranty cases that cannot be resolved remotely. This support will cover a...

	5.10.2.3. Repairs and Replaces
	5.10.2.3.1. The warranty scope includes replacement of any faulty NCOP CI provided by the Contractor. The faulty NCOP CI is characterised as a critical deficiency in the product baseline preventing installation or operational use.
	5.10.2.3.2. The Contractor shall provide for a specific remedy such as a repair or replacement in the event the software application fails to meet the warranty conditions.

	5.10.2.4. Problem Log
	5.10.2.4.1. During the Warranty Period all problems reported by the Purchaser that are encountered shall be added to a problem log in the CWE, together with a clear description of the problem and including classification. The entries in the Problem Lo...
	5.10.2.4.2. This classification, as well as the classification of each logged problem, shall be jointly agreed by the Purchaser and the Contractor.
	5.10.2.4.3. The Contractor shall submit a Warranty Report:
	5.10.2.4.3.1 At the end of every 3 months period during the warranty period, documenting all identified warranty cases, affected CI's, corrective actions, cost and schedule.
	5.10.2.4.3.2 At the end of the warranty period that cumulative report all identified warranty cases, affected CI's, corrective actions, cost and schedule



	5.10.3. The warranty for NCOP Product Baseline is limited to the scope provided by the Contractor to the Purchaser. The Purchaser, in consultation with the Contractor, may apply changes to the NCOP Product Baseline. The scope of the Purchaser’s change...
	5.10.4. If the actual achieved performance and quality figures of NCOP system does not (or no longer) satisfy the Performance and Quality requirements in this Contract then the Contractor shall modify the design and the source code to fulfil the requi...
	5.10.5. For any breach of this warranty, the Purchaser's exclusive remedy and the Contractor's entire liability shall be the re-performance of the deficient services, and if the Contractor fails to re-perform the services as warranted, the Purchaser i...
	5.10.6. Configuration Management
	5.10.6.1. The Contractor shall maintain updated, for the whole duration of ISS, the Full Configuration Management data (identification of Configuration Items - CIs, type of CI, relationships, dependencies) in accordance with Sections 3.13 and 5.4.


	5.11. Operation and Maintenance (O&M) services after warranty
	5.11.1. General
	5.11.1.1. The Contractor shall provide Operation and Maintenance (O&M) services starting at the end of warranty plus four (4) years. The O&M will cover:
	5.11.1.2. The Contractor shall provide the necessary engineering support per year for applying Corrective and Preventive Maintenance.
	5.11.1.3. Quarterly Maintenance Review
	5.11.1.3.1. The Contractor shall plan and conduct Quarterly Maintenance Review (QMR) in order to determine the status of maintenance activities and planning for the next activities.
	5.11.1.3.2. The QMR shall include reviewing and analysing the activities summarized in the ISS Quarterly Report.
	5.11.1.3.3. The first QMR shall be conducted in the first week of January, April, July, October, whichever is the closest after the package invoke date (i.e. first week of April if the invoke date is between 1 January and 31 March.
	5.11.1.3.4. The QMR shall be executed at the Contractor premises or any other location approved by the Purchaser two weeks prior the event.


	5.11.2. Field Engineering
	5.11.2.1. Service Desk
	5.11.2.1.1. The Contractor shall provide service desk during all the duration of the O&M period.
	5.11.2.1.2. On-demand support and technical assistance at the Customer’s premises providing indication for SW corrective/unscheduled and preventive/scheduled maintenance up to SL 2 included and onwards to ensure that the response times specified can b...
	5.11.2.1.3. The Contractor shall provide assistance by Internet electronic mail, and shall maintain a trouble-ticketing system to track all repair and replacement actions.
	5.11.2.1.4. The Contractor shall provide the Purchaser instructions for handling replacement actions.

	5.11.2.2. Software Maintenance
	5.11.2.2.1. The Contractor shall perform following types of Software Maintenance in the context of Third Level Maintenance:
	5.11.2.2.2. Corrective Maintenance
	5.11.2.2.2.1 Corrective Maintenance is modification of the software to correct discovered problems or defects (a.k.a. bugs). It is carried out after fault recognition and intended to put a software unit into a state in which it can perform its intende...
	5.11.2.2.2.2 In case of any critical bug, the Contractor shall provide analysis to the Purchaser within one (1) day, provide a workaround (of possible) after three (3) days and deliver a corrective baseline after ten (10) days.
	5.11.2.2.2.3 In case of non-critical bugs, the Contractor shall give a response to the Purchaser within three (3) days and deliver a corrective baseline at the end of the quarter. Before the end of any year of the O&M, the Contractor shall provide an ...
	5.11.2.2.2.4 The Contractor shall provide on-site support on the request of the Purchaser for all SL 3 corrective/unscheduled maintenance and the ISS cases that cannot be resolved remotely. This support will cover any other SL incident which cannot be...
	5.11.2.2.2.5 The Contractor shall perform SL3 and SL4 Corrective Maintenance which includes the following activities:




	5.12. In Service Support Plan
	5.12.1. The Contractor shall establish, provide, execute and maintain an effective In Service Support Plan (ISSP) that describes in detail the practical instructions necessary for the Purchaser’s In Service Support organisation to operate and maintain...
	5.12.2. The ISSP shall describe the ISSP strategy and the detailed process and procedure to execute the ISS. This plan shall be detailed enough to form a comprehensive understanding of how the Contractor proposes to meet the support requirements of th...
	5.12.3. The Contractor shall provide the first release of ISSP six (6) months before the ISS starts and a second version six (6) months before the warranty starts. Any other release of ISSP will be issued by Contractor on necessity base during the ISS...
	5.12.4. The ISSP shall be considered a living document and as such shall be updated as necessary by the Contractor, with the Purchaser’s concurrence, throughout the contracted O&M post warranty.
	5.12.5. The ISSP shall describe and detail the following:
	5.12.6. The Contractor shall provide a description of the proposed logistics and maintenance information processes. This description shall detail how the information from locations and the Contractor’s maintenance facilities will be collected, stored ...
	5.12.7. The Contractor shall provide a description of how the QA/QC Programme of the Prime Contractor and sub-contractors providing ISS services shall meet the provisions of this contract. The Contractor shall include applicable certificates (issued b...
	5.12.8. The Contractor shall provide the ISSP detailing the relevant content to cover the following structure.

	5.13. In Service Support Quarterly Report
	5.13.1. The Contractor shall submit an ISS Quarterly Report that documents all the ISSP foreseen activities. This report shall describe in detail all task performed in the preceding months under the contract through appropriate use of Data Reporting A...
	5.13.2. For any activity performed during ISS, warranty and O&M at least the following data shall be recorded:
	5.13.3. The ISS Quarterly Report shall report all relevant activities performed, dashboard for the KPI evaluation to provide a performance analysis.
	5.13.4. The ISS Quarterly Report shall report activities in terms of:
	5.13.5. List of all requests for technical assistance (solved by Help Desk), including:
	5.13.6. The ISS Quarterly Report shall include the update of the Supportability Report.


	SECTION 6:    Labour Categories
	6.1. General
	6.1.1. This section outlines minimum educational and experience qualifications for Contractor staff supporting this Contract. The labour categories identified shall be available to support all Task Areas as required.
	6.1.2. The purchaser may request to interview any Contractor staff to ensure they fully comply with the expectations of the Purchaser.
	6.1.3. The Purchaser reserve the right to revoke any Contractor staff who would not suit the expectations of the Purchaser. A particular attention will be paid to the key personnel (3.5.1).
	6.1.4. Substitution of experience or education is allowed as outlined in Table 9-1 below.

	6.2. Management
	6.2.1. Project Manager
	6.2.1.1. Responsible for project management, performance and completion of tasks and delivery orders. Establishes and monitors project plans and schedules and has full authority to allocate resources to insure that the established and agreed upon plan...
	6.2.1.2. Education:  Master degree in management, engineering, or business administration. Formal certification through Project Management Institute or equivalent source.
	6.2.1.3.  Experience:  At least seven years in information systems design and project management. At least two years as the project manager for an effort of similar scope and complexity, including the application of a formal project management methodo...


	6.3. Project Management Support
	6.3.1. Project Control Analyst
	6.3.1.1. Establishes and maintains project schedule and cost baseline and analyses risks and potential impacts. Prepares project highlight reports.
	6.3.1.2. Education:  Bachelor degree.
	6.3.1.3. Experience:  At least three years in project scheduling, project control, or project monitoring and reporting.

	6.3.2. Webmaster
	6.3.2.1. Provides website construction and administration, develops connections between databases and web based front ends. Generates technical reports and related documentation as required. Provides expertise in the development and maintenance of web...
	6.3.2.2. Education:  Associates degree or two years of technical training.
	6.3.2.3. Experience:  At least one year in website support and at least one year in website construction.

	6.3.3. Contract Security Specialist
	6.3.3.1.  Provides support in areas directly pertinent to administration, supervision, and control of facility security in an industrial and/or government environment. Possesses a working knowledge of government and industrial security regulations.
	6.3.3.2.  Education:  Bachelor degree.
	6.3.3.3. Experience:  At least three years in Contract security administration.


	6.4. Engineering and Technical
	6.4.1. Senior Engineer
	6.4.1.1. Performs complex engineering tasks and multiple tasks simultaneously. Assists with or plans major research and engineering tasks or programs of high complexity. Directs and co-ordinates all activities necessary to complete a major, complex en...
	6.4.1.2. Education:  Master degree in engineering.
	6.4.1.3. Experience:  At least seven years in engineering positions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or commercial use. Me...

	6.4.2. Intermediate Engineer
	6.4.2.1. Performs engineering tasks and additional duties as assigned. Assists higher level engineers with larger tasks. Manages or directs multiple engineering tasks, directing research and development activities as required. Performs advanced engine...
	6.4.2.2. Education:  Bachelor degree in engineering.
	6.4.2.3. Experience:  At least three years in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or commercial use.

	6.4.3. Junior Engineer
	6.4.3.1. Performs engineering tasks under the direction of higher level engineers. Performs independent research, conducts studies and analysis, and participates in the design and development of complex systems.
	6.4.3.2. Education:  Bachelor degree in engineering.
	6.4.3.3. Experience:  At least one year in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or commercial use.

	6.4.4. Senior Systems Engineer
	6.4.4.1. Plans and co-ordinates project management and engineering. Provides comprehensive definition of all aspects of system development from analysis of mission needs to verification of system performance. Competent in technical disciplines as appl...
	6.4.4.2. Education:  Master degree in engineering or computer science.
	6.4.4.3. Experience:  At least seven years in system design and integration. At least five years in the design, integration, or implementation of COP systems.

	6.4.5. Intermediate Systems Engineer
	6.4.5.1. Performs system engineering assignments in support of the analysis of complex system design, formulating requirements, developing alternative approaches, conduct of studies, and application of standards. May function as a member of an enginee...
	6.4.5.2. Education:  Bachelor degree in engineering or computer science.
	6.4.5.3. Experience:  At least three years in system design and integration.

	6.4.6. Junior Systems Engineer
	6.4.6.1. Conducts research and application of system design principles for the design, development, implementation, or support as a member of assigned task staffing. Develops alternative solutions, concepts, or processes through research into assigned...
	6.4.6.2. Education:  Bachelor degree in engineering or computer science.
	6.4.6.3. Experience:  At least one year in system design and integration.

	6.4.7. Senior Communications Engineer
	6.4.7.1. Performs communications system implementation planning, engineering design for integration with processing systems, specification development, standards, interface design, testing, and the conduct of transmission and traffic studies.
	6.4.7.2. Education: Master degree in engineering.
	6.4.7.3. Experience: At least seven years of experience in the engineering of communications systems via all transmission media.

	6.4.8. Intermediate Communications Engineer
	6.4.8.1. Prepares communications systems designs and technical documentation, and other design criteria. Implements COTS and emerging communications systems and develops technical plans, documentation, and support.
	6.4.8.2. Education: Bachelor degree in engineering.
	6.4.8.3. Experience: At least three years of experience in the engineering of communications systems via all transmission media.

	6.4.9. Junior Communications Engineer
	6.4.9.1. Conducts engineering analysis, develops technical documentation, investigate communications requirements, formulates network interfaces, and assists in project/program execution.
	6.4.9.2. Education: Bachelor degree in engineering.
	6.4.9.3. Experience: At least one year experience in the engineering of complex communications systems via all transmission media.

	6.4.10. Senior Network Engineer
	6.4.10.1. Designs network topologies and architectures. Determines applicable hardware, software, and connectivity solutions. Supports implementation through configuration set-up, testing, and training of users.
	6.4.10.2. Education:  Master degree in engineering and completion of a formal network certification program.
	6.4.10.3. Experience:  At least seven years of experience in network systems. At least five years of experience with TCP/IP wide area networks.

	6.4.11. Intermediate Network Engineer
	6.4.11.1. Develops detailed network interface and configuration data. Surveys and evaluates applicable products. Prepares network diagrams. Provides guidance for system implementation and support.
	6.4.11.2. Education:  Bachelor degree in engineering.
	6.4.11.3. Experience:  At least five years of experience in network systems. At least three years of experience with TCP/IP wide area networks.

	6.4.12. Junior Network Engineer
	6.4.12.1. Develops network interface and configuration data for system components. Surveys and evaluates network products. Prepares network diagrams. Prepares routing tables and installation and support documentation.
	6.4.12.2. Education:  Bachelor degree in engineering.
	6.4.12.3. Experience:  At least one year experience in the engineering of complex communications systems via all transmission media.

	6.4.13. Systems Integration Analyst
	6.4.13.1. Develops and implements solutions using the optimal technology, platform, and interfaces Researches available tools and technologies to determine alternate technology solutions. Researches, implements, and supports multiple computing platfor...
	6.4.13.2. Education: Bachelor degree in engineering or computer science.
	6.4.13.3. Experience: At least seven years in the integration and implementation of COTS-based information systems.

	6.4.14. Senior Software Programmer
	6.4.14.1. Performs complex program development using standard and specialised languages to create special purpose software, modify existing programs, and enhance system efficiency and integrity. Translates detailed designs into software, tests, debugs...
	6.4.14.2. Education:  Bachelor degree in engineering or computer science.
	6.4.14.3. Experience:  At least seven years in the design, programming, and testing of applications software.

	6.4.15. Intermediate Software Programmer
	6.4.15.1. Analyses systems requirements and design specifications to develop block diagrams and logic flow charts. Translates detailed designs into computer software for specific applications. Prepares documentation, including program and user documen...
	6.4.15.2. Education:  Bachelor degree in engineering or computer science.
	6.4.15.3. Experience:  At least three years in the design, programming, and testing of applications software.

	6.4.16. Junior Software Programmer
	6.4.16.1. Performs programming tasks based upon specifications and flow diagrams. Translates concepts into program modules for testing, debugging, refinement, and integration with other modules. Prepares draft documentation including program and user ...
	6.4.16.2. Education:  Bachelor degree in engineering or computer science.
	6.4.16.3. Experience:  At least one year in the design, programming, and testing of applications software.

	6.4.17. System Support Engineer
	6.4.17.1. Designs and integrates system support applications and protocols to meet system requirements. Analyses architectural options for performance and manageability. Analyses and designs implementations to meet specialised message formats or inter...
	6.4.17.2. Education: Bachelor degree in engineering.
	6.4.17.3. Experience: At least seven years in the design, integration, and implementation of information systems. At least three years of experience with SNMP and system support applications.

	6.4.18. Senior Test Engineer
	6.4.18.1. Directs test planning, design and tools selection. Establishes guidelines for test procedures and reports. Co-ordinates with Purchaser on test support requirements and manages Contractor test resources.
	6.4.18.2. Education:  Bachelor degree in engineering.
	6.4.18.3. Experience:  At least seven years in the design and execution of information systems tests.

	6.4.19. Intermediate Test Engineer
	6.4.19.1. Designs and documents unit and application test plans. Transforms test plans into test scripts and executes those scripts. Supervises individual tests and prepares test reports.
	6.4.19.2. Education:  Bachelor degree in engineering.
	6.4.19.3. Experience:  At least three years in the design and execution of information systems tests.

	6.4.20. Junior Test Engineer
	6.4.20.1. Performs testing activities under supervision of more experienced test personnel. Executes defined test cases and procedures. Collects and analyses test data. Prepares test reports
	6.4.20.2. Education:  Bachelor degree in engineering.
	6.4.20.3. Experience:  At least one year in the design and execution of information systems tests.

	6.4.21. Test Technician
	6.4.21.1. Provides installation and administration support to information system testing. Constructs and tests prototype equipment for electrical systems and components, consistent with engineering and other specifications. Executes tests and collects...
	6.4.21.2. Education:  Associates degree or two years of technical training.
	6.4.21.3. Experience:  At least two years in the configuration and administration of information systems or test and measurement systems.

	6.4.22. Information Systems Security Engineer
	6.4.22.1. Analyses and develops network systems and information security practices to include:  operating systems, applications, TCP/IP, security architecture, multi-level security, intrusion detection, virus detection and control, PKI, vulnerability ...
	6.4.22.2. Education:  Bachelor degree.
	6.4.22.3. Experience:  At least three years in information systems security. At least five years in information systems integration, implementation, or operation.

	6.4.23. Information Systems Security Specialist
	6.4.23.1. Provides support in implementing procedures and practices prescribed for safeguarding and control of an automated information system and the processing of classified information.
	6.4.23.2. Education:  Associates degree or two years of technical training.
	6.4.23.3. Experience:  At least two years as an Information Systems Security Officer for an operational system.

	6.4.24. Field Engineer
	6.4.24.1. Conducts site surveys, prepares implementation plans, prepares implementation procedures, supervises installation and activation, reports on installation status, manages repair and modifications to systems/equipment, performs field maintenan...
	6.4.24.2. Education:  Bachelor degree.
	6.4.24.3. Experience:  At least seven years in the installation and support of information systems.

	6.4.25. Senior Technician
	6.4.25.1. Supervises technicians in the troubleshooting, repair, installation, training, integration, and upgrade of systems and equipment. Works closely with assigned engineers and systems personnel to support implementation and activation efforts.
	6.4.25.2. Education:  Associates degree.
	6.4.25.3. Experience:  At least seven years in the installation and maintenance of network and information systems.

	6.4.26. Intermediate Technician
	6.4.26.1. Performs troubleshooting, repair, refurbishment, and installation of systems and equipment. Performs factory or field testing of systems, development of maintenance or repair procedures, and supports installation teams in specific areas of e...
	6.4.26.2. Education:  Associates degree.
	6.4.26.3. Experience:  At least three years in the installation and maintenance of network and information systems.

	6.4.27. Junior Technician
	6.4.27.1. Performs troubleshooting, repair, and installation functions as assigned. May be assigned as technical support technician for specific systems or hardware. Performs factory or field testing and supports installation teams as assigned.
	6.4.27.2. Education:  Secondary school graduate with one year of technical training.
	6.4.27.3. Experience:  At least two years installing and maintaining network and information systems.

	6.4.28. System Management Specialist
	6.4.28.1. Analyses, develops, and maintains operational system configuration parameters. Establishes and implements system policy, procedures and standards, and ensures their conformance with system requirements. Ensures that security procedures are e...
	6.4.28.2. Education:  Bachelor degree and completion of a formal system administration or network management certification course.
	6.4.28.3. Experience:  At least three years in the administration of distributed information systems.


	6.5. Implementation Support
	6.5.1. Logistics Management Specialist
	6.5.1.1. Provides support in the development of support documentation to include as a minimum, elements such as support equipment, technical orders, supply support and computer resources support, process of evolving and establishing maintenance/suppor...
	6.5.1.2. Education:  Bachelor degree.
	6.5.1.3. Experience:  At least seven years in supply and support of information systems. At least three years in support of distributed systems in more than one NATO nation.

	6.5.2. Logistics Analyst
	6.5.2.1. Creates and helps execute plans for the integrated logistics support (ILS) of complex systems. Analyses adequacy and effectiveness of current and proposed logistics support provisions. Supervises the efforts of other logistics personnel in th...
	6.5.2.2. Education:  Bachelor degree.
	6.5.2.3. Experience:  At least three years in ILS planning and analysis.

	6.5.3. Inventory Specialist
	6.5.3.1. Creates and maintains an inventory control system. Tracks materials, co-ordinates shipping and receiving, and supervises packing operations.
	6.5.3.2. Education:  Associates degree.
	6.5.3.3. Experience:  At least three years in shipping, receiving, and inventory control.

	6.5.4. Shipping and Receiving Clerk
	6.5.4.1. Co-ordinates the shipping and receiving of materials. Tracks property using automated equipment. Performs and records materials inventory checks.
	6.5.4.2. Education:  Secondary school graduate.
	6.5.4.3. Experience:  At least three years in shipping and receiving.

	6.5.5. Technical Writer
	6.5.5.1. Develops, writes, and edits materials, briefs, proposals, instruction books, and related technical and administrative publications concerned with work methods and procedures for installation, operations and enhancement of equipment. Organises...
	6.5.5.2. Education:  Bachelor degree.
	6.5.5.3. Experience:  At least three years as a technical writer.

	6.5.6. Senior Configuration Manager
	6.5.6.1. Establishes and maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercia...
	6.5.6.2. Education:  Bachelor degree.
	6.5.6.3. Experience:  At least five years of experience in specifying configuration management requirements, standards, and evaluation criteria in acquisition documents, and in performing configuration identification, control, status accounting, and a...

	6.5.7. Intermediate Configuration Manager.
	6.5.7.1. Maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercial standards. Mai...
	6.5.7.2. Education:  Associates degree or two years of technical training.
	6.5.7.3. Experience:  At least three years in technical system configuration management. At least two years in computer and communication systems development, including physical and functional audits and software evaluation, testing and integration.

	6.5.8. Junior Configuration Manager
	6.5.8.1. Prepares and co-ordinates change requests, configuration items, and system baselines. Maintains configuration control records and databases.
	6.5.8.2. Education:  Associates degree or one year of technical training.
	6.5.8.3. Experience:  At least one year in technical system configuration or document management.

	6.5.9. Data Control Specialist
	6.5.9.1. Performs assigned portions of managing the data input into complex information systems. Analyses and administers data for both the developing team and the customer. Handles daily administrative tasks, produces and edits technical reports base...
	6.5.9.2. Education:  Associates degree.
	6.5.9.3. Experience:  At least three years in administration of configuration management or technical documentation.

	6.5.10. Quality Assurance Manager
	6.5.10.1. Establishes and maintains process for evaluating software, hardware, and associated documentation. Determines the resources required for quality control. Maintains the level of quality throughout the system life cycle. Develops project quali...
	6.5.10.2. Education:  Bachelor degree.
	6.5.10.3. Experience:  At least seven years working with quality control methods and tools. At least four years supporting system development and test projects.

	6.5.11. Quality Assurance Specialist
	6.5.11.1. Develops and implements quality standards. Reviews hardware, software, and documentation. Participates in formal and informal reviews to determine quality. Participates in the development of system quality plans. Examines and evaluates desig...
	6.5.11.2. Education:  Bachelor degree.
	6.5.11.3. Experience:  At least four years working with quality control methods and tools.


	6.6. Training Support
	6.6.1. Instructional Systems Designer
	6.6.1.1. Conducts the research, necessary to identify training needs based on performance objectives and existing skill sets; prepares training strategies and delivery methodology analyses; and prepares cost/benefit analyses for training facilities an...
	6.6.1.2. Education: Bachelor Degree.
	6.6.1.3. Experience: At least three years in the design and development of training for information systems using an Instructional Systems Design approach such as the Systems Approach to Training, Performance-Based Training, Analysis, Design, Developm...

	6.6.2. Senior Training Materials Developer
	6.6.2.1. Conducts the research necessary to develop and revise training courses and prepares training plans. Develops instructor (course outline, background material, and training aids) and student materials (course manuals, workbooks, handouts, compl...
	6.6.2.2. Education:  Bachelor Degree.
	6.6.2.3. Experience:  At least five years in the preparation of technical training, including Computer Based Training CBT materials.

	6.6.3. Training Materials Developer
	6.6.3.1. Conducts the research necessary to develop and revise training. Develops training materials (course outline, manuals, workbooks, handouts, completion certificates, and course feedback forms.
	6.6.3.2. Education:  Associates degree.
	6.6.3.3. Experience:  At least three years in the preparation of technical training materials.

	6.6.4. CBT Developer
	6.6.4.1. Uses CBT tool to design and implement course flowchart, text, animation, voice, and graphic displays.
	6.6.4.2. Education:  Bachelor degree.
	6.6.4.3. Experience:  At least three years in the preparation of CBT courses.

	6.6.5. Senior Instructor
	6.6.5.1. Supervises trainers who conduct technical training classes. Conducts training classes. Works closely with Purchaser personnel to determine training and scheduling requirements. Develops and maintains training materials. Reviews and provides i...
	6.6.5.2. Education:  Bachelor Degree.
	6.6.5.3. Experience:  At least four years in systems administration or operation and at least four years as technical training instructor.

	6.6.6. Junior Instructor
	6.6.6.1. Conducts technical training classes. Prepares and updates training documentation.
	6.6.6.2. Education:  Bachelor Degree.
	6.6.6.3. Experience:  At least four years in systems administration or operation and at least two years as technical training instructor.


	6.7. Operational Support
	6.7.1. System Administrator
	6.7.1.1. Administers systems operations and configuration. Maintains user accounts and profiles. Performs system backup and restoration procedures. Troubleshoots operational problems. Co-ordinates system configuration and performance issues with centr...
	6.7.1.2. Education:  Associates degree or two years of technical training.
	6.7.1.3. Experience:  At least one year in systems administration of Windows 2000/2003 systems. At least one year in the administration and operation of X.400 systems.

	6.7.2. Network Manager
	6.7.2.1. Oversees administration and operation of network and service management applications. Develops and implements operating procedures. Administers upgrades to system support and network management components. Collects operational performance dat...
	6.7.2.2. Education:  Associates degree.
	6.7.2.3. Experience:  At least two years in administration and implementation of SNMP or other system support systems.

	6.7.3. Database Administrator
	6.7.3.1. Manages network-wide configuration databases. Develops and implements data synchronisation procedures and resolves database discrepancies. Maintains and publishes network configuration tables and indices. Designs and implements queries and ot...
	6.7.3.2. Education:  Associates degree.
	6.7.3.3. Experience:  At least two years in database administration.

	6.7.4. Operational Support Manager
	6.7.4.1. Organises, directs and manages operational support activities. Analyses system performance data and prepares reports and assessments. Meets with Purchaser personnel to co-ordinate support issues and co-ordinates with system implementation per...
	6.7.4.2. Education:  Bachelor degree.
	6.7.4.3. Experience:  At least five years in the administration and operation of a distributed information system.


	6.8. Functional Support
	6.8.1. Senior COP Functional Specialist
	6.8.1.1. Provides support in the development of doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating procedures and other functional documentation.  Supports testing and operational validation.  Meets wi...
	6.8.1.2. Education:  Bachelor degree.
	6.8.1.3. Experience:  At least seven years in the COP functional area in NATO or a NATO nation.  At least three years in the development of COP doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating proced...

	6.8.2. Intermediate COP Functional Specialist
	6.8.2.1. Provides support in the development of doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating procedures and other functional documentation.  Supports testing and operational validation.  Meets wi...
	6.8.2.2. Education:  Associate degree.
	6.8.2.3. Experience:  At least four years in the COP functional area in NATO or a NATO nation.  At least one year in the development of COP doctrine; operational concepts; requirements; tactics, techniques and procedures; standard operating procedures...



	SECTION 7:    Contract Documentation Requirements
	7.1. Documentation
	7.1.1. General:
	7.1.1.1. All documentation provided to the Purchaser shall be written in English with spelling and usage based on the Concise Oxford English Dictionary, 11th edition.
	7.1.1.2. The convention to be used for numbers appearing in textual documents is for a comma to be the thousands separator and a period to be the decimal separator (e.g., 1,365,276.24).
	7.1.1.3. The convention to be used for dates appearing in free text (e.g., quoting dates of meetings) is day-month-year and not month-day-year.
	7.1.1.4. All documentation deliverables must be “stand-alone” with no dependence on other documentation or applications in the Contractor’s environment for its comprehension.  Likewise if there are hyperlinks to other areas of the Contractor environme...
	7.1.1.5. Documentation shall not be marked with corporate logos or contain warnings limiting the rights to use or reproduction.
	7.1.1.6. The security classification of the documentation shall follow agreed NATO security guidelines. Documentation developed under this project shall have its security classification shown on each page, top and bottom. It is expected that none of t...
	7.1.1.7. The documentation within this contract will respect the naming convention as stated in The NCIA instruction AI 06.00.01 (naming convention).

	7.1.2. Reports:
	7.1.2.1. For all reports delivered under this Contract, the Contractor shall ensure the following standards are met:
	7.1.2.2. The report shall be candid, forthright and complete.
	7.1.2.3. The report shall contain only material that can be supported by evidence and confirmed by independent analysis.
	7.1.2.4. The report shall provide evidence to support or justify the conclusions reached.
	7.1.2.5. The report shall be concise. If necessary, supporting data should be placed in appendices or referenced as backup material.
	7.1.2.6. The report shall use charts, graphs, matrices, tables, and other illustrative techniques to present data in an easily-understood form. Each illustration should be accompanied with a narrative showing how the data displayed is relevant to the ...

	7.1.3. Unless otherwise directed by the Purchaser, the Contractor shall furnish requested documentation as follows:
	7.1.3.1. All contractual documentation (e.g., change proposals, invoices, etc.) shall be delivered in electronic format.
	7.1.3.2. All project management documentation (e.g., plans, schedules, reports, etc.) shall be delivered as electronic copies in MS Office format (MS Office 2016 or higher).
	7.1.3.3. The rest of the deliverables shall be furnished as an electronic copy in a format which is best suited for review and maintenance by the Purchaser (e.g., Project Master Schedule in MS Project format, Project Highlight Reports in MS Word). In ...
	7.1.3.4. Documentation shall be distributed as follows:

	7.1.4. Each document shall contain the following information for identification:
	7.1.5. The Contractor shall submit all documentation for Purchaser review as described below. At each review cycle, the Purchaser will state if the document is likely to be accepted in its Final version.
	7.1.5.1. If the review is organized within sprint development, the Contractor shall provide documents for the review at least two (2) weeks before the review date, and four (4) weeks otherwise, unless specified differently the Statement of Work or in ...
	7.1.5.2. Attached to the documents to be reviewed, the Contractor shall send the invitation, including:
	7.1.5.3. During the development the Contractor may be required to provide subsequent Draft versions of the documents (starting with version 0.1) for the Purchaser comments, as defined in the sprint development methodology.
	7.1.5.4. The Contractor shall provide last Draft version (identified as version 0.9) of each deliverable for Purchaser review.
	7.1.5.4.1. The Purchaser will provide comments, corrections, and suggested changes to the Contractor within two (2) weeks of receipt for deliverables being submitted part of the sprint development and four (4) weeks otherwise.
	7.1.5.4.2. This version shall be substantially complete and correct, and the delivery dates specified in the Schedule of Supplies and Services assume this.
	7.1.5.4.3. The Purchaser reserves the right to return without review a document that has significant deficiencies.
	7.1.5.4.4. The Contractor shall not rely on the Purchaser review to fill in deficiencies or obtain missing Purchaser information
	7.1.5.4.5. The Contractor shall ensure that any documentation delivered to the Purchaser has been properly reviewed according to Contractor's quality management process.
	7.1.5.4.6. The Contractor shall ensure that only acceptable products, intended for delivery, are released. The Purchaser reserve the right to reject non-conforming products.
	7.1.5.4.7. The Contractor shall notify the Purchaser of proposed action, resulting from Review Output before releasing v0.9 that will affect compliance with contractual requirements.
	7.1.5.4.8. The Contractor's Review outputs shall, where action item(s) are identified, specify the responsible person/function and due date of the action item(s).
	7.1.5.4.9. The Contractor shall notify the Purchaser of non-conformities and corrective actions required, unless otherwise agreed with the Purchaser.

	7.1.5.5. The Contractor shall provide the Final version (version 1.0) of the document, for approval, within two (2) weeks after the review.
	7.1.5.6. Until FSA the Contractor shall remain responsible for updating all the deliverable documents to reflect necessary changes.


	7.2. Contract Documentation Requirements List
	7.2.1. The Contract Documentation Requirements List (CDRL) identifies the documents required to be delivered under this Contract and the applicable quality standards by which they will be reviewed for acceptance.
	7.2.2. The CDRL shall comply with the project applicable documents for security marking and electronic labelling (Ref. 14J).
	7.2.3. The CDRL for this Contract is provided in Table 7-1.  For each item, the table identifies the:
	7.2.3.1. Cross-reference to the SOW paragraph requiring the document.
	7.2.3.2. Document title.
	7.2.3.3. Document acceptance requirements, where:
	7.2.3.4. Applicable quality standard against which the document will be reviewed for acceptance. Where this SOW is the quality standard. “SOW” is indicated.



	SECTION 8:    Acronyms

	5d_NU_IFB-CO-115461-NCOPBMD_Book II-Part IV-SOW-Annex D_NCOP Interface Control Document_Amendment 3
	1 Scope
	1.1 Identification
	1.2 Applicability
	1.3 Relationship to other Documents
	1.4 Document Purpose
	1.5 Document Overview
	1.6 Applicable and Reference documents
	1.6.1 Applicable documents
	1.6.1.1 Contractual documents
	1.6.1.2 Applicable standards

	1.6.2 Reference documents
	1.6.2.1 SoW referenced documents
	1.6.2.2 SRS referenced documents
	1.6.2.3 Other reference documents

	1.6.3 Project Related Documents


	2 Interface description Overview
	3 Interface Specifications
	3.1 Main principles
	3.1.1 Sources
	3.1.2 Information Products
	3.1.3 List of System Sources interfaces

	3.2 Cartographic Interfaces
	3.2.1 Introduction
	3.2.2 I_NCOP_CORE_GIS_WFS: Bi-SC AIS WFS Interface
	3.2.2.1 Interface Overview
	3.2.2.2 Interface Principles
	3.2.2.3 Data Elements
	3.2.2.4 Communication Protocols

	3.2.3 I_NCOP_CORE_GIS_WMS: Bi-SC AIS WMS Interface
	3.2.3.1 Interface Overview
	3.2.3.2 Interface Principles
	3.2.3.3 Data Elements
	3.2.3.4 Communication Protocols

	3.2.4 I_NCOP_ESRI_REST_API: ESRI REST API Interface
	3.2.4.1 Interface Overview
	3.2.4.2 Interface Principles
	3.2.4.3 Data Elements
	3.2.4.4 Communication Protocols

	3.2.5 I_NCOP_GML: OGC GML Interface
	3.2.5.1 Interface Overview
	3.2.5.2 Interface Principles
	3.2.5.3 Data Elements
	3.2.5.4 Communication Protocols

	3.2.6 I_NCOP_KML: OGC Keyhole Markup Language Interface
	3.2.6.1 Interface Overview
	3.2.6.2 Interface Principles
	3.2.6.3 Data Elements
	3.2.6.4 Communication Protocols

	3.2.7 I_NCOP_SLD: OGC Style Layer Descriptor Interface
	3.2.7.1 Interface Overview
	3.2.7.2 Interface Principles
	3.2.7.3 Data Elements
	3.2.7.4 Communication Protocols

	3.2.8 I_NCOP_WFS: OGC Web Feature Service Interface
	3.2.8.1 Interface Overview
	3.2.8.2 Interface Principles
	3.2.8.3 Data Elements
	3.2.8.4 Communication Protocols

	3.2.9 I_NCOP_WMC: OGC Web Map Context Interface
	3.2.9.1 Interface Overview
	3.2.9.2 Interface Principles
	3.2.9.3 Data Elements
	3.2.9.3.1 Data elements exchanges from WMC provider to NCOP
	3.2.9.3.2 Data elements exchanges from NCOP to WMC external systems (consumers)

	3.2.9.4 Communication Protocols

	3.2.10 I_NCOP_WMS: OGC Web Map Service Interface
	3.2.10.1 Interface Overview
	3.2.10.2 Interface Principles
	3.2.10.3 Data Elements
	3.2.10.3.1 Data elements exchanges from WMS provider to NCOP
	3.2.10.3.2 Data elements exchanges from NCOP to WMS external systems (consumers)

	3.2.10.4 Communication Protocols

	3.2.11 I_NCOP_WMTS: OGC Web Map Tile Service Interface
	3.2.11.1 Interface Overview
	3.2.11.2 Interface Principles
	3.2.11.3 Data Elements
	3.2.11.4 Communication Protocols


	3.3 Functional Services Interfaces
	3.3.1 I_NCOP_ACCS: ACCS Interface
	3.3.1.1 Interface Overview
	3.3.1.2 Interface Principles
	3.3.1.3 Data Elements
	3.3.1.4 Communication Protocols

	3.3.2 I_NCOP_ADATP3: AdatP-3 MTF Interface
	3.3.2.1 Interface Overview
	3.3.2.2 Interface Principles
	3.3.2.3 Data Elements
	3.3.2.4 Communication Protocols

	3.3.3 I_NCOP_AGS: AGS Interface
	3.3.3.1 Interface Overview
	3.3.3.2 Interface Principles
	3.3.3.3 Data Elements
	3.3.3.4 Communication Protocols

	3.3.4 I_NCOP_AIRC2IS: AirC2IS Interface
	3.3.4.1 Interface Overview
	3.3.4.2 Interface Principles
	3.3.4.3 Data Elements
	3.3.4.3.1 Mission List Service
	3.3.4.3.2 ORBAT Service
	3.3.4.3.3 Asset List Service
	3.3.4.3.4 ATO Service
	3.3.4.3.5 ACO Service
	3.3.4.3.6 Target List Service
	3.3.4.3.7 RAP Service
	3.3.4.3.8 TBM Defence Design Service
	3.3.4.3.9 TBM Picture Service
	3.3.4.3.10 OPFOR TBM COA Service
	3.3.4.3.11 Pub/Sub
	3.3.4.3.12 Intra and Inter-IP BSO Associations
	3.3.4.3.12.1 Defence Design to Defence Design – Pairing line – Threatening
	3.3.4.3.12.2 Defence Design to Defence Design – Pairing line – Reaching
	3.3.4.3.12.3 Defence Design to Defence Design – DefenceTask
	3.3.4.3.12.4 Defence Design to Defence Design – SurveillanceTask
	3.3.4.3.12.5 Asset List to ORBAT – Comes from
	3.3.4.3.12.6 ORBAT to ORBAT – C2 Relationship
	3.3.4.3.12.7 Defence Design to Asset List – Defending
	3.3.4.3.12.8 Defence Design to OPFOR – Defending against
	3.3.4.3.12.9 Defence Design to ORBAT – Defence Resource – Comes from
	3.3.4.3.12.10 Defence Design to ORBAT – Commanding Unit – Comes from
	3.3.4.3.12.11 Defence Design to Defence Design
	3.3.4.3.12.12 TBM Picture to TBM Picture
	3.3.4.3.12.13 TBM Picture to TBM Picture
	3.3.4.3.12.14 TBM Picture to TBM Picture
	3.3.4.3.12.15 TBM Picture to TBM Picture
	3.3.4.3.12.16 OPFOR to ORBAT

	3.3.4.3.13 ADEM Type and SubType
	3.3.4.3.14 BSO type and Timing Attributes mapping

	3.3.4.4 Communication Protocols

	3.3.5 I_NCOP_AMN_INT_CORE: AMN INTEGRATION CORE Interface
	3.3.5.1 Interface Overview
	3.3.5.2 Interface Principles
	3.3.5.3 Data Elements
	3.3.5.4 Communication Protocols

	3.3.6 I_NCOP_CBRN: CBRN Interface
	3.3.6.1 Interface Overview
	3.3.6.2 Interface Principles
	3.3.6.3 Data Elements
	3.3.6.4 Communication Protocols

	3.3.7 I_NCOP_C4ISR_VIZ: C4ISR_VIZ Interface
	3.3.7.1 Interface Overview
	3.3.7.2 Interface Principles
	3.3.7.3 Data Elements
	3.3.7.4 Communication Protocols

	3.3.8 I_NCOP_CIDNE: CIDNE XML Interface
	3.3.8.1 Interface Overview
	3.3.8.2 Interface Principles
	3.3.8.3 Data Elements
	3.3.8.4 Communication Protocols

	3.3.9 I_NCOP_CORE_ACTIVE_DIRECTORY: Bi-SC AIS Active Directory Interface
	3.3.9.1 Interface Overview
	3.3.9.2 Interface Principles
	3.3.9.3 Data Elements
	3.3.9.4 Communication Protocols

	3.3.10 I_NCOP_CORE_DHS: Bi-SC AIS Core DHS Services Interface
	3.3.10.1 Interface Overview
	3.3.10.2 Interface Principles
	3.3.10.3 Data Elements
	3.3.10.4 Communication Protocols

	3.3.11 I_NCOP_CORE_EMS : Bi-SC AIS Enterprise Management Services Interface
	3.3.11.1 Interface Overview
	3.3.11.2 Interface Principles
	3.3.11.3 Data Elements
	3.3.11.4 Communication Protocols

	3.3.12 I_NCOP_CORE_INFORMAL_MESSAGING: Bi-SC AIS Informal messaging Interface
	3.3.12.1 Interface Overview
	3.3.12.2 Interface Principles
	3.3.12.3 Data Elements
	3.3.12.4 Communication Protocols

	3.3.13 I_NCOP_CORE_PRINTING: Bi-SC AIS Core Printing Services Interface
	3.3.13.1 Interface Overview
	3.3.13.2 Interface Principles
	3.3.13.3 Data Elements
	3.3.13.4 Communication Protocols

	3.3.14 I_NCOP_CORE_SECURITY: Bi-SC AIS Core Security Services Interface
	3.3.14.1 Interface Overview
	3.3.14.2 Interface Principles
	3.3.14.3 Data Elements
	3.3.14.4 Communication Protocols

	3.3.15 I_NCOP_CORE_XMPP: Bi-SC AIS XMPP Interface
	3.3.15.1 Interface Overview
	3.3.15.2 Interface Principles
	3.3.15.3 Data Elements
	3.3.15.3.1 NCOP sends alerts using the XMPP interface
	3.3.15.3.2 NCOP receive incoming alerts
	3.3.15.3.3 NCOP acquires Information Products using the XMPP interface

	3.3.15.4 Communication Protocols

	3.3.16 I_NCOP_CSD: CSD Interface
	3.3.16.1 Interface Overview
	3.3.16.2 Interface Principles
	3.3.16.3 Data Elements
	3.3.16.4 Communication Protocols

	3.3.17 I_NCOP_CYBER_DEFENSE: CYBER DEFENSE Interface
	3.3.17.1 Interface Overview
	3.3.17.2 Interface Principles
	3.3.17.3 Data Elements
	3.3.17.4 Communication Protocols

	3.3.18 I_NCOP_ETEE: ETEE FS Interface
	3.3.18.1 Interface Overview
	3.3.18.2 Interface Principles
	3.3.18.3 Data Elements
	3.3.18.4 Communication Protocols

	3.3.19 I_NCOP_ENVIRONMENTAL: Environmental FS Interface
	3.3.19.1 Interface Overview
	3.3.19.2 Interface Principles
	3.3.19.3 Data Elements
	3.3.19.4 Communication Protocols

	3.3.20 I_NCOP_EXCEL: EXCEL Data Interface
	3.3.20.1 Interface Overview
	3.3.20.2 Interface Principles
	3.3.20.3 Data Elements
	3.3.20.4 Communication Protocols

	3.3.21 I_NCOP_FFI: FFI Interface
	3.3.21.1 Interface Overview
	3.3.21.2 Interface Principles
	3.3.21.3 Data Elements
	3.3.21.4 Communication Protocols

	3.3.22 I_NCOP_GENERIC_TEXT: Generic Text Interface
	3.3.22.1 Interface Overview
	3.3.22.2 Interface Principles
	3.3.22.3 Data Elements
	3.3.22.4 Communication Protocols

	3.3.23 I_NCOP_GENERIC_XML: Generic XML Interface
	3.3.23.1 Interface Overview
	3.3.23.2 Interface Principles
	3.3.23.3 Data Elements
	3.3.23.4 Communication Protocols

	3.3.24 I_NCOP_ICC_WISI: WISI (ICC) Interface
	3.3.24.1 Interface Overview
	3.3.24.2 Interface Principles
	3.3.24.3 Data Elements
	3.3.24.4 Communication Protocols

	3.3.25 I_NCOP_IGEOSIT: iGeoSIT Interface
	3.3.25.1 Interface Overview
	3.3.25.2 Interface Principles
	3.3.25.3 Data Elements
	3.3.25.4 Communication Protocols

	3.3.26 I_NCOP_INTELFS: INTEL-FS native XML interface
	3.3.26.1 Interface Overview
	3.3.26.2 Interface Principles
	3.3.26.3 Data Elements
	3.3.26.4 Communication Protocols

	3.3.27 I_NCOP_JCOP_WS: JCOP Web Services
	3.3.27.1 Interface Overview
	3.3.27.2 Interface Principles
	3.3.27.3 Data Elements
	3.3.27.4 Communication Protocols

	3.3.28 I_NCOP_JOCWATCH: JOCWatch Operational Incident Reporting XML Web Service
	3.3.28.1 Interface Overview
	3.3.28.2 Interface Principles
	3.3.28.3 Data Elements
	3.3.28.4 Communication Protocols

	3.3.29 I_NCOP_JOIIS: JOIIS XML format for ORBAT Interface
	3.3.29.1 Interface Overview
	3.3.29.2 Interface Principles
	3.3.29.3 Data Elements
	3.3.29.4 Communication Protocols

	3.3.30 I_NCOP_JREAP: JREAP Interface
	3.3.30.1 Interface Overview
	3.3.30.2 Interface Principles
	3.3.30.3 Data Elements
	3.3.30.4 Communication Protocols

	3.3.31 I_NCOP_JTS: JTS Interface
	3.3.31.1 Interface Overview
	3.3.31.2 Interface Principles
	3.3.31.3 Data Elements
	3.3.31.4 Communication Protocols

	3.3.32 I_NCOP_LC2IS: LC2IS Interface
	3.3.32.1 Interface Overview
	3.3.32.2 Interface Principles
	3.3.32.3 Data Elements
	3.3.32.4 Communication Protocols

	3.3.33 I_NCOP_LOGFAS: LOGFAS Interface
	3.3.33.1 Interface Overview
	3.3.33.2 Interface Principles
	3.3.33.3 Data Elements
	3.3.33.4 Communication Protocols

	3.3.34 I_NCOP_LOGREP: LOGREP Interface
	3.3.34.1 Interface Overview
	3.3.34.2 Interface Principles
	3.3.34.3 Data Elements
	3.3.34.4 Communication Protocols

	3.3.35 I_NCOP_MCCIS: MCCIS Interface
	3.3.35.1 Interface Overview
	3.3.35.2 Interface Principles
	3.3.35.3 Data Elements
	3.3.35.4 Communication Protocols

	3.3.36 I_NCOP_MIP: MIP Interface
	3.3.36.1 Interface Overview
	3.3.36.2 Interface Principles
	3.3.36.3 Data Elements
	3.3.36.4 Communication Protocols

	3.3.37 I_NCOP_NFFI_IP1: NFFI IP1 Interface
	3.3.37.1 Interface Overview
	3.3.37.2 Interface Principles
	3.3.37.3 Data Elements
	3.3.37.4 Communication Protocols

	3.3.38 I_NCOP_NFFI_SIP3: NFFI SIP-3 Interface
	3.3.38.1 Interface Overview
	3.3.38.2 Interface Principles
	3.3.38.3 Data Elements
	3.3.38.4 Communication Protocols

	3.3.39 I_NCOP_NIRIS: NIRIS Tracks Interface
	3.3.39.1 Interface Overview
	3.3.39.2 Interface Principles
	3.3.39.3 Data Elements
	3.3.39.4 Communication Protocols

	3.3.40 I_NCOP_NJTS: NJTS Interface
	3.3.40.1 Interface Overview
	3.3.40.2 Interface Principles
	3.3.40.3 Data Elements
	3.3.40.4 Communication Protocols

	3.3.41 I_NCOP_NVG_14 & I_NCOP_NVG_15 & I_NCOP_NVG_20: NATO Vector Graphics 1.4, 1.5 and 2.0 Interfaces
	3.3.41.1 Interface Overview
	3.3.41.2 Interface Principles
	3.3.41.3 Data Elements
	3.3.41.4 Communication Protocols

	3.3.42 I_NCOP_NVG_STREAMING: NVG Streaming Protocol Interface
	3.3.42.1 Interface Overview
	3.3.42.2 Interface Principles
	3.3.42.3 Data Elements
	3.3.42.4 Communication Protocols

	3.3.43 I_NCOP_OTHTGOLD: OTH-T Gold MTF Interface
	3.3.43.1 Interface Overview
	3.3.43.2 Interface Principles
	3.3.43.3 Data Elements
	3.3.43.4 Communication Protocols

	3.3.44 I_NCOP_REST: REST Interface
	3.3.44.1 Interface Overview
	3.3.44.2 Interface Principles
	3.3.44.3 Data Elements
	3.3.44.4 Communication Protocols

	3.3.45 I_NCOP_SharePoint: SharePoint Interface
	3.3.45.1 Interface Overview
	3.3.45.2 Interface Principles
	3.3.45.3 Data Elements
	3.3.45.4 Communication Protocols

	3.3.46 I_NCOP_SOA: SOA Interface
	3.3.46.1 Interface Overview
	3.3.46.2 Interface Principles
	3.3.46.3 Data Elements
	3.3.46.4 Communication Protocols

	3.3.47 I_NCOP_SOF: SOF Interface
	3.3.47.1 Interface Overview
	3.3.47.2 Interface Principles
	3.3.47.3 Data Elements
	3.3.47.4 Communication Protocols

	3.3.48 I_NCOP_SQL: SQL Data Interface
	3.3.48.1 Interface Overview
	3.3.48.2 Interface Principles
	3.3.48.3 Data Elements
	3.3.48.4 Communication Protocols

	3.3.49 I_NCOP_TOPFAS: TOPFAS native XML Interface
	3.3.49.1 Interface Overview
	3.3.49.2 Interface Principles
	3.3.49.3 Data Elements
	3.3.49.4 Communication Protocols

	3.3.50 I_NCOP_TOPFAS_SAT: TOPFAS SAT Interface
	3.3.50.1 Interface Overview
	3.3.50.2 Interface Principles
	3.3.50.3 Data Elements
	3.3.50.4 Communication Protocols

	3.3.51 I_NCOP_TRITON: TRITON Interface
	3.3.51.1 Interface Overview
	3.3.51.2 Interface Principles
	3.3.51.3 Data Elements
	3.3.51.4 Communication Protocols

	3.3.52 I_NCOP_WS: NCOP Web Services
	3.3.52.1 Interface Overview
	3.3.52.2 NCOP Synchronization Service
	3.3.52.2.1 Interface Principles
	3.3.52.2.2 Data Elements
	3.3.52.2.2.1 SubscriptionManager: Subscribe Request
	3.3.52.2.2.2 SubscriptionManager: Subscribe Response
	3.3.52.2.2.3 SubscriptionManager: RenewOp Request
	3.3.52.2.2.4 SubscriptionManager: RenewOp Response
	3.3.52.2.2.5 SubscriptionManager: GetStatusOp Request
	3.3.52.2.2.6 SubscriptionManager: GetStatusOp Response
	3.3.52.2.2.7 SubscriptionManager: Unsubscribe Request
	3.3.52.2.2.8 SubscriptionManager: Unsubscribe Response
	3.3.52.2.2.9 SyncClientService: PublishCop Request
	3.3.52.2.2.10 SyncClientService: PublishCop Response
	3.3.52.2.2.11 SyncClientService: PublishIPTemplate Request
	3.3.52.2.2.12 SyncClientService: PublishIPTemplate Response
	3.3.52.2.2.13 SyncClientService: PublishSource Request
	3.3.52.2.2.14 SyncClientService: PublishSource Response
	3.3.52.2.2.15 SyncClientService: PublishKmlMap Request
	3.3.52.2.2.16 SyncClientService: PublishKmlMap Response

	3.3.52.2.3 Communication Protocols

	3.3.52.3 NCOP IP Publishing Service
	3.3.52.3.1 NCOP IP Publishing Service based on CDF (NVG 2.0)
	3.3.52.3.1.1 Interface Overview
	3.3.52.3.1.2 Interface Principles
	3.3.52.3.1.3 Data Elements
	3.3.52.3.1.3.1 GetCopList Operation
	3.3.52.3.1.3.2 GetCopList Prerequisite
	3.3.52.3.1.3.3 GetCopList Request
	3.3.52.3.1.3.4 GetCopList Response
	3.3.52.3.1.3.5 GetCopContent Operation
	3.3.52.3.1.3.6 GetCopContent Prerequisite
	3.3.52.3.1.3.7 GetCopContent Request
	3.3.52.3.1.3.8 GetCopContent Response
	3.3.52.3.1.3.9 GetInformationProductContent14 Operation
	3.3.52.3.1.3.10 GetInformationProductContent14 Prerequisite
	3.3.52.3.1.3.11 GetInformationProductContent14 Request
	3.3.52.3.1.3.12 GetInformationProductContent14 Response
	3.3.52.3.1.3.13 GetInformationProductStatus Operation
	3.3.52.3.1.3.14 GetInformationProductStatus Prerequisite
	3.3.52.3.1.3.15 GetInformationProductStatus Request
	3.3.52.3.1.3.16 GetInformationProductStatus Response
	3.3.52.3.1.3.17 GetInformationProductAssociations Operation
	3.3.52.3.1.3.18 GetInformationProductAssociations Prerequisite
	3.3.52.3.1.3.19 GetInformationProductAssociations Request
	3.3.52.3.1.3.20 GetInformationProductAssociations Response
	3.3.52.3.1.3.21 GetSearchFields Operation
	3.3.52.3.1.3.22 GetSearchFields Prerequisite
	3.3.52.3.1.3.23 GetSearchFields Request
	3.3.52.3.1.3.24 GetSearchFields Response

	3.3.52.3.1.4 Communication Protocols

	3.3.52.3.2 NCOP Notification Service
	3.3.52.3.2.1 Interface Principles
	3.3.52.3.2.2 Data Elements
	3.3.52.3.2.2.1 NotificationsManager: Subscribe Operation
	3.3.52.3.2.2.2 NotificationsManager: Subscribe Prerequisite
	3.3.52.3.2.2.3 NotificationsManager: Subscribe Request
	3.3.52.3.2.2.4 NotificationsManager: Subscribe Response
	3.3.52.3.2.2.5 NotificationsManager: KeepAlive Operation
	3.3.52.3.2.2.6 NotificationsManager: KeepAlive Prerequisite
	3.3.52.3.2.2.7 NotificationsManager: KeepAlive Request
	3.3.52.3.2.2.8 NotificationsManager: KeepAlive Response
	3.3.52.3.2.2.9 NotificationsManager: Renew Operation
	3.3.52.3.2.2.10 NotificationsManager: Renew Prerequisite
	3.3.52.3.2.2.11 NotificationsManager: Renew Request
	3.3.52.3.2.2.12 NotificationsManager: Renew Response
	3.3.52.3.2.2.13 NotificationsManager: ReceiveNotifications Operation
	3.3.52.3.2.2.14 NotificationsManager: ReceiveNotifications Prerequisite
	3.3.52.3.2.2.15 NotificationsManager: ReceiveNotifications Request
	3.3.52.3.2.2.16 NotificationsManager: ReceiveNotifications Response
	3.3.52.3.2.2.17 PullPointManager: CreatePullPoint Request
	3.3.52.3.2.2.18 PullPointManager: CreatePullPoint Response
	3.3.52.3.2.2.19 PullPointManager: Notify Request
	3.3.52.3.2.2.20 PullPointManager: Notify Response
	3.3.52.3.2.2.21 PullPointManager: GetMessages Request
	3.3.52.3.2.2.22 PullPointManager: GetMessages Response
	3.3.52.3.2.2.23 PullPointManager: DestroyPullPoint Request
	3.3.52.3.2.2.24 PullPointManager: DestroyPullPoint Response
	3.3.52.3.2.2.25 ServiceBroker: Notify Request
	3.3.52.3.2.2.26 ServiceBroker: Notify Response
	3.3.52.3.2.2.27 ServiceBroker: Renew Request
	3.3.52.3.2.2.28 ServiceBroker: Renew Response
	3.3.52.3.2.2.29 ServiceBroker: Unsubscribe Request
	3.3.52.3.2.2.30 ServiceBroker: Unsubscribe Response
	3.3.52.3.2.2.31 ServiceBroker: RegisterPublisher Request
	3.3.52.3.2.2.32 ServiceBroker: RegisterPublisher Response
	3.3.52.3.2.2.33 ServiceBroker: Subscribe Request
	3.3.52.3.2.2.34 ServiceBroker: Subscribe Response

	3.3.52.3.2.3 Communication Protocols

	3.3.52.3.3 Communication Protocols

	3.3.52.4 NCOP Alerts/Notifications Subscription Service
	3.3.52.4.1 Interface Principles
	3.3.52.4.2 Data Elements
	3.3.52.4.3 Communication Protocols

	3.3.52.5 NCOP Degradation Service
	3.3.52.5.1 Interface Principles
	3.3.52.5.2 Data Elements
	3.3.52.5.3 Communication Protocols

	3.3.52.6 REST API


	3.4 Technical Interfaces

	Appendix A Information Products provided through NCOP Interfaces
	A.1 Information Products providing BSO associations

	Appendix B Numerical Extended Data: Unit of measure
	Appendix C Document specific abbreviations
	Appendix D AIRC2IS mapping augmentation


		2022-02-17T11:28:50+0152
	Stavros Tsakonas




