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the fabricated parts, work in process,
completed work, Work, and other material
produced as a part of, or acquired in
connection with the performance of the
Work terminated by the notice of
termination, and

the completed or partially completed plans,
drawings, information, and other property
which, if the Contract had been completed,
would have been required to be furnished to
the Purchaser;

use his best efforts to sell, in the manner, at the times, to the
extent, and at the price or prices directed or authorised by the
Contracting Authority, any property of the types referred to in
Clause 40.3.6 above. However, the Contractor:

40.3.7.1

40.3.7.2

shall not be required to extend credit to any
Buyer; and

may acquire any such property under the
conditions prescribed by and at a price or
prices approved by the Purchaser; and
provided further that the proceeds of any
such transfer or disposition shall be applied
in reduction of any payments to be made by
the Purchaser to the Contractor under this
Contract or shall otherwise be credited to
the price or cost of the Work or paid in such
manner as the Contracting Authority may
direct;

complete performance of such part of the Work as shall not
have been terminated by the Notice of Termination; and

take such action as may be necessary, or as the Purchaser may
direct, for the protection and preservation of the property related
to this Contract which is in the possession of the Contractor and
in which the Purchaser has or may acquire an interest.

The Contractor may submit to the Purchaser a list, certified as to quantity and
guality, of any or all items of termination inventory not previously disposed of,
exclusive of items the disposition of which has been directed or authorised by
the Purchaser, and may request the Purchaser to remove such items or enter
into a storage agreement covering the same; provided that the list submitted
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shall be subject to verification by the Purchaser upon removal of the items, or
if the items are stored, within forty-five (45) Days from the date of submission
of the list, and any necessary adjustment to correct the list as submitted shall
be made prior to final settlement.

40.5 After receipt of a notice of termination, the Contractor shall submit to the
Purchaser his termination Claim for the Work covered by the notice of
termination, in the form and with certification prescribed by the Purchaser.
Such claim shall be submitted promptly but in no event later than six (6)
months from the effective date of termination, unless one or more extensions
are granted in writing by the Purchaser, upon request of the Contractor made
in writing within such six-month period or authorised extension thereof.
However, if the Purchaser determines that the facts justify such action, the
Purchaser may receive and act upon any such termination claim at any time
after such six-month period or any extension thereof. Upon failure of the
Contractor to submit his termination claim within the time allowed, the
Purchaser may determine on the basis of information available to him, the
amount, if any, due to the Contractor by reason of the termination and shall
thereupon pay to the Contractor the amount so determined.

40.6 Subject to the provisions of Clause 40.5, the Contractor and the Purchaser
may agree upon the whole or any part of the amount or amounts to be paid to
the Contractor by reason of the total or partial termination of Work pursuant to
this Clause, which amount or amounts may include a reasonable allowance
for profit on work done; provided that such agreed amount or amounts
exclusive of settlement costs shall not exceed total Contract price as reduced
by the amount of payments otherwise made and as further reduced by the
Contract price of the Work not terminated. The Contract shall be amended
accordingly and the Contractor shall be paid the amount agreed.

40.7 In the event of the failure of the Contractor and the Purchaser to agree as
provided in Clause 40.6 upon the whole amount to be paid to the Contractor
by reason of the termination of Work pursuant to Clause 40, the Purchaser
shall pay to the Contractor the amounts determined by the Purchaser as
follows, but without duplication of any amounts agreed upon in accordance
with Clause 40.6 the total of:

40.7.1 for completed Work accepted by the Purchaser (or sold
or acquired as provided in Clause 40.3 above) and not
therefore paid for, a sum equivalent to the aggregate
price for such Work computed in accordance with the
price or prices specified in the Contract, appropriately
adjusted for any saving of freight or other charges;

40.7.2 the costs incurred in the performance of the Work
terminated including initial costs and preparatory expense
allocable thereto, but exclusive of any costs attributable
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to Work paid or to be paid for under Clause 40.7.1;

40.7.3 the cost of settling and paying claims arising out of the
termination of work under Sub-contracts or orders, as
provided in Clause 40.3.5, which are properly chargeable
to the terminated portion of the Contract, exclusive of
amounts paid or payable on account of Work or materials
delivered or services furnished by Sub-contractors or
vendors prior to the effective date of the notice of
termination, which amounts shall be included in the costs
payable under Clause 40.7.2; and

40.7.4 a sum, as profit on Clause 40.7.1 above, determined by
the Purchaser to be fair and reasonable; provided,
however, that if it appears that the Contractor would have
sustained a loss on the entire Contract, had it been
completed, no profit shall be included or allowed and an
appropriate adjustment shall be made reducing the
amount of the settlement to reflect the indicated rate of
loss; and

40.7.5 the reasonable costs of settlement, including accounting,
legal, clerical and other expenses reasonably necessary
for the preparation of settlement claims and supporting
data with respect to the terminated portion of the Contract
and for the termination and settlement of Sub-contracts
there under, together with reasonable storage,
transportation, and other costs incurred in connection
with the protection, or disposition of property allocable to
this Contract.

40.8 The total sum to be paid to the Contractor under Clause 40.7 shall not exceed
the total Contract price as reduced by the amount of payments otherwise
made and as further reduced by the Contract price of Work not terminated.

40.9 Except for normal spoilage, and except to the extent that the Purchaser shall
have otherwise expressly assumed the risk of loss, there shall be excluded
from the amounts payable to the Contractor, as provided in Clause 40.7
above, the fair value, as determined by the Purchaser, of property which is
destroyed, lost, stolen, or damaged so as to become undeliverable to the
Purchaser, or to a buyer pursuant to Clause 40.3.7 above.

40.10 The Contractor shall have the right to dispute, under the Clause 41
(Disputes), any determination made by the Purchaser under Clauses 40.5 and
40.7, except that if the Contractor has failed to submit his claim within the time
provided in Clause 40.5 and has failed to request extension of such time, the
Contractor shall be foreclosed from his right to dispute said determination. In
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any case where the Purchaser has made a determination of the amount due
under Clauses 40.5 and 40.7, the Purchaser shall pay the Contractor the
following:

40.10.1 if there is no right of appeal hereunder or if no timely appeal has
been taken, the amount so determined by the Purchaser, or

40.10.2 if an appeal has been taken, the amount finally determined on such
appeal.

40.11 In arriving at the amount due to the Contractor under this Clause there shall
be deducted:

40.11.1 all unliquidated advance or other payments on account theretofore
made to the Contractor, applicable to the terminated portion of this
Contract;

40.11.2 any claim which the Purchaser may have against the Contractor in
connection with this Contract; and

40.11.3 the agreed price for, or the proceeds of the sale of, any materials,
Work, or other things acquired by the Contractor or sold, pursuant to
the provisions of this Clause, and not otherwise recovered by or
credited to the Purchaser.

40.12 If the termination hereunder is partial, prior to the settlement of the terminated
portion of this Contract, the Contractor may file with the Purchaser, in
accordance with Clause 16 (Changes), a request in writing for an equitable
adjustment of the price or prices relating to the continued portion of the
Contract (the portion not terminated by the notice of termination), and such
equitable adjustment as may be agreed upon shall be made in such price or
prices.

40.13 The Purchaser may from time to time, under such terms and conditions as it
may prescribe, make partial payments and payments on account against
costs incurred by the Contractor in connection with the terminated portion of
this Contract whenever in the opinion of the Purchaser the aggregate of such
payments shall be within the amount to which the Contractor will be entitled
hereunder. If the total of such payment is in excess of the amount finally
agreed or determined to be due under this Clause, such excess shall be
payable by the Contractor to the Purchaser upon demand, together with
interest calculated using the average of the official base rate(s) per annum of
the deposit facility rate as notified by the European Central Bank or such other
official source as may be determined by the Purchaser, for the period from the
date the excess is received by the Contractor to the date such excess is
repaid to the Purchaser, provided, however, that no interest shall be charged
with respect to any such excess payment attributed to a reduction in the
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Contractor's claim by reason of retention or other disposition of termination
inventory until ten days after the date of such retention or disposition or such
later date as determined by the Purchaser by reason of the circumstances.

40.14 Unless otherwise provided for in this Contract, the Contractor, from the
effective date of termination and for a period of three years after final
settlement under this Contract, shall preserve and make available to the
Purchaser at all reasonable times at the office of the Contractor, but without
direct charge to the Purchaser, all his books, records, documents, computer
files and other evidence bearing on the costs and expenses of the Contractor
under this Contract and relating to the work terminated hereunder, or, to the
extent approved by the Purchaser, photographs, micro-photographs, or other
authentic reproductions thereof.

41. DISPUTES

41.1 Except to the extent to which special provision is made elsewhere in the
Contract, all disputes, differences or questions which are not disposed of by
agreement between the Parties to the Contract with respect to any matter
arising out of or relating to the Contract, other than a matter as to which the
decision of the Contracting Authority under the Contract is said to be final and
conclusive, shall be decided by the Contracting Authority. The Contracting
Authority shall reduce his decision to writing and mail or otherwise furnish a
copy thereof to the Contractor.

41.2 The Contracting Authority shall not proceed with the evaluation and decision
in respect of any claim until and unless the Contractor has submitted the
attestation as foreseen in Clause 18 (Claims), as well as the complete proof
and evidence of the claim (either by submission or by identification of the
relevant documentation).

41.3 The Contracting Authority's decision shall be final and conclusive unless,
within 30 Days from the date of receipt of such copy, the Contractor mails or
otherwise furnishes to the Contracting Authority his decision to open
arbitration proceedings in accordance with the Clause 42 (Arbitration). The
burden of proof for both receipt and delivery of such documentation shall be
by signed and dated registered mail receipt or by hand receipt as
acknowledged and signed by the Contracting Authority.

41.4 Pending final decision of a dispute, the Contractor shall proceed diligently with
the performance of the Contract, unless otherwise instructed by the
Contracting Authority.

42. ARBITRATION

42.1 Within a period of thirty days from the date of receipt of the notification
referred to in Clause 41.3 above, the Parties shall jointly appoint an arbitrator.
In the event of failure to appoint an arbitrator, the dispute or disputes shall be
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submitted to an Arbitration Tribunal consisting of three arbitrators, one being
appointed by the Purchaser, another by the other contracting party and the
third, who shall act as President of the Tribunal, by these two arbitrators.
Should one of the Parties fail to appoint an arbitrator during the fifteen days
following the expiration of the first period of thirty days, or should the two
arbitrators be unable to agree on the choice of the third member of the
Arbitration Tribunal within thirty days following the expiration of the said first
period, the appointment shall be made, within twenty-one days, at the request
of the Party instituting the proceedings, by the Secretary General of the
Permanent Court of Arbitration at The Hague.

42.2 Regardless of the procedure concerning the appointment of this Arbitration
Tribunal, the third arbitrator will have to be of a nationality different from the
nationality of the other two members of the Tribunal.

42.3 Any arbitrator must be of the nationality of any one of the member states of
NATO and shall be bound by the rules of security in force within NATO.

42.4 Any person appearing before the Arbitration Tribunal in the capacity of an
expert witness shall, if he is of the nationality of one of the member states of
NATO, be bound by the rules of security in force within NATO. If he is of
another nationality, no NATO classified documents or information shall be
communicated to him.

42.5 An arbitrator, who, for any reason whatsoever, ceases to act as an arbitrator,
shall be replaced under the procedure laid down in Clause 42.1 above.

42.6 The Contractor agrees to submit to the Arbitration Tribunal only such issues,
facts, evidence and proof which the Contractor had beforehand identified and
submitted to the Contracting Authority for decision in accordance with Clause
41 (Disputes). The jurisdictional authority of the Arbitration Tribunal shall be
restricted to consider only those identical issues, facts, evidence and proof so
identified and submitted to the Contracting Authority.

42.7 The Purchaser likewise agrees to restrict its submissions only to the
information on which the Contracting Authority based its decision and not to
introduce new information and arguments which cannot reasonably be
deduced or inferred from the written decision of the Contracting Authority in
response to the original dispute.

42.8 The Arbitration Tribunal will take its decisions by a majority vote. It shall
decide where it will meet and, unless it decides otherwise, shall follow the
arbitration procedures of the International Chamber of Commerce in force at
the date of signature of the present Contract.

42.9 The awards of the arbitrator or of the Arbitration Tribunal shall be final and
there shall be no right of appeal or recourse of any kind. These awards shall
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determine the apportionment of the arbitration expenses.
Pending final decision of a dispute, the Contractor shall proceed diligently with

the performance of the Contract, unless otherwise instructed by the
Contracting Authority.

SEVERABILITY

If one or more of the provisions of this Contract is declared to be invalid,
illegal or unenforceable in any respect under any applicable law, the validity,
legality and enforceability of the remaining provisions shall not be affected.
Each of the Parties shall use its best efforts to immediately and in good faith
negotiate a legally valid replacement provision.

APPLICABLE LAW

This Contract shall be governed, interpreted and construed in accordance
with the private contract law of the Kingdom of Belgium.
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ANNEX 1 TO GENERAL PROVISONS: PURCHASER'S PRICING PRINCIPLES

A. General

1.

With regard to all actions included in Clause 19,” Pricing of Changes, Amendments
and Claims”, the Parties agree that the Purchaser’s Pricing Principles contained
herein shall govern.

As may be requested by the Purchaser, the Contractor shall provide
documentation. that the standards or principles employed in the submission of cost
or pricing data are in conformance with governing national policies and regulation.
The Contractor, when submitting a price proposal based upon national standards
and regulations, shall provide a point of contact within the national body governing
such standards and regulations in order to allow Purchaser verification and audit.

Where such conformance cannot be demonstrated to the satisfaction of the
Purchaser, the Purchaser’s Pricing Principles will govern.

The Contractor shall clearly state whether national standards and rules or the
Purchaser’s Pricing Principles and formats are the basis for the price proposal.

Whether national standards or Purchaser pricing principles are applied, all cost and
pricing data shall be verifiable, factual and include information reasonably required
to explain the estimating process.

The Contractor shall also incorporate provisions corresponding to those mentioned
herein in all sub-contracts, and shall require price and cost analysis provisions be
included therein.

B. Purchaser’s Pricing Principles

1. Allowable cost

A cost is allowable for consideration by the Purchaser if the following conditions are
fulfilled:

(a) itis incurred specifically for the Contract or benefits both the Contract and other work or
is necessary to the overall operation of the business although a direct relationship to
any particular product or service cannot be established and is allocated to them in
respective proportion according to the benefit received;

Direct Costs

A direct cost is any cost which can be identified specifically with a particular cost
objective as generally accepted. Direct costs are not limited to items which are
incorporated in the end product as material or labour.

Indirect Costs
Al-1
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An indirect cost is one which is not readily subject to treatment as a direct cost. When
presented these costs shall be accumulated in logical cost groupings in accordance
with sound accounting principles and the Contractor's established practices. An
indirect cost may be allocated to more than one final cost objective. An indirect cost
shall not be allocated to a final cost objective if other costs incurred for the same
purpose, in like circumstances, have been included as a direct cost of that or any
other final cost objective. Such costs shall be presented as overhead rates and be
applied to each related direct cost grouping.

(b) The Contractor shall specify the allocation of costs to either of the cost groupings. The
method by which costs are accumulated and distributed as part of direct or indirect
costs cannot be modified during the duration of the Contract.

(c) it is reasonable and expedient in its nature and amount and does not exceed that
which would be incurred by an ordinary prudent person in the conduct of competitive
business;

(d) itis not liable to any limitations or exclusion as to types or amounts of cost items as
set forth herein.

(e) The Purchaser will review other costs presented against the contract and will determine
if they would be allowable.

2. Unallowable Costs

In general all costs which cannot be shown by the contractor to be directly or indirectly of
benefit to the Contract are totally unallowable. =Examples of such costs are, among
others:

(@) Advertising costs

(b) Costs of remuneration, having the nature of profit sharing.

(c) Costs of maintaining, repairing and housing idle and excess facilities.

(d) Fines and penalties as well as legal and administrative expenses resulting from a
violation of laws and regulations.

(e) Losses on other contracts or on expected follow-on contracts

() Costs incurred for the creation of reserves for general contingencies or other
reserves (e.g. for bad debts, including losses).

(g) Losses on bad debts, including legal expenses and collection costs in connection
with bad debts.

Al-2
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Costs incurred to raise capital.

Gains and losses of any nature arising from the sale or exchange of capital assets

other than depreciable property.

()
(k)
()
(m)

Taxes on profits.
Contractual penalties incurred.
Commissions and gratuities.

Interest on borrowings.

Rates and Factors

(a) The Contractor shall inform the Purchaser of his rates and factors the basis upon
which they were computed.

(b) If the Contractor's rates and factors for similar contracts placed with national or
international public services have not been established or approved by a
government agency or an agency accepted by his government, the Contractor shall
provide the necessary data to support the proposed rates.

(c) The term "provisional " used in the title of a rate or factor means a tentative rate
established for interim billing purposes pending negotiation and agreement to the
final rate or factor.

(d) A rate or factor is pre-determined if it is fixed before or during a certain period and
based on (estimated) costs to be incurred during this period. An rate or factor is
post-determined if it is fixed after a certain period and based on costs actually
incurred during this period. Pre-determined rates or factors shall be agreed upon
as final rates whenever possible; otherwise the provisions of paragraph 3c above
shall apply pending agreement to post-determined rates or factors.

(e) Such rates or factors shall be determined on the basis of Contractor's properly
supported actual cost experience.

(f) If the rates or factors of the Contractor for similar contracts placed by national or
international public services have been established or approved by a government
agency or an agency accepted by his government and the Contractor proposes the
application of these rates, he shall state the name and address of the agency which
has accepted or approved the rates and the period for which they were established.
If he proposes rates which vary from the rates mentioned above, he shall
furthermore provide a justification for the difference.

Al-3
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4. Profit/Benefit

(a) Over the entire life cycle of a given acquisition, Profit and/or Benefit may be subject to
negotiation.

(b) Subcontracting profit/benefit amounts are dependent upon the size, nature and
oversight needs of the subcontract(s) the prime contractor will use for work
performance period.

(c) Profit/benefit is considered by the Purchaser to be directly related to the anticipated
risk of the Contractor during the performance of the Contract.

Al-4
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SECTION 1: INTRODUCTION

Purpose

1.1.1. NATO requires a data loss prevention capability, to prevent the unauthorised
release of data from the NATO SECRET to a NATO/xFOR SECRET domain. The aim of
this procurement project is to industrialize the existing prototype capabilities, thereby
reducing risks to security, providing resilience, improving control, management and
maintenance aspects, while adhering to newly approved NATO Standards.

1.1.2. The Information Exchange Gateway Scenario C (hereafter called IEG-C)
project will provide:

1.1.2.1. Support for Information Exchange Services of information and real time data
between the NATO Secret core network (which comprise NATO Commands, Agencies,
and connected NATO Nations) and NATO/xFOR Secret networks (for NATO Responses
Forces, NATO-led Coalition Exercises and Operations).

1.1.2.2. These services will be provided by a gateway system, which should be able to
scale based on the needs of the supported mission, available bandwidth and required
response times.

1.1.2.3. These gateways may be in deployed locations but will be centrally managed,
monitored and controlled, while physical maintenance will be undertaken by local staff.

1.1.2.4. The main objective of the gateway is to protect NATO Secret (NS) information
and CIS while supporting the required interactions between the NS and mission secret
CIS. The gateway will mediate exchange of data for both ‘core’ and ‘functional’ services
and will, whenever possible, conform to NATO Standardization Agreements (STANAGS)
4774 and 4778".

[SOW-1] The Contractor SHALL take due account of all the elements of purpose

1.2.

described in this SOW and ensure during the execution of the contract that the
purpose described in this SOW is completely addressed in the products and
services provided.

System Description

' References provided in Section 2

NATO UNCLASSIFIED
Book 2, Part IV, Page IV-7



NATO UNCLASSIFIED

1.2.1. The IEG-C is a Data Loss Prevention bi-directional guard at the interface
between the (or “a”) NATO SECRET (NS) domain and a NATO-led ‘mission’ domain,
such as ‘Resolute Support’ or ‘KFOR’. The guard approves or rejects the transmission
of data between the two security domains based on either a STANAG-compliant trusted
classification label, such as ‘NATO <classification> Releasable to <mission>’ or trusted
source to trusted destination mediated by firewall rule sets. The reason for the trusted
source/destination path is that not all current NATO services and apps are ‘label aware’.

1.2.2. The overall requirement for the IEG-C is to allow a mission command structure
to operate the full range of military command and control IT functions where the staff and
users include NATO and non-NATO mission partners. All non-NATO mission partners
will have security agreements with NATO such that they are authorised to access
information classified up to NATO SECRET Releasable to <Mission>. In such a
situation, two IT systems are provided; one classified ‘NATO SECRET’ to process
information that is required for the mission but not releasable to non-NATO partners
(typically J2 data) and one classified <Mission> SECRET that is accessible to all
authorised mission partners, both NATO and non-NATO. For practical purposes, the
majority of users are typically provided with access to the mission IT system. Users in
the NS domain (both local and in the static NS domain) can be granted access to services
and data in the <Mission> SECRET domain, but users in the <Mission> SECRET domain
are prevented from any access to the NS domain.

1.2.3. The NATO requirement for users with elevated privileges (e.g. system
administrators) to have a security clearance higher than the level of the system they
operate means that only NATO cleared users can be granted such permissions. Where
both NS and <Mission> SECRET IT systems are provided, data transfer requirements
typically require the IEG-C to be deployed to the mission HQ so that LAN-level transfer
speeds can be provided between the two IT systems. Where a mission has no NS
component, the IEG-C can be located at the supporting HQ at the reach-back or mission
anchor location. Possible configurations are shown below in Figure 1: IEG-C Modes of
Operation:

Mission 4

Mission 3

Mission 3 M3 User

Secret

M3 User M3 User M3 User W3 User

Static HQ

M3 Reachback

M2 Reachback
to Static HQ

Management

M1 User

Mission 2

M2 User M2 User

Mission 2

EG-C Secret
e 0 M2

M2 User M2 User M2 User M2 User
M1 User
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Figure 1: IEG-C Modes of Operation

1.2.4. The IEG-C requirement and operational prototype solutions have evolved over
many years to a situation where there are two main variants in operation today; those
with a ‘DMZ’ and those without. In the ‘without’ case, a firewall and a mail guard are
connected in parallel between the two security domains. The ‘DMZ’ configuration adds
a third domain mediated by the firewall that contains the mail guard and other guards
and proxies, such as an XML web-guard and web reverse proxy.

1.2.5. The objective of the IEG-C project is to modernise and standardise the
configurations to a single layout with a consolidated management suite like below in
Figure 2: IEG-C Components and to add additional features required by, for instance,
evolving security protection measures. It should be noted that configurations will never
be fully identical as different missions will always operate different C2 tools and
information exchange requirements due to the nature of the operation (Maritime-based,
Land-based etc.). So there will be differences in the firewall rule sets and, of course, all
missions have specific releasability labels.
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1.2.6. Asthe IEG-C is a data release guard, it does not support any on-line users and,
other than log files, only supports transient data. All of the IEG-C components will be
centrally managed by a Border Protection Services management team from a central
location.

1.2.7. The logical layout and data flows of the IEG-C is shown below in Figure 3:
IEG-C Data Flows. Features to note are that physically separate firewalls are required
for the interface to the NS domain and the interface to the <Mission> SECRET domain
and that separate IEG-Cs are required for each mission. The diagram is illustrative of
the data flows between the NS and <Mission> SECRET domain and shows both
operational and management streams.
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Scope

1.3.1.  The project will implement eleven (11) IEG-C systems in seven (7) locations
(listed in Annex B.1), where prototype gateways have been already installed to meet
NATO requirements for boundary protection, including one (1) reference system and a
management facility to be installed in the first location in the NCI Agency at SHAPE.

1.3.2.  The project may also implement optional installations (7 IEG-C systems in 7
locations). Six (6) of these options will be exercised depending on NATO future
operational requirements and the 7™ one, a virtualized instance, will be exercised when
funding and specifications finalize to support NCIA IV&V activities. Options are described
in SECTION 16.

1.3.3.  Finally the project will remove the legacy prototypes it intends to replace,
including those in 3 locations that will not receive new gateways.

1.3.4. This Statement of Work (SOW) describes requirements, as well as
development, delivery and implementation processes for the IEG-C through a series of
work packages as shown below in Table 1:

Number? | Name

2 Phase 1 Initial Design and Build

2.1 Design and Build to Factory Acceptance

2.2 Installation of the Reference System

2.3 Integration into NATO Enterprise and Management Capability

3 Installation of Operational Gateways

4 Decommissioning legacy gateways (3 sites)
OPTIONS (NOT EVALUATED)
6 Hardware

7 Cyber Security Monitoring (former NCIRC)

Table 1: Work Packages

[SOW-2] The Contractor SHALL deliver the IEG-C as detailed in the System Requirement

Specifications (SRS).

2 WP1 was for the IEG-C Target architecture and is already executed
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This Statement of Work (SOW) describes the responsibilities of and activities

to be conducted by the Contractor to meet the requirements of the IEG-C project.

[SOW-3]

[SOW-4]
[SOW-5]

1.3.6.

The Contractor SHALL provide all necessary resources to include services,
personnel, materials, components, equipment®, data* and documentation
needed to accomplish all the tasks described in the SOW, to meet all the
requirements of the SOW (including annexes) and to fulfil all other Contract
provisions.

The documents listed in SECTION 2: Applicable Documents will be revised over
time. The Contractor SHALL always use the current version of each document.

The Contractor SHALL be aware and comply with above mentioned documents
throughout the Contract.

Except otherwise stated, the delivery dates of the associated deliverables are

provided in the Schedule of Supplies and Services (SSS) document.

[SOW-6]
[SOW-7]

[SOW-8]

[SOW-9]

[SOW-10]

[SOW-11]
[SOW-12]

[SOW-13]

The Contractor SHALL provide project management services.

The Contractor SHALL provide systems engineering services to cover:
o Requirements review;

o System design and

o System Integration.

The Contractor SHALL provide test, verification and validation services to prove
the system Product Baseline is meeting its requirements.

The Contractor SHALL fully document the design, operation, and maintenance
of IEG-C by providing the required manuals, operational procedures, supporting
technical data, computer software and drawings required by the Contract.

The Contractor SHALL conduct all necessary activities to obtain Security
Accreditation at the NATO SECRET (NS) and applicable Mission SECRET (MS)
levels for all installed sites/instances.

The Contractor SHALL provide System Services as described in SECTION 7

The Contractor SHALL co-ordinate with the Purchaser to ensure that the site
preparation activities are completed in accordance with the installation
requirements of the delivered system.

The Contractor SHALL procure and prepare the system components, as agreed
in this contract, for delivery to the sites specified in this Contract.

3 Required equipment will be identified by the bidders to conform to SRS, but part thereof may
be provided by the customer as Purchaser Furnished Equipment (PFE). Lists will be finalized
in PDR milestone (PRM 2, EDC+3). Detailed instructions are provided at 16.2 WP 6 Hardware.

4 NATO specific data required for System or Component Configuration will be provided by the

NCI Agency
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[SOW-15]

[SOW-16]

[SOW-17]

[SOW-18]

[SOW-19]
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The Contractor SHALL deliver the required software to the prepared sites,
together with those that may be provided by the customer as PFE, and execute
installation/deployment, on-site testing, training, and activation.

The Contractor SHALL provide support to application and service management
integration

The Contractor SHALL provide Integrated Logistics Support (ILS), including
training services, as described in SECTION 6 Integrated Logistics Support
(ILS).

The Contractor SHALL provide operation and maintenance support with
appropriate service management interfaces both at information (monitoring /
reporting) and process (request / incident) level (see Annex F
Maintenance and Support Concept (After FSA)).

The Contractor SHALL comply with all overarching requirements as described
in the SOW (Testing process, Site survey process, Quality Assurance,
Configuration Management).

The Contractor SHALL meet or “exceed” the Notional schedule (see 3.2:
Notional schedule).

1.4. |IEG-C Solution Constraints

1.4.1.

The project will include a number of optional sites, to be confirmed at a later

stage, depending on future operational requirements.

1.4.2.

The aforementioned IEG-C Services shall include in particular, but will not be

limited to:

1.4.3.

Text Chat

Electronic mail

Directory Services

Web Services

Common Operational Picture Data
Tactical Data Links data

Remote desktop services

Video streams

IEG-C will utilise certificates provided by the NATO Public Key Infrastructure

(NPKI) service.

1.4.4.

The IEG-C as a system integrated in the NATO Enterprise infrastructure shall

allow for automatic and seamless failover between multiple IEG-C gateways properly

setup.

1.4.5.

allow for

1.4.6.

The IEG-C as a system integrated in the NATO Enterprise infrastructure shall

Security enforcing products shall be evaluated in accordance with NATO

Security Policy and supporting directives.

1.5. Statement of Work (SOW) organisation
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1.5.1. This SOW describes the responsibilities of and activities to be conducted by the
Contractor to meet the requirements of the IEG-C project.

1.5.2. Section Relevance

1.5.2.1. SECTION 2 defines the applicable documents.

1.5.2.2. SECTION 3 to SECTION 15, as well as the Annexes, define requirements of
this Contract.

1.5.3. SECTION 16 describes the Options of this Contract.

1.5.4. Standards for Interpretation of the SOW:

1.5.4.1. The use of shall, should and will is defined as follows:

1.5.4.11. SHALL: This requirement is mandatory and must be implemented by
the contractor.

1.5.4.1.2. SHALL NOT: means that the definition is an absolute prohibition of the
specification.

1.5.4.1.3.  WILL: This term is not implemented within the System Requirements
Specification (SRS) requirements.

1.5.4.14. SHOULD: This term is implemented within the SRS requirements.

1.5.4.2. The words “preliminary” or “initial” or “first draft” for documents referenced in
this SOW that need to be produced by the Contractor mean a document at 60% or more
maturity.

1.5.4.3. This SOW invokes a variety of Standard NATO Agreements (STANAG), Allied
Quality Assurance Publications (AQAPs), and Military Standards (MIL-STD). While these
are NATO reference documents, there are national and international standards that are
considered to be equivalent and are cited as such within these documents.

1.5.4.4. Where a national or international standard exists that is not specifically
referenced in the STANAGs (and underpinning documents) or MIL-STDs as being
equivalent, the Contractor may propose to utilise such a standard if he can demonstrate
to the satisfaction of the Purchaser that such a standard is equivalent to the STANAGs
or MIL-STD in question.

1.5.4.5. The Purchaser, however, reserves the right to deny such a request and demand
performance in accordance with the standard cited in the SOW.

1.5.5.  An Overall Project Schedule is provided in Section 3.2.
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SECTION 2: APPLICABLE DOCUMENTS

[SOW-20] The Contractor SHALL be aware and comply with the documents listed in
SECTION 2 throughout the Contract.

2.1. NATO Documents

2.1.1.  Security Documents

Abbreviation Full document Name and Reference

AC/322-D/0030-REV5 INFOSEC Technical & Implementation Directive for the
Interconnection of Communication and Information Systems
(CIS)

AC/322-D/0047-REV2 (INV) | "INFOSEC Technical & Implementation Directive On
Cryptographic Security And Cryptographic Mechanisms"

AC/322-D(2017)0016 (INV) | Technical and Implementation Directive on Supply Chain
Security for COTS CIS Security Enforcing Products

AC/322-N(2014)0158-ADD3 | Selection and Installation of Equipment for the Processing
of Classified Information

AD 070-005 ACO Communication and Information Systems (CIS)
Security

AC/35-D/1017-REV3 Guidelines for Security Risk Management of CIS

AC/35-D/1021-REV3 Guidelines for the security accreditation of communication
and information systems (CIS), 31 January 2012

AC/35-D/2004-REV3 Primary Directive on CIS Security, 15 November 2013

AC/35-D/2005-REV3 Management Directive on CIS Security

AC/322-D(2004)0030 INFOSEC Technical And Implementation Directive on the

Requirement for, and the Selection, Approval and
Implementation of, Security Tools (ST)

NS Reference Baseline NATO SECRET CIS Security Reference Baseline — Security
Mechanisms (SMs) Requirements for Core and Site
Services

AC/322-D/0048-REV3 Technical and Implementation Directive on CIS Security

C-M(2002)49-COR12 Security Within The North Atlantic Treaty Organisation

AC/35-D/1030, 2005 Guidelines on Physical Security

AC/35-D/1014-REV3 Guidelines for the Structure and Content of Security
Operating Procedures

AC/35-D/2001-REV3 Directive on Physical Security

AC/35-D/2002-REV5 Directive on the Security of NATO Classified Information

SDIP-27/2 NATO TEMPEST Requirements and Evaluation Procedures

SDIP-28/1 NATO Zoning Procedures
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SDIP-29/2 Selection and Installation of Equipment for the Processing
of Classified Information
2.1.2. Quality Assurance Documents

Abbreviation

Full document Name and Reference

STANAG 4107 - Mutual Acceptance of Government Quality Assurance and Usage
Edition 11 of the Allied Quality Assurance Publications (AQAP) Edition 11,
dated 16 Jan 19, and underpinning AQAPs
2.1.3. Configuration Management Documents

Abbreviation

Full document Name and Reference

STANAG 4427 - Configuration Management In System Lifecycle Management —

Edition 3 ACMP-2000 edition A & ACMP-2009 Edition A & ACMP-2100
Edition A, dated 18 Dec 14, and underpinning Allied Configuration
Management Publications (ACMPs)

NCI Agency Al NATO Communications and Information Agency - Agency

06.03.01, 2015

Instruction 06.03.01, "ldentification of Software Assets", 2015

2.14.

Technical Guidance

Abbreviation

Full document Name and Reference

FMN SI Informal
Messaging

FMN Spiral 1 Service Instructions for Informal Messaging, 18th
February 2016

INSTR TECH 06.02.01

Service Interface Profile for Security Services, 4th February
2015

INSTR TECH 06.02.02

Service Interface Profile for REST Security Services, 4th
February 2015

INSTR TECH 06.02.06

Service Interface Profile for Messaging (SOAP), 4th February
2015

INSTR TECH 06.02.07

Service Interface Profile for REST Messaging, 4th February
2015

NAC AC/322-

D(2004)0019(INV), 2004

North Atlantic Council Document AC/322-D(2004)0019(INV),
“‘INFOSEC Technical and Implementation Guidance for the
Protection of CIS from Malicious Software”, March 2004

AC/322-D(2004)0024-
REV3-COR1, 2018

North Atlantic Council Document AC/322-D(2004)0024-REV3-
COR1 “CIS Security Technical And Implementation Directive
On The NATO PKI Certificate Policy”, April 2018

AC/322-D(2007)0002-
REV1, 2015

North Atlantic Council Document AC/322-D(2007)0002-REV1,
“CIS Security Technical And Implementation Guidance in
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Support of Public Key Infrastructure - Cryptographic Aspects”,
March 2015

AC/35-D/1032, 2005

North Atlantic Council Document AC/35-D/1032, 2005
“Guidelines on the Security of Information”, May 2005

NCIA RD-3381, 2012

NATO Communications and Information Agency, Reference
Document 3381, “High Level Design for the NATO High
Assurance Automated Guard”, April 2012

NCIA TN-1485 v1.1,
2012

NATO Communications and Information Agency, “Common
Criteria (CC) Protection Profile (PP) for a Medium Assurance
NATO XML-Labelling Guard, Version 1.1”, K. Wrona, S.
Oudkerk, December 2012

NC3A TN-1486, 2012

NATO Consultation, Command and Control Agency Technical
Note 1486, “NATO Content Inspection Policy Enforcement
Framework Functional Specification”, A. Ross, S. Oudkerk,
April 2012.

NC3B AC/322-
D(2019)0034 (INV), 2019

NATO C3 Board AC/322-D(2019)0034 (INV), "C3 Taxonomy
Perspective Baseline 23.1", 2019

NCIA SMC TA, 2018

NATO Communications and Information Agency, "Target
Architecture - Enterprise Service Management and Control",
2018

NCIA TR-2012-
SPWO008418-29, 2014

NATO Communications and Information Agency ,
“Cryptographic Access Control In Support Of Object Level
Protection”, S. Oudkerk, K Wrona, February 2014

NCIA NATO Communications and Information Agency , ,

TR/2016/NSE010871/01, | “Information Exchange Gateway Scenario C Phase 1: Target

2017 Architecture — Final”, IEG-C Team, January 2017

[NCI Agency NATO Communications and Information (NCI) Agency

TR/2017/NCB010400/12, | Technical Report 2017/NCB010400/12, “NATO Enterprise

2017] Security Monitoring Guidance Version 1.0”, Sébastien Gay,
Philippe Lagadec, Jean-Francois Agneessens, Nikolaos
Virvilis-Kollitiris, NCI Agency, The Hague, The Netherlands,
June 2017 (NATO RESTRICTED).

NAC AC/322- North Atlantic Council, Consultation Command and Control

D(2012)0022, 2013

Board (C3B)“Technical Implementation Guidance on
Cryptographic Mechanisms in Support of Cryptographic
Services”, January 2013 (NATO RESTRICTED)

2.15.

Standard Guidance

Abbreviation

Full document Name and Reference

STANAG 1059

Letter Codes for Geographical Entities

STANAG 4774

Confidentiality Metadata Label Syntax

STANAG 4778

Metadata Binding Mechanism
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STANAG 4778 SRD.2

Standard Related Document SRD.2 “Binding Profiles

NATO STANAG 6001,
2014

NATO Standardisation Agreement 6001, "Language Proficiency
Levels", Ed. 5, 2014

MILSTD810, 2000

Environmental Engineering Considerations and Laboratory Tests

AECTP300, 1998

Climatic Environmental Tests

MILSTD461E, 1999 EMC Testing

2.1.6. NATO Templates
Abbreviation Full document Name and Reference
[NTEMP-1] Interface Control Document template
[SRA template] Security Risk Assessment (SRA) Report template
[STVR template] Security Test and Verification Report template

[SISRS template]

System Interconnection Security Requirements Statement
(SISRS) template

[STVP template]

2.1.7. Others

Abbreviation

Full document Name and Reference

IEG-C description

Information Exchange Gateway Scenario C (IEG-C) description

IEG-C SAP NATO Security Accreditation Plan (SAP) for Information
Exchange Gateway Scenario C (IEG-C)
NATO VIG v3 NATO Visual Identity Guidelines Version 3 (online:
https://www.nato.int/vigs/pdf/NATO-VIGs-2016-en.pdf)
2.2. Non-NATO Documents

Abbreviation

Full document Name and Reference

AIA/ASD SX000i,
2016

Aerospace Industries Association/Aerospace and Defence
Industries Association of Europe SX000i, "International guide for
the use of the S-Series Integrated Logistic Support (ILS)
specifications (issue 1.1)", 2016

AIA/ASD S3000L,
2014

Aerospace Industries Association/Aerospace and Defence
Industries Association of Europe S3000L - International
specification for Logistics Support Analysis — LSA (issue 1.1),
2014

EVM Practice
Standard

Practice Standard for Earned Value Management (2011), Project
Management Institute
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IETF RFC 791, 1981

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 791, “Internet Protocol, DARPA Internet Program Protocol
Specification”, September 1981.

IETF RFC 854, 1983

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 854, “Telnet Protocol Specification”, May, 1983

IETF RFC 959, 1985

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 959, “File Transfer Protocol (FTP)”, October 1985

IETF RFC 1983, 1996

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 1983, “Internet Users' Glossary”, August 1996

IETF RFC 2119, 1997

Internet Engineering Task Force Request for Comments 2119,
"Key Words for Use in RFCs to Indicate Requirement Levels",
1997

IETF RFC 2312, 1998

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 2312, “S/MIME Version 2 Certificate Handling”, March
1998.

IETF RFC 2789, 2000

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 2789, “Mail Monitoring MIB”, March 2000.

IETF RFC 2818, 2000

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 2818, “HTTP Over TLS”, May 2000.

IETF RFC 2865, 2000

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 2865, “Remote Authentication Dial In User Service
(RADIUS)”, June 2000.

IETF RFC 3339, 2000

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 3339, “Date and Time on the Internet: Timestamps”, July
2002.

IETF RFC 3410 -
3418, 2002

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 3410 through 3418, “S/MIME Version 2 Certificate
Handling Introduction and Applicability Statements for Internet
Standard Management Framework”, December 2002.

IETF RFC 3461, 2003

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 3461, “Simple Mail Transfer Protocol (SMTP) Service
Extension for Delivery Status Notifications (DSNs)”, January
2003.

IETF RFC 3464, 2003

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 3461, “An Extensible Message Format for Delivery Status
Notifications”, January 2003”, January 2003.

IETF RFC 4251, 2006

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 4251, “The Secure Shell (SSH) Protocol Architecture”,
January 2006.

IETF RFC 4253, 2006

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 4253, “The Secure Shell (SSH) Transport Layer Protocol”,
January 2006.
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IETF RFC 4510-4519,
2006

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 4510 through 4519, “Lightweight Directory Access Protocol
(LDAP)”, June 2006.

IETF RFC 5280, 2008

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 5280, “Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile”, May 2008.

IETF RFC 5321, 2008

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 5321, “Simple Mail Transfer Protocol”, October 2008.

IETF RFC 5322, 2008

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 5322, “Internet Message Format”, October 2008.

IETF RFC 5424, 2009

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 5424, “The Syslog Protocol”, March 2009.

IETF RFC 5652, 2009

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 5652, “Cryptographic Message Syntax (CMS)”, September
2009.

IETF RFC 6125, 2011

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 6125, “Representation and Verification of Domain-Based
Application Service Identity within Internet Public Key
Infrastructure Using X.509 (PKIX) Certificates in the Context of
Transport Layer Security (TLS)”, March 2011.

IETF RFC 6353, 2011

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 6353, “,

IETF RFC 6960, 2013

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 2818, “HTTP Over TLS”, May 2000.

IETF RFC 7030, 2013

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 7030, “Enrolment over Security Transport” (EST).

IETF RFC 7230, 2014

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 7230, “Hypertext Transfer Protocol (HTTP/1.1): Message
Syntax and Routing”, June 2014.

IETF RFC 7231, 2014

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 7231, “Hypertext Transfer Protocol (HTTP/1.1): Semantics
and Content”, June 2014.

IETF RFC 7414, 2015

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 7414, “A Roadmap for Transmission Control Protocol
(TCP) Specification Documents”, February 2015.

IETF RFC 7525, 2015

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 7525, “Recommendations for Secure Use of Transport
Layer Security (TLS) and Datagram Transport Layer Security
(DTLS)”, May 2015

IETF RFC 7540, 2015

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 7540, “Hypertext Transfer Protocol Version 2 (HHTP/2)”,
May 2015.

IETF RFC 7817, 2016

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 7817, “Updated Transport Layer Security (TLS) Server
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Identity Check Procedure for Email-Related Protocols”, March
2016

IETF RFC 8200, 2017

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 2460, “Internet Protocol, Version 6 (IPv6) Specification”,
July 2017.

IETF RFC 8446, 2018

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 8446, “The Transport Layer Security (TLS) Protocol
Version 1.3”, August 2018.

IETF RFC 8550, 2019

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 8550, “Secure/Multipurpose Internet Mail Extensions
(S/MIME) Version 4.0 Certificate Handling”, April 2019.

IETF RFC 8551, 2019

Internet Engineering Task Force (IETF) Request For Comments
(RFC) 8551, “Secure/Multipurpose Internet Mail Extensions
(S/MIME) Version 4.0 Message Specification”, April 2019.

IPMI V2.0, 2013

Intel, Hewlett-Packard, NEC, Dell “IPMI — Intelligent Platform
Management Interface Specification Second Generation, v2.0”
Document Revision 1.1, October 2013

ISO 9000, 2015

International Organization for Standardization 9000 Series,
"Quality Management Principles (Version 2015)", 2015

ISO 10012, 2003

International Organization for Standardization 10012 (Version
2003), "Measurement Management Systems — Requirements for
measurement processes and measuring equipment”, 2003

ISO/IEC 12207, 2017

International Organization for Standardization/International
Electrotechnical Commission 12207, "Information Technology —
Software Lifecycle Processes", 2008

ISO/IEC 25010, 2011

International Organization for Standardization/International
Electrotechnical Commission 25010, "Systems and software
engineering — Systems and software Quality Requirements and
Evaluation (SQuaRE) — System and software quality models",
2011

ISO/IEC/IEEE 29119,
2013

International Organization for Standardization/International
Electrotechnical Commission/Institute of Electrical and
Electronics Engineers 29119-Part 1, "Concepts and definitions.
Part 2 Test processes. Part 3 Test documentation”, 2013

ISO/IEC 15408, v.3.1

Common Criteria for Information Technology Security Evaluation

ITIL v3, 2007

Office of Government Commerce, "Information Technology
Infrastructure Library (ITIL) V.3", 2007

MIL-STD 882E, 2011

US Department of Defense Military Standard 882E, "System
Safety", 2011

NIAP PP_APP V.12,
2016

Protection Profile for Application Software Version 1.2

NIAP PP_OS_V.41,
2016

Protection Profile for General Purpose Operating Systems
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NIAP CPP_FW_V.1.0,
2015

Collaborative Protection Profile for Stateful Traffic Filter Firewalls

NIAP Collaborative Protection Profile for Network Devices
CPP_ND _V.1.0,2015
NIAP Collaborative Protection Profile for Network Devices/Collaborative

PP_NDCP_IPP_EP_V
21,2016

Protection Profile for Stateful Traffic Filter Firewalls Extended
Package (EP) for Intrusion Prevention Systems (IPS)

NIAP PP_ESM_V.2.1,
2013

Standard Protection Profile for Enterprise Security Management
Policy Management

NIAP
PP_ESM_AC_V.2.1,
2013

. Standard Protection Profile for Enterprise Security
Management Access Control

RDP Overview, 2019

“‘Remote Desktop Services Protocols Overview”, May 2019,
available at:
https://winprotocoldoc.blob.core.windows.net/productionwindows
archives/MS-RDSOD/%5bMS-RDSOD%5d.pdf

W3C SOAP 1.1, 2000

World Wide Web Consortium, Note, “Simple Object Access
Protocol (SOAP) 1.1”, May 2000

W3C SOAP 1.2, 2007

World Wide Web Consortium, Recommendation, “SOAP Version
1.2 Part 1: Messaging Framework”, April 2007

W3C Canonical XML
Version 1,1, 2008

World Wide Web Consortium, Recommendation, “Canonical XML
Version 1,1”, May 2008

W3C XML Schema
1.0, 2004

XML Schema Definition Language (XSD) 1.0, 2004

W3C XML Path
Language 1.0, 1999

World Wide Web Consortium, Recommendation, “XML Path
Language (XPath) Version 1.0”, 25 March 2003

W3C XPointer, 2003

World Wide Web Consortium, Recommendation, “XPointer
Framework”, 25 March 2003
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SECTION 3: MILESTONES

3.1. Introduction

3.1.1.  This section provides a notional view of the project logical schedule as well as
the list of key project milestones and criteria to be met by the Contractor to achieve them.
3.1.2.  Key project milestones are defined as follows:

o Effective Date of Contract (EDC)

o System Requirements Review (SRR)

o Preliminary Design Review (PDR)

o Critical Design Review (CDR)

o Factory Acceptance Test (FAT)

o Acceptance of IEG-C security accreditation package

o System Integration Testing (SIT) + System Acceptance Testing
(SAT)+User Acceptance Testing (UAT)

o Deployment Authorization (DA)

o Preliminary System Acceptance (PSA)
o Site Accreditation

o Site Acceptance Phase (SA)

o Operational Test & Evaluation (OT&E)
o Final System Acceptance (FSA)

o Decommissioning

[SOW-21] The Contractor SHALL note that the above milestones have been defined in a
chronological order. The start of activities leading to a milestone requires the
acceptance of the previous milestone (for example, the start of system
implementation activities (SECTION 13) requires the prior acceptance of the DA
milestone).

3.2. Notional schedule

Figure 3 provides the Overall Project Schedule with expected timeline for each Work
Package. Each Work Package scope is defined in Annex B.2
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3.2.1.  Work Package Scope
3.2.2. Project will start with Effective Date of Contract (EDC) milestone.

[SOW-22] The Contractor SHALL adhere to the Overall Project Schedule. Contractor
SHALL reflect this in all relevant Project Management Documentation (Section
4.4: Project Management Documentation).

3.2.3. Effective Date of Contract (EDC)

[SOW-23] The Effective Date of Contract (EDC) SHALL be established at the time of
Contract Award (CAW).
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IMonths since EDC

Initial Design and Built- FAT

Installation
‘ Reference Platform

Integration NATO
Enterprise

Installation Gateways - FSA

Decommissioning

Figure 3: Overall Project Schedule
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[SOW-24] The Contractor SHALL integrate IEG-C in its Project Master Schedule at
minimum by committing to deliver:

o System Requirements Review (SRR)

o Preliminary Design Review (PDR)

o Critical Design Review (CDR)

o Factory Acceptance Test (FAT)

o Acceptance of IEG-C security accreditation package

o System Integration Testing (SIT) + System Acceptance Testing (SAT)+User
Acceptance Testing (UAT)

o Deployment Authorization (DA)
o Preliminary System Acceptance (PSA)

o Site Accreditation (security accreditation of interconnection via particular
instance of IEG-C)

o Site Acceptance Phase (SA)
o Operational Test & Evaluation (OT&E)
o Final System Acceptance FSA

Project Milestones

Milestone No later than
Effective Date of Contract (EDC) EDC

System Requirements Review (SRR) EDC+2mo
Preliminary Design Review (PDR) EDC+3mo
Critical Design Review (CDR) EDC+6mo
Factory Acceptance Test (FAT) EDC+9mo
Acceptance of IEG-C security accreditation package EDC+13mo
System Integration Testing (SIT) + System Acceptance

Testing (SAT)+User Acceptance Testing (UAT) EDC+17mo
Deployment Authorization (DA) EDC+20mo
Preliminary System Acceptance (PSA) EDC+20mo
Site Accreditations EDC+25mo
Site Acceptance Phase (SA) EDC+25mo
Operational Test & Evaluation (OT&E) EDC+26mo
Final System Acceptance FSA EDC+27mo
Decommissioning Up to 4 months after FSA

Table 2: Project Milestones

[SOW-25] The Contractor SHALL meet or “exceed” the milestones mentioned in the
above schedule. “Exceed” SHALL be understood as a situation where the
Contractor has delivered earlier than the dates (i.e. EDC + ‘X’ months)
mentioned in the above schedule, and the Purchaser has accepted the
milestone accordingly.

[SOW-26] The Contractor SHALL implement 11 IEG-C on the sites marked as “Mandatory
Sites” in Table Annex B 15 — Site Type and Location of Annex B.1
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[SOW-27] The Contractor SHALL propose the implementation sequence of the sites in
Master Test Plan. The final sequence will be determined in coordination with
the Agency.

[SOW-28] Upon the exercise of a contract option, the Contractor SHALL implement up to
7 additional IEG-C on the sites marked as “Optional Sites” in Table Annex B 15
— Site Type and Location of Annex B.1

[SOW-29] The Contractor SHALL execute all project management activities (see
SECTION 4: Project Management) due for each milestone, and all associated
deliverables will have been approved by the Purchaser to enable successful
completion of each milestone.

3.3. System Requirements Review (SRR)

3.3.1. The System Requirements Review (SRR) is a multi-disciplined review to
ensure that the system under review can proceed into initial systems development, and
that all system requirements and performance requirements derived from the approved
SRS are defined and testable, and are consistent with cost, schedule, risk, technology
readiness, and other system constraints.

[SOW-30] The Contractor SHALL organize and conduct the SRR (EDC+2MQ) at the
Purchaser’s facility to present the updated SRS with its proposed changes for
the design and integration of the IEG-C which will then become the Functional
Baseline (FBL).

[SOW-31] The Contractor SHALL use as a main source for SRR the ISO/IEC/IEEE29148
(Systems and software engineering — Life cycle processes — Requirements
engineering), the IEEE12207 and the IEE15288 (Systems Engineering).

[SOW-32] The Contractor SHALL review the Contractual IEG-C System Requirements
Specification (SRS) and all other applicable documents, including:

o liaise with NATO subject matter experts as necessary;

o prepare its recommendations in terms of proposed changes to the System
Requirements Specification (SRS);

o propose changes to the SRS (if any), in order to resolve inconsistencies
and/or make improvements; such proposals will be considered by the
Purchaser through the CCB process after Systems Requirements Review
Meetings.

[SOW-33] The Contractor SHALL identify any inconsistencies within the requirements or
that are in conflict (e.g. with design constraints).

[SOW-34] The Contractor SHALL justify any proposed changes to the requirements by
the expected system cost, schedule, performance, and supportability impacts.

[SOW-35] The Contractor SHALL use as its SRS the Purchaser provided SRS with
approved changes and, as required, extended with additional details supporting
the approved scope.

[SOW-36] The Contractor SHALL deliver proposed changes to the SRS prior to SRR
(EDC+2MO).

3.3.2. SRR Entry Criteria

[SOW-37] In planning the SRR meeting, the Contractor SHALL include Entry Criteria
given in Table 3: The SRR Entry Criteria and make them available to the
Purchaser at least two (2) weeks prior to the SRR (EDC+2MOQ)
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Serial | Activities/Documents

1. A preliminary SRR agenda

2. Use Case documentation

3. Success Criteria (enhanced or adapted)

4. System Requirements Specification (SRS)

5. Draft Security Risk Assessment Report (SRA-R)

6. Draft System Interconnection Security Requirements Statements (SISRS)
7. Preliminary system requirements allocation to the next lower levels.
8. Updated schedule

9. Preliminary software development plan

10. Preliminary verification and validation approach

11. Updated risk assessment and mitigations in the Risk Register

12. Active Change Request (CR)

Table 3: The SRR Entry Criteria

[SOW-38] The Contractor SHALL perform a System Requirements Analysis Review (see

Section 5.3: System Requirements Analysis and Review).

[SOW-39] The Contractor SHALL update the Change Proposal documentation (see 12.6

Engineering Change Proposals (ECP)).

3.3.3. The achievement of SRR is subject to the Purchaser approval which is based
on accomplishment of the criteria listed in Table 4: The SRR Success Criteria

[SOW-40] During the event the Contractor SHALL collect from the Purchaser assessment

inputs based on Table 4: The SRR Success Criteria and upon conclusion of the
SRR the Contractor SHALL produce a report and make it available to the
Purchaser at most (1) week after the SRR.

Serial | Requirement

1. The resulting overall concept is reasonable, feasible, complete, responsive to the
operational requirements, and is consistent with system requirements and available
resources (cost, schedule, staff, etc.).

2. The project utilizes a sound process for the allocation and control of requirements
throughout all levels, and a plan has been defined to complete the definition activity within
schedule constraints. Preliminary software development plan exists

3. Requirements definition, is complete with respect to the Contractual SRS requirements,
and interfaces with external entities and between major internal elements have been
defined

4, Requirements allocation and traceability of key driving requirements have been defined
from Contractual SRS, down to SRS and lower level system elements.

5. System and element design approaches and operational concepts exist and are consistent
with the SRS.

6. The requirements, design approaches, and conceptual design will fulfil the mission needs
within the estimated costs

7. Preliminary approaches have been determined for how requirements will be verified and

validated down to the system element level
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8. All changes to SRA, SRS, SISRS are agreed, they are accepted to have sufficient detail to
begin or continue with the system design and implementation work

9. Major risks have been identified, and viable mitigation strategies have been defined. Steps
to mitigate risks are identified in the Risk Register

[SOW-41]

Table 4: The SRR Success Criteria

The Contractor SHALL consider the SRR completed when the Purchaser and
the Contractor have agreed to all necessary changes to the SRS such that the
SRS is sufficient to begin or continue with the design and implementation work.

3.4. Preliminary Design Review (PDR)

3.4.1.

The Preliminary Design Review (PDR at EDC+3MQO) demonstrates that the

preliminary design meets all system requirements with acceptable risk and within the
cost and schedule constraints and establishes the basis for proceeding with detailed
design. It will show that the correct design option has been selected, interfaces have
been identified, and verification methods have been described.

[SOW-42]

[SOW-43]

[SOW-44]

[SOW-45]

[SOW-46]

[SOW-47]

3.4.2.
[SOW-48]

Review and acceptance of design documentation provided by the Contractor to
the Purchaser does not imply Purchaser acceptance of the design. The
Contractor SHALL be solely responsible to prove the design through the regime
of testing set forth in the Contract and the Contractor SHALL be solely
responsible in the event that the system proves deficient in meeting the SRS

The Contractor SHALL perform a System Design as defined in section 5.4.4:
Design Reviews, and the associated documentation SHALL have been
approved by the Purchaser.

The Contractor SHALL complete the site survey process as defined in
SECTION 9: Site Surveys and deliver the associated reports for approval by
the Purchaser for all the sites that form part of PSA scope (Section 3.10:
Provisional System Acceptance (PSA)) and SECTION 9: Site Surveys.

The Contractor SHALL perform the Training Needs Analysis (TNA) for all the
sites that form part of PSA scope (Section 3.10: Provisional System Acceptance
(PSA)) for approval by Purchaser, as defined in Section 6.6.2: Training Needs
Analysis (TNA) - The Contractor SHALL ensure the Training Materials include
how the Transition from one Release to the next release is realised and how to
install, configure and maintain the Modified or new Component capability,
including COTS components.

The Contractor SHALL deliver the Training Plan that will cover all the sites that
form part of PSA scope (Section 3.10: Provisional System Acceptance (PSA))
for approval by Purchaser, as defined in Section 6.6.3: Training Plan.

The Contractor SHALL have delivered the System Implementation Plan (SIP)
for all the sites that form part of PSA scope (Section 3.10: Provisional System
Acceptance (PSA) and Section 7.3: System Implementation Plan (SIP)) for
approval by Purchaser.

PDR Entry Criteria

In planning the PDR (EDC+3MO) meeting, the Contractor SHALL include Entry
Criteria given in Table 5: The PDR Entry Criteria and make them available to
the Purchaser at least two (2) weeks prior to the PDR

Serial | Activities/Documents

NATO UNCLASSIFIED
Book 2, Part IV, Page 1V-30



NATO UNCLASSIFIED

1. A preliminary PDR agenda

2. Success Criteria (enhanced or adapted)

3. Master Test Plan (MTP) (preliminary)

4, Test Procedures/Test Cases (preliminary)

5. System Design Specification (SDS) (preliminary)

6. System Implementation Plan (SIP)

7. Updated Security Risk Assessment Report (SRA-R)
8. System Security Design Specification (SSDS) (preliminary)
9. Requirements Traceability Matrix (RTM)

10. Interface Control Description (ICD) (draft)

11. Integrated Logistics Support Plan (ILSP) (draft)

12. Updated Risk Register

13. Active Change Requests

Table 5: The PDR Entry Criteria

3.4.3. The achievement of PDR is subject to the Purchaser approval which is based
on accomplishment of the criteria listed in Table 6: The PDR Success Criteria

[SOW-49] During the event the Contractor SHALL collect from the Purchaser assessment
inputs based on Table 6: The PDR Success Criteria and upon conclusion of the
PDR (EDC+3MO) the Contractor SHALL produce a final report and make it
available to the Purchaser at most (1) week after the PDR

Serial | Requirement

1. Agreement exists for the top-level requirements, including their verification and validation
criteria, technical performance measures and any implementation constraints, and that
these are finalised, stated clearly, and are consistent with the preliminary design

2. The traceability of design artefacts to verifiable requirements is complete and proper or, if
not, an adequate plan exists for timely resolution of open items.

Design artefacts are traceable to the SRS.

The preliminary design is expected to meet the requirements at an acceptable level of risk

Definition of the technical interfaces is consistent with the overall technical maturity and
proves an acceptable level of risk.

5. Adequate technical interfaces are consistent with the overall technical maturity and
provide an acceptable level of risk.

6. Adequate technical margins exist with respect to technical performance measures

The project and security risks are understood; plans, process and resources exist to
effectively manage them. Steps to mitigate risks are identified in the Risk Register

8. Maijor user interface features are reviewed and concept of interfaces are agreed.

Non-functional requirements have been adequately addressed in preliminary designs.

10. The operational concept is technically sound, that it includes (where appropriate) human
factors that apply, and that requirements for its execution are traceable

Table 6: The PDR Success Criteria

NATO UNCLASSIFIED
Book 2, Part IV, Page IV-31



NATO UNCLASSIFIED

3.5. Critical Design Review (CDR)

3.5.1. The purpose of the Critical Design Review (CDR at EDC+6MO) is to
demonstrate that the maturity of the design is appropriate to support proceeding with full
scale software and hardware implementation, integration, verification, validation and
operation and that the technical effort is on track to complete system development in
order to meet the SRS requirements within the identified cost and schedule constraints.
At CDR the final version for each component (software) and interfaces to be used in the
FBL shall be fixed. The Contractor will plan the CDR at the completion of the system
design phase and conduct the CDR at the Purchaser’s facility.

3.5.2. CDR Entry Criteria

[SOW-50] In planning the CDR meeting, the Contractor SHALL include Entry Criteria
given in Table 7: The CDR Entry Criteria and make them available to the
Purchaser at least two (2) weeks prior to the CDR (EDC+6MO)

Serial | Activities/Documents

1. A preliminary CDR agenda
2. Success Criteria (enhanced or adapted)
3. Successful completion of the PDR and responses has been made to all PDR open issues,

or a timely closure plan exists for those remaining open.

4 Master Test Plan (MTP) (final)

5 Test Procedures/Test Cases (intermediate)

6. Site Survey Reports

7 Training Need Analysis (TNA)

8 System Design Specification (SDS) (final)

9 System Security Design Specification (SSDS) (final)
10. Requirements Traceability Matrix (RTM) (update)

11. Interface Control Description (ICD) (initial version)

12. Integrated Logistics Support Plan (ILSP) (initial version)
13. Updated Risk Register

14. Active Change Requests

Table 7: The CDR Entry Criteria

[SOW-51] The Contractor SHALL perform a Critical Design Review as defined in 5.4, and
the associated documentation SHALL have been approved by the Purchaser.

[SOW-52] The Contractor SHALL complete the site survey process as defined in
SECTION 9 and delivered the associated reports for approval by the Purchaser
for all the sites that form part of PSA scope.

[SOW-53] The Contractor SHALL update the Training Needs Analysis (TNA) for all the
sites that form part of PSA scope (Section 3.10: Provisional System Acceptance
(PSA)) for approval by Purchaser, as defined in Section 6.6.2 Training Needs
Analysis (TNA) - The Contractor SHALL ensure the Training Materials include
how the Transition from one Release to the next release is realised and how to
securely install, configure and maintain the Modified or new Component
capability, including COTS components.
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[SOW-54] The CDR documentation and achievement of the CDR milestone are subject to

the Purchaser approval. Unless otherwise approved by the Purchaser, the
Contractor SHALL NOT proceed with the CDR stage without successful
completion of the PDR (EDC+3MQ) milestone.

3.5.3. The achievement of CDR is subject to the Purchaser approval which is based
on accomplishment of the criteria listed in Table 8: The CDR Success Criteria

[SOW-55] During the event the Contractor SHALL collect from the Purchaser assessment

inputs based on Table 8: The CDR Success Criteria and upon conclusion of
the CDR the Contractor SHALL produce a report and make it available to the
Purchaser at most (1) week after the CDR.

Serial

Requirement

1.

The detailed design is expected to meet the requirements with adequate margins at an
acceptable level of risk. System Element-level functionality, design and interfaces are
defined

Core Services integration (at Service-level and host environment-level) is defined.

System security, including Technical Services access-control mechanisms, data
protection, backup and recovery, audit, interconnection, and information exchange security
in context of the Services breakdown are defined.

High-level design of Information Entities is completed.

ICDs and SIPs are appropriately matured to proceed with implementation, integration and
test, and plans are in place to manage any open items. System-level and Service-level
interfaces, including external Services interfaces are defined.

High confidence exists in the CDR, and adequate documentation exists and/or will exist in
a timely manner to allow proceeding with implementation, integration, and test. For any
elements that require development, the development methodology and documentation
approach are defined

Overall system design and its interactions, Services, components and Human-Machine
Interface and Human Factors justifications are defined.

For COTS products, the intended product and version, and note if any modifications,
adaptations, or additional elements (such as macros or plug-ins) are required. Open
Source Software (OSS) are to be disclosed (for review of OSS conditions by the
Purchaser).

The verification and validation requirements and plans are complete.

The testing approach is comprehensive, and the planning for system integration, test, and
operation is sufficient to progress into the next phase. Sequence and scope of system
tests of each Baseline and any requirements for Purchaser support and participation are
defined.

11.

Adequate technical and programmatic margins and resources exist to complete the
development within budget, schedule, and risk constraints.

12.

Risks are understood, and plans and resources exist to effectively manage them. Steps to
mitigate risks are identified in the Risk Register

13.

Non-functional requirements have been adequately addressed in system and operational
designs.

3.6.

Table 8: The CDR Success Criteria

Factory Acceptance Test (FAT)
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[SOW-56] The Contractor SHALL have performed necessary activities and satisfied
criteria for meeting FAT (EDC+9MQ) milestones as defined in SECTION 8 and
SHALL achieve Purchaser approval of the associated documentation.

3.7. Acceptance of IEG-C security accreditation package

[SOW-57] The milestone “Acceptance of IEG-C security accreditation package” will be
achieved when NSAB approval is granted at EDC+13mo.

[SOW-58] The contractor SHALL deliver all documentation according to SECTION 10, 7
months in advance of the expected “Acceptance of IEG-C security accreditation
package Milestone” in order to have NSAB approved deliverables before
commencing WP 3/ Installation of gateways.

3.8. System Integration Testing (SIT) + System Acceptance Testing (SAT) + User
Acceptance Testing (UAT)

[SOW-59] The Contractor SHALL have performed necessary activities and satisfied
criteria for meeting SIT + SAT + UAT (EDC+17mo) milestones as defined in
SECTION 8 and SHALL achieve Purchaser approval of the associated
documentation.

3.9. Deployment Authorization (DA)

3.9.1.  Successful completion of RFC process is a prerequisite for adding the IEG-C
to the AFPL, which is a pre-requisite for authorization to deploy the IEG-C on to NATO
networks.

[SOW-60] The Contractor SHALL comply with the decision of the Purchaser’s CAB and
only after CAB approval to deploy authorization is granted, the installation of
the first site can be initiated based on the Purchaser approved Deployment
Plan.

[SOW-61] The Contractor SHALL have handled any change to satisfy the security
requirements.

[SOW-62] The Contractor SHALL have delivered the required training (including training
for RAs operators) at agreed site(s), according to Training and the training plan
approved by Purchaser.

[SOW-63] The Contractor SHALL have completed and received approval by the SAA of
the Security Accreditation Documentation (see SECTION 10), including all the
localised versions of documents (see 10.3), for all the (block of) site(s).

[SOW-64] The Contractor SHALL have completed the Site Acceptance Plan and have
received the approval by the Purchaser.

[SOW-65] The Contractor SHALL have completed the Site Acceptance Test Cases and
have received the approval by the Purchaser.

[SOW-66] The Contractor SHALL have completed the Operational System Acceptance
(OSA) Plan and have received the approval by the Purchaser.

[SOW-67] The Contractor SHALL have completed the OSA Test Cases and have received
the approval by the Purchaser

[SOW-68] The Contractor SHALL note that system implementation activities in the
operational environment SHALL NOT start until the Deployment Authorization
milestone is approved by the Purchaser.
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The achievement of DA is subject to the Purchaser approval which is based on

accomplishment of the criteria listed in Table 9 The DA Success Criteria

[SOW-69]

During the event the Contractor SHALL collect from the Purchaser assessment
inputs based on Table 9 The DA Success Criteria and upon conclusion of the
DA the Contractor SHALL produce a report and make it available to the
Purchaser at most (1) week after the DA.

Serial | Requirement

The IEG-C is added to the AFPL

The IEG-C has obtained CAB approval

Training for operators is completed

High-level design of Information Entities is completed.

Security Accreditation Documentation is approved by the Security Accreditation Authority

The Site Acceptance Plan is approved by the Purchaser

Site Acceptance Test Cases are approved by the Purchaser

Operational System Acceptance (OSA) Plan are approved by the Purchaser

© ® N @ g & w N~

OSA Test Cases are approved by the Purchaser

Table 9 The DA Success Criteria

3.10. Provisional System Acceptance (PSA)

3.10.1.

The IEG-C will be considered as having achieved the PSA (EDC+20mo)

milestone when all the relevant system prerequisites have been completed successfully
and the first operational IEG-C Gateway is activated.

3.10.2.
[SOW-70]

[SOW-71]

[SOW-72]

[SOW-73]

[SOW-74]

[SOW-75]

[SOW-76]

The criteria for achieving PSA are listed below:

The Contractor SHALL install, test and activate all the IEG-C components for
the first operational IEG-C (IEG-C-02, see Annex B1, page 169) at SHAPE as
described and defined in SECTION 6: Integrated Logistics Support (ILS),
SECTION 7: System Implementation and SECTION 8: Test, Verification,
Validation (TVV).

The Contractor SHALL have delivered all functionalities of IEG-C defined within
Work Packages Scope (Annex B2)

The Contractor SHALL have trained all required personnel according to Section
6.6: Training.

The Contractor SHALL have provided reviewed and approved operational and
maintenance documentation as described in Section 6.5 Technical
Documentation and Section 15: Deliverables Outlines.

The Contractor SHALL have satisfied the security requirements (see Section
10: Security).

The Contractor SHALL have migrated on IEG-C all services required to support
the information exchange requirements for the CIS interconnection.

The Contractor SHALL ensure all performance and availability requirements
specified in this SOW (Annex A, SRS) have been met.
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[SOW-78]
[SOW-79]

[SOW-80]

[SOW-81]

[SOW-82]

[SOW-83]

3.10.3.
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The Contractor SHALL have executed all activities required to have all IEG-C
software components (including ITSM tools) on the AFPL (Approved Fielded
Product List).

The Contractor SHALL have supplied the spare parts and consumables.

The Contractor SHALL have implemented and tested all Support Services and
the ITSM Tools, covering the PSA Site (SHAPE), and obtained the Purchaser's
approval.

The Contractor SHALL have updated Product Baselines (PBL) and SHALL
have provided the Operational Baseline (OBL) as described in SECTION 12:
Configuration Management to reflect the actual PSA configuration

The Contractor SHALL have provided the Configuration Management database
(CMDB) in a format that is compatible with the Purchaser CMDB tools.

The Contractor SHALL have performed the Physical Configuration Audit (PCA)
and Functional Configuration Audit (FCA), provided the audit reports and
completed the corrective actions as outlined in the reports.

The Contractor SHALL have executed all agreed test cases, and all tests
SHALL have a status “PASS”, as described in 8.5 TVV Events and results.

It is important to note that PSA is not only dependent on compliance against

testable requirements, but will require non-testable requirements to be met too.

[SOW-84]

3.10.4.

The Contractor SHALL handle all observations and deficiencies from the
Formal Test Phases following the Defect Management Process and SHALL
satisfactory resolve them before awarding PSA.

The Contractor SHALL have completed and received approval by the Security

Accreditation Authority (SAA) of the Security Accreditation Documentation (see para:
10.3), including all the localised versions of documents, for the PSA Site (SHAPE).First
Site Acceptance

[SOW-85]

3.10.5.

In addition to the requirements set below, the Contractor SHALL achieve, for
the Mons site, the requirements as set below in 3.12 Site Acceptance and
SECTION 10: Security Accreditation.

The achievement of PSA is subject to the Purchaser approval which is based

on accomplishment of the criteria listed in Table 10 PSA success criteria.

[SOW-86]

During the event the Contractor SHALL collect from the Purchaser assessment
inputs based on Table 10 PSA success criteria and upon conclusion of the PSA
the Contractor SHALL produce a report and make it available to the Purchaser
at most (1) week after the PSA.

Serial | Requirement

1. The IEG-C documentation is delivered and approved

2. The IEG-C functionalities are delivered

3. The IEG-C Training is completed

4. Spare parts and consumables are delivered

5. All IEG-C software components (including ITSM tools) are on the AFPL (Approved Fielded

Product List)

PBL and OBL are updated and the corresponding CMDB data provided to the Customer

7. PCA and FCA reports are delivered and corrective actions completed
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8. Site Security Accreditation is approved by the Security Accreditation Authority

The IEG-C is integrated with Core Services, Service Management and Monitoring
10. IEG-C Services are migrated from the old IEG-C prototype in SHAPE to the new IEG-C-02
11. Performance and Availability requirements set in Annex A of this SOW (SRS) are met

12. The IEG-C-02 is installed, tested and activated

Table 10: PSA success criteria
3.11. Site Accreditation
Site accreditation is addressed in Section 10 and will apply to each site individually.
3.12. Site Acceptance

3.12.1. The following requirements will apply to each of the locations that will host an
IEG-C.

3.12.2. The completion of acceptance all locations will mean the completion of the Site
Acceptance milestone.

[SOW-87] Between PSA and FSA milestones, the Contractor may propose an activation
per site. In such a case, the Contractor SHALL comply with the requirements
of this section in order to reach activation for a site.

[SOW-88] The Contractor SHALL meet all the PSA-related requirements.

[SOW-89] The Contractor SHALL have implemented the site in accordance with
SECTION 6: Integrated Logistics Support (ILS), SECTION 7: System
Implementation SECTION 8: Test, Verification, Validation (TVV), SECTION 9:
Site Surveys and SECTION 15: Deliverables Outlines SHALL have delivered
the associated documentation.

[SOW-90] The Contractor SHALL have installed, tested and activated the IEG-C(s) at the
site.

[SOW-91] The Contractor SHALL have migrated on IEG-C all services required to support
the information exchange requirements for the CIS interconnection(s).

[SOW-92] All performance and availability requirements specified in this SOW SHALL
have been met by the Contractor.

[SOW-93] The Contractor SHALL train all required personnel according to Section 6.6:
Training.

[SOW-94] The Contractor SHALL have supplied the spare parts and consumables.
[SOW-95] The Support Services SHALL have been updated as required.

[SOW-96] The Contractor SHALL have executed all agreed test cases, and all tests
SHALL have a status “PASS”, as described in 8.5 TVV Events and results.

[SOW-97] The Contractor SHALL have provided the Operational Baseline (OBL) as
described in SECTION 12: Configuration Management to reflect the actual Site
configuration.

[SOW-98] The Contractor SHALL complete and receive approval by the Security
Accreditation Authority (SAA) of the Security Accreditation Documentation (see
para: 10.3), including all the localised versions of documents, for the site.
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3.12.3. The SAA has issued the Statement of Accreditation for the interconnection via
IEG-C at the site.

3.12.4. Site Activation Meetings

The achievement of Site Activation is subject to the Purchaser approval, in writing. Site
Activation will be established at a meeting convened between the Contractor and the
Purchaser for that purpose. At that meeting the Contractor will present to the Purchaser
evidence that all conditions for Site Activation as described in Section 3.12 Site Acceptance
and summarized in Table 11: Site Activation Criteria have been met.

Serial | Requirement

1. PSA requirements are met

2. The IEG-C gateways for the site are installed, tested and activated as per ILS and TVV
requirements

All deliverables are delivered

All IEG-C Services are migrated

Performance and Availability requirements set in Annex A of this SOW (SRS) are met

The IEG-C Training is completed

Spare parts and consumables for the site are delivered

PBL and OBL are updated and the corresponding CMDB data provided to the Customer
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Site Security Accreditation is approved by the Security Accreditation Authority

Table 11: Site Activation Criteria

3.13. Operational Test and Evaluation (OT&E)
[SOW-99] The Contractor SHALL conduct OT&E as defined in Sections SECTION 7 and
SECTION 8.

[SOW-100] The Contractor SHALL have successfully implemented or achieved the
Operational Acceptance Criteria (OAC) that apply to this SOW and have been
included in Annex A (SRS).

[SOW-101]  The Contractor SHALL note that the achievement of the OT&E milestone is
subject to the Purchaser acceptance.

3.14. Final System Acceptance (FSA)

3.14.1. FSA (EDC+27mo) is the act by which the Purchaser has evaluated and
determined that the implemented IEG-C System meets the requirements of the Contract,
and that the Contractor has fully delivered all requirements.

[SOW-102] The Contractor SHALL meet all PSA milestone requirements (see par.3.10) as
well as Site Activation milestone requirements (see par.3.12: Site Acceptance)
for all the sites to be implemented under this contract.

[SOW-103] The Contractor SHALL execute all implementation activities according to
SECTION 3 at all the sites to be implemented under this contract.

[SOW-104] The Contractor SHALL install the most recent version of implemented IEG-C.

[SOW-105]  The Contractor SHALL fully implement the centralised management and control
of the IEG-C according to the requirements specified in this SOW.
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[SOW-106] The Contractor SHALL deliver a complete and updated set of documents (e.qg.
Functional Baseline, Product baseline, Operational baseline)

[SOW-107]  The Contractor SHALL have provided the Configuration Management database
(CMDB) in a format that is compatible with the Purchaser CMDB tools.

[SOW-108] The Contractor SHALL activate Support Services at all the FSA Sites.

[SOW-109] The Contractor SHALL have executed all agreed test cases, and all tests
SHALL have a status “PASS”.

[SOW-110] The Contractor SHALL complete and receive approval by the SAA of the
Security Accreditation Documentation (para: 10.3), including all the localised
versions of documents (para: 10.2: Security Accreditation Authority (SAA) ), for
all the FSA sites.

3.14.2. The SAA has issued the Statements of Accreditation for the IEG-C at all the
Sites.

[SOW-111]  The Contractor SHALL deliver all deliverables (SECTION 15), and conducted
all activities, as specified in this Contract.

[SOW-112]  The Contractor SHALL close to the satisfaction of the Purchaser all outstanding
issues, failures, and deficiencies.

3.14.3. Site FSA Meetings and Success Criteria

The achievement of FSA (EDC+27mo) is subject to Purchaser approval, in writing. Project
FSA will be established at a meeting convened between the Contractor and the Purchaser
for that purpose. At that meeting the Contractor shall present to the Purchaser evidence that
all conditions for FSA, as described in 3.14.1 and summarized in Table 11 FSA Success
Criteria, have been met.

[SOW-113]  During the event the Contractor SHALL collect from the Purchaser assessment
inputs based on and upon conclusion of the FSA the Contractor SHALL
produce a report and make it available to the Purchaser at most (1) week after

the FSA.

Serial | Requirement

1. PSA and OT&E milestones are achieved

2. All the IEG-Cs in the scope of this SOW and listed in ANNEX B Implementation Scope
are delivered and are operational

3. All changes to IEG-C software components (including ITSM tools) are on the AFPL
(Approved Fielded Product List)

4. All site have the latest version of IEG-C system solution
FBL, PBL and OBL are updated and the corresponding CMDB data provided to the
Customer

6. Site Security Accreditation for all FSA sites is approved by the Security Accreditation
Authority

IEG-C Services are migrated from the old IEG-C prototypes to the new IEG-C

Performance and Availability requirements set in Annex A of this SOW (SRS) are met

9. Test and Acceptance phases with Test Reports are provided to the Customer

10. Legacy Gateways (WP3 and WP4 locations) have been decommissioned and removed

Table 12: FSA Success Criteria
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	15.4 Contractor and /or Subcontractor personnel employed under this Contract that will require access to locations, such as sites and headquarters, where classified material and information up to and including “NATO SECRET” are handled shall be requir...
	15.5 All NATO CLASSIFIED material entrusted to the Contractor shall be handled and safeguarded in accordance with applicable security regulations.
	15.6 The Contractor will be required to handle and store classified material to the level of “NATO SECRET”.
	15.7 It shall be the Contractor’s responsibility to obtain the appropriate personnel and facility clearances to the levels stated in the preceding paragraphs and to have such clearances confirmed to the Purchaser by the relevant National security auth...
	15.8 Failure to obtain or maintain the required level of security for Contractor personnel and facilities for the period of performance of this Contract shall not be grounds for any delay in the scheduled performance of this Contract and may be ground...
	15.9 The Contractor shall note that there are restrictions regarding the carriage and use of electronic device (e.g. laptops) in Purchaser secured locations. The Contractor shall be responsible for satisfying and obtaining from the appropriate site au...

	16 KEY PERSONNEL
	16.1 The designated Contractor personnel fulfilling the roles as described in Statement of Work are considered Key Personnel for successful Contract performance and are subject to the provisions of this Clause as set forth in the following paragraphs.
	16.2 The following individuals are identified as Key Personnel under this Contract:
	16.3 Under the terms of this Clause, Key Personnel may not be voluntarily diverted by the Contractor to perform work outside the Contract unless approved by the Purchaser. In cases where the Contractor has no control over the individual’s non-availabi...
	16.4 The Contractor shall take all reasonable steps to avoid changes to Key Personnel assigned to this project except where changes are unavoidable or are of a temporary nature. Any replacement personnel shall be of a similar grade, standard and exper...
	16.5 In the event of a substitution of any Key Personnel listed above and prior to commencement of performance, the Contractor shall provide a CV for the personnel proposed. The CV shall clearly stipulate full details of professional and educational b...
	16.6 The Purchaser reserves the right to interview any Contractor personnel proposed in substitution of previously employed Contractor Key Personnel to verify their language skills, experience and qualifications, and to assess technical compliance wit...
	16.7 The interview, if required, may be conducted as a telephone interview, or may be carried out at the Purchaser’s premises in Brussels, Belgium.
	16.8 If, as a result of the evaluation of the CV and/or interview the Purchaser judges that the proposed replacement Key Personnel does not meet the required skills levels, he shall have the right to request the Contractor to offer another qualified i...
	16.9 All costs to the Contractor associated with the interview(s) shall be borne by the Contractor, independently from the outcome of the Purchaser’s evaluation.
	16.10 The Purchaser Contracting Authority will confirm any consent given to a substitution in writing and only such written consent shall be deemed as valid evidence of Purchaser consent. Each of the replacement personnel will also be required to sign...
	16.11 Furthermore, even after acceptance of Contractor personnel on the basis of his/her CV and/or interview, the Purchaser reserves the right to reject Contractor personnel, if the individual is not meeting the required level of competence. The Purch...
	16.12 The Purchaser may, for just cause, require the Contractor to remove his employee. Notice for removal will be given to the Contractor by the Purchaser in writing and will state the cause justifying the removal. The notice will either demand subst...
	16.13 In those cases where, in the judgement of the Purchaser, the inability of the Contractor to provide a suitable replacement in accordance with the terms of this Clause may potentially endanger the progress under the Contract, the Purchaser shall ...

	17 INDEPENDENT CONTRACTOR
	17.1 The Personnel provided by the Contractor are at all times employees of the Contractor and not the Purchaser.  In no case shall Contractor personnel act on behalf of or as an agent for NATO or any of its bodies.  In no way shall the Contractor per...
	17.2 The Purchaser shall not be responsible for securing work permits, lodging, leases nor tax declarations, driving permits, etc., with national or local authorities. Contractors personnel employed under this Contract are not eligible for any diploma...

	18 NON DISCLOSURE AGREEMENT
	18.1 All Contractor and Subcontractor personnel working at any NATO Organisation / Commands premises or having access to NATO classified / commercial-in-confidence information must certify and sign the Declaration attached hereto at Annex A and provid...

	19 CARE AND DILIGENCE OF PROPERTY
	19.1 The Contractor shall use reasonable care to avoid damaging buildings, walls, equipment, and vegetation (such as trees, shrub and grass) on the work site.
	19.2 If the Contractor damages any such buildings, walls, equipment or vegetation on the work site, he shall fix or replace the damage as directed by the Purchaser and at no expense to the Purchaser. If he fails or refuses to make such repair or repla...
	19.3 The Purchaser will exercise due care and diligence for the Contractor’s furnished equipment and materials on site. The Purchaser will, however, not assume any liability except for gross negligence and wilful misconduct on the part of the Purchase...
	19.4 The Contractor shall, at all times, keep the site area, including storage areas used by the Contractor, free from accumulations of waste. On completion of all work the Contractor is to leave the site area and its surroundings in a clean and neat ...

	20 RESPONSIBILITY OF THE CONTRACTOR TO INFORM EMPLOYEES OF WORK ENVIRONMENT
	20.1 The Contractor shall inform his employees under this Contract of the terms of the Contract and the conditions of the working environment.
	20.2 Specifically, personnel shall be made aware of all risks associated with the performance under this Contract, the conditions of site in which the performance is to take place and living conditions while performing within the boundaries of the Con...

	21 SOFTWARE
	21.1 The Purchaser reserves the right to exclude from the awarded Contract the purchase of software licenses for which NATO has established centralized Contracts. In this case, the Contract terms, schedule and prices will be modified accordingly, and ...
	21.2 Where the term Purchaser Furnished Equipment (PFE) is used it should be interpreted as Purchaser Furnished Property as defined in the Contract General Provisions.

	22 WARRANTY
	22.1 The Contractor shall provide warranty on all material provided under this Contract and in accordance with Book II, Part IV of the Statement of Work or a minimum one (1) year warranty where no period is specified.
	22.2 For this purpose the Contractor shall provide exact warranty conditions by type of equipment and detailed handling instructions, including information of points of contact to be contacted in case of a warranty claim.

	23 COTS Product replacement
	23.1 If any COTS products specified in the Contract are upgraded or discontinued by their original providers for commercial or technological reasons, the Contractor shall propose their substitution by the new versions that are intended as market repla...
	23.2 The Contractor shall provide price and performance data to support an improvement in performance and/or a reduction in price and/or life-cycle support costs. If necessary for evaluation by the Purchaser, the Contractor shall provide a demonstrati...
	23.3 All COTS furnished by the Contractor under this Contract shall be current production and upgraded to the most current versions at Provisional Site Acceptance (PSA).

	24 OPTIONS
	24.1 The options are available for exercise by the Purchaser at any time and in any combination from the date of Contract execution to Final System Acceptance (FSA) plus one (1) year. If the Purchaser exercises such options, the Contractor shall deliv...
	24.2 Prices for all optional line items shall have a validity period that corresponds to the option exercise period cited above.
	24.3 The Contractor understands that there is no obligation under this Contract for the Purchaser to exercise any of the optional line items and that the Purchaser bears no liability should he decide not to exercise the options (totally or partially)....
	24.4 Any options exercised shall be exercised by written Amendment to the Contract.

	25 OPTIMISATION
	25.1 The Contractor is encouraged to examine methods and technology that may increase efficient operation and management of the system(s) on which the required services are provided to the Purchaser, thus reducing operating and manpower costs and the ...
	25.2 The Contractor may, during the Period of Performance, introduce Engineering Change Proposals (ECPs) offering innovations and/or technology insertion with a view towards reducing the Total Cost of Ownership TCO to the Purchaser.
	25.3 Any such ECP submitted shall cite this Clause as the basis of submission and provide the following information:
	25.3.1 A detailed description of the technical changes proposed, the advantages, both long and short term, and an analysis of the risks of implementation;
	25.3.2 A full analysis of the prospective savings to be achieved, in the form of a TCO Assessment Report, in both equipment and manpower, including, as appropriate, utility and fuel consumption and NATO manpower, travel, etc.;
	25.3.3 A full impact statement of changes that the Purchaser would be required to make, if any, to its operational structure and management procedures;
	25.3.4 A fully detailed proposal of any capital investment necessary to achieve the savings;
	25.3.5 A schedule of how the changes would be implemented with minimal negative impact to on-going performance and operations.


	26 CONTRACT ADMINISTRATION
	26.1 The Purchaser is the NATO Communications and Information Agency (NCI Agency). The Purchaser is the Point of Contact for all contractual and technical issues. The Contractor shall accept Contract modifications only in writing from the Purchaser’s ...
	26.2 All notices and communications between the Contractor and the Purchaser shall be written and conducted in English.
	26.3 Formal letters and communications shall be personally delivered or sent by mail, registered mail, courier or other delivery service, to the official points of contact quoted in this Contract.
	26.4 Informal notices and informal communications may be exchanged by any other communications means including telephone and e-mail.
	26.5 All notices and communications shall be effective upon receipt.
	26.6 Official points of contact are:

	27 CONFLICT OF INTEREST
	27.1 A conflict of interest means that because of other activities or relationships with other persons or entities, a Contractor is unable, or potentially unable to render impartial assistance or advice to the Purchaser, or the Contractor’s objectivit...
	27.2 The Contractor is responsible for maintaining and providing up-to-date conflict of interest information to the Purchaser. If, after award of this Contract or any task order herein, the Contractor discovers a conflict of interest with respect to t...
	27.3 If, after award of this Contract or any task order herein, the Purchaser discovers a conflict of interest with respect to this Contract or task order, which has not been disclosed by the Contractor, the Purchaser may at its sole discretion reques...
	27.4 The Contractor's notice called for in paragraph 27.2 above shall describe the actual, apparent, or potential conflict of interest, the action(s) the Contractor has taken or proposes to take to avoid or mitigate any conflict, and shall set forth a...
	27.5 The Contractor has the responsibility of formulating and forwarding a proposed conflict of interest mitigation plan to the Purchaser, for review and consideration. This responsibility arises when the Contractor first learns of an actual, apparent...
	27.6 If the Purchaser in its discretion determines that the Contractor's actual, apparent, or potential conflict of interest remains, or the measures proposed are insufficient to avoid or mitigate the conflict, the Purchaser will direct a course of ac...
	27.7 The Contractor's misrepresentation of facts in connection with a conflict of interest reported, or a Contractor’s failure to disclose a conflict of interest as required shall be a basis for default termination of this Contract.

	28 technical direction
	28.2 The individuals working on this Contract shall perform the effort within the general scope of work identified in the Contract Part IV - Statement of Work (SOW).  This effort will be directed on a more detailed level by the Purchaser’s Project Man...
	28.4 Neither the Purchaser’s Project Manager as identified in Clause 16 of these Contract Special Provisions, nor any Technical Representative,  has the authority to change the terms and conditions of the Contract.  If the Contractor has reason to bel...
	28.5 Upon receipt of such notification above, the Purchaser’s Contracting Authority will:
	a) confirm the effort requested is within scope, or;
	b) confirm that the instructions received constitute a change and request a quotation for a modification of scope and/or price, or;
	c) rescind the instructions.


	29 EXCLUSION CLAUSE
	29.1 This Contract has an exclusion clause and it is as follows:
	29.1.1 The Contractor and its sub-Contractors that supported the award of CO-14171-PMIC shall be excluded from award of this contract of future Contract(s) and sub-Contract(s) for consultancy, hardware or software implementation under the Bi-Strategic...

	29.2 The NCI Agency shall not consider mitigation plans regarding this exclusion.
	29.3 This exclusion clause does not apply to parent companies of the Contractor and their wholly owned subsidiaries provided that the parent company or its subsidiaries provides proof to the satisfaction of the Purchaser that they operate as a separat...
	29.4 This exclusion clause shall remain valid for a period of two (2) years after Contract completion.
	29.5 Once the validity period of this exclusion clause has expired, the limitations imposed by this exclusion clause shall no longer apply.
	29.6 The Contractor shall insert the substance of paragraphs 29.1 through 29.5 of this clause in all subcontracts for work performed under this Contract. It is the responsibility of the Contractor to ensure that their subcontractor(s) are made aware o...
	29.7 The Contractor agrees that compliance with this exclusion clause is of the essence and that failure to abide to these terms shall constitute sufficient grounds for the Termination for Default of the Contract in accordance with Clause 39 of the NC...

	30  INTELLECTUAL PROPERTY
	30.1 This Article supplements Clause 30 of the Contract General Provisions.
	30.2 Any use of Contractor Background IPR and Third Party IPR for the purpose of carrying out the Work pursuant to the Contract shall be free of any charge to Purchaser. The Contractor hereby grants to NATO and NATO Nations a non-exclusive, royalty-fr...
	30.3 All rights arising out of the results of work undertaken by or on behalf of the Purchaser for the purposes of this Contract, including any and all technical data specifications, reports, drawings, computer software data, computer programmes, comp...
	30.4 The Purchaser will accept no constraints or limitations on the use of Contract deliverables.  Accordingly, the Contractor shall not include any Background Intellectual Property or third party software in the code provided to the Purchaser.  In th...


	31 INTELLECTUAL PROPERTY RIGHT INDEMNITY AND ROYALTIES
	31.1 This Clause augments Clauses 29 of the Contract General Provisions.
	31.2 The Contractor shall assume all liability and indemnify the Purchaser, its officers, agents and employees against liability, including costs for the infringement of any patents or copyright in force in any countries arising out of the manufacture...
	31.3 The Contractor shall exclude from his prices any royalty pertaining to patents which in accordance with agreements reached between NATO countries may be utilised free of charge by member nations of NATO and by NATO organisations.
	31.4 The Contractor shall report in writing to the Purchaser during the performance of this Contract:
	31.4.1 The royalties excluded from his price for patent utilised under the agreements mentioned in Para 31.3 above;
	31.4.2 The amount of royalties paid or to be paid by the Contractor directly to others in performance of this Contract.

	32 INDEMNITY
	32.1 The Contractor will indemnify and hold harmless NATO, its servants or agents, against any liability, loss or damage arising out of or in connection of the Supplies and Services under this Contract, including the provisions set out in Clause 29, "...
	32.2 The parties will indemnify each other against claims made against the other by their own personnel, and their Subcontractor Subcontractors (including their personal representatives) in respect of personal injury or death of such personnel or loss...
	32.3 NATO will give the Contractor immediate notice of the making of any claim or the bringing of any action to which the provisions of this Clause may be relevant and will consult with the Contractor over the handling of any such claim and conduct of...
	32.4 In the event of an accident resulting in loss, damage, injury or death arising from negligence or wilful intent of an agent, officer or employee of NATO for which the risk has been assumed by the Contractor, the cause of the accidents will be inv...

	33 PURCHASER FURNISHED PROPERTY
	33.1 The Purchaser shall deliver to the Contractor, for use only in connection with this Contract, the Purchaser Furnished Property at the times and locations stated in the Contract.  In the event that Purchaser Furnished Property is not delivered by ...
	33.2 In the event that Purchaser Furnished Property is received by the Contractor in a condition not suitable for its intended use, the Contractor shall immediately notify the Purchaser.  The Purchaser shall within a reasonable time of receipt of such...
	33.3 Title to Purchaser Furnished Property will remain in the Purchaser.  The Contractor shall maintain adequate property control records of Purchaser Furnished Property in accordance with sound industrial practice and security regulations.
	33.4 Unless otherwise provided in this Contract, the Contractor, upon delivery to him of any Purchaser Furnished Property, assumes the risk of, and shall be responsible for, any loss thereof or damage thereof except for reasonable wear and tear, and e...
	33.5 Upon completion of this Contract, or at such earlier dates as may be specified by the Purchaser, the Contractor shall submit, in a form acceptable to the Purchaser, inventory schedules covering all items of Purchaser Furnished Property.
	33.6 The inventory shall note whether:
	33.6.1 The property was consumed or incorporated in fabrication of final deliverable(s);
	33.6.2 The property was otherwise destroyed;
	33.6.3 The property remains in possession of the Contractor;
	33.6.4 The property was previously returned

	33.7  The Contractor shall prepare for shipment, deliver DDP at a destination agreed with the Purchaser, or otherwise dispose of Purchaser Furnished Property as may be directed or authorised by the Purchaser.  The net proceeds of any such disposal sha...
	33.8 The Contractor shall not modify any Purchaser Furnished Property unless specifically authorised by the Purchaser or directed by the terms of the Contract.
	33.9 The Contractor shall indemnify and hold the Purchaser harmless against claims for injury to persons or damages to property of the Contractor or others arising from the Contractor’s possession or use of the Purchaser Furnished Property. The Contra...
	33.10

	ANNEX A: NCI AGENCY NON-DISCLOSURE DECLARATION
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	Part III The General Provisions
	Binder1
	IFB_CO-14314-IEG-C-Book II Part IV-SOW (005)
	SECTION 1 : Introduction
	1.1. Purpose
	1.1.1. NATO requires a data loss prevention capability, to prevent the unauthorised release of data from the NATO SECRET to a NATO/xFOR SECRET domain. The aim of this procurement project is to industrialize the existing prototype capabilities, thereby...
	1.1.2. The Information Exchange Gateway Scenario C (hereafter called IEG-C) project will provide:
	1.1.2.1. Support for Information Exchange Services of information and real time data between the NATO Secret core network (which comprise NATO Commands, Agencies, and connected NATO Nations) and NATO/xFOR Secret networks (for NATO Responses Forces, NA...
	1.1.2.2. These services will be provided by a gateway system, which should be able to scale based on the needs of the supported mission, available bandwidth and required response times.
	1.1.2.3. These gateways may be in deployed locations but will be centrally managed, monitored and controlled, while physical maintenance will be undertaken by local staff.
	1.1.2.4. The main objective of the gateway is to protect NATO Secret (NS) information and CIS while supporting the required interactions between the NS and mission secret CIS. The gateway will mediate exchange of data for both ‘core’ and ‘functional’ ...


	1.2. System Description
	1.2.1. The IEG-C is a Data Loss Prevention bi-directional guard at the interface between the (or “a”) NATO SECRET (NS) domain and a NATO-led ‘mission’ domain, such as ‘Resolute Support’ or ‘KFOR’.  The guard approves or rejects the transmission of dat...
	1.2.2. The overall requirement for the IEG-C is to allow a mission command structure to operate the full range of military command and control IT functions where the staff and users include NATO and non-NATO mission partners.  All non-NATO mission par...
	1.2.3. The NATO requirement for users with elevated privileges (e.g. system administrators) to have a security clearance higher than the level of the system they operate means that only NATO cleared users can be granted such permissions.  Where both N...
	1.2.4. The IEG-C requirement and operational prototype solutions have evolved over many years to a situation where there are two main variants in operation today; those with a ‘DMZ’ and those without.  In the ‘without’ case, a firewall and a mail guar...
	1.2.5. The objective of the IEG-C project is to modernise and standardise the configurations to a single layout with a consolidated management suite like below in Figure 2: IEG-C Components and to add additional features required by, for instance, evo...
	1.2.6. As the IEG-C is a data release guard, it does not support any on-line users and, other than log files, only supports transient data.  All of the IEG-C components will be centrally managed by a Border Protection Services management team from a c...
	1.2.7. The logical layout and data flows of the IEG-C is shown below in Figure 3: IEG-C Data Flows.  Features to note are that physically separate firewalls are required for the interface to the NS domain and the interface to the <Mission> SECRET doma...

	1.3. Scope
	1.3.1. The project will implement eleven (11) IEG-C systems in seven (7) locations (listed in Annex B.1), where prototype gateways have been already installed to meet NATO requirements for boundary protection, including one (1) reference system and a ...
	1.3.2. The project may also implement optional installations (7 IEG-C systems in 7 locations). Six (6) of these options will be exercised depending on NATO future operational requirements and the 7th one, a virtualized instance, will be exercised when...
	1.3.3. Finally the project will remove the legacy prototypes it intends to replace, including those in 3 locations that will not receive new gateways.
	1.3.4. This Statement of Work (SOW) describes requirements, as well as development, delivery and implementation processes for the IEG-C through a series of work packages as shown below in Table 1:
	1.3.5. This Statement of Work (SOW) describes the responsibilities of and activities to be conducted by the Contractor to meet the requirements of the IEG-C project.
	1.3.6. Except otherwise stated, the delivery dates of the associated deliverables are provided in the Schedule of Supplies and Services (SSS) document.

	1.4. IEG-C Solution Constraints
	1.4.1. The project will include a number of optional sites, to be confirmed at a later stage, depending on future operational requirements.
	1.4.2. The aforementioned IEG-C Services shall include in particular, but will not be limited to:
	 Text Chat
	 Electronic mail
	 Directory Services
	 Web Services
	 Common Operational Picture Data
	 Tactical Data Links data
	 Remote desktop services
	1.4.3. IEG-C will utilise certificates provided by the NATO Public Key Infrastructure (NPKI) service.
	1.4.4. The IEG-C as a system integrated in the NATO Enterprise infrastructure shall allow for automatic and seamless failover between multiple IEG-C gateways properly setup.
	1.4.5. The IEG-C as a system integrated in the NATO Enterprise infrastructure shall allow for
	1.4.6. Security enforcing products shall be evaluated in accordance with NATO Security Policy and supporting directives.

	1.5. Statement of Work (SOW) organisation
	1.5.1. This SOW describes the responsibilities of and activities to be conducted by the Contractor to meet the requirements of the IEG-C project.
	1.5.2. Section Relevance
	1.5.2.1. SECTION 2 defines the applicable documents.
	1.5.2.2. SECTION 3 to SECTION 15, as well as the Annexes, define requirements of this Contract.

	1.5.3. SECTION 16 describes the Options of this Contract.
	1.5.4. Standards for Interpretation of the SOW:
	1.5.4.1. The use of shall, should and will is defined as follows:
	1.5.4.1.1. SHALL: This requirement is mandatory and must be implemented by the contractor.
	1.5.4.1.2. SHALL NOT: means that the definition is an absolute prohibition of the specification.
	1.5.4.1.3. WILL: This term is not implemented within the System Requirements Specification (SRS) requirements.
	1.5.4.1.4. SHOULD: This term is implemented within the SRS requirements.

	1.5.4.2. The words “preliminary” or “initial” or “first draft” for documents referenced in this SOW that need to be produced by the Contractor mean a document at 60% or more maturity.
	1.5.4.3. This SOW invokes a variety of Standard NATO Agreements (STANAG), Allied Quality Assurance Publications (AQAPs), and Military Standards (MIL-STD). While these are NATO reference documents, there are national and international standards that ar...
	1.5.4.4. Where a national or international standard exists that is not specifically referenced in the STANAGs (and underpinning documents) or MIL-STDs as being equivalent, the Contractor may propose to utilise such a standard if he can demonstrate to ...
	1.5.4.5. The Purchaser, however, reserves the right to deny such a request and demand performance in accordance with the standard cited in the SOW.

	1.5.5. An Overall Project Schedule is provided in Section 3.2.


	SECTION 2 : Applicable Documents
	2.1. NATO Documents
	2.1.1. Security Documents
	2.1.2. Quality Assurance Documents
	2.1.3. Configuration Management Documents
	2.1.4. Technical Guidance
	2.1.5. Standard Guidance
	2.1.6. NATO Templates
	2.1.7. Others

	2.2. Non-NATO Documents

	SECTION 3 : Milestones
	3.1. Introduction
	3.1.1. This section provides a notional view of the project logical schedule as well as the list of key project milestones and criteria to be met by the Contractor to achieve them.
	3.1.2. Key project milestones are defined as follows:

	3.2. Notional schedule
	3.2.1. Work Package Scope
	3.2.2. Project will start with Effective Date of Contract (EDC) milestone.
	3.2.3. Effective Date of Contract (EDC)

	3.3. System Requirements Review (SRR)
	3.3.1. The System Requirements Review (SRR) is a multi-disciplined review to ensure that the system under review can proceed into initial systems development, and that all system requirements and performance requirements derived from the approved SRS ...
	3.3.2. SRR Entry Criteria
	3.3.3. The achievement of SRR is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 4: The SRR Success Criteria

	3.4. Preliminary Design Review (PDR)
	3.4.1. The Preliminary Design Review (PDR at EDC+3MO) demonstrates that the preliminary design meets all system requirements with acceptable risk and within the cost and schedule constraints and establishes the basis for proceeding with detailed desig...
	3.4.2. PDR Entry Criteria
	3.4.3. The achievement of PDR is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 6: The PDR Success Criteria

	3.5. Critical Design Review (CDR)
	3.5.1. The purpose of the Critical Design Review (CDR at EDC+6MO) is to demonstrate that the maturity of the design is appropriate to support proceeding with full scale software and hardware implementation, integration, verification, validation and op...
	3.5.2. CDR Entry Criteria
	3.5.3. The achievement of CDR is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 8: The CDR Success Criteria

	3.6. Factory Acceptance Test (FAT)
	3.7. Acceptance of IEG-C security accreditation package
	3.8. System Integration Testing (SIT) + System Acceptance Testing (SAT) + User Acceptance Testing (UAT)
	3.9. Deployment Authorization (DA)
	3.9.1. Successful completion of RFC process is a prerequisite for adding the IEG-C to the AFPL, which is a pre-requisite for authorization to deploy the IEG-C on to NATO networks.
	3.9.2. The achievement of DA is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 9 The DA Success Criteria

	3.10. Provisional System Acceptance (PSA)
	3.10.1. The IEG-C will be considered as having achieved the PSA (EDC+20mo) milestone when all the relevant system prerequisites have been completed successfully and the first operational IEG-C Gateway is activated.
	3.10.2. The criteria for achieving PSA are listed below:
	3.10.3. It is important to note that PSA is not only dependent on compliance against testable requirements, but will require non-testable requirements to be met too.
	3.10.4. The Contractor SHALL have completed and received approval by the Security Accreditation Authority (SAA) of the Security Accreditation Documentation (see para: 10.3), including all the localised versions of documents, for the PSA Site (SHAPE).F...
	3.10.5.  The achievement of PSA is subject to the Purchaser approval which is based on accomplishment of the criteria listed in Table 10 PSA success criteria.

	3.11. Site Accreditation
	3.12. Site Acceptance
	3.12.1. The following requirements will apply to each of the locations that will host an IEG-C.
	3.12.2. The completion of acceptance all locations will mean the completion of the Site Acceptance milestone.
	3.12.3. The SAA has issued the Statement of Accreditation for the interconnection via IEG-C at the site.
	3.12.4. Site Activation Meetings

	3.13. Operational Test and Evaluation (OT&E)
	3.14. Final System Acceptance (FSA)
	3.14.1. FSA (EDC+27mo) is the act by which the Purchaser has evaluated and determined that the implemented IEG-C System meets the requirements of the Contract, and that the Contractor has fully delivered all requirements.
	3.14.2. The SAA has issued the Statements of Accreditation for the IEG-C at all the Sites.
	3.14.3. Site FSA Meetings and Success Criteria


	SECTION 4 : Project Management
	4.1. Introduction
	4.1.1. This section outlines the Project Management requirements for this Contract.
	4.1.2. The Contractor’s Project Management activity is viewed as a critical factor in the successful execution of the IEG-C Project.
	4.1.3. The success of the IEG-C project depends upon a sound project management approach. Full and open communication between the Contractor and the Purchaser is an essential element of this approach.
	4.1.4. To facilitate the efficient way of communication email is considered as an official communication channel, unless stated otherwise.
	4.1.5.  Methodology

	4.2. Project Implementation Plan (PIP)
	4.2.1. The PIP shall be provided to the Purchaser for review and acceptance within four (4) weeks after Effective Date of Contract (EDC). The PIP will be reviewed by the Purchaser and comments submitted to the Contractor no later than five (5) working...
	4.2.2. The approval of the PIP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This approval in no way relieves the Contractor from its responsibilities to meet the requirements state...
	4.2.3. The PIP shall be kept up to date throughout the project, and shall be subject of review at each Project Review Meeting (PRM), until and including Provisional System Acceptance (PSA (EDC+20mo)). The PIP will also identify the security accreditat...
	4.2.4. The PIP shall include the sections listed and described in 4.4 Project Management Documentation below:

	4.3. Project Management Organisation
	4.3.1. Project Governance
	4.3.1.1. This project will be managed in accordance with the NCIA project management procedures, based on the Projects in Controlled Environments (PRINCE 2) methodology. The NCIA has established the Project Board representing, among others, the users ...
	4.3.1.2. The NCI Agency Project Board is composed of the following.
	4.3.1.2.1. Senior User: SHAPE J6 is the Senior User for this project. NCI Agency internal representation of the users is provided by Demand Management.
	4.3.1.2.2. Senior Supplier: The Implementation Contractor is the Senior Supplier for this project and is responsible for delivering the required capability. NCIA Agency Internal Representation of the Supplier is provided by NCIA Agency Contracting.
	4.3.1.2.3. Executive: The NCI Agency Core Enterprise Services (CES) Service Line Chief is the Project Board Executive for this project.
	4.3.1.2.4. NCI Agency Service Strategy will be part of the Project Board to assure technical conformity of the implementation and its architecture to the relevant NATO standards.

	4.3.1.3. The NCIA Project Manager (PM) will report to the NCIA Project Executive in accordance with the Prince2 principles.

	4.3.2. Overall Project Organisation
	4.3.2.1. The Project Management Structure is shown in Figure 4 below
	4.3.2.1.1. The Project board is accountable for the project success and has the authority to direct the project by making key decisions and exercising overall control. The Board manages by exception via reports provided by Project Managers.
	4.3.2.1.2. The Integrated Project Management Team (IPMT) meets quarterly and includes customer representatives and is updated on project progress, status, issues, and risks.
	4.3.2.1.3. Product Delivery Teams are in charge for the development of required products. The number of needed Product Delivery Teams in each project phase as well as the number of resources in each Product Delivery Team will be agreed upon between Co...


	4.3.3. Purchaser Project Organisation and Responsibilities
	4.3.3.1. The Purchaser Contracting Office (CO) will act as the Purchaser’s representative and will be the primary interface between the Contractor and Purchaser after the EDC.
	4.3.3.2. The Purchaser Project Manager will be supported by Subject Matter Experts (SME) in certain areas who may, from time to time, be delegated to act on the Purchaser Project Manager’s behalf in their area of expertise.
	4.3.3.3. The Purchaser Project Manager, the specialists, other team members, or any other NATO personnel are not allowed to make changes to the terms and conditions of the Contract. They may only provide the Purchaser’s interpretation of technical mat...
	4.3.3.4. All changes to the Contract will be made through the Purchaser's Contracting office only.
	4.3.3.5. The Purchaser and Contractor Project Manager, the specialists, and the key Stakeholders representatives collectively form the IEG-C IPMT.
	4.3.3.6. The Purchaser Project Manager chairs the IEG-C IPMT. The other voting members are the designated representatives of the stakeholders (key user representatives). All other members serve as advisory members.
	4.3.3.7. The IPMT serves as the primary mechanism for monitoring project status, resolving issues or conflicts within the project, and advising the Purchaser Project Manager.
	4.3.3.8. The IPMT also serves as the Purchaser’s IEG-C Configuration Control Board (CCB), to which the following items may be submitted for baselining decision as required by the Purchaser:
	4.3.3.9. The Purchaser will also ensure its SMEs are available to engage in the role of Product Owners (PO). PO will represent the Purchaser's interests within Product Delivery Teams and will work to enable:

	4.3.4. Contractor Organisation and Responsibilities
	4.3.4.1. The following members of the Contractor PMO are Key Personnel for this project:


	4.4. Project Management Documentation
	4.4.1. For the purpose of this Contract, Deliverables are split into two categories:
	4.4.2. The Project Overview management product, which shall provide an executive summary overview of the offered IEG-C capability.
	4.4.3. Product Breakdown Structure (PBS) and Product Flow Diagram (PFD)
	4.4.3.1. The acceptance of the PBS and of the PFD by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet t...

	4.4.4. The Project Management Plan management product, which clearly describes the implementation of the project.
	4.4.5. Work Breakdown Structure (WBS)
	4.4.5.1. The WBS is the basic structure for EVM data collection and reporting, and should be reflected in the detailed activities in the Project Master Schedule (PMS).

	4.4.6. Project Master Schedule (PMS)
	4.4.7. Risk Management Plan (RMP)

	4.5. Project Controls
	4.5.1. Risk Management
	4.5.2. Issue management
	4.5.2.1. A Project Issue is anything that could have an effect on the Project, either detrimental or beneficial (e.g., problem, error, anomaly, risk occurring, query, change in the project environment, change request, off-specification).

	4.5.3. Configuration management
	4.5.3.1. The Contractor SHALL implement a Configuration Management program to perform the Configuration Management functions as described in SECTION 12 of this SOW.

	4.5.4. Quality Assurance (QA) and Quality Control (QC)
	4.5.5. Independent Verification & Validation (IV&V)
	4.5.5.1. The Purchaser will be supported by purchaser arranged IV&V services.
	4.5.5.1.1. The IV&V services will entail the following activities:



	4.6. Project Management Communications
	4.6.1. Project Status Report (PSR)
	4.6.1.1. The Purchaser will issue comments no later than one week after receipt of the document.

	4.6.2. Meetings
	4.6.2.1. Except otherwise stated in the Contract, the following provisions shall apply to all meetings (including “attendance in person” meetings, video or tele conference meetings, reviews…) to be held under the Contract.
	4.6.2.2. Project Review Meetings (PRM)
	4.6.2.3. The location of PRMs will in principle be at the Purchaser’s premises in Mons (BEL) or in The Hague (NL) and when possible, they shall be scheduled with other project meetings. Attendance in person is preferred, but participation via video or...
	4.6.2.4. Product Delivery Meetings (PDM)
	4.6.2.5. Purchaser representative (Product Owner and/or Project Manager) will attend Product Delivery Planning and Review meetings and as needed also Product Delivery Progress Meetings.
	4.6.2.6. IPMT Meetings
	4.6.2.6.1. Upon award of this Contract, the Contractor’s Project Manager shall become an advisory member of the IEG-C IPMT.
	4.6.2.6.2. All IPMT meetings of the IEG-C will take place at the Purchaser premises (Brussels or Mons (Belgium) and/or The Hague – Netherlands).

	4.6.2.7. Ad-hoc Security Working Group
	4.6.2.7.1. The ad-hoc Security Working Group (with representatives from NATO SAAs and CISOA) can be established if certain security issues could not be solved via regular contacts between Purchased and Contractor SMEs.
	4.6.2.7.2. The Purchaser will host the Security Working Group Meetings.

	4.6.2.8. Other Meetings
	4.6.2.8.1. The Purchaser will host all other meetings agreed by both parties unless there is a specifically agreed need to review material, witness technical demonstrations, or perform any other activity outside of the Purchaser’s premises as part of ...


	4.6.3. Project Website
	4.6.3.1. The Purchaser will provide the necessary access rights to the Contractor.
	4.6.3.2. The Purchaser is able to provide the Contractor with a capability (named “REACH”) to exchange NATO RESTRICTED information over the Internet with the Purchaser. If the Purchaser is not in position to provide such a capability, other means shal...

	4.6.4. Documentation Delivery and Review
	4.6.4.1. Except otherwise stated for specific documents, the following provisions shall apply for any documentation to be provided by the Contractor under this Contract.
	4.6.4.2. The Purchaser will provide questions, comments, corrections, and suggested changes to the Contractor within 4 (four) weeks of receipt, excluding security accreditation documentation for which 3 months will be required. The Purchaser reserves ...
	4.6.4.3. The Purchaser will then provide further comments, corrections, and suggested changes to the Contractor within three (3) weeks of receipt, excluding security accreditation documentation for which 3 months will be required.
	4.6.4.4. The above cycle shall continue until the document reach a quality level acceptable by the Purchaser, excluding security accreditation documentation for which NSAB approval will be required.

	4.6.5. Co-ordination with other NATO projects
	4.6.5.1. The NATO CIS environment will be under continual development by other NATO projects that are being implemented in parallel with the IEG-C Project.
	4.6.5.2. The Purchaser will inform the Contractor and provide information concerning the operational environment that may emerge as a result of these projects.

	4.6.6. Project-level communication


	SECTION 5 : System Engineering
	5.1. General
	5.1.1. This section outlines the System Engineering, Integration, Tests, and implementation of IEG-C Project.
	5.1.1.1. As an option, the Contractor may use the Purchaser’s Development and Integration Test Environment for the development of the IEG-C, at Contractor’s cost. The Development and Integration Test Environment makes the Purchaser’s tool chain for de...
	5.1.1.2. The Purchaser’s Development and Integration Test Environment is a test environment configured to provide a representation of the target network/security domain. It will include the necessary configurations and interfacing systems and services...
	5.1.1.3. The IEG-C Integration Test System will be created based on the System Specifications provided by the Contractor but as a virtualized system and not necessarily reflect the same performance or storage capacity.
	5.1.1.4. All hardware (server, storage, network elements and workstations) and Virtualisation Platform for the Development and Integration Test Environment will be provided by the Purchaser for the tests related to the integration of the IEG-C system ...
	5.1.1.5. The Purchaser will prepare the Virtual Environment for the IEG-C Integration Test System on the Development and Integration Test Environment.
	5.1.1.6. As an option, the Contractor can use their own data generators, to provide test feeds to the IEG-C Integration Test System.
	5.1.1.7. The IEG-C Reference System is a reference system configured to provide a representation of the target network/security domain. It will include the necessary configurations and interfacing systems and services to represent the live environment...
	5.1.1.8. All hardware (server, storage, network elements and workstations) for the virtualized elements of the IEG_C Reference System will be provided by the Purchaser for the tests related to the integration of the IEG-C system with other NATO systems.
	5.1.1.9. The Purchaser will prepare the Virtual Environment for the IEG-C Reference System on the NATO Enterprise Reference System.
	5.1.1.10. As an option, the Contractor can use their own data generators, to provide test feeds to the IEG-C Reference System. In this case, the Contractor shall deliver all documents as required in 3.5.3 for the Reference System (e.g., SIP, accredita...


	5.2. Orientation Workshop
	5.2.1. This workshop is a key meeting in the course of the Project. As any other meeting outcomes of such will be subject to the Purchaser Acceptance.

	5.3. System Requirements Analysis and Review
	5.3.1. Review of the requirements
	5.3.2. Change Requests
	5.3.2.1. The Purchaser will update and provide an updated Functional Baseline (FBL; see 18.2.2) as necessary to reflect the decision of the IEG-C CCB on these Change Requests.


	5.4. System Design
	5.4.1. Design activities
	5.4.2. System Design Documentation Package
	5.4.2.1. System Design Specification (SDS)
	5.4.2.1.1. Interface Control Document (ICD)
	5.4.2.1.2. Security Accreditation Documentation Package
	5.4.2.1.3. Requirements Traceability Matrix (RTM)
	5.4.2.1.3.1 The minimum contents of the RTM are listed in Section 15.12: Requirements Traceability Matrix (RTM).



	5.4.3. Disaster Recovery Plan (DRP) and Backup Plan
	5.4.4. Design Reviews


	SECTION 6 : Integrated LOGISTICS Support (ILS)
	6.1. General
	6.1.1. This section outlines the supportability requirements of the project.

	6.2. Integrated Logistics Support Plan (ILSP)
	6.2.1. The ILSP is a standalone Product Lifecycle documents that will survive the project after FSA. As such, these documents are not to be submitted as part of the PMP, but will be part of the Technical Proposal.
	6.2.2. The acceptance of the ILSP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the requirements ...

	6.3. Maintenance and Support concept
	6.4. Design Influence
	6.4.1. Reliability, Availability, and Maintainability (RAM) Requirements
	6.4.2. Logistics Support Analysis (LSA)
	6.4.3. Support Case

	6.5. Technical Documentation
	6.5.1. This SOW will specify the format for each type of technical documentation.
	6.5.2. Operation and User Manuals
	6.5.3. Maintenance and Administration Manuals.
	6.5.4. OEM Manuals for Commercial Off the Shelf (COTS) product
	6.5.5. As-Built Documents
	6.5.6. Other Project Documentation
	6.5.7. Publication Criteria
	6.5.8. Amendments to documentation
	6.5.9. Manual Issuing Schedule
	6.5.9.1. Releases of manuals are described in Section 9.6.4.


	6.6. Training
	6.6.1. General Requirements:
	6.6.1.1. The Purchaser will provide the following basic facilities: room, power supply, tables, chairs, network connectivity.

	6.6.2. Training Needs Analysis (TNA)
	6.6.3. Training Plan
	6.6.4. E-Learning Training / Computer Based Training (CBT)
	6.6.4.1. All e-learning material prepared by the contractor should be compatible and deliverable on the NATO Advanced Distributed Learning (ADL) platform.

	6.6.5. Training Materials
	6.6.6. Training Assessment and Evaluation

	6.7. Supply Support
	6.7.1. System Inventory
	6.7.2. Codification
	6.7.3. Labelling
	6.7.4. Initial Provisioning
	6.7.5. Software Delivery

	6.8.  Packaging, Handling, Storage, Transportation (PHST)
	6.8.1. Packaging
	6.8.2. Handling and Storage
	6.8.3. Transportation
	6.8.3.1. All packages, boxes will be inspected visually by the Purchaser's POC at final destination to ensure that no damage has occurred during transport and that all packages, boxes and containers detailed in the packing list have been accounted for...

	6.8.4. Customs

	6.9. Initial Operational Support
	6.10. Warranty
	6.10.1. The Contractor will not be responsible for the correction of defects in Purchaser furnished property, except for defects in installation, unless the Contractor performs, or is obligated to perform, any modifications or other work on such prope...
	6.10.2. As an option the Purchaser can request additional warranty under the same conditions on a yearly basis.

	6.11. Disposal of Equipment
	6.11.1. It is the aim of this project to remove all legacy gateways. The deactivation and removal of legacy equipment, both in case of installation of new gateways to replace a prototype gateway or in the scope of WP4 of this SOW (for locations that a...
	6.11.2. The disposal of the aforementioned legacy equipment will be the responsibility of NATO, in compliance with applicable policy.
	6.11.3. Removal activities will begin only after the Purchaser has authorized them, as some legacy IEG-C services may still be required to run concurrently with the new services.


	SECTION 7 : System Implementation
	7.1. General
	7.1.1. Throughout the whole system implementation activities the Purchaser will retain all administrator privileges on existing systems (e.g., Enterprise Administrator, Domain Administrator) which will therefore not be granted to the Contractor.
	7.1.2. The Purchaser reserves the right to suspend the Contractor's installation and/or or activation work for up to ten (10) working days to avoid interfering with or disrupting a critical operational event.

	7.2. Site surveys
	7.3. System Implementation Plan (SIP)
	7.3.1. The acceptance of the SIP by the Purchaser signifies only that the Purchaser agrees to the Contractor’s approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the requirements s...

	7.4. Preparations for Installation
	7.5. Site Installation and Activation
	7.5.1. Site Installation
	7.5.2. Site activation
	7.5.2.1. The purpose of site activation is to ensure that all IEG-C components installed at that site are ready for operational use and meet SRS requirements, for both Technical Services and User Services.
	7.5.2.2. Site Activation Tests
	7.5.2.2.1. The Purchaser reserves the right to observe the site activation tests and to have the Contractor perform additional tests in order to demonstrate that the system is meeting the contractual requirements.
	7.5.2.2.2. The completion of Site Activation testing will be subject to the Purchaser's confirmation that all Site Activation tests at a site have been completed successfully.
	7.5.2.2.3. Site Activation tests on operational sites


	7.5.3. Local Security Accreditation activities
	7.5.3.1. As part of the local security accreditation, some security documents need to be modified to align with the local security requirements and environment. Additionally, any security tests are to be performed on the local IEG-C component.
	7.5.3.2. Security Operating Procedures (SecOPs)
	7.5.3.3. Site Security Compliance Statement (SSCS)
	7.5.3.4. Security Test and verification Plan (STVP)

	7.5.4. Physical Configuration Audit (PCA)
	7.5.5. Documentation

	7.6. Service Implementation Period
	7.6.1. The Implementation period is defined as the time duration from CAW until Contract FSA. The Contractor will implement and deliver the following predefined Support Functions during these Milestones.


	SECTION 8 : Test, Verification, Validation (TVV)
	8.1. Introduction
	8.1.1. This section details the Test, Verification, Validation (TVV) processes and requirements to be applied and performed under this Contract, which are required for the verification and validation of the requirements set forth under this Contract b...
	8.1.2. All deliverables supplied by the Contractor under this contract shall be verified and validated to ensure they meet the requirements of this contract. Both fitness-for-use and fitness-for-purpose will be assessed using a quality based approach.
	8.1.3. The verification and validation approach will not only involve delivered equipment, but also interfaces and interoperability with existing NATO and/or national equipment, here considered as Purchaser Furnished Equipment (PFE).
	8.1.4. The verification and validation of PFE is out of the scope of this document and the contract.
	8.1.5. The IEG-C requires a set of TVV activities to verify its compliance with the Contractual requirements set forth in the SOW and in the SRS (Annex to the SOW).

	8.2. TVV activities
	8.2.1. The Purchaser will provide subject matter experts (SME) during each test event, as well as TVV Test Engineers and an NQAR.
	8.2.2. The Purchaser reserves the right to monitor and inspect the Contractor’s TVV activities to verify their compliance with the requirements set forth in this Contract.

	8.3. Deliverables
	8.3.1. Master Test Plan (MTP)
	8.3.2. Test Cases and Test Procedures
	8.3.3. Event Test Plan (ETP)
	8.3.4. Test Reports
	8.3.5. Requirement Traceability Matrix RTM
	8.3.6. STVP

	8.4. Tools
	8.5. TVV Events and results
	8.5.1. Test Readiness Review (TRR)
	8.5.2. Event Review Meeting (ERM)
	8.5.3. TVV Event
	8.5.4. Reference environments
	8.5.5. Waivers
	8.5.6. Failed events

	8.6. Test Defect Categorization
	8.6.1. Severity
	8.6.2. Priority
	8.6.3. Category


	SECTION 9 : Site Surveys
	9.1. Introduction
	9.1.1. The purpose of the Site Survey is to gather all information of interest in view of the preparation, installation, configuration, on-site testing and support. This section outlines the requirements applicable for site surveys.
	9.1.2. Any long-lead item purchases or other financial obligations made by the Contractor following site surveys will not be claimed unless they are reflected in the baseline agreed to by the Purchaser at or after the Design Review.

	9.2. Site Survey Preparatory work
	9.2.1. Site Survey Work Book (SSWB)
	9.2.2. Agenda
	9.2.3. Introductory briefing

	9.3. Survey of the site facilities
	9.4. Site specific-requirements
	9.4.1. Notwithstanding the requirements related to storage and backup solutions, some Purchaser locations have site-specific equipment (e.g. specific brand names for servers), which may differ from the project baselines at a site, to reduce operations...

	9.5. Outcomes
	9.5.1. The Purchaser will provide the Contractor with the exact shipment addresses and NATO POC for subsequent equipment delivery.


	SECTION 10 : Security Accreditation
	10.1. Introduction
	10.1.1. The objective of security accreditation is to ensure that an adequate level of protection is achieved and maintained through the life cycle of the CIS. The IEG-C must achieve security accreditation for it to be granted the authority to go live...

	10.2. Security Accreditation Authority (SAA)
	10.2.1. The overall Security Accreditation Authority (SAA) for the IEG-C is the NATO CIS Security Accreditation Board (NSAB). Local SAA’s will be involved in accreditation of the interconnection via IEG-C. Their role will be to ensure that IEG-C is im...
	10.2.2. Coordination with the SAAs will be conducted by the Purchaser. The Contractor may be invited to provide briefings for the meetings with the SAAs.

	10.3. Security Accreditation Documentation
	10.3.1. The achievement of the IEG-C security accreditation will require a prescribed set of security documentation to be produced, using security accreditation documentation templates. The templates will be made available to the Contractor after the ...
	10.3.2. The documentation to be developed to support the IEG-C security accreditation process is listed in Security Accreditation Plan (SAP) for IEG-C.
	10.3.3.  The documentation set includes:
	10.3.4. Security Accreditation Plan (SAP) has been developed by the Purchaser and approved by the SAA. This document will be made available to the Contractor after the Contract Award. The SAP will be maintained by the Purchaser during the project life...
	10.3.5. Initial System Description for the IEG-C (Section 1.2 System Description) has been developed by the Purchaser. This document will be made available to the Contractor after the Contract Award. The System Description is the first document relate...
	10.3.6. Security Risk Assessments (SRAs) report will be produced by the Contractor, using SRA report template [SRA template]. Based on the results of the SRAs, the Contractor SHALL identify areas of the IEG-C requiring safeguards and countermeasures t...
	10.3.7. Generic System Interconnection Security Requirements Statement (SISRS) for IEG-C will be developed, as directed by the SAA, defining the security requirements for interconnection via the IEG-C. The generic SISRS for IEG-C shall be approved by ...
	10.3.8. Security Operating Procedures (SecOPs) for Gateway Services Section will be adapted to include the centralized management of the IEG-C. Existing SecOPs for Gateway Services Section will be made available to the Contractor after the Contract Aw...
	10.3.9. Security Test and Verification Plan (STVP) defines a set of test procedures to be executed to prove that the security mechanisms designed into the IEG-C to enforce the security requirements identified in the IEG-C SISRS. The STVP for IEG-C wil...
	10.3.10. Security Test and Verification Report provides results of all security tests specified in the STVP. Security Test and Verification Report will be generated by Contractor. The Security Test and Verification Report template [STVR template] will...
	10.3.11. IEG-C Compliance Statement is required for each of system interconnected between security domains served by IEG-C. The Statement of Compliance template for IEG-C will be developed by the Purchaser on basis of generic SISRS for IEG-C will be m...

	10.4. Security Documentation Review
	10.4.1. All documents for security accreditation will be subject to Purchaser and SAA review and approval.
	10.4.2. The Contractor should expect a number of review rounds per document before it will be approved, which makes security accreditation a lengthy process.  Each review round may last 3 (three) months.

	10.5. Responsibilities
	10.5.1. Table below summarizes responsibilities related development of each document required for security accreditation process.
	10.5.2. Column “Baseline/Guidance” lists available templates, relevant NATO Security Directives and Guidance, and similar documentation existing NATO CIS which can be used as an example or initial input.


	SECTION 11 : Quality Assurance
	11.1. Definitions
	11.1.1. Quality Assurance (QA) is a process and set of procedures intended to ensure that a product or service, during its definition, design and development phases will meet specified requirements.
	11.1.2. Quality Control (QC) is a process and set of procedures intended to ensure that a manufactured product or performed service adheres to a defined set of quality criteria and meets the requirements of the customer
	11.1.3. Under this contract the QA process SHALL be intended as Quality assurance and Control Program. The term QA will include also the QC definition.
	11.1.4. Certificate of Conformity (CoC) is a document, signed by the Supplier, which states that the product conforms with contractual requirements and regulations
	11.1.5. The CoC, verifies the process quality-enabled items produced or shipped comply with test procedures and quality specifications prescribed by the customer. It presents data derived from quality management information.

	11.2. Introduction
	11.3. Quality Assurance References
	11.4. Roles and Responsibilities
	11.5. Quality Management System (QMS)
	11.6. The Quality Assurance Plan (QAP)
	11.7. Defects and Corrective Actions
	11.8. Certificate of Conformity (CoC)
	11.8.1. The Contractor is solely responsible for the conformance to requirements, of products provided to the Purchaser.
	11.8.2. The CoCs delivered by the Contractor will be part of the acceptance data package of the product.

	11.9. Support Tools

	SECTION 12 : Configuration Management
	12.1. General
	12.1.1. The Configuration Management process will enable the baselining of CIs into the Functional Baseline (FBL), Allocated Baseline (ABL) and Product Baseline (PBL) as defined in this section of the SOW and the maintenance of these baselines through...

	12.2. Baselines
	12.2.1. Traceability
	12.2.2. Functional Baseline (FBL)
	12.2.2.1. The FBL is a set of documents that specifies the functional and non-functional requirements of a service or product and that is used as the approved basis for comparison.

	12.2.3. Allocated Baseline (ABL)
	12.2.3.1. The ABL is a set of documents that specifies the design of a service or product and is used as the approved basis for comparison.

	12.2.4. Product Baseline (PBL)
	12.2.4.1. The PBL is a set of products and/or services, including supporting documents, which is used as the approved basis for comparison.

	12.2.5. Operational Baseline (OBL)

	12.3. Configuration Management Plan (CMP)
	12.3.1. The CMP is a Product Lifecycle document that will survive the project after FSA. As such, this documents are not to be submitted as part of the PMP, but will be part of the Technical Proposal.

	12.4. Configuration Item Identification and Documentation
	12.4.1. Additional guidance about CI selection can be found in [ACMP 2009, 2017] and in [STANAG 4427, 2014].
	12.4.2. The Purchaser reserves the right to modify the CI structure and attributes.

	12.5. Configuration Control
	12.6. Engineering Change Proposals (ECP)
	12.7. Requests for Change (RFC)
	12.7.1. The achievement of the Deployment Authorization (DA) milestone is subject to the Purchaser approval. This process will be triggered with a Request for Change (RFC) by the NATO assigned PM. The last Purchaser approved baseline for the RFC proce...
	12.7.2. The Purchaser will verify the Installation and Configuration Manual(s) and other delivered Documents as deemed necessary as part of the CAB approval process
	12.7.3. The Purchaser has a right to perform any other tests as deemed necessary
	12.7.4. The installation of new baseline will be performed by the Purchaser unless requested by the Purchaser to be installed by the Contractor and witnessed by the Purchaser.
	12.7.5. Release Package
	12.7.5.1. A Release Package is a planned release of a product or product edition. The content of a Release Package is defined by the features and associated Requests for Change (RFC) that it implements.


	12.8. Requests for Deviation (RFD) and Request for Waver (RFW)
	12.9. Configuration Status Accounting (CSA)
	12.10. Configuration Verification and Audits
	12.10.1. Upon Purchaser Acceptance, ABL and PBL will be placed under the control of the CCB.
	12.10.2. The acceptance of the ABL and PBL by the Purchaser signifies only that the Purchaser agrees to the Contractor's approach in meeting the requirements. This acceptance in no way relieves the Contractor from its responsibilities to meet the requ...

	12.11. Configuration Management Database and Software Versioning Tool
	12.11.1. Configuration Management Database (CMDB)
	12.11.2. Software Versioning Tool

	12.12. Configuration Identification and Documentation
	12.12.1. Configuration Identification
	12.12.2. Documentation


	SECTION 13 : Labour Categories
	13.1. General
	13.1.1. This section outlines minimum educational and experience qualifications for Contractor key personnel assigned to this Contract.
	13.1.2. Substitution of experience or education is allowed as outlined in Table 19-1 below.

	13.2. Management
	13.2.1. Project Manager
	13.2.1.1. Responsible for project management, performance and completion of tasks and deliveries. Establishes and monitors project plans and schedules and has full authority to allocate resources to insure that the established and agreed upon plans an...
	13.2.1.2. Education: University Degree in Electronic Engineering, Computer Science, Telecommunications, or related discipline, preferably equivalent to a Master’s, supported by relevant certificates/ diplomas. Current Project Management certification ...
	13.2.1.3. Experience: At least ten (10) years of experience as an Information and Communications Technology (ICT) project manager. At least five (5) years of experience as the project manager for an effort of similar scope to the IEG-C project, prefer...


	13.3. Project Management Support
	13.3.1. Project Control Analyst
	13.3.1.1. Establishes and maintains project schedule and cost baseline and analyses risks and potential impacts. Prepares project highlight reports.
	13.3.1.2. Education: Bachelor’s degree.
	13.3.1.3. Experience: At least three (3) years of experience in project scheduling, project control, or project monitoring and reporting.

	13.3.2. Webmaster
	13.3.2.1. Provides website construction and administration, develops connections between databases and web-based front ends. Generates technical reports and related documentation as required. Provides expertise in the development and maintenance of we...
	13.3.2.2. Education: Associates degree or two years of technical training.
	13.3.2.3. Experience: At least one (1) year of experience in website support and at least one year in website construction.

	13.3.3. Contract Security Specialist
	13.3.3.1. Provides support in areas directly pertinent to administration, supervision, and control of facility security in an industrial and/or government environment. Possesses a working knowledge of government and industrial security regulations.
	13.3.3.2. Education: Bachelor’s degree.
	13.3.3.3. Experience: At least three (3) years of experience in Contract security administration.


	13.4. Engineering and Technical
	13.4.1. Senior Engineer
	13.4.1.1. Performs complex engineering tasks and multiple tasks simultaneously. Assists with or plans major research and engineering tasks or programs of high complexity. Directs and co-ordinates all activities necessary to complete a major, complex e...
	13.4.1.2. Education: Master’s degree in engineering. ITIL Foundation and Service Transition certificates
	13.4.1.3. Experience: At least seven (7) years in engineering positions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or commercial use...

	13.4.2. Intermediate Engineer
	13.4.2.1. Performs engineering tasks and additional duties as assigned. Assists higher level engineers with larger tasks. Manages or directs multiple engineering tasks, directing research and development activities as required. Performs advanced engin...
	13.4.2.2. Education: Bachelor’s degree in engineering.
	13.4.2.3. Experience: At least three (3) years of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or ...

	13.4.3. Junior Engineer
	13.4.3.1. Performs engineering tasks under the direction of higher level engineers. Performs independent research, conducts studies and analysis, and participates in the design and development of complex systems.
	13.4.3.2. Education: Bachelor’s degree in engineering.
	13.4.3.3. Experience: At least one (1) year of experience in engineering functions associated with the review, design, development, evaluation, planning and operation of electrical or electronic components, subsystems, or systems for government or com...

	13.4.4. Senior Systems Engineer
	13.4.4.1. Plans and co-ordinates engineering activities to meet SRS requirements. Provides comprehensive definition of all aspects of system development from analysis of mission needs to verification of system performance. Competent in technical disci...
	13.4.4.2. Education: University Degree in Electronic Engineering, Computer Science, Telecommunications, or related discipline, preferably equivalent to a Master’s, supported by relevant certificates/ diplomas. Current ITIL Foundation and Service Desig...
	13.4.4.3. Experience: At least seven (7) years of experience in system design and integration. At least five (5) years in the design, integration, or implementation information systems, defence systems and large scale systems.

	13.4.5. Intermediate Systems Engineer
	13.4.5.1. Performs system engineering assignments in support of the analysis of complex system design, formulating requirements, developing alternative approaches, conduct of studies, and application of standards. May function as a member of an engine...
	13.4.5.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.5.3. Experience: At least three years of experience in system design and integration.

	13.4.6. Junior Systems Engineer
	13.4.6.1. Conducts research and application of system design principles for the design, development, implementation, or support as a member of assigned task staffing. Develops alternative solutions, concepts, or processes through research into assigne...
	13.4.6.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.6.3. Experience: At least one (1) year of experience in system design and integration.

	13.4.7. Senior Communications Engineer
	13.4.7.1. Performs communications system transition planning, engineering design for integration with processing systems, specification development, standards, interface design, testing, and the conduct of transmission and traffic studies.
	13.4.7.2. Education: Master’s degree in engineering.
	13.4.7.3. Experience: At least seven (7) years of experience in the engineering of communications systems via all transmission media.

	13.4.8. Intermediate Communications Engineer
	13.4.8.1. Prepares communications systems designs and technical documentation, and other design criteria. Implements COTS and emerging communications systems and develops technical plans, documentation, and support.
	13.4.8.2. Education: Bachelor’s degree in engineering.
	13.4.8.3. Experience: At least three (3) years of experience in the engineering of communications systems via all transmission media.

	13.4.9. Junior Communications Engineer
	13.4.9.1. Conducts engineering analysis, develops technical documentation, investigate communications requirements, formulates network interfaces, and assists in project/program execution.
	13.4.9.2. Education: Bachelor’s degree in engineering.
	13.4.9.3. Experience: At least one (1) year of experience in the engineering of complex communications systems via all transmission media.

	19.4.9bis Systems Integration Analyst
	19.4.9bis.1 Develops and implements solutions using the optimal technology, capability, and interfaces Researches available tools and technologies to determine alternate technology solutions. Researches, implements, and supports multiple computing pla...
	19.4.9bis.2 Education: Bachelor’s degree in engineering or computer science.
	19.4.9bis.3 Experience: At least seven (7) years of experience in the integration and implementation of information systems, defence systems, C2 systems, preferably in maritime domain.

	13.4.10. Senior Software Programmer
	13.4.10.1. Performs complex program development using standard and specialised languages to create special purpose software, modify existing programs, and enhance system efficiency and integrity. Translates detailed designs into software, tests, debug...
	13.4.10.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.10.3. Experience: At least seven (7) years of experience in the design, programming, and testing of applications software.

	13.4.11. Intermediate Software Programmer
	13.4.11.1. Analyses systems requirements and design specifications to develop block diagrams and logic flow charts. Translates detailed designs into computer software for specific applications. Prepares documentation, including program and user docume...
	13.4.11.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.11.3. Experience: At least three (3) years of experience in the design, programming, and testing of applications software.

	13.4.12. Junior Software Programmer
	13.4.12.1. Performs programming tasks based upon specifications and flow diagrams. Translates concepts into program modules for testing, debugging, refinement, and integration with other modules. Prepares draft documentation including program and user...
	13.4.12.2. Education: Bachelor’s degree in engineering or computer science.
	13.4.12.3. Experience: At least one (1) year of experience in the design, programming, and testing of applications software.

	13.4.13. System Support Engineer
	13.4.13.1. Designs and integrates system support applications and protocols to meet system requirements. Analyses architectural options for performance and manageability. Analyses and designs implementations to meet specialised message formats or inte...
	13.4.13.2. Education: Bachelor’s degree in engineering.
	13.4.13.3. Experience: At least seven (7) years of experience in the design, integration, and implementation of information systems. At least three years of experience with Simple Network Management Protocol (SNMP) and system support applications.

	13.4.14. Information Systems Security Engineer
	13.4.14.1. Analyses and develops network systems and information security practices to include: operating systems, applications, Transmission Control Protocol (TCP)/Internet Protocol (IP), security architecture, multi-level security, intrusion detecti...
	13.4.14.2. Education: Bachelor’s degree.
	13.4.14.3. Experience: At least three (3) years of experience in information systems security. At least five years in information systems integration, implementation, or operation.

	13.4.15. Information Systems Security Specialist
	13.4.15.1. Provides support in implementing procedures and practices prescribed for safeguarding and control of an automated information system and the processing of classified information.
	13.4.15.2. Education: Associates degree or two years of technical training.
	13.4.15.3. Experience: At least two (2) years of experience as an Information Systems Security Officer for an operational system.

	13.4.16. Field Engineer
	13.4.16.1. Conducts site surveys, prepares implementation plans, prepares implementation procedures, supervises installation and activation, reports on installation status, manages repair and modifications to systems/equipment, performs field maintena...
	13.4.16.2. Education: Bachelor’s degree. ITIL Foundation and Service Operations certificates
	13.4.16.3. Experience: At least five (5) years in the installation and support of information systems.

	13.4.17. Senior Technician
	13.4.17.1. Supervises technicians in the troubleshooting, repair, installation, training, integration, and upgrade of systems and equipment. Works closely with assigned engineers and systems personnel to support implementation and activation efforts.
	13.4.17.2. Education: Associates degree.
	13.4.17.3. Experience: At least seven (7) years of experience in the installation and maintenance of network and information systems.

	13.4.18. Intermediate Technician
	13.4.18.1. Performs troubleshooting, repair, refurbishment, and installation of systems and equipment. Performs factory or field testing of systems, development of maintenance or repair procedures, and supports installation teams in specific areas of ...
	13.4.18.2. Education: Associates degree.
	13.4.18.3. Experience: At least three (3) years of experience in the installation and maintenance of network and information systems.

	13.4.19. Junior Technician
	13.4.19.1. Performs troubleshooting, repair, and installation functions as assigned. May be assigned as technical support technician for specific systems or hardware. Performs factory or field testing and supports installation teams as assigned.
	13.4.19.2. Education: Secondary school graduate with one year of technical training.
	13.4.19.3. Experience: At least two (2) years of experience installing and maintaining network and information systems.

	13.4.20. System Management Specialist
	13.4.20.1. Analyses, develops, and maintains operational system configuration parameters. Establishes and implements system policy, procedures and standards, and ensures their conformance with system requirements. Ensures that security procedures are ...
	13.4.20.2. Education: Bachelor’s degree and completion of a formal system administration or network management certification course.
	13.4.20.3. Experience: At least three (3) years of experience in the administration of distributed information systems.


	13.5. Testing
	13.5.1. Senior Test Engineer
	13.5.1.1. Directs test planning, design and tools selection. Establishes guidelines for test procedures and reports. Co-ordinates with Purchaser on test support requirements and manages Contractor test resources.
	13.5.1.2. Education: Bachelor’s degree in engineering.
	13.5.1.3. Experience: Integration and testing engineering skills with five (5) years’ experience as part of technical projects, supported by project reference and description of role / responsibilities / activities. Demonstration of practical experien...

	13.5.2. (Deleted)
	13.5.3. Intermediate Test Engineer
	13.5.3.1. Designs and documents unit and application test plans. Transforms test plans into test cases and executes those cases. Supervises individual tests and prepares test reports.
	13.5.3.2. Education: Bachelor’s degree in engineering.
	13.5.3.3. Experience: At least three (3) years of experience in the design and execution of information systems tests.

	13.5.4. Junior Test Engineer
	13.5.4.1. Performs testing activities under supervision of more experienced test personnel. Executes defined test cases and procedures. Collects and analyses test data; prepares test reports.
	13.5.4.2. Education: Bachelor’s degree in engineering.
	13.5.4.3. Experience: At least one (1) year in the design and execution of information systems tests.

	13.5.5. Test Technician
	13.5.5.1. Provides installation and administration support to information system testing. Constructs and tests prototype equipment for electrical systems and components, consistent with engineering and other specifications. Executes tests and collects...
	13.5.5.2. Education: Associates degree or two years of technical training.
	13.5.5.3. Experience: At least two (2) years of experience in the configuration and administration of information systems or test and measurement systems.


	13.6. Implementation Support
	13.6.1. Logistics Management Specialist
	13.6.1.1. Provides support in the development of support documentation to include as a minimum, elements such as support equipment, technical orders, supply support and computer resources support, process of evolving and establishing maintenance/suppo...
	13.6.1.2. Education: Bachelor’s degree.
	13.6.1.3. Experience: At least seven years of experience in supply and support of information systems. At least three (3) years in support of distributed systems in more than one NATO nation.

	13.6.2. Logistics Analyst
	13.6.2.1. Creates and helps execute plans for the ILS of complex systems. Analyses adequacy and effectiveness of current and proposed logistics support provisions. Supervises the efforts of other logistics personnel in the execution of assigned tasks.
	13.6.2.2. Education: Bachelor’s degree.
	13.6.2.3. Experience: At least three (3) years of experience in ILS planning and analysis.

	13.6.3. Inventory Specialist
	13.6.3.1. Creates and maintains an inventory control system. Tracks materials, coordinates shipping and receiving, and supervises packing operations.
	13.6.3.2. Education: Associates degree.
	13.6.3.3. Experience: At least three (3) years of experience in shipping, receiving, and inventory control.

	13.6.4. Shipping and Receiving Clerk
	13.6.4.1. Coordinates the shipping and receiving of materials. Tracks property using automated equipment. Performs and records materials inventory checks.
	13.6.4.2. Education: Secondary school graduate.
	13.6.4.3. Experience: At least three (3) years of experience in shipping and receiving.

	13.6.5. Technical Writer
	13.6.5.1. Develops, writes, and edits materials, briefs, proposals, instruction books, and related technical and administrative publications concerned with work methods and procedures for installation, operations and enhancement of equipment. Organise...
	13.6.5.2. Education: Bachelor’s degree.
	13.6.5.3. Experience: At least three (3) years as a technical writer.

	13.6.6. Senior Configuration Manager
	13.6.6.1. Establishes and maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commerci...
	13.6.6.2. Education: Bachelor’s degree.
	13.6.6.3. Experience: At least five (5) years of experience in specifying Configuration Management requirements, standards, and evaluation criteria in acquisition documents, and in performing configuration identification, control, status accounting, a...

	13.6.7. Intermediate Configuration Manager
	13.6.7.1. Maintains a process for tracking the life cycle development of system design, integration, test, training, and support efforts. Maintains continuity of products while ensuring conformity to Purchaser requirements and commercial standards. Ma...
	13.6.7.2. Education: Associates degree or two years of technical training.
	13.6.7.3. Experience: At least three (3) years of experience in technical system Configuration Management. At least two years in communication and information systems development, including physical and functional audits and software evaluation, testi...

	13.6.8. Junior Configuration Manager
	13.6.8.1. Prepares and coordinates change requests, configuration items, and configuration baselines. Maintains configuration control records and databases.
	13.6.8.2. Education: Associates degree or one year of technical training.
	13.6.8.3. Experience: At least one (1) year of experience in technical system configuration or document management.

	13.6.9. Data Control Specialist
	13.6.9.1. Performs assigned portions of managing the data input into complex information systems. Analyses and administers data for both the developing team and the customer. Handles daily administrative tasks, produces and edits technical reports bas...
	13.6.9.2. Education: Associates degree.
	13.6.9.3. Experience: At least three (3) years of experience in administration of Configuration Management or technical documentation.

	13.6.10. Quality Assurance Manager (QAM)
	13.6.10.1. Establishes and maintains process for evaluating software, hardware, and associated documentation. Determines the resources required for QC. Maintains the level of quality throughout the system life cycle. Develops project QA plan. Conducts...
	13.6.10.2. Education: Bachelor’s degree.
	13.6.10.3. Experience: At least seven (7) years working with QC methods and tools. At least four (4) years supporting system development and test projects.

	13.6.11. Quality Assurance (QA) Specialist
	13.6.11.1. Develops and implements quality standards. Reviews hardware, software, and documentation. Participates in formal and informal reviews to determine quality. Participates in the development of system QAPs. Examines and evaluates design, integ...
	13.6.11.2. Education: Bachelor’s degree.
	13.6.11.3. Experience: At least four (4) years of working with QC methods and tools.


	13.7. Training Support
	13.7.1. Instructional Systems Designer
	13.7.1.1. Conducts the research, necessary to identify training needs based on performance objectives and existing skill sets; prepares training strategies and delivery methodology analyses; and prepares cost/benefit analyses for training facilities a...
	13.7.1.2. Education: Bachelor’s Degree.
	13.7.1.3. Experience: At least three (3) years of experience in the design and development of training for information systems and defence systems using an Instructional Systems Design approach such as the Systems Approach to Training, Performance-Bas...

	13.7.2. Senior Training Materials Developer
	13.7.2.1. Conducts the research necessary to develop and revise training courses and prepares training plans. Develops instructor (course outline, background material, and training aids) and student materials (course manuals, workbooks, hand-outs, com...
	13.7.2.2. Education: Bachelor’s Degree.
	13.7.2.3. Experience: At least five (5) years in the preparation of technical training, including CBT materials.

	13.7.3. Training Materials Developer
	13.7.3.1. Conducts the research necessary to develop and revise training. Develops training materials (course outline, manuals, workbooks, hand-outs, completion certificates, and course feedback forms).
	13.7.3.2. Education: Associates degree.
	13.7.3.3. Experience: At least three (3) years of experience in the preparation of technical training materials.

	13.7.4. CBT Developer
	13.7.4.1. Uses CBT tool to design and implement course flowchart, text, animation, voice, and graphic displays.
	13.7.4.2. Education: Bachelor’s degree.
	13.7.4.3. Experience: At least three (3) years of experience in the preparation of CBT courses.

	13.7.5. Senior Instructor
	13.7.5.1. Supervises trainers who conduct technical training classes. Conducts training classes. Works closely with Purchaser personnel to determine training and scheduling requirements. Develops and maintains training materials. Reviews and provides ...
	13.7.5.2. Education: Bachelor Degree.
	13.7.5.3. Experience: At least four (4) years of experience in systems administration or operation and at least four (4) years as technical training instructor in defence systems and maritime C2 systems.

	13.7.6. Junior Instructor
	13.7.6.1. Conducts technical training classes. Prepares and updates training documentation.
	13.7.6.2. Education: Bachelor’s Degree.
	13.7.6.3. Experience: At least four (4) years of experience in systems administration or operation and at least two (2) years as technical training instructor.


	13.8. Operational Support
	13.8.1. System Administrator
	13.8.1.1. Administers systems operations and configuration. Maintains user accounts and profiles. Performs system backup and restoration procedures. Troubleshoots operational problems. Coordinates system configuration and performance issues with centr...
	13.8.1.2. Education: Associates degree or two years of technical training.
	13.8.1.3. Experience: At least one (1) year in systems administration of Windows Server 2012 systems. At least one (1) year in the administration and operation of an integration capability. At least one (1) year in the administration and operation of ...

	13.8.2. Network Manager
	13.8.2.1. Oversees administration and operation of network and service management applications. Develops and implements operating procedures. Administers upgrades to system support and network management components. Collects operational performance da...
	13.8.2.2. Education: Associates degree.
	13.8.2.3. Experience: At least two (2) years in administration and implementation of SNMP or other system support systems.

	13.8.3. Database Administrator
	13.8.3.1. Manages network-wide configuration databases. Develops and implements data synchronisation procedures and resolves database discrepancies. Maintains and publishes network configuration tables and indices. Designs and implements queries and o...
	13.8.3.2. Education: Associates degree.
	13.8.3.3. Experience: At least two (2) years in database administration.

	13.8.4. Operational Support Manager
	13.8.4.1. Organises, directs and manages operational support activities. Analyses system performance data and prepares reports and assessments. Meets with Purchaser personnel to coordinate support issues and coordinates with system deployment personne...
	13.8.4.2. Education: Bachelor’s degree.
	13.8.4.3. Experience: At least five (5) years of experience in the administration and operation of a distributed information system.



	SECTION 14 : Interfaces with other Projects / Systems
	14.1. NS Domain (ITM)
	14.1.1. The ITM project, which is the amalgamation of the three CP 9C0150 Projects: 0IS03091; 0IS03092, and 0IS03101, will transform the way IT services are provided to Users across the NATO enterprise, including the NATO Command Structure (NCS), the ...
	14.1.2. The project will provide modern effective and cost-efficient Infrastructure as a Service (IaaS) supporting IT services at NS level on the ON domain.  The project is, in effect, a hardware replacement and service consolidation project as it wil...
	14.1.3.  The architecture is based on various different types of implementation: Data Centres, Enhanced Nodes, and Standard Nodes. As for the Client Connectivity, ITM will support Thick Clients (Desktop/Laptop) and Thin Clients (Virtual Desktop Infras...

	14.2. MS Domain (x-FOR)
	14.2.1. NATO implements ‘mission’ Secret domains in current operations and exercises in order to provide CIS access to non-NATO mission partners.  Examples are the KFOR Secret domain supporting NATO-led operations in Kosovo, the EUFOR Secret domain su...

	14.3. Management Domain
	14.3.1. The IEG-C system components will need to be managed from the Management domain already existing in Purchaser operations in addition to the Management tools which the Contractor will add. These components will include Servers, Switches, Firewal...

	14.4. NCIA Cyber Monitoring Capability (former NCIRC)
	14.4.1. The NATO Cyber Security Monitoring Capability involves capturing network traffic at key points in the global CIS infrastructure, and the collection of system logs, which can then be used to support cyber security incident analyses. In order to...
	14.4.2. The Contractor will assist the Purchaser or any other sub-contracted entity by the Purchaser to enact necessary changes and additions to the IEG-C Contractor’s design and system, so that the aforementioned monitoring capability will integrate ...

	14.5. Mission Information Room
	14.5.1. The ‘Mission Information Room’ (MIR) at SHAPE and JFC Naples allows HQ Staff access to a local extension of a ‘mission’ network and to the ‘at risk’ NATO Secret domain established for operations and exercise support.  The MIR places this NATO ...


	SECTION 15 : Deliverables Outlines
	15.1. General
	15.1.1. This section describes the outline content of a subset of all deliverables (management products and specialist products) to be provided by the Contractor under this Contract.

	15.2. Risk Log
	15.3. Issue Log
	15.4. Project Status Report (PSR)
	15.5. Change Request
	15.5.1.  Change Request Document

	15.6. System Design Specification (SDS)
	15.7. System Version Definition Document (SVDD)
	15.8. System Implementation Plan (SIP)
	15.9. Project Management Plan (PMP)
	15.10. User and Maintenance Manuals
	15.11. IEG-C Procedures and Work Instructions

	SECTION 16 : OPTIONS
	16.1. General
	16.1.1. This section describes the options to be provided by the Contractor under this Contract, if these options are to be exercised by the Purchaser.
	16.1.2. The optional gateways and respective locations are described in Annex B of this SOW.

	16.2. WP 6 Hardware
	16.2.1. All required equipment will be identified and selected by the bidders to conform to SRS, but part thereof may be provided by the customer as Purchaser Furnished Equipment (PFE). The main reason is to achieve homogeneity in the installed hardwa...
	16.2.2. This equipment in general involves Infrastructure hardware (processing, storage, networking), firewall and guard products. To the extent that the Purchaser has other existing contracts, these equipment will be procured via these contracts. Lis...
	16.2.3. The Contractor will in addition provide the costs for this same equipment. The Purchaser may decide to exercise this option, and the Contractor will then procure the aforementioned equipment.

	16.3. WP 7 Cyber Security Monitoring (former NCIRC)
	16.3.1. As described in paragraph 14.4 in this SOW, the IEG-C infrastructure will need to accommodate and integrate to NCIA’s Cyber Security Monitoring capability systems and services. This integration will normally be performed by the Purchaser or an...
	16.3.2. The IEG-C contractor will be required to provide a costed, not evaluated, option for the delivery of the aforementioned activities and integration.
	16.3.3. This integration will conform to the NATO Enterprise Security Monitoring Guidance [NCI Agency TR/2017/NCB010400/12, 2017] and will comprise of the following activities:
	16.3.3.1. Site Survey
	16.3.3.2. Incorporation in IEG-C design
	16.3.3.3. Installation
	16.3.3.4. Integration and testing Mandatory Sites and Management Suite
	16.3.3.5. Integration and testing Optional Sites
	16.3.3.6. Initial Operational Support

	16.3.4. The aforementioned activities are described in detail in Annex H and they will be concluded in parallel with the other relevant project activities

	16.4. WP 11 Hardware additional gateways
	16.4.1. The same terms of paragraph 16.2 above will apply for the additional gateways referred to in paragraph 1.3.2 in this SOW.

	16.5.  WP 12 Additional gateways
	16.5.1. This work package will contain all effort for the implementation of additional gateways referred to in paragraph 1.3.2 in this SOW.   In general, all conditions in this SOW will also apply as for the mandatory gateways. The beginning date and ...
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